
1/58

Figure 1 

The Sentinels 150

(Collective Intelligence) 

Threat Reputation 
Database 

TRDB     110

(Blockchain) 

S-Wallet        120

(Security Wallet) 

Filtering 
Engine 

Machine 
Learning 
(ML) 
Engine 

Distributed 
Sandbox 

Advanced 
Features 

User Data 
130 

 Transaction 
data 

 Input data 

 System Log 

 Raw packet 
data 

 Process 
status 

 etc. 

Interactive 
Cooperation 
Framework 
(ICF)   160 

Dashboard 

Data Field

 Wallet 
address 

 Date/ Time 
 Domain 
 URL 
 IP Address 
 Filename 
 Filehash 
 Description 

124 

126 

127 

122 

(SIPB) 100 



F
ig

u
re

 2
: 

S
e
c
u
ri
ty

 I
n
te

lli
g
e

n
c
e
 P

la
tf
o
rm

 f
o
r 

B
lo

c
k
c
h
a
in

 (
S

IP
B

) 
P

ro
c
e
s
s
 F

lo
w

 

1
1

0
  

1
2

4
 

1
2

6
 

1
5

0
 

A
u

to
R

e
p

o
rt

 (
A

R
) 

M
a
n

u
a

lR
e

p
o

rt
 (

M
R

) 

S
2
1
1
 

S
2
1
2

S
2
0
1
 

S
2
0
2
 

S
2
0
3
 

S
2
0
4
 

S
2
0
5
 

S
2
0
6
 

S
2
0
7
 

S
2
0
8

2/58



3/58

Figure 3 

CEF

Standby

StandbyStandby

ABC

BCE

BDE

DEH EFI

FIJEHIDGH

F



4/58

Figure 4 

P
ro

fi
le

 N
am

e

N
o

t 
u

n
iq

u
e

@
tw

it
te

r 
h

an
d

le

u
n

iq
u

e

@
c
z_

b
in

a
n
c
e

A
lm

a
n

ya

J
o

in
e

d
 S

e
p

te
m

b
e

r 
2

0
1

6

C
e

O

@
c
z_

_
b
in

a
a
n
c
e

Tw
ee

te
r 

A
cc

o
u

n
t 

A

Tw
ee

te
r 

A
cc

o
u

n
t 

B



5/58
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Figure 8B  
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Figure 8C 
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Figure 10C 
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Figure 13 
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Figure 14 
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Figure 16A 
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Figure 18 Tweeter Overlay In Red 
(indicating Untrusted 
account tweets) 



21/58

Figure 19A 

Figure 19B 
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Figure 21  

Figure 22 
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Figure 23A  Figure 23B 

Figure 23C 
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Figure 24: System Architecture of Crypto Analysis Transaction 

Visualization (CATV) Application hosted on Sentinel Portal (Gateway)  

Figure 25: Mouse-over a node shows full address of the node. 

Sentinel Portal
Sentinel Portal
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Figure 37 (Different Methods Used in Smart Contract) 

Figure 39 (Collection of Smart Contract Address)

https://etherscan.io/address/0x8d12a197cb00d4747a1fe03395095ce2a5cc6819

Amount 
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Figure 38A 

Figure 38B  

Figure 38C  
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Figure 38D 
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Figure 41A (identification of relay wallet) 

Figure 41B (identification of user wallet) 

Figure 42A (identification of withdrawal relay wallet)  
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Figure 42B (identification of other relay wallet)

Figure 42C (DEX: splitting to 3 relay wallets) 

Figure 42D (Upbit Example) 
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Figure 42E 

Figure 42E 

Figure 42F 

Figure 42G 
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Figure 42H (Continuation of Figure 42D) 
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of Figure 42D
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Figure 43  
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Figure 44 
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Figure 45 
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Figure 46 
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Figure 47 (Main menu of wallet crawler system) 

Figure 48  
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Figure 49A (Handle Unidentified Wallets) 

Figure 49B 

Figure 49C 
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Figure 50 (Example of Spam address – ElectrifyAsia) 

Figure 51 (Example of Spam address– blockwell.ai KYC Casper token) 
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Figure 52 (Before Path filter) 

Figure 53 (After Path filter)
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