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TECHNOLOGY ARCHITECTURE:
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HIGH LEVEL CONSENSUS DIAGRAM

Standby Standby

ABC

Standby

Figure 3
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Issue: Twitter filled with malicious actors carrying out phishing

CZ Binance @ | @cz_binance |Sep 18 v
Everywhere!
Ao T\ 502

C

kilo @cryptopago
iA todos nuestros amigos de Binance! Los esperamos hoy para conversar
temas cripto, blockchain y el primer Hackaton en CA.

iPrepara tus preguntas para @binancel..

Replying to | @cz_binance [ \__ 502

Big Airdrop.

10.000 £ HERS + 1.000 510

SPONSORS:

GET IT NOW! 10,000ETH+1,000BTC giveaway for followers

Thank you for your support! Click here to get yours! Don’t miss you chance to getup
to 200ETH or SOBTC

buterintoday.eu

2:28 AM - 18 Sep 2018 505

Figure 5A
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Issue: Twitter filled with malicious actors carrying out phishing

Justin Sun . .20h vi
Replying to @justinsuntron 502

On the more important note. Read message below!

Q1 s O 10 =

Justin Sun w +20h M
Check this. twitter.com and youtube.com sponsored this event |

We are giving back to the community with

ETHEREUM

1 0,000 ETH

7. giveaway,.

seet® SendO.S-ZOETHtovenfyyouraddressandgetS ZOOETHbad(()dO)
...If more than 5 ETH sent your benefit will be increased to x20!

See ..-" SPONSOREO

10,000 ETH Giveaway! - ETH Giveaway - Medium

Send 0.5-20 ETH to address and get 5-200 ETH back{x10)! If more than 5
ETH sent your profit will be increased to x20! Offer is limited!

|

|

medium.com I
|

|

Justin Sun \ 505 w. *20h ~

To participate just send 1-5 eth to the adress and you will get 10-50 back
(multiplied x10) If more than S sent, your bonus will be increased to x20.

Figure 5B
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Justin Sun Justin Sun

@justinsuntron [\ Use of space

502 behind profile
name

| @SophieA76501538

Figure 6A Figure 6B

/s 601 /605 (in blue) Vs 602
[

7
Vitalik Buterin|®| @VitalikButerin | 22~
Reminder: cryptocurrencies are still 3 new aj

drop tO near-zero at any time. Don't put in 1
If you're trying to figure out where to store y
still your safest bet

Figure 6C

Y 604

- 2
|ta|k Buterin | @vitalikBiterim QFeb 24
And the day has come, 1 am also in the far

() v, &

@ Omission of Characters

@ Visually similar letters (e.g. n VS m)

Figure 7

@
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Add Influencer
Retrieve search settings

Username (@ handle) (5804)

y

Close Add Influencer

Retrieve all tweet replies for

@ Add tweeter account to monitor all monitored Influencers
(S806)
Add Keyword o X
Keyword Impersonation Check
(S808)
@ Add keywords common in Malicious Tweet Check
malicious tweets (5810)

\ 4

Add Pattern

Generate Threat Results

Pattern

B8 Flagged Accounts

@Add patterns common in HTML code of

phishing sites
BB Suspicious Tweets

Input search settings
S802 y

Validate Results (S814)

\ 4
800 / Update TRDB (S816)

Figure 8A
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Step 808: Similarity Test (Done through Levenshtein Distance)

Replier handle

xPEYTO| "> PEYTO

2. Replacement
Influencer “0” with “O0”

PEYTO PEYTO

Levenshtein Distance Score = 2

Figure 8C

Step 808: Similarity Test (Check for Cyrillic Characters)

reatprofie neme Vit@liIK NON-giver of Ether

==
! 1
1
]

rake rrofie vame \fitalik Non-giver of Ether

-

All Cyrillic Return
characters Test
Score
Test Return
Score
Test Score — number of

e Cyrillic

If returned test score <= threshold, strings are more similar (to flag replier
account as potential impersonator).

Figure 8D
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Step 810: Malicious Tweet Check

Retrieve content of a . .
tweet repl Determine whether retrieved
(5902)p y HTML code includes any
> malicious HTML pattern
(S912)
\ 4
Determine whether tweet "Pattern detected
tain k d(s) in TRDB
contain e»g\;%;)(s) n Determine whether
retrieved HTML code

contain wallet address

\ (S914)

Check for presence of wallet
address (e.g using regex)

] HTML detected

(S906) Obtain a screenshot of site
(S916)
- Review detection
Determine whether tweet dresutls
contain URL . .
(5908) To determine if tweet contain
(i) keyword and wallet address,
"URL detected (ii) keyword and URL and/or
(iii) if URL include malicious
Expand URL and redirect to html pattern (S918)
retrieve HTML code (5S910)
If Yes
I A 4
Flag suspicious tweets
(5920)

Figure 9
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Results 1002

Time of Search: Oct. 4, 2018, 1:09 p.m.
Search Type: All Influencers

Retrieved for # influencers: 35

# Mentions Retrieved: 1453

# Tweets Flagged: 1

# Potential Imposters identified: 3

Search Time: 239.04636573791504 seconds

Close

System detect as
potential malicious
tweet

System detect as
potential
impersonator

F@ Flagged Accounts B9 Suspicious Tweets

After investigation

After investigation

Impersonator
account

Malicious
tweet

FB Blacklisted Accounts FH Reported Tweets

FH Whitelisted Accounts B Cleared Tweets

1018
1008

Figure 10A
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Figure 10C
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Uppward Setting

Search a URL. Wallet Address, Telegram group

Found Somathing Suspicious? Report Now >

Setting
— Icon
(1102)

Manual
reporting
(1106)

Auto reporting
~ being disabled

Q) Sentinel Protection is disabled.

Figure 11

¢ |General

ST s

1102
General Whitelist Blacklist

Enable Active Protection
Enable / Disable UPPward protection

Enable Twitter Badge
Enable / Disable Twitter Badge

Enable Crypto Address Highlight
Enable / Disable Crypto Address Highlight

Figure 12




16/58

Blacklist Setting

€& Setting

General Whitelist Blacklist

Enable Block Punycode URL
Enable / Disable Punycode URL

Yes ‘

Block Suspicious URL
You can select how to block suspicious

Can be set as default
‘ Overlay <«

Overlay

Redirection

Figure 13

Safe Bar Pop-up Setting

Colours, Fonts Size, Placement of safe bar can be customized by user.

Examples.
' o ] Color of safe bar can be
@ This Website is safe. Don’t show again X .
customized.
@ This Website is safe. Don’t show again
€5 C Q0 & smheon * OUMOS g

Q This Website is safe.

Location of safe bar can be customized.

€2 C 0 8 mhen \ * OUMOD @i
‘Q This Website is safe. Don’t show again. X

Figure 15
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Crypto Address Highlight

History

Completed

# ETH - Ethereum -
Total balance 340361548 ETH
In order 0.00000000 ETH Completed
Avalable balance 3.40961548 ETH H What's ETH?

Completed

Completed

Completed
Important

+ Minmum withdrawal:0.02 ETH Crb-ypto Add resg«"?‘"'d

+ Do not withdraw directly 1o a crowdfund or ICO address, as your account
cradited wih tokens from such sales (Bad) —in red Comploted
ETH Withdrawsl Address Comploted
ALAKETARED 1AZAATACAHAAARTAAAENNAI NN L4

AJENNANN N Completed
Alert!
We do not recommend you
24 Withdrawal Limi2: 0 [ 2 BTC to proceed.

Completed

Completed

Completed
Avalabia: 3 40361548 ETH
Completed

Transaction Fee: 0.00000000 You Will Get: 0.00000000 Completed
- Complated
Submit
Completed
Comploted
Please note 2
» Once you have submitted your withdrawal requett, we will sand a confirmabon email. Please Completed

Figure 16A

Crypto Address Highlight

ot | S8 A= A Ojojx| o= 4% L

Crypto Address

(Safe) —in green
98 - Ethereum ...

YMZA < 73,7007 (0.47%)

OxFBb1b73C4f0BDad4f67dcA266cebEf42f52
https://etherscan.io/.../Oxfbb1b73c4f0bdadf67dca e6.ef42f520 v 0| n‘OIﬂ eicistz|

Address Ox7908e104AE43e5e6DACZDIFIAAEICC ts; Address.
Sponsored: Datum Storage - Get 1T8 cloud storagd Safe

Your search input is safe.

https.l/athmcan.|ol.../O:0d8775f6484306793709098d2b0<b6250... v O] HO|X] ©H3}7|
Hokiar: OX79088104AE41e5e6bACIDIFAAAEICCAFOTeDAbEC Price: $0.1697 @ 0.001402 Eth ( 13.02%).
Balance: 143,887,307.94715542 BAT. Value ...

Account Bittrex (Oxfbbl...) - etherchain.org - The Ethereum Blockchain ...
https://www.etherchain.org/../fbb1b73c4fObdadf67dca266cebef4... v Of HO]X] ¢M&t7|
Ethereum Account OX7908e104AE4A3e85e8 bACDIFAAAESCCd
WMEMMJFMUFD7QGN¢.’1 Transactions; Hstoty' Comments,

I BAT (BAT) Token Tracker - Etherscal. |

Ethplorer: Address: Oxfbblb73c4fObdadf67dca266ce6ef42f520fbb98

LALTY APAL L ALE T AEL £ LA, Al siniTl wadaisl
llu;n-"culpuu:l iof.. /OXTOL1b7304T000a41670ca266¢e6e42i520 .. = &) Hi0IX] a7

NEW. Widgets: APl Subscribe. search In progress... Address:
0x7908e)04AE43e5e6DACDIFAAAEICCAFO7eDBb8E, Internal operations. Chainy. URL. SHA256 Hash,

Figure 16B
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Twitter badge

Esl 2=¢ g=29 opsoll S0l

2491 682 641,107 258

605 (in blue)
e o|C
[/ | I(B)Ldge Alert 1705 (Good)

/ In Green
Justin Sun @ @justinsuntron - 128 7

Join us at #niTRON2019! Be part of the #blockchain revq
there &2

1 | @BitTorrent |

First Millennial Graduate
ity Founded By Jack

\bagroup #TRON #TRX G EX "%l

o}34 SH2
1

Badge Alert 1705(Bad
. . Eg‘l E-?—l_n} cCh= ulcloi
@justinsuntron -~ A~ as In Red

1 Juslin Sun @justinsuntron ‘20| 2|38 SLICE

!@ Justin Sun @justinsuntron € bnenendDd - 11E 172

@justinsuntron 'do|plert!
PO |

| @BitTorrent

. . Thank you for this {This account is fake |usk
First Millennial Graduate

& £31914517| account. ~_ 1707

To celebrale 10-year BTC anniy
We are giving back to Bitcoln con

m
“
| ‘8-\
—
S \0 =
= < e

Figure 17B
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11 Yobit.Net Retweeted

Yobit.Net @YobitExchange - € Jan 14 v
' Hackers sent back 122735 ETC coins, Thank you!

Proof: gastracker.io/tx/0x49eb0ce36...

gastracker.io/tx/0xe0dba59a6...

We added 43000 ETC (est 50 btc) to FreeCoins: yobit.net/en/freecoins/
New InvestBox for ETC (0.1% / daily): yobit.net/en/investbox/

Q 116 1 86 QO 216

Figure 18 Tweeter Overlay In Red
(indicating Untrusted
account tweets)
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1905 1907 1909
Wallet to I/ diate = =
. mmedia
t
{spec *| Neighbour C|assTi:iscI;tion —| RiskScore
1903 Classification
1900
Figure 19A

1956 1957

Legend
E: Exchange Wallet

R: Relay Wallet
M: Malicious Wallet

S: Immediate Source
D: Immediate Destination

Figure 19B

Inspected

Wallet

Figure 20A

©'®
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Txs with Immediate Neighbour Wallets Txs Converted to Tasks

Time Axis

1
1
1
1
1962 Suspicious Task :
1
L

Figure 21

Computing Risk Score From Tasks

80 20 : @
D Bl e oKl

Malicious Task Suspicious Task
Bad value Metric: [70,1,1]*1 Bad value Metric: [18,1,1]1*0.5
Total value Metric: [80,1,1] Total value Metric: [20,1,1]

Bad value Metric: [70,1,1]*1 +[18,1,1]*0.5 = [79,1.5,1.5]
Total value Metric: [80,1,1] +[20,1,1] = [100,2,2]

Figure 22
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Balance =30
O BE
50 5
Task 3 @ —>| Task4 20
) O
Malicious Task Malicious Task
Malicious Suspicious
Figure 23A Figure 23B

0

T

Task 5
20

X

Malicious Task
Suspicious Suspicious

Figure 23C
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s N
. Crowd sourced Threat Hunt
Integrated Partners Public Crypto - -
- - Malicious Crypto Malicious Crypto
Jmsacnon Daimet} [Tmsachon Dataset] [ Address ] [ Address )

\ 4 y \ 4
Collective Threat Reputation
Transaction DB DB

e — 1
1 1
1 1
1 1
1 ( Crypto Analysis W 1
: » Transaction < 1
Visualization (CATV) . .
I L Sentinel Portal !
X F Y K k —_— 1
[ ) R O !

. (Crypto Analysis Risk
Visualzation | | »| Assessment (CARA)
Enging L Data Feed
y
Transaction
Normalization
Engine

Figure 24: System Architecture of Crypto Analysis Transaction
Visualization (CATV) Application hosted on Sentinel Portal (Gateway)

0x6ddee1678e4f9108bc0e3cbalf283091e0f4a282

Figure 25: Mouse-over a node shows full address of the node.
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Function: depositToken(address token, uint256 amount)

MethodID: ©0x338b5dea

ANAAANANAANANANANANANANAANANAANANNANANNA _ A _ AL _ _ArAAN_FrACARAANAEA L™ _AA e AL Imna

[0]: ©00000000000000000000000c58c0Tcad6908e66540102356T2e91edcaeb8d81
[1]1: ©000000000000000000000000000000000000000000000d8d726b71772800000

Function: trade(address tokenGet, uint256 amountGet, address tokenGive, uint256 amountGive, uint256
expires, uint256 nonce, address user, uint8 v, bytes32 r, bytes32 s, uint256 amount)

MethodID: 0x@al9blda
[0]: 000000000000000000000000c58c0fca06908e665401023562e91edcaeb8dsl

Function: withdrawToken(address token, uint256 amount)

MethodID: 0x9e281a98
[0]: ©000000000000000000000000c58c0TCcaP6908e66540102356F2e91edcaeb8d81
[1]: ©00000000000000000000000000000000000000000000003635c9adc5dead0000

Figure 37 (Different Methods Used in Smart Contract)

€ = C & https://etherdelta.com/#PPT-ETH @ Main Ethereum Network

@ EtherDelta |® O|PpT~ ® Account2 > @ [oxedi2"6819

Balance Order Book DEPOSIT #41

Deposit Withdraw Transfer
Token Wallet EtherDelta ’MS 71
PPT 0.000 0.000

Deposit PPT

DETAILS DATA

EDIT

GAS FEE $025

Deposit ETH 40.001
AMOUNT + GAS FEE

TOTAL $248.96

41.001

https://etherscan.io/address/0x8d12a197cb00d4747a1fe03395095ce2a5cc6819

Figure 39 (Collection of Smart Contract Address)



42/58

3808a

1) User deposits ETH into a 3805 2) Deposited ETH/tokens are
user wallet address provided N\ transferred to Exchange X’s
by Exchange X Hot Wallet
& .
3804 / 3802
|

/ Exchange X’s

I
I
3802
Hot Wallet
3808y
/0
3808z
Exchange X’s
User Wallets
Figure 38A
From To Value
2 :0x64db1b94a0304e... ouT 0xc257274276a4e5... / 0.00152183 Ether
t1 | Oxbb6b14026136fc... IN 0x64db1b94a0304e... 0.00160583 Ether
_ \ 3805
3807 Figure 38B
From To 3806 Value
0x64db1b94a0304e... IN 0xc257274276a4e5... 0.00152183 Ether
3805
0x20fcfdde7838884... IN 0xc257274276a4e5... 0.01 Ether
0x8fed6d0ad578b7f... IN 0xc257274276a4e5... 0.00366834 Ether
0x88607688292791... IN 0xc257274276a4e5... 0.00424344 Ether
0x2140efd7ba3116. IN 0xc257274276a4e5... 0.01 Ether
3815
Oxfee1b99e1df1e34... IN 0xc257274276a4e5... 76.99811 Ether
0x90469a6b903d0d... IN 0xc257274276a4e5... 0.49841839 Ether

Figure 38C
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t7

t6

t5

t4

t3

t2
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From To
0x0ea27883f916249... ouT 0x2140efd7ba3116.):
Upbit 1 x0ea27883f916249..

0x0ea27883f916249. / Ox5521 a68d4f82531)

3817
Upbit 1 0x0ea27883f91 6249..
0x0ea27883f91 6249/ Ox22b84d5ffeaSb80

3 821
Upbit 1 0x0ea27883f91 6249..

0x0ea27883f91 624/ Oxc257274276a4e5 \

t1 7~ 0xf6230e7e98d2b

Value

3.02261009 Ether

3.02 Ether

4.99811 Ether

5 Ether

2.0016404 Ether

2.0035304 Ether

1.99811 Ether

cerrrrrrr o 20 OW
tﬂ\}omeaz?sssfm 6249.. -\ 2 Ether

T — o — E

EEEEEEEEEEEEEEEEEEEEEEEEEREEET 3827 RW

3825 EW Figure 38D
3829
From To Value
...................................... _ 3835
Oxedc10e1b6clcle... our K0x2c41 b8e152d3fb1..._~/ 9.998866 Ether
; B S £
Oxed4c10e1b6clcle. .. our € _ 0x00d7f2709c7b305 3.97606 Ether
Oxedc10e1b6clcle... ourt Upbit 1 1.986052 Ether
Oxedc10e1b6clcle... ouTt Upbit 1 15.006052 Ether
Oxedc10e1b6clcle. .. out Upbit 1 27.99672334375 Ether
Oxedc10e1b6clcle... ourt Upbit 1 11.9966988 Ether
Oxedc10e1b6clcle. .. ourt Upbit 1 7.995926 Ether
Oxedc10e1b6clcle... ourt Upbit 1 9.996682 Ether
i Oxedc10elb6chcle. .. our  Upbit1 1.9976648 Ether
Oxed4c10e1b6clcle. .. our Upbit 1 18.9976774 Ether

Figure 38E
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From To Value

Ve 4105
e A SO -. 9 > 4107
|Oxeafa2b5b0edsedc. .. | our  (©x6c839d71cc6916... 0.00651917 Ether

t3 oyeafa2b5bOed5edc... our (Ox242eddabb67ec.y” 4109  0.00859883 Ether

t2 Oxeafa2b5b0ed5e4c... ouT Oxbe7fb8c3ecchbds... 4111 0.004 Ether

1
0xdbb903b977a665... IN Oxeafa2bSb0ed5e4c... 0.02 Ether

Balance on User Wallet is transferred
to a Relay Wallet having an address of
0X6¢839d (in short)

These two transfers are used for Withdrawals
or Gas Payments for other User Wallets

Figure 41A (identification of relay wallet)

From To Value
_~ 4107
Ox2ed62af7df45f0c... IN 0x6c839d71cc6916.. 0.006479877945154 Ether
Oxbacc399c711cf40... IN 0x6c839d71cc6916... 0.00648917 Ether
0x57ddc0db156a59... IN 0x6c839d71cc6916... 0.0064809 Ether
0x7aab1637053627... IN 0x6c839d71cc6916... 0.0064926 Ether
0xa718dc5fd78017... IN 0x6c839d71cc6916... 0.006489 Ether

Figure 41B (identification of user wallet)

From To Value

0x242edd6abb67ec... out 0x869939a578d994... 0.00817883 Ether

......... —_ 4105 4109
|0xeafa2b5b0edSe4c...J'f IN 0x242edd6abb67ec... 0.00859883 Ether

Figure 42A (identification of withdrawal relay wallet)



Balance on User Wallet is
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From  transferred to a Relay Wallet To Value
Oxbe7fb8c3ecchbds... out 0x058b022501fe91.) —4210  0.00321716 Ether
Oxbe7fb8c3eccbds... out (3 ZRX Token 0 Ether
| OxeafazbsbOed5edc. A0S Oxbe7fb8c3eccbdd.y 111 0.004 Ether
Figure 42B (identification of other relay wallet)
From To Value
4214a
0xd2a228a61cf14a8... out 0x160fb77021df6a2., 0.00096 Ether
4214b
0xd2a228a61cf14a8... out 0xcfOb95f76516f98... 21.184888438824687 Ether
4214c
0xd2a228a61cf14a8. out @:@/ 79.610320291175312 Ether
4212
0xd2a228a61cf14a8.. T Oxa2aa3f50ba3e7at... 0.20215127 Ether

Splitting to 3 other Relay Wallets

Withdrawaf(User Specified Wallet

Figure 42C (DEX: splitting to 3 relay wallets)

38GSsueRKZ4RzFCLIyEDR7fMrPxezMuyVP

User Deposit Wallet A/

c8c5bdde21b99e2c5cf5dac69c738e5311817db9d751643c96aad07677f10cf2

) | 3CvQBKizTehMyA(ZiKG47aevbkzBhaeJf
39Ta6Y1hhggMDVFKLVzrfRPUhyXLkyKDNF
14cQRmViAzVKa277gZznByGZtnrVPQc8Lr

Figure 42D (Upbit Example)

Hot Wallets or
Relay Wallet of Upbit




Summary
Address 3CvJQBKizTehMyAtZjKG47aevbkzBhaeJf
Hash 160 7b2c8b84373ba959189263477f652c3bebeed079
Transactions
No. 2
Transactions
Total 49.87448144 BTC
Received
Final 0BTC
Balance
Figure 42E
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Summary
Address

Hash 160

Transactions

No.
Transactions

Total
Received

Final
Balance

39Ta6Y1hhggMDVFKLVzrfRPUhyXLkyKDNF

553609f30f893d9810bb7293b07{3f4afc93ef81

0.59755761 BTC

0BTC

39Ta6Y1hhggMDVFKLVzrfRPUhyXLkyKDNF

84538a587123677bf8fb62d692b395b0710993223b5abb42135a7034c806b44b

-

3PZQjj402fzWZ7XZ2UN956bpvp509T2cyG
14cQRmViAzVKa277g9ZznByGZtnrVPQc8Lr
3LoPJV268j91K25vWujW1D9utmGwu2u32P

Figure 42F
Summary
Address 14cQRmMViAzVKa277gZznByGZtnrVPQc8Lr
Hash 160 279a7ded82665d7c6844277b690555f6e812918b

Transactions

No. 24351

Transactions

Total 410,160.39983373 BTC
Received

Final 738.55837387 BTC
Balance

Figure 42G
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57004cc1124fc7a231530c0515fd0f8f0065fe05236d4€9907d2d12481fa593¢c

3CzP1Nv67rm5bgpMTAENjS4FsHY2HYDkHN
387JQAzAKx1JKyFCQWAF8cZxXsTe7QcW6o
3AEvcsDM1DxNJiXw1CMeQ3TAEqSWPSNqW8
39gAHL JwkiTaZeG7Ke14niYUo7AyhiuHhS
39TEZjnx72emZ2iKgTaApDBXmgg9VBmDjz
3AzzBS8dRhqg4xdbYmkVzAo7UxaS5HcL8sD
3FSDacucxTb4yCCzBomwTccAhXKZRCbFR8
3B2BPb2vESXZZcbAnTecmnYeHe1ymx4oTjo
32BigeTBsX6Z1C40KpyHx4J7HVDTeMAECJ
33d7fE242EizSF8yLbuM3UR38AH3fANFQB

User Deposit Wallet
of Figure 42D

=)  14cQRmViAzVKa277gZznByGZtnrVPQc8Lr

Hot Wallet of Upbit

38FBoYzAug3ZaeuozccGricCRiSVyHAS1S
38hUmiEkfcDCyoFGDLP3tc9pheknk1KPYJ
3HUMeSfZ7S6HgRBVMtcxNiry6UUwqTXSYk

34zcVzXEoAKLJWPhfgPGMHtkV8Sgstdrkm
3F3xxfRpWK98DtZAsvALVvmgvc7HrhPUWAQ
3NDDD88nt4dkfz1 WME5WxtL1CwPtKg7Xem
3KujfwASXjtVRaXuLZPyX3mrZ4nxNYuMkS
3LGKp5jBxUFDJcnSfeg1A3evkk7iq622VQ
3PKvdt37gD8UUpVrnK41HVmMFWCsZt27jsn
33jgRUBjx9xvfVMMUotorqdLJCpFEMZaLf
3Nge62QHhCRKDEpPrGLVJQY4jLSESsfz70W
3Kb2vo3UNm56ZRQEejpKR510eaHXZYGNg8
3Awfn1uZL7FCaNgebKbSfWpDCraGGr2SLs
33T3E3JKoM2FjSaeCsmhknQk6TGQuaVfTv
37R1SLZfCbVEuczQMxBGLU1owziXB4yTwp

Figure 42H (Continuation of Figure 42D)

Potential User Wallets of Upbit
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/ Validated User Wallets \vﬁan sfers to

< User Wallets > only
validated
< User Wallets > Central
Wallets
——»
( User Wallets >
k( User Wallets >/
K Invalidated User Wallets \
< User Wallets >
User Wallets |
- — =

< User Wallets >
\ User Wallets >j

Figure 43

Transfers to

/ Validated Exchange Wallets\
< User Wallets >
< User Wallets )

( User Wallets >
\C User Wallets >/

< Other Wallets >

only

validated Central

Wallets and
wallets

other
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Withdrawal Relay Wallet

/ Pool of User Wallets \
User Wallets

User Specified

i

AN

Withdrawal Wallet

J

/ Pool of Relay Wallets \

Relay Wallets

A
y

User Wallets

\ (userwates >

Figure 44

Relay Wallets

A
y

Relay Wallets

Relay Wallets

i
\




fValidated Individual Wallets\
< Individual Wallets >

Gdividual WaIIeD
< Individual Wallets >

\ Individual WalletD/

/Invalidated Individual Wallets\
< Individual Wallets >

< Individual Wallets >
< Individual Wallets >

\ Individual WaIIets>/

Figure 45
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Transfers with Identified Methods

<DEX Smart Contracts>

Transfers with No Identified Methods
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[ Relav Wallets Withdrawal Relay Wallet or User
4 Specified Withdrawal Wallet

Withdrawal Relay Wallet or User
e
[ Relay Wallets ] Specified Withdrawal Wallet

/\

User or Relay [ Relay Wallets

Withdrawal Relay Wallet or User
> Specified Withdrawal Wallet

/\

Wallets

Withdrawal Relay Wallet or User
Specified Withdrawal Wallet

User or Relay [ Relay Wallets ]

Wallets

User or Relay /

Wallets

Figure 46
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smwwmms=s®  CURRENT RUNNING PROCESSES ®=ssww=wss

#rmmmmmaan T L Brmssmsssesssssscssssssssssssssssssssssssss=s fomemmmmmanan $rmmmmmmmmaaas t
| run_id | type | exechange | wallet | filepath | initiater

s Sl S e e
1 31 | Wallet Creator Crawl | Bitbay | Breec®2515a59F4369ad3d9fcTa478409585b589db5 | - | Donovan |
T ol T ST T T S T =

Operations Menu

1. Add & Crawl (New) Wallet Creator Address
2. Add & Crawl (New) Exchanpge Wallet Address
3. Add User Wallets with R/S via .csv file
4. Add User Wallets wia .txt file

5. Add Non-Exchange Wallets with R/S via .txt file
6. List all Exchanges

7. Add Exchange

8. List all Wallet Creator Addresses

9. List all DEX

18, Add DEX

11. List all OtC

12. Add OTC

13. List all Exchange-Cwned Wallets

14. Add Exchange-Cwned Wallet

15. Add Exchange-Owned Wallet (Bulk)

16. Edit Exchange-Ouned Wallet

17. List all Token Contract Address

18. Add Token Centract Address

19. List all Unidentified Wallets

8. Handle Unidentified Wallets

21. Exchange - Token Relationships

22. Exchange - User Wallets

23. User Wallet validity check (Exchange)

24. User Wallet validity check (Big Tx)

25, List all user Wallets requiring revalidaticn
26. Handle User Wallets requiring revalidation
27. Flag spas broadcast addresses

28. Flag invalid user wallets

29, Handle failed/stopped runs

3e. Exit

» Choose optien:

Figure 47 (Main menu of wallet crawler system)

Enter required details of Exchange Wallet
Exchange Wallet to address posted to TRDB
crawl if not yet exist

Crawl commences

(Norm TX)

Post Valid User User Wallet Validity Crawl commences
Wallets to TRDB Check (ERC-20)

0 . requires user interaction

Figure 48
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HANDLE UNIDENTIFIED WALLETS
Format: (ID) Address [Possibly related exchange]
These are unknown addresses which received tokens from addresses previously labelled as user wallets.

Choose an unidentified wallet to see more details & decide what to do with it.

o e e e - Frmmm i ———— Fommm e — +
| id | address | exchange? | # UW reved from |
T T et T T T LT |
| 3993 | ex2bbS7becfeffes3s7e032c11711d59bdo56830ee | Kraken | 434 |
| 5625 | ex@97511b9afe3dcEacbddballfc2d723F57Fbdcbb | Bitbay | a7e |
pe===== fesssssssssssssssssssssssssssssssssssssssssss e T femssssssssssssszs=s +

Select unidentified wallet(id):

Figure 49A (Handle Unidentified Wallets)

Select unidentified wallet{id): 5625

HRTHAR R TR AR AR AR R R R AR R R R AR R AR AR R

SELECTED WALLET: 8xB897511b9af934c6acb44ballec24783f57fbackbb
Possibly exchange wallet of: Bitbay

Total Mumber of unique, prev identified User Wallet received from: 478
-- Breakdown --
> Bitbay, #wallets: 478

Show User Wallets in breakdown? (y/n): y

| exchange | #addresses | addresses
Bxc3Ialdlofef732dd5ablcl668e6beafbdo21fb13435
Ox454a6b803714dT668982ab3136f5a37bbl1beb2e
Oxaddl1f18c806T698c43be5b83boB141ce51d49a25
Bxcfcd2ece?d24e133644a2882Fd43eb264eaf2982
Bxd6194361fe5c23a8d9bcoffe231ce7bcobbd8de?
Bxa468335479c73bboedc2933cedd7+73b91929dbe
Bx836e385b2706cc7e75245cT9468982bdTF27d833b

AR A AR STIrA A - AT A AAA AR i o o e md —A AL - -

Figure 49B

Possible actioms:

» Yes(y): Unidentified wallet will be reclassified as Exchange wallet.
All user wallets that sent to this address will remain as valid user wallets.

» Mo(n): Unidentified wallet will be rejected as Exchange wallet.
[IMPORTANT] All prev fdentified user wallets that sent to this address CANNOT be user wallets.
They will be sent to TRDB and re-annotated as "Non-Exchange”.
» No, but User Wallets valid (nv): Unidentified wallet will be rejected as Exchange wallet, but User Wallets that sent
to it still valid.
Choose this for special caszes, e.g. when unidentified wallet is for token swap.
» Leave{l): Leave Unidentified wallet in list & KIV.

Select thisz option if investigation still under way & decision cannot be made yet.

Accept Unidentified Wallet as Exchange Wallet? (y/n/nv/f1):

Figure 49C
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Atotal of 133,406 bins found Fist ¢ Pagelof200 > Last
(Showing the fast 10,000 records only)
Txn Hash Age From To Value Token
(xd5b860d6266a5¢... 227 days 19 hrs ago 0xd3b15fb285e5¢52... N Oxabe32e544b16b7... 0.00000000437164 » ElectrifyAsi... (ELEC)
(xa1130a2c176943... 227 days 19 hrs ago (xd3b15fb265e5¢52... N Oxabe32e544b16b7... 000001156 » ElectrifyAsi... (ELEC)
0x21d34a9037340fe... 227 days 19 hrs ago Oxd3b15f2855¢52... N Oxabe32e544b16b7... 9.4863 » ElectrifyAsi... (ELEC)
(x1dc94aeh872638... 234 days 4 hrs ago (xabe32e544b1607... our  Ox18e9cedfcciOabe... 995.423113 » ElectrifyAsi... (ELEC)
(x1dc94aed872538... 234 days 4 hrs ago (rabe32e544D1607 ... our  (xz8id651azaricd... §53.949025 y ElectrityAsi... (ELEC)
(x1dc94aeb872638... 234 days 4 hrs ago (Oxabe32e5441607... our  Oxd6560c75403063... 565.828797 » ElectrifyAsi... (ELEC)
(x1dc94aeb872538... 234 days 4 hrs ago (Oxabe32e5441607... oot (x64384eeB596f138... §61.757014  ElectrifyAsi... ELEC)

Figure 50 (Example of Spam address — ElectrifyAsia)

Overview [ERC-0) Profile Summary 0 i
PRICE FULLY DILUTED MARKET CAP

P — o i Token Name: blockwellai KYC Casper Token

V. \\_U, V.VWWUWV L W.W

Told Supoly: 00 bockwelai KYC Casper Token Contract: 0x212d95fcedf0366343350/4860da 1 ceafc0c2d63

Holders: 0 addresses Decimal: f8

Transfers: 506247 Social Profiles: Not Available, Update ?

Transfers ~ Holders  Info  Read Contract  Write Contract ~ Analytics ~ Comments (13) u
Atotal of 596,247 transactions found Fist ¢ Pagefofd0d > Last
(Showing the last 100Kk records)

Figure 51 (Example of Spam address— blockwell.ai KYC Casper token)
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Tracking Activity Result ‘ Depth -1 v” Depin 2 v“ 8 _ ”F“em:“

@ Blacklist © Whitelist @ Exchange & DEX @ Suspicious @ Smart Contract © Annotated @ NoTag @

. 5] 7/
n EEBEE
>0

0xf68b96 »o [5]]
Oxc%p10b Oxcac725
)
“'-.____________________-
0xedsb70 °
r——— U’ngi 39]2 0x926fcS
|
| E] i
. : | |
= N/ B L) s
e acklist >0
| 0x37ad9 _
T Huaobi, Exchange
s - - ;
InclicatorA{o6d /o7 A7 iy | 0X137ad9cA777e1d366Ab6056745¢8137
K e [ Indicator Details {| Add to path filter ] } b2b6260cS L >0 @
= Indicator #4485413  p==="="=~n oréezeed
Money Flow TN —— o N
Sent 2.5000ETH [ Indicator Details k [Add to path filter ] 1
T 1 Add e e
0 ress(es) Money Flow L
Wallet Info Sent 7.5989ETH
Balance 0.1030 ETH To 1 Addressfes)
il : Balance 5532.1062 ETH
AmountIn 3386003.6523 ETH
Amount Qut 3380471.5462 ETH

Figure 52 (Before Path filter)

Tracking Activity Result ‘ Depth -1 VH Depth 2 "H 8 Hide nodes ’m
outbound

@ Blacklist ® Whitelist @ Exchange &DEX @ Suspicious @ Smart Contract © Annotated ® NoTag @

H B B a B2 B o la] 2]

0xd2b8d9 i I > .
0x28ffe3 0x137ad9
0x137ad9

Figure 53 (After Path filter)
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