1 PREPAYMENT SYSTEM FOR ENERGY METERS USI NG
CONTACTLESS | NTELLI GENT CARDS W TH AUTOVATI C DEVI CE OF
ENERGY SHUT OFF FI ELD OF THE I NVENTION 5 The present
invention refers to a prepaynent systemfor electric
energy neters, and nore particularly to a nore
efficient systemand nethod to control the supply of
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exanple: light, water or gas, like a form of
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traditional collection systens, A sort of prepaynent
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of the supply of electricity (water or gas) Is done
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regardi ng the bought anobunt then is cOomrunicated to
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consunption point (local, establ i shnent, hone, etc.)

of the client, a nmeasuring device is |nstalled and it
receives the information of the prepaynent

conmuni cati on and BhcKGROBRDIOE TREURTERGHNIt 25 anount
to the central statron. Typically, the electricity

measuring device is installed in the exterior of the
busi ness or hone and a term nal that reads the

prepayment ThafOQERRL iififled %orﬂbér‘ﬁ@g Hal Qfégné@' Blﬁl thBerdMRicREI reading
or i s connected by neans of cabl e

and elaboration of invoices to collect the supplylng services after these services had
been used by the consumer-client. Recently, there had been proposed state of the art
prepayment systems techniques for the supply of public services for example: light,
water or gas, like a form of overcoming some of the inconveniences of the traditional
collection systems.

A sort of prepayment system was designed of such form that the
purchase of the supply of electricity (water or gas) is done directly from a central
station and the information regarding the bought amount then is communicated to the
client's site where this supply is consumed. In the consumption point (local,
establishment, home, etc.) of the client, a measuring device is installed and it receives
the information of the prepayment communication and it also confirms the bought
amount to the central station. Typically, the electricity measuring device is installed in
the exterior of the business or home and a terminal that reads the prepayment

information is placed along with the meter or is connected by means of a cable or by



the electric supply cables to the neter, which is
instead located in the inside. A disadvantage wth
these type of prepaynment systens is that are difficult
to install and expensive. Another problemwth this
typi cal prepaynment systemis that it doesn't provide
t wo-way conmmuni cation about the consunption
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el ectronic neter that includes car rea evi ce or
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devi ces to manage the supplying of the electric energy.
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that uses an intelligent card and additional elements to determine the credit to regulate

20  the supply of energy. The United States of America patent No. 4,731,575 “Prepayment
metering system using encoded purchase cards” granted on March 15™ of 1988 to
Joseph W. Sloan, discloses a system that uses coded magnetic ribbon cards to
transfer the purchase information from the collection office to the consumer. The U.S.
Patent No. 4,795,892 “Pre-paid commodity system” issued on January 3", 1989, given

25 to CIC Systems, Inc., consists of a system that uses a prepayment activated by a

selling card for the supply of electricity, water, gas, etc. The U.S. Patent No. 4,803,632

titled “Intelligent utility system” granted to Utility Systems Corp., issued on February 7™,
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3 1989, describes a type of an external data processor
nmeter that has a screen that uses reader equipnment to
accede and recover information, and a card paynent
reader device included in the LCD | ocated inside the
property. The U S. Patent No. 43908,769 titled
"Commodity netering systens"” granted to Schl unberger
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magnetic card reader or contact intelligent card lies on while the reader is being

exposed to receive the prepayment cards, it turns vulnerable to damages (intentionally
or not intentionally) by the user or due to saline atmospheres or high relative humidity.
Another problem arises when the card reader is connected by a cable to the meter,
since this cable is also susceptible to suffer damages. As well when the reader is
incorporated to the meter, the meter has to undergo to important physical changes
increasing its volume and turning it vuinerable to damages by exposing part of it to the
environment, independently of turning them incompatible to the market existent

connectors as the connectors S or A type.
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connectors as the connectors S or Atype. 4 There is
still another type of prepaynent systens to control the
supply of electric energy, are those that incorporate
ways of shutting off the supply when the credit has
been finished. An exanple of sugh systemis disclosed
in the US Patent No. 5,959,549 titled "Conmuna
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measurement system of energy that uses a meter tightly closed and an intelligent
contactless card.

Yet more, another object of the present invention is to provide an energy
prepayment measurement system that incorporates an automatic device for energy
supply shut off.

Is still another object of the present invention to provide an energy
prepayment system for measurement that by means of the use of contactiess
intelligent card could provide information to the supplier about the consumption, how
the credit is being used, where or what meter is using the credit, and information about
illicit and tampering done the meter.

A further object of the present invention is to provide an electric energy

supply prepayment method by means of a contactless card-reader system.
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A further object of the present invention is to provide
an electric energy supply prepaynent nethod by neans
of a contactl ess card-reader system5 SUWARY OF THE

| NVENTI ON The present invention refers to the use of a
meter conpletely integrated insa single piece, totally
covered and with no contact with the exterior, that

i ncorporates 5 a preg e EHT NYor e

efficient nethod to lectric
energy and to obtain excellent information fromthe
nmeter by neans of contactless intelligent cards. The
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2ePEMEPRE et ect or of the AC voltage supply, a

controler, ! B BVRBhY 7 8 € SRR B9, 68 luces
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prt%%ag/ ggr% or%l?rfgwitlrr%etsbgo IEﬂ%rrgera\{chogf the prepayment card only occurs during
few seconds every minute.

The electric energy prepayment method using a contactless intelligent
card and an electric energy electronic meter with internal reader-writer of contactless
intelligent cards, manages the steps of interchanging information between the meter
and the contactless intelligent cards by radiofrequency; authenticate the intelligent
prepayment card and the internal reader-writer of contactless intelligent card, in mutual
form, by means of two or more digital signatures and the serial number of the meter;
discharging and storing the credit of the intelligent prepayment card in the memory of

the electronic meter; and storing the information generated about the state of the meter

in the prepayment contactless intelligent card.



the electronic neter; and storing the information
generated about the state of the neter 1in the
prepaynment contactless intelligent card. 6 BRI EF
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claims, Any way ediBR DEMERPIRSN oF fE DRAMiNaSue | 1S
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fully understood in the follow ng description of
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DETAILED DESCRIPTION OF THE INVENTION

20 The term “CONTACTLESS CARD” as is used hereby, refers to the
interchange of a command between the card and a reader- writer module without the
use of galvanic elements (for example, the absence of a ohmic contact of the reader-
writer module toward the integrated circuit inserted inside the card), where the power
that makes function the integrated circuit inserted in the card, is taken by the command

25 generated by the reader-writer module, the communication and power toward these
integrated circuits is given by the coupling. Therefore, a contactless card could be

separated from a not constant distance of some millimeters up to several centimeters



7 fromthe reader witer nodule and there is stil
data transm ssion between them The term"Intelligent
Card" refers to a card that its size is simlar to a
plastic credit card, with an integrated circuit

(m croprocessor, nmenory or dedigated circuit), with a
reader that has the processing power to be used in
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i zi 0 the electric energy nmeter wthout
5cuW{iﬁr 6??m$ﬁ@ supply of electric energy to the user
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b reayEeHont B i Ber rR i LDl ELY A Slnotay SSheumed by the
10 &Xl&rn #J to the neter, is done with the purpose of
t h%s(erﬁg eaﬂ]?tef he curr ent consuned by the user passes
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1000 e SR PR 08268 BEERUTRL o
o B T R, AR SE ShoAT e
plcF scolm%;mogt %lrl Xoun%ver %gs agnderg\gl\f/ t’cﬁan what is really consumed. The term
“Derivations” is used hereby to imply the bridge of minimum electric resistance placed
externally to the meter, is done with the purpose of that not all the current consumed by
the user passes by the meter sensors and therefore it senses less current than the real

20 amount consumed by the user, these bridges are commonly known like “bridges”.

The “Anticollision” term is an arbitrate among cards in which depending
on the serial number of the cards only one is selected, this is specified in the 1SO
14443-3A I1ISO14443-4A

The present invention provides a prepayment system and method for

25 the measurement of electric energy with contactless data communication, where the
electronic meter is completely integrated in a single piece, totally covered and without

any contact with the outside environment. In accordance with the preferred modaility,
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any contact with the outside environnent. |In accordance
wth the preferred nodality, 8 the prepaynent system
and met hod of energy neasurenent reduces the
installation cost providing an integral electronic
meter that allows the data commgni cation as nuch to

t he user neter as to the energy utility conpany,
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feﬁe%§¥ %teepfﬁggefsf%g%? e dpolehlsy %ﬁ%ﬁeg@%r Pleifgnt fvd transfers
h i bef
Do 1 e %@t%uﬁwu p%“%dng SRR EER HRL T ﬁﬁegsﬁtansgmes information
T I d
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10 ¢ Fariirel ok Bt W R dstobl Wec R Bhpps@Y Wien”e contactiess
ORI BEN R S LB RA ng, B8 ﬁa“%%&ga@&s? ety trpSyment o
CaE Ry Pt R s Pidey Plind %&%ﬁ?@e% Midtigent carg
coTE E5aERas Tblistih ot RohioBRed hun SHRRGI: itk O directly n the
control  the g@p F electricity. Figure 1
i 1R slatigd Og %‘i%rqyfﬁUBB 'bi agram of a prepayment system
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F'%‘%F%pyst@ﬁff?h%%mm Fhaes 55‘5?3&;1«“ oGe i Sogetenand it is ot
coul d be | ocated ntral station and/ or

HEERT L8 S (et T o) ssapmUrtom @ BR P g @n extemal

int 0 20 are ed wi
eq%?pment tI\at could serve as |ﬂ (%Fr) examp}e infrared connection, direct cable

connection, a RF connection or communication through a AC line) to control the supply
of electricity.

Figure 1 illustrates a simplified diagram of a prepayment system for
energy measurement in accordance to the preferred modality of the present invention.
As it is shown in Figure 1, the prepayment system for energy measurement preferably
includes terminals of sales point 20 that could be located in the central station and/or in
the collection offices of the supplier. The terminals of point of sale 20 are equipped with
a reader-writer module of intelligent cards 23, which could be of conventional type for

contactless cards or it could be one of a specific development. The terminal of point of
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a reader-writer nodule of intelligent cards 23, which
coul d be of conventional type for contactless cards or
it could be one of a specific devel opnent. The term na
of point of 9 sale 20 has a comuni cation interface 27
to interconnect itself through gerver a 21 wth a
coIIect systemthat maintains infornmed about the
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observed in.figure 1, are to be installed as well in
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the security module 24 by the use of digital keys written in the intelligent cards 15. The
security module 24 also provides the security of the data for the transactions that are
done by the contactless intelligent card 15 and writer-reader module of intelligent card
23. Preferably, the contactless intelligent card 15 and the electronic meter 18 also
include the encryptation / desencryptation modules installed in their respective

microcontroller or integrated circuit (IC) for specific use for prepayment systems to

perform this interchange function of encrypted information. In a particularly preferred
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20 In order to start the supply of energy the user will place the contactless
prepayment intelligent card 15 near to the contactless electronic meter reader-writer
18, this reader-writer of the electronic meter will validate the prepayment card 15 and
will discharge totally or partially the amount of prepaid kWh bought. The determination
of the total or partial discharge of the amount of prepaid kWh bought in card 15 to the

25 meter 18 will depend on the value recorded in the card regarding the amount of
prepaid kWh to be transfer to the meter by discharge or when the credit is minor to this

discharging value. In the present invention the term “quantity of prepaid kWh to be
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transaction to the server 21 of the supplier of the service for its storage in the data
base 22. However, this information as it is recorded 15 in the prepayment intelligent
card 15 so the user discharges the amount of prepaid kWh in the meter 18 it would be
in kWh form. Therefore, the screen of the meter will display this prepayment
information in kWh form.
Figure 2 illustrates a functional electronic meter diagram simplified in

blocks that incorporates the contactless prepayment system to control the supply of

electric energy and obtains relevant information of it, appropriate to be used in
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in kWwh form Therefore, the screen of the neter wll

di splay this prepaynent information in kW form 25
Figure 2 illustrates a functional electronic neter
diagramsinplified in blocks that incorporates the
contactl ess prepaynent systemtq control the supply of
el ectric energy and obtains relevant information of it,
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microcontroller 11 of the energy measurement card 9. The energy source works when
there is supply of electric energy, it works at most for one second when there is a
supply failure, time enough to back up the information of any energy transaction.
The prepayment control contactless card with energy supply shut off
card 3 is the main module entrusted of detecting and validating a prepayment card 15
as well as controlling the prepayment system and the energy supply to the meter. In a
oreferred modality, the contactless prepayment control and energy shut off card 3
includes: a reader-writer element of contactless intelligent card 8 that also has a

radiofrequency generator, a microcontroller 7, a cross zero detector of the AC voltage

supply 6, a controller of the of the supply cutting off element 5 and a feeding source 4
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20 standard ISO 14443-4A or any other radiofrequency transmission of data protocol
appropriate for such objective.

The reader-writer element of contactless card 8 generates and sends a
radiofrequency power command through the antenna 14 to the meter 18. The
changing command for radiofrequency power perceived by the antenna 14 is caused

25 by the presence of a contactless prepayment intelligent card 15. Upon detecting the
reader-writer element of contactless card 8 the presence of a prepayment card 15,

reads and transfers the prepaid amount of the contactless prepayment card 15 to the
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electric energy supply as the user consumes one kWh in base of the consuming

20 information sent by this energy measuring module.

In an alternate way, the relevant information about the historical data of
the meter that will be recorded in the contactless intelligent prepayment card 15 would
also be stored in the microcontroller 11 Flash memory of he measurement card 9.
Therefore, the interchange of information between the electronic meter 18 and the
25 intelligent card 15 is particularly done by the microcontroller 7 of the prepayment

control card 3 and the microcontroller 11 of the measurement card through a serial

interface. In other words, the microcontroller 11 is the element that stores the
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supply will be reestablished when the available amount stored in electric energy
measurement card 9 that is read by microcontroller 7, would be greater than zero. All
the time, the microcontroller 7 of the prepayment card 3 will read the available amount
of electric energy for the user from the energy measuring card 9.

The shut off or reestablishment of energy supply is provided by a controller
device of the supply shut off and failure alarm 5, where the supply shut off
/restablishment device 1 could be, in a preferred modality, a relay. The energy supply
could be shut off by the relay and failure alarm controller 5, this controller 5 has the

function of opening as much as closing the relay 1 when microcontroller 7 requires it
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the prepayment module card 3) and vice versa (the phase has become negative with
regard to the neutral). This function is given by the cross zero detector of electric
energy 6 (this is a level detector circuit with an histeresis carried out with Operational
Amplifiers and a voltage divisor), the zero cross is used for two purposes: one is when
the microcontroller of the control of failure of energy relay 5 (not shown) detects that
there is no zero crossings then is inferred that the supply of electric energy has been
suspended and that will generates a lack of supply of electric energy in the prepayment
control contactless card with shut off of supply of energy 3, in that moment it sends by

one of its exits a command to indicate to the microcontroller 7 that must keep the
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The intelligent card includes a microcontroller or circuit of specific use in contactless

20 prepayment cards 16 and an antenna 17. The personalized information of the card is
recorded in the internal memory of microcontroller 16. Preferably, the intelligent card
could be of the size of a conventional credit card and still being in the standard 1SO
14443-1, 14443-2, 14443-3, 14443-4, although this is not obligatory. Likewise, the use

of contactless prepayment intelligent cards in a prepayment system of supply of

25  electric energy for electricity meters of the present invention has three main functions:
1) discharging the amount of prepaid kWh to be integrated to the energy electronic

meter; 2) to receive the data of consumed energy during the entire life of meter, meter



As it was previously nentioned, the intelligent card 15

W Il be reusable and specific for each neter; it neans

that it nmust be used in only one specific neter. The
intelligent card includes a microcontroller or circuit

of specific use in contactless ®) prepaynent cards 16

and an antenna 17 The personalized infornmation of the
Cafingesing keeaslaidcdrihetitehsi Mveisiak SRIMEYerRE of derivations, without the
m crocontrol ler 16. Preferably, the intelligent card
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25 electric energy for electricity neters of the
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prepaynent system and supply of energy tot
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a particular way, the mcrocontroller 7 of t
cqﬂg@ﬁ{less prepaynent control and energy supply shut
off card 3 and it controls the prepaynent system of

15 the present geRygnt h&y; nirz?gis Wed | @Rtrbine 2@ MMRMERHARBS  functions,
men yrent

regardi ng the prepa bet ween neter 18, prepaynen
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i ndependent operation fromthe rest o

M SFPRHLAL Wi TreltnidBGontDYSt & arﬂoSngﬁngﬁ& BRI YR riter of the

the control and communication funct
contactless intelligent cards 8 so it would works in accordance with, for example, the

standard 1SO 14443-4A. Once initialized the ports and configured the reader-writer, the
20  microcontroller 7 reads the data stored in the electric energy measurement card 9,
such as the client serial number, stored kWh during the meter life, disconnections #,
inversions #, derivations and accumulated energy during the presence of derivations
(the serial number of the meter will only be read in this part of the program because
this never changes). After reading the data, an internal temporizer of the
25  microcontroller 7 is initialized so it generates an interruption each 70 milliseconds so
this microcontroller 7 does a specific task. Microcontroller 7 then is set on inactive

state, it means that stops doing any task and goes to “sleep” to save the maximum of



m crocontroller 7 initializes the communication seri al
ports wiwth which it will communicate with the

m crocontroller 11 and configures the reader-witer of
the contactless intelligent cards 8 so it woul d works
in accordance with, for exanpl€l® the standard | SO
14443-4A. Once initialized the ports and configured the
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M crocontroller then is set on inactive 'state, It
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t t?IHec’ re\fz?}}r 'l ‘é @p%n@@?blgm.slf ¥htéere§lfl%f%eﬂf‘ymg the state of the relay 1 of the
block 120 is negative, then the microcontroller 7 sends a command to the controller of
the device of supply shut off and failure alarm 5 which executes the function of opening
the relay 1 (block 130) to shut off the electric energy supply to meter 18. After opening
the relay 1 in the block 130, the microcontroller 7 reads the information displayed in the
LCD of the meter 18 (block 160). However, if the result that is determined in the block
120 is satisfactory, this means that the relay 1 is open, then the microcontroller 7 reads
the information displayed in the screen of meter 18 (block 160).
Otherwise, if the balance read in the block 110 is greater than zero then

the microcontroller 7 verifies if the relay 1 is closed (block 140). If the result of verifying



15 the relay with regard to the prepaynent bal ance of
the user. Mcrocontroller 7 based on the information
obtained in the block 100 verifies that this prepaid
bal ance of supply would be greater than 0 (block 110),
if the credit isn't greater thatd cero, then it verifies
if the relay 1 is opened (block 120). If the result of

VetHef thtBGf tHierellyat 6 thé bldeR 1ueliatedatiol, th@?the@h@%oﬂrﬁ&lek 3 sends a
negative, then the mcrocontroller 7 sends a conmand
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the block 180, it means that the radio frequency is turned on, and then the

radiofrequency command will start to be emitted through the antenna 14 to detect the
presence of a contactless intelligent card 15 that is nearby (block 220).

When the displayed screen on block 170 corresponds to the “kWh,
inversions, disconnections, derivations”, microcontroller 7 revises if the radio frequency
emission (block 200) is turned off, in case that the radiofrequency emission would be
turned off, the microcontroller 7 returns to the inactive state to save the maximum of
energy while is waiting for a interruption command (block 80) and restarts the routine

described in blocks 90 to 180. If the result of verifying the state of the radiofrequency



intelligent card reader-witer elenment 8 and then
starts the search of a prepaynent 15 card. If the
determination in the block 180 is negative, a comand
to turn on the radio frequency (block 190) is
generated and then the microcomToller 7 returns to the
i nactive state to save the nmaxi num of energy while

wakinisd@nfiomegatival efig witiahe tha apdRatlofrddabeKe@REioANE turned on, then
restarts the routine described in blocks 90 to 180. In
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radi o frequency is turned on, and then the
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m crocontroller 7 revises if the radio frequency

em ssion (bl greds %Q@&co‘nﬁoltér‘r'ﬁ%v@fd‘o-ne' ﬂﬂe%ﬁ&:o%@aéft fcB&ing the data

radi of requency em ssion would be 25 turned off
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t he maxi mum of =~ energy while is waiting f
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routine described in blocks 90 to 180 If the result of
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i's negatlve this nmeans that the radi of requency
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turns off or deactivate the radi of requency em ssion

(bl ock Zlf)washdniidien SéF@re”bv%@(fﬁg‘H&bJ:cﬁﬁrOYerr@JnWrﬁ‘sg th‘aﬁ’ the radio

the inactive state to save the maxi mum of energy wh
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restarts the routine described in the bl ocks
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readlng the data ored I n the energy neasurenent ca
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checks that LCD is displayed in the neter
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procee to detect the presence of a contac
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S Akl
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: Hﬁ%ﬂgﬂﬂ%% ﬂn%e %!ektlmléld fin add ﬁfeFee@lfﬁ&QXhéfwomn%lhgent card 15,
one will be disabled according to the ISO 14443-3A norm). If there is no intelligent
20 card 15 inside the detection field in this block 230, the microcontroller 7 returns to the
inactive state to save the maximum of energy while is waiting for a interruption

command (block 80) and restarts the routine described in the blocks 90 to 180.
Once a card is detected inside the field, the system selects the card
(block 250) in accordance with the data transmission protocol by radiofrequency (for
25 example, the specified in the standard 1ISO 14443-3A, and even the specified by the
standard ISO 14443-4A). After selecting the card in the block 250, the microcontroller 7

authenticates the card by the digital signature of discharge of the amount of prepaid



the antenna 14 executing a function of a search cal
for cards 15 (block 220) in accordance with the
standard | SO 14443-3A. After the search call for the
cards of 15 block 220 is done, the mcrocontroller 7
verifies if there is an intellidfent card 15 in the
detection field (block 230). If an intelligent card is

i nl%Nﬁ%rﬁjh\@rtHj@rﬁee%ﬂla@rhufﬂtﬁk &f itk Hé@erb{b%l% 2688 0rhe@Microcontroller then
anti-collision is done (block 240) to determne if
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interruption command (bl ock 80) and restarts
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and even the specified the standard | SO 14443-4A

ATLBE (5 Qé\faect%é RSk xdRGm %@Eﬁ]e P\? whiteishl ey BPRint 1rbérhfptlon command (block

m crocontroller 7 authentficates the card
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and wth the serial nunber of the neter
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intelligent card corresponds to the neter
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| AR ISR o b R A0kl R, sce
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Ir %b : Hgé’{ egglrslgfgé‘@@ﬂwgegﬁhgm oc%1§8%th?r?gnl1%§iﬁb% écﬁt ih lﬂ% meter (block
P R R AR O A Do
ggt' tto the Flash memory of the energy meter (block 330) by microcontrolier 11. After
receiving the new credit value or at the same time, the microcontroller 11 sends to the
intelligent card 15 (block 340) the information generated in the measurement module
10 regarding the energy consumed by the user during the life of the meter and meter
tampering (for example, such as disconnections, inversions, presence of derivations,
etc.). After sending the information to the intelligent card 15, the microcontroller 7

returns to the inactive state to save the maximum of energy while is waiting for a

interruption command (block 80) to restart the routine described in the blocks 90 to
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menory of the mcrocontroller 11 of the energy
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card 15 to the remaining credit in the meter
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operation done in the block 320 i's 20 sent to the

5 meppiy Hiritt By %be"sgé/pe”&t fHe ﬁbérﬂfblﬁ &%Qﬁef&i’é{ is soulght to protect in the
m crocontroller 11. After receiving the newc

vabignen cHimb iy SARd LRE mddTRalib e REORLIR!ellndet tﬁ@?ga%h of the
to the intelligent card 15 (bl ock 340) the |H?ornat|on
he neasur enent nDduIe 10 regardi ng the
en@?é@hggﬁﬁﬁﬂid by the user during the life of the
nmeter and neter tanpering (for exanple, such as
di sconnections, inversions, presence of derivations, 25
etc.). After sending the information to the intelligent
card 15, the mcrocontroller 7 returns to the inactive
state to save the maxi num of energy while is waiting
for a interruption command (block 80) to restart the
routi ne described in the blocks 90 to 23 180. Although

t here have been illustrated and descri bed forns of
particular realization of the present invention, it
w || be obvious for whom have knowl edge in this mtter

that could be done other diverse changes and

nodi fications wi thout being apart 5 of the spirit and
the scope of the invention. Therefore, is sought to
protect in the attached clains any change and

nodi fications that would be under the reach of the
present invention. 24 CLAIMS 1. A Prepaynent nethod of
electric energy using: i) a contactless smart
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card previously charged wth an anmount of utilities
purchased; ii) an electronic 5 electricity energy

net er conprising reader-witer neans of contactless
smart cards located within the electronic neter; and
iii) a network including a ter@#nal of sale point
having a pair of security nodules, a server connected
by a conmuni cation interfaceciamm@ coll ect systemthat
mai ntai ns i nformed about the clrents' bills and of the
information stored in the data base of the supplier;
10 the nethod being characterized by conprising the

steps of: eni Atﬁregaﬁné@%&ﬁaoemwc éﬁ&g@hs.ﬁg QM cBAtactless smart
el ectronic neter by neans of a contactless prepaynent

CQB YreRARN chSEE Clvittn Gl BfcRRE 2B NGRS pardaaggoact)l 8 Slectronic
pr epaynent smart card inside the detection fiel

t dr! e it Fh | c
" ﬁcﬂc;ﬁ/? r{dé}tgfeﬁrycpgﬁ rldé)tnia/lp:ri'rgtﬁllbg ﬁtade‘él% t\%/a t éetrahfgcﬁ c%ﬁiaﬁ:@éﬁs smart cards

'ag&%'iéihﬁﬂgh e él@ét%ﬁ‘@ﬁw‘e%‘ Rt |WF§ Refwfdek ﬁ%@l@?n@%ﬂeﬁnﬂﬁﬁ&rsale point

contactl ess smart card y nmeans of

g@gﬁg%‘?’a‘ﬁe&(‘s\écurﬁvmtéscé%ﬂgr LdHpcble %H@Jﬂﬁmé‘nﬁ@étbn interface to

the internal reader-witer neans of

C%n&fﬂ@%tl s?.%t%n‘?ﬂ%f nafrRkids infbrtheduéat tHeQdiBhtsDYiId WRY Bf tHBORBrmation

digita ignatures 20 and the serial nunber of the

m%'io% indR& @5%‘6535%1‘ tHe dippligront act | ess prepaynment smart

card as credit greater than zero of the anount of

Prepal dkWiineth$hBabaing Snaaeiehkal borh1RiriR BlepSor.

Prepai d kwWh of e smaft prepaynent cardinto

menmory of t @ﬁltﬁrlxdag?é&&?équgﬁéﬁl%na?ﬂgmztﬁe BREREAIL ngté#' Hy rRéans of a

the information generated about the state of the neter

%&agﬁ% %E#Ha?ﬁ{ehp%tmgmgrrent smart card, wherein the

obt al ne mat|1 on consists on the energy consumed

by the user dgt‘élegggthteh esdic® &#a EMa&%& rpre ? efl §1%Ft c‘éfd inside

the 25 nmeter met er tanperi ng suc e nunb

i EFEPIEFHL TTy RICpr, SAN B RESHRY o
! %Wéh?'aﬂ&%vatemght,
interchanging information between the electronic meter and the
contactless smart card by means of radiofrequency;
authenticating the prepayment smart card and the internal reader-writer
means of contactless smart cards, in mutual form, by two or more digital signatures
and the serial number of the meter,
determining if the contactless prepayment smart card has credit greater
than zero of the amount of Prepaid kWh;
discharging and storing the amount of Prepaid kWh of the smart
prepayment card into the memory of the electronic meter; and
recording all of the information generated about the state of the meter

into the contactless prepayment smart card, wherein the obtained information consists

on the energy consumed by the user during the life of the meter, the credit of the
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2 The prepaynent nethod of electric energy according to
claiml1l, further characterized in that the step of
detecting the presence of a contactless 5 prepaynent
smart card inside the detection field of the electronic
utility meter further include8the steps of:
determning if there is nore than one contactl ess

prrf'?é{@ﬁ/ Nt n%@rfanfpéﬁﬁlg JuBh tal%etl"@eﬁ@r%éroaf Bis%rﬁhe@fioﬁsh‘?nterruptlons

e ectr| c energy neter; and selecting the contactless
f&ﬁ@ter% 5ccﬁﬂu@té&d@%@Qﬁ@§§@§f Wrib& s ahf inversions.

requenc data transm Ssion protocol previously

det er i ned, hzh&eggﬁﬁ%%%oa%fhggaﬁé e%l#ggt 5¢&rcﬁﬁ§rtaydaim 1,

accordi ng to cI aim rther characterize

t r1*1‘1:"r‘rh?etr ecﬁwa?ﬁctéjrlzéﬁ higr 91'39 Ghd REePBP W&ecﬂﬁg Rhé Rﬁés@nlﬁg\vbfoé contactless

t he prepaynent smart car to the electronic neter

t
p%%&%{)@%&?%@éh?ﬁ{)ﬁrnntstdr@ e’(@% rdgf;egﬁWhé\Q H'the H@@tromc utility meter further

I'n the contactless
PrepaLER sisgBst card. 15 4. The prepaynment nethod of
el ectric energy according to clains 1 and 3, further

characteri Z@Qtehﬂm‘r@%’ch&%‘% %L #O1th d#]'e%%ﬂt%'&ﬂés%%ré&@/men% smart card

anount of prepaid e prepaynent snmart card

th@th%'a%?é&leﬁhgd%? r%ra%aﬁé ém#@ htagersgr@ps of : reading the

remal ning cre In the nete dlngthetotal or

partial cr egé]%ctﬂlgﬁtgmga{oﬂﬁghéé's?ge marC84rd it Qctdi8ance with a

20 remainin and storing the new

V%df@fr%ehaﬁdﬁﬁ?rgﬁérﬂlsgﬁﬁ bdtoddh prtek}f;‘oqud@{ermﬁ’\ed The

pr epaynent met el'ectric energy according to claim

1, furth
Lransterr edory e TR, manbd ¥ dcid BhefjiddeBiing o ciam 1.

Iﬁ.ﬁ}h%?@ﬁ?r%&t{eﬁ?@d ﬂrtﬁggﬁﬁ fgpl gfrﬂ?src,thaﬁ;g{ d’clh%gigﬁdntjz\gt%f gr'r%g&e"@{lh of the
a@%’e%aﬁh%ﬂ§3m%%gﬁpﬁethgfel&%h% étgrné?tﬂ@;g ?apﬂajl 3F total dependmg on

pr eépayment et tric energ

Ehaoﬁrg{j&gmﬁ R%@Q%O?lﬁ] r%@c?ﬁec? fnqvé gb‘r?tia&legé gFélpaWEHttE‘?ﬁan card.

rac erlze e |1nternal rea nmeans

of 26 cont ﬁ‘cme?ﬁrﬁegggﬂgﬁt fi&htq 8f e'%‘ﬁ? eh&Gl 22B3rGing RS €laims 1 and

is activated ew seconds
3, further characterized in that the step of discharging the amount of prepaid kWh of

the prepayment smart card to the electronic meter includes the steps of:

reading the remaining credit in the meter,

adding the total or partial credit discharged from the smart card to the
remaining balance in the meter; and

storing the new value of the prepaid credit in the meter.

5. The prepayment method of electric energy according to claim 1,
further characterized in that the information transferred from the electronic meter and
recorded in the contactless prepayment smart card consists on power factor, quality of
the line, and disconnections, inversions, presence of derivations and similar actions.

6. The prepayment method of electric energy according to any of the

previous claims, further characterized in that the internal reader-writer means of
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detecting the presence of a contactless smart card
inside the detection field, executing the

aut henti cating process for the data transm ssion; and
saving the energy to the energy utilities conpany. 5
7. The prepaynment nethod of el26tric energy according
to claiml, characterized by further conprising the

St @RGicMss’ R BErdt bethe GelitfonicmERE idTBERE¥ (OFurihgea few seconds for

el ectronic nmeter; verifying it the credit 1s Qreater

t t?)%ﬂacg'?? H‘%rﬁréyérﬁg Jfgecoﬂﬁﬂ@ssoé‘r?érh%{@ﬁé?d%te%e?éeég% ?feld, executing

shut evice to determ ne | I'S open

Cltﬁ’é%ﬁiheﬂﬁ&tigg{lﬁ%{%p@[) ?r}esggt\%iattaerkﬂg%rﬂ b ﬁ/g@ethgh&ergy to the

automati c sup ased on t

pr, : I.t.,read; wherein when the credit is
IR TSy

great a ignal is generated to close the

aut omati ¢ Seppirye HdayHent %Yﬂ\&scxegfr] glev@\j;ﬂcoéﬁet@ﬁa%o‘?&ihéits claim 1,

energy supply to the ter, 1 en the credit™is

n%han%ffeﬂ&@cf%)' huﬁﬂep?on?pr%hr%g L sleps generated to open the

autonmati c evice for su y shut off to electric

suspends t h?ea%ﬂ%gﬂ%fcﬁéeqﬂpih%é Fhe%?y SRS eleBrropiOfeter:

prepaynment et ectric energy according to claim

L, f“”“”v&rﬂ?h??fﬁﬁé%@fi’is‘ eétE%aB'@? I nformation

gener at ed abou he state of the neter, data related

with the en@érﬂ%ip& ggeo%tﬁtea&‘ihé@ﬁt‘éha{i@g@ﬂ)j SWlit oﬁro%yﬁgt?(aggtermine if

in the nenory e electronic neter; wherein

iﬁ’c“i@ﬁ%@%’?cfe@&@%ﬁd in this contactless snmart card is

di sc every time that the user recharges wth

prepaid kw‘glé%rﬁt(i#geés]gignél% S%@?r clci)%ttﬁe %u%ﬂﬁic gﬁé@y tswg off device

through a p e for urther "anal ysi's

e%ggw?ﬁé{higwéé%a?ﬁ]eng%ﬁxwad9. The prepaynent nethod of

el ec acc Ing to claim1, 25 further

characterizgd.if §R3 yehﬁgl&f’ﬁgjrgﬁgr fhgrw%ré@fgbﬁgs r?;?ﬁ%jage%isto close

on the energy consune user during

L 54y, AT Ghalt AR ATy LAIETS B4 maer
d%ﬁ& m&h%@creﬁﬁ‘% St g%gtgmlaﬁto?g s?g7nal is generated to open the automatic
device for supply shut off to electric suspends the energy supply to the user.

8. The prepayment method of electric energy according to claim 1,
further characterized in that the information generated about the state of the meter,
data related with the energy supply and meter tampering, are stored in the memory of
the electronic meter; wherein the information recorded in this contactless smart card is
discharged every time that the user recharges with prepaid kWh this reusable card,
into a data base through a point of sale for a further analysis by the energy utilities
company.

9. The prepayment method of electric energy according to claim 1,
further characterized in that the obtained information consists on the energy consumed
by the user during the life of the meter, the credit of the meter, and meter tampering

such as the number of disconnections, interruptions, derivations, energy accumulated
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during the use of derivations and inversions. 10 A
prepayment and control of electric energy supply system
conprising: a contactless snmart card for an airtight
and watertight electronic nmeter; 5 an electronic neter
of the type that includes a el aztric ener gy

nmeasur enent board conprising a neasurenent nodul e that

r &QhiRg Hesu g&fohg%ndﬁ%rswﬁsconsuned by the user; a
m crocontro or controlling the operation of the

ener gy rreas,@r e”,l?nﬁre R aP{W'c%Htr&aéf B|dds *én%?o&)(pdhp system

store informati on generated in the measur enent
Hipﬁ I|h§gard| ng the energy consuned by t he user during
t he ?e of the nmeter and nmeter tanpering; a liquid

crystal disp| c%)‘utatcﬂeQ éﬂér@é’arh %r%n%nbﬁ’t%r@%%d@ﬁ%lé%@ﬁﬁ meter,

of the neter; an Ind epen dent power source

ener gy ”easﬁﬁeggr&{romdme?eraeld théf5t é“ that iGEIQGQN Y %Ilécf?rrc energy

a network incl ng a termnal al e pol nt havi ng

PhLashfeniift Wdaty coﬂ?‘fiigllnssa n?ea%@nlreYr?ernt Wmtﬂ%ﬂ @%ﬁlsférs the electric

comruni cation 1nterface’to a coll ect systemt

W%Jpgfgﬁacgﬁsurﬂé@[)nﬁ% Lg}gput the clients' bills and of the

tion st In'the data base of the supplier;

20 charact egi zgd A f-hak tf&e c%n?r‘aﬁlﬁé’n'tﬁe ebeahtidLC! ny the energy

energy meter conpri ses: a contact!| ess prepaynent

C%gd'sg{'en?éh@lpﬁgﬂﬁfeg%hgzl ﬁ%‘s% Htméhdry 10 8@k int %E@rﬁ eﬁé?sted in the

control boa I'nclu | a wreless reader-

eln?é.g%mengg % %'&h%%g&%ﬁg§ﬂgﬁﬁerg Eaﬂsuﬁ'r%dnﬁﬂkg%ery?ﬁmg éhe life of the

presence of a cont SS prepaynent s t car

[ %ﬁ%pgn%t%étgptawﬁgds of the contactl ess prepaynent

smar rate and send a radi of requency
pove =1 1y TS e (7 Sy FERGISHHE e g o v
meter;

an independent power source for said energy measurement module and
said microcontroller;

a network including a terminal of sale point having a pair of security
modules, a server connected by a communication interface to a collect system that
maintains informed about the clients’ bills and of the information stored in the data
base of the supplier;

characterized in that the electronic electricity energy meter comprises:

a) a contactless prepayment control and energy supply shut off

board, wherein the control board including:

i) a wireless reader-writer element of contactless smart card
to: detect the presence of a contactless prepayment smart card,
interpret the commands of the contactless prepayment smart card, and
generate and send a radiofrequency power signal; wherein the wireless

reader-writer element of contactless smart card further includes an
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28 encryptation/ deencryptation nodule to: verify and

validate the authenticity of the prepaynent card; code
the transferred data; and verify the validity of the

i nformati on recorded in the nmenory of the

m crocontrol l er of specific useg8for prepaynent cards of
this contactless 5 prepaynent card before discharging;

i1) a mcroegpdp@liber deenér%tsﬁ&h%egmé Ntor 1y ”@fgo%nd v lldate the
bet ween t he reader writer el enent of prepaynent car

and the m coot@Rdig! betheObrebBfimeTEaRYT @WQhe‘Tﬁgr@@rré’é data; and

energy of the neter, wherein said mcrocontrol

reads the a\;@ﬂ,quﬁge\/éﬁﬁwmi 1ol lrﬁ&%?attlﬁh Cre@&@é@Xsn e trﬁ‘e;emory of the

user 10 in the energy neasurenment board; i

zero detect %cr@éoﬁt#&ﬁe@é&‘“ﬂe“ﬁ@ uSE 85 Prepiert %QQ}% cf’? this contactless

command to the mcrocontroller when a energy failure iIs

present ed tgre gy,?bﬁl,] éé?@béf@?éd@éhakdﬂé’r mation during the

el ectric su ure, and opens ~or closes a relay;

15 iv) a cont roI | I a0f; c,li'cgt?on ?lfé‘?ltlﬂ ﬁ@ﬂ%ﬁ%g i:'jf:‘o\‘rlngt‘?ont Between the

open and cl ose is s ut 0 devi ce

m crocont r oHa‘ﬁgr Wﬁgé‘r' leBfont bf PR¥payntatt %érﬁﬁ aff ftheorrn|crocotn’croller of the

openi ng comman power 'source o e prepayne

control boapfas\RRE N muleoocwe engfdy’ OF Wktﬁet eQVherem said

there is electric energy supply, and works at 0 nos

one second Wkﬁ@o [i& rbSdSins UpRiabId &hbiHtf eleciR e‘fm@&ﬁ% the user

to back up ormati on of any transaction o

energy. b) Q’Qh§EHé%¥F%é§Be¥qe%pH‘s ff device; and c) a

signal transm ssio ception el'ement. 11. The

prepayment and Coﬂ)t LOLroSY SLRMIAESEN df 9% élgﬁth?eetn%@i ffat sends a

10, 25 further characterized in that

eacer e SRR e SRTSAEIARISISE BT OF Ml
val i dating 5\;5% the lost of information during the electric supply failure, and opens
or closes a relay;

iv) a controller of the supply shut off device to open and close
this shut off device when the microcontroller requires it by a cutting off or
opening command,;

v) a power source of the prepayment control board, wherein the
power source works when there is electric energy supply, and works at
most one second when there is a supply failure, time enough to back up
the information of any transaction of energy.

b) an energy supply shut off device; and

¢) a signal transmission / reception element.

11. The prepayment and control system according to the claim 10,
further characterized in that in that the reader-writer means of contactless cards also

includes an encryptation/ deencryptation module to verifying and validating the

authenticity of the prepayment card, coding the transferred data and verifying the
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authenticity of the prepaynent card, coding the
transferred data and verifying the 29 wvalidity of the
i nformati on recorded in the nmenory of the

m crocontroller or the printed circuit of specific use
for prepaynent cards of this ceatactless prepaynent
card before di scharging it. 12. The prepaynent and

C%Ml oﬁpfe? n%ﬂr%ﬁ?ﬁrregd llﬂ t é memc};pof @ rﬁlwotcgﬁt?oller or thg printed

characterized i n ormatlon hat verifies

val

‘% rbt‘ﬂf’% Hﬁg ug% ﬁr?pg%é% E%g I%fa t;ﬁ}(gf an?zgecﬂ%?éJ F%ggﬁg%ﬁt%ﬁred before
c C r|ty keys, prepai d kWh anount data and/ or
%S%h?rgﬁ% 'Fhe prepaid kWh to be transfer to the neter

by dischargg, 1%@2&&%@%{% BiYfol C%ﬁefn‘i"ac%}éga‘u%pﬂto claim 10,

according to claim er characteri ze

t hat U&ﬁa% rgérg mst Weel%trﬂathQttve9|ff|e§Iaﬁgt\/gl'lcfet%nﬁ'eg%ntacﬂess

di SC ar ge contactl ess prepaynent contro

b?@éo%r '\Aﬁneﬁ'tclgpﬁ%e t‘BeH;é erf Auﬂﬁﬁr c%ﬁﬂ?crt Hlfbﬁ’:é t?si gateﬁ%‘ Ieoad of the card,

m crocontro e measurenen

prs??ﬁ)éﬁ@% s, Wb a%?rkWrP s ﬁ%&%&aaﬁ@?’ P"auI é:hPoP't iFPeﬂaQid KWh to be

erized Crys

r%RL:f%Vto% ﬁ@eerrggtaegchgtg%pl ays the 15 i nformati on of

e avall a eviously paid by the user as

vveII as wheq CouITH'e re?%nﬁj%n?cgw 96d:d @sféﬁg% ofdf ding to claim 10,

prepai d kV\h roma €sS prepay

léuc'r%e{ nc%la éjc?ec'nz?ﬁe?\' f’Hat tﬂg téfoﬁwet P?e:p dngb':%%fa%{ é?ec,tnjﬂ:e energy

ace e card near

d'dﬁsghgfggg fPJmttHS &W&%ss()fprégﬁﬁghtd CKIWBI board is stored in the flash

memory of the microcontroller of the measurement module.

14, The prepayment and control system according to claim 10,
further characterized in that the liquid crystal display of the meter displays the
information of the available energy previously paid by the user as well as when could it
be discharged the amount of prepaid kWh from a contactless prepayment card and
also includes special information that indicates to the user to place the card near the

meter to begin the discharge of the amount of prepaid kWh.



