WD 02/ 099659 PCT/ US02/ 15322 METHOD AND APPARATUS FOR PROCESS SYNC RESTART
BACKGROUND OF THE I NVENTION Field of the Invention [0001] The invention

rel at es twotoheodesel d of networks. More specifically, the iPordrso2/os322rel at es
to network el enments. Background of the Invention [0002] A network el enent
hosts multiple processes to maintain data for network conmmunication. These

(1P The m aa MRIHOBARRARERFE KOS TR HeQr RISy REFES Fagices ™ = "
identification nunbers for the processes running on the network el enent.

One pr oceSACHGROUNDNORITEE BNVENECONY W t h anot her process using these
process identification nunbers. Oten wthin a network elenment, nmultiple

processors run _different operating systens. [0003] If a process wants to
communi cat@ﬁiﬁaﬁm&ss that is dead, the process continues passing
requests t dead process.,K The .r stin cess detects the .failure
of the. deddobHgHedR oS iR B8 gofEH TRl PR "MEGE RREIERAV: B W fuir s

Al t hough tBRtRREh&ivoRgelsMshigm can det ect when a process dies, it does not

i mredi ately comunicate state of the process to other processes. [0004]
One nethod of IPC utilizes heartbeat nmessagi ng between processes. Once
comuni catBaekeionind sf thbllhwmednbet ween two processes on a network el enent,
the two processes periodically transmt heartbeat nmessages or signals

i ndi cat i nd000itA neisworlaelement asts mnltiptaprocasses tOozintainfdatafor oétwotle processes
is detected b t.th\. ot her process %en@ tleartbegjtS fressage has not been
recei ved WOTIYIGRUEN,, & ACIE RTRCGSYGS TREY IERTRAUPNIP SAY ?rsWﬁgglé?fprﬂ%%ver, t he
l'i ving prQegssudiSatiod MANTHe mitiflewdRAs thE A& eS8k ElesbarwillnGaintath pdedski on, i f
bot h communi cating processes die, when they restart different scenarios can
occur. |f idgrsificafieronwsbes fordke procesaps WANEion thanetworhelemant. Sine ATeRess t hey

w || both Wi nc%rr:llg%ﬁ(ga%% ai'rr]%clt% wiﬂggno%e?%?gc%?% lgsiﬁg?e y[yidf’ur:egsg é&ﬁ@?fl?&d&%r remai ns

dead, then e St rocess wl requests to the
dead procefusnber. i Oftéd witkiataetworklelement, multiple processors run different operating

systems.

[0003] If a process wants to communicate with a process that is dead, the process
continues passing requests to the dead process. The requesting process detects the
failure of the dead process through a response to the request or via timeouts. Although
the operating system can detect when a process dies, it does not immediately

communicate state of the process to other processes.

[0004] One method of IPC utilizes heartbeat messaging between processes. Once
communication is established between two processes on a network element, the two
processes periodically transmit heartbeat messages or signals indicating that they are
alive and running. Death of one of the processes is detected by the other process when a
heartbeat message has not been received within a given time period. Once a process is
dead, however, the living process is ignorant of the dead process restarting. In addition,
if both communicating processes die, when they restart different scenarios can occur. If
both processes restart within the same time period, then they will both send requests. If
one process restarts while the other remains dead, then the requesting process will

repeatedly transmit requests to the dead process until it restarts.
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WO 02/ 099659 PCT/ US02/ 15322 [0005] Processes comuni cate with each other
to dissemnate information. One process on a network el ement nay gather
i nformat iwo oalbmsso t he i nterfaces of the network el enment WwairluSoanseher
process gathers routing information. This information is exchanged and/ or
passed on to other processes to facilitate processing and transm ssion of
network t ie. [0Q0 Ja .t . J f her
process, [ROS)Prosssds mERaR RUPERRRE I UL RBRLA. ORBARaL
requesti ngn la?%@i?dl‘ﬁﬁldﬂfbnomagi@b@er ihienmntibe abart decimterfaced of thb eetwpass a
response back to the requesting process with the requested data. [0007] If
a request PIegept BBU nURRE Profses FRE thﬁgﬂléfQHBﬁ%‘- vﬁﬁﬁ’r OIAUARIS i n t i e
peri od, Eﬁﬁﬁné@aﬂ&%}:ﬁl&%ﬂ 9 1O bRELFDYstd torf%ihta@‘gtog&'%ﬁ‘i fah@mahdRistibed out
process as stafe. Since the requeSting process is unaware of the state of
the tinedobndtworlonsffis, it sets a long timer on the stale data. \Wen the
timer expires, the stale data is rempved. [0008] Unfortunately, w thout
i nfor mat i pY0OBH Wikent Dirosdsateuats infiermiadtion dropuiindilia@gescss, tieproteas wel sény
process cannot function intelligently. The stale data may be used beyond
its |ifeanfGmestagsiobesilcs pipcess teaessing fommationpryiale #'BESYel ayed.
The | ent iy Lol 1026t oAl IR OB Gl 1 AkGulRa i, &t sore
. i at some
R R R e G N R T

poi nt bgf_ neo Xplres. nount of traffic
i npact e I es in._proportion to thi.s Length of...Li BRI EF CRI PTI ON
OF THE DRL‘WNE?T WB%TIE%%IR o5 (gor? PEHCREY® %gessg B%Seeq{ﬁlﬁlaéra rsZF’ %t%lg %5156 eéﬁ §P ring to

the fol | ovdAGhElREGES R IpRSLesRil] MEKORD A iffvtn theahaDout iphedesvasastdls efinte
illustrate enbodinments of the invention. In the draw ngs; [0010] Figure 1

is an exehsl mayestingaprosnssiis Puasaraef tg st efrthp fimed O4t proRpRInit €88 AAMS accor di ng
to one em&%%lr MEDe &5 etdgtg_s Is‘ﬁ%%%é B,ngr %)?lglr]]%] thELQW SatLis l&lggngxerrpl ary diagram

; / 1 ;
illustrati ng rnter-proc comruni ca anong net wor enents accordi ng

to one e ' t. of the inventi.on. [0012] Figure.3 |s Q or a
0 TR BB, SRk B98P S o DR
enbodi menteqikstiddeprbédés Binndfundtion intelligently. The stale data may be used beyond its

life. Traffic processed with the stale data may be dropped or delayed. The length of

time the data should be considered stale begins at some point before the timeout until the
time expires. The amount of traffic impacted increases in proportion to this length of

time.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The invention may best be understood by referring to the following description
and accompanying drawings that are used to illustrate embodiments of the invention. In .

the drawings:

[0010] Figure 1 is an exemplary diagram illustrating inter-process communication

according to one embodiment of the invention.

[0011] Figure 2 is an exemplary diagram illustrating inter-process communication

among network elements according to one embodiment of the invention.

[0012] Figure 3 is a flowchart for a process to register with the process state manager

according to one embodiment of the invention.



WO 02/ 099659 PCT/ US02/ 15322 [0013] Figure 4 is a flowhart for performng
a | ookup request according to one enbodinent of the invention. [0014]
Figure 5 we oofdeomchart for the process state nanager to pPCoASe¥1I3eyuests
according to one enbodi nent of the invention. [0015] Figure 6 is a
flowmchart for processing a | ookup request according to one enbodinent of

or ocess o0k FAERE ke HRWEFarl Bl b ARl s B e i mot

of the in¢aibbdiedent pOME Thvehntigatre 7B is a fl owchart for the process state
manager to process heartbeat mnessages according to one enbodi nent of the

i nvent i onJod199 Fdur&b 84 Bowehdrbick thd W@&hté@ﬁnig@?toﬁ_fr@@éssﬁe bat e manager to
determ ne death of a process according to one enbodi nent of the invention.

[0019] Fi gegaediggite ore ¢mbadimgnt offthe inyentédfpt i ng i nt er - process communi cati on
according to one enbodiment of the invention. [0020] Figure 9 is an
exenpl ar y [M01ag Fagnrob ipa Howskart for precessinga lokop tiqugsttaccadimg tephodi nent  of

t he invention.. [ 002 Figure 10 is a diagram of the processes illustrated
in Figure®8 8ﬂ‘5‘[‘et“£8ﬁ]hell geélflf)’&'ns in memory according to one enbodi ment of

the invention. [0022] Fiqure 11 is_a flowhart for limting stale data
accor di ng [0¥164 ﬁ[ég‘gﬁ%gdﬁ chprt fenfleterminipg feath 0% EBIZ)\?FSSIf?ngq}g éanieznertgro%

f1 owchar t ei%gl}éng'héf‘h@hﬂsm&&&ldiﬁ%oogner&ﬁwﬁm RERERSEffmcOr ding to one

enbodi nent e 1 nvention. 4] Figure 13 i1s a flowhart for

synchroni -0 t. i I I tion.
DAl LeD SRttt Bofs HERH AR ERP B R AL o Bpresiet AL 70k on,
nunMer ous sieedges acodediag ksom @niselimbntrdf ihd @vedtival de a  t hor ough

under standi ng of the invention. However, it is understood that the

i nvent i on (0@ 8Y\P; &aé 0896 2 SloREh A&t ahd prddess state manager to determine death of a

process according to one embodiment of the invention.

[0019] Figure 8 is a flowchart for attempting inter-process communication according to

one embodiment of the invention.

[0020] Figure 9 is an exemplary diagram of process interaction according to one

embodiment of the invention.

[0021] Figure 10 is a diagram of the processes illustrated in Figure 9 and their locations

in memory according to one embodiment of the invention.

[0022] Figure 11 is a flowchart for limiting stale data according to one embodiment of

the invention.

[0023] Figure 12 is a flowchart of initialization for a restarted process according to one

embodiment of the invention.

[0024] Figure 13 is a flowchart for synchronization of data according to one embodiment

of the invention.

DETAILED DESCRIPTION OF THE INVENTION

[0025] In the following description, numerous specific details are set forth to provide a

thorough understanding of the invention. However, it is understood that the invention

3



may be practiced without these specific details. In other instances,

wel | -known circuits, structures and techni ques have not been shown in
detail irworidesossot to obscure the invention. The Proces®Cstishri1dnager
[0026] Figure 1 is an exenplary diagramillustrating inter-process

communi cation according to one enbodi nent of the invention. In Figure 1, a

process stalg E@Q . : lca 1B ARl QS8 - a
process 1(5%.; %%%/Piﬁ%ﬁg{rl‘SW%’Sg&%%h?‘g@P |¥\1101?[11 eyeg’ ngl??(ﬁ%&%%‘%g{s%es 103
and 105 whenctuhsynd eghaigaes haviemot beenREMvEGA detallVid brdeheotao wbtotecthti on keys,
t he processes 103 and 105 communi cate with each other. The process 103

requests dNEEHRBNI cation key fromthe PSM 101 whenever the process 103
starts and restarts. In general, process 103 and 105 exist on different

processor in i fferent operating systenms. The process 105 al so
requests vc%r§ fromthe PSM 101 whenever it starts and
restarts. : 1 . 1S o b i -process 105,
e R L L STy
sendi ng a dcomling to enelembodimenhef theGSMedfidn. hiighredk aprocespstat nmangardent i fy

t he proces 5 by a synbolic nane, an _identifier i ded by .the process
105. Aft er@?ﬁg_lﬁﬁ)ﬁe@é‘&%‘i‘iﬁ‘é‘esﬁ’%}g‘ ?@@F%é@é@ﬁhﬂﬁ%ﬂ%ﬁa%ﬁf%@déﬁa PFH&ISSr ocess
103 1 egi Stegfriniiil fofi Koy Olo tE BRRESed X Md sl Mlbistertith mEPMAE ). passes

process 105"s conmuni cation key to process 103. If" the process as not
regi st er edWithtlie comem@shatidikeys,Hbampronesspy tileasl 0T owamiscaim with eadieotherocess

105 registers wt he PSM 101 or. polls the P 0 or, the ocess 105's

conmunt oat G profas 104 fRdupR e mis B Eest i i pa 101 henereyg Gpoces

i nter - pr oci@s stLQMIY RstAtsl I gehdriGrovdsn o8 Red RO eLSSon @ Pferchb froBéR6@SS 105

wi |l conpare the conmunication ke>f transmtted by process 103 with its

comruni catusing diégrent ¢peraingieasiemdo The pragatscldS alsparquesisceesmmuieationjkeyt s

nmessages ftQ r 103...10 T ni cati on key includes a process
éo&rﬁn}}% a1ﬁ§1\|‘>’151%1 rwﬂ‘gpelfer(%tz S?%ES 6?1% ettt

identifier nca I"on ntrfrer.”” The process identifier is unique

f h i d with the PSM 101. Th '
dent 111 enOpAArRshig e et lod iy Herit e pprerutih MeRbiRR i  at es an
i ncar nat i qegigt%rs\&ﬁfeﬁéspﬂl BE pkdt8sPI0BGRIHS the WM 181 BY Q&RESs 4 1doklip RlgBEdt $o thet S

i ncarnation
PSM 101. The lookup request can identify the process 105 by a symbolic name, an

identifier provided by the process 105. After the process 105 has registered with the
PSM 101 and the process 103 registers interest of process 105 with the PSM 101, the
PSM 101 passes process 105’s communication key to process 103. If the process 105
has not registered with the PSM 101, then the process 103 waits until the process 105
registers with the PSM 101 of polls the PSM 101 for the process 105's communication
key. The process 103 uses the communication key for inter-process communication
(IPC) with the process 105. The process 105 will compare the communication key
transmitted by process 103 with its communication key. If the keys do not match, then

process 105 rejects messages from process 103.

[0028] The communication key includes a process identifier and an incarnation
identifier. The process identifier is unique for each process registered with the PSM 101.
The unique process identifier identifies a process. The incarnation identifier indicates an

incarnation or version of the process. When a process first starts, its incarnation



WD 02/ 099659 PCT/ US02/ 15322 identifier is an initial value. Each tine the
process restarts, its incarnation identifier is wupdated to reflect the new
ver si on owoimogaesat i on. [0029] Figure 2 is an exenpl ary diPagresn/15322
illustrating inter-process conmunication between processors according to
one enbodi nent of the invention. In Figure 2, a processor 201 hosts the
PSM 101 a e r 0, P . WLt D .t-he. _process
105, " The- AruiErRGIATE ik, TR HARE Dot LT IR AL AT oR

regi st er s vptsted ameflvctahd asy wedsfontdréndafitdtidD.l. The process 105 al so

communi cates wth the process 103. Since the process 105 is on the non- PSM
processor [G6#)] Fifife 20§ O€S&enplAY didgans Mldstrafih@RiddrSprbduds 6ahi@ichil@dt 1t 1S
running (i.e. heartbeat messages or breath of life. messages). If the PSM
101 does metwaea@epogesoss ssardingeiprongeshadineit ofthe iavengeni FelHigaterd aperi od,

h h ' : if th
pr acess 168 rek 207 AR e RN TP RRT RS AR RRE el 188 oA MRER . 1

t he PSM 1Gdith the@rdeohd 108 Kihetpherepy DS suddife a1 a pestdssoh 203t Mae gadcese®ds ti me
period for receiving a heartbeat msssa?e fromthe process 105 expires.
Si nce t he registesand semmymicatesiwithathe SSM 10T, Theprgeess 493 alsgsompprmioptoR) 101 wi | |

transmt %viﬂre@hgr&géé fd3‘?%%é§rﬂé% rotc%% 1i0§.ti§61?ﬁfe%ln|&|‘§g?\g§??c§§s%§ 303’%1’1 this

i nformation, process nction inte and pertorm ot her
t asks wi t IpoadeseiPetnadisnts tsignels andieatjpizitha it ic omiming (&t heantbaatirheskdpes dead

process 105. Wien the praoc 05 restarts, it wll request a .

Conmun catF Rﬁlg,f_efmﬁﬁ{)&e%ee@émjl’mﬁ\i.18?rﬁee%d§wwaveva qartpty estge Aithingy
created REAREPSEmE Q%d,ftlﬁe%rthé PSWI@?%id@Qﬁh@E&cé@%h@a&.he I ncarnation
identifier for the process 105 to indicate the new incarnation. After

updating t ' i i i £l ] . ' w
C g nmuni gat[lbg?’r%j 1 @3 E?%ﬁélﬁ’g f t)}%g{éé%eg . %@&Qﬁg&é@ﬁ@ 8(} l(%r{%gﬁﬁgglsr a%l]ise%‘lﬁ %ﬁt he new
conmmuni catmesgagesyo the PSM @6 SThd PSM markk ¢hel proesse 302 as geadowrea tHddfine®r ocess

103 receives the new comunicatjon key fqor process 105 asynchronously. Once
recei ved, WifePgiogdesiecaiyneadirappet ResSForE DeERRe P Grdeesdingiie [ 0031]

In one e i t ; i i : : 1 ts
SHe8RBY 0915 1’%1{?:?ehs'téll\ﬁﬁ @Mﬁé]_]%‘%f:es% 85 ,F’cﬁé’ﬁgﬁfﬁl(ﬁg@ﬂﬂrﬁﬁnﬁ{ 2?('&? L

heart beat © nessages to the PS n anot her enbodi ment o i nvention,
an oper at inotifisatondotherintenéstagl yoceash €03 r Bathsbisrinfdmatiet, dreproesss Whikeant he

process 103, g nsuehlpot PRI SRS S el Shnobd 5Dl i ARE b5yt oM Wi 1!
communication with the dead process 105. When the process 105 restarts, it will request

a communication key from the PSM 101. The PSM 101 will find the already created

process identifier for process 105 and update the incarnation identifier for the process
105 to indicate the new incarnation. After updating the incarnation identifier, the PSM
101 transmits the new communication key to the process 105. The PSM 101 then
transmits the new communication key for process 103 to the interested process 103.
Process 103 receives the new communication key for process 105 asynchronously. Once

received, the process 103 can begin communication with process 105.

[0031] In one embodiment of the invention, the process 103 also transmits heartbeat
messages to the PSM 101. In another embodiment of the invention, an operating system
running on the processor 201 determines when the process 103 dies. If the process 103

dies, then the operating system will notify the PSM 101 of process 103 dying.



5 WD 02/ 099659 PCT/ US02/ 15322 [0032] The described enbodi nents of the

i nvention provide intelligence to processes. Processes can efficiently and
i ntelligewolog/opssd ormtasks with knowl edge of which proc@ssasoars2?
avai |l abl e for conmuni cation. A process does not expend tinme attenpting to
est abli sh communi cations with a dead process. Instead, the process can

conpl ete rwt.asks..until the de rocess restarts,. [0033] Figure 3 is a
ronchart OIS ot ER P IREERS mBSI BT inrdise®

accor di ng Froceas canmbfiibieitlytana inttigenthypuridraitasidtwit] Redw1ddk ofavigocess
starts. At block 303, the process transmts a register request to the PSM
At bl ock Jusrestesargyvgdable forcoppnymEeatione dnposess SopoRetiEEDed ne AfmEEN At

bl ock 307, i Lodi cal ] nmessages
o the PorF ol rIBRRSERRRRARE i o REA bRELES thedd BRI e Rk o e
sanme procesisnitashs uhtilah®8dddgrdcedoestanst transmt  heart beat nessages. [ 0034]
Figure 4 is a flowhart for performng a | ookup request according to one

enbodi mentjoed3]tHigurt B\Me A floMdharfforkl R6desé liegitcd MAMARS pidcadtSit fafadedOKUP
request of a process to the PSM At bl ock 403, the process determnes if

the PSM r écenrdngdo opepmbediownt ofifhksyeniim. t Aeblrely el nadogsspeiass At bloghe PSM
returns a 3%3%%&0%@& el a rgést[;ﬂ%qp@s‘ﬂ HEEE PR PAPBRRR 305 Qﬁé‘pl%tceéi' ock 405
ey 1o ate W the

t he requestihg process uses t comrunic request ed

process. - Irécetves @uotimAtdtion kisg froirsthe ®SM.eAubloekl 30Y, théprocE¥SMegins b ock 403,
then at bl ock 407 the requesting process E}erforms ot her _functions while

wai ti ng queripql,i@albgtmrtsgn‘gl.p Bt EIGSPRECH E‘hﬂh‘@ &G BrhesmRodiment okde | n anot her
enbodi ment, obytbhend gl‘.{)%9§s' s Tr%@xg gf&%#&?&%&é&& ainsh‘éng?vF a mcth)e% o %g?s?f% until the

requested key I's recelved. gure owchart process
st at e nandgentbdabnmpssagess requests according to one enbodi nent of the

i nvention. At block 501, the PSMreceives a request. At bl ock 503, the PSM

det er m neq0034] tHigure ¢deh Vied cha€ e perfofmiag radgblaipaeques tatesiding loforehe recei ved
request is not a regi ster request hen at bl ock 509 the_ | ookup request is

. ) t
pr ocessed.enfhogisaint of theravandpndéf blagk 484, & precess dransraids # lNgkBR feaPestiol 2a
register reouesh it PEMCKt B85k 403, the process determines if the PSM returns a

communication key for the requested process. If the PSM returns a communication key
to the requesting process, then at block 405 the requesting process uses the key to
communicate with the requested process. If a communication key is not returned by the
PSM at block 403, then at block 407 the requesting process performs other functions
while waiting for the PSM to transmit the requested communication key. In another
embodiment of the invention, the requesting process polls the PSM until the requested

key is received.

[0035] Figure 5 is a flowchart for the process state manager to process requests
according to one embodiment of the invention. At block 501, the PSM receives a
request. At block 503, the PSM determines if the received request is a register request.
If the received request is not a register request, then at block 509 the lookup request is

processed.

[0036] If the PSM determines the received request to be a register request at block 503,
then at block 511 the PSM determines if the requesting process was dead. If the

requesting process was not dead (i.e., the requesting process has previously registered,

6



then at block 511 the PSM determnes if the requesting process was dead. |f
the requesting process was not dead (i.e., the requesting process has
previ ouslworeegisser ed, 6 WO 02/ 099659 PCT/ US02/ 15322 t hemCrhusopP88krr eat es
a unique process identifier and a new incarnation identifier for a

comuni cation key at bl ock 515. Control flows from block 515 to bl ock 517.

IT the rglge'}]ﬁﬁﬁ% b8 BeAEE R initfde 890%@% idbMR{r 3hd RhO ncﬁa%%éi{o@@d{nﬁ%ef‘ﬁo?% the

process i I er uesting process an e requesting

process' icomadunddation keyertlodk £15. tComtiot @loevs fronBlck Ssrubloal S 0N Kehe At
bl ock 517, the PSMtransmts_the mruni cation key to the ,re%uesti ng

he ¢ :
process. ARAUSFERAPIS4ES “taﬁ@e@él‘{}?ecnraéggﬁ’?‘t%?’éh%?*?'WSﬁ%ﬁhiefW?,‘%ifﬁ igentififaifent i ng
the new c ' ' ' d: : '
process. LBOS ARG Btk Rp e AR aE R ThEDRBLE nllinblith (AR O Ebe
i ndi cat ed ainewhdonokuriC&icnf keyFiAgbleckS 1d¢ the M grahamitnibe eotnanimivetion kéy tohe
orocess. 1 SRR EREBE R AGONS S FrdMarsEes DREORUTRUGUOURRE | udes
the stringy@RcGhmufiRafiGHRESH§HoREQE S Erested i@ﬂﬁ&@@lestiﬁé%@és@?”t of the
i nvention, the | ookup request includes an identifier for the process

Phe host i TO0IZiERE R, BuEHA: S phokeE IR I6tiep el IndhclBl HEbIbCAE T 0 1O
r equest ed Higure Sascdrdmgre ghs twbediment dithe heveRSdA. Af bloble60E qeeRSMd pr ocess

has not regi stere ith the PSM .then at_ bl ock 05 the PSM ngtes. the
request i n@gﬁp%%%@oggp aﬁthieﬁ%}eé@#@rfcsfsoée%eambpaién%aﬁ@gﬂ@&numa%ss. | f

the PSMf ilmﬁg&gxe‘éﬁ%ﬁﬁéseﬂe Efrﬁl%ql%ﬁle dr Qﬁé‘reﬁﬁes'?édﬁbce@@ﬁ& dfpufePM regi sters

the requesti rocess as an interested process for the requested process.
At bl ock @6bhodintent oPBiinienéion] the ookiip rdvpestancleddsed igendifies foritlse pocess. | f t he
process is aliv hen at. bl ock .611 the.PSM1transm.ts .the co ni cation

ey Tor t ReoidRihu e EPaRline SOl in Funbingigrotioh RS RR sty PR Equest ed
process i siefiRAf elcdnftdh At bIRLR663,6113 detdnRiREM the k@t tied prResiant begiédefii cati on
to the requestl%ﬁ)rocess. [0038] Figures 7A-7C are flowharts Tor the PSM

to det er mvwith the off the yeruestersproerss basigigegisieredevitnthe FSHMBriherodt blonk
e L
i nvent i onpra¥esd| 10 ette ML firlds eheiSlyhdsetiprodess,apar atbidiy 699 sShePSMaegisters the

requesting process as an interested process for the requested process. At block 609, the

PSM determines if the requested process is alive. If the process is alive, then at block

611 the PSM transmits the communication key for the requested process to the

requesting process. If the requested process is dead, then at block 613, the PSM

transmits a death notification to the requesting process.

[0038] Figures 7A-7C are flowcharts for the PSM to determine death of a process
according to one embodiment of the invention. Figure 7A is a flowchart for determining
death of a process on the same network element as the PSM according to one
embodiment of the invention. At block 701, the PSM uses the operating system to
determine death of a process. In one embodiment of the invention, the PSM watches for
the operating system to generate error codes for processes. The PSM determines which
process has died from the error code. In another embodiment of the invention, the PSM
periodically queries the operating system for currently active processes. The PSM

determines processes to be dead when they are no longer listed as active by the operating
7



determ ne death of a process. In one enbodi nent of the invention, the PSM
wat ches for the operating systemto generate error codes for processes.
The PSM dwOaer0v9es whi ch process has died fromthe error PCods2/1332anot her
enbodi nent of the invention, the PSM periodically queries the operating
system for currently active processes. The PSM determ nes processes to be

dead when ngerodrSt i t he .operating..7

051 000cs aEh HTae A, g%ypsgtl\’el?%ﬁ%?sa@f”g%&e %5%)%{%@55&%?}?‘{&%%%?%%}‘1%? state
of the prateks7U5thieRHNG alagsrdiead Beatbhotifidatiok to/ e inteltetePPbdesRp SdtiistGed@ deat h
notification to the interested processes registered for the dead process.
[0039] Fi §0Fbersrd grogess| owchart for the process state manager to process
heartbeat nessages according to one enbodi ment of the invention. At bl ock
707, the MHOR3I]HEgweV/Bsisa e deit therprsagfetatpsmapiger ko pEgessthartiegh

he. Pow r RArAed sBERRTRFo plf ARRR BT i Rl BB P B gur o 7

a flowchartcedings athReribeapeRssags! alt B10TRITAGShe PSMIgdemiThérowkieRplbceds @ process
according to one enbodi nent of the invention. At block 711, the PSM

i ni tial i zaEgngmitedteehearipeatimessages tiihlogk Ko e FSM agseis| anormtet for thhe PSM
i ncrenment g’%tﬁﬁwrcg& At bl ock 715, the PSM determnes if the counter
ali or

ra i
has exceede recei ving heartbeats fromthe process. If the

limt has en eeded, .then control flows back,to hlogk 715. If the
it has e 38R TEES S Heionhl SO RO Bl S5 s SRty i Bn i 6, & o
the proceggodeds hddeidigd ® éiRahbotiméit@f kheddbontiohe AXBMckrAaNsmePsMe  deat h
notification to processes interested in the dead process. In another

enbodi nentinigplizesdeoppige friagagisieHag PRIELS: dkidheaks7 13, thed S\ dnarementphgcess
exceedin i | jm [ nter is
reset asgic%)nlgte{ie‘gﬁlggg]t]isﬁéﬂé‘;s%%@e%%%hg%eg?\ﬁp Sgéﬁ)@gﬂf% e%‘g%gﬁ Qﬁlngﬁfr&é 8is a

f Ihowc har t rémivihgnh&lr;tbﬁatﬁdm theqtaess. CH thelimi haonet begn kxccet&l, tienlvodirse Blt OL
the inventjon. At ocC 1, a process receives an | PC nessage. At ocC
803, the rd-f't‘,"éﬁ'%i’FA]ﬁEP blpelezfg Hé‘?“eﬁlﬁftﬁ’&b?ﬁfn qm%ed@éﬂthamwcbo{?qlbwktg?Pﬁw uded in
the |PC THa%E0Me TBE Hthe bifLLHEMNLAY dPIL R0l PITHY BN sty a | T L he

keys match, then at e receiving process accepts conmnuni cation
with the tdeathswiificating tprpooeesss interested in the dead process. In another embodiment of

the invention, the PSM transmits a message to a process exceeding the time limit. If the

process responds, then the counter is reset as if a heartbeat message has been received.

[0041] Figure 8 is a flowchart for inter-process communication according to one
embodiment of the invention. At block 801, a process receives an IPC message. At
block 803, the receiving process determines if the communication key included in the
IPC message matches the receiving process’ communication key. If the keys match, then
at block 8035, the receiving process accepts communication with the transmitting process.
If the keys do not match, then the receiving process rejects communications from the
transmitting process at block 807. In one embodiment of the invention, the transmitting
process transmits a lookup request to the PSM in response to the rejected

communication.

[0042] As stated above, the described embodiments of the invention provide intelligence
to processes. With this intelligence, processes can performs tasks efficiently. In

addition, the incarnation identifier of the communication key provides intelligence of a

8



If the keys do not match, then the receiving process rejects conmunications
fromthe transmtting process at bl ock 807. In one enbodi nent of the

i nvent i orwotoeItesansm tti ng process transmts a | ookup r @quasn2/1321 he PSM
in response to the rejected conmunication. [0042] As stated above, the
descri bed enbodi nrents of the invention provide intelligence to processes.

Weh Uhis prabel LLgange s BOSEISAN. S8 ROLANIR. LERKS, RLLLSh 0L ©

addi tion, i'ncarn fier e conmmun ion prOV|des

intelli gemcmmjfm@uBnM& 228D 6BG RehpldSarR int&dded pRcenassy feqﬁésaa kéfftgh A
have a different task set upon determ ning another

process
communi ca["%éﬁaﬁ%nﬂ@ﬁsém@d’m@é? exanpl e, an interested process may request
a refresh of data fromthe restarted process. Process Sync Restart [0043]

Figure 9 '[PS an exenpl ary di agram of process interaction according to one

enbodi mnMﬁ%ﬁi on. I n Figure 9, a configuration manager 905

comuni ca S nfiguration
gg@%&‘@%&e Congﬁ gur gtfsdﬁu ntﬁ)(%&cesg ]?1%61’?&%“)% a%?grdl 8 ofie

manager tron processes 901,

903, and @fhodinient bemxwanhen Iri Fug&tersahe;dnﬁgurEﬂl@umene%er chmmwfcktepr ocess
901 communicates with the network process 903, The network process 903
comuni cat’8h hnetorihRroResseIld, BP%Heed 9080 Fhe sopfiguimitopdnanags ndp9 al so

communi ¢ atcglét}gﬁrﬁﬁbd% ggogrﬁﬁgl%ﬁ‘ﬁ f<hi ‘h@@f‘o@ﬁ BP&ZsseE?GP 995, ddd®0oNh Yli%ré%aﬂléi%c €SSEes

901, 903, er or ver rmation ‘and gener at dat a
cor r espondilusirated HylTé guhe:@c meeieenbﬂ{qirmasa% loufomlﬁmncamwph ¢he neftwortkeproatssvor k

process LS an interfac tate man hen th net wo ocess 903
woul d di scg?gge:ﬁ? eV P’é’é‘essgﬁogtcﬁmlﬁ’t@? H“SFICWFE ?ﬁ'l%;% gltrh\?or k el enent
(e.g., Up,nefiﬂ%yr&é@ XA &RABREicRECwIth t@l&ét&&%@ée%@@ﬁ tﬁ&ﬁ%ﬁﬁ@t es to

ot her network processes. If the network process 3 is a Border Gateway
Prot ocol @WBORYk prasessss 901,1968, We an@?@ﬁ)gaihqrmdssevﬁmomatﬁ@ ayaltgenerater out i ng

information _and co ni.cat e..that i.nf t|o to Ot{z.'lg rk ocesses,
such s CRE REETGPRIE S feceb RreatuRRiort Tk il D AT SRt he
net wor kK propgessn ﬁ&ifadb StaRVBAfgdr, ltHHnQﬁé AGRBIIOProbdss 908 awluld\@ikodvekthelsefgnt :
interface 1, interface 2, and interface 3. e network process 901

of the interfaces of the hosting network element (e.g., up, down, cable connected, etc.)

and communicate those states to other network processes. If the network process 903 is

a Border Gateway Protocol (BGP) process, then the network process 903 would ‘gather

routing information and communicate that information to other network processes, such

as the network process 907.

[0044] As an illustration, assume the network process 901 discovers 3 interfaces on its
host network element: interface 1, interface 2, and interface 3. The network process 901
determines that all 3 interfaces are up and have cables connected. The network process
901 communicates this information to the network process 903. The network processes
903 stores this information from the network process 901 and uses it to determine
routing information. The network process 903 determines the routing information as

indicated in Table 1.

Destination Address Interface
1.1.1.1 1
2222 2




determnes that all 3 interfaces are up and have cabl es connected. The
networ k process 901 communicates this information to the network process
903. The wetoamosdespr ocesses 903 stores this information fPomushe133eL wor k
process 901 and uses it to determine routing information. The network
process 903 determnes the routing information as indicated in Table 1.
Dest i nat i omAddress t i gpface —I 11— —2-2-2-22-9 6062/ 099659
PCT/ US02/[15322 3. 3. 3.% g'#abl e 1. Exenplary Routing Information [0045] The
net wor k process 901 dies mgmeqemxambmrymtﬂ@mﬁnm@pess 901 di scovers
that the interface 2 is down, but discovers an interface 4 is up and has a
cabl e conrf@84Hdlhe nEiveorkgirocask Ot dice sisd @8thris.oheinéteatleproctisP0m eligcovdror mat i on

to the networ rocess . 903. The, network process 903 nchroni zes this new
| nf or mat | GRARS FRISFFRES 2t AW, WS AISPRNETY BhnIeFEe frdt WBANS BROLEEE Suscqthbn

modi fies it dePiéikHodddé 90 NBShRinRtel N £3% Sformdiohab bR &twm@rbé@é I on
Address Interface "1.1.1.1 1 3.3.3.3 3 4.4.4.4 4 Table 2: Updated

Exenpl ar y 998uflihagetwirl preceso?] syodiepnizeethtsheemgimfonmatinh evithethe storadi ppl es

t hrough t he. compuni.catin et wor k cesses,. .The netwark process, 907

pr evi ous| yHOPGAEQP-¢ 1?‘?!%\98 P?%FIQQ% r‘?‘?ﬁﬁ’f%fﬂfsem'i.m omw@pm ndigafide s s
907 will rigqabee.the information shown in Table 2 fromthe network process
903. When the network process 907 synchronizes the two sets of data, the

absence qf i nformBéstimativAAdlrdss2. 2 1 npljes that 1t Hierliade be renoved. | The
net wor k S 909 transmits data usihg the information fromthe nefwork
process 907. Al thoughl-ddnfe traffic trapsnitted to 2.212.2 may be | osf
because tfhe—nterface 3£3gl3l;'b 3

4444 4

Table 2: Updated Exemplary Routing Information

[0046] The change in information ripples through the communicating network processes.
The network process 907 previously stored the information shown in Table 1. The
network process 907 will receive the information shown in Table 2 from the network
process 903. When the network process 907 synchronizes the two sets of data, the
absence of information for 2.2.2.2 implies that it should be removed. The network
process 909 transmits data using the information from the network process 907.
Although some traffic transmitted to 2.2.2.2 may be lost because the interface 2 goes
down, the network process 909 can still transmit traffic to 1.1.1.1 and 3.3.3.3 despite the
death of the network process 901. In addition, if the network process 903 dies, the
network process can still transmit traffic without interruption. The described mechanism
for seamlessly synchronizing data from restarted processes avoids service delay and
service interruption typically caused by internal errors. Hence, the described invention

increases robustness and reliability of a network element.

[0047] Figure 10 is a diagram of the processes illustrated in Figure 9 and their locations
in memory according to one embodiment of the invention. Although the memory area of
the memory 1002 for each process is equal in Figure 10, each process may use or be

provisioned a different amount of memory. Furthermore, each of the areas of memory

10



down, the network process 909 can still transmt traffic to 1.1.1.1 and
3.3.3.3 despite the death of the network process 901. In addition, if the
net wor k pwome®296993 di es, the network process can still w®canset/as3eraffic
wi t hout interruption. The described nechanism for seanm essly synchronizing
data fromrestarted processes avoids service delay and service

i nt er rupt 1901 1 }0BBCRI07Y a6 b ¥hdvil Esraf‘ﬁh IBIsE Gt oFgiCRembRe1 080 S| bed
invention increases robustness and relia % y of a network el ement.

[0047] Fi gowlépleovards ar stigagntemidlic mhwopr B¥8ssascimprirstonch adai  Figgerl®, 9 and
their locations .in ry..a rding to one enbodi f the i.nvention.

Al though. CHETHABt Broas 41 SFR a0 ol oRaen SHeRotERety s ES Gt e

Fi gure 10,1008CI0D0B! IFS endBOOUSE Or be provisioned a different amount of
menory. Furthernore, each of the areas of menory 10 WO 02/ 099659

PCT/ US02/ ¥e3aing %&%’ex%ﬁ?f&v deb88bed BB, m%f(ﬁflﬁtﬁﬁ' gﬂﬂeéa bgeﬁé ﬁ@lVGéxs €g rrent of
the menory 1002, but tiple words dr segments nory

conpri se epaomzssa?(ﬁa,s stared-ingity ieriOry are B0 et Mherikfopmeties saberedby tl@Oﬁtw@@? and

909 each use re ect he areas of r 0 1003, 10 and 1009.
Ref er 11 ng PGP0 aR ST e BrRBEGroatisy A0 e 6 ht TR AT os St RISy ¢ he
network  ReQRSRE ifBAmitforst&h etk hdtwbikSproBER b1 %ﬁﬁma@&itgatﬁaed by ter mat i on

gathered by the network process 903 is stored in the area of memory 1003.

Si nce t he natvatsPkoges LRSI 2bOFtdredin theqme@tf agmoany 400kt Tosndtwork prheessiet wor k

hered b Kk I
St ored i nPhelArOhRE AR BBl B a5t b ev AR bt BEEEEREpot g *°

i nformat i amefdrond) fer&nﬁ%&mlab@w&@aﬁb&&&amgld hﬁe@io@an@hnm%mxtol&ﬂﬁ _
Therefore, referring the to above describ exanp interface information

is stored th%are@%fef rapregky 01ni0dsrapd 16017, Ifﬁb@BetéYﬁdi m@e@rss 0P reqyests Etopbrce
9
o DT ot so ERERR e el i formaflb WIELIB Bp sighil i i fich 8F ehldh I GTRLT O
col |l ect ed Rnutihgmfnﬁnmmlvni«:o?lggeéby tm&tmﬂtklprbf:sst)m will bg%tgfed 1ﬁt1faantreﬁ of rrﬁrmry
1001, 1003, wor rocess requests suc
i nfor mat i %Plg&éfrh%gfrefoﬁ 4 SB‘P{Y ]eog)gl SI’SW E’F‘S’Feﬁ’ﬁr Qﬂfé%fﬁg SHeR wor k
process 993fomh£hor?fe&mﬁé n&mﬁéklge&% 0B’ dlbg y &\«&mﬂeq;egvrvéﬂlﬂ%ra@m 5R02 i s

multiple nmenories. [0048] Figu 11 is a f owchart imting stal e data
accor di ng anothen@n'md)mdmndrthe ofvention, the memory 1002 is multiple memories.

[0048] Figure 11 is a flowchart for limiting stale data according to one embodiment of
the invention. Figure 11 will be described with reference to the previously described
example and Figure 9. At block 1101, the network process 903 receives a death
notification for the network process 901. At block 1103, the network process 903
initializes a timer. At block 11053, the network process 903 indicates all data from the
network process 901 as stale. At block 1107, the network process 903 determines if the
timer is greater than or equal to a time limit. If the time has expired, then at block 1109,
the network process 903 clears stale data from the network process 901 and any new data
received from the network process 901. If the time has not expired, then at block 1111
the timer is incremented and control flows back to block 1107. Limiting the life of stale
data prevents magnifying effects of data that may be causing the originating process to

repeatedly die or loop.
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the invention. Figure 11 will be described with reference to the previously
descri bed exanple and Figure 9. At block 1101, the network process 903
recei ves wodeasdss9 notification for the network process 90PCTAiSobIssek 1103,
the network process 903 initializes a tiner. At block 1105, the network
process 903 indicates all data fromthe network process 901 as stale. At
bl ock 110% . I, r 03. ) Lf. th | er S greater
than or  equaoTsge R Ee PoRRRRT pP R R FoR g estapsdforets RERrdife B8 L1060
t he net worcknbjxlinass of #23nvdntions Fiduad €2 ol be Hesoribédwitheéfarnke preess 901 and

any new data, received fromthe network process 901. |f the tinme has not
expired, tHSHCUY gessuRediepmple prd Kighke,9. j At black Binthedlead aeld@rk e ows
back to bl Pe%@:ﬁt Liathid ' : gtlﬂ-[;l[g iL.fyi ng
effects of%?ig%a t g?' %a%follggqggél}?ﬂén%&t%ﬁg{%@%%}s%g% g%%gﬁ@éss gf&?{ehgeat edly
di e or | opnfigdralidd BI2NE29669 RCHIOCISA203L HR2ietwpkOgBeskimtialezed dath ¢i.ea,
flowchart of initialization for re ted process ac I ng to qne

enmbodi nentd?ﬁpv?rﬁéta%_ dpte ?FSSHA‘&)@P@( ié(_%vithq ngiRo E?QSB%{ “F’i%mP"esf fence to
the previ olskymPRERIh#EHzA68 T e ABHyJTk ?Mc@ssg)m%s bbRplerckaftialisfindead
network process 901 is restarted. At block 1203, the network process 901
gets conf ither aithleplis| 20P die ndteorkcpnédsy Q0 htramsmitseanald@F ofignalAndibdtmgk 1205, t he
network process. ini,tializes ta (i..e., disco s.state.of . interfaces). At
bl ock. 12070 PlRioR Qs N e B et erirbsshP oL e SNSRIt ot e
initializabhlete,lthert DIk 1921 Kt B dOeBfHed Fihd proceRHA aie%éhim if @b ipERbioN,
then at bl ock 1209 the network process 901 transmts an EOCF or signal

i ndi cat i ndas seigiedagadn thetoratie] gnw jo klock RO df thermetyporkpaeessYY. hasidiadne

initializati.on,i I t block 1211 it is determned if the
process hgdéhlg‘f tehéﬁé’lg‘%"%.l&?@ag‘é%p?%@gg%ﬁ has not died again, then control
flows to 207.. . L.f the ne rk process 9 has di.ed again, then
control Igh@jt}:&% cdgipt SWCQ@% TS lz‘ﬁo&?? éatf:gc%rdgngth _?f&"?&lfnﬁm
synchr oni z3kheoRvattciatiagae ¢ 9 kil B8 dbBBE wiheRtdiRE to theprdviGusly R bean-
Figure 13 wll be described with reference to the previously ‘descri bed

exanpl e arfdamplgand FgurpP. pitddeck1l301, the netwosk prockssi0dcecsives igtarfenme thees dat a
fromthe r 0§£SS bl.oc 303, the wor k_pr. sg 903

det er ni nes’ .ﬁ{?&%ﬁ %c%:ést gﬁé u‘l?t%elégf g’t qg’a&shefnlr(g’ 8’} rg%ocﬁéﬁ\g/\@re et%%’&ée)séggggﬁi is stale.
| f the curcugshtlyiRdsefrom theohet@bik ocdsh @0l is stale. If the current data is not stale, then

at block 1305 the network process 903 updates the network process 901 data. If the data

is marked as stale, then at block 1307 the network process 903 stores the received data as
temporary data. At block 1309, the network process 903 determines if it has received an
EOF or done signal from the network process 901. If the network process 903 has not
received the EOF, then control loops back to block 1301. If the network process 903
receives the EOF from the network process 901, then at block 1311 the network process
903 stops incrementing the timer corresponding to the network process 901. At block
1313, the network process 903 synchronizes the temporary data with the stale data and

clears the stale indicator.

[0051] The described embodiments of the invention improve reliability of a network
element. Providing intelligence to the processes of a network element enables processes
to function efficiently as previously stated. In addition, intelligence about other
processes enables processes of a network element to function independently despite

failures without interrupting service. Each process can use stored data from other
12



at bl ock 1305 the network process 903 updates the network process 901 data.
If the data is marked as stale, then at block 1307 the network process 903
stores thworeogicsed data as tenporary data. At bl ock 130®CTtuse2/msewnor k
process 903 determines if it has received an EOF or done signal fromthe
network process 901. If the network process 903 has not recei ved t he ECF,

then contr receives
the EC { PNt RS Ch P te bibeSsBiondi hepirtishidf B AR s RERE S or
process oResdeopte deadr Enowlddag of et proedss' GhiteLd poartbRprbeestdigo net wor k
process 901. At bhlock 1313, the network process 903 synchronizes the

t enpor ar y JaterRIngihow lopg data spnbejuted agddf the Idét&@nbﬁéefﬁsh?% i ndi cator. [0051]
The descri bed enbodi nents of the invention inprove reliability of a network

el ement . QA2 dihaglesanibed Ppigionk elementstinclpdelireseaads and cnivel QﬁwiSI@Xé@émnt
enabl es P c?e%?:ﬁl?ed eﬁrgceséJ e thg 'ﬁp glldg E&‘Eér%ro?%m@r Sﬁhg gl% v%’cg% Sk, tgxgegl Sof a

addi ti on, nce a processes ena

net wor k ellmmet mémoﬁusn pidcessotsnﬁiﬁp@ﬂdppltchumd spwﬁcelntégitatbdl Casuitd ("ASUCs™).
interrupting service. Each process can use stored data from other 12 WO

02/ 099659 SpelTmgawyy Ishyiss a praghingdeadable medipmjongylichisgdeed pisgf AAnd/ or
f d f
transm ssi &%ueﬂox{ é éécg @%&}%@gﬂ%&@@&é or 9{1,g&ﬁge;@%th%h&ogﬁégveﬁcﬁﬁgd“ edge o

ot her process esses ermne ong data can
be used amhdreif. $dfevaatan mmdehmmlﬂétemadleaﬁtQQEt&illyI{w&hﬂﬂhmrmém@tymﬁﬂmr k

el enments ingclude |ine caréi/s ggg control cards executl ng descri bed

pr ocesses VIR RIRCET dBY/QhH Gt thepgeset ﬂt“ﬁép‘?féftl%%‘PR’ ¢ &8Nt s

i ncl ude mﬁﬁamlﬁé.rea%ﬁem%ﬁw slﬁﬁ(ye(?&?eﬁ‘g@ Hchite n%%ﬁ&hﬁﬂé&%% g}&g&deat@e@'

Crcuits ("ASICs"). Such nmenory inc es amac i ne-rea I um on
which is stomsemhdéormnsmﬁs) mﬁosmattmtm@rfsrr(l lrcwlables}.)gfatmmm)e (etga,cd;anqgltmhyone

I, the methodol o t
Compl et el Fob PP d BRI ERdgHRS SegioahingEhs toaenBryeane CROM T e e
processor gsdé flemds) CRANIO), nia?ﬁet%ﬂ@ﬁ@ragé ndeldias oﬁtﬁlﬁ‘P ktbtdealmdaih, fladle term

"machi ne-readabl e nedi unt shal’l be taken to include any nechanism that
provi des (engory dewices, electaigali optiqal, angtmhpgl) or ¢therr fiermiod prapagaied signals éeaglabl e by

a nachi necggI W’av& ﬁ&@é&ﬁéﬁ ﬂ }r%%ral glgﬁégg & )a%tcnachl ne-r eadabl e nedi um

i ncl udes F&ad oAl Yy’ nenor ccéss nmenory ("RAM'), magnetic
di sk stor ?&%3?%%1?6 th Fl)rtn;e% 10n ﬁasqb gﬁescrﬂ?i)e&l in tern?s Qf several embodiments, those

skilled in the art will recognize that the invention is not limited to the embodiments

described. The method and apparatus of the invention can be practiced with

modification and alteration within the spirit and scope of the appended claims. The

description is thus to be regarded as illustrative instead of limiting on the invention.
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menory devices, electrical, optical, acoustical, or other form of
propagated signals (e.g., <carrier waves, infrared signals, digital

signal s, wo®2)p996&4 c. [ 0053] While the invention has been aesarsobesd2in terns
of several enbodinents, those skilled in the art will recognize that the
invention is not limted to the enbodi nrents described. The nethod and
apparatus of the invention can be practiced with nodification and

alterati Orbﬂ.xﬁ\ﬁ%n the spirit and scope of the appended clains. The
description is thus to be regarded as illustrative instead of limting on

t he i nventWaatis ¢Rind¥d 82/ 099659 PCT/ US02/ 15322 CLAIMS What is clained is:

1. A conputer inplenmented nethod conprising: receiving a first set of data
froma network process;. Igeterr'rglni deat h. of the network process; clearing
the first set of SARPYSE fmpiempniE B‘@Fﬁz’élcfoé‘msp’és; and synchroni zing the first

set of data witreceﬁtviﬁgﬁq&@tsé@éfdataﬂ@{haaﬂeftwsﬂkqxbéég@ period does not expire,
the second set of dafa received fromthe network process after the network

process rest ar tdsterminifig deato phicaetworkipeoasst;ed met hod of claim 1 further
conprising indigating the fitrst set.of data as stale when the network
process is det ecﬁ?ﬁrlﬁéghﬁgrsﬁﬁetaééﬁ?”‘%uqlﬁé’e’&%%ﬁ’fﬁnérs’ ) ement ed met hod of
claim1 wherei nygxtitbhiginigdRe Bist d1©f HhtABYitHLEdCORd bt o@@ﬁtﬁﬁfﬂleﬁ%e\épeﬁbd@oéd mer
mai nt ai ned after the network process is determned to be dead. 4. The

conmput er i npl enent ed O eXPiEY therseeond sef of date raseived fiont the sietwask pericessafter and
t he second set of dqfl?n%(v%ﬂgﬁ&g&rsgggtﬁsq after a done signal is received. 5.
e od of "cl'a

The conputer ‘i npl enen ne I'm1 further conprising restoring a
set of configurations to the network process after the network process
restarts. 6. The conputer inplenented nethod of claim1 further conprising
clearing the skesempyisr igplegentedimethpdot claim baythey campprising ngkiatiag disne

signal is not rechleY&fliatd as £al€ WHRH YR ndtWBHENBES T e AR LOMRIde24. NI

3. The computer implemented method of claim 1 wherein expiration of the time
period is determined with a timer maintained after the network process is determined to
be dead.

4, The computer implemented method of claim 1 wherein the first set of data and

the second set of data are synchronized after a done signal is received.

5. The computer implemented method of claim 1 further comprising restoring a set

of configurations to the network process after the network process restarts.

6. The computer implemented method of claim 1 further comprising clearing the

second set of data if the time period expires and a done signal is not received.

1. A computer implemented method comprising:
detecting death of a process;
restarting the network process;

restoring a set of configurations to the network process;
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detecting death of a process; restarting the network process; restoring a
set of configurations to the network process; 14 WO 02/099659

PCT/ US02/WwbB32/A996859 a first set of data is generated befor@Ca/usomessperi od
expires, then synchronizing the first set of data with a second set of
data, the second set of data having been generated before the death of the
network processi, Rd séforlddf it bBRrRBA b%reed(i?inég;éﬂo& res! 8% ;y}ﬁh{]o%iﬁgecond
set of data. 8. The conputer inplenented nethod of claim 7 further

conpri si ng indi cat i ribe fitse setsxd dotadvider sasbnd setaf datasthalsecont set dflatartetvingr k
process is detected,as dead. The,c t i.npl ement ed nethod of claim?7
wher ei n expiration GFF ﬁ%ne(r?tﬁ@befﬁéeﬁ%gggg oﬁg}eé}enﬁng&r%ets% aQati ner

increnent ed af tipthetidge fetodxkirdy, BeRstedidg Ul Rebeflsdi of Bga. dead. 10. The
conput er inplenented nethod of claim?7 erein the first set of data and

t he second set of data are synchronized after_a done signal iS received.
11. The cchput erheicepipsts ipalsmenteddactbed off daim 7 further papprYRindigatige theear i ng
the  secongesileOb & & drle Win thd RN ROCRXR defRi M Badlone signal 1s not
received. 12. A network el enent conprising: a cross connect control nodule

to host a first and second network process, the first network process to
gener at e &@.fi r skhesompufer daplemehtedmetbed aff ¢lainy7 shdreimexpiméion nfithedinmor k

Gencr at ec ISR RO i ot it dlad Wi Ay BRGNS s R alR T g

a tinme perdeadl has not expired, the tine period beginning when the first
network process dies; and a traffic card coupled to the cross connect

nodul e, t traffic card.to, process et , .of _traffi jth the synchronized
frrot  and Decontesaminier spieeasd Hoifod hlaflr bbGirumfbedieetaHtmher of n
the cross tROIEARA sdtBE HhiR afOTRChBRFed aftér 4 &dnedhaPRGORGVEMOrY to host the

first and second network process. .14. The network el enent of claim 12

wherein the traffic card conprises a set of, o )
11. The computer implemented method of claim 7 further comprising clearing the

second set of data if the time period expires and a done signal is not received.

12. A network element comprising:

a cross connect control module to host a first and second network process, the
first network process to generate a first set of data after restarting and the
second network process to synchronize the first set of data with a second
set of data generated by the first network process before restarting upon
determining a time period has not expired, the time period beginning
when the first network process dies; and

a traffic card coupled to the cross connect module, the traffic card to process a set

of traffic with the synchronized first and second set of data.

13.  The network element of claim 12 wherein the cross connect module comprises a

first and second memory to host the first and second network process.

14.  The network element of claim 12 wherein the traffic card comprises a set of

processors to process the first and second set of data.

15.  The network element of claim 12 wherein the cross connect module comprises:
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processors to process the first and second set of data. 15. The network
el ement of claim 12 wherein the cross connect nodul e conprises: 15 WO
02/ 099659wWB@THER/ 15322 a first nenory to host the firsPChatSMwIB2Pr ocess;
a second nmenory coupled to the first nmenory, the second nenory to host the
second network process; and a third nenory coupled to the first and second

menory, the thiarﬁ}strlﬁ@i%ﬁ&&%osﬁh@ﬁﬁsth%oﬁkgﬁ}ceém of data, second set of
data, and the synchroni Zed set of data. 16. A network el ement conprising:

a first processoecand mxwoyt@upleflite e fasidnemanynthersetamsrkeponae hest thde fir st
network process to geopﬁraﬁe%% first s?t of data before restarting and a
second set of dat a SSfPEMEYERIRY 2P he second network process to

synchroni ze t hg third femopdowREPRHANS AEst Ahd S:abAd HRAHdrflehSihiidthéfod tbi Ne
period has not expired, the  tine period beginning when the first network

process dies; and a stwethediptwtebdase, seenngdlseipitdata, ped thersynchyemizedsopf t he
second processor to process a set of traffic using the first set of data
before the first network process restarts and the third set of data after
the first network process restarts. 17. The network el enment of claim 16
wher ei n t Hé. f i isshetpodcelsmont cmplsirkes a nenory to store the first, second
and third set of_ data. 18. The net | emept of claim16 further

vor kK
conpri sing t he iIPRTOCSERILL §BFCUIGR E%F PRItsscendngtvPLk Preesssy the fisst mglvark r st
net wor k process and 9. The
p g?o&%%PQﬁf@a{ Mrst et bPGats E%Pﬂlgst;&ﬁrgc{nl& OGBSt off

net wor k el enent of alm urther conprising t processor to
allocate a first nederafteo rdsteatifg, tist sepetdvmtiork moess fo synskooizd thefist y t o

the second network process, and a third menory to stare the first set of
data, the second sefhrecnse olah toe Rt iae Padpd hosstpt cxpifeh v
el ement conprising: tand pdridd BERIRAING WRenAS Firsd nbtwiosk pRREWQIi&; BEPCESS, the
first network process to
a second processor coupled to the first processor, the second processor to process
a set of traffic using the first set of data before the first network process

restarts and the third set of data after the first network process restarts.

17.  The network element of claim 16 wherein the first processor comprises a memory

to store the first, second and third set of data.

18.  The network element of claim 16 further comprising the first processor to
allocate a first memory to the first network process and a second memory to the second

network process.

19.  The network element of claim 16 further comprising the first processor to
allocate a first memory to the first network process, a second memory to the second
network process, and a third memory to store the first set of data, the second set of data,

and the third set of data.

20. A network element comprising:
a first memory to host a first network process, the first network process to
generate a first set of data before restarting and a second set of data after

restarting;
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generate a first set of data before restarting and a second set of data
after restarting; 16 WO 02/ 099659 PCT/ US02/ 15322 a second nenory coupl ed
to the fiweto2oemwss?y, the second nenory to host a second n@CEArsk2/pi3eress,

t he second network process using the first and second set of data if a
time period has not expired, the tine period beginning when the first

net wor k process and second

ies; and a thir ry. coupled to the first
Rt bl o PRI FBB B or ey a0 °F T

menory, the third nmenor he fT1Ts

networ k processes r gsdcadingtvadill pidtesss @ secéndSHEtwbikoptbZeas usial tief firshand i r st
and second set of data after the first network process restarts. 21. The
network el enent of &peenehsolorhigats it phimareriodhas noksrpirgd, themedesad nenory

and the third menor (e ) . el ement of claim 20
wherein the first néﬁ%%@?gﬁwgmggggﬁﬁnﬁé%§§é&ﬁeﬁg%&ghéithird menory are nass
storage. 23. Thehindinsardey ebigriahto thé first andiseZ2Bndvireneiry, thdrehiddimahorygoory, the
second nenory, and the thjird nmepor re et of regions of a nenory. 24.
A system conpri si ngSto&® %he&grﬁt %E?%{b%P@£%§r$ Beté‘%’_é]éﬁ¥(€e§e? Festagts gad tbr k
process the Tirst NelooLKmdf@RAYSC! o ERRE 3h@sdbohd Setlor 2l fffr HRIeADET OF €

restarting and a second set o ter restarting; and a second network
el ement coupl ed t o thevdrkpsicessaestartk el enent, the second network el enent
to execute a second network process, to determne the first network

process dised, start. a, counter, .u et erm ni the fjrst et wor k

P ocess had i et it YeaRihur i PLR0 whetetL B Rodusmay! I Rbeond Retolyy
synchr oni zfd theahfrd hdmapdresagiantesaly. of data upon determ ning the counter
has not exceeded a tinme period. 25. The system of claim 24 wherein the

k el t [ : i rst t t the first t of
data and Pho. sy HERPOIE SISt oblaignehy b the At memory, he second mesiory,

and the third memory are mass storage.

23. The network element of claim 20 wherein the first memory, the second memory,

and the third memory are a set of regions of a memory.

24. A system comprising:

a first network element to execute a first network process the first network
process to generate a first set of data before restarting and a second set of
data after restarting; and

a second network element coupled to the first network element, the second
network element to execute a second network process, to determine the
first network process died, to start a counter upon determining the first
network process has died, to store the first and second set of data, and to
synchronize the first and second set of data upon determining the counter

has not exceeded a time period.

25.  The system of claim 24 wherein the second network element comprises:
a first memory to store the first set of data and the synchronized set of data; and

a second memory to store the second set of data.
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a second nenory to store the second set of data. 17 WD 02/ 099659

PCT/ US02/ 15322 26. The system of claim 24 further conprising the second
net wor k ewersen9dessd clear the first and second set of dat &Cirfusa2/iisee peri od
expires. 27. The systemof claim 24 further conprising the second network
el ement to mark the first set of data as stale when the first network

process diy® es?st CoH i 2 ﬁﬁérecoﬂgﬂ Hg th? coRl QUWER cleBRhf 1GidapNS

whi ch mhen execut a set of process one Or nore processors,
cause sai dhsgtst aid mcon@sst@féatadifmemécpcmd exmreat i ons conpri sing: receiving a
first set of data froma network process; determning death of the network

process; eari e fi t t tine erlo expires; and
synchroni %hg t Ofrc ms% fgg[ECrC% %ﬁlsn b %angg?tw S%B%nﬁp IW'FE tinme
peri od doelsefimotset@xaams stataewmpmﬁraabtvﬂfrk@adoassrﬁe@l ved fromthe network
process after the net wor k process restarts. 29. The nmachi ne-readabl e

medi um of ¢l ai t he |S|n indicating the first set of data as
Ctal o wheiSt e herspitg sk ERuh fu ar e dni Lot e wher shegited b

machi ne- r gadabtt fob@REb BF Bhe gﬂ ﬁbf@p%&eémg Qlalse4RI defbf Pdckorlse pbifdien per i od
is determned with a tinmer naintained after the network process is

det er m ne@pewtiges QUBRIISING1. The nachi ne-readabl e nedi um of cl ai m 28 wherein

the first set %C&I‘%g g{}ggép&ﬂ?& &H%,n%%or%f 59%159 are synchroni zed after a

done signal is recel Machi ne- F e € medi um of claim 28
further conpri sietgmirdsg dedtingf the sietwak pravesy;i gurations to the network
process after the network process restarts. 33. The machine-readable medium

of claim 28 furdeiEng st &t RY Péfefﬁﬂﬁﬁpﬁlﬂ%de@é@é’rﬁ!‘dset of data if the tine
d |
period expires g ﬁ‘ﬁar@mg QB8hSHAP &t of ﬁﬁ?\éﬁfﬁﬁ%hﬂ{%& 83?@1:@%%@%91%%{16@?9@@ e

medi um t hat provides In tructl ons,
processors of one ormotrexEre tecessul st oldais eeceiaed front thehemcmkpmess&ftteo

perform operations tﬁelqgtwo i nl%cesg%s% |ng deat h of a process;

29.  The machine-readable medium of claim 28 further comprising indicating the first

set of data as stale when the network process is determined to be dead.

30.  The machine-readable medium of claim 28 wherein expiration of the time period

is determined with a timer maintained after the network process is determined to be dead.

31. The machine-readable medium of claim 28 wherein the first set of data and the

second set of data are synchronized after a done signal is received.

32.  The machine-readable medium of claim 28 further comprising restoring a set of

configurations to the network process after the network process restarts.

33.  The machine-readable medium of claim 28 further comprising clearing the

second set of data if the time period expires and a done signal is not received.

34, A machine-readable medium that provides instructions, which when executed by
a set of processors of one or more processors, cause said set of processors to perform
operations comprising:

detecting death of a process;

18



18 WO 02/ 099659 PCT/ US02/ 15322 restarting the network process; restoring a
set of configurations to the network process; if a first set of data is
gener at edwbebov®wsa ti ne period expires, then synchroni zi n@CTtuse2/ii3est set
of data with a second set of data, the second set of data having been
generated before the death of the network process; and if the tinme period

expires, then CA@%%%E?‘%%‘E@?@%C rg.ies§.et of data. 35. The machi ne-readabl e

medi um of claim I'si’ng indicating the second set of data as

stal e when t he rasbmayg & sqirof cesfiguratichstte deagtaskdedstss;36. The
nmachi ne- readab{lf medi um of claim 34 wherein expiration of the tinme period
i s determned wif & KISt sgl ofciaty is gensmaind Befoxs 3 UmePrEod sxRiFsskthen sshronizing

det ect ed 10 be dead. e ff i HASHHEsLLAIENE GBI OhaShAl AR o 1
an a roni ze a

the first set of data the second set o ta are sync er a
done signal is receibeed gedBated hefonmihhidagh of dotatsitworkgaoesss;ahdcl ai m 34

further conprisj clearing the second set of data i.f the time period
expi res and a dbiE {GRGREHON SEPHEY e sapag thospeond sct of data.

35.  The machine-readable medium of claim 34 further comprising indicating the

second set of data as stale when the network process is detected as dead.

36.  The machine-readable medium of claim 34 wherein expiration of the time period

is determined with a timer incremented after the network process is detected to be dead.

37. The machine-readable medium of claim 34 wherein the first set of data and the

second set of data are synchronized after a done signal is received.

38.  The machine-readable medium of claim 34 further comprising clearing the

second set of data if the time period expires and a done signal is not received.
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