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MOBILE SECURE NETWORK SYSTEM AND DEVICE

CROSS REFERENCE TO RELATED APPLICATIONS

This application claims priority to U.S. Non-Provisional Application No. 16/833,396,
filed March 27, 2020, the entire disclosure of which is incorporated herein by reference.
FIELD

This disclosure relates to a mobile, secure network system and device, more specifically,
to a physically and electronically protected mobile system for housing a computer netwaork,

which provides a secure extension of the computer network from a remote home network.

BACKGROUND

Data centers that house computer networks for the remote storage, processing, and/or
distribution of large amounts of data are well known in the art. These data centers are configured
according to the requirements of the user or for specific purposes, such as financial transaction
processing, enterprise data storage, or global communications, to name but a few. The computer
networks housed in the data centers store and transmit information essential to the user’s
operations. Security of data centers is a known issue to those of skill in the art and is
accomplished by limiting and tracking physical access to the data centers. Because data centers
house valuable information on the computer networks, most data centers contain lockable doors,
cabinets and/or racks to limit access to the network components and power supplies supported
therein.

Cabinet and/or rack security and monitoring in data centers hasn’t changed much over the

years. Traditionally racks and/or cabinets have a manual key to lock them. They may also have
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keycode access in addition or in lieu of a traditional key, and may utilize card reader technology
to provide electronic access via smart locks that validate a user’s credentials with a central
server, responding with a signal to unlock the cabinet, or unlocking remotely when instructed by
an authorized user. An audit log of users who have accessed the data center may also be

maintained for tracking purposes.

SUMMARY

While security measures for data centers are generally effective because they are locked,
hard to move, and contained within large secured rooms, mobile or portable server racks do not
enjoy enhanced security as their mobile nature makes them vulnerable to break-ins. Mobile
computer devices that can be utilized in remote locations are desirable for a variety of industries
and reasons. Many industries send workers to remote areas where there is no internet
connectivity, or to client locations where access to the clients’ internet is undesirable for security
or other reasons. A mobile secure system and device that provides security and accountability of
the use of the computer network and equipment contained within the mobile security system,
wherever it is located, is therefore desirable.

A physically and electronically protected mobile security system and device for housing
computing apparatus, which provides a secure extension of a remote home network to a current
location of the computing apparatus is disclosed herein. The mobile security system uses an
identical, logistical and physical access control system as the parent facility. The mobile system
includes a housing supporting the computing apparatus having a door to access the computing
apparatus and may also include a back-up power supply supported thereon, a wireless router also

supported by the housing to provide wireless network access to the remote home network, an
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access control mechanism to secure the door in a closed position to the housing, and a security
module to protect the data stored on the computing apparatus and provide authentication to
access the housing.

In one embodiment, the security module comprises a local cache of users with
authorization to unlock the enclosure. The local cache can also be configured to track users who
have accessed the credential reader. The security module may be configured to synchronize the
local cache with a cache located on the remote home network. The local cache may also be used
to cache data determined by a data center to be unnecessary to sync with the remote home
network.

In another embodiment, the access control mechanism is configured to deny access to the
enclosure if the security module fails to synchronize the local cache with the cache located on the
remote home network. The mobile secure network device may include a kill switch to physically
disable access to the enclosure by deactivating the credential reader upon a set number of tries by
an unauthorized user, who is not matched to a user in the local cache of authorized users. In
another embodiment, when the kill switch is activated it also clears the local cache and disables
access to the remote home network. Upon activation of the kill switch, either by an attempted
unauthorized user, or a forced physical breach, a fail secure device sends a signal to clear the
local cache and disable remote access to the home network. The computing apparatus may also
include a global positioning system supported by the housing so that the location of the secure
network device can be tracked remotely, as desired, in case of a breach.

The mobile secure network system and device is a physically secured network device that

allows anyone to extend their network anywhere in the world where there is access to power.
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Caching and bandwidth optimization within the router makes it possible for the system to operate
as a full local datacenter environment in a remote location, even with very slow internet, because
bandwidth optimization can synchronize the local cache as usage permits, while authorization
requests are sent directly to the home datacenter as higher priority traffic. The mobile security
system may be rolled into an area with no internet connection and be self-sufficient and secured.
The mobile secure network system and device has integrated logical and physical security and

has the capability of being fully portable.

BRIEF DESCRIPTION OF THE DRAWINGS

Various aspects of at least one embodiment are discussed below with reference to the
accompanying figures, which are not necessarily drawn to scale, emphasis instead being placed
upon illustrating the principles disclosed herein. The figures are included to provide an
illustration and a further understanding of the various aspects and embodiments and are
incorporated in and constitute a part of this specification but are not intended as a definition of
the limits of any particular embodiment. The figures, together with the remainder of the
specification, serve only to explain principles and operations of the described and claimed
aspects and embodiments, but are not to be construed as limiting embodiments. In the figures,
each identical or nearly identical component that is illustrated in various figures is represented by
a like numeral. For purposes of clarity, not every component may be labeled in every figure.

FIG. 1 is a perspective view of mobile secure network device in accordance with a first
embodiment;

FIG. 2 is a schematic view of the mobile secure network system and device of Fig. 1;

Fig. 3 is a flowchart illustrating an embodiment of a security module and locking
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mechanism for securing the mobile secure network device according to embodiments disclosed
herein;

Fig. 4 1s a flowchart illustrating an embodiment of the security module for synchronize
the local cache with the remote network according to embodiments disclosed herein; and

Fig. 5 is a schematic view of mobile secure network device in accordance with Fig. 1.

DETAILED DESCRIPTION OF THE ILLUSTRATIVE EMBODIMENTS

The examples of the system and device discussed herein are not limited in application to
the details of construction and the arrangement of components set forth in the following
description or illustrated in the accompanying drawings. It will be understood to one of skill in
the art that the system and device is capable of implementation in other embodiments and of
being practiced or carried out in various ways. Examples of specific embodiments are provided
herein for illustrative purposes only and are not intended to be limiting. Also, the phraseology
and terminology used herein is for the purpose of description and should not be regarded as
limiting. Any references to examples, embodiments, components, elements or acts of the system
and device herein referred to in the singular may also embrace embodiments including a
plurality, and any references in plural to any embodiment, component, element or act herein may
also embrace embodiments including only a singularity (or unitary structure). References in the
singular or plural form are not intended to limit the presently disclosed system and device, its

components, acts, or elements. As used herein, the singular forms “a”, “an” and “the” are

intended to include the plural forms as well, unless the context clearly indicates otherwise. The
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use of “including,” “comprising,” “comprises,” “having,” “containing,” “involving,” and

variations thereof in the specification is meant to encompass the items listed thereafter and
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equivalents thereof but do not preclude the presence or addition of one or more other features or
items. References to “or” may be construed as inclusive so that any terms described using “or”
may indicate any of a single, more than one, and all of the described terms.

As will be appreciated by one skilled in the art, aspects of the system and device
disclosed herein may be embodied as a system, method or device. Accordingly, aspects of the
present disclosure may take the form of an entirely hardware embodiment, an entirely software
embodiment (including firmware, resident software, micro-code, etc.) or an embodiment
combining software and hardware aspects that may all generally be referred to herein as a

2

“circuit,” “module” or “system.” Furthermore, aspects of the present disclosure may take the
form of a computer program product embodied in one or more computer readable medium(s)
having computer readable program code embodied thereon. Any combination of one or more
computer readable medium(s) may be utilized. The computer readable medium may be a
computer readable signal medium or a computer readable storage medium. Program code
embodied on a computer readable medium may be transmitted using any appropriate medium,
including but not limited to wireless, wireline, optical fiber cable, RF, etc., or any suitable
combination of the foregoing.

Aspects of the present disclosure are described below with reference to flowchart
illustrations and/or block diagrams of methods, apparatus (systems) and computer program
products according to embodiments of the disclosure. It will be understood that each block of

the flowchart illustrations and/or block diagrams, and combinations of blocks in the flowchart

illustrations and/or block diagrams, may be implemented by computer program instructions.
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In referencing the flowchart illustrations and/or block diagrams, the functions noted in the block
may occur out of the order noted in the figures. For example, two blocks shown in succession
may, in fact, be executed substantially concurrently, or the blocks may sometimes be executed in
the reverse order, depending upon the functionality involved. Each block of the block diagrams
and/or flowchart illustration, and combinations of blocks in the block diagrams and/or flowchart
illustration, can be implemented by special purpose hardware-based systems that perform the
specified functions or acts, or combinations of special purpose hardware and computer
instructions.

Referring initially to Figs. 1 and 2, the present disclosure is directed to a physically and
electronically protected mobile security system and device 10 for housing a computing apparatus
12, which provides a secure extension of a remote home network 14, to a current location of the
computing apparatus. As used herein the term “computing apparatus” refers to the electronic
equipment housed within the mobile security device for use with the home network, including
but not limited to servers, patch panels, routers, and switches. The mobile security system 10
includes an enclosure, i.e. housing 16 enclosing the computing apparatus 12 having a door 18 to
access the computing apparatus 12, access control mechanism 24 to secure the door 18 in a
closed position relative to the housing 16, and a security control module 25 to protect the data
stored on the computing apparatus 12 and provide authentication to access the enclosure 16.
Housing 16 may also include support members, for example racks 11 including rails to secure
the computing apparatus within the housing 16 and which may be slidable, a back-up power
supply 20 supported by the housing 16 and a wireless router 22 to provide wireless network

access to the remote home network 14.
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In the present embodiment, access control mechanism 24 is in communication with the
remote home network 14 to validate requests to unlock the door 18. The access control
mechanism 24 may include a credential reader 26 and a locking device 28. The credential reader
26 may be communicationally connected to the door 18, and the locking device 28 may be any of
a variety of locking devices including a traditional lock 30. The security control module 25
communicates with the credential reader 26 and the access control mechanism 24 to allow access
to the computing apparatus 12 by unlocking the lock 30 upon verification of credentials by the
home network 14.

In one embodiment, as illustrated in Fig. 3, the security control module 25 includes the
locally cached database 32 of users with authorization to unlock the housing 16. To gain access
to the housing 16 the credentials read by credential reader 26 may be checked against the locally
cached database of authorized users. If the user’s identity matches those in the locally cached
database 32, the card is validated and the door 18 is unlocked. If the user’s identity does not
match those in the locally cached database 32, the card is invalid and an alert is stored in the
local cache, and may also be communicated and stored in the remote home network 14. In this
manner, unauthorized attempts to gain access to the mobile security system and device 10 can be
stored in an audit log. The local cache 32 can also be configured to track users who have
accessed the credential reader 26 and likewise store those who have accessed the mobile security
system and device 10 in an audit log, either locally or remotely.

As illustrated in Fig. 4, the security control module 25 may also be configured to
synchronize the local cache 32 with a cache 34 located on the remote home network 14. The

local cache 32 may also be used to cache data determined to be unnecessary to sync with the
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remote home network 14. The access control mechanism 24 may also be configured to deny
access to the housing 16 if the security module 26 fails to synchronize the local cache 32 with the
cache 34 located on the remote home network 14.

If access is denied by the security control module 25 upon a predefined occurrence, for
example from lack of authorization or for failure to synchronize the local cache 32, a shutdown
protocol may be initiated. The mobile secure system 10 may include a kill switch 36 to
physically disable access to the housing 16 by deactivating the credential reader 26 (for example
upon a set number of tries by a user who is not matched to a user in the local cache 32 of users or
if synchronization fails). In one embodiment, when the kill switch 36 is activated it also clears
(i.e. wipes, deletes, destroys) the data stored on the local cache 32 and disables access to the
remote home network 14. A fail secure device 38 may be provided in order to signal a forced
breach of the mobile secure network device 10 and activate the kill switch. The fail secure
device 38 may be any known device that activates a signal upon a physical breach, including for
example a glass shatter sensor, a lock sensor, and/or a power sensor.

In case of an emergency, where removal of the computing apparatus 12 from the housing
16 is desired, an emergency key that allows removal of the computing apparatus 12 may be
provided. The emergency key in the present embodiment is a physical key, which may be stored
remotely from the housing in a secure location, and that can be used to access a lock disposed on
the back of the housing in case the electronic lock fails. Accessing the housing 16 from the back
allows the user to access the inside of the housing to remove the side panel, and/or dismantle the
computing apparatus 12 that is rack mounted from the inside out. When entering the housing

with the credential reader 26 and locking device 28 from the front, access is provided but
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removal of the computing apparatus 12 is not readily feasible. In addition, a tamper indicator,
for example tamper tape or a pressure sensor may be provided to indicate rear access to the
housing, which can afterwards be reset electronically and/or physically. For example, if a
pressure sensor is used, it would first need to be placed into its original position and then
electronically reset. If tamper tape is utilized it would need to be physically replaced.
Accordingly, when the emergency key is utilized it would be evident.

The computing apparatus 12 may include a server 40 that communicates with the remote
home network 14 over a secure network channel, for example a VPN channel or a local wireless
network. The local wireless network may include a WiFi network, a cellular network, and/or a
mesh network, or similar network. The computing apparatus may further include a global
positioning system 42 supported by the housing 16 so that the location of the secure network
device 10 can be tracked remotely as desired.

The mobile security system and device 10 provides a physically secured network device
that allows anyone to extend their network anywhere in the world with access to power. Caching
and bandwidth optimization within the router makes it possible for the system to operate as a full
local datacenter environment in a remote location, even with very slow internet, because
bandwidth optimization can synchronize the local cache as usage permits, while authorization
requests are sent directly to the home datacenter as higher priority traffic. The mobile security
system may be rolled into an area with no internet connection and be self-sufficient and secured.
The mobile device has integrated logical and physical security and has the capability of being
fully portable.

Those skilled in the art will appreciate that the conception, upon which this disclosure is

10
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based, may readily be utilized as a basis for designing other products without departing from the
spirit and scope of the invention as defined by the appended claims. Therefore, the claims are not
to be limited to the specific examples depicted herein. For example, the features of one example
disclosed above can be used with the features of another example. Furthermore, various
modifications and rearrangements of the parts may be made without departing from the spirit and
scope of the underlying inventive concept. Thus, the details of these components as set forth in
the above-described examples, should not limit the scope of the claims.

Additionally, the purpose of the Abstract is to enable the U. S. Patent and Trademark
Office, and the public generally, and especially the scientists, engineers and practitioners in the
art who are not familiar with patent or legal terms or phraseology, to determine quickly from a
cursory inspection the nature and essence of the technical disclosure of the application. The
Abstract is neither intended to define the claims of the application nor is intended to be limiting

on the claims in any way.
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