WHAT IS CLAIMED IS:

1. An apparatus for risk management, the apparatus comprising:
a computing platform including at least one processor and a memory; and
a behavioral baseline routine stored in the memory, executable by the processor and
configured to:
determine a customer behavioral baseline score associated with one or more
customer behaviors and based on financial institution data received from a plurality of

financial institutions, wherein the customer behavioral baseline score indicates normal

behavior for a financial institution customer and the financial institution data includes

customer transaction data, negative file data, account data and asset and liability data,

wherein the normal financial behavior of the financial institution customer comprises the

financial institution customer’s normal transaction locations, normal transaction channels,

normal transaction amounts and/or average deposits maintained;

determine a customer population behavioral baseline score associated with one or

more population behaviors, wherein a customer population is defined as a totality of

customers;

determine a counterparty behavioral baseline score associated with one or more

counterparty behaviors, wherein a counterparty is defined as a person or entity other than

the customer involved in a transaction or interaction with one or more customers;

monitor the financial institution data received for the plurality of financial

institutions to determine either a positive or negative deviation from the customer

behavioral baseline score;

monitor the financial institution data received from the plurality of financial

institutions to determine either a positive deviation or negative deviation from the

customer population behavioral baseline score;

monitor the financial institution data received from the plurality of financial

institutions to determine either a positive deviation or negative deviation from the

counterparty behavioral baseline score;

generate and initiate communication of a behavioral baseline deviation alert based

on a determination of the deviation from the customer behavioral baseline score. wherein

the behavioral baseline deviation alert is communicated to pre-determined entities based
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on a pre-determined level of deviation, wherein the predetermined entities comprise a

first designated entity to which a first alert is communicated based on a first pre-

determined level of deviation and a second designated entity to which a second alert is

communicated based on a second pre-determined level of deviation, wherein the second

pre-determined level of deviation is higher than the first pre-determined level of

deviation;

generate and initiate communication of a customer population behavioral baseline

deviation alert based on a determination of the deviation from the customer population

behavioral baseline score: and

generate and initiate communication of a counterparty behavioral baseline

deviation alert based on a determination of the deviation from the counterparty behavioral

baseline score.

2. The apparatus of claim 1, wherein the behavioral baseline routine is further

configured to determine a customer segment behavioral baseline score associated with one or

more segment behaviors, wherein a customer segment is defined as a plurality of customers

having at least one common behavior or trait.
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further configured-to-monitor-for-pesitive-and-negative-deviations-from the eustomer-behavioral
baseline score:
73. The apparatus of claim 51, wherein the behavioral baseline deviation routine is

configured to monitor for the deviations by analysis of data received in a risk database.

84.  The apparatus of claim 51, wherein the behavioral baseline deviation routine is
configured to monitor for the deviations by querying at least one of the plurality of financial

institutions.

95. The apparatus of claim 51, wherein the behavioral baseline deviation routine is

configured to monitor for the deviations by querying one or more non-financial institutions.

106. The apparatus of claim 1, wherein the behavioral baseline routine is further
configured to determine the customer behavioral baseline score based on non-financial

institution data received from one or more non-financial institution entities.

+17. The apparatus of claim 1, wherein the behavioral baseline routine is further

configured to determine a plurality of customer behavioral baseline scores, wherein each

customer behavioral baseline score is associated with different one or more customer behaviors.

53



H48. The apparatus of claim 421, wherein the risk alert routine is further configured to
initiate communication of the behavioral baseline deviation alert to predetermined entities based

on one or more of a predetermined type of deviation.

159. The apparatus of claim 1, further comprising a third party query routine stored in
the memory, executable by the processor and configured to receive third party behavioral
baseline deviation queries, determine whether a customer behavior or event is a deviation from

the behavioral baseline score and communicate a query response to the third party.

1610. The apparatus of claim 1, further comprising a customer identifying routine stored
in the memory, executable by the processor and configured to positively identify the customer

from the financial institution data prior to determining the behavioral baseline score.

+711. A method for risk assessment, the method comprising:
determining, via a computing device processor, a customer behavioral baseline score
associated with one or more customer behaviors and based on financial institution data received

from a plurality of financial institutions, wherein the customer behavioral baseline score

indicates normal financial behavior for a financial institution customer and the financial

institution data includes customer transaction data, negative file data, account data and asset and

liability data, wherein the normal financial behavior of the financial institution customer

comprises the financial institution customer’s normal transaction locations, normal transaction

channels, normal transaction amounts, and/or average deposits maintained,

determining, via a computing device processor, a customer population behavioral

baseline score associated with one or more population activities, wherein the customer

population is defined as a totality of customers;

determining, via a computing device processor, a counterparty behavioral baseline score

associated with one or more counterparty activities, wherein a counterparty is defined as a person

or entity other than the customer involved in a transaction or interaction with one or more

customers;
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monitoring, via a computing device processor. the financial institution data to determine

either a positive deviation or a negative deviation fer-a-deviation from the customer behavioral

baseline score;

monitoring, via a computing device processor, the financial institution data received from

the plurality of financial institutions to determine either a positive deviation or negative deviation

from the customer population behavioral baseline score;

monitoring. via a computing device processor, the financial institution data received from

the plurality of financial institutions to determine either a positive deviation or negative deviation

from the counterparty population behavioral baseline score;

generating and initiating communication of a behavioral baseline deviation alert based on

a determination of the deviation from the customer behavioral baseline score, wherein the

behavioral baseline deviation alert is communicated to pre-determined entities based on a pre-

determined level of deviation, wherein the predetermined entities comprise a first designated

entity to which a first alert is communicated based on a first pre-determined level of deviation

and a second designated entity to which a second alert is communicated based on a second pre-

determined level of deviation, wherein the second pre-determined level of deviation is higher

than the first pre-determined level of deviation;

penerating and initiating communication of a customer population behavioral baseline

deviation alert based on a determination of the deviation from the customer population

behavioral baseline score; and

generating and initiating communication of a counterparty behavioral baseline deviation

alert based on a determination of the deviation from the counterparty behavioral baseline score.

————monitoring; via-a-computing device processor;-the-financial-institution-data-for a

determination-of one-or-more-deviations-from-the customer-behavioral-baseline score:

1812. The method of claim 4711, further comprises determining, via a computing

device processor, a customer segment behavioral baseline score associated with one or more
segment behaviors, wherein a customer segment is defined as a plurality of customers having at

least one common behavior or trait and monitoring, via a computing device processor, the
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financial institution data for a deviation from the customer segment behavioral baseline score
and initiating, via the computing device processor, a risk management action based on

determination of one or more deviations from the customer segment behavioral baseline score.

customers: and-monitoring. viaa computing deviee processor-the financial institution data fora
deviation from the-customer population behavioral baseline score-and-inttiating; via a-computing
device processor; a risk management-action based-on-determination-of one-ormore-deviations

—— 20— The methed-of elaim+ 7 -wheretn-determining further comprises-determining: via

deviation from-the counterparty behavioral-baseline-score and-initiating,vid-acomputing-device
processor;-arisk-management-action -based-on-determination-of one-or more-deviations-{rom-the

2213. The method of claim 471 [, wherein monitoring further comprises analyzing data
received in a risk database to determine the deviation from the customer behavioral baseline

score.

2314. The method of claim +71 [, wherein monitoring further comprises querying at
least one of the plurality of financial institutions to determine the deviation from the customer

behavioral baseline score.
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2415. The method of claim 4711, wherein monitoring further comprises querying one or
more non-financial institution entities to determine the deviation from the customer behavioral

baseline score.

2516. The method of claim 1711, wherein determining further comprises determining,
via a computing device processor, the behavioral baseline score based on non-financial

institution data received from one or more non-financial institution entities.

2617. The method of claim 1711, wherein determining further comprises determining,
via the computing device processor, a plurality of customer behavioral baseline scores for a

customer, wherein each customer behavioral baseline score is associated with different one or

more customer behaviors.

2918. The method of claim 1711, wherein generating further comprises generating and
initiating communication, via the computing device processor, of the behavioral baseline
deviation alert, wherein the behavioral baseline deviation alert is communicated to

predetermined entities based on one or more of a predetermined type of deviation.

3019. The method of claim 4711, further comprising receiving third party behavioral
baseline deviation queries from a third party and determining whether a customer behavior or
event associated with the query is a deviation from the behavioral baseline score and

communicating a query response to the third party.
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31420. The method of claim 4711, further comprising identifying a customer from the

financial institution data prior to determining the customer's behavioral baseline score.

3221. The method of claim +711, further comprising identifying a customer from non-

financial institution data prior to determining the customer's behavioral baseline score.

3322. A computer program product comprising:

a non-transitory computer-readable medium having stored therein instructions

executable by a computing device processor, wherein the instructions are executable

tocomprising:
a-first setof codesforcausingacomputerto-determine a customer behavioral baseline
score associated with one or more customer behaviors and based on financial institution data

received from a plurality of financial institutions, wherein the customer behavioral baseline score

indicates normal financial behavior for a financial institution customer and the financial

institution data includes customer transaction data, negative file data, account data and asset and

liability data, wherein the normal financial behavior of the financial institution customer

comprises the financial institution customer's normal transaction locations, normal transaclion

determine a customer population behavioral baseline score associated with one or more

population activities, wherein the customer population is defined as a totality of customers;

determine a counterparty behavioral baseline score associated with one or more

counterparty activities, wherein a counterparty is defined as a person or entity other than the

customer involved in a transaction or interaction with one or more customers;

__monitor the financial institution data to determine either a positive deviation or a negative

deviation from the customer behavioral baseline score;

to determine either a positive deviation or negative deviation from the customer population

behavioral baseline score;
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monitor the financial institution data received from the plurality of financial institutions

to determine either a positive deviation or negative deviation from the counterparty population

behavioral baseline score;

determination of the deviation from the customer behavioral baseline score, wherein the

behavioral baseline deviation alert is communicated to pre-determined entities based on a pre-

determined level of deviation, wherein the predetermined entities comprise a first designated

entity to which a first alert is communicated based on a first pre-determined level of deviation

and a second designated entity to which a second alert is communicated based on a second pre-

determined level of deviation, wherein the second pre-determined level of deviation is higher

than the first pre-determined level of deviation;

generate and initiate communication of a customer population behavioral baseline

deviation alert based on a determination of the deviation from the customer population

behavioral baseline score; and

oenerate and initiate communication of a counterparty behavioral baseline deviation alert

based on a determination of the deviation from the counterparty behavioral baseline score;.

a-second-set-of codesfor causing-a-computer-to-menitor-the-finaneial-institution-data-for-a

3423. The computer program product of claim 3322, wherein the instructions executable
to determine the behavioral baseline score are first-set-of codes-is-further configured to-cause-the

computerto determine a customer segment behavioral baseline score associated with one or

more segment behaviors, wherein a customer segment is defined as a plurality of customers

having at least one common behavior or trait, and wherein the instructions executable to monitor
the financial institution data to determine either a positive deviation or a negative deviation from
the customer behavioral baseline score are second-set-of codes-is-further configured to-eause-the

eomputer-to monitor the financial institution data for a deviation from the customer segment

behavioral baseline score-and-wherein-thethird set-of codes-is-further configured-to-cause-the
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computerto-initiatea-risk-management-action-based-on-determination-of-one-or-more-deviations
tromt the customersegment behavioral baseline seore.

35, The computer program product-of claim 33, wherein the first set-of codes-is-further
conligured-to cause the computer to-determine-a-customer population behavioral baseline score

assoctated-with-one-or more segment behaviors,- wherein the-customer population-is defined as
atheustomers-across a plurahity of inancial institutions; and - wheretn the second set of codes is
further-configured-to-cause-the-computer-to-monitor-the-financtal-institution-datafor-a-deviation
from-the customer-population behavioral-baseline score-and wherein-the third set-of codes is
determination of one-or more-deviationsfrom-the-customer-population behavioral baseline score.

3824. The computer program product of claim 3322, wherein the instructions executable

to monitor the financial institution data to determine either a positive deviation or a negative
deviation from the customer behavioral baseline score are second-setofcodesis-further
configured to-cause-the-computerto analyze data received in a risk database to determine the

deviation from the customer behavioral baseline score.
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3925. The computer program product of claim 3322, wherein the instructions executable

to monitor the financial institution data to determine either a positive deviation or a negative
deviation from the customer behavioral baseline score are second-set-ofcodes-is-further
configured te-causethe-computerto query at least one of the plurality of financial institutions to

determine the deviation from the customer behavioral baseline score.

4026. The computer program product of claim 3322, wherein the instructions executable

to monitor the financial institution data to determine either a positive deviation or a negative
deviation from the customer behavioral baseline score are second-set-of codes-is-further
configured to-cause the-computer-to query one or more non-financial institution entities to

determine the deviation from the customer behavioral baseline score.

4127. The computer program product of claim 3322, wherein the instructions executable

to determine the behavioral baseline score are firstset-of codes-is-further configured to-cause-the

computerto determine the behavioral baseline score based on non-financial institution data

received from one or more non-financial institution entities.

4228. The computer program product of claim 3322, wherein the instructions executable
to determine the behavioral baseline score are first-set-of codes-is-further configured to-cause-the

computer-to determine a plurality of customer behavioral baseline scores for a customer, wherein

each customer behavioral baseline score is associated with different one or more customer

behaviors.

behavioral-baseline deviation-alertwherein the-behavioral-baseline-deviation-alert-is

communicated-to-predetermined-entities-based-on-a-predetermined Jevel-of- deviation:
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4529. The computer program product of claim 3322, wherein the
instructions executable to generate and initiate communication of a behavioral baseline deviation

alert are third-set-of codes-is-further configured to-cause-the-computer-to generate and initiate
communication;-via-the-computing device-processor; of the behavioral baseline deviation alert,

wherein the behavioral baseline deviation alert is communicated to predetermined entities based

on one or more of a predetermined type of deviation.

4630. The computer program product of claim 3322, wherein the instructions are further

executable eomprising-a-fourth-set-of eodesfor causing a-computerto (1) receive third party
behavioral baseline deviation queries from a third party and-afifth-set of codesforeausinga
computerto-(2) determine whether a customer behavior or event associated with the query is a

deviation from the behavioral baseline score and a-sixth-set-of codesforcausing a-computerto
(3) communicate a query response to the third party.

4731. The computer program product of claim 3322, wherein the instructions are further

executable eomprising-a-fourth-set-of codesfor-causinga-computerto identify a customer from

the financial institution data prior to determining the customer's behavioral baseline score.

48— An-apparatus {or risk-assessment; the apparatus comprising:
—— - acomputing platform-including at least one processor-and-a memeory;-and

a-risk-score routine stored-in-the-memory; exeeutable-by-the-processor-and-configured-to

determine a-customer risk score assoctated with-one-or- moretisk types and-based-on custemer
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AN A narmnutar neaceam neadnoet anmsavicing:
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one-ormore risk patterns-associated-with-at least one-of negative file-data,customer data;
account-data,channel-data; liability- data,claim-data-oreustomer network-data:

W&MMWW&H@WWMWM%W%W%
mine;-via-the-computing device processor;the

customer risk score-associated with-one-or more risk-types-based-on-the-one-or-more-risk-patterns
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