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IRRELEVANT CODE IDENTIFICATION

PRIORITY APPLICATION

[0001] This patent application claims the benefit and priority to U.S.
Utility patent application entitled “Irrelevant Code Identification” with Serial
No. 13/953,608 filed on July 29, 2013, the entire disclosure of which is

incorporated by reference herein.

BACKGROUND

[0002] With computer and Internet use forming an ever greater part of
day to day life, security exploits and cyber attacks directed to stealing and
destroying computer resources, data, and private information are becoming an
increasing problem. For example, “malware”, or malicious software, is a
general term used to refer to a variety of forms of hostile or intrusive computer
programs. That is, malware is used by cyber attackers to disrupt computer
operations, to access and to steal sensitive information stored on the computer
or provided to the computer by a user, or to perform other actions that are
harmful to the computer and/or to the user of the computer. Malware may
include computer viruses, worms, trojan horses, ransomware, rootkits,
keyloggers, spyware, adware, rogue security software and other malicious
programs and malware may be formatted as executable files, dynamic link
libraries (dlls), scripts, and/or other types of computer programs.

[0003] Government or private entities devote significant resources to

prevent computer intrusions and thefts that result from the use of malware. For
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instance, a government or private entity may employ a security researcher to
reverse engineer the code of a program and analyze the code to determine if the
program is malware. If the program is determined to be malware or already
known to be malware, the security researcher may be tasked with identifying
one or more harmful actions the malware performs. Thus, the program may be
converted to a high-level, human-readable language so the security researcher
can view the code to determine if the program is malware and/or the harmful
action the malware performs.

[0004] However, to distract or hamper the efforts of the security
researcher, cyber attackers (e.g. hackers) intentionally insert irrelevant code
(e.g., useless random numbers, illegitimate macros or other “junk” code) with
legitimate code (e.g., the meaningful, or relevant, code that performs a harmful
action) to obfuscate the code and disguise the legitimate code. Consequently, it
1s time consuming for the security researcher to determine if the program is
malware and to determine the harmful actions the malware performs at least
because the security researcher has to sift through a large amount of irrelevant

code when attempting to analyze the legitimate code of the malware.

BRIEF DESCRIPTION OF THE DRAWINGS
[0005] The detailed description 1s presented with reference to
accompanying figures. In the figures, the left-most digit(s) of a reference

number identifies the figure in which the reference number first appears. The
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use of the same reference numbers in different figures indicates similar or
identical items.

[0006] FIG. 1 illustrates an example implementation of a deobfuscation
module 102 that identifies legitimate code and/or irrelevant code.

[0007] FIG. 2 illustrates an example environment and components of a
computing device that operates the deobfuscation module.

[0008] FIG. 3 illustrates an example process that disassembles and
decompiles executable file(s) and determines legitimate code elements and
irrelevant code elements.

[0009] FIG. 4 illustrates an example phase in a progression that
identifies and/or labels legitimate code elements and/or irrelevant code
elements.

[0010] FIG. 5 illustrates another example phase in a progression that
identifies and/or labels legitimate code elements and/or irrelevant code
elements.

[0011] FIG. 6 illustrates yet another example phase in a progression that
identifies and/or labels legitimate code elements and/or irrelevant code
elements.

[0012] FIG. 7 illustrates an example process that identifies and/or labels
legitimate code elements and/or irrelevant code elements.

[0013] FIG. 8 illustrates an example process that determines whether a

return statement is a legitimate code element or an irrelevant code element.
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DETAILED DESCRIPTION

[0014] The techniques described herein identify, and/or distinguish
between, legitimate code and/or irrelevant code in programs so that an analyst
does not have to spend additional time sifting through and/or considering the
irrelevant code when analyzing the program. Therefore, the analyst (e.g., a
security researcher) can be more efficient when determining whether a program
1s malware and/or when determining the harmful or deceptive actions the
malware executes on a computer (e.g., deletion of a file, the targeting of
sensitive information such as social security numbers or credit card numbers,
etc.).

[0015] While the techniques described herein may refer to the analyst as
a security researcher analyzing a program that may potentially be malware, it is
understood that the techniques may also apply to other analysts that consider
non-malicious software that includes code obfuscation (e.g., a program with
legitimate code and semantically irrelevant or “junk” code). For example, a
web server application may include code obfuscation to make it more difficult
for an analyst to find security vulnerabilities in the code of the web server
application. A digital video player may include code obfuscation to make it
more difficult for an analyst to reverse engineer a video decoding process
(DRM). A commercial software product may include code obfuscation to
protect its serial number algorithm so that it is more difficult for a software
pirate to generate registration numbers for free. A cryptographic software

product may include code obfuscation to hide a cryptographic algorithm.
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Accordingly, the deobfuscation of code discussed herein may be used by anti-
malware  security researchers, white-hat  vulnerability  researchers,
interoperability developers, anti-piracy testers or other analysts of obfuscated
code.

[0016] In various embodiments, the techniques may identify the
irrelevant code during a disassembly process and/or a decompiling process of a
program. The techniques may then remove the irrelevant code from a visual
representation of the code of the program to be output or presented to an
analyst. The visual representation may be output in a human-readable format.
In various embodiments, the techniques may replace a version of the program
that includes the irrelevant code with a version of the program that does not
include the irrelevant code and store the “junk-free” version in memory so that
the program is able to execute more efficiently by not executing the irrelevant
code (e.g., the removed code). Therefore, an analyst may view the code of the
program without having to sift through the irrelevant code.

[0017] In some embodiments, the techniques may demarcate the
irrelevant code from the legitimate code (e.g., different colors, highlighting,
underlining, annotations, labeling, different text sizes, etc.) so the analyst can
discern between relevant (e.g., meaningful, necessary) code that participates in
(e.g., causes, enables, contributes to, etc.) the execution of a harmful action and
the meaningless or unnecessary code that does not participate in the execution

of a harmful action.
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[0018] Accordingly, the techniques discussed herein clean-up the code
of a program so that the analyst can focus his or her analysis on the legitimate
code that causes or enables actions that may potentially harm a computer
system. In contrast, the analyst may ignore the semantically irrelevant, or junk,
code intended to disguise the legitimate code and hamper the efforts of the
analyst. The techniques may further cause a program to execute more
efficiently by removing the irrelevant code.

[0019] As discussed herein, an analyst may view individual portions of a
computer program separately or the whole computer program. For example,
the analyst may view and analyze individual functions from a plurality of
functions that comprise the program. Depending on the programming
language, portions of a program may also be referred to as procedures,
routines, subroutines, subprograms, subqueries, etc. While functions are used
for explanation purposes herein, it is understood in the context of this
document that the techniques described may also be used in conjunction with
any separable portions or units of a program that can individually be called
upon internally within the program, by another external program, etc.

[0020] A program or a portion of the program (e.g., a function) may
include multiple code “elements” that are separately identifiable pieces of code
that may either be a legitimate code element or an irrelevant code element.
Thus, a code element may include global and/or local variables (e.g., int, float,
char and so forth), statements (e.g., assignment, call, goto, assertion, if-then, for

loop, do loop, while loop, block, switch, and so forth), expressions,
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declarations or any other pieces of separately identifiable code in a program
that a cyber attacker, hacker or other programmer can insert as an irrelevant
code element and which is not required to perform a particular action (e.g., a
harmful action of malware).

[0021] FIG. 1 illustrates an example overview 100 of a deobfuscation
module 102 that identifies legitimate code and/or irrelevant code in a program
(e.g., a malware program) and labels the legitimate code and/or irrelevant code
so that an analyst 104 (e.g., a security researcher, a white-hat vulnerability
researcher, an interoperability developer, an anti-piracy tester, etc.) does not
have to expend extra effort analyzing and considering irrelevant code that does
not contribute to, and is not associated with, actions performed by a program.
In some instances, the deobfuscation module 102 may completely remove the
irrelevant code from a human-readable visual representation of the code
(e.g., textual output, control flow graph, etc.) provided to the analyst 104 via a
presentation mechanism 106 of a computing device 108. In other instances, the
deobfuscation module 102 may demarcate between legitimate code to be
considered by the analyst104 and the irrelevant code to be ignored by the
analyst104 (e.g., via color of text, size of text, highlighting, annotations and so
forth). In further instances, the deobfuscation module 102 may remove
irrelevant code from program and store the junk-free program in memory so
that it is able to execute more efficiently. This may be done transparently such
that a user does not view any of the changes to the code of the program

(e.g., the removal of the irrelevant code).
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[0022] Therefore, the deobfuscation module 102 executes on the
computing device 108 which may be controlled and operated by the analyst
104 (e.g., locally or remotely). The computing device 108 may include, but is
not limited to, any one of a variety of devices, such as a laptop computer, a
desktop computer, a tablet computer, a portable computer, a smart phone, a
mobile phone, a personal digital assistant (PDA), an electronic book device, a
gaming console, a personal media player device, a server computer or any other
electronic device that can receive a program and convert the binary code of the
program to a human-readable format (e.g., a high-level programming language)
so that the code can be output and viewed by the analyst 104 via the
presentation mechanism 106 (e.g., a display screen, computer monitor, etc.).

[0023] As discussed above, analysts typically have to consider, line by
line, hundreds of elements of code that may include irrelevant code
interspersed between legitimate code, as shown by element 110. That is, cyber
attackers and hackers obfuscate the code that executes the harmful actions of
malware or other malicious programs by intentionally inserting irrelevant code
to distract or hamper the analysis of the legitimate code by the analyst 104. The
irrelevant code may also slow the execution speed of the program. Thus, the
deobfuscation module 102 may be configured to determine that one or more
elements of code in a program are likely legitimate code or irrelevant code so
that the irrelevant code can be eliminated from consideration, as shown by

element 112, for example.
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[0024] FIG. 2 illustrates an environment 200 that further describes
components of the computing device 108 that operates the deobfuscation
module 102.

[0025] The computing device 108 may include one or more processors
202 and memory 204. The processor(s) 202 may be a single processing unit or
a number of units, each of which could include multiple different processing
units. The processor(s) 202 may include a microprocessor, a microcomputer, a
microcontroller, a digital signal processor, a central processing unit (CPU), a
graphics processing unit (GPU), etc. Alternatively, or in addition, the
techniques described herein can be performed, at least in part, by one or more
hardware logic components. For example, and without limitation, illustrative
types of hardware logic components that can be used include a Field-
programmable Gate Array (FPGA), a Program-specific Integrated Circuit
(ASIC), a Program-specific Standard Products (ASSP), a state machine, a
Complex Programmable Logic Device (CPLD), other logic circuitry, a system
on chip (SoC), and/or any other devices that manipulate signals based on
operational instructions. Among other capabilities, the processor(s) 202 may
be configured to fetch and/or execute computer-readable instructions and data
stored in the memory 204.

[0026] The memory 204 may include one or a combination of computer-
readable media. As used herein, “computer-readable media” includes

computer storage media and communication media.
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[0027] Computer storage media includes volatile and non-volatile,
removable and non-removable media implemented in any method or
technology for storage of information, such as computer-readable instructions,
data structures, program modules, or other data. Computer storage media
includes, but is not limited to, phase change memory (PRAM), static random-
access memory (SRAM), dynamic random-access memory (DRAM), other
types of random access memory (RAM), read only memory (ROM),
electrically erasable programmable ROM (EEPROM), flash memory or other
memory technology, compact disk ROM (CD-ROM), digital versatile disks
(DVD) or other optical storage, magnetic cassettes, magnetic tape, magnetic
disk storage or other magnetic storage devices, or any other medium that can be
used to store information for access by a computing device.

[0028] In contrast, communication media may embody computer-
readable instructions, data structures, program modules, or other data in a
modulated data signal, such as a carrier wave. As defined herein, computer
storage media does not include communication media.

[0029] The memory 204 includes an operating system 206 that is
configured to manage hardware and services within and coupled to the
computing device 108 for the benefit of other modules, components and
devices (e.g., peripheral devices, remote devices, etc.). The memory 204 may
also include one or more of an input module 208, a disassembler module 210, a
decompiler module 212, the deobfuscation module 102, an output module 214

and one or more register(s) 216, each of which is further discussed herein.

10
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[0030] As used herein, the term “module” is intended to represent
example divisions of the software for purposes of discussion, and is not
intended to represent any type of requirement or required method, manner or
organization. Accordingly, while various “modules” are discussed, their
functionality and/or similar functionality could be arranged differently
(e.g., combined into a fewer number of modules, broken into a larger number
of modules, etc.). Further, while certain functions and modules are described
herein as being implemented by software and/or firmware executable on a
processor, in other embodiments, any or all of the modules may be
implemented in whole or in part by hardware (e.g., as an ASIC, a specialized
processing unit, etc.) to execute the described functions. In some instances, the
functionality and/or modules discussed herein may be implemented as part of
the operating system 206. In other instances, the functionality and/or modules
may be implemented as part of a device driver, firmware, and so on.

[0031] In various embodiments, the computing device 108 also includes
input unit(s) 218 to receive input (e.g., a keyboard, a mouse, a microphone, a
camera, sensors, etc.) from the analyst 104 and output unit(s) 220 to convey
and/or visually present code (e.g., display screen, speakers, printer, etc.) to the
analyst104.  The computing device 104 may also include communication
unit(s) 222 configured to establish a connection to one or more various
networks, such as a local area network (“LAN”), a larger network such as a
wide area network (“WAN”), a mobile telephone network (MTN), and/or a

collection of networks, such as the Internet.

11
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[0032] In various embodiments, the input module 208 is configured to
receive, e.g., via communication unit(s) 222, a program 224 to be analyzed by
the analyst 104 and/or executed on the computing device 108. The program
224 may comprise one or more executable files (e.g., .exe, .dll, etc.). The
program 224 may be provided to the analyst 104 by a government agency or
corporate entity tasked with providing a security service (e.g., identifying
malware, preventing harmful actions of malware, etc.). In one embodiment,
the program 224 may be provided to the computing device 108 and the analyst
104 so that the analyst 104 can determine if the program 224 is malware and if
so, the harmful actions the malware performs. In other embodiments, the
program 224 provided to the computing device 108 and the analyst 104 may
already be known to be malware and the analyst 104 has the job of determining
the harmful actions the malware performs (e.g., reverse engineering the code so
that remedial actions can be implemented to prevent the harmful actions of the
malware).

[0033] In various embodiments, the disassembler module 210 converts
the binary code of the program 224 into an assembly language or a human-
readable format (e.g., disassembled code or a low-level programming
language). The disassembling of the binary code may be formatted for human-
readability which helps the analyst 104 reverse engineer the program 224.
[0034] In various embodiments, the decompiler module 212 takes the
disassembled code output by the disassembler module 210 and decompiles the

disassembled code into a high-level programming language that the analyst 104

12
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can better understand and analyze the code. As part of the decompiling process
of the disassembled code, the decompiler module 212 may individually identify
different portions (e.g., functions) of the program 224 and/or various inputs
(e.g., arguments) to individual portions.

[0035] As discussed above, disassembled and decompiled code to be
considered by analysts typically includes obfuscated code 226 that includes
irrelevant code elements (e.g., code elements 1-M that do not participate in
execution of the harmful or meaningful actions) interspersed with legitimate
code elements (e.g., code elements 1-N that participate in execution of the
harmful or meaningful actions). The obfuscated code 226 may include a large
number of lines of legitimate code and/or irrelevant code (e.g., hundreds or
thousands of lines) which may burden the analysis performed by the analyst
104 or any other person analyzing the obfuscated code 226.

[0036] Accordingly, the deobfuscation module 102 is configured to
identify and/or internally label (e.g., mark, tag, etc.) individual elements of
code as being either a legitimate code element to be considered by the analyst
104 or an irrelevant code element to be ignored by the analyst 104. The
deobfuscation module 102 may be implemented as a module used within the
decompiler module 212 or a module used in conjunction with the decompiler
module 212. Moreover, the deobfuscation module 102 may be implemented as
a module used within the disassembler module 210 or a module used in
conjunction with the disassembler module 210. For example, the

deobfuscation module 102 may be a programmable plug-in or add-on that

13
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supports the decompiler module 212 and/or the disassemble module 210. That
1s, a computer programmer may write code that comprises the deobfuscation
module 102 and the code may interact with an internal representation of the
code to identify, and distinguish between, legitimate code elements and
irrelevant code elements.

[0037] In various embodiments, the output module 214 is configured to
visually output a cleaned-up version of the code 228 that comprises the
program 224 so that the analyst 104 can view the program 224 and determine
whether the program 224 is a particular type of program (e.g., malware) and/or
the actions the program performs when executed on computing devices
(e.g., harmful actions executed by the malware). For example, the cleaned-up
version of the code 228 may not include the irrelevant code elements identified
by the deobfuscation module 102 (e.g., the irrelevant code elements are
removed or hidden from the output). Consequently, the analyst 104 may be
more efficient when performing the analysis because the analyst 104 does not
have to view and sift through large amounts of irrelevant code. In another
example, the cleaned-up version of the code 228 may demarcate the legitimate
code and/or the irrelevant code so that the analyst 104 can view all the code
that comprises the program 224, but the analyst 104 can easily distinguish
between the legitimate code elements to be analyzed and the irrelevant code
elements to be ignored as a result of the demarcation. In some instances, the
output module 214 may output two versions of the code of the program, a first

with the irrelevant code included but demarcated, and a second with the
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irrelevant code removed. Thus, the analyst 104 may be able to visualize the
improvement and/or results of the functionality of the deobfuscation
module 102.

[0038] In various embodiments, the output module 214 may output the
cleaned-up version of the code 228 textually. In some embodiments, output
module 214 may output the cleaned-up version of the code 228 as a control-
flow graph. The disassembler module 210 and/or decompiler module 212 may
include functionality to generate control flow graphs as a visual representation
to show the flow of conditional statements.

[0039] In various embodiments, instead of or in addition to visually
outputting the cleaned-up code 228, the deobfuscation module 102 may store
the cleaned-up code 228 in a portion of the memory 204 so that it is able to
execute more efficiently. This may be done transparently such that a user does
not view any of the changes to the code of the program (e.g., the removal of the
irrelevant code). In some instances, the deobfuscation module 102 may
transmit, via communication unit(s) 222, the cleaned-up code 228 to a remote
device so that it can be stored and/or executed remotely.

[0040] FIG. 3 illustrates an example process as a logical flow graph,
which represents a sequence of operations that can be implemented in
hardware, software, firmware, or a combination thereof. In the context of
software, the operations represent computer-executable instructions that, when
executed by one or more processors, perform the recited operations. Generally,

computer-executable instructions include routines, programs, objects,
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components, data structures, and the like that perform particular functions or
implement particular abstract data types. In some embodiments, any or all of
the operations may be implemented in whole or in part by hardware (e.g., as an
ASIC, a specialized processing unit, etc.) to execute the described functions.
[0041] The order in which the operations are described is not intended to
be construed as a limitation, and any number of the described operations can be
combined in any order and/or in parallel to implement the process. The
example operations in FIG. 3 may be described with reference to the modules,
components and/or elements illustrated in FIGS. 1-2.

[0042] FIG. 3 illustrates an example process 300 that receives a program
224 and converts the program 224 into a cleaned-up version of the code 228
that is visually output, in a human-readable format, to the analyst 104. The
cleaned-up version of the code 228 may also be stored for execution.

[0043] At operation 302, the input module 208 receives one or more
executable files comprising the program 224. In various embodiments, the
program 224 may not be a known malware program, and thus, the program 224
may be provided to the computing device 108 for the analyst 104 to determine
if the program 224 is malware and/or to identify the harmful actions the
malware performs when executed. In other embodiments, the program 224
may already be known to be malware and the analyst 104 may be tasked with
reverse engineering and analyzing the code of the program to identify the

harmful actions malware performs when executed.
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[0044] At operation 304, the disassembler module 210 disassembles the
executable files received by the input module 208. That is, the disassembler
module 210 converts the binary code of the executable files to a human-
readable format (e.g. a low-level programming language).

[0045] At operation 306, the decompiler module 212 decompiles the
disassembled code so that the code is converted into a high-level programming
language that the analyst 104 can better understand and analyze the code
(e.g., via textual output or a control flow graph).

[0046] At operation 308, the deobfuscation module 102 determines
legitimate code elements. In various embodiments, the deobfuscation module
102 determines legitimate code elements by initially or automatically assuming
that some code elements are legitimate code elements (e.g., a first or initial set
of assumed legitimate code elements). For example, the deobfuscation module
102 may assume that one or more of the following are legitimate code
elements: inputs to portions of the program (e.g., function arguments), global
variables defined for the entire program, local function variables used as
parameters to function calls, local function variables that store return values of
function calls, and/or local function variables used in return statements.

[0047] In various embodiments, after the deobfuscation module 102
assumes a first or initial set of assumed legitimate code elements, the
deobfuscation module 102 may determine that other code elements in the
function that interact with the first or initial set are also legitimate code

elements (e.g., code elements that have values read from or written to the

17



WO 2015/017024 PCT/US2014/040748

assumed legitimate code elements). A code element interacting with another
code element may also be referred to as tainting code elements or touching
code elements.

[0048] At operation 310, the deobfuscation module 102 determines
irrelevant code elements. In various embodiments, the deobfuscation module
102 determines the irrelevant code elements as those that are not determined to
be legitimate. For example, after the deobfuscation module 102 identifies
and/or labels the legitimate code elements, the remaining code elements may be
determine to be irrelevant code and labeled accordingly.

[0049] In some embodiments, operations 308 and 310 discussed above
may be performed as part of and/or in conjunction with the disassembling
operation 304 and/or the decompiling operation 306.

[0050] At operation 312, the output module 214 presents a visual
representation of the legitimate code of the program. In various embodiments,
the visual representation does not include the irrelevant code elements (e.g., the
output module 214 locates and removes labeled irrelevant code elements). In
various embodiments, the visual representation demarcates the irrelevant code
elements so an analyst 104 viewing the visual representation can distinguish
between irrelevant code and legitimate code. For example, the output module
214 may perform a demarcation adjustment to the labeled irrelevant code
elements and/or the labeled legitimate code elements (e.g., color of text,

highlighting, annotation, marking, etc.).
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[0051] FIGS. 4-6 illustrate an example progression of the deobfuscation
module 102 identifying and/or labeling legitimate code elements and/or
irrelevant code elements in an example portion of a program (e.g., a function
after disassembly and decompiling).

[0052] For instance, FIG. 4 illustrates an initial phase 400 in the
progression. The function includes input code elements 402 or arguments
(e.g.,int al, int a2, int a3). In this example, the deobfuscation module 102
assumes that the input code elements 402 are an initial set of legitimate code
elements, and thus, any code elements that interact with one of the input code
elements 402 is also legitimate, as illustrated by example element 404
(e.g., “v10 = al”). In contrast, the deobfuscation module 102 may determine
that other code elements that do not interact with a legitimate code element
may be an irrelevant code element, as illustrated by example element 406
(e.g., a large random number inserted into the function).

[0053] FIG. 5 illustrates an intermediate phase 500 in the progression.
To help illustrate the identification and/or labeling of legitimate code elements,
the term “OK” is used in FIG. 5. However, the context of this document
contemplates other ways to internally or visually label (e.g., tag, mark, etc.)
legitimate code elements and/or irrelevant code elements or to internally or
visually distinguish between legitimate code elements and irrelevant code
elements (e.g., other labels or designations, highlighting, color, text size,

annotations, etc.).
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[0054] As shown in FIG. 5, the input code elements 502 are initially
assumed to be legitimate (e.g., labeled “OK”). Thus, based on the assumptions,
the deobfuscation module 102 begins to evaluate each code element in the
function to determine if the code element interacts with a legitimate code
element (e.g., input code elements 502). For instance, example code element
504 shows that “v10” is OK because it interacts with “al”. It follows that the
assignment or definition of v10 is also labeled as “OK” as shown at 506.
Therefore, the deobfuscation module 102 may perform a first evaluation
iteration to identify a second set of code elements that interact with the
assumed legitimate code elements (e.g., input code elements 502).

[0055] Moreover, the deobfuscation module 102 may perform one or
more subsequent evaluation iterations to identify subsequent groups of code
elements that interact with recently identified legitimate code elements
(e.g., code elements identified as legitimate in the previous iteration). For
instance, example code element 508 shows that “v4” is “OK” because it
interacts with “v8” which was identified as a legitimate code element based on
its interaction with “a3” as shown at 510. It follows that the assignment or
definition of “v4” is also labeled as “OK” as shown at 512.

[0056] Thus, the deobfuscation module 102 may perform multiple
iterations to continue to identify code elements that interact with code elements
labeled as legitimate until an evaluation iteration fails to reveal any further

interactions (e.g., a final iteration).
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[0057] FIG. 5 further shows code element 514 which returns a value for
the function. As seen by the labeling of legitimate code elements, the
expression of code element 514 is not based on any legitimate code elements
(e.g., the deobfuscation module 102 has not identified “v7” or “v9” as
legitimate). Code element 514 may be considered an irrelevant code element
or a legitimate code element as further discussed herein with respect to FIG. 8.
[0058] FIG. 6 illustrates a phase 600 where irrelevant code elements
have been removed from the function or hidden from view. As shown, the
code elements presented in FIG. 6 are each labeled as legitimate (e.g., the
“OK” elements from FIG. 5). That is, the deobfuscation module 102 has
determined that the code elements from FIG. 5 that are not labeled as legitimate
are instead semantically irrelevant code elements. In some embodiments, the
deobfuscation module 102 may label (e.g., mark, tag) the irrelevant code
elements as irrelevant or junk similar to the use of “OK” in FIG. 5.

[0059] FIG. 6 is an example of a visual representation that may be output
by the output module 214. As seen, the content in the function of FIG. 6 is
easier for the analyst 104 to consider and understand compared to the content
of the function of FIG. 4.

[0060] While the assumed legitimate code elements in FIGS 4-6 are
input code elements, it is understood in the context of this document that the
assumed legitimate code elements may also include one or more of global

variables defined for the entire program, local function variables used as
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parameters to function calls, local function variables that store return values of
function calls, and/or local function variables used in return statements.

[0061] FIGS. 7-8 also illustrate example processes that are illustrated as
logical flow graphs, which represent a sequence of operations that can be
implemented in hardware, software, firmware, or a combination thereof. In the
context of software, the operations represent computer-executable instructions
that, when executed by one or more processors, perform the recited operations.
Generally, computer-executable instructions include routines, programs,
objects, components, data structures, and the like that perform particular
functions or implement particular abstract data types. In some embodiments,
any or all of the operations may be implemented in whole or in part by
hardware (e.g., as an ASIC, a specialized processing unit, etc.) to execute the
described functions. In some instances, the functions and/or modules are
implemented as part of an operating system. In other instances, the functions
and/or modules are implemented as part of a device driver (e.g., a driver for a
touch surface), firmware, and so on.

[0062] The order in which the operations are described is not intended to
be construed as a limitation, and any number of the described operations can be
combined in any order and/or in parallel to implement the processes. The
example operations in FIGS. 7-8 may be described with reference to the
modules, components and/or elements illustrated in FIGS. 1-6.

[0063] FIG. 7 illustrates an example process 700 that identifies and/or

labels legitimate code elements and/or irrelevant code elements. The example
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process 700 may be performed on one or more portions of executable files that
comprise a program (e.g., malware, a web server application, a video decoding
process, a commercial software product, a cryptographic software product,
etc.).

[0064] At operation 702, the deobfuscation module 102 determines
initial assumptions for legitimacy. For example, the deobfuscation module 102
may access settings defining that one or more of the following are assumed
legitimate code elements: inputs to portions of a program (e.g., function
arguments), global variables defined for the entire program, local function
variables used as parameters to function calls, local function variables that store
return values of function calls, and/or local function variables used in return
statements.

[0065] At operation 704, the deobfuscation module 102 identifies an
initial or first set of code elements for a portion of the program (e.g., a
function) based on the assumptions. For example, the deobfuscation module
102 may identify input code elements 402.

[0066] At operation 706, the deobfuscation module 102 labels the first
code elements as legitimate. For example, the deobfuscation module 102 may
label the input code elements 502 as “OK”.

[0067] At operation 708, the deobfuscation module 102 determines
subsequent code elements that interact with the first code elements. For
example, the deobfuscation module 102 may identify code elements 504 and

510 as code elements that interact with input code elements 502.
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[0068] At operation 710, the deobfuscation module 102 labels the
subsequent code element as legitimate. For example, the deobfuscation module
102 may label the code elements 504 and 510 as “OK”. The example process
then returns to operation 708 to perform another evaluation iteration. That is,
the deobfuscation module 102 determines subsequent code elements that
interact with the code elements identified as legitimate in the previous iteration.
For example, the deobfuscation module 102 may identify code element 508 as
a code element that interact with code element 510, identified as legitimate in
the previous iteration.

[0069] In various embodiments, the deobfuscation module 102 continues
to perform evaluation iterations until one fails to reveal an interaction between
a code element and a legitimate code element.

[0070] At operation 712, the deobfuscation module 102 may then label
remaining code elements as irrelevant code elements because they are not
labeled as legitimate code elements.

[0071] There may be instances where the analyst 104 may want to view
and/or consider the return statement or the return value even though the return
statement is not based on legitimate code elements (e.g., element 514 in FIG. 5
is determined to be an irrelevant code element).  Accordingly, the
deobfuscation module 102 may implement a default setting that removes return
statements that are irrelevant code elements from the output (e.g., a visual
representation). The deobfuscation module 102 may also implement an

alternative setting that may label an otherwise irrelevant return statement as
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legitimate so that it is presented to and analyzed by the analyst 104. This
alternative setting may be applied in a scenario where the caller of the function
uses a value returned by the return statement.

[0072] FIG. 8 illustrates an example process 800 that determines
whether a return statement is a legitimate code element or an irrelevant code
element.

[0073] At operation 802, the deobfuscation module 102 determines that
the return statement in a function is an irrelevant code return statement
(e.g., after implementing example process 700 the deobfuscation module 102
identifies and labels code element 514 as irrelevant).

[0074] At operation 804, the deobfuscation module 102 maps the return
statement to a storage location in at least one of the register(s) 216 (e.g., EAX
register, RAX register and so forth).

[0075] At decision operation 806, the deobfuscation module 102
determines whether or not the value in the identified storage location of the
register is being read from the storage location. For example, based on a static
disassembly of binary code, the deobfuscation module 102 can determine
whether the value is being read from the storage location or solely being
written to the storage location by the function.

[0076] If the answer at decision operation 806 is “Yes” (e.g., the value is
being read), then at decision operation 808, the deobfuscation module 102
labels the return statement previously determined to be irrelevant as a

legitimate code element (e.g., an override label). If the answer at decision
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operation 806 is “No” (e.g., the value is not being read and is only being
written), then at operation 810, the deobfuscation module 102 maintains the
label for the return statement as an irrelevant code element

[0077] In various embodiments, the deobfuscation module 102 may
provide an override irrelevant label to a legitimate code element. For example,
the deobfuscation module 102 may determine that a legitimate goto statement
goes to (e.g., points, references, accesses) an irrelevant code element. Thus,
the deobfuscation module 102 may label the goto statement as irrelevant and
remove it from the output (e.g., the visual representation). In some instances,
instead of labeling a legitimate goto statement that goes to an irrelevant code
element as irrelevant, the deobfuscation module 102 may alter the goto
statement so that it goes to a legitimate code element (e.g., a next legitimate
code element after the irrelevant code element).

[0078] In various embodiments, the deobfuscation module 102 may
maintain a list of labeled macros that are called by various functions in the
program. For example, the deobfuscation module 102 may determine that a
first set of macros are trivial and do not perform any meaningful operation, and
therefore, are irrelevant code elements (e.g., a macro that rotates or shifts a
byte, a macro that masks a certain number of bits). In contrast, the
deobfuscation module 102 may determine that a second set of macros are
complex and are likely necessary for the malware to perform a harmful action.
[0079] In various embodiments, the analyst 104 may provide input to

customize settings associated with the functionality of the deobfuscation
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module 102. For example, the analyst 104 may define a preferential format in
which to view the output (e.g., a textual output or a control flow graph).
Moreover, the analyst 104 may define a setting that instructs the deobfuscation
module 102 to output the visual representation with the irrelevant code
removed and hidden from view (e.g., the text shown in FIG. 6) or to output the
visual representation that demarcates or distinguishes between legitimate code
elements and irrelevant code elements (e.g., the text shown in FIG. 5). The
analyst 104 may also define a preferred manner in distinguishing between
legitimate code elements and irrelevant code elements (e.g., visual labels, color
of text, highlighting, annotations, etc.).

[0080] In various embodiments, in addition, or as an alternative, to
outputting cleaned-up code, the deobfuscation module 102 may store the
cleaned-up code in memory for current execution or future execution
(e.g., local memory or remote memory).

Conclusion

[0081] Although the subject matter has been described in language
specific to structural features and/or methodological acts, it is to be understood
that the subject matter defined in the claims is not necessarily limited to the
specific features or acts described above. Rather, the specific features and acts

described above are described as example forms of implementing the claims.
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CLAIMS

What is claimed is:

1. A method comprising:

identifying one or more legitimate code elements of an executable file
based at least in part on one or more assumptions;

identifying one or more code elements that interact with the one or more
legitimate code elements;

labeling the one or more code elements as legitimate;

labeling one or more other code elements that are not legitimate as
irrelevant code elements; and

removing the irrelevant code elements from the executable file.

2. The method of claim 1, wherein the one or more legitimate code
elements comprise at least one input argument to a function and the one or
more assumptions include an assumption that input arguments to functions are

legitimate.

3. The method of claim 2, wherein at least one code element

comprises a local function variable that is tainted by the at least one input

argument to the function.

4. The method of claim 1, wherein the one or more legitimate code

elements comprise at least one global variable for the executable file and the
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one or more assumptions include an assumption that global variables are

legitimate.

S. The method of claim 1, wherein the one or more legitimate code
elements comprise at least one local function variable used as a parameter to a
function call and the one or more assumptions include an assumption that local

function variables used as parameters to function calls are legitimate.

6. The method of claim 1, wherein the one or more legitimate code
elements comprise at least one local function variable that stores a return value
of a function call and the one or more assumptions include an assumption that

local function variables that store return values of function calls are legitimate.

7. The method of claim 1, wherein the removing the irrelevant code
elements comprises removing the irrelevant code elements from a wvisual

representation generated based on the executable file.

8. The method of claim 7, wherein the visual representation is a

textual file generated after disassembling and decompiling the executable file

into a human-readable format.
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0. The method of claim 7, wherein the visual representation is a
control flow graph generated after disassembling and decompiling the

executable file into a human-readable format.

10.  The method of claim 1, wherein the executable file is malware
the one or more legitimate code elements and the one or more code elements

participate in executing a harmful action.

11.  The method of claim 1, wherein the executable file is malware
and execution of the irrelevant code elements does not cause or enable a

harmful action.

12. The method of claim 1, further comprising:

determining that a return statement is one of the irrelevant code
statements;

mapping the return statement to a location in a register;

determining whether a value at the location in the register is read by a
function; and

labeling the return statement as a legitimate code element instead of an

irrelevant code element.
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13. A non-transitory = computer-readable media  comprising
instructions that, when executed by a processor, perform operations
comprising:

identifying one or more legitimate code elements of at least a portion of
a computer program,

identifying one or more irrelevant code elements of the at least the
portion of the computer program; and

outputting a visual representation of the at least the portion of the
computer program, the visual representation having the one or more irrelevant
code elements removed from view or the visual representation distinguishing
between the one or more legitimate code elements and the one or more

irrelevant code elements.

14.  The non-transitory computer-readable media of claim 13,
wherein the one or more legitimate code elements comprise at least one input

code element to the at least the portion of the computer program.

15. The non-transitory computer-readable media of claim 13,

wherein the one or more legitimate code elements comprise at least one global

variable for the at least the portion of the computer program.
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16. The non-transitory computer-readable media of claim 13,
wherein the one or more legitimate code elements comprise at least one local

variable used as a parameter to a call.

17. The non-transitory computer-readable media of claim 13,
wherein the one or more legitimate code elements comprise at least one code

element that interacts with an initial code element assumed to be legitimate.

18.  The non-transitory computer-readable media of claim 13,
wherein the computer program is malware and execution of the one or more
legitimate code elements causes or enables a harmful action and execution of
the one or more irrelevant code elements does not cause or enable the harmful

action.

19. A device comprising:

ONE OF MOTe Processors;

one or more memories;

a deobfuscation module, stored on the one or more memories and
operable by the one or more processors, to identify at least one irrelevant code
element from a plurality of code elements of an executable file to remove the at

least one irrelevant code element from the executable file.
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20.  The device of claim 19, wherein the executable file is malware
and execution of the at least one irrelevant code element does not cause or

enable a harmful action.
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