WO 2013/109156 PCT/R0O2012/000021

1/6

16

Ant-fraud
server

OO/

Client
system

Network

Web server

14b
FIG. 1
32
20
: b
Buses
Processor Memory
g \
24
Input devices Output devices 28

. Com. interface
Storage devices 30
2% controller

k” FI1G. 2

Client system




WO 2013/109156 PCT/RO2012/000021
2/6
132
120 122
: —
Server
Server Buses Server
Processor memory
Server Server
. com. interface ™
storage devices controller 130
126
\
Anti-fraud server
16 FI1G. 3
37

Client fraud
detector

Client
communication 14
manager
N \
Document reader 34

Client system

N

FIG. 4



WO 2013/109156 PCT/R0O2012/000021

3/6

16
{ .
Server fraud detector ) Serv; r
communication
manager
a "\
42 44
Score Filter parameter Filter
database database training
engine
Anti-fraud server (
48
FIG. 5
40
. Target indicator 16
Client
system
Antifraud
server
Target label
50

FIG. 6




WO 2013/109156

4/6

PCT/R0O2012/000021

(Target indicatoj/\4o

52

Parser

S~ —
56

Filter )
paramctcrs

F2 F3 |—7 >~~—_ | Fn

3| _— ~——_ 1| s

Recorded
score

Score aggregator

066
38

70

l Aggregate score j\64
!

Decision module

Server fraud detector

FIG. 7

64 Aggregate Target /\
score label 50




WO 2013/109156

202

204

206

208

210

5/6

Receive user request to load
target document

l

Determine target indicator

!

Send target indicator to
~anti-fraud server

!

Receive target label

PCT/R0O2012/000021

Target label
indicative of fraud?

Notify user -

Load target document

212

FIG. 8

214)



WO 2013/109156 PCT/R0O2012/000021

6/6

222 Receive target indicator
from client system

i

Retrieve recorded score

224

226
Are there active
fraud filters?
228 Parse target document data
i
230
Compute filter scores
232
Compute aggregate score
234 ,
Determine target label

236 ' Send target label
to client system

i

Update recorded score

238

FIG. 9



