
METHODS AND APPARATUSFOR CONTROLLING TRANSMISSION
OFABASE STATION Claim of Priority under 35 U.S.C. 119
[0001] The present Application for Patent claims
priority to Provisional Application No. 61/030,883
entitled "Limiting Radio Frequency Radiation from a
Base Station Based on Backhaul Connectivity" filed
February 22, 2008, and assigned to the assignee hereof
and hereby expressly incorporated by reference herein.
BACKGROUND Field [0002] The present invention relates
to methods and apparatus for controlling the
transmission of a base station, and more particularly
to methods and apparatus in a communication system
that prevent or limit radio frequency (RF)
transmission or radiation from a base station based on
the quality of a backhaul connection of the base
station. Background [0003] In addition to mobile phone
networks currently in place, a new class of small base
stations or access points (APs) has emerged. These
base stations may be installed in a user's home, for
example, and provide wireless coverage to mobile
communication units (e.g., User equipment (UE) or
access terminal (AT)) using a broadband Internet
connection. Such personal miniature base stations are
generally known as Home Node B (HNB), Home Base
Station (HBS), Femto cells, or Pico cells. Instead of
the wireless network normally serving the
communication units (e.g., a wireless cellular
network), these base stations may be installed in
order to improve or boost service in a local area. By
utilizing an Internet connection, such base stations
may also afford lower cost mobile voice, video and
data services to a user in that local area. Typically,
such miniature base stations are connected to the
Internet via a backhaul including a DSL modem or cable
modem, as examples. [0004] Backhauls for Internet
access, such as a DSL connection, sometimes are 



unreliable. Thus, if a base station utilizing an
internet connection experiences somedegree of backhaul
quality degradation or loss of a backhaul connection
altogether, the base station nonetheless will continue
to transmit or radiate RF. Accordingly, an AT
currently using the base station for communication
with a communication network will experience poor call
quality of service or a dropped call. Furthermore,
other ATs may sense the RF transmission from the base
station and attempt to connect to the communication
network via the base station, only to find no service
or poor service, and in the process experience
degrading call quality or a dropped call connection by
attempting to use the base station. SUMMARY [0005]
According to an aspect, a method for controlling
transmission of a base station in a communication
network is disclosed. The method includes determining
a quality of a backhaul connection between the base
station and at least one node within the communication
network. The method also includes preventing
transmission of at least one wireless signal from the
base station when the determined quality fails to meet
a predefined condition. [0006] According to another
aspect, an apparatus for controlling transmission of a
base station is disclosed. The apparatus includes a
memory storing instructions executable by a processor.
The apparatus also includes at least one processor
configured to execute the instructions stored in the
memory to determine a quality of a backhaul connection
between the base station and at least one node within
the communication network. The at least one processor
is also configured to prevent transmission of at least
one wireless signal from the base station when the
determined quality fails to meet a predefined
condition. [0007] According to still another aspect,
an apparatus for use in a communication system is
disclosed. The apparatus includes means for
determining a quality of a backhaul connection between
the base station and at least one node within the
communication network. The apparatus also includes
means for preventing transmission of at least one
wireless signal from the base station when the
determined 



quality fails to meet a predefined condition. [0008]
In still one further aspect, a computer program
product for use in a base station for controlling
transmissions of the base station is disclosed. The
computer program product comprises a computer-readable
medium including code for causing a computerto
determine a quality of a backhaul connection between
the base station and at least one node within the
communication network. The computer program product
also includes code for causing a computer to prevent
transmission of at least one wireless signal from the
base station when the determined quality fails to meet
a predefined condition. BRIEF DESCRIPTION OF THE
DRAWINGS [0009] FIG. 1 illustrates an exemplary
wireless communication system in which various
disclosed aspects may be implemented. [0010] FIG. 2 is
illustrates a flow diagram of an exemplary method for
controlling the transmission of a base station in a
communication system. [0011] FIG. 3 is an exemplary
implementation of a base station including apparatus
for controlling transmission of the base station in a
communication system. [0012] FIG. 4 is still another
exemplary apparatus that may be utilized for
controlling transmission of the base station in a
communication system. DETAILED DESCRIPTION [0013] The
word "exemplary" is used herein to mean "serving as an
example, instance, or illustration." Any embodiment
described herein as "exemplary" is not necessarily to
be construed as preferred or advantageous over other
embodiments. The disclosed embodiments may be applied
to any one or combinations of the following
technologies: Code Division Multiple Access (CDMA)
systems, Multiple-Carrier CDMA (MC-CDMA), Wideband
CDMA (W-CDMA), High-Speed Packet Access (HSPA, HSPA+),
Time Division Multiple Access (TDMA) systems,
Frequency Division Multiple Access (FDMA) systems,
Orthogonal Frequency Division Multiple Access (OFDMA)
systems, Ultra Mobile Broadband (UMB), Long Term
Evolution (LTE) or other multiple access techniques. A
wireless communication system may be designed to
implement one or more standards, such as IS-95,
cdma2000, IS-856, W-CDMA, 



TD-SCDMA, and other standards. [0014] The present
disclosure provides apparatus and methods for
controlling the transmission of wireless signals
(i.e., RF transmission) to ATs from a base station or
AP, such as local base stations including Femto cells
and Pico cells. The control of the wireless signal
transmissions is based on or dependent upon a
determined quality of a backhaul connection between
the base station and other nodes within a
largercommunication system (e.g., either in the
backhaul or operator network). In an aspect, the
measurement of packet connectivity of packet
transmission between the base station and other nodes
in the communication system affords an assessment of
whether the base station may sufficiently effect
communication for ATs in communication with the base
station, as backhaul packet connectivity is not always
reliable, as discussed previously. Accordingly, if the
quality of the packet connectivity between nodes over
the backhaul is degraded or nonexistent, the present
apparatus and methods limit or cease transmission of
wireless signals from a local base station to allow
ATs in range to either connection to another local
base station or a conventional macro base station for
service. [0015] FIG. 1 illustrates an exemplary
wireless communication system 100 configured to
support a number of users, in which various disclosed
aspects may be implemented. As shown in FIG. 1, system
100 provides communication for multiple cells or
sectors, such as cell 102 (which could also be
considered a sector as another example). A base
station or access point (AP) 104 communicates with one
or more mobile devices or access terminals (ATs),
which may also be interchangeably referred to as user
equipment (UE). As examples, the ATs may include a
mobile phone 106, a computer 108, or any other device
configured to communication wirelessly with the AP
104. [0016] As an example, the AP 104 in FIG. 1 may be
a Femto cell base station, Home Node B unit (HNBs), or
other similar device that effects a small scale or
local area network environment, such as, for example,
in one or more user residences, and being configured
to serve associated, as well as alien, user equipment
(UE). In such an implementation, the AP 104 is further
coupled to the Internet or IP network 110 via a
backhaul 112, which may comprise one or more devices
or nodes (not shown). The 



devices or nodes may consist of one or more of a DSL
router (not shown) or cable modem (not shown), as well
as associated coupling and termination connection to
the IP networkl 10 (not shown) such as a gateway
(e.g., a Femto Gateway, a Pico Gateway, an Access
Gateway), or a mobility manager. The internet network
110 is then connected to an operator network 114,
which may be in communication with a plurality of
other APs (e.g., AP 116) via an associated backhaul
(e.g., 118), or macro area base stations (e.g., base
station 120). The AT 106, for example, may also
communicate with another local AP 116 or macro area
base station 120, when handing off or service is not
available from AP 104.[0017] It is further noted that
AP 116 may be considered a guest or alien local AP,
such as a Femto cell. In such case, a guest Femto cell
refers to a base station on which an AT UE 106 or 108
is temporarily authorized to operate on, and an alien
Femto cell is a base station on which the AT is not
authorized to operate on. In one embodiment, a local
area AP 104 may be deployed on a single frequency or,
in the alternative, on multiple frequencies, which may
overlap with frequencies of other local cell
frequencies or macro cell frequencies. [0018] It is
also noted in the example of an AP (e.g., AP 104)
comprising a Femto cell or node, an owner of the Femto
node may subscribe to a mobile service, such as, for
example, a 3G mobile service offered through the
operator core network 114. In addition, ATs 108 or 110
may be capable of operating both in macro environments
and in smaller scale (e.g., residential) network
environments dependent on location. In other words, an
AT may be served by a macro AP 120 or by any one of a
number of Femto nodes (e.g., 104 and 116) within a
corresponding user residence or area. For example,
when a subscriber is outside his home, he is served by
a standard macro AP (e.g., 120) and when the
subscriber is at home, he is served by a Femto node
(e.g., AP 104). It should be appreciated that a Femto
node (e.g., AP 104) may be backward compatible with
existing access terminals (e.g., 106 or 108). [0019]
From a restricted Femto node perspective, a home
access terminal may refer to an access terminal that
is authorized to access the restricted Femto node. A
guest access 



terminal may refer to an access terminal with
temporary access to the restricted Femto node. An
alien access terminal may refer to an access terminal
that does not have permission to access the restricted
Femto node, except for perhaps emergency situations,
for example, such as 9 11 calls (e.g., an AT that does
not have the credentials or permission to register
with the restricted Femto node). [0020] For
convenience, the disclosure herein describes various
functionalities in the context of a Femto cell or
node. It should be appreciated, however, that a Pico
cell or node may provide the same or similar
functionality for a larger coverage area. For example,
a Pico node may be restricted; a home Pico node may be
defined for a given AT; and so on. [0021] Although the
examples described herein use 3GPP terminology, it is
to be understood that the embodiments may be applied
to 3GPP (Rel99, Rel5, Rel6, Rel7) technology, as well
as, 3GPP2 (IxRTT, IxEV-DO ROO, RevA, RevB) technology
andother known and related technologies, such as, for
example UMB (Rev B, Advanced) or Long Term Evolution
(LTE). In such embodiments described herein, the owner
of the local AP 104, for example, subscribes to mobile
service, such as, for example, 3G mobile service,
offered through the mobile operator core network 114,
and the AT 106 is capable to operate both in macro
cellular environment and in small scale local network
environment. [0022] In an aspect, the network of the
example in FIG. 1 may include a large number of local
area networks or cells (e.g., cell 102), in addition
to macro base stations (e.g., 120). As was discussed
previously, local area APs, such as Femto nodes or
cells (e.g., APs 104 or 116), are end-user devices
connected through a backhaul and internet connection
(e.g. 110, 112) to the operator's network (e.g., 114).
As such, their backhaul connectivity may be
unreliable. At times, when a local AP (e.g., 104) has
lost its backhaul packet connectivity, it may be
unable to serve any ATs. In addition, any packets that
an AT (e.g., 106) sends to the local AP (e.g., 104)
may be lost due to poor or nonexistent packet
connectivity of the local AP's backhaul. Hence, it
would be advantageous to prevent or limit local ATs
connection to a local AP that has either a 



degraded connectivity where packet connectivity is
insufficient or in an extreme case, has lost backhaul
connectivity altogether. [0023] According to an
aspect, a local area base station, such as a Femto
cell, relies on its backhaul to maintain packet
connectivity (e.g., IP connectivity) to the operator's
network. As such, the Femto cell may periodically
carry out a process or mechanism (e.g., a keep alive
mechanism) to ensure that its packet connectivity to
one or more nodes in the backhaul or nodes in the
communication network, in general, are intact. If the
packet connectivity is either lost or the backhaul
packet transmission quality is degraded in some
manner, the present disclosure includes limiting or
preventing radiation of a wireless signal from the
base station. This cessation or limitation will
prevent or limit ATs connecting wirelessly to the base
station, allowing the AT to more quickly connect to
another local area base station or a macro area base
station. [0024] Accordingly, FIG. 2 illustrates a flow
diagram of an exemplary method 200 for controlling the
transmission of a base station in a communication
system based on the quality of backhaul packet
connectivity. Method 200 includes a block 202 where a
quality of a backhaul connection between the base
station to a node in a communication network is
determined. According to an aspect, the determination
the quality of thebackhaul connection may include one
or more of determining whether or not packet
connectivity between the base station and a node of
the backhaul connection is extant, determining the
throughput packet capacity of the backhaul connection,
determining communication packet latency of the
backhaul, or determining a level of backhaul jitter.
Most obviously if packet connectivity between the base
station and a node of the backhaul is not present,
then quality is nonexistent. Nonetheless, any of the
other factors listed may also adversely affect the
quality of the packet connectivity of the backhaul to
such degree that it is advisable to limit wireless
connection between the base station and ATs in range
of the base station. These factors become particularly
important when a base station, such as a Femto cell,
is expected to ensure some quality of service (QoS)
for ATs it serves. [0025] The determination of the
quality of the backhaul connection of the base station



to nodes in the communication system (e.g., nodes or
devices in the backhaul) is not limited to merely a
physical connectivity. That is, the measure of
connectivity is qualitative in nature to measure the
quality of packet connectivity between nodes. This
measure determines whether data packets transmitted
between nodes are sent and received with sufficient
quality to ensure proper communication of the
information contained in the packets (e.g., IP
connectivity) between nodes. In the presently
disclosed apparatus and methods, this packet
connectivity between a local base station and nodes in
the network is used for making the decision to limit
or cease RF radiation from a local base station.
[0026] It is noted that determination of the quality
of the packet connectivity of the backhaul connection
may be initiated the base station or AP or by other
elements or nodes in the backhaul connection or
operator network, such as, but not limited to, a Femto
gateway, a Pico Gateway, an access gateway or an
authentication, authorization and accounting (AAA)
server. It is noted that all of these listed elements
are not explicitly shown in the figures, but these
elements or nodes are known components of either the
backhaul 112 or the operator network 114. This
function may be also termed a "keepalive" operation
that periodically determines the quality of the packet
connectivity for purposes of determining if the
quality is sufficient for continued serving of ATs by
the base station. Furthermore, the backhaul quality
determination may be carried out between the base
station and nodes or elements of the backhaul or
operatornetwork designated for use in determining the
backhaul quality, such as any of the elements in the
immediately preceding list, as examples. [0027] In a
particular example, if the backhaul nodes or elements
are employed to initiate the quality determination or
keepalive function, a Femto cell can expect to receive
a packet periodically at predetermined time periods,
for example. If the packet or packets are not
received, the Femto cell may deem the backhaul packet
connectivity dead. Alternatively, if the quality
measure of the packets received fails to meet a
predefined threshold or standard, the packet
connectivity may be deemed insufficient for continued
communication. As mentioned previously, the quality
determination or 



keepalive function may be initiated periodically
either by the Femto base station or nodes within the
backhaul. Alternatively, a quality determination may
be initiated by the base station each time a new AT
wants to connect to the base station, thus ensuring
that every new AT connection is performed based on the
most current backhaul quality information. In still a
further alternative, the quality determination may be
performed with each power up of the AP. [0028] It is
noted that the communication network referred to in
block 202 may consist of any or all nodes in the
operator network 114, a gateway connection from the
backhaul to an internet backbone 110, a portion (i.e.,
particular nodes) of the backhaul 112, or combinations
thereof. Referring again to FIG. 2, after the quality
determination from the processes of block 202 is
complete, flow proceeds to block 204. In block 204,
transmission of at least one wireless (RF
transmission) signal from the base station is
prevented when the determined quality fails to meet a
predefined condition. In one example, the predefined
condition may be backhaul connectivity. Thus, if there
is no backhaul connectivity, the base station may
simply stop radiating some or all RF signals.
Cessation of RF transmission would ensure that no AT
will connect to the base station. It is also noted
that by ceasing RF transmission, any ATs currently
connected to the base station can thereby be forced to
hand off to alternate base station. For example, the
AP 104 in FIG. 1 would stop transmitting or radiating
RF signals to AT 106. As a result, the AT 106 would
hand off to local AP 116 or macro AP 120, as examples.
Alternatively, it is contemplated that merely a
portion of the signals from the base stations will be
prevented, such as those related to data transmission
to the operator network, while maintaining others,
such as signaling related to communication solely
between the ATand base station. For instance, it is
contemplated in one example that a base station (e.g.,
a Femto cell) might send out some information used by
the AT to perform positioning, as an example. In such
case, that information may still be sent by the base
station even if the backhaul is down. [0029] Although
not shown in FIG. 2, it is noted that the
determination of whether the 



quality of the backhaul connection fails to meets the
predefined condition may be continuously or
periodically by comparing the determined quality to
the one or more predefined conditions. As discussed
above, the quality determinations may include
connectivity of the backhaul, the throughput of the
backhaul, the latency of packets transmitted over the
backhaul, or jitter on the backhaul. Accordingly, the
predefined conditions may include connectivity of the
backhaul to at least one portion of the communication
network. Thus, if the connectivity of the backhaul is
gone, this determined qualitative measure or condition
will not be met and transmission of RF signals
prevented. Another predefined condition may be a
predetermined level of throughput of the backhaul
connection, which would indicate that a particular or
requisite bandwidth is available. If the level of
throughput is not met, then the base station may
prevent transmission or limit transmission to in range
ATs. [0030] Still a further predetermined condition is
whether the latency of packets over the backhaul is
below a predetermined time or latency threshold. If
not, this would indicate that the backhaul connection
may be too slow for certain communication or data
services and that an AT would be better served by
handing off to another base station. Yet a further
predetermined condition may include a level of
backhaul jitter is below a jitter threshold. Excessive
jitter on the backhaul connection engenders
degradation in the backhaul quality. Accordingly, if
the determined quality indicates that the jitter is
below the predetermined condition or jitter threshold,
again it may be desirable for the AT to hand off to an
alternate base station. [0031] FIG. 3 schematically
shows an exemplary implementation of an apparatus 300
for executing the methodologies as described above.
Apparatus 300 may be implemented in a base station,
such as base station 104 in FIG. 1 implemented by a
Femto cell, as merely an example, or any other
suitable apparatus. The apparatus 300 features a
central data bus 302, or similar device for linking
several circuits together. The circuits include a CPU
(Central Processing Unit) or a controller 304,
transceiver circuits 306, network interface circuits
308, and a memory unit 310.[0032] The transceiver
circuits 306 include receiver circuits to process
received signals 



before sending out to the central data bus 302, as
well as transmit circuits to process and buffer data
from the data bus 302 before sending out of the device
300, such as to an AT 106 as illustrated in FIG. 1. In
the case where apparatus 300 is employed as a base
station, the transceiver circuits 306 may include RF
circuits to transmit over a wireless link 312 to one
or more AT's (e.g., AT 106 or AT 108). [0033] The
CPU/controller 304 performs the function of data
management of the data bus 302 and further the
function of general data processing, including
executing the instructional contents of the memory
unit 310. It is noted here that instead of separately
implemented as shown in FIG. 3, as an alternative, the
transceiver circuits 306 can be incorporated as parts
of the CPU/controller 304. As a further alternative,
the entire apparatus 300 may be implemented as an
application specific integrated circuit (ASIC) or
similar apparatus. [0034] The memory unit 310 may
include one or more sets of instructions/modules. In
the exemplary apparatus 300, the instructions/modules
include, among other things, a backhaul quality
determination module or function 314, which is
configured to effect the methodologies described
herein (e.g., the processes of block 202 in FIG. 2).
As an example, module 314 may derive backhaul quality
information from the network interface circuits 308,
which are communicatively coupled to the backhaul 316.
As described previously, the quality determination may
be initiated by apparatus 300, or alternatively may
receive backhaul quality information from other
elements in the communication network via interface
circuits 308. [0035] Memory unit 310 may further
include a Transceiver RF Circuit Control unit 318 or
similar data construct that prevents, limits, or turns
off at least a portion of the wireless (RF) signals
transmitted or radiated by transceiver circuits 306
based on the quality determination of functional
module 314. As discussed before, if the quality of the
backhaul does not meet a predetermined condition as
discussed in connection with block 204 of FIG. 2,
either the RF transmission can be halted or at least
limited in some respect. 



[0036] In the example of FIG. 3, the memory unit 310
may be a RAM (Random Access Memory) circuit. The
exemplary portions, such as the functions 314 and 318,
are software routines, modules and/or data sets. The
memory unit 310 can be tied to another memory circuit
(not shown) which either can be of the volatile or
nonvolatiletype. As an alternative, the memory unit
310 can be made of other circuit types, such as an
EEPROM (Electrically Erasable Programmable Read Only
Memory), an EPROM (Electrical Programmable Read Only
Memory), a ROM (Read Only Memory), an ASIC
(Application Specific Integrated Circuit), a magnetic
disk, an optical disk, and other computer-readable
media well known in the art. [0037] FIG. 4 illustrates
another apparatus 400 for use in a communication
system that may be utilized for controlling the
transmission of a base station based on backhaul
quality. The apparatus 400, which may be implemented
in a base station, for example, includes a module or
means 402 for determining the quality of a backhaul
connection between a base station and a node in the
communication network, such as the nodes in the
backhaul 112, or alternatively the operator network
114, as examples, but not limited thereto. The
functionality of means 402 is similar to the functions
described above in connection with block 202 in FIG.
2, and means 402 may be implemented with memory unit
314 and a processor 304, as an example. [0038] The
backhaul quality determined by means 402 may then be
communicated to various other modules or means in
apparatus 400 via a bus 404, or similar suitable
communication coupling. In particular, the quality
determination of the backhaul is communicated to means
406 for preventing or controlling transmission of at
least one wireless signal from the base station when
the determined quality fails to meet a predefined
condition. It is noted that the comparison of whether
the determined backhaul quality does not meet the
predefined conditions may be performed by means 406,
but alternatively could be performed by means 402 and
the resultant decision communicated to means 406. The
functionality of means 406 is similar to the functions
described above in connection with block 204 in FIG.
2. Additionally, means 406 may control the RF
transmission of a transceiver portion of the base
station, such as 



transceiver circuits 306 in FIG. 3, as an example.
Means 406 may be effected by memory unit storing
instructions, such as unit 314 in FIG. 3, which are
executed by a processor (e.g., controller 304 in FIG.
3) to control a receiver portion of a transceiver
(e.g., transceiver circuits 306), as merely one
example. [0039] Apparatus 400 may also include an
optional computer readable medium or memory device 408
configured to store computer readable instructions and
data for effecting the processes and behavior of
either the modules. Additionally, apparatus 400 may
include a processor 410 to execute the computer
readable instructions in memory408, and may be
configured to execute one or more functions of the
various modules in apparatus 400. [0040] Those skilled
in the art will understand that information and
signals may be represented using any of a variety of
different technologies and techniques. For example,
data, instructions, commands, information, signals,
bits, symbols, and chips that may be referenced
throughout the above description may be represented by
voltages, currents, electromagnetic waves, magnetic
fields or particles, optical fields or particles, or
any combination thereof. [0041] Those skilled in the
art will further appreciate that the various
illustrative logical blocks, modules, circuits,
methods and algorithms described in connection with
the examples disclosed herein may be implemented as
electronic hardware, computer software, or
combinations of both. To clearly illustrate this
interchangeability of hardware and software, various
illustrative components, blocks, modules, circuits,
methods and algorithms have been described above
generally in terms of their functionality. Whether
such functionality is implemented as hardware or
software depends upon the particular application and
design constraints imposed on the overall system.
Skilled artisans may implement the described
functionality in varying ways for each particular
application, but such implementation decisions should
not be interpreted as causing a departure from the
scope of the present invention. [0042] The various
illustrative logical blocks, modules, and circuits
described in connection with the examples disclosed
herein may be implemented or performed with 



a general purpose processor, a digital signal
processor (DSP), an application specific integrated
circuit (ASIC), a field programmable gate array (FPGA)
or other programmable logic device, discrete gate or
transistor logic, discrete hardware components, or any
combination thereof designed to perform the functions
described herein. A general-purpose processor may be a
microprocessor, but in the alternative, the processor
may be any conventional processor, controller,
microcontroller, or state machine. A processor may
also be implemented as a combination of computing
devices, e.g., a combination of a DSP and a
microprocessor, a plurality of microprocessors, one or
more microprocessors in conjunction with a DSP core,
or any other such configuration. [0043] The methods or
algorithms described in connection with the examples
disclosed herein may be embodied directly in hardware,
in a software module executed by aprocessor, or in a
combination of the two. A software module may reside
in RAM memory, flash memory, ROM memory, EPROM memory,
EEPROM memory, registers, hard disk, a removable disk,
a CD-ROM, or any other form of storage medium known in
the art. A storage medium may be coupled to the
processor such that the processor can read information
from, and write information to, the storage medium. In
the alternative, the storage medium may be integral to
the processor. The processor and the storage medium
may reside in an ASIC. [0044] In one or more exemplary
embodiments, the functions described may be
implemented in hardware, software, firmware, or any
combination thereof. If implemented in software, the
functions may be stored on or transmitted over as one
or more instructions or code on a computer-readable
medium. Computer-readable media includes both computer
storage media and communication media including any
medium that facilitates transfer of a computer program
from one place to another. A storage media may be any
available media that can be accessed by a computer. By
way of example, and not limitation, such
computer-readable media can comprise RAM, ROM, EEPROM,
CD-ROM or other optical disk storage, magnetic disk
storage or other magnetic storage devices, or any
other medium that can be used to carry or store
desired 



program code in the form of instructions or data
structures and that can be accessed by a computer.
Also, any connection is properly termed a
computer-readable medium. For example, if the software
is transmitted from a website, server, or other remote
source using a coaxial cable, fiber optic cable,
twisted pair, digital subscriber line (DSL), or
wireless technologies such as infrared, radio, and
microwave, then the coaxial cable, fiber optic cable,
twisted pair, DSL, or wireless technologies such as
infrared, radio, and microwave are included in the
definition of medium. Disk and disc, as used herein,
includes compact disc (CD), laser disc, optical disc,
digital versatile disc (DVD), floppy disk and blu-ray
disc where disks usually reproduce data magnetically,
while discs reproduce data optically with lasers.
Combinations of the above should also be included
within the scope of computer-readable media. [0045]
The word "exemplary" is used herein to mean "serving
as an example, instance, or illustration." Any
embodiment described herein as "exemplary" is not
necessarily to be construed as preferred or
advantageous over other embodiments. The disclosed
examples may be applied to any one or combinations of
the following technologies: Code Division Multiple
Access (CDMA) systems, Multiple-Carrier CDMA(MC-CDMA),
Wideband CDMA (W-CDMA), High-Speed Packet Access
(HSPA, HSPA+), Time Division Multiple Access (TDMA)
systems, Frequency Division Multiple Access (FDMA)
systems, Orthogonal Frequency Division Multiple Access
(OFDMA) systems, Ultra Mobile Broadband (UMB), Long
Term Evolution (LTE) or other multiple access
techniques. A wireless communication system may be
designed to implement one or more standards, such as
IS-95, cdma2000, IS-856, W-CDMA, TD-SCDMA, and other
standards. The examples described above are merely
exemplary and those skilled in the art may now make
numerous uses of, and departures from, the
above-described examples without departing from the
inventive concepts disclosed herein. Various
modifications to these examples may be readily
apparent to those skilled in the art, and the generic
principles defined herein may be applied to other
examples, e.g., in an instant messaging service or any
general wireless data communication applications,
without departing 



from the spirit or scope of the novel aspects
described herein. Thus, the scope of the disclosure is
not intended to be limited to the examples shown
herein but is to be accorded the widest scope
consistent with the principles and novel features
disclosed herein. Accordingly, the novel aspects
described herein are to be defined solely by the scope
of the following claims. WHAT IS CLAIMED IS:CLAIMS 1.
A method for controlling transmission of a base
station in a communication network, the method
comprising: determining a quality of a backhaul
connection between the base station and at least one
node within the communication network; and preventing
transmission of at least one wireless signal from the
base station when the determined quality fails to meet
a predefined condition. 2. The method as defined in
claim 1, wherein the predefined condition includes at
least one of packet connectivity of the backhaul
connection to the at least one node within the
communication network, packet throughput of the
backhaul connection between the base station and the
at least one node is above a predetermined throughput
threshold, packet latency between the base station and
the at least one node over the backhaul connection is
below a predetermined latency threshold, and a level
of backhaul jitter is below a jitter threshold. 3. The
method as defined in claim 1, wherein determining the
quality of the backhaul connection includes at least
one of: determining a packet connectivity state of the
backhaul connection between the base station and the
at least one node, determining the packet throughput
of the backhaul connection, determining packet latency
of the backhaul, and determining a level of backhaul
jitter. 



4. The method as defined in claim 1, wherein the
determination of the quality of the backhaul
connection is initiated by at least one of the base
station and the at least one node.5. The method as
defined in claim 1, wherein the at least one node of
the communication network comprises at least one of a
Femto Gateway, a Pico Gateway, an Access Gateway, a
mobility manager, and an AAA server. 6. The method as
defined in claim 1, wherein the determination of the
quality of the backhaul connection is performed
periodically. 7. The method as defined in claim 1,
wherein the determination of quality of the backhaul
connection is performed whenever a wireless
communication device requests access to the base
station. 8. The method as defined in claim 1, wherein
the determination of the quality of the backhaul
connection is performed upon power up of the base
station. 9. The method as defined in claim 1, wherein
the base station comprises an end user device
configured to communicate with a wireless
communication device using a cellular technology. 10.
The method as defined in claim 9, wherein the base
station is one of a Femto cell and a Pico cell. 11.
The method as defined in claim 1, further comprising:
preventing transmission of all wireless signals from
the base station when the determined quality fails to
meet the predefined condition. 12. An apparatus for
controlling transmission of a base station, the
apparatus comprising: a memory storing instructions
executable by a processor; and at least one processor
configured to execute the instructions stored in the
memory to: determine a quality of a backhaul
connection between the base station and at least one
node within the communication network; and prevent
transmission of at least one wireless signal from the
base 



station when the determined quality fails to meet a
predefined condition.13. The apparatus as defined in
claim 12, wherein the predefined condition includes at
least one of packet connectivity of the backhaul
connection to the at least one node within the
communication network, packet throughput of the
backhaul connection between the base station and the
at least one node is above a predetermined throughput
threshold, packet latency between the base station and
the at least one node over the backhaul connection is
below a predetermined latency threshold, and a level
of backhaul jitter is below a jitter threshold. 14.
The apparatus as defined in claim 12, wherein the at
least one processor is configured to determine the
quality of the backhaul connection through at least
one of: determining a packet connectivity state of the
backhaul connection between the base station and the
at least one node, determining the packet throughput
of the backhaul connection, determining packet latency
of the backhaul, and determining a level of backhaul
jitter. 15. The apparatus as defined in claim 12,
wherein the determination of the quality of the
backhaul connection is initiated by one of the at
least one processor in the base station and the at
least one node. 16. The apparatus as defined in claim
12, wherein the at least one node of the communication
network comprises at least one of a Femto Gateway, a
Pico Gateway, an Access Gateway, a mobility manager,
and an AAA server. 17. The apparatus as defined in
claim 12, wherein the at least one processor is
configured to determine of the quality of the backhaul
connection periodically.18. The apparatus as defined
in claim 12, wherein at least one processor is
configured to determinate the quality of the backhaul
connection whenever a wireless communication device
requests access to the base station. 19. The apparatus
as defined in claim 12, wherein the at least one
processor 



is configured to determine of the quality of the
backhaul connection upon power up of the base station.
20. The apparatus as defined in claim 12, wherein the
base station comprises an end user device configured
to communicate with a communication device using a
cellular technology. 2 1. The apparatus as defined in
claim 20, wherein the base station is one of a Femto
cell and a Pico cell. 22. The apparatus as defined in
claim 12, wherein the at least one processor is
further configured to prevent transmission of all
wireless signals from the base station when the
determined quality fails to meet the predefined
condition. 23. An apparatus for use in a communication
system comprising: means for determining a quality of
a backhaul connection between the base station and at
least one node within the communication network; and
means for preventing transmission of at least one
wireless signal from the base station when the
determined quality fails to meet a predefined
condition. 24. The apparatus as defined in claim 23,
wherein the predefined condition includes at least one
of packet connectivity of the backhaul connection to
the at least one node within the communication
network, packet throughput of the backhaul connection
between the base station and the at least one node is
above a predetermined throughput threshold, packet
latency between the base station and the at least one
node over the backhaul connection is below a
predetermined latency threshold, and a level of
backhaul jitter is below a jitter threshold.25. The
apparatus as defined in claim 23, wherein the means
for determining the quality of the backhaul connection
is configured to at least one of: determine a packet
connectivity state of the backhaul connection between
the base station and the at least one node; determine
the packet throughput of the backhaul connection;
determine packet latency of the backhaul; and 



determine a level of backhaul jitter. 26. The
apparatus as defined in claim 23, wherein the
determination of the quality of the backhaul
connection is initiated by one of the base station and
the at least one node. 27. The apparatus as defined in
claim 23, wherein the at least one node of the
communication network comprises at least one of a
Femto Gateway, a Pico Gateway, an Access Gateway, a
mobility manager, and an AAA server. 28. The apparatus
as defined in claim 23, wherein the determination of
the quality of the backhaul connection is performed
periodically. 29. The apparatus as defined in claim
23, wherein the determination of quality of the
backhaul connection is performed whenever a wireless
communication device requests access to the base
station. 30. The apparatus as defined in claim 23,
wherein the determination of the quality of the
backhaul connection is performed upon power up of the
base station. 31. The apparatus as defined in claim
23, wherein the base station comprises an end user
device configured to communicate with a wireless
communication device using a cellular technology.32.
The apparatus as defined in claim 31, wherein the base
station is one of a Femto cell and a Pico cell. 33.
The apparatus as defined in claim 23, wherein the
means for preventing transmission of at least one
signal from the base station in configured to prevent
transmission of all wireless signals from the base
station when the determined quality fails to meet the
predefined condition. 34. A computer program product
for use in a base station for controlling
transmissions of the base station, the computer
program product comprising: a computer-readable medium
comprising: code for causing a computer to determine a
quality of a backhaul connection between the base
station and at least one node within the communication
network; and 



code for causing a computer to prevent transmission of
at least one wireless signal from the base station
when the determined quality fails to meet a predefined
condition. 35. The computer program product as defined
in claim 34, wherein the predefined condition includes
at least one of packet connectivity of the backhaul
connection to the at least one node within the
communication network, packet throughput of the
backhaul connection between the base station and the
at least one node is above a predetermined throughput
threshold, packet latency between the base station and
the at least one node over the backhaul connection is
below a predetermined latency threshold, and a level
of backhaul jitter is below a jitter threshold. 36.
The computer program product as defined in claim 34,
wherein the code for causing a computer to determine
the quality of the backhaul connection includes code
for causing a computer to at least one of: determine a
packet connectivity state of the backhaul connection
between the base station and the at least one node,
determine the packet throughput of the backhaul
connection,determine packet latency of the backhaul,
and determine a level of backhaul jitter. 37. The
computer program product as defined in claim 34,
wherein the determination of the quality of the
backhaul connection is initiated in one of the base
station and the at least one node. 38. The computer
program product as defined in claim 38, wherein the at
least one node of the communication network comprises
at least one of a Femto Gateway, a Pico Gateway, an
Access Gateway, a mobility manager, and an AAA server.
39. The computer program product as defined in claim
34, wherein the determination of the quality of the
backhaul connection is performed periodically. 40. The
computer program product as defined in claim 34,
wherein the determination of quality of the backhaul
connection is performed whenever a wireless 



communication device requests access to the base
station. 41. The computer program product as defined
in claim 34, wherein the determination of the quality
of the backhaul connection is performed upon power up
of the base station. 42. The computer program product
as defined in claim 34, wherein the base station
comprises an end user device configured to communicate
with a wireless communication device using a cellular
technology. 43. The computer program product as
defined in claim 42, wherein the base station is one
of a Femto cell and a Pico cell.44. The computer
program product as defined in claim 34, the
computerreadable medium further comprising: code for
causing a computer to prevent transmission of all
wireless signals from the base station when the
determined quality fails to meet the predefined
condition. 


