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In addition to mobile phone networks currently in place, a new class of small
base stations or access points (APs) has emerged. These base stations may be installed
in a user's home, for example, and provide wireless coverage to mobile communication
units (e.g., User equipment (UE) or access terminal (AT)) using a broadband Internet
connection. Such personal miniature base stations are generally known as Home Node B
(HNB), Home Base Station (HBS), Femto cells, or Pico cells. Instead of the wireless
network normally serving the communication units (e.g., a wireless cellular network),
these base stations may be installed in order to improve or boost service in a local area.
By utilizing an Internet connection, such base stations may also afford lower cost
mobile voice, video and data services to a user in that local area. Typically, such
miniature base stations are connected to the Internet via a backhaul including a DSL
modem or cable modem, as examples.

Backhauls for Internet access, such as a DSL connection, sometimes are

unreliable. Thus, if a base station utilizing an internet connection experiences some



unreliable. Thus, if a base station utilizing an
i nternet connection experi ences sonedegree of backhaul

waeeabite3sstdegr adati on or | oss of a backhaul conPEDUB2909/034740

[0005]

[0006]

[0007]

[0008]

al toget her, the base station nonetheless will continue

to transmt or radiate RF. Acgor di ngly, an AT

currently using the base statron for communi cation

with a comruni cation network will experience poor call

deibd bybRkhag G dREradatisroppRes 684 backhbhilt Joahe®ioe altogether, the

other ATs may sense the RF transm ssion fromthe base

E%Sﬁtsltaéwname feenpill contirarie drangmit i dadiaierini Swopigingly, an AT
glﬁm MoAnd Bgse%ﬁg)n%ﬁg% ﬁ]lum%mléﬁ &/ﬁhf '&%Iﬂlﬂnéaqfo\ﬂ'n%ﬁvork will

Ervi ce € process experienc
ebqgrlanher;g)oc &hll qgaidtl iof yerwiceardr appecd @l IFmﬂmanﬂm'e; otheX Ts may

attenpti to use.the base ati on. SUMMARY [ 0005
KOEoriar ttaanéwmégoeefrp M derodign wmariavh 1y domncct to the

ESRRAMCSRIPR bk iR ARGa3E AbiGH) ohlY 1B FHRAIMBNARGEL di19%bor service, and
network is disclosed. The net hod “i ncl udes det er m ni ng

m (ctwapracyssoexmrlbm Hegrhdiog neadlc riadity et svelsoprict ecdblasenncction by
ti:atl on tand | ea tt one node within the comunication
TSR, OJf‘fﬁee ?Wosa’aﬂ so includes preventing

transm ssion of at |east one wireless signal fromthe

base station when the determ ned quality fails to neet

a predefined conditi on [ SHDEMAR gor ding to anot her

aspec r t 1:S$1 0 .
base Abc%ﬁm%ptg 3h 2ats§es tose gﬁl%a froro éﬂtar I %J@g}?snﬁlé sﬁd eé]f ag Bas% station
en®ymshiostionheatwsitkrisi distlops. éN&Qﬁétﬁ@dl mchyead@empigmgarquality of
The apparatus al so includes at |east one processo

& drrklit sqnpestion Retiveen Hie Passt yiefean and altlenst prpnnqdgewithin the
E%,%{lﬂlcg %Ifjﬁ%%ﬁfﬁ n?heamgfh%h' 193 u@e b@%&é}ﬁ’ﬁ{% tﬁlgm%&hh QF at least

tween t ase station an eas one

bie woro s ilgaat frem th@bmrskatlo“ﬁhwhat tHeedesdrmomeel quabitye &8lsrto meet a
aféﬁq% conf.i ur ed to prevent transm ssion of at |east

BWQ él°8§1§1 ignal fromthe base station when the

det er AaRdingudlahdthed bk, ﬁtpaﬁﬁ%tusafoP estes1ling Qansrmssmn of a base

condi tion. [0007] According to still another aspect

statirppatisdlossdf ofheuappaiatusainclodesuai mpmqry) Istoggngtlemucgons executable

e B0 T R h b R RS TSR rmb R sm e dgexente

theenfiakbosd abiednans nRindre & HeteRRind Adgalityt Hf H bhdkaul connection
comuni cation network. The apparatus al so incl udes

bretaieen therbapr eiéon andgpttleashand Baddeonithin the canemumicying network. The
%ﬂeltre%rt rgnﬁe:] 8@)‘09&8} isfaﬁ&naokﬁgult%a%g p?etv%ﬂ P&t least one wireless

signal from the base station when the determined quality fails to meet a predefined

condition.

According to still another aspect, an apparatus for use in a communication
system is disclosed. The apparatus includes means for determining a quality of a
backhaul connection between the base station and at least one node within the
communication network.  The apparatus also includes means for preventing
transmission of at least one wireless signal from the base station when the determined
quality fails to meet a predefined condition.

In still one further aspect, a computer program product for use in a base station
for controlling transmissions of the base station is disclosed. The computer program

product comprises a computer-readable medium including code for causing a computer
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(OFDMA) systems, Ultra Mobile Broadband (UMB), Long Term Evolution (LTE) or
other multiple access techniques. A wireless communication system may be designed to
implement one or more standards, such as IS-95, ¢cdma2000, 1S-856, W-CDMA,
TD—SCDMA, and other standards.

The present disclosure provides apparatus and methods for controlling the
transmission of wireless signals (i.e., RF transmission) to ATs from a base station or
AP, such as local base stations including Femto cells and Pico cells. The control of the
wireless signal transmissions is based on or dependent upon a determined quality of a

backhaul connection between the base station and other nodes within a larger
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%d%‘dﬁ&t 5(19@5), 25as adBiated coupling and termination connection to the IP
network110 (not shown) such as a gateway (e.g., a Femto Gateway, a Pico Gateway, an
Access Gateway), or a mobility manager. The internet network 110 is then connected to
an operator network 114, which may be in communication with a plurality of other APs
(c.g., AP 116) via an associated backhaul (e.g., 118), or macro area base stations (e.g.,
base station 120). The AT 106, for example, may also communicate with another local

AP 116 or macro areca base station 120, when handing off or service is not available

from AP 104.
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or permission to register with the restricted Femto node).

For convenience, the disclosure herein describes various functionalities in the
context of a Femto cell or node. It should be appreciated, however, that a Pico cell or
node may provide the same or similar functionality for a larger coverage area. For
example, a Pico node may be restricted; a home Pico node may be defined for a given
AT; and so on.

Although the examples described herein use 3GPP terminology, it is to be
understood that the embodiments may be applied to 3GPP (Re199, Rel5, Rel6, Rel7)
technology, as well as, 3GPP2 (IxRTT, 1xEV-DO ROO, RevA, RevB) technology and
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the packet connectivity is either lost or the backhaul packet transmission quality is
degraded in some manner, the present disclosure includes limiting or preventing
radiation of a wireless signal from the base station. This cessation or limitation will
prevent or limit ATs connecting wirelessly to the base station, allowing the AT to more
quickly connect to another local area base station or a macro area base station.
Accordingly, FIG. 2 illustrates a flow diagram of an exemplary method 200 for
controlling the transmission of a base station in a communication system based on the
quality of backhaul packet connectivity. Method 200 includes a block 202 where a
quality of a backhaul connection between the base station to a node in a communication

network is determined. According to an aspect, the determination the quality of the
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Femto gateway, a Pico Gateway, an access gateway or an authentication, authorization

and accounting (AAA) server. It is noted that all of these listed elements are not
explicitly shown in the figures, but these elements or nodes are known components of
either the backhaul 112 or the operator network 114. This function may be also termed
a “keepalive” operation that periodically determines the quality of the packet
connectivity for purposes of determining if the quality is sufficient for continued serving
of ATs by the base station. Furthermore, the backhaul quality determination may be

carried out between the base station and nodes or elements of the backhaul or operator



to nodes in the comunication system (e.g., nodes or
devices in the backhaul) is not limted to nerely a
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i mredi ately preceding list, as exanple
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‘F%ha”i ul capiselxity Brusy e s ng brekbgid cppgectivity, the

ga%% &fafbA ‘?ﬁa’y%ﬂnﬂ'& stop radiating some or all RF signals. Cessation of RF
transmission would ensure that no AT will connect to the base station. It is also noted
that by ceasing RF transmission, any ATs currently connected to the base station can
thereby be forced to hand off to alternate base station. For example, the AP 104 in FIG.
1 would stop transmitting or radiating RF signals to AT 106. As a result, the AT 106
would hand off to local AP 116 or macro AP 120, as examples. Alternatively, it is
contemplated that merely a portion of the signals from the base stations will be
prevented, such as those related to data transmission to the operator network, while

maintaining others, such as signaling related to communication solely between the AT



keepal ive function may be initiated periodically
either by the Fento base station or nodes within the
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be initiated by the base station each tine a new AT
wants to connect to the base gtation, thus ensuring
that every new AT connection ¥s perforned based on the
nost current backhaul quality information. In still a
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%tbaglz?lau?tq{lglp[y of c\gﬁgﬁiglpg r, 1tf I‘?he determined quality indicates that the jitter is
below the predetermined condition or jitter threshold, again it may be desirable for the
AT to hand off to an alternate base station.

FIG. 3 schematically shows an exemplary implementation of an apparatus 300
for executing the methodologies as described above. Apparatus 300 may be
implemented in a base station, such as base station 104 in FIG. 1 implemented by a
Femto cell, as merely an example, or any other suitable apparatus. The apparatus 300
features a central data bus 302, or similar device for linking several circuits together.

The circuits include a CPU (Central Processing Unit) or a controller 304, transceiver

circuits 306, network interface circuits 308, and a memory unit 310.



qual ity of the backhaul connection fails to neets the
predefined condition may be conti nuously or
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308, .and a nmenory unit 310.[0032] The transcei ver i
& pEteF <laBoonsHrL Al pEETbe ﬁmétﬁf e fyras pgtnbtr tsesg portion of the

HRERLY BEFSLENAL Sransmitted or radiated by transceiver circuits 306 based on the
quality determination of functional module 314. As discussed before, if the quality of
the backhaul does not meet a predetermined condition as discussed in connection with
block 204 of FIG. 2, either the RF transmission can be halted or at least limited in some
respect.

In the example of FIG. 3, the memory unit 310 may be a RAM (Random Access
Memory) circuit. The exemplary portions, such as the functions 314 and 318, are
software routines, modules and/or data sets. The memory unit 310 can be tied to

another memory circuit (not shown) which either can be of the volatile or nonvolatile



before sending out to the central data bus 302, as
well as transmt circuits to process and buffer data
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300, such as to an AT 106 as illustrated in FIG 1. In
the case where apparatus 300 hs enpl oyed as a base
station, the transceiver circuits 306 may include RF
circuits to transmt over a wireless link 312 to one
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cornrnumcated to means 406. The functionality of means 406 is similar to the functions
described above in connection with block 204 in FIG. 2. Additionally, means 406 may
control the RF transmission of a transceiver portion of the base station, such as
transceiver circuits 306 in FIG. 3, as an example. Means 406 may be effected by
memory unit storing instructions, such as unit 314 in FIG. 3, which are executed by a
processor (e.g., controller 304 in FIG. 3) to control a receiver portion of a transceiver
(e.g., transceiver circuits 306), as merely one example.

Apparatus 400 may also include an optional computer readable medium or
memory device 408 configured to store computer readable instructions and data for
effecting the processes and behavior of either the modules. Additionally, apparatus 400

may include a processor 410 to execute the computer readable instructions in memory



[0036] In the exanple of FIG 3, the nenory unit 310
may be a RAM ( Random Access Menory) circuit. The
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are software routines, nodules and/or data sets. The
menory unit 310 can be tied to another menory circuit
(not shown) which either can e of the volatile or
nonvol ati |l etype. As an alternative, the nenory unit
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iteghatdd t cicvudd |(ASIORans fidldb pregtamanbleolgatheurfdly (FPGA) or other
transm ssion of a transceiver portion of the bads

grlog{qngﬁa gu]gglca evice, discrete gate or transistor logic, discrete hardware
components, or any combination thereof designed to perform the functions described
herein. A general-purpose processor may be a microprocessor, but in the alternative,
the processor may be any conventional processor, controller, microcontroller, or state
machine. A processor may also be implemented as a combination of computing
devices, e¢.g., a combination of a DSP and a microprocessor, a plurality of
MIiCroprocessors, one or more microprocessors in conjunction with a DSP core, or any
other such configuration.

The methods or algorithms described in connection with the examples disclosed

herein may be embodied directly in hardware, in a software module executed by a



transceiver circuits 306 in FIG 3, as an exanpl e.
Means 406 may be effected by nenory unit storing

WO p®PNes8T ons, such as unit 314 in FIG 3, whiPCI/HE209/034740

[0044]

[0045]

executed by a processor (e.g., controller 304 in FIG

3) to control a receiver port on of a transceiver

(e.g., transceiver circuits as nerely one

exanpl e. [0039] Appar atus 400 nay al so include an

pRteRoRlor danpedmbiniteadabtie tedi Amditwdre mddald ey Gesid®8 RAM

configured to store conputer readable instructions and

Bsgry. oflagy fraemetyg RAM pnemess e EPRAM pewsaersr ESPROM  memory,
[

ek hRPATE Bl PERLRIM, PR BENEE b age modium

keadail éc st rAustoragesmediumenay Y4 @dupladdo n’EQIphﬁessor such that the

configured t xecute one or, nore functions of the

DRFFHORC AR ormtigR SEamytand Wide mfogpatn PpUeataRey medium. In

i aﬁt@ﬁlaﬁ{}é td dtbral@ HRURMRRE Y bE te bl Qrtﬁgbf&@ss@f‘ OThe processor and

signals may be répresented using any of a variety of

dmﬁﬁmmgnnahemhnuhwgﬂeglandsﬂéchnlques For exanple

b 1 o, T PRbotts Mo ERA RS (Pt ho e RBUREagerTbed may be

inhylemenedt int RErdaReY € sEHBSHE,] @ﬁ‘in%rermbfr heyr ephesendE dhdiyof. If
vol t ages, curr ents, el ectr orragnet iC waves, rragnet iC

folpreienteq Hpmftwezfp,etbe fenstionsmay ibs| sthyed pn patrangnigsd oger as one or

glr%%/e %gﬂ?ét?%% Y g@ocﬁéjgﬁ qQ omgk%Q:%%Jdtaﬁ{%Orﬁeedl&ﬁ' léo%gputgr-}egc?able media

er appreci he var

Includst bethicempliegktosdge bhaaldkaend dvpeliesationi hedia trgluding any medium
net hods and al gorithnms described in connectlon Wi th
itk fackliier d8ngFisel B SBEPHISF ProeriyTe qnﬁm laseeintangthgs A storage

?8%;. g}?'bg AT ‘é)@%bt?% nfe%lm’fl':l‘éﬁ Earf' Béta a computer. By way of

i ons of ear ustr te t
exingric had gea bnhuatuyn, olichh amrdpmmereadabls ofctlinarae comrus@ 83AM, ROM,

ﬁtl’ﬁ@ﬁ}é agb\éﬁgﬁgg i Qt %ts gh‘[éﬁ;lL dgszgz ’ﬁto{g}%gg lp}ea%gﬁ? X Cg estorage or other

BRPRIR stofag UV RIcEForQhy | toﬁ%k ﬁleﬁﬁﬁ? ¥Ha95@1| Bed 1Ysed WedResdr store desired
such functionality is’inplenmented har dwar e or

potanarededa enismiod @mstmh@orpmrtdatabﬂtraﬁtumpimdélmt canbaatessed by a
deshﬁg,qgﬁstra ints osed on, the overa

P4 %Igfngonr]i)ﬁ |pé%%eﬁ][y ‘&eﬁ%e & gg]glpgtgl\é%agg%le medium. For

Extngilé,anald $oftwate Ysﬂfré{ﬂsﬂﬁtt&ﬁﬂ‘énf DFvcBINE) sBFet, 08 Wt remote source
appllcatlon but such i npl enent ati on deci si ons_shoul d

HYeg Béoaﬁﬁbﬁﬁﬂ@tfwr adtie sallp nyisted @pir digital W@qﬁheh dine (DSL), or
§JF r%f%? 9ec ﬁ&gglﬁg @30%”% glllf%? t'r&ﬁo, I}%Oélgéro-wrg\? \fﬁagn coax1al cable,
1'rrus nodu e

ﬂb&wpitlrbgdtl)l\b/ftmsgégtlhggt ID8L \MrWireﬂdseteehﬁtimgle&Ld:hSas |11CfS£éid radio, and
Ql?crrgxl)vgverraare 1?1c?luld 1n t e ctle%%lt?orn 0 rne 1ru¥1rle dD\{\gkt Qnd disc, as used herein,
includes compact disc (CD), laser disc, optical disc, digital versatile disc (DVD), floppy
disk and blu-ray disc where disks usually reproduce data magnetically, while discs
reproduce data optically with lasers. Combinations of the above should also be included
within the scope of computer-readable media.

The word "exemplary"” is used herein to mean "serving as an example, instance,
or illustration." Any embodiment described herein as "exemplary" is not necessarily to
be construed as preferred or advantageous over other embodiments. The disclosed

examples may be applied to any one or combinations of the following technologies:

Code Division Multiple Access (CDMA) systems, Multiple-Carrier CDMA



a general purpose processor, a digital signa
processor (DSP), an application specific integrated

W@ 200003687 ASI C), a field programmuabl e gate arrBgT/(SH@)34740
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or other programmble |ogic device, discrete gate or

transi stor |ogic, discrete hardware conponents, or any

conbi nation thereof designed o performthe functions

descri bed herein. A general-purpose processor nmay be a

(MCr-OpNas &S Badebahtit CDMA HW-&]DMAUI atipeSpdddePpkoc @sseys (HSPA,
be any conventional processo controller

Hﬁ%ﬁdéor’{ﬂmm Paiisiony Maltiples AReet .ﬁ‘EDW)prS&s@@%oFr%ﬁyncy Division
I

g{é@t&élg :AéC% &'ﬁﬁAgdS%génat Ol g&?atl'%g%féﬁ rpg%w{éfo'nnlglultlple Access

(@Eﬂblvm)osye&mr Vltea plabilalBroydiahd koA dmgMSEvatmeom(LTE) or

ocessors in conjunction with a DSP cor
e’é‘ﬁ;‘} t@ﬁ%%&e%saeﬁ*%ﬁ? i/ OHEELGSY ﬁomm&f@ﬁwﬁrﬁ@%frﬁwg dgpigned to
AholehEAthBEe Q)‘?%Bfeb%ndid?d§ OARACLI PELoV tcBm"a@(ﬁ)O%@“S%GSW-CDMA

di'scl osed herein may be énbodied directly I n hardware,
Th—&CHM Anernrdeotherditdndamigec ut ed by aprocessor, or in a

conbi t|on A soft e nmodul e re

T RATRERGIYSS FoGEEIoR: 5 RO RNBIY aPRAORSHGry i the o
FebPRoW ﬁﬁk@ﬁl‘x’metbﬁg uSds@IfSandd @épirtdfe% Kiond the ABYAPA&cHb&Kexamples
a CD-ROM or any ot her form of storage medi um known in

wHBowtrdepang tfesyma e inEefitiymcpaserbedisdegsiidyraip Mgaous modifications
r ssor C t f [

Qu %r%n& g}ﬁa plet I{Ra& 3 rg&rd“ teHgg&%ﬁ? B {hﬁ glfl({)l?cggle'tﬂr%m %[ R4 tﬁ% generic

phigciples e¢Mrtihégsin hﬁ? bs applagiec o uxanys, kg iinke g{s&int ti@ssaging

t he processor. The processor and.the storage nmedi um

PREVICF % Ay ERCER) wsql@s 150 £9MNIRIGHEN APPHEAUONSX WHBPWr departing

e
OB PEL SR 3 LR QS noOAPRAE LR RACRE Thus. e scope of the
docibsuratis oot tintendedf to bd linmeH eoetht exztamplescshbwmrle:,relhrtmt is to be

functi.ops be stored on o ransm tted over as one..
BEOTHF i AGERETB TSP B daN SHE 2RO R oSk RS disclosed
A&EInU M cGRITRY Sthe ﬁl%a@laal@b&tﬂ‘@&bﬁbéd‘l‘r‘éréiﬁ%e Mé“dé’ﬁi‘féﬁ YbRIy by the
storagt medi a” and communi cati on nmedi a i ncl udi ng any

saoe ohtheHallowiagicldimat es transfer of a conputer program
fromone place to another. A storage nedia may be any
avai | abl e nedia that can be accessed by a conputer. By
VWHAX ISSGBAPVEED 8&d not |imtation, such

conmput er -r eadabl e nedi a can conpri se RAM ROM EEPROV

CD- ROM or other optical disk storage, magnetic disk

storage or other nagnetic storage devices, or any

ot her mediumthat can be used to carry or store

desired



program code in the formof instructions or data
structures and that can be accessed by a conputer.
WOL®Y/108BY connection is properly terned a PCT/US2009/034740

conput er -readabl e nmedi um For exanple, if the software

is transmtted froma website, server, or other renote

source using a coaxial cable, IfSflber optlc cabl e,

twi sted pair, digital subscriber line (DSL), or

wi rel ess technol ogi es such@saims$rared, radi o, and

m crowave, then the coaxial cable, fiber optic cable,

twi sted pair, DSL, or wireless technol ogies such as

infrajed, na n u [ e

et i on o ranoff for TRREMRNE BERQGHIAC S PakdPyation in o

cmnhmmemuﬁanpaoﬂ:dmsnmh@Ibmnpﬁﬁmg di sc, optlcal dISC

digital versatile disc (DV flop dlsk

di sc wher ed?}F@P@mﬁﬁfﬁ’raihyy g%b@fdf&a%l P%thagﬁﬁeweeéh? @Xse station

m 419l SESIRRFBINER DRfnRurlRilibh Akiwori dn | asers.

Conbi nati ons of the above should al so be included

withint hepl@a@gmgoﬁa@mmmpf reddabbec medilcas sl Slom the base
e S herein to rving

a5 VB PP R aneBy VBB p PR e Pt opgon

enbodi nent described herein as "exenplary" is not

necessarilﬁ to be construed as preferred or
advan®ageolibe anashodbenhdefieethatichemt 5. wirpreindthscprgdefined condition

ﬁ%ﬁﬁgé%ﬁcﬁgxng fapplled to any one or conbi nations of
€10

OW ng technol ogi es: Code Division Miltiple
Access ( COpkesysineatyity\l the phekhaar ¢dmiect{daM( tIME2CIMKY) one node
W deband CDMA (W CDVW), Hi gh-Speed Packet Access
pibpahe P@pmnjncaﬁ?wtmpx}ﬁ »sion Miltiple Access (TDWA)
syst ens, I :
syst ens, gggﬁ%gﬂ@?%%%@%é%wﬁ%%fgﬁgﬁﬁﬁﬁf?fplEﬁﬁ%%gggswhon
{HDMA) legyt $)he nede slaboee dMuledéterniined thoarptip@tihssholdong

Term Evol ution (LTE ot her multi
{echnt guesPaouplEareavedhit etat R SyabeR Ry oppnode over the

FEkhANREnt RibAR RGN L %h%te%hlrﬁﬁﬁﬁeﬁ%ﬁﬁﬁ%ﬁé anguch as
I'S-95, cdma2000, |S-856, W CDMA, TD-SCDMA, and ot her

st andar ds. a Tvel @f%calnmaeléjltﬂ@fse b@lbwohJ@ttm\ﬂ@redméd mer el y
exenplary and those skilled in the art may now nmake
numer ous uses of, and departures from the

aboves descThbarieuanabascdintdlamt , GheReedih degrohih@iP th& Guality of the
i nventive concepts discl osed herein. Various

hashaul cgpnastian insludse slelcest anpPes may be readl ly
Tt i .
P o e bR KR D0 &)y 07, AU RENRR' Smncion

bxtaspl e bag Patjon andahe atrisdsaotic meiesagi ng ser vice or any

eneral wireless data c ni cati on appl j i ons,
\Q/]VI t hout deﬁ%{?lifﬁﬂﬁlglg the pac ﬁn‘ﬂﬂroug puto thepb%c hau connection,

determining packet latency of the backhaul, and

determining a level of backhaul jitter.

4, The method as defined in claim 1, wherein the determination of the
quality of the backhaul connection is initiated by at least one of the base station and the

at least one node.



fromthe spirit or scope of the novel aspects

descri bed herein. Thus, the scope of the disclosure is
Wmoa0di1eteehded to be limted to the exanpl es she@ErUS2009/034740

herein but is to be accorded the w dest scope

consi stent with the principles and novel features

di scl osed herein. Accordinglyfsthe novel aspects

descri bed herein are to be defined solely by the scope

of the. fol Thwnighoel @i dBinedHAElalnD 1CWANMEDtHeSiteddk Mie hode of the
A nmethod for controlling transm ssion of a base
SQIAMUBISation RetwaRAMRINEREY Yrcaskentorhia Ferpe Gatewryd a Pico Gateway, an

ROURC Iy SELENT M i XAQLa, backhau

connect 1 on”bet ween dse station and at |east one
node within the connunlcatlon net wor k; and preventlng

P ; | n
bace St at | She VPRAPY S CRERET T A qbar b B IR of the
Buddi£ILMhE B HaANDnhiQidn 1@perﬂ?ﬁ1€ﬁ%§ﬁ9&icﬁﬁr defined in

claim11, wherein the predefined condition includes at
| east one of packet connect|V|ty of the backhau

g 8 nmqs |t IC gtn FE g} iﬁe 135 ktg?l%{rﬂ g(d) %&\é\%&}{] ![hé’f &e{t‘%gﬁnation of quality
bR tehsHekh AP BRRIHIBA iHPeMBRIed WBRISE a ShiddlbRcorifudibRion device

at | east one node is above a predeterm ned throughput
reqpesthaicess tp dtkase ptatiethcy bet ween the base station and

the at | east one node over the backhaul connection is
bel ow a predeterm ned | atency threshold, and a |evel

of bagkhauilh¢ inidtiesd bs degh@ivima clairht Br whéte@sthel dhter&méﬂ'd)ﬁ of the
nmet hod as_defined in claiml, wherein determ ning

gepdity pf thepaghhaulranrecsion it BerfRsecd gROR ARV EidEsOTghe bae%tatwn

one of: determ ning a packet connectivity state of the
backhaul connection between the base station and the

at | efst oifike metjmd adefe@ned mi ah@'nt hevipaakehe base etag'bp womprises an

of . t he backhaul nnecti on, rmni acket | at enc .
S PR DA HBTOR S HE & el COrmBRCHERAA o using
h b&Ih@4r-technology.

10. The method as defined in claim 9, wherein the base station is one of a

Femto cell and a Pico cell.

11. The method as defined in claim 1, further comprising:
preventing transmission of all wireless signals from the base station

when the determined quality fails to meet the predefined condition.

12.  An apparatus for controlling transmission of a base station, the apparatus
comprising:
a memory storing instructions executable by a processor; and
at least one processor configured to execute the instructions stored in the
memory to:
determine a quality of a backhaul connection between the base
station and at least one node within the communication network; and
prevent transmission of at least one wireless signal from the base

station when the determined quality fails to meet a predefined condition.



4. The method as defined in claim1, wherein the
determ nation of the quality of the backhaul
w@ngeleBbn is initiated by at | east one of thRCTHS®09/034740

station and the at |east one node.5. The nethod as

defined in claim1, wherein the at |east one node of

t he communi cati on network conprises at |east one of a

Fento Gateway, a Pico Gateway, an Access Gateway, a

nobi l ity manager, and an AAA server. 6. The nethod as

defined in claim1, wherein the determ nation of the

qual i 13 of Thiapnrseikn aufefisdrialaion! 3, évimmdh%@deﬁned condition

The nethod as defined in claim1,

gfrdgg%tq%w%ee erm nation of quality of the backhaul

connect i onpackeperroctivey oththoduekhaal vermettdssto the at least one node

cognugl cati on. devi ce requests access to the base
thin; (g6 commuRcatRRH WA as defined i n cl ai m 1, wherein

the deter mpati o @hphhér ﬂl‘éadabkli/aupfcoﬁ&%tl&?%gm% the base station
connection i s performed upon power up of the base

sicathe enlcag on¢hedermtahom: agred@fsl'mmedd thmttghautrﬂnle,shwlher ein

t he base sta ri ses.a user e
confi gur edp?cﬁfetc nF?:tg’F%n et Wor“ea}néi(si‘ﬁ at1Gast one node over the

BAYAMN oAt dcHBn ADEIGE a lrbiédé&n@uﬁ:@ |létélrho§rf thie@l@d]&l aln@gy. 10.
The nmethod as defined in claim9, wherein the base

station i sa kel offbagklmshtitierdsbelogriitter threghodd| | . 11.

The nmethod as defined in claim1, further conprising:

preventing transm ssion of all wreless signals from

t he base sTh¢ bgparahiens dd‘fﬁled&ﬁ efalfﬂlrledwthhlr&iﬂ thy af ddaktsorteOprocessor
et the predefined condit par atus for

Ecpfigpes ﬁ@ deterneki t8s ﬂaﬂl%fof éh%b%féhgltlaqonawtwfl {Brough at least one

paratus conprising: a nmenory storing instructions

execut abl e by a processor; and at |east one processor

conf i gur edd¢ternexmgub epdcket bmtecuﬂvity' ctage of othe dbackhduheconnection

nory .t determ ual it a backhaul
E%Wﬁ%‘%;ﬁe??ﬁseo%i‘%eaﬁlﬂt ]iﬁeeatg%@éo %/%qu on and at |east one
node Wi thi getthgn gﬁﬁ@&icﬁé‘ﬁth%gﬁﬁﬁt\éﬂﬁ% ba@k‘l?auﬂ)&@lﬁl%ﬂﬁon
transm ssion of at | east one wrel ess signal fromthe

base determining packet latency of the backhaul, and

determining a level of backhaul jitter.

15. The apparatus as defined in claim 12, wherein the determination of the
quality of the backhaul connection is initiated by one of the at least one processor in the

base station and the at least one node.

16. The apparatus as defined in claim 12, wherein the at least one node of the
communication network comprises at least one of a Femto Gateway, a Pico Gateway, an

Access Gateway, a mobility manager, and an AAA server.

17. The apparatus as defined in claim 12, wherein the at least one processor

is configured to determine of the quality of the backhaul connection periodically.



station when the determned quality fails to neet a
predefined condition.13. The apparatus as defined in
W@ L@omvb8] wherein the predefined condition i neCTIUE0H034740

| east one of packet connectivity of the backhau

connection to the at |east one node within the

comruni cati on networKk, packet”%hroughput of the

backhaul connection between the base station and the

at | eagt omMBc BPSieatuS addoMmedanuldaet Brhdred dt i¢aeuahppiocessor is

t hreshol d, packet | atency between the base station and .

eqidigared) toaaterpint iged ot Hie tygkihapnicshom iengyer ¢ wireless
e r C d, and a | evel

B R A DR BN IR, ool . 14

The apparatus as defined in claim12, wherein the at

| east  one ocessor is configured to determ ne. the

qual i 19 of Tt élénfaaé%%@ef%aﬂ iR EbeE 2 l _Sli?&hmﬁtat [@alsgne processor
RN@nfkircd8s QLR D hPREHE} o BRNRCEHA Eé(nn%h%daléﬁn $er up of
backhaul connection between the base station and the

e bagagtatiamne node, determi ning the packet throughput
of the backhaul connection, determ ning packet | atency
of the backhaul, and determ ning a | evel of backhau

jittep. 15Thd ispaptipdssdddfmedsn flgfoh M2 dvhdicialtRé BasbRtation comprises
wherein the determ nation of the quality of the

paerhasir degirgeronfigwreil dojcammuaicage pythoheorsmunpigatieq device using a
t rocessor in the base station and the at

%§§%¥t%%§mﬁé'e. 16. The apparatus as defined in claim

12, wherein the at | east one node of the comruni cati on

network conpri ses at | east one of a Fento Gat ewa

. . 7. a .
Pi co &ht ewh(S apirdpTassdetingd Bnelyim A0 npirein he bash éé@?r} is onc of a
pﬁgﬁﬁglgﬁ@aqq&y&ﬁr 17. The apparatus as defined in
C a|n15 , '

wherein the at | east one processor is
configured to determine of the quality of the backhau

connection_periodically.18. .The.apparatus as defi ned

1 ol Sm 130 GRgFinandcringd s CGHB Tpr BOEEHbieiab cast Sie processor
%Qﬁfth&%ﬁﬁgﬁr@d Q%r%”véﬂt Rah&nisEin S A Wi RS sigﬂaﬁs Reskiashse station
connecti on whenever a w rel ess communi cation device

whquthstdsteamowd sjutlity tfhids thasest degrrédsiined gondftien. appar at us
as defined in claim12, wherein the at | east one
processor

23. An apparatus for use in a communication system comprising:
means for determining a quality of a backhaul connection between the
base station and at least one node within the communication network; and
means for preventing transmission of at least one wireless signal from

the base station when the determined quality fails to meet a predefined condition.

24. The apparatus as defined in claim 23, wherein the predefined condition
includes at least one of

packet connectivity of the backhaul connection to the at least one node

within the communication network, packet throughput of the backhaul connection

between the base station and the at least one node is above a predetermined throughput

threshold, packet latency between the base station and the at least one node over the

backhaul connection is below a predetermined latency threshold, and a level of backhaul

jitter is below a jitter threshold.



is configured to determ ne of the quality of the

backhaul connection upon power up of the base station.
wQovThwsappar at us as defined in claim12, wheP&/HS1008034740

base station conprises an end user device configured

to communi cate with a conmuni cati on device using a

cellular technol ogy. 2 1. The“%pparatus as defined in

claim 20, wherein the base station is one of a Fento

cell and a Pico cell. 22. The apparatus as defined in

claim 12, wherein the at | east one processor is o

furthéd cohh¢ aRnesus & dafiwed it clevmy Adnvhespig fhemegns for determining

I | f - }O t
il R O R S e
condi ti on. d&3miAna ppekat ednnsctivaty stige of the dacldanikunaadtionrbetween

ystem conprisjng: nmeans for determning a quality of
%e%ﬁ%kﬂﬁﬂF“@@ﬁhégﬂﬁﬁﬁOﬁ%?%gen the base station and at

| east one gagening Higackd ehrbQEPARLFAE bAkHAGE Wah&otioRNd
means for preventing transmssion of at |east one

Wi rel ess sflgembing paaket latenbpetths batkhanl; whén t he
determined,qual.ity.fajls t et a predefined
condition.d%@?n*%ékaﬁbyﬁﬁ?ggﬁigh@éfined in claim 23,

wherein the predefined condition includes at | east one
of packet connectivity of the backhaul connection to

t he aB0. eadhe aprarsfogies dpfiidnintdhanme dhvrlireiatthe determination of the
i MOT, [ put. . nnec

e L5 RACELLL A SHRRN iy 85 SR PE LR Pasf UG e ettt

aloimelca predeterm ned t hroughput threshol d, packet

| at ency between the base station and the at | east one

node over the backhaul connection is below a

predeterm ned | atency threshold, and a |evel of

backhaul jitter is belowa jitter threshold.25. The

appar 21.us @he agfaratedas definbdimel2id 2 ivdreedin tiche lemstaor® node of the

for determning the quality of the backhaul connectjon
FRMBHRICFURIT BRIVD AP SR IEHEORR of P AT e fsecpiaionay. an

ALERE ChatWalYa floBliRy ﬁfanﬁé&@, DAk seRRpect i on between
the base sfation and the at | east one node; determ ne

t he packet throughput of the backhaul connection;
det er Dy e RS ‘éﬁﬁarétf‘}% & 8¥ﬁ196fd itnhc aipna%(, hvellljelréinﬁﬂg determination of the

quality of the backhaul connection is performed periodically.

29. The apparatus as defined in claim 23, wherein the determination of
quality of the backhaul connection is performed whenever a wireless communication

device requests access to the base station.

30. The apparatus as defined in claim 23, wherein the determination of the

quality of the backhaul connection is performed upon power up of the base station.

31.  The apparatus as defined in claim 23, wherein the base station comprises
an end user device configured to communicate with a wireless communication device

using a cellular technology.



determ ne a |l evel of backhaul jitter. 26. The

apparatus as defined in claim23, wherein the

waledoeneosnt i on of the quality of the backhaul PCT/US2009/034740
connection is initiated by one of the base station and

the at | east one node. 27. The apparatus as defined in
claim 23, wherein the at | east one node of the

comuni cation network conprises at | east one of a

Fent o3%:at eThy appardficss definedvayclaiain3 AGeiessin @as evaytatian is one of a
nobi I ity manager, and an AAA server. 28. The apparatus
Eemtgercilinad aiPicesdli m 23, wherein the determination of

the quality of the backhaul connection is perforned
periodically. 29. The apparatus as defined in claim

23, wBer ei fih¢ hppaetieadidstated an cefim@iamiheyeimthetiheans for preventing

backhaul caqnnection is rf orned whenever a wrel ess
Emfﬁ%p?&ﬁﬁa%oas %l%tgaﬁe‘ffgqrg 1B s staopna gadigured to prevent
ghahlion 30all THRIAP R AL Yo shdBdsk Redioh %l@n@{hﬁ’ggéﬂmned quality

wherein the determnation of the quality of

frals kdhengtt tho predcfinadlnconditioar f or med upon power up of the

base station. 31. The apparatus as defined in claim

23, wherein the base station conprises an end user

devi cg4 conhi gdhfidert ProgRIMMpPddRt Gorisehinda Whicet@Ssh for controlling
conmuni cati on device using a cellular technol ogy. 32.

trims g the ase gletiomdlp ¢amputeri pre@am pipdicé comphengase
station is one of E PLco cell. 33.

The appar at us agc%@?]iltggae%fi%q%:lmae?%%g?m ! Sgl}%i n the

means for preventi ngcddeafos Rhssn®B cdmpater lt@dsterite a quality of a
signal fromthe base statjon in configured to prevent,
P%cgh%}rh SUINSHIIQF bgfyeeq the) Bass ptiptniagdf#tolprsthangdode within the

84 Akl @<M%ﬁ&v& .determned quality fails to neet the
pfg%%ﬁﬁ%e congﬁ%?%n. 34. A conputer program product
for use in a base st aidedor tasingontamputemtg prevent transmission of at

ransm ssions. of the base station, the conputer . .
b S i 50 i R RS 3G STadoR SNt A< Qb @iefiscfeffo meet
£ BRREfASdI@ndfRde for causing a conputer to determne a
qual ity of a backhaul connection between the base
station and at | east one node wi thin the conmunication
netmngg;

aﬁlge computer program product as defined in claim 34, wherein the
predefined condition includes at least one of

packet connectivity of the backhaul connection to the at least one node
within the communication network, packet throughput of the backhaul connection
between the base station and the at least one node is above a predetermined throughput
threshold, packet latency between the base station and the at least one node over the
backhaul connection is below a predetermined latency threshold, and a level of backhaul

jitter is below a jitter threshold.

36.  The computer program product as defined in claim 34, wherein the code
for causing a computer to determine the quality of the backhaul connection includes
code for causing a computer to at least one of:

determine a packet connectivity state of the backhaul connection between
the base station and the at least one node,

determine the packet throughput of the backhaul connection,



code for causing a conputer to prevent transm ssion of
at |l east one wireless signal fromthe base station

wob@n/103087 det ermi ned quality fails to neet a pPEHESINBB4740

condition. 35. The conputer program product as defined

in claim34, wherein the predefined condition includes

at | east one of packet connec%hV|ty of the backhau
connection to the at | east one node within the

conmuni cat g@ernfigé paukist lapack f tht bacgbpuad of the

backhaul connection between the base station and the

at | east ofidcigBeajeychpfhaskhaubiififet er i ned t hr oughput

t hreshol d, packet |atency between the base station and

the at |east one node over the backhaul connection is

bel ow3a pr €hetcomputee chrb@henprodubir esldofinkd andlaaml Medvherein the
f backhaul |tte is. belowa jitter.threshol

%%%meaﬁm%fr hg r%‘@ fﬁF%&a&haaécqa@F?tw@dlS lﬂltleteg %0@3 of the base
Waes eI thb st 62498ns REgcCausi ng a conputer to determ ne

the quality of the backhaul connection includes code

for causing a conputer to at | east one of: detern1ne a

packe con ctiV|t st at e of C conn n .

et wodh 1 noibaEbus B Ryt S Eef B3 SRETGuaRrein the a
patesnd ﬁ@dé Re Rk Bimuni0e8 Rk okl cd ?13&@0‘{1 hi@addt one of a Femto
connecti on, determ ne packet |atency of the backhau

GRWAE 2Piep Kitewdye g ACedss GhatdwRAuL mjobilite mangger, apgen AAA server.
comput er program product as defined in claim 34,

wherein the determination of the quality of the

backhaal coha Qﬁtﬂpﬁﬂzr ifgogramt paldack hd defikedoin chemb®gewherein the
station and the at |east aone node. 38. The conputer.
PHEGHAHPr G quadisy alihe hackhaw conaggtiongs pmv@fi Refipically.

| east one node of the conmuni cati on network conprises

at |l east one of a Fento Gateway, a Pico Gateway, an
Acces$0.Gat @hﬂypn@utmhjrbgmm peidagens daﬁniedain ARdms®t, veherein the
39. The. co utgr E{@gran1 gduct as def|F n claim
ofernyipation; f qUueltyy fhefkhau ﬁorg)fec‘rtupfblsdt% B\fheflﬁvgr a wireless
BRRHNAKA L GPRRRR L Qs Is SicRES tPhEBEsR@tiond Ca| l'y. 40. The
comput er program product as defined in claim 34,

wherein the determi nation of quality of the backhau

conneg I.I one cg%rp{l 2k %?odgr‘éﬁeﬂ%‘éﬁ& as \gle{inede in claim 34, wherein the
determination of the quality of the backhaul connection is performed upon power up of

the base station.

42. The computer program product as defined in claim 34, wherein the base
station comprises an end user device configured to communicate with a wireless

communication device using a cellular technology.

43. The computer program product as defined in claim 42, wherein the base

station is one of a Femto cell and a Pico cell.



comuni cation device requests access to the base
station. 41. The conputer program product as defined

WO poogheserT 34, wherein the determ nation of thePQUEb1009/034740
of the backhaul connection is perfornmed upon power up
of the base station. 42. The conputer program product
as defined in claim 34, wher en the base station
conprises an end user device configured to comrunicate
with a wirel ess communi cati on device using a cellular
technol ogy. 43. The conputer program product  as
def i né# i nThe¢ sPmpuEr piges®i Moduré palsdined i ickimi X dhe computer-
f il co cell.44. The conputer
%rag%)rlé;%ggﬁlggﬁﬁhegs ellsl?ﬂ#gd in claim34, the
conput er r eastizbfee ¢mdingma fcompher tegnpvdnsittmsmoeda 6oOall wircless
causi ng a . cqonputer. to prevent transm ssiqn of all
sighal d0g dedrar stafion Mhen S e e uifal toiaoct the predefined
gdsigeidn ned quality fails to nmeet the predefined
condi t1on.



