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The present invention relates generally to security nmanagenment for wreless

devices and nore particularly to creating a secure, net wor k
for securely transm tting informat i_oln_ anong wirel ESJEIM mwuwwmmmj creating
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I nvention The proliferation of wireless devices in conputer networks has
created a significant problemin the synchronization and secure
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and send e- nail. To connect to the office or other networks requires
speci al hardware (such as adapter cards having transm ssi on nmechani sns)
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herein as ' Bluetooth proposes the incorporation of a small, inexpensive
radi o i magingwevicesrobi | e device. Since this radio is designed to a
standard, the nobile device and radi o conbi nati on can then be optim zed to
reduce interference. The optim zation is feasible since there is a commn
wi r el esBgukeiaa@ of thephedmivned in a single radio frequency band, rather

than the nmultitude of optjonal . device [ di t l. 0Qj [
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smal |, | ous1aWar @e s AcHrBnikstidn 4rRNeLdre BeréinfibdtioUsf @Vided. Blosimigless or chi p
that wiI'l comunicate with other 'Bluetooth' enabled products. The

devices today are digital, using radio waves to communicate. A typical professional

utilizing wireless devices today has a pager which receives digital messages, a digital

cellular phone and a notebook computer with a wireless modem to retrieve and send e-

mail. To connect to the office or other networks requires special hardware (such as

adapter cards having transmission mechanisms) designed to connect to a wide-area or

local-area network, which will then allow wire line access to the resources that the

professional worker is accustomed to accessing.

; A standard has been proposed for the merger of mobile communications with mobile
computing. This standard, referred to herein as 'Bluetooth', proposes the incorporation
of a small, inexpensive radio into every mobile device. Since this radio is designed to a
standard, the mobile device and radio combination can then be optimized to reduce
interference. The optimization is feasible since there is a common wireless protocol
implemented in a single radio frequency band, rather than the multitude of optional
devices using diverse technologies in various radio frequency bands available for
wireless access today. The small, low-powered radio is intended for distribution in a
module or chip that will communicate with other ‘Bluetooth' enabled products. The
Bluetooth standard is defining the communications between two selected devices and/or
multiple selected devices. Further information regarding the Bluetooth standard is

available at their web site at http://www. bluetooth. com.

YV VIV VA

N— AR

*ONANNA




Bl uet oot h standard is defining the conmuni cati ons between two sel ected
devices and/or multiple selected devices. Further information regqr:p_,mmus
the Bluetooth standard is available at their web site at http://ww.

bl uetooth. com VWWHG [R\I|iboo] 88554. doc:sxh *-nnnn'). 2 3 JUN 2006 2
{ The standard currently defines the use of an available, unlicensed 2. 4Gz
radi o band that can support both voi€2-and data exchange. While nunerous
comonl y agreed-upon radio frequencies would work, this particular portion

of the radio spectrumap rs to be avail vvorldvmdef r
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of up to 21 K ps for asymmetrical asynchronous data transm ssion, or up
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dat a chan tot II|n rate lCOC .are
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the devi c@§nchrditis QE@QfdcnblﬁﬁTsioﬁnoﬂlﬂ toWhrek h@ch@ﬂdu@@ﬂdbpkrvo\%d’ ¢Hafifiels,dgvi ces to
connect into what we will term a“piconet”"or "picocell". The p| coceII S

just a prepsibizatiop qfr weireraneé datsy chappelp yotaHmgsss thannl Mbpscepalol gl Bifes
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- communication speeds will increase as the technology advances. Because Bluetooth

uses frequency-hopping, several uncoordinated picocells can coexist within radio

proximity of each other.

While this specification describes a major leap in the ability of devices to interact, there
is still a significant problem with the establishment of secure channels for the devices.
The specification allows the hand held or wireless devices to connect into what we will
term a"piconet"or "picocell". The picocell is just a physically proximate (or small)
network. This piconet replaces cables for interconnecting physically proximate devices
(within the above-described radio range). An 'access point' (or wireless device) with a
Bluetooth radio can attach a picocell to an enterprise LAN or WAN. Deploying these

new devices in an enterprise uncovers several unique security and management issues.

Prior art in this area, such as the above specification, defines methods for authentication
and encryption at the baseband (physical) layer of the device, but these methods have
heretofore-unrecognized limitations, which will be analyzed below. All of the prior-art
methods that will be described have the goal of securely providing a secret
cryptographic key to both devices that is then used with suitable cryptographic means to

perform authentication and encryption. These methods differ as to the manner in which
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(within the above-described radio range). An 'access point' (or wreless
device) with a Bluetooth radio can attach a picocell to an enterfJ9gN i
or WAN. Depl oying these new devices in an enterprise uncovers several

uni que security and managenment issues. Prior art in this area, such as the
above specification, defines net hods_éc_)r aut hentication and encryption at
t he baseband (physical) |ayer of the device, but these nethods have

her et of or e-unrecogni zed Iimtations, which will be analyzed below. Al of
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providing a Secret cryptiographic key to both devices that is then used
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manuf act ure. rawback of "such a policy of key reuse is
t hat ‘t henswe be bhiyedawith ottt denicestikatwedivet haliffevontdeevmersnt key pletheréimemt.
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communications in the intended RF spectrum can penetrate sight-barriers such as

buildings and walls.

A second method often described, slightly more secure than the first, might be
appropriate for two devices that are to be exclusively paired with one another on a long-
term basis, such as a personal computer and its wireless mouse, or a cellular telephone
and its wireless telephone headset. This method requires both devices to be provided
with the same string called a "PIN". The PIN may be provided by the manufacturer, or
entered at each device by a user. The prior art defines how the PIN is combined with
certain known, fixed data and certain ephemeral data to generate a secret key that is
subsequently used for authentication and encryption. The precise details of how that
occurs are not important here. Both devices wishing to create a long-term "pairing"
relationship store the key associated with the paired device. The PIN that was used to

generate the key is no longer needed, and can either be kept or discarded.

This stored key is then reused anytime the paired devices wish to communicate

securely. If a device changes ownership, it is possible to delete the prior key, enter a
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term basis, such as a personal conputer and its wirel ess nouse, or a
cellular telephone and its wireless tel ephone headset. This nethoﬂSJUszﬁ
requires both devices to be provided wth the sane string called a "PIN".
The PIN may be provided by the manufacturer, or entered at each device by
a user. The prior art defines how the PN is conbined with certain known,
fi xed data and certain epheneral data to generate a secret key that is

subseque used for, .aut entl ati o d enc tian. The s of
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ownership, It elete the prior key, enter a [R\I
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eavesdr oph®Hses fBietpst RN e hoisierises JB?H’HONQ the tansAstem: T %\?5\}15 CTSB he

prior art rge%ﬁtetﬁek%p % %sédofor raMerPcXﬁ&?&dt QRtypiiba ol @e tlahstioadah
ot her onIy or the durati o a single transaction or data exchange In
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and the @Mce@i&xad@'b&fd@dso@idt@ﬁhdﬁh&rtransactl on. If the two devices wish to
do another transaction sonetine in the future, both nust be configured
with a PIN again, a process that is burdensone to the user. In a

| ess- secuy€, MaldedlideQarifior H fist third cheRidN@devide §8Mk 1R BINOIrESssbddigion! WNth Bn
association wth an identifier for the partner device, but deletes the key

after usedentifies far the pareer demiseskuraleltay thokenalieruseofhunitcienses ghssame PRE
same. part feley Bl HRNREALES with HE WS orie] YE RRGHes SORUNIERURTS cach

sessi on. i nproves up é security of secon

by changidagnrhiigcdieyus Sessignie The vhird hethod improvesgipbh ¢hedherarity o thef sewndsncthad a

third parl;[yyclfa(rjlgfng the key frequently, thus limiting the duration of time that a third party could
violate security if it is successful in learning the PIN and eavesdropping during the pairing

flows.

A fourth method known in the prior art is to request baseband authentication and encryption,
but to generate a key for each new communications session using a zero-length PIN. This
method might be chosen by a manufacturer who wants their product to work immediately
upon removal from the shipping box, without any configuration by the user, and wants to
provide a minimal level of security. The drawbacks of this approach are similar to those of the
third method, in that any third party who knows that a zero-length PIN is in use could
cavesdrop on the pairing flows and learn the secret key, enabling it to impersonate another

device and/or eavesdrop on encrypted communications.

German Patent DE 197 30 301 C discloses a method for the mutual authentication of

components in a network by means of the challenge-response method. A network requests a
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violate security if it is successful in learning the PIN and eaves?igqp@iia[%
during the pairing flows. A fourth nmethod known in the prior art

request baseband aut hentication and encryption, but to generate a key for
each new conmuni cati ons session using a zero-length PIN. This nmethod m ght
be chosen by a manufacturer who wants their product to work i medi ately
upon renoval fromthe shipping box, w thout any configuration by the user,
and wants ide | I
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network i1mmediately to transmt response 2 to the nobile station. US
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[ R\ LI BPP] 03649. doc: AVC 2 3 JUN 2006 5 Clearly a nethod that obtaizg.hﬂf
key through a non-secure exchange has sone potential for inpersonat Mot
eavesdroppi ng. Current art suggests verbally telling another person the
key or PIN nunber, or delivering it on a piece of paper or via e-mail, so
that the secret may be entered on each device by that device's user. I[f
this verbal, paper, or e- nail exchahéé is observed by a third party, the
secret may be conprom sed. A slight inprovenent is to restrict know edge
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areater dpdoLHRRLIS Gget bfafed o Bt S et JeS R above
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unusabl e for nobile conputers in an enterr;l)_ri se environnent. An exanple of
1

such a Seekrphd caidritcel aepybhe pbrerysdduenthird pary. wah jas byhesiee prifdegure 5.
| n P our e, R AL FuofilaSlidl Sendthitel ik K9 ot SalP BORARATal Ghesds¥iBh !

enterpri A second server i's connected to Irst server
301 over tranddéfidransinglaghececaindue txatiangednivi ent inssvatd yatueer ds kdhe 8R4t mdler el ess
devi ces such as a . wrel ess .notebook cqnmputer 315 can gonnect Wth a

Wi r el esssSesEedEt pEll sEbieH torHmpssprationgng cayesdrapping shauld ggpplidonsythirg) so send

i nformat | i r i I r.afhgr an
transm t Py P Rab g P T e A b e T e R T s
convent i sstathowMarquitesnihe ceoreectleaty topdlicgnsirrdusinigethie nfeoretrettas on greatérhe
printer 313@%8Another sc%nﬁrio depi ct ed ig Figure 3 includes a wreless

not ebookPRiGhAl CXPosBERthan if the secrl (FEVEFFUSSnd a pager 305. In this scenario,

all three devices could communicate such that the tel ephone 307 or pager

305 coul d send nessages to the notebook conputer
The above described prior-art security methods are inadequate, burdensome, and

unusable for mobile computers in an enterprise environment. An example of such a

scenario addressed by the present invention is shown in Figure 5.

In Figure 5 there exists a server 301 that is connected to a typical enterprise LAN 303.
* A second server 311 is connected to the first server 301 over a WAN and also
| connected, conventionally to a LAN 321. Wireless devices such as a wireless notebook
computer 315 can connect with a wireless access point on the server 311. The wireless
device can also send information over the air waves to a printer 313 directly (rather than
transmitting the information to the server 311 and having the server use a conventional

wire line connection to transmit the information to the printer 313).

Another scenario depicted in Figure 3 includes a wireless notebook computer 309, a
telephone 307, and a pager 305. In this scenario, all three devices could communicate
such that the telephone 307 or pager 305 could send messages to the notebook computer
319 for logging on the disk of the notebook computer 309. A realistic example of this in

the business world might be where someone is in a meeting and awaiting the arrival of
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319 for logging on the disk of the notebook computer 309. A reali?tR@N
exanple of this in the business world m ght be where soneone is ﬁ 2006
nmeeting and awaiting the arrival of [R\liboo] 88554. doc:sxh 2 3 JUN 2006
6 some urgent e-mail. The system could be set-up such that when new e- nai
arrived at the notebook conputer 309 (either over a cellular nodem or over
a LAN attached to the notebook conpuéer via a piconet), the subject or
sender of the e-mail would be sent fromthe notebook conputer 309 to the
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Anot her useful scenario m ght be where a facsim | e machine 317 had a

wi r el essnotebankeeamprer; a2 Pisoratbdhe sWhipnitasrsendey of the erhaif ok bessntof t he
not eb OOkfr&?l !19 nHEeb%&kzgc%néﬁlngr }Ugﬂl‘c’;:ulé ﬁ%@hg(‘% 8'?&!? %1@5‘1%\9%&&@&%&}1@% jo t he

fax machi ne ers wt aving to-plug and

unpl ug ceibkss ahd @ﬁspﬂd}ethmhedsage:oqmwﬁaerv,elwrtheacmepsteacmﬂérdxﬂrthakwmd*leslsas a
connection to the printer. The connection 1&9 be made wi relessly

di r ect | ytelgphaeend, H@naaﬁ%zswp%hﬂwapn 3935 alfedl T PAEBIEEA hmhi ne 317,
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hone is provided with a wireless transceiver, such that all type of
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scenario. "Enterprise"” as used here refers to a very |large-scale conputer
installation or network, such as is typically deployed by very |arge

gﬁp@g;;gga & tl%rgﬁgﬁl% ?‘%eingﬂé iVihbret NOIARDT e BrABSE edspeef i MeURaRIR Of
provided with a wireless transceiver, such that all type of devices in the home--such as
personal computers, telephone handsets, television receivers, video recorders, audio
spéakers and audio recorders --can access the wire line network by means of a wireless

connection.

! This offers a great convenience to users in that devices can easily be added or moved
without the inconvenience and expense of cables or in-premises wiring. It is also
desirable from the manufacturer or service provider's point of view, since it allows for

the consolidation of multiple services in a single physical access device.

The problem that the prior art fails to address becomes extremely apparent when one
considers an enterprise scenario. "Enterprise" as used here refers to a very large-scale
computer installation or network, such as is typically deployed by very large companies
or organizations with thousands to hundreds of thousands of employees. Due to their
sheer size or because they are active in several geographical locations, enterprises often
have numerous smaller sites and/or large campuses housing thousands of employees.

Such sites and campuses are generally interconnected by networking facilities such that
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sheer size or because they are active in several geographical |ocations,
enterprises often have nunerous snaller sites and/or |arge canpuggsy 2008
housi ng t housands of enployees. Such sites and canpuses are generally

i nterconnected by networking facilities such that [R\ iboo] 88554. doc: sxh 2
3 JUN 2006 7 an enployee travelling fromone site to another can gain
access to application programs, resodrces, databases, and other conputer
facilities needed to do their job at any conpany |ocation. In an
enterprise SCfnario housands t@ hund@gds-ofﬂthousqnds ftusers will roam
anmong  s@/EPRIOYELTEE f8 OB ST PAUOTSE P31 " AiFR R LRP YRR BLOE WL

Wi shing teQo@Bey) efatabat¥s! @h&Ssthet bd}n%ﬂeﬂ“ﬂwﬂ@ti‘d@eﬂeeﬁgd hecddrandierots it Sever al

devi ces throughout a given day. "Roant as used here refers to a user

physi cal tgmpasyileeptionnsel f and his nobile device containing a radio nodule
fromone |l ocation to another. Because of the personal conmputer's nulti
functional character (i. e. a PCusually runs nany different prograns that
exchangerdaf entwplibe sRANidliHbhamasto Rnkéasfitbasandschl wWeniviisoan dariagl f of
many different users), a personal conputer user's security needs run the
ganut fresvewbripl boasapds mfy sites eeprvéng otieglesy doviees.egachyiignng (e t grapect

conpl i C%%%lesgrrglﬁﬁ &h @nggseqogr%}{wHﬁbxerdtsSs%%lgﬁseﬁée@.ttﬁfoag%%{aea;] @g%n Ihgfhnol ogy

provi des 'seve enment security policies,
sat i sf actRayn'f &ruselhihsreerefees pr & aser phptiedty. mbeing ismsedk amnd hie méitelehdmvicany of
t he previ ous,l%-gdes ribed art can be used by a network admnistrator to

limt act@¥aning agadjgmpdule fram ogglocatian OANOHhe per manent|y paired with one

~anot her by the manufacturer, but this is inflexible and prevents a device
from having nultiple communication part ners. 2. Devices could have

| ong- t er Begase phtherfersnabomhpysr'swnuhi Bipeidérfal choadter (idevd E€sysualfprunexanpl e
by enterin .common PIN at. bot h devi ces, fromwhi.ch a key.could b

o eat eq TORY QG EGe PR o L xghatger FE i AR Ry PRELieh
conmuNi CAdViQR hESshalTbf mBRSHidREent |ﬂ§er|§i}: AWRAGHG! BEEMiteUSdey's kécubiednedddi S
policy does not neet the needs of a PCto have different |evels of

securi t yrunothe giamue fient caraphaighl weirustsd toaietatlyrisistadd Whichaethier emplicaiest er ent
transact e ﬁyptteb%uﬁ?rﬁ%sa%eh%?a[te—of—the—art technology provides several ways to

implement security policies, but none is satisfactory for this enterprise context. Let us
examine whether any of the previously-described art can be used by a network

administrator to limit access to a network.

1. Devices could be permanently paired with one another by the manufacturer, but
| ) this is inflexible and prevents a device from having multiple communication partners.
2. Devices could have long-term pairing relationships with specific other devices,

for example by entering a common PIN at both devices, from which a key could be
created for storage and reuse, or a fresh key generated for each communication session.
Besides the drawbacks previously listed, this policy does not meet the needs of a PC to
have different levels of security for different communication partners and, indeed, for

different transactions with the same partner.
3. The administrator could configure all network access points with the same PIN,
then provide the PIN to all possible mobile computer users that are allowed access. This

minimizes the administrator's configuration effort since there is only one PIN to set up
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3. The adm nistrator could configure all network access points with the
sane PIN, then provide the PINto all possible nobile conputer Q%ertﬁv Ed’dg&t
are allowed access. This mnimzes the admnistrator's confi guratllj)
effort since there is only one PINto set up [R\Iliboo]88554. doc:sxh 2 3
JUN 2006 -8 (albeit at multiple acce§§ points), and allows a
properly-configured PC to roam anywhere in the enterprise and gain access
t hrough any access point, but if the secret PIN.is conprom sed, the

mal i ci ouéali;ﬁi ral Paltple eeeasy Reity, Adeallows aapropgdreenfigisehtRC tpf roagn

aut hori Z%EM?HBE ol e Hbbisd B g@g&%&;&ﬁa tﬁn%ﬁé}? aﬂllf altBs$poit WY if @e rs§¥8i<re hi's

access. S schenme |1 s unacce ecause I's sO I Asecure. he

adm ni st IPANGS caapitothigwdn fHegualei@sahird phmp céuld gamsscemitoill accgs pomtoif access
points with differ e@iy Pl N %‘hen rovide the PINs of certgi g access points
to cert ai*h WHPOEZeGLFMBIOYRG AT GOBPANY: |tReTs IS TR SHDHBRY LetFVpKS BSrAcreEr ns a

PIN, he aRif\$hahéaSihat@pbkieclse iBE§ERRefiRNtS. Managing lists of PINs at
nuner ous nobile conputers becomes difficult. Revoking a user's access

privileges is difficult if the user retains the access device. The

admi ni st yat or ﬁg;éhf?xirﬁ&?%@fnohﬂﬁ%&a‘ﬁ%ﬁéegeagﬂh%rf hé\&eEQP&ﬁ{ or¥¥to 95%&(}3@ zed

user, but this orces aut horiz users to si nultaneous te their
conf i gur abintnwith kidiffdrent PANrihen ptavadcothe \RENS sf teotaadatcassipeints &t cootiala BCCess

point with a new PIN, | author.ized users e notified and nust
Cpdat e 't REpmpesd ety opmmpulipradEssct Budr Bhe B S3dspesof aaektas
points, @eceds pélHfsi Manhgiay bts of PINH dtfdusidrdus BRI donguldrS b8ORRRRIIffRult.
unwor kable. 5. The adm nistrator could assign a unique PIN to each nobile

PC, and &siiekipgpasersiaseess grivaesen ot diziaenlrif the wger sgpans theccagss dgwicpolhi s.
Ma i Pfficult.. | ' ' | . the
Vel R I ek gl B8 5% T BRI kB B LY,

devi ces $oro&e aldgithoondl useesaoy simudthnddRslyr apdadedhéie Sndigbrafiohar Ifethenunber
of PINs. If the lists contain subsets of users, then a user's ability to
roamis Pfmmigetorwanks tpsadd 3 sew ngifedk gecose poapbWithtaheevw FRNnal aythedzednas to

update i P§&£ Whist 80 rdlifdd lan(? %LﬁYﬂP&até“Eﬁe‘?xs PCSPRINES -2 JJV%}- %85@5 'P?cﬁg%érent
rel atively secure, except that if a person gal nsknow edge o e
groups of access points, e. g. during travel, is difficult. Clearly this scheme is

unworkable.

5. The administrator could assign a unique PIN to each mobile PC, and configure
lists of authorized PINs at specific access points. Management is even more difficult. If
the lists include all users, they may become unmanageably long, and also add to the cost
y of the access point devices since additional memory must be provided to store a large

number of PINs.

If the lists contain subsets of users, then a user's ability to roam is limited. If a user is
added or removed, the administrator has to update information at all relevant access
points. This method is relatively secure, except that if a person gains knowledge of the
access lists configured at any access point, he could gain access to multiple access

points by impersonating another device or misappropriating another user's PIN.

As is apparent from the foregoing, short-range wireless mobility presents a significant
security challenge to enterprise network administrators.

This is addressed by the present invention.



access lists configured at any access point, he could gain access to

mul tiple access points by inpersonating another device or nisappﬂdpyWaFMpg
anot her user's PIN. As is apparent fromthe foregoing, short-range wreless
nobility presents a significant security challenge to enterprise network
adm nistrators. This is addressed by the present invention. 2 3 JUN 2006 9
Di scl osure of the Invention The present invention allows the use of

wi rel ess devices containing a radio nodule to connect in a secure manner
usi ng di ﬁiistc?dsupee&t. 1; fodSfm The present invention does not require nanual
entry of—user-rde%?r;-ersr—passmords, or cryptographic keys. The present
invention also allows for efficient adm nistration of secure devices
within a r.i W t (NG it I i N ' ver head
For i ni ¢ 14 PLAS bRt plIB vy R AR AE dag e Bl SHIA) W e
product taineetihhsadure atanndr,ustgaligiedl vertidiemes.at i ng and exchangi ng an
epheneral cryptographic key for encryption, and a neans of perform ng and
adm ni stering discrete access control in an enterprise, while elimnating

the infl ‘fﬁ@.’e Ei’éséﬁtXnQJntiBﬁ %’oEQﬂét&Qﬂ?iﬁﬂnﬁﬁﬁﬂ%ﬂ clﬁﬂgel"%ehﬁﬁérﬁ%géxo&d&%

security posures assocl ate al entry, storage, and/or reuse
of secr etiyptogrdpbfc BesciThptpresantoinventonDilswiallgss Toe effivienh admmistidtiondw be
descri bed, by way of exanple only, with reference o the acco nyi ng

dr i ngs SECHEF TR i BUCTaR Jiso e e g1 R SEVABUR v Beteen
nobi | e deyiigigamsibdiHenieedeed radio nodul e and an administration server.
Figure 3 depicts initialization flows for nobile devices with sufficient

-conputing power to generate their own public/private key pairs. Figure 4

depicts ossi bl e authentication flow.in th referr . di of the
pr esent ﬁn eéﬁ??egn? rﬁ%éﬁ(ﬁeap@a{a usaa%%lgg%gtm%f Iglrg(c;héétirrgre?[urtllgé[ii‘\t/\llg‘Jirq%)%f r?gﬁiﬁ%lg h the
present péneediing@Ad BRdhalging iafRpBéRE by ptographic key for encryption, and a means

of performing and administering discrete access control in an enterprise, while
eliminating the inflexibility of pre-configured secrets, and while reducing the security

exposures associated with the manual entry, storage, and/or reuse of secrets.

Brief Description of the Drawings

The invention will now be described, by way of example only, with reference to the
accompanying drawings, in which:
Figures 1 and 2 depict typical setup flows between a mobile device with imbedded radio

module and an administration server.

Figure 3 depicts initialization flows for mobile devices with sufficient computing power

to generate their own public/private key pairs.

Figure 4 depicts a possible authentication flow in the preferred embodiment of the

present invention.

Figure 5 is a subset of a sample network in which the present invention may be

implemented

Figure 6 is an exemplary device certificate layout.
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Figure 6 is an exenplary device certificate layout. [R\1iboo] H 006
88554. doc: sxh 2 3 JUN 2006 -10- Figure 7 depicts the flows for centra |se£
access control. Figure 8 depicts the flows for access control using a

di sconnected node. Figure 9 depicts the pairing of consuner devices using
device certificates. Detailed Descrjﬂ%jon of the Invention Enbodi nent The
preferred enbodi nent of the present 1hvention is presented to provide
sufficient enabling information such that the reader may inplement the
present Fgg\ré?é"? Hé}ﬂcts kte AIGwRE cerlIBRSEd 4c@edsicBhirol0r restrict the invention in
any way. e designers of the Bluetooth specification have not prohibited
performng authentication and encryption at the baseband (or physical)

| ayer, but cu r.ent ods. for ini li.zi ng. such a ntlcatlon and
ensrypt | Breofoy B BElimos «Eiest olraPhafs £ PR REBIAE comput or <
especially in an enterprise context. There is, as yet, significant
confusion as to how to inplenent security (i. e., authentication,

encrypt i Bigure? dendets theqraning of conepmdraleriges valng devidemqrtdficatdse sanme)
efficiently in an enterprlse The present nethodol ogy of defining who can
interact with whom and which 'shared secrets' (such as PIN nunbers,

crypt ogr pehiiled IR%Erip &1L of theiIhvedtonE@Bollim@acur e t he connections between
speci fic devices, users, applications and groups does not yet exist. In
enterprise situations, mhlch the majority of the specification is targeted
t owar ds, Thégrefatrabt@bodimeneoithict preRac diREti@N Y pRRbitedRCProgflel Jugidielan as
wel |l as each device may require a different |evel of securjity, requiring
the abi | pRapling nbfplrrleﬁnoalwféﬂ@hthemﬂér gagAmplegent the proseptdBE@RIonNS hendf t he

Conte”plﬁk%ﬂtéﬁhﬁﬁ&9@&n&%ﬁ9nﬁ%mﬁﬂﬁB%§& Wejes of entering a PIN before each
or

transaction and never storin crypt ographi ¢ key, or using the
same stored PIN or crypt ographl c key repeatedly for all transactions, is

acceptab A. m dpoi_nt, securit n of generatin hemer new
o o Tty AP S e SRS, SRR GBh FET qutsp?ﬂb‘i@@ptpgﬁjpamgsso si nce
anyone V‘@lﬁhé‘rﬂfé&\ﬁ“’or{ 5&1%1 Sl AR d?@ﬁeeﬂés'e@dﬂdy or Eﬁ?d’iai eI”%Wc &dr?éﬁt e RYhJ¥

eavesdropping on the pairting flows. doc: sxh
for initializing such authentication and encryptlon have unacceptable characteristics for

mobile computers especially in an enterprise context. There is, as yet, significant
confusion as to how to implement security (i. e., authentication, encryption, access
control, and the administration of the same) efficiently in an enterprise. The present
methodology of defining who can interact with whom and which 'shared secrets' (such
as PIN numbers, cryptographic keys, etc.) will be used to secure the connections

| between specific devices, users, applications and groups does not yet exist.

In enterprise situations, which the majority of the specification is targeted towards, the
problem of security becomes enormous. Each application as well as each device may
require a different level of security, requiring the ability to allow different levels of
security accesses. None of the contemplated solutions such as the extremes of entering a
PIN before each transaction and never storing the PIN or cryptographic key, or using
the same stored PIN or cryptographic key repeatedly for all transactions, is acceptable.
A midpoint security option of generating ephemeral new cryptographic keys on the fly
from a stored PIN is unacceptable also since anyone who knows the PIN can potentially

learn the new link key by eavesdropping on the pairing flows.
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2 3 JUN 2006 -11 The present invention solves this and other problersg fq 2
securely comunicating in a wreless environnment, as well as potentia A{/ 06
ot her environnments. The present invention is no way limted to the present
inpl enentation. It is equally applicable to any nobile environnent where
devices are frequently accessing othe Q_devices and require a secure form
of identification or authentication, nmet hod to securely generate and
exchange cryptographic keys which can be used for encryption and ot her

pur poses”l‘h@?f’es@ntrﬁ'ﬁ%}ﬁgn Blved i ahb Suiek Xr@olerﬂ?'bf g@c‘ﬁ'r#l?rcoﬁﬁﬂun‘l’c%ﬁﬁ g iff@r group,
per application, or per transaction) ccess contr including'the ability
to add, m\ewssaemnromha:ngas a'mhleasspomentmlly etes envitnpmes. é’lhrs@desemmm«:mm of the

resent {|nventi volves a conbj natjon certi f| associ d with
Do o it Ao pk Dt (b preSrE anplsmonton I i Erply apE SR Ra R ot o 1

at | east e@l%ﬁleﬁ?“ﬁh%’ﬁe'vfc'e§ﬁre4@§q%ntﬁl SlRUisHRy Stheudvides ls8y réfie.a fbgkean area
for optional data 4020. In addition the Ereferred enbodi nent of the present
i nvent i oforimobidentfication rmrranthoptieationn p Seethedi taasesuzaly gonarpigl andagxsbangs. I n the

prior art ert flcate ave been.associ a el
Dol car PimioEabis Sk g, R RoREh RSN att Slhet BEpO o £y
certificegf alsweteh(ll ks wdmp%eldum pdi' gréad, epdt Eapplic aivnyver st a*ansaamsrg
wor kst ati on on sorret such as a smart card and the certificate

i denti fi e@esmntrgbrlm(lwdm theiabdine taasd, trapkryon dhangg aegssarivilegesuser who
controlled its use). The verification and validation of the certificate
was done through TCP/IP flows between the conmunicating devices. The
present ThyepreieaRdt egbddisnesO Wbl 88 pRegent Civbntidrcdhivwlvdst i thebidenéicenf or nore
speci fical | %rgwr th the radio nodul e contained.in the evi ce, ose_uni que

i dent i fi egrtifigates @spogiatedn with opserss ?%datd@wg% PtiECH e s $103 HrfaeWP ber r ed

embodi me éne ueyt Oftdh 86 Te‘&Et 4 BAAN | RAASSI(H0S 2 JeFigbt 'pﬁbl‘?@k@y o1 L3 afevi ce
cont ai n| proposed radi o nodul e. The exenplary certificate described

cont ai nsaltehlefor aptipoa’ @atmrﬁOQOehﬂ,&ddltlbnltEEE)réfmeﬂ cateidersent( of theoprglserdny
unlque identifier could ed eff v t he device's public
key, a vHIVERfiqrinyely F%‘Hce“g'ﬁﬁyﬁ P’é‘ﬁ%?@ efs‘r%mL *’égtr%%f. cate Authority. In

t he preferred enbodi nent of the present invention, the device identifier
is stored in the certificate's "subject” field. Each device al so has
associ at butheygriay art, cedifisatss ihevk boen psociated Wity ysepnpr highdevel pppligatiorey bei ng

the Sarmpx%'épgrﬁs, nEWits HQHEL. Hence, a user could take a certificate with its corresponding

private key from workstation to workstation on something such as a smart card and the

certificate identified the user (the private key being the proxy of the user who controlled
its use). The verification and validation of the certificate was done through TCP/IP
flows between the communicating devices. The present invention tightly couples the
certificate with the device, or more specifically with the radio module contained in the

device, whose unique identifier is used as the certificate's unique identifier.

The preferred embodiment of the present invention assigns a certificate to each device
containing the proposed radio module. The exemplary certificate deseribed contains the
device's unique 48-bit IEEE (MAC) address (although any unique identifier could be
used equally effectively), the device's public key, a validity period, and a signature from
a Certificate Authority. In the preferred embodiment of the present invention, the device
identifier is stored in the certificate's "subject" field. Each device also has associated
with it (a public key, private key) pair, said public key being the same public key stored

in the above-mentioned certificate. The device must also acquire the root Certificate
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in the above-nentioned certificate. The device nust also acquire tRg fppjp
Certificate [R Vi boo] 88554. doc:sxh 2 3 JUN 2006 - 12 Authority's public &é@
or the public key of a Certificate Authority in the chain authorization
chain (herein after referred to as the CA's public key) so that it can
verify the authenticity of certificates received from other devices. The
signature of the Certificate Aut hori! y indicates that the association

bet ween device identifier and the public key in the device certificate can

be trust [ reifi hoy | IS KDOHD st.e public
key of t‘ﬁ'gth_&rét_rytsi ﬁ?"gf‘ft Eé%%u(%ﬁ%l?i ﬁbﬁﬁgsfgé ség %o verl eyappgg&g?gﬁag] tfr gﬁ%? ot her
devi fe Oﬁﬁ}}]drleaﬁ@i &’f?l-ir_l ﬁé‘eﬁéiﬁ afed Ile(fjdmdm ab (tjhet(DA'sfliubliquf) dspgbdtiit:ezkegerify
cryptography, a public key can decrypt data encrypted by the carresponding
private tlagy@u“miaﬁ S afaryy 1eatesy Ffiﬁéltvég kfé?,‘?c‘étﬁeldéiéwy‘?ﬁ The signates fgtt@ﬁ by the
correspondi. key i | . . a a may be
signed b eljggrg}pa@tgtl r%féocrg§ﬁécsl]}%£t%§/é}?at '? h%gssgﬁlggﬁﬁgg%ehS%R,}ac%cl%lgﬁ% rﬁgintd ﬂg& hash
\(/jm t h t hepyblic \kay én Keydevicetdeetifidagnen. beTthestesli imiat Gertificate AdboritgSt &dovy
ecrypting the signatyre with the public key of the sigper and conparing
the resut tysted- }rg%Puﬂﬁﬁﬁéftoédh%‘g%‘ﬂ%ﬁ?te%hﬂﬁYés WH&‘R v e‘%‘g' lfshsé?@t‘_%fﬁlo es
mat ch, 14 §hRWReBalficatehie signer had the private key corresponding to the
public key and also that the data block has not changed. In the preferred

enbodi nent of the present invention, the device's private key is stored in

t hat device i way. t ha hysi cal rofects the private k val ue but
~ allows ?/}Sc"ééh E‘?eoé’f%‘élrfge i’lg&l[ﬁugﬁg%g%gwp{%apﬁgr%%@g key c&grd'%grryﬁfgﬂai gital
' Si gnat ur g, AReddaly @8 chibddpdnding pribhte ¥y eA ddibonally Ueprivaitckeyedinidecdpeaae! i sh
this is by ‘Using a wite-only storage neans, “such that there is there is
no way facryptddhyathe comespdndige pablickeydevi ce to read the key but the device
can execute operations against the information. An exanple of an operation
on a protected value is a digital signature operation using the private key
val ue. Alig dlsnghklltkhbsneahdiadhloensf daa pragftersigrd byrpngtubieg aresinevafthe

DO gt he e T Lon ool SeRlCatle, For SramBle Aty
smar t cargl ehid by HEryplifE ARCsibMhnid Wi the MBIt kBY Sf dRVEERS and comparing

the result to a just-computed hash of the data block. If these values match, it shows that

the signer had the private key corresponding to the public key and also that the data

block has not changed.

In the preferred embodiment of the present invention, the device's private key is stored
in that device in a way that physically protects the private key value but allows device-
resident software to ask the hardware to perform a digital signature operation using the
private key value. One way to accomplish this is by using a write-only storage means,
such that there is there is no way for software residing in the device to read the key but
the device can execute operations against the information. An example of an operation
on a protected value is a digital signature operation using the private key value.
Although this embodiment is preferred, any other means of protecting the information is
equally applicable. For example, an alternative location for such physically secure
storage is a smartcard or smartcard chip. The storage in current smartcard devices
allows read access to the data only if the correct PIN or password is entered. This is still
significantly better than the prior art since the prior art requires a password or PIN to be

entered for each device to be accessed whereas the smartcard implementation of the
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allows read access to the data only if the correct PIN or password 3 g 6
entered. This is still significantly better than the prior art since t@g
prior art requires a password or PINto be entered for each device to be
accessed whereas the smartcard inplenentation of the [R\Iiboo]88554. doc:
sxh 2 3 JUN 2006 - 13 present inventjgan only requires a single password or
PIN to be entered once during device initialization, and the certificate
is used for further secure transactions. First a nethod is provided to

i nitial i presetievmveationiostyr rdquiresda \sirtgte passentsk dd @8N rtadicoentened uinee \duriog ar e

Lo ena (21 IHAREANCRoRE hg STBFT s PR G R C AT or -

comuni cations device into service at an enterprise, a person perforns an
adm ni strative procedure of configuring the device to permt it access to
speci f i cFiesttaeenptlicgeisr wovided ds isitiehzeadevacesndistiibutied vaitll an adyatedded radipver , and
so forth. is,.g acconplished by entering some  secret.informati.on such as
a string™8 uﬁd‘%‘g‘rageﬁ?)l”ﬁr?fgtoé‘ ‘iﬁf%ald’rmrﬁa%aﬂ? gl CHIFTPLISE-PTIOE{Q ﬁlé WIOR  or
prone and dnddisetdSTraditRalp iRt @m«:@%md%mhpa&mﬂ dnmiEeAns deticent i on,

an adm nistrator for an enterprise device (containing a radi o nodul e)

utili zesinte se@iceept AV FRIGIPEISe.adi Rereeip ABTIRMe ap opdriRitAtly e Profadire € radi o
on the enterpris evjce. erv. xecut-es I gL 0 e terprise
devi ce wi 1gﬁ{m$ ?’?Mg?‘ﬁlcen?oagg%%{ ztb%cé:ggspt%oﬁ)%?ﬁ%t% ye.n }é&e#\%s{é%{rﬁési %‘Eeéﬂdaes\e/?ce

returns hdtsotk)iaqd@atshey,i £ €ervele nihd fsoeforthp Mafseis adebymplish8ditly entérfig cOMAE)
. address. Under secure conditions the server then creates a publjc/private
key pai rsearedl infogpetion aishcas, ¢ stingalenyrabers fumung @ PRY 96 PaeWee AWd Securel y

transm tecktlteg'%y erfdt @roh& eI tiduae ¢ ic%ﬁsdcﬁﬂﬁg Wb &h @ﬁﬁéﬁ?g‘%@ grggfiﬁed' The

enterprise Ice stores the certificate n“any type of “storage) and its
privat e imeynt{dnnan hédminigtraiayfst an cesrprisddayicepcaitainirgt storagdyle) wileaspy of t he
certificate is placed in an terpri se database. .Figures 1 to 3 depict the
nf or mat SFFVFY BREDE A FHY AERADIeta PPmmEBICAL M P iact (g eRigbrise

hi gh- f ungdi@n devices, the above flowis nodified so that the device
generates the public/private key pair and transmts only the public key to

the admnistration server. In this way the private key is born and dies on

the devi Tife \é\érggog)}ecutes an inquiry to the enterprise device when it is within acceptable

proximity. The enterprise device returns its unique device identifier, preferably a 48bit
IEEE (MAC) address. Under secure conditions the server then creates a public/private
key pair and associated certificate for the enterprise device and securely transmits these
data items to the device for which they were created. The enterprise device stores the
certificate (in any type of storage) and its private key (in the previously-described
protected storage). A copy of the certificate is placed in an enterprise database. Figures

1 to 3 depict the information flows in further detail.

For additional security for high-function devices, the above flow is modified so that the
device generates the public/private key pair and transmits only the public key to the
administration server. In this way the private key is born and dies on the device without
ever being transmitted. For even greater security, the special memory (protected
storage) on the device could be augmented to perform this key-pair generation, such that

the private key would never be available even to the software on the device.
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ever being transmtted. For even greater security, the special gﬁm
(protected storage) on the device could be augnented to perfor U@ZUUG
key-pair generation, such that the private key woul d never be avail abl e
even to the software on the device. [R\Iliboo]88554. doc:sxh 2 3 JUN 2006
-14 In Figure 1, first the adm nistraig.on server or .initializing device
1001 sends an inquiry 1010 to the new nobil e device 1003 requesting nobile
device 1003's unique identifier. The nobile device 1003 transmts 1020 its
uni que i beRigutd &rfirkOths ddeinhibieataahnderves or atitiaitzingéwim 1@ 0dendF e inquiry

i e | BB o Pl neBalaln i 100> FrRuSHON Pebi RS LOSE I nat

recei vedThe gk Avict 1663 H8Ndnsits 1P0ARAUNNRS 8GR TRy ﬁwptb e aaﬁm&@&ldﬂn the
device, sent wth the docunentation concerning the device, etc.).

connect i earvérsl G0 effhe sdmiblistsiterdat e WBmlstltahen deverc 86 11hen vanﬂeﬂt)@BtheThe
adm ni strator rs a Pl ncr |on key, 1025 o one t he
S i ot Pl ideRh G Rats oy B0 b fifited G os v 0ne i Ko Bpdind

t enpor ar yhab efdi® IblynknsiBér %aﬁ&@@éﬂ sbegrned shethpuddassS Snt d@ithCehe
initialization, using prior-art flows 1030. As a result, a secure

connect | decusesnasion cPOO@NMEEha Gevicseic. bk spNHesHer inthen Gapblished between

d Kk
et 10akBdsPeS IO Elnd D0, THE QRS G ST & RSy U828 b 1601
puts theofs eabel dfuld admiikytraliod Qedvet D0 4Rl the metalealevRGUESB siels siaga buf f er

., 1050 along with device 1003's unique identifier 1015 acquired during the
pr evi oustenmpeyyy spgure figksap ke eglghlished forathe OHIPOES eééeﬂwnll%tzaw JKEE a

secure Cgﬂ&e&{ Rt PoF) gﬂ ! Iésﬁl@t £ scliit Q%gh%dlo&%?éhd 166954 1R _fhe

certificate request 105 prepare or nobi device 1003 to the
Certifi cedtablab¢chart 050 mTae eanlpun1strittmnCe¢Werf il oGt ehoubdrprides yorl @éfergegns 1065
and retur 070 the cerpificate ned t.h t tlflcaeAuthorltys
o vat e RSl oe Rty B e b 4 084S P B8kt Shre
certificaim ﬂuﬂ@%e cﬂehte&tﬁ%% kePQ046 @ith Iaf d i utel RoedtmesaR Bt 1036f erring

to Figure 2,  the adm nistration sever 1001 sends " the signed certificate
1050' andalphg witbrdevingdhgp agnjsue ydané fikel016i afcqtum@ dmmgﬁhg previousnilovse rAter

gener el USRS Bk P B, | ol BOhFIGY 6. CORRREST L1

( cont ai nARthotife1005 #hd sends 1060 the certificate request 1050 that was prepared for mobile
device 1003 to the Certificate authority whereupon the Certificate Authority 1005 signs
1065 and returns 1070 the certificate signed with the Certificate Authority's private key.
When the administration server 1001 receives the signed certificate 1050/, it stores the
certificate 1050'at step 1075. Referring to Figure 2, the administration sever 1001 sends
the signed certificate 1050'and the corresponding private key (if the administration
server generated the public/private key pair) to the mobile device 1003 over the secure
connection 1080 and sends the Certificate Authority's certificate (containing the CA's
public key) to mobile device 1003 as well, and the session is ended. The signed device
certificate and its associated private key are stored 1085 in the mobile device 1003 for
future use, the device private key being stored in protected storage 1090 along with the
CA's public key (used to verify signatures in other device certificates) and the device
certificate being stored in any suitable location. In the preferred embodiment, a copy of
the device certificate is also stored in an enterprise access control database for future
reference. The PIN is deleted 1095 as is the shared secret for securing the connection

between the administration server 1001 and the mobile device 1003.
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public key) to nobile device 1003 as well, and the session is endeg. pge
signed device certificate and its associated private key are stor éJ 06
in the nobile device 1003 for future use, the device private key being
stored in protected storage 1090 along with the CA's public key (used to
verify signatures in other device cengificates) and the device certificate
being stored in any suitable location. In the preferred enbodi nent, a copy
of the device certificate is also stored in an enterprise access control
dat abaseAd pointedt aitebove faesleghe enoditivatibh Nfitlse flewetiepref@td Hghe sntetprisshar ed
secret for, securing the connection between the a%g&ﬂb%trat on server 1001

and the %WFI%S@W@QGCD_‘@WOWWWB%B’& ® G@eaig 1ts gy, rixatg bRy PABES. 15 As
poi nt ed s‘ﬁU%vnglt? Yéare & 1Rbib@Dbs tﬁpga&xirﬁﬁfta‘tlgﬁ' s@ber fifieral 19 e'p%blﬁE@ Hohteqdyi I the
enterprise devite possesses adequate conputihg po to create its own
publ i c/ prairy dfecddviye [90Brgeasrates Inlm/\publm/pﬁvgmrleyazalrl 1tsstfeldd00mdt1mmad1ately

adm ni stration serv enerat the /.pri valtO ,ke¥i i t he device

1003 geriéftat B Prikgie %515 R EV%?CF %ra%% alh?ﬁ? ?g%gfaf @i é{ﬁ‘gqiemaiﬂa% y

stores i3 Riteddbank&Ye. DAvREQADEE LaGhIShEY @%ugeléﬁaon'-é’éc&ﬁé' ®nh&$Rn1q08" s

private key 1s nevef transmtted to anyone. Device 1003 establishes a

secur e owitinothe sedrinéstratiom eseriasnand 2cnsimits hl 129e oabhiilsi publie ikay derther and

transmts, 112 ic.ke t r 01. The
C q%gmng atéoélr%; ig@tqu&e aﬂpl%ggqgoix%gwteﬂﬁmlrgtlﬁ ;{e?ttohgg'thseesra}ﬁ% stejpg

adm ni st e sane uttl t he
public kgypwafflg dBY ipeBlié dept drdd Qévwcﬂﬁdbnﬁﬁéleliﬁtbfa Qaﬂmcaeqwe,aest sammagl y
transmttlng t%le data to the Certificate Authority (CA 05 so that the CA
can gendrasaitting theclatatol the Qegﬁ%t%@lﬂbplﬁﬁ}’dézﬁé 198500 G@FH‘GQ@&@%EF%@% key and

h 00
ana. ¢ arfsi e net SPlal<CIpyh FRGL &7l PR P LT B e ol o

or i nsemneﬁ@mm@ e ddafinStraticagenidhe0@l ,iand aﬁysrﬁlttmgahb elgnatbnmlﬁchtecau on
as described in ures 1 and 2.. In this formof the invention, hl devi ce
1003 nuse thg @’6’1‘%90]4%? [0V eE §8CCHI0 I IBBRSITECORBSFUPR AoF Stofgge terT W any Juitablhe manner
previ Ou%é’mg@sﬁ%thﬁldas CRbé BHPldufeskB¥nd BT Y ki€ fB@Y oAMHe G®fechtibh,CAke have
been create the adm nistrator can use standard distribution techni ques
such as delzsel (% anhsibls sdquire ItBMCA 'Opultlenkeid | 1 30 rand rstare ihis Hisi @penerhe

device with aygrtl ucl ar user or group of users, the user or user
previously described.

Once a public key, private key and certificate have been created, the administrator can
use standard distribution techniques such as those available with IBM's On-Demand
Server to associate the device with a particular user or group of users, the user or user
group or device with access control groups and to log device characteristics of the

device.

Yet another variation on the above embodiment is to include additional data in
extension fields within the signed certificate. Such additional fields could include, for
example, user group associations, access control groups, etc. which then could be used

in isolated pairing situations to allow autonomous access policy decisions to be made.

During operation when a wireless connection using the present invention is first
established between a pair of devices that have been provided with device certificates,
authentication and encryption may initially be turned off. The devices establish a

"pairing" relation with one another using a protocol similar to the control records which
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group or device with access control groups and to | og device
characteristics of the device. Yet another variation on the abovd JUN 2008
enbodinent is to include additional data in extension fields within the
signed certificate. Such additional fields could include, for exanple,

user group associ ations, access control groups, etc. which then could be
used in isolated pairing situations tk-allow autononous access policy

deci sions to be nade. During operation when a w rel ess connection using the
present invention is first established between a pair of devicesa{hat have

been proviledn §SLAT R in e dear thrpegh and inclydinghe isteR Visie 2ryMingrg fS%n may
initially I : J B F- T N P aTa ati ith
one. anot HAPEkS dethod. WBfe SSRNESHERER Ve SotioiRMhil caf resiA IRy W
R\l i boo] 88fbrhemnipangdt which AtdNs\RGOR for 18e blyathe ipresSBLINTE1Bidny thehpreddreedr

t hrough and including the step where a symmetri ¢ K eenent i s reached.
Wi | e SSL?“‘F\’_‘Sh‘f?i‘r%tvil%lg]%‘i Q@@iﬁ"ﬁl‘:lh@ﬁ?ilﬁi's agyﬁﬁl?e@arﬁ\ﬁeSéHﬁ%] 08% reCRltSeenent ,
any of j i ; tenl ireuitideNig mRutakler r ed

embodi ment o e B e B oo s

prot ocol aghaesatidne withaut ¢lse tutrexc lstnage afea PN gatrgstogiaphicekeyhowteitber,
resulting, in nmutual t hentication, w thout thg entr r,qs]torag)e of a PIN
9

, a
or crypt offvagshd Wihow Na¥ng e evep IR EDRIMEMNIHEE 9 & SETIN K3use

cryptogr agéﬂefaté%ﬁw tp@ffoﬁlliwg-an@ﬁAsleﬁﬁicﬁﬂn b8 \the BSDEKAE Retchyl PREA Giof A an
SHA-1 function on the SSL key material taken fromthe SSL/TLS control

records pBBLAES! cantrd] révondst pretasgl andstisadeking ansubgeteaf mbytea@gireqred; 8 t hen

passed by,each of.the i1 dewvi i I : i t
passed DYeasisgl h DR o RRFHESRFER T bREbBTSRIRN PR arRaReTt |
- the |ink kfybdnar fifnh@aredurtaé ippsfevéd ambodivent)c &d bonsed as shotinkikeh foheepar t ner

wi th whom the Key Agreenent. has been reached or, for th rati on of the
Key Agreefusation gh# epmiysniGagonssession withdhe paytugravith whem Ba ke fpiremert

sui tabl e lfxﬁ.rbeteﬁerﬁic?lgﬁ' o% GO Sdu%th&nh@f lﬁ@@&éfﬁg{le?ﬁ‘lemt, RehidiRGEr isl 18§, ofiéyi ce and
p r

the enterprise. Encryption tor that partn sing the generated key is then
act i vat edwhiibeat!pdribthef Kene idgniesbiefor tiexpiquieemirits ef theeppbeatioonthiesisert thel i n

rogress, th i i - ;
Br otg ocol d%qi(f%g}%atlé)%%%t]%gl\é%? %crcy(f‘)gm%J gr ﬁjgte ps nrgr3 u%%lglt-lll-le‘ Sgeﬁeorg'geﬁq(leyrlg Oernds

activated. Should the Key Agreement expire while the session is still in progress, the
paired devices can use the same SSL/TLS control records protocol, either encrypted
using the prior session key or in the clear, to establish another Key Agreement resulting
in a new session key that is again passed to their respective encryption component, as

previously described.

Although SSL/TLS is chosen for the preferred embodiment because it is regarded as
extremely thoroughly tested and secure, any methodology using certificate exchange
and private keys to generate sessions could be used. Another suitable prior-art method is
described by the IP Security Protocol (IPSec) working group of the IETF in a series of
RFCs (Request for Comments). Refer to RFC 2411 "IP Security Document Roadmap”

for further background information.

Figure 4 depicts example flows for establishing secure communications between
multiple devices each equipped with a radio transceiver using the present invention. In
the preferred embodiment, the Figure 4 flows occur sometime after each device has

been provided with its own Device Certificate, its own private key, and the Certificate
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using the prior session key or in the clear, to establish another Key
Agreenent resulting in a new session key that is again passed to their
respective encryption conponent, as previously described. Al thou 4 2006.S
is chosen for the preferred enbodi nent because it is regarded as extrenely
t horoughly tested and secure, any nethodol ogy using certificate exchange
and private keys to generate sessionsldeul d be used. Another suitable
prior-art nmethod is described by the IP Security Protocol (IPSec) working
group of the IETF in a series of RFCs, (Re%yesl for Conments Refer to RFC

2411 " | P Athetysyvabkravehpullsdesiraps Preyigrsly descnibed BakwgsRsGhte Figriss hdei on.
Figure 4 [ fi - 10 i1Shd TRE GRLLRS

bet ween fm %V?%p\%réetgg\glp égglg 1égc ‘°fé‘q‘{ﬂegg‘t8§@’l‘v§1§% grg?/a I o{ht%r(ga(relscel \g/glﬁl%h@?ng t he
present iovendyoiWhdnm fitshdevicefsey aadteboblodompuner; 2003eddsirgutoecoinmlimeste occur

sonetinme after each device has_. been provided with its own Lce
Certi fi catid! 2 seongRVise PG dho Gyt dsiet 1405 B 14 Forngption feduest 3005 o the

[ R\ 11 ook Bl AR%0BKIA forksdlitk 24Hecrdd 2 {8 Rhchl D1k lbunp Uil © key,
as previously described wth respect to Figures 1 to 3. However, the
present iandesetomh ddvess. ndltersatodelyd e20iOomayibegart hethdsliatdd: emdor engypted ot her
way. When a first devicge not ebook c t 2003 . desires.to

Communi cAPAeeHPR HsiiEst dGUT LD U o 2 2arideTath SNy be o068 SeNasfa
connect | WyIHeNY&§2bt0é80srokfesd ﬂ?ouﬁﬁfe‘fé?fkddﬁﬂbﬁmaﬁtot%e 18R iSRG ShsCABNECT | ON
2010 is then established between the first and second devi ces.

Al t er nat ipeefoymeR0fl anatleey flwav Brusaditthplacd ebthesdcantrd! Bewdher i prust prayodentdet i on
using a default PIN, ,such. as a . zero-length PIN. As.the control flo of
SoUTLS RBobriosin g Bk o (B pEl ol aBihh ot et GPH PR
functi onsgieAticatdhf themRed forfenaryptiberthé dexatls sf thedyptoeraptae algotitinid, angont r ol
flow then it nust provide the sane functions. A negotiation takes place

t hat agr ¢bedepils ofeccompaepsionril amu2q3P Eonthis usgraHBSRIEEPN dhtwa Way eodly fifshr
encrypti [ G [ : tails
of  compr aBeakSh End Skl Skl SN EN0, ORRARINE BERD) EARoUGT T, Al S |
first spadkis algodthse cothdt sqeddiyethe Wabdbakd havrdeacdifimhhae' o atlkrrdnctypyion

encrypLl of L spasranded . and L 21000 N B Rtk it 15, 0ReF b

NULL. As authentication proceeds, the special memory (protected storage) is asked to
sign with the local device's private key (protected value) to prove said device's identity
to the second device, and the special memory is asked to verify the CA's signature to
validate the second device's certificate, so that the public key contained in said
certificate can be trusted to verify the second device's signature. If at any point the
authentication of the partner fails, the session is terminated. As a consequence of asking
for encryption, a session key is agreed upon 2030 in a secure fashion and at this point
the SSL/TLS protocol or equivalent is terminated with the agreed-upon session key
2035 used to initialize the baseband transport (or other suitable local encryption

component) to enable encrypted operation thereafter 2040.

The above-described authentication flow resulted in the exchange and validation of both
devices' certificates. This means that the optional extension fields of these certificates

are available for policy decisions.

For example, the second device 2001, based on the contents of the verified certificate of
the first device 2003, can consult a local or enterprise access control database using the

required device identifier or optional (associated individual or group names) certificate
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conponent present in the pairing devices, and finally conpression is
specified as NULL. As authentication proceeds, the special nmenmgry
(protected storage) is asked to sign with the |ocal device's gEﬂVA%bmm%y
(protected value) to prove said device's identity to the second device,
and the special nmenory is asked to verify the CA's signature to validate
the second device's certificate, so t-hH#t- t he public key contained in said
certificate can be trusted to verify the second device's signature. |f at
any point the authentication of the partner fails, the session is

t er m nat dieldsie dgcidervdug rspeisey fungipisipay oexcegisadyir therencryptedconpectioay | s
agr eed ququ%g30 in a secure fashion and at this point the SSL/TLS
protocol ©Or equivalent is termnated with the agreed-upon session key 2035
used to initialize the baseband transport (or other suitable |ocal
encryption conponent) to enable encrypted operation thereafter 204Q. The
above- destll jofdlis dsepeanenlished sepurelpRyriegatiativg directly debyesnahgdlexises:\wadi dat i on
of both i ces' tifjcates, .S h he 1 0pt:io e [jon
fields oﬁﬂ%%egﬁléggﬁﬁ?i%% eéﬁ ggéggVéﬁfgﬁiggf%%O%gﬁgcgh{egﬁé?oﬁééﬂigr

exanpl e, dohgnsdenion piettief,esutDQik, udensduhtifiorst il pazelerds s POVs, tdreenceypitioned
certificate of the first device 2003, can consult a | ocal Qr'tig{xlt erprise

access cdoff¥fofn dift BYASE hSivE ?%édm}“é%ﬁiﬁqreBFhﬂ_éW@ethied@ﬁt?rF? SMNZAZaN8R| onal
(associ atzlgg%ed%aa} }flg@lgs Qo 900 YPn S BER Prédtilneahs grétildd Aerhsdsodidoc: sxh

2 3 JUN s to decide what resources/functions nmay be exercised
vi a the enDeyipt ébbricficate qirivete kdyy aad @3rtifidate Afithohiyss publiscloayngsl preedslyecur el y
by negotiatiqn.directly between the devices, and does not require entry or
'storage S‘ggﬁdets associated wth each potential conmunication partner,
such as user identifiers and passwords, PINs, or encryption keys, on the
part of the user or adm nistrator, other than the one-tine initialization
pr ocedur dndhe piedrrraslsembadimgntp ping® devieaguare sdgasteree iroaie dences edndol gatebdsdes each

Gev! 0 UAS oPEYHESeRI kRl PR B S B SRR

devi ces age®uieg] &iweleds soledtifg pEereRicdartitlobhaliad Bbasdled for the device, such
as formatting a data stream for a specific type of display or enabling access to specific
data records. If a mobile device utilizing the method of authentication described in the
present invention is lost by its assigned user, the device's certificate may be revoked
(just as a credit card issuer revokes a stolen credit card today). Certificate revocation at
an enterprise central location such as a directory or database is effective only if
authentication protocols at other devices require interaction with the directory or
database. In a disconnected mode where authentication does not require access to a
central directory or database, the most effective method of revocation and denial of
access is to have the device certificate expire and require the user of the device to
periodically renew the device certificate. A validity period field is provided in the
certificate for this purpose, as previously mentioned. Figures 7 and 8 depict this in

further detail.

Figure 7 demonstrates central access control where a mobile device 1003 requests
access to a first resource 5001. The mobile device 1003 and the first resource 5001

perform mutual authentication and negotiate encryption 5010. The mobile device 1003
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at a server, the certificates provide a nethod of controlling access to
services and resources, as well as selecting preferences which 2roJUNI200¢
enabl ed for the device, such as formatting a data streamfor a specific
type of display or enabling access to specific data records. If a nobile
device utilizing the nmethod of authenfdcation described in the present
invention is lost by its assigned user, the device's certificate my be
revoked (just as a credit card issuer revokes a stolen credit card today).
Certifi cédiea re@unaddcess tatoneast oteeteprurs®d 0201 Tht firgcaidudce SQXihsends a
directory or database is effective onl¥ if  authentication protocols at

ot her delsae¥ fPe4uPEZ3tinnertdOt fob thanmehile Aevigh { R mheo?emrahﬁla?fé%ra. o n a
disconneg&g@mgqggimhere authentication does not require access to a
central directory or database, the nost effective nethod of revocation and
denial of access is to have the device certificate expire and require the

f the device t i odi.cal | .t i tifi A
var oty s aefies e € i B hestn o iaed BRE S Boital 6EbBs Bose, as
previ oushyedi®iytsogped. Figures 7 and 8 depict this in further detail.

Figure 7 denpnstrates central access control where a nobile device 1003
requests access to a first resource 5001. The nobil e device 1003 and the

first resourceg 5001 erf.orm mut ual .authentication and negoti at cryption
5010, ThEBHF (EMaByTRE GG FoB A SSeeaT Rt B8IRSHGIBTEP hen
request sa@tSEHS nfubudiyQutientiBdt€ af EecpPoliERenOYBGon I, tHe HbbilLE&RILCE05001
sends a request for authorization 5030 for the nobile device 1003 to the

central ERIpett 8PEsHI0 adeeselas ©0200but inclhesdsqogneqtech ssengrianthedreasivideni ed
based on, g L %fg_@i "BatPks! _e%ioﬁ?l”[iﬁt@'indﬁga&@ﬁ%\%ﬂgg%ﬂmﬁgtﬂm. Yl Foure

8 denpnstrates disconnecte € access contro e two devices, 1003
and 5001¢xamihingl thy dataf llenfirst atseusieds00é gnikeataedeiniony pt it@ whsthtd to aliewnobi | e

devi ce 1003 request ccess. to a resour 5020, byt in the djsconnected
scenar i o?cceweb*}ssgewﬁﬁgw Faddhe esﬂlgﬁetf_aeﬁjﬂeﬂglésst?rﬁ@ RSP SN he
decrypt eflei@erde fh!ecé’etrﬁﬁéa%@%awg%aineﬁ%ﬁr&'tiﬂﬂ &b Qa&?})iraﬁbﬁ datdsStorm fgour ce
5001 nmakes a decision as to whether to all ow

certificate. Access to the requested information is granted or denied 5150 as before, but

based on this locally obtained information.

Using the present invention, a first device is authenticated if the following three
statements are true: (1) its certificate chain can be validated by checking the respective
contained signatures back to the point where one finds a trusted CA signer (as
' I represented by the CA public key saved in figure 2), (2) it can be demonstrated that it
possesses the private key associated with the public key contained in its certificate and
(3) the device identifier stored in the certificate matches the device's actual device
identifier, which can be ascertained by other means such as visually or from standard
communication flows. In the preferred embodiment, a first device proves that it
possesses the matching private key by a signature of a challenge within the control
record flow of SSL/TLS or equivalent protocol. An imposter could steal the first
device's certificate from unprotected storage and eavesdrop to learn the first device's
MAC (machine) address. The imposter could then attempt to impersonate the first
device by spoofing the unique identifier (MAC address) and replaying its certificate but
the imposter has no way of getting the first device's private key which is kept secret in

protected storage and hence is unable to sign the challenge.
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access based on the fields of the certificate and locally stored

informati on 5110. The fields of the certificate may contain i nfdritNtZemn
such as expiration dates for the certificate. Access to the requested
information is granted or denied 5150 as before, but based on this locally
obtained information. Using the presep invention, a first device is
authenticated if the following three statenents are true: (1) its
certificate chain can be validated by checking the respective contained

si gnat ur gghddagkmpRs tier® Bhd predéif lifve@iibn frhidds ba ukEMB irRELdeAnSs | @étfion (GFS
represented by the CA public key saved in figure 2), (2) it can be

denonst r Bngdemhaccure papingsieksionshipsebgtweertevitesywikadshataty Wi tHNshs publ i c

key contained.in its certificate and. (3),the.device.identifier stored in
Khe cort Proradion ke nEEhY hsofRUTR S0 ied it O L FIERC R A el e B L1
be ascer h@jsRREWRIN Pilghfr9.means such as visually or from standard

comuni cation flows. In the preferred enbodinent, a first device proves
that it possesses the matching private key by a signature of a challenge

within the:. c | . . | awe @ SSL/ i n hO An
i npost er?glgu&gﬁ%% ga Ccﬁﬁgh&le?s# 9 gﬁbé gke?e?"{si ﬁ?dég%é@l:%’r 6%@ tlm%@gt@ {)3%31) ed

st or age Bgtdeapawhtrmeprishe Wishentotddmblish ssecdrvelagosshipVAC (nmachi ne) address.
The inmposter could then attenpt to inpersonate the first device by

spoofing the unique identifier (MAC address) and replaying its certificate

but 1 heEh&W@e%c%ris ASi WRY aWevRELEiiafen phdvidisl %t GGeBcdidiNiak Siskey

which is kept secret in protected storage and hence is unable to sign the
chal | engéevi¢eRidehii hierod885a4 ndmbers xthich B AtNvR0S6 ext@tally lor Ginewn thxaaghl es

where th t i ti b ful.dncl ude th t| f
ong: ter SARL SR AP HRG LR TR b EIERCO A R RBUASE Blent ry of

PINs or ceRgicyiRtARRoKSYpubis &by BSin@geReatad bPtn AdABMEEROrS e Afta Refi@adset
with a nobile telephone as is shown in Figqure 9. This could be

acconpl i shwd baspreisstabess by Ahe geanulaesireinb0 b vihsedeigopithan shaped)by Bet ween
A T TN RS
relationships defined. Bringing the two unpaired devices into radio proximity, the user
pushes a button 6020 which executes a special function when the device is unpaired. It

causes the device to transmit its certificate 6030 to the other device as was described

with respect to Figure 4. At least one of the two devices needs to have a display device

(not to exclude devices that use audible or other output means) that can display the
identifier of the pairing device 6040. The device with the display verifies the other's
certificate by checking the certificate chain authenticity using the Certificate Authority's

public key. If the device identifier in the certificate matches the device identifier written

on the outside of the device or known through other external means, it is authentic 6050.

The user then pushes a button 6060 (not to exclude other means of making a selection)

and the device accepts the pairing relationship and the device identifier (or optionally

the link keys) are set into permanent or long-term storage (flash RAM or similar storage
representing a local access control database). If the certificate does not match the device
identifier the user rejects the pairing and the operation is terminated 6070. Now the two
devices are paired and can securely reauthenticate (using certificates or optionally the

link keys as a shared secret) and establish encrypted communications at any time in the

future. This enables manufacturers to uniquely pair devices without having to

synchronize the manufacturing of the devices throughout the production process. If the
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device identifier or serial nunber, which is also visible externml)ngN
known t hrough sone external neans. Instead of the device certificgte 2006
mat ching private key, and Certificate Authority's public key being
generated by an admi nistrator, these data itens could be preinstalled by
the manufacturer 6010. The device is_4hen shipped by the manufacturer in
an uninitialized (unpaired) state, i. e. with no link keys, PINs, or
pairing relationships defined. Bringing the two unpaired devices into

radi o prgwhei §ih pdiRE déSiRE chéBéeRStrahsRH bivaership 7 (N idetice ¥ abies parssReci al
function when the device is unpaired. It causes the device to transmt its
certifi ctteeog0BCanclcldie thy paring eelptianship andstheduiwre bwaer odan estabdishaew t o
Figure 4. At | east of e . devi ces ds. i ve. a .di.spl devi ce
(ot to BiEhesdiin RS0 e PSS R R e S e 1ol B et can
display the identifier of the pairing device 6040. The device with the
display verifies the other's _certificate by checking the certificate chain
aut hent i $hisymgiodgok Heviee certificatg Basad tiptialigafion ispespesiallx ayell jspitedydorgevi ce

i dentifi i tq f.i t h i ce i tifie ' on the
out si de. Synopfiet SBVREL'hH B BaVF O0E R BrARNE Bat ISR it A ¥t

aut hent i cléphbfle harldset asdn telphoreuisdse staiohy b tpersoaRoCorimatr hiod axwirelds ot her
means of ki ng, a sel ection) and the device accepts the pairing

rel at i ond¥fip heklgeh pecigenal cemprientid s wirclegymepsie GRal Iy  the |ink keys) are
set into permanent or long-termstorage (flash RAMor sim |l ar storage
representing a |l ocal access control database). If the certificate does not
mat ch the device identifier the user rejects the pairing and the operation
is term nated 6070. Now the two devices are paired and can securely

reaut henticate (using certificates or optionally the 1link keys as a shared
secret) and establish encrypted communi cations at any tine in the future.
Thi s enabl es manufacturers to uniquely pair devices without having to
synchroni ze the manufacturing of the devices throughout the production
process. If the [R\Iliboo] 88554. doc:sxh 2 3 JUN 2006 -21 owner of a paired
devi ce chooses to transfer ownership of that device to another person, the
owner can delete the pairing relationship and the future owner can
establish new pairing relationships for the device by perform ng the sane
steps previously described. This nmethod of device certificate based
initialization is especially well suited for

—
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consuner devices that wll have | ong-term excl usive pairings SUChfﬁﬂUszm
cordl ess tel ephone handset and a tel ephone base station, a persona
conputer and a wireless audio headset, a personal conputer and a wreless
nouse, etc. [R\liboo] 88554. doc:sxh 2 3 JUN 2006 -22 CLAIMS 1. A nethod for
initializing secure comunications bpiy@en a first device and a second
device, said first and second devi ces"'each having a public key of a
Certificate Authority and a device certificate, said device certificate
havi ng a uni que hardware identifier associated with said respective
device, and a public key associated with said respective device, said

met hod capkiMBng the steps of: establishing a session between said first
devi ce and said second device; negotiating two-way session encryption and
mut ual aut hentication requirenents between said first and said second

devi ce; exchang{ ARidAVIOE kAl dee@boPnMMuniditidnd bétsleel g \IrgQicad agaiad second
device; cryptographically verifying the received certificate using the
publ i ¢ kescoodl dewicel sa@efirst fné agconAdeniosd eagh haxiganpitlly kdv0fi e hgeHicetceat ed by
each of sai,d first and.seco vices: . I j : ' e ive

chal | eng tl}%p t% iaﬁ(?]iangevsl%ﬁ er?lglggeil ’vseadCF ?ﬁ‘élf;? 2?113%{39!52}?& rY%IPg[ Eglnq?%c%%}g}g’%\ﬂge

devi ce' sigentifat @sk@yed Saihtsall fewpdceivi aydce, @atl di public kel hesocesqiewith seid
protected storage in each said device; returning sald signed chall enges;
crypt ogr 5pectiaE Idgvige spidynethod praaprisanatthe s 9Bd chal | enge signature is of
the challenge previously sent by said receiving device; establishing a key
agreenent between said first and said second devices; and, establishing
secure comunkgalishing o dessidil baatveandaitl farst deviseerndfsgidgeatdafesiceucceed. 2. A
method as clained in claim1 wherein said first es&gbLished session i s non
secure. 3. A RESNGHNHEVTAY FEFAEICHRIAN Engharer! QUISPHCAIOR SEARWSTEBIS shed

S€esSi 0N b&wRABn said first and said second device;
exchanging device certificates of said first device and said second device;
cryptographically verifying the received certificate using the public key of said
Certificate Authority;
exchanging challenges created by each of said first and second devices;
responding to said respective challenges by signing said received challenge, using the
receiving device's private key, said private keys residing in the respective protected
storage in each said device;
returning said signed challenges;
o cryptographically verifying that said received challenge signature is of the
challenge previously sent by said receiving device;
establishing a key agreement between said first and said second devices; and,

establishing secure communications if all of said prior verifying steps succeed.

2. A method as claimed in claim 1 wherein said first established session is non-
secure.
3. A method as claimed in claim 1 wherein said first established session is an

authenticated connection.
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aut henti cated connection. [R\liboo] 88554.doc: sxh 2 3 JUN 2006 - 22§JU’Q'2006‘
method as clainmed in claim1 wherein said first established session is an
encrypted connection. 5. A nethod as clained in claim1l wherein said unique
hardware identifier is a nachine (MAC) address for said associ ated device.
6. A method as claimed in claiml whesein said protected storage is
read-wite storage wherein the read capacity of said storage is accessible
only by neans of a shared secret. 7. A nmethod as clained in claiml

wherein gai d puldetitodk ey cRfmél Gethairh i ICathereif Wil Ofiist ¥sthiflisBed Wbsich #&h Of a
root Certificate Authority. 8 A method for initializing a first device

di st ri bueByet oriecidbedded radi o nodul e usi ng a server, said server
havi ng an enbedded radi o nodul e, said nmethod conprising the steps of:
sending an inquiry fromsaid server to said first device using said

enbedded s, r adipp m¥ebdl &S¢lainRdUnhndldleh 1 fwimRisahd i ed halawafeidentifidt ique devi ce
identifier of said first device, to said server; creating, at said server,
a publ i c maskyne fMAfakaddrasy fsapid apspeiased dpvider st devi ce; creating, at said
server, a device certificate for said first device, said device certificate
havi ng a uni que hardware identifier associated with said first device and a
publ i c kéy assgouaietitoddasnelhimedaindeliinr $twitervincsaid prodersed stbragy is aéad-writevat e

key, and said devi.ce certificate d a public key of a Certjficate
At hor '+ SopgE e g e cubiareciiys e bamped Fass@sibeprlubfimeie! ativRdo; and,
storing gaid private key in non-renovable protected storage at said first

device. 9. A nethod as clainmed in claim8 wherein a copy of said
certificate is stored in an enterprise database. [R\Iiboo] 88554. doc: sxh

7. A method as claimed in claim 1 wherein said public key of a Certificate

Authority is a public key of a root Certificate Authority.

8. A method for initializing a first device distributed with an embedded radio
module using a server, said server having an embedded radio module, said method
comprising the steps of:

sending an inquiry from said server to said first device using said embedded
radio modules;

returning, from said first device, a unique device identifier of said first device, to

said server;

creating, at said server, a public key, private key pair for said first device;

creating, at said server, a device certificate for said first device, said device
certificate having a unique hardware identifier associated with said first device and a
public key associated with said first device;

transmitting said private key, and said device certificate, and a public key of a
Certificate Authority which signed said device certificate, to said first device; and,

storing said private key in non-removable protected storage at said first device.

9. A method as claimed in claim 8 wherein a copy of said certificate is stored in an

enterprise database.
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2 3 JUN 2006 -24 10. A nethod as clained in claim8 wherein a CO??-@ Z@ﬁdnd
certificate is stored in an LDAP directory. 11. A nethod for i INl

a first device distributed with an enbedded radi o nodul e using a server,
sai d server having an enbedded radi o nodul e, said nethod conprising the
steps of: sending an inquiry fromsaisl server to said first device using
sai d enbedded radio nodules; creating, at said first device, a public key,
private key pair for said first devi ce; storing, at said first device,

sai d private keettddaedhiRedinadiith Dottt Lot sffsaiecertificiteisRidded irf &rom sai d
first device, a unique device identifier and said public key of said first
devi ce, 11{15)‘%% Agedddyver; creati ng, at said server, a device certificate for
said first device, sai d device certificate havi ng said device identifier
and said public key; and transmtting said device certificate and a public
key of alCertiA inositcel furtingialiving aMirahdsignediribaied déli ae embeddefli aice t o
said first device. 12. A nethod as clainmed in claim1 or claim8 or claim
11 wher efBPd¥lg BSIps am%eaeédsalétsswagéawgg &nvﬁmleeéidsﬁmrgfdleﬂs?%% #Hl eethpdoer f or m
conput at i V. reviously- witten data. 13. A nethod for

establi sﬁ?ﬁgngﬂgg{&#@?yﬁ el ati onship between a first device and a second
devi ce, said femdng amdnc;;mtyofndndmd sargere@actaich vt nigvca meg)mchteerlbed@adi ce
certifi catde ege g of said device certificates having a unique device

i denti fi &9 B1°°6&Pd  corresponding device, said method conprising the steps

of i initiatingreatiRgiaf bAQ fiFLALESE, au8liOkeys Pidatd RYY SIS férQald WsQdhede; of said
devices; sending, fromsaid fi rst device, the device certificate of said

first device s@nga,lzt!saldé@ﬁrﬁdV@@W@@ﬂV@tW@gnawm@\ralbiﬁ meteph‘eghsmgageby sai d

second, devi ol 1T RS,  67GhL GRS ool i BlmieS

devi ce ofsaid first device, to said server;
creating, at said server, a device certificate for said first device, said device
certificate having said device identifier and said public key; and
transmitting said device certificate and a public key of a Certificate Authority

which signed said device certificate to said first device.

12. A method as claimed in claim 1 or claim 8 or claim 11 wherein said protected
storage is a write-only storage able to perform computations involving previously-

written data.

13.h A method for establishing a security relationship between a first device and a
second device, said first and second devices each having an associated device
certificate, each of said device certificates having a unique device identifier for said
corresponding device, said method comprising the steps of:

initiating a pairing request one of said devices to the other of said devices;

sending, from said first device, the device certificate of said first device to said
second device;

cryptographically verifying, by said second device, said received device
certificate of said first device;

outputting, at said second device, the device identifier of said first device

contained in said first device certificate;
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contained in said first device certificate; [R\Iiboo]88554.doct &x¥N 2008 JuN
2006 -25 verifying, by said user, that said output device identifier

mat ches the unique identifier of said first device, said unique identifier
bei ng known to said user; and, accepting, by said user, the association of
said first device and said second dez\gsce if said displayed device
identifier is verified. 14. A nethod“as clainmed in claim 13 wherein said
sending and verifying steps are acconplished by establishing an

aut henti cat ed ess| b ' ISt ' igd. second
devi ce. 15. Avérr[gt?w&g b§s§a§‘1 g%ﬁbg&?ﬁggliﬁhgliév&%elfl g’lﬁ}r@egﬁn?tn I ctgtg odriill t he
associ at identifiér cfanid firbtr davicanghidaiiquesidentifibr detnigd@oiva t@bad askri and, ong-t erm
storage. 16. A nethod as .¢clained in cJaim15 rein said indicator is the
devi ce identi f“?‘-‘épt_mg’%’% Sa}ﬂ\g HSEhdbe a8soe1agp %amqﬁr%i%ws desard feeandy

i ndi cat Oﬁi\%iée ey We@hevié@ideﬁiﬁ@q$9é}if?eﬁ. claimed in any one of claim13

to claim erein't initrating o sald pairing request is acconplished
by maki ng an i nput selection on one of said devices. 19. A nethod as
claimed in any one Qf claim13 to claim 17 erein the initiating of said
et ng 1equod mrgodes SR HoaRy ot siaute S veibohareRSmey

det ect i NgedolifplisddNs estiblistihgl adl @th&R R ated Qecufe SREIBRBc@BR ek kall R4 detice! ai m 19
wherein said automatic detection is acconplished by neans of

el ect r omahetid secondyderica r ansmi ssi on from one of said devices and reception
of said electromagnetic signal at the other of said devices. 21. A nethod
as clainmed in claim 13 wherein said acceptance of said associating is
~acconpl i shed Rympmki Ag cRMéPWaise] Behéeih MindRa@r setRNPsddtitioad  shidR \ | i
boo] 8 8554. d oc : s xh 2 3 JUN 2006 -26- 22. A nethod as clained in claim
18 or cl Arsrandsarhegcend dewraiisiphsad islengdermosorage.

16. A method as claimed-in claim 15 wherein said indicator is the device identifier.
17. A method as claimed in claim 15 wherein said indicator is key material.
18. A method as claimed in any one of claim 13 to claim 17 wherein the initiating of

said pairing request is accomplished by making an input selection on one of said

devices.

[——

19. A method as claimed in any one of claim 13 to claim 17 wherein the initiating of
said pairing request is accomplished by one of said devices automatically detecting the

other of said devices.
20. A method as claimed in claim 19 wherein said automatic detection is
accomplished by means of electromagnetic signal transmission from one of said devices

and reception of said electromagnetic signal at the other of said devices.

21. A method as claimed in claim 13 wherein said acceptance of said associating is

accomplished by making an input selection on said second device.
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acconpl i shed by depressing a button. 23. A nethod as clainmed in claim18 or
claim19 wherein said input selection is acconplished by verbagzc d.
24. A nmethod as clained in claim 13 wherein said output neans i a&)m

di splay. 25. A nethod as clainmed in claim 13 wherein said output neans is
auditory. 26. A progran1for initializi g secure comuni cations between a

first de sec nd devi d _devices each
hevi g aobubl friepd oF e i i 283 ol SO SR SR Rt e
sai d devh@@nqﬁelrsﬁédfu Sb@glamgttan uni que har dwar e identifier associated

with said respective device, and a public key associated with said
respective device, said program code conprising: program code neans for

oot e a9 A RREEHIR GARAAR tAid bf Bl 9 SRR i ihur SgRARS eV o

conput er ANs o Négot rati essi‘on “éncryption and

mut ual  apéddaHlisEaRt byorerbA@uinhenent s bet ween sal d f| rst and sai d second
devi ce; conputer program code neans for exchanging device certificates of

said first device and said second device; conputer program code neans for

crypt 00raphi cal hmnd@hl (it i RBihASSHePen A8 LLILE GRLR W3\l AGIRYID! T € key
of said rtificate Authority; conputer prograr% & neans for e changi ng
chal  enges created by each of said first and second devi ces; conputer

program code ans for respaondjn o said r. ective chal es b signin
sai d rec%?vedxgﬁﬁt?lf"eﬁb%la‘ lﬂﬁiaﬂfﬁég “étteé‘?‘\}??ig 8@\'} f pgans 15?‘?‘&) g key?/ saig )

private keys residing in the respective protected storage in each said
~device; conputer program code neans for returning said signed challenges;
conput er 26.pr ogr progrod éreiabzihg ey peroguaishiiesl Hepwear i fiyt dgvichand sai d

EE T PR e O B SR
gg g zegghg%ygﬁ% %ﬁa%cef bérﬁﬁcﬁ@dsa%kigv@@‘é%(ﬁcﬁlt@\/ﬁa@ﬁ% a amgquel IRr¥vireo] 8
identifier associated with said respective device, and a public key associated with said
respective device, said program code comprising:
program code means for establishing a session between said first device and said
second device;
computer program code means for negotiating two-way session encryption and
mutual authentication requirements between said first and said second device;
computer program code means for exchanging device certificates of said first
device and said second device;
} computer program code means for cryptographically verifying the received
certificate using the public key of said Certificate Authority;
computer program code means for exchanging challenges created by each of
said first and second devices;
computer program code means for responding to said respective challenges by
signing said received challenge, using the receiving device's private key, said private
keys residing in the respective protected storage in each said device;
computer program code means for returning said signed challenges; computer
program code means for cryptographically verifying that said received challenge
signature is of the challenge previously sent by said receiving device;

computer program code means for establishing a key agreement between said

first and said second devices; and,
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-27 conputer program code neans for establishing secure conmunications if
all of said prior verifying steps succeed. 27. A program as cl ai @&djJUNn2006
claim 26 wherein said first established session is non secure. 28. A
programas claimed in claim26 wherein said first established session is an
aut henti cated connection. 29. A program as clainmed in claim26 wherein said
first established session is an encrypted connection. 30. A program as
claimed in claim26 wherein said unique hardware identifier is a machine
(MAC) adds@pstef Brogt@h Eods 3ehiedediiskifly s3dure AoRIAHiGMoAS iChiRioTREidi N cl ai m
26 wherein said protected storage is a wite-only storage with the ability
to perfopnecwiibingsiepnsudcasd| vi ng previously-witten data. 32. A program as
claimed in claim26 wherein said protected storage is read-wite storage
wherein the read capacity of said storage is accessible only by neans of a
shared ggcr e prdgranfadéladicinnasaifl 20 WRekeinsatd fistredBhlRed Sdshiofaé Horubl i C
key of a Certificate Authority is a public key of a root Certificate

Aut hori t§eCUB4. A programfor initializing a first device distributed with
an enbedded radio nodule using a server, said server having an enbedded
radi o nodul e, said nethod conprising: conputer program code neans of

sendi ng 28 i nduprogrant aschimel fechi 260vlsatid safd fist esteMished Yedsiog isand
enbedded radi 0o mopdul es;, conput er program code means of returning, from said
first deWﬁg@FwémGﬁPﬁﬁﬁhoﬂevice identifier of said first device, to said
server; [R\Iliboo]88554.doc:sxh 2 3 JUN 2006 -28 conputer program code
nmeans of creating, at said server, a public key, private key pair for said
first de¥9.ce; A program as claimed in claim 26 wherein said first established session is an

encrypted connection.

30. A program as claimed in claim 26 wherein said unique hardware identifier is a

machine (MAC) address for said associated device.

31. A program as claimed in claim 26 wherein said protected storage is a write-only

storage with the ability to perform computations involving previously-written data.

32. A program as claimed in claim 26 wherein said protected storage is read-write
storage wherein the read capacity of said storage is accessible only by means of a shared

: \ ) secret.

33. A program as claimed in claim 26 wherein said public key of a Certificate

Authority is a public key of a root Certificate Authority.

34, A program for initializing a first device distributed with an embedded radio
module using a server, said server having an embedded radio module, said method
comprising:

computer program code means of sending an inquiry from said server to said
first device using said embedded radio modules;

computer program code means of returning, from said first device, a unique

device identifier of said first device, to said server;
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conput er program code neans of creating, at said server, a device
certificate for said first device, said device certificate havingz§JH iﬁMF
hardware identifier associated wth said first device and a public ke@
associated with said first device; conputer program code neans of
transmtting said private key, and sgbg_device certificate, and a public
key of a Certificate Authority which Signed said device certificate, to
said first device; and, conputer program code neans of storing said private

key in non-r e@%@@ﬂe?gro@hﬁﬁ R64SFhedhOb @8Ry, 8Pdal §drvat aGRYIIE Rey,3RivaRR P OGram
as claimed in claim34 wherein a copy of said certificate is stored in an

ent er pri &ey pit vaeid. firgglevikepr ogram as clai med in claim 34 wherein a copy of
said certificate is._ stored i an LDAP directory. 37. A .progr.amfar

hi i a1 21 ng. Sophdy BlegiRE e B o pleality oh Yo a deuh PR o
using a sgf ek, deviedsA@deeite bavifioste daviaghediad KagheTagklRr asatRidaet hod
conpri sing: conputer program code neans of sending an inquiry from said

server t ¥1&aspid firs| doyicedadjaqublie kengassedieted mitb gaidfirptadtiviserodul es; conput er

pr ogram code i t | |5 St Vi.C a puhl i e
P vate oy porPReLbroBrER bodineds ardlalolfind s KH 08 K8y Pl ot e o
st ori ng, catifis@e,dafid raspubley kee,ofsai Cerfificatatuthaity i whichogigiicdneaidbdewider ot ect ed

storage; canputer pr.ogram code nmeans of returning, fromsaid first device,
a uni que®H tE’éoisg‘Qrngtf e¥iceads sai d public key of said first device, to

o : of ¢ . ¥ ,
sala server E&H’?MEP ro%"rﬁﬂ.rc%mf‘ R8s gﬂg%fbﬁir% satd gﬁght@?ke & %nzcg{agl%[]av?ng

device certificate for ~ said first vi ce, sal evice certl

sai d devpoéecialesttragé atrsaminfirssdevibepubl i ¢ key; and [R\ i boo] 88554. doc: sxh 2 3
JUN 2006 -29 transmtting said device certificate and a public key of a
Certificate Authority

35. A program as claimed in claim 34 wherein a copy of said certificate is stored in

an enterprise database.

36. A program as claimed in claim 34 wherein a copy of said certificate is stored in

an LDAP directory.

37. A program for initializing a first device distributed with an embedded radio
module using a server, said server having an embedded radio module, said method
comprising:
( " l computer program code means of sending an inquiry from said server to said
first device using said embedded radio modules;

computer program code means of creating, at said first device, a public key,
private key pair for said first device;

computer program code means of storing, at said first device, said private key in
non-removable protected storage;

computer program code means of returning, from said first device, a unique
device identifier and said public key of said first device, to said server;

computer program code means of creating, at said server, a device certificate for
said first device, said device certificate having said device identifier and said public key; -

and
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whi ch signed said device certificate to said first device. 38. A program as
claimed in claim26 or claim34 or claim37 wherein said protec@gditmpoe
is awite-only storage able to perform conputations involving
previously-witten data. 39. A conputer program product for establishing a
security relationship between a firsé device and a second device, said
first and second devi ces each having h-associated device certifi cate,
each of said device certificates having a unique device identifier for

sai d correspopdi it L;ﬁ&’de%@% o RIFQEE 3R RS éﬁ)‘l’%tk i t‘%ﬁﬂﬁ CR%%F}' sai d

readabl e program co means of 1 nitrating air ng reques one o

devi ces tdhicthegradserd defvicsaiedifiteteitc esid fmmipuber readabl e. program code neans
of sending, fromsaid first device, the device certificate of said first
device to said second device; conputer readable program code neans of

cryptogr aphi cal lyogtsh! 49 bRined"Yn $ifl 268 AUknf ! GEclaff # LRERLY Qfhgdevi ce

certificate of said first devic conput er readabl e program code neans of
out putti pg),tecad:d swr@gesescanumchemlgzestomge abttevd gerfortenddnipueationt inadlehinfgl r st

devi ce cont ai i id first device certificate ; conputer readable
program Bf?éfé"“ﬁg’a‘ﬁgtt?ﬂ Porifyi ng, by said user, that said output device
identifier matches the unique identifier of said first device, said unique
identifier being known to said user; and, conputer readable program code
means of 3%ccept ¢agputeryprogiath prodnct fphestahalsbmglaaiqcmtyafelagansinﬁ betstcen@vi ce and

id
sai d secpnd (day g6 d (3ah dodbenlaed devlosaidontd ?aaﬁégﬂhgﬁégéfﬂﬁ‘a&grl fyi ng

conmput er program as

are accodplitsbatfibyte,aatiabf sﬁhldlagxcaraemﬁmemhmﬁg 8 GnffRe Weics &dmitifior Ret ween
said first device and said second device. 41. A conput er program as

cl ai med $¥d ePTEGSROBANGARYIES. Said Progiam pRdIct ¢MATNg: associ ati on of said first
‘Fgfj\ f?hgofggg%@g%{x‘: ge)%ﬂél%e %k%qz%agllﬂ%gs SP5MBAY §%Riring request one of
said devices to the other of said devices;
computer readable program code means of sending, from said first device, the
device certificate of said first device to said second device;
computer readable program code means of cryptographically verifying, by said
second device, said received device certificate of said first device;
computer readable program code means of outputting, at said second device, the
device identifier of said first device contained in said first device certificate ;
computer readable program code means of verifying, by said user, that said
: \' ) output device identifier matches the unique identifier of said first device, said unique
identifier being known to said user; and,
computer readable program code means of accepting, by said user, the
association of said first device and said second device if said displayed device identifier

is verified.
40. A computer program as claimed in claim 39 wherein said sending and verifying

are accomplished by establishing an authenticated secure session between said first

device and said second device.

41. A computer program as claimed in claim 39 wherein an indicator of the

association of said first and said second device is placed in long-term storage.
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42. A conputer programas clainmed in claim41l wherein said indic aH &s t he
device identifier. 43. A conputer programas clainmed in claim4l d

said indicator is key nmaterial. 44. A conputer programas clained in any
one of clains 39 to 42 wherein the initiating of said pairing request is
acconpl i shed by making an input selection on one of said devices. 45. A
conputer programas clainmed in any ond of clainms 39 to 42 wherein the
initiating of said pairing request is acconplished by one of said devices
aut omati cal | dete ting the o her .of sai Vi ces conput er program
e o1l A | AT S e e TRt etsdt siq it 3 BTl shed by
neans ofK@h@ﬁ&{onagnetlc signal transm ssion fromone of said devices and

reception of said electromagnetic signal at the other of said devices. 47.
A conputer programas claimed in claim39 wherein said acceptance of said

associ athng 3 AGAONl pRSEOX SRAGLADLARH! L AELRELLANAR:ARTS sagcond

devi ce. A conp gram as c almsd 1'n’ clarm 44 erein
sai d i npmiaterigel ection is acconplished by depressing a button. 49. A
conputer programas clainmed in claima44 or claim46 wherein said input

sel ection is acconplished by verbal command. 50. A conputer program as

cl ai med 44 Sl A MALMIBISL 33 AUA B LnEAR% S 36 H3h dhaghae ST A

conput er program inclharm erei n sai d out put nean

audi t or yinitjdingloif baid jp8Bhipdeqast $xbconBisH&MNb P Haking Ak infu? seléctﬁ)msirﬂfﬁefdf r
initial |§a;$ge secure conmmuni cations between a first device and a second
devi ce, W¢9st and second devices each having a public key of a
“Certificate Authority and a device certificate, said device certificate
havi ng a uni que hardware identifier associated with said respective
devi ce, 4nd aApedshputerkprpgtess @6 icktimdd wh tahy smiecbf claims 39 to 42 wherein the

initiating of said pairing request is accomplished by one of said devices automatically

detecting the other of said devices.
46. A computer program as claimed in claim 45 wherein said automatic detection is
accomplished by means of electromagnetic signal transmission from one of said devices

and reception of said electromagnetic signal at the other of said devices.

47. A computer program as claimed in claim 39 wherein said acceptance of said

associating is accomplished by making an input selection on said second device.

48, A computer program as claimed in claim 44 or claim 46 wherein said input

selection is accomplished by depressing a button.

49. A computer program as claimed in claim 44 or claim 46 wherein said input

selection is accomplished by verbal command.

50. A computer program as claimed in claim 39 wherein said output means is a

visual display.

51 A computer program as claimed in claim 39 wherein said output means is

auditory.
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respective device, said systemconprising: a comrunications nechangf€1f@r
establi shing a session between said first device and said second de #Q 2%6
negoti ati ng two-way session encryption and nutual authentication

requi rements between said first and said second device, and exchangi ng
device certificates of said first devife and said second device; a verifier
for cryptographically verifying the received certificate using the public
key of said Certificate Authority; a negotiation nechanism for exchangi ng

chal | enges, cr aakagen Yo ffitialRingS fclirel ddnfthuni8fdns BeQREN ALH}E @Svick @ARQANdi ng to
sai d respective chall enges by signing said received challenge, using the

recei vi ngecdadidewics, gafd fist @ndt eggond adedlicps eachtlavingys puldisi kliynef 4 Rettifiate
respective,.protected. st.ora in each said device,, returning said signed
Chal | eng R} S50 GLOSEY BeMacRecRRd RRE REHEE nhii b eCRisraiege

si gnat ur @lenifief askbRatel W itheRUE respéctive Ausiby, an@MH public Il hssRRédVIWIE sdRVi ce,
establishing a key agreenent between said first and said second devices;

and, est EPFSIP dgVisecaidesysismmampiaingons if al|l of said prior verifying
steps succeed, (%%méni%é’t?otrﬁ%@&laﬁléﬁf g%de%&gbgl%islﬁl nlSS%ssY\c’f]qeﬁagfwn ef Aafly LSt

est abl i shed session’i S non secur m as clained In clalmb52
wher ei n device tind shidesdcaid idetied, seoshtiny teo-day ibihieBhigplicid afdmnagali on. 55.
A systemas claimed in claimb52 wherein said first established session is
an ~ encr yPheicatiom sdriTeRents detveen paiddirsthandyaid sasend deviswiand SEChMSING n sai d

un, e AR R rRis ESgRypasoo2 or o essoc el
cl ai m 52 wher everi§eifdr pryptogeapbitally eerfying the reeatvedwertificats sing giee pdtdicei n t he
oo g Ll T IR, oSrS Pl only by rmeans of 'a shared
Certificate jpegotiation mechanism for exchanging challenges created by each of said first

and second devices, responding to said respective challenges by signing said received

challenge, using the receiving device's private key, said private keys residing in the

respective protected storage in each said device, returning said signed challenges,

cryptographically verifying that said received challenge signature is of the challenge

previously sent by said receiving device, establishing a key agreement between said first

and said second devices; and,

establishing secure communications if all of said prior verifying steps succeed.

\k 53. A system as claimed in claim 52 wherein said first established session is non-
secure.
54. A system as claimed in claim 52 wherein said first established session is an

authenticated connection.

55. A system as claimed in claim 52 wherein said first established session is an

encrypted connection.

56. A system as claimed in claim 52 wherein said unique hardware identifier is a

machine (MAC) address for said associated device.
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Authority is a public key of a root Certificate Authority. 59. A systemfor
initializing a first device distributed with an embedded radio no@J &N 2006
using a server, said server having an enbedded radi o nodul e, said system
conprising: a conmunications nmechanismfor sending an inquiry fromsaid
server to said first device using sa&% enbedded radi o nodul es, and
returning, fromsaid first device, a ~“tuhique device identifier of said
first device, to said server; a processor at said server for creating a
public key, pry vakéy lﬁ@élﬁﬁfea ih Q1 ilfl.aﬂ2dwilk Sty saqi(ﬂﬁi‘oqgcée@stgfea LG rga%r-&'#iie' cate,
created at said 'server, tor sai iTst device, "salrd device “certificate

havi ng astoriggrehchnain theareed tapanity 6f @id asmge isaiceghsibie dhip by chehny Sita shawidce and a
public kgg/ associated with said first device; wherein said comruni cations
mechani sff¥ansnits said private key, and said device certificate, and a
public key of a Certificate Authority which signed said device

certificate, to said first device; and, said processor stores said private
key in né®- rémoystdtheaspeloinesst ad chiror @gevhateis anid pubist kejewl aeCebilicate syst em
as claimd.,in. clai m59 wherein C 0 ai.d certificate is stored in an
ent er pr rg\é't}%?&tﬁﬁa?s@bﬁﬁf?yﬁﬁ§§(§({t§ﬂ1§%@|‘£\wﬁﬁr&tyi n clai m59 wherein a copy of
said certificate is stored in an LDAP directory. 62. An initialization
system said systemconprising: a first device, said first device having an
enmbeddedS?-adi & fvsdm efor intighringra fisshideviver distribhigdi wigh an enbelddé dadiadi o
nmodul e; ‘ANib o 8.8554. dac,: sxh 2 3 JIUN 2006 -33 a co i cations
nechani s%oglsﬂgi %9%%meé’af%lgﬁgwﬁ%@ RURE A0 ZBReI9sY madio rf’ﬂ%ﬂ?’rff' F?Ssg?@ai d
“server toompdiging:i rst device using said enbedded radi o nodul es; wherein said
first device creates a public key, private key pair for said first device,
stores sai d pPiCOBIBIRGION, MEERANERETatmdingr 8y Bgriey finbsagecrand seidurns a
Uni que  first device using said embedded radio modules, and returning, from said first device, a
unique device identifier of said first device, to said server;

a processor at said server for creating a public key, private key pair for said first
device;

a device certificate, created at said server, for said first device, said device
certificate having a unique hardware identifier associated with said first device and a
public key associated with said first device;

wherein said communications mechanism transmits said private key, and said

device certificate, and a public key of a Certificate Authority which signed said device

“ —

certificate, to said first device; and, said processor stores said private key in non-

removable protected storage at said first device.

60. A system as claimed in claim 59 wherein a copy of said certificate is stored in an

enterprise database.

61. A system as claimed in claim 59 wherein a copy of said certificate is stored in an
LDAP directory.
62. An initialization system, said system comprising:

a first device, said first device having an embedded radio module;

a server, said server having an embedded radio module;
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device identifier and said public key of said first device, to said server;
said server creates a device certificate for said first device, 9 $UNHgfce
certificate having said device identifier and said public key; and
transmts said device certificate and a public key of a Certificate
Aut hority which signed said device Cﬁﬁéificate to said first device. 63. A
systemas clainmed in any one of claim52, claim59 or claim®62 wherein said
protected storage is a wite-only storage able to perform conputations
involving pr %Vé&fﬁﬁhﬂi&%ﬁdr{sbﬁ@cﬂﬁkﬁr, &tk c@mﬁ?ﬁﬁ}cﬁiﬁﬁr{soﬁleghdﬁzs% .s%f?diﬁgtﬁb lish a
security relationship, saild systemconprising: a first device; Second
devi ce; aqiayifoen sad serfverctatseidvirstdesetusing ssidiethteiddest radiodnsddand devi ces,
each of said device .gertificates having a uni que device i genti,fier for
sai d corr espoldH &%‘ai t dgyies &feates fePUEC ey, g’r‘f"l"“teslfeyaﬂ%}r ced el ces
I i ti at egedcRloréd\hid SRS keyt B doEreRlolM1e BlotddkiSIaY, GRE retuifRdfigal d
device certificate of said first device fromsaid first device to said
second devifcidentifirsraa said aublic keyoribatiiefiniscdevineyotseighsgplercal |y verifies said
received device, certificate of sal.d first .device,. outputs.the devjce
dont] T1er ot SO4rGoR reheE frfee SRfeald bRt SR yiof B dedishiegutiette
certifi caiding wherdehite S@dndifies and Y48 ipubRS kéfaind IRintmAY tAYtdedRY R ficd@Nt i T i er
mat ches the unique identifier of said first device, said unique identifier
bei ng knawtha pybliakey okeCerifiratcatnibprity whish signed said idgricefceridicateftp said devi ce
and sai dﬁfs‘?ﬁ@ﬂge device if said displayed device identifier is verified.
65. A systemas clained in claim®64 wherein said sending and verifying are
acconpl i shed by establishing an authenticated secure session between said
first deyjce ,and said _second device, [R\1 ib,oo% 88554. doc: sxh 2 3 JUN
2006 -340%6. A Syerets daimaddn 2y opg of Fldimw S4clgie? L Phclgim PAdTheagib saids ¢ he
associ at pfectld $tdbe fs! b ShriRMhiy Actage BRIt A PYL G | DniPuBfBfls liRvdioRg-term
storage. 67. A systemas clainmed in

previously-written data.

64. A system for a user to establish a security relationship, said system comprising:

a first device;

a second device;
a device certificate with each of said first and second devices, each of said device
certificates having a unique device identifier for said corresponding device, wherein one
of said first and second devices initiates a pairing request to the other of said devices,

* sends said device certificate of said first device from said first device to said second

device, wherein said second device cryptographically verifies said received device
certificate of said first device, outputs the device identifier of said first device contained
in said first device certificate;

wherein said user verifies that said output device identifier matches the unique
identifier of said first device, said unique identifier being known to said user and
accepts the association of said first device and said second device if said displayed

device identifier is verified.

65. A system as claimed in claim 64 wherein said sending and verifying are
accomplished by establishing an authenticated secure session between said first device

and said second device.
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claim 66 wherein said indicator is the device identifier. 68. A system as
claimed in claim66 wherein said indicator is key material. 69. A system as
claimed in any one of claim64 to claim®67 wherein the initiating o 3 JUNi 2006
pairing request is acconplished by maki ng an i nput selection on one of said
devices. 70. A systemas clainmed in ag one of claim64 to claim®67 wherein
the initiating of said pairing request is acconplished by one of said
devices automatically detecting the other of said devices. 71. A system as

clai med g cl ai @siEth WahRidd iﬁ%ﬁﬂmaeatw@r&fncan%gﬁ%} Qf‘tﬂes%ss@c?ﬁgﬂgifisﬁﬂed by

means of el ectr%yrragnetl c signal transm ssion Tromone of sal evices and
r ecept i ofirofand aaid setaltdesivrgnplaced 81 lgngdterat stodage.adi7hér sysfens as dlathead mes. 72.
A system as clai.med in.claima64 wherein sai.d acceptance of said associating
is acco }’Péﬁé@eb‘i}“ﬁﬁﬁi"ffg"a&‘ﬁlﬁH}?Lﬁﬁ“&?@l‘@é‘f‘ﬁ&rﬂ on said second device. 73. A
systemas clainmed in claim69 or claim70 wherein said input selection is
acconpl i shed by depressing a button. 74. A systemas clainmed in claim®69 or
cl ai m 7068her & syssai ab dlaipet is elame 66 orheresn saad mdimalar shleay ogtesigr bal command.
75. A systemas clainmed in claim®64 wherein said output neans is a visual

di splay. 76. A systemas clained in claim®64 wherein said output neans is

audi toryeg[ R Wl syse@0ds daiBe@4n aflP6ne &f ofdlm 64 to claim 67 wherein the initiating of
said pairing request is accomplished by making an input selection on one of said

devices.

70. A system as claimed in any one of claim 64 to claim 67 wherein the initiating of
said pairing request is accomplished by one of said devices automatically detecting the
other of said devices.

71. A system as claimed in claim 70 wherein said automatic detection is
accomplished by means of electromagnetic signal transmission from one of said devices

and reception of said electromagnetic signal at the other of said devices.

72. A system as claimed in claim 64 wherein said acceptance of said associating is

accomplished by making an input selection on said second device.

73. A system as claimed in claim 69 or claim 70 wherein said input selection is

accomplished by depressing a button.

74. A system as claimed in claim 69 or claim 70 wherein said input selection is

accomplished by verbal command.
75. A system as claimed in claim 64 wherein said output means is a visual display.

76. A system as claimed in claim 64 wherein said output means is auditory.
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