AUTOVATI Cl NTEGRATED SENSI NGAND ACCESS CONTROL [0001] This application
clains the benefit of and is a non-provisional of US Provisional

Appl i cat iwo 28@vi9ed46No. 60/ 659, 830 filed on March 8, 200BrcTAsdsloadons t he
benefit of and is a continuation of US Application Serial No. filed on
January 11, 2006. BACKGROUND [ 0002] This disclosure relates in general to
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15  detectors are used on people and carry-on bags are searched. Some airports use X-ray
machines on bags and chemical detectors on bags and people. These systems interrogate a

bag or person without knowing the identity of the person being interrogated.

[0005]  Security systems are used to secure areas. Things such as security codes, biometric

information and/or identity cards are used to authenticate a person before authorizing entry to
20  the secure area. In these circumstances, a known person is authenticated by way of the

information provided. For example, a new person is added to the database of allowed

persons along with the code from their identity card. When the identity card is provided, the

person is allowed entry to the secured area.

[0006] Transit systems have been the subject of terrorist incidents. Suicide bombers have
25  carried bombs into buses or trains. Additionally, bombs have been left in public transport by

terrorists. Increased foot patrols have been used for transit systems to increase the likelihood

of apprehending terrorists or bombs they have left behind. In some cases, canine officers are

used to try to find those carrying explosives or the explosives themselves.



used to try to find those carrying explosives or the expl osives
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intended to necessarily Iimt the scope of the djsclosure. .
[0009] In yet another embodiment, the present disclosure provides a method for flagging a

person associated with a machine-readable identifier based, at least in part, upon exposure to
at least one predetermined item. In one step, the identifier, associated with the person, is

20  recognized. The identifier corresponds with a card or ticket. The person is tested for
exposure to at least one predetermined item. A point away from the testing of the identifier is

notified of an outcome of the testing step.

[0010] Further areas of applicability of the present disclosure will become apparent from
the detailed description provided hereinafter. It should be understood that the detailed

25  description and specific examples, while indicating various embodiments, are intended for
purposes of illustration only and are not intended to necessarily limit the scope of the

disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The present disclosure is described in conjunction with the appended figures:

30 FIG. 1 is a block diagram of an embodiment of a transit fare system;

FIG. 2 is a block diagram of an embodiment of a transit station system;



BRI EF DESCRI PTI ON OF THE DRAW NGS [0011] The present disclosure is
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di agram of an enbodi ment of a transit station system FIG 3 depicts a

perspective vi ewigf3 ﬁébi@t@*ﬁ%fs?@%i#vet ieviiof %rﬁgrﬁﬁoﬁﬁggg&%tﬁgth&enﬁi’ngﬂ G 41is a

bl ock di agram of an enbodi nmen e ticket vending machine; &d FIG 5 is
a fIO\ﬁWGh’éJQ? am of an enbodi ment of a process for processing a card hol der

wi th sensing of ppsure to.items of interest. [0012] In _the appended
figures, sinmil arF? %b%{?oan@ﬂ?]%dlﬁ%@/no‘?ioaﬁfgf%ﬁ%em Lhr?atiﬁgeft‘l‘?é‘d@ﬁﬁ%a"gé”feér ence

| abel andurther, various conponents of the sane type maybe di stingui shed by
folLlowing the reference | abel by a dash and a second | abel that

di 3ti ngui shes afbdg’ tsrieflew diageam efamankortiment df aqrbgess foe proaesding #tarence

| abel hbﬁep‘%ggsérfggré}éﬂo%ggﬁﬁé {Ogl 'So&int%{\e%%descri ption is applicable to any

one of the sim onen aving sane first reference | abel

i rresp¥yR] vdn Gfe dppendeadigues) sifrilaeO@BpdRBR! and P TAEPMPERGR BRI LN [ 0013] The

ensui ng. descrj tLIFon rovides preferred exenplary enbodinment(s) only, and is
not i ht endet a*?% “FFP?T» V#éPus copmeonentnef the pame type sraydwrfistpgnishedby of ~ t he

di scl eskBne Ratrbe ' L DLy rreferred exenpl ary
embodi ment () Wi i fenb:{?(%egl? L R B L i ng

d&& cr pigtilap porhpenantsp | 16 melytthafrsarefered cerlated iexsedmh teypeihadionemt. |t bei ng
under . t_varikous changes nmay be made in the function and arrangenent
of el Q%ngﬁ s“'l’ryﬁ%taﬁgﬁ?alb =941 R Of thg ﬁflnfﬂﬁ)?é comPPRents bRy g Bs same figdreforsnes i n t he

appenitbel iglegjcttive 0BE 4dcondpesitlehée BE1aI | s are given in the fol l owing
description to provide a thorough understandi ng of the enbodi nents.

However, it will be understood by one of ordinary skill in the art that the
Ciroui ts may be shown in bl gEE I aaPERRETIE not fo obscure the
enbod (083} s Tha ensuieg éssaptoriabaides prefer@ihEmpRS AAB&EmeNES)lonkn aum;Ci rcui ts,
P{ocC e%gt%ﬁfengeldgtg rlfntli? ﬂfé’scgﬁer, lélggli%;l?i%iiy or configuration of the disclosure. Rather, the

ensuing description of the preferred exemplary embodiment(s) will provide those skilled in

the art with an enabling description for implementing a preferred exemplary embodiment. It

being understood that various changes may be made in the finction and arrangement of

elements without departing from the spirit and scope as set forth in the appended claims.

20 [0014] Specific details are given in the following description to provide a thorough
understanding of the embodiments. However, it will be understood by one of ordinary skill
in the art that the embodiments may be practiced without these specific details. For example,
circuits may be shown in block diagrams in order not to obscure the embodiments in
unnecessary detail. In other instances, well-known circuits, processes, algorithms, structures

H

25 and techniques may be shown without unnecessary detail in order to avoid obscuring the

embodiments.

[0015] Also, it is noted that the embodiments may be described as a process which is
depicted as a flowchart, a flow diagram, a data flow diagram, a structure diagram, or a block
diagram. Although a flowchart may describe the operations as a sequential process, many of
30  the operations can be performed in parallel or concurrently. In addition, the order of the
operations may be re-arranged. A process is terminated when its operations are completed,

but could have additional steps not included in the figure. A process may correspond to a



and techni ques may be shown w t hout unnecessary detail in order to avoid
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card. In one embodiment, a contactless smart card is used for the fare card, but other

20  embodiments could use serialized magnetic stripe cards, digital tokens, RFID tags, cell phone
payment, government-issued identity cards, smart cards with contacts, or any other portable
device or card that has a unique identifier generally associated with a person. The user can
add an amount or credit to the far card to allow further use in the transit fare system 100. The
credits, debits and stored value can include a monetary credit, a usage credit and/or a usage

25  period. A number of station systems 112 are distributed across the transit fare system 100

and generally correspond to the transit stations where the fare card might be used.

[0018] There is a central control system 102 that communicates with the various station
systems 112 using a wide area network (WAN) 104 that may be public or private. The WAN
104 could be packet switched or circuit switched connections using telephone lines, coaxial
30  cable, optical fiber, wireless communication, satellite links, and/or other mechanisms for
communication. Communication between the station systems 112 and the central control

system 102 may be in real time or periodic. Usage of fare cards throughout the transit system



paynent, government-issued identity cards, smart cards with contacts, or
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20  [0021] Table I shows an example of the alert message resulting from a sensed exposure of a
card holder to an item of interest and data fusion. Data fusion is the accumulation of different
types of information to make an intelligent decision for a particular transaction. In this
example, a particular fare card is associated with a holder where nitrates were sensed at a
particular time and date. The machine number couid correspond to a vending machine,

25  turnstile, or other machine that can sense the fare card serial number and an item of interest.

A captured video clip of the holder is sent to the central data store 116.

Table I. Alert Message/Data Fusion Example

Field Example
Machine Number 34sd82k
Encounter Date 07-21-08
Encounter Time 21:32:05




Additionally, any sensed itens of interest are transmtted to the central
accounting system 108 in an alert nessage. The alert nessage nay al so be
sent the woavicomemenput er, ot her stations, |aw enfor cenentr/Usets/00300921]
Tabl e I shows an exanple of the alert message resulting froma sensed
expoﬁ&mWf interest and data fusion. Data
fusion is t%e accumulation o% Ifrerent types of information to nmake an
i nt el Trapeatiod@ocstionn for a pRakilediar transaction. In this exanple, a
particular fare card is associated with a hol der where nitrates were sensed
at a E&nﬁa@@né\‘wp@i me and dat€ashiThe machi ne nunber coul d correspond to a
vendi gl?]tgﬁe%%%e, turnstile, gr. other machine that can sense the fare card
seria unber and an item of i‘q‘ﬁ"erest. A captured video clip of the hol der
s seQénst@Iibhe central data giprg 116. Table |I. Alert Message/ Data Fusion
Exanmpl e Field Exanpl e Machi ne Nunber 34sd82k Encounter Date 07-21-08
EncoublagiStafuste 21: 32: 05Far e EaggedSeri al Number 23490782 Transaction
Locat+en—Fare—Load-Transaction Type Cash Captured Info Video Sensed Item
Nitrates Flag Status Fl agged [0022] |n_another enbodi nent shown in Table
11, alf9eRkr kanaiherembodimens skovemindl 3bie Bhawthepiesarapleiof a ok derd is shawmar ed f or
cert gy i1 P tyrnstile (i.e, chi ne nunber
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gun pmackene nﬂmbd%rfﬁ%S@@&ﬁﬁlalygmvé wfae tigafack dagd @s‘éﬁﬁl@u@ﬂﬁ@lﬁw@m@) AR i
enforcenent officer_in. the dat usi on process such that sensing gun powder
from ?r\ﬁg{;%ﬂhpqvgfef'oﬁhtg‘lst%s%éher&e At spspocaater Wik @ I entoseamant pHicer Hygi ng.
Even [ [ k Iy hat it may
o DS L R e o O AR o P Bl Mo T e ' 1
unusual and does not result in flagging. Even though a picture is captured, the holder is

cleared such that it may not be retained. The transit system 100 could still track the holder to

know where the law enforcement officer is located.

Table II. Alert Message/Data Fusion Example

Field Example
Machine Number 99k8645a
Transaction Date 09-28-06
Transaction Time 00:02:05 -
Fare Card Serial Number 23489202
Transaction Location Turnstyle
Transaction Type Debit Card
Captured Info Photo
Sensed Item Explosives
Flag Status Cleared

These items listed in Tables I and II are an example of some of the items that can be used in
10 the data fusion process that may allow a more intelligent decision than any of the items taken
by themselves. Additionally, usage history of the fare card, past detection of items of
interest, past transactions, security alerts, and any identity information (e.g., credit card
information), could also be used along with information gathered from the present transaction

in determining whether a fare card should be flagged.



know where the | aw enforcenent officer is located. Table Il. Aert
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rfarm.data mning on fare cards and tickets stored in their systens.
W?er D FUERAfng f@a‘? g@%%lvaw@meﬁ!@ms& i K s&ampetitges o aitiatns fpundafos i at ed wit h

a fargntf #ntk & 2 BrkLlould glfirﬂfrﬁ?et qgﬁﬂg ddi&@ \Qﬁ&vﬂiﬁh’t?% éfeggf%ﬁgoh%a% sApd ot her

i nformati on can be stored to take vant age. o usion to increase
accurcavd/haldere|h mhothel exgmipsd, seshrpsgdiaseses capehspesickéty esuld bermaex praplego traces

of ni atleg 1t scs>mfe lillglgdisfsgrgseh ?nelder the presumption that a terrorist may be more likely to pay

—

in cash. Tickets purchased at the same time can be tied together such that if one is flagged by

15 analert, all could be flagged.

[0025] With reference to FIG. 2, a block diagram of an embodiment of a transit station
system 112 is shown. Various transit stations may have some or all of the components shown
in the block diagram. A local area network (LAN) 204 couples the various systems together
and could include point-to-point connections, packet switched connections, wireless

20 connections, and/or other networking techniques.

[0026] A station computer 224 is coupled to the WAN 104 to allow communication with
the central accounting system 108. Processing of local information is performed on the
station computer 224. For example, video surveillance for the station could be accessible
from the station computer along with transit schedule information. Alert messages could be
25  routed by the station computer 224 to the central accounting system 108 and other places
within the station. Some embodiments could track a card associated with a holder where
exposure to an item of interest was detected. This could include RFID sensing, video

surveillance, encounters a turnstiles and ticket counters.

[0027] A station data store 216 stores various information used by the station system 112.
30  Alert messages and black listed fare card serial messages are stored in the station data store
216. A ticket booth computer 220, entry gates 208, and TVMs 212 all communicate with the

central accounting system 108 through the station computer 224. Some embodiments refer



tenth tine on a farner could elimnate further alerts when nitrates are
sensed on that sane card hol der m anot her exanpl e, cash purchases of
expensi vewDi2obeam62460ul d be nore prone to alert if sonetkrcmgse@esazssed under
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Dy an e ey e ceitfa e Ry 0 108 S B PP PR Bl kM e R 27 2 Bilock
di agr enerwiteraObaberdbodimentistoae faracsd serid] atinbarsiy steamativh2atssteoQal, Vari ous
transji. stati,ons have s or all_ of the conmponents shown in the block
di agr e’é’#’ﬁ(zﬁ RoYlg g’ﬁlupg?a%g R éﬁ%ﬁ%ﬁ(dﬁlﬂﬁﬁ r %Qf C&,té%ﬁﬂné%ulttﬁé thyanghousthepapgifns
t oget éystennilh. Gt Caritel WiRoNALTHs bRY/BR o FANRALL A BTl AW dehed

connections, wirel éss connections, or ot her networking techniques.
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serial nmessages are stored in the station ddta store et booth
conpu? fop dBtribation witjan de sE0i®n and dossilg tizd@chalit the ermsinfacasystem 100.t he
central account,in t.em 108 t hrpough the. statign co ter 224, Some

e nboq?%eﬁ‘?lglplée hgr%giﬁ&pg T%ap@é?ﬁcﬁﬁ%uggggﬁﬁ?ﬁ Vﬁﬁgg‘i/t@tpggﬁ%f%a ?‘é?et'a'ﬁé? ts for a
part i e 6ldtBECBE Serided hliaricRBGS) pafBhsedJolRY bRl st e htseugbare card
serial nunmbers in the station data Sstore 216, which could be updated on a

r Byul arbagsassoqigied afithdbe cadieldeencount ers t hroughout the transit system
100. Any captured video, pictures and/or audio for a holder of interest
coul d[oakSjo besdied eimboditieatssthaichidy gataas sbwld e Go ploBb2Bdntito talhiokder

enbOdgsrsrgcqgt’ed t[wqt a%ngler:% %}?et grfﬁyzg(')a?é 2(%8I golfl?c% ha?v%orgpesive%na% a-{e\{'twfneszs]éée gra n determ ne
produced its own alert message for a card holder. An error message, such as "invalid ticket,"
could be produced on the entry gate 208 when entry fails such that a holder would likely go
20  to aticket booth to straiten-out the problem. In some embodiments, a silent alarm could be

used such that the card holder is passed by the entry gate 208, but flagged for remedial action.

[0030] Security handhelds 232 wirelessly communicate through antennas 228 using the
LAN. Other embodiments could also include wired security handhelds 232. Ticket booth
computers 220 also communicate with the LAN 204. Transit workers and security officers
25 could each have one of these ticket booth computers 220 or security handhelds 232 to receive
alert messages. For example, when a TVM 212 senses that a holder was exposed to an item
of interest, the alert message is sent to the station computer 224 and relayed to the security
handhelds 228 and ticket booth computers 220. A user of these computers 220, 228 can pull
up pictures, video and sound stored in the station data store. Any tracking of the card holder
30 could be updated on the computer 220, 228 to allow a coordinated response to the alert

situation.



transaction type (e.g., credit, debit or cash), a serial nunber of the card
and sense exposure to itens of interest. Other enbodi nents coul d have

sensi ng swetnem®eidhat sense the serial nunber of the cardTwistéve/@b1oD» and
sense for exposure to itens of interest froman air current or plune that
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be seRaRIChIY RN sbhsikeiol SkpRufLBag el o@ﬁﬂél‘ést%dtroh'@cﬂﬂnghr}n%a Lefhe MESSage
as bei ngﬂassom ated with the card holder. [0029] In sone enbodi nments, the
eft r yogaucgorzndug diiver covldte natifiod ofabilert errssage poroduchd Fatercaabbaldératven wi t h an
alert...The_entr 208 coul d ve receive al.ert .ness . or produced
"o dbiehta P blptad SR oo s s Rali St le B R g SR e o
ti ckehe iteraoot idtcbest prdd iedecheinhl &ﬂﬁ%duna@txﬁcfé%%ﬁals%moyo i@l s such that
a holder would |ikely go to a ticket booth to straiten-out the problem In
some TRl biplegical agedts) anb/orgxplasivedul d be used such that the card hol der is
passed by the entry gate 208, but flagged for renedial action. [0030]
Secur[D032] haRelteingneR B FMiGse B andldy a powpactive aicty il sloghdiagtanstas 228 usi ng

tBe LAI%;? O her _enbodi ments coul d _al so include w red securjty handhel ds 232.
Hock stbodBRHt e6AHEES vending machige 2baighewne Tigkels anddane gRrdsean b ansi t

wor k i fal I : one i boot h
oo ARG BRRN L drdhl B R B in g AR 0 N e Sfend ASis D20
exanpiredit/dabireand rEuddr 312 aseussd $o tripat valudtol paechasasosxfaosedd coedin At em of

interest . t al.er ssage is nt to th atian conputer 224 and rel ayed
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t hesehaRsaAet@pSsItZ20 add BomABtuPYB24. UR pii $4d18Ss pid iR Adesab Atk stored in
the station data store. Any tracking of the card hol der could be updated on

tIfe coefiudebit canbreaderdo eptennymevical indermtinasech ssespiosede foy atdebit aardr t
situation.[0031] In transit systens 100, there are often card validators
236 t[oas3]ar & divplsi Ssishiy3®r progibtsadé cat hyldeompagihate tdillfecldsapioeassconput er .
For exanpl e, these validators 236 could be bar code readers held by train
cond et Gx¥mple, 1he seRen piompih e puhpies ixtouchiestaripad 14tte besipdiee process.

A serialized card can be input into a recharge slot 328 or a new card issued. Single ride

tickets can be issued through another slot 344. Whenever the holder enters something into
20  the ticket vending machine 212, it can be tested for exposure to an item of interest. For
example, credit/debit cards, serialized card for recharge, bills, and coins can all be tested for
residue by the ticket vending machine. As is well known, the money supply can be
contaminated by certain chemicals such that an alert might not be triggered, but radiation

sensed on the money could trigger an alert.

25 [0034] In this embodiment, the start pad 332 is tied to an ion mass spectrum device that can
detect exposure to chemical, biological and/or explosives. Other embodiments could use an
air flow to detect residue from a plume emanating from the card holder. Some embodiments
could detect residue from the holder's interaction with a touch screen over the display. Any

contact or plume that can be tied to the card holder can be analyzed.

30 [0035] Some embodiments use biometric maiching to identify the card holder. Where a

biometric is matched, the serial number of the card or ticket can be tied to the biometric. For



could al so perform sensing for exposure to itens of interest and produce
al ert nessages. The conductor or bus driver could be notified of an alert
nmessage pwodoeadéfser a card hol der even if there is no earnSsRE06/002079
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card | d ingle rid ickefs can be jssued through another slot 344.
_\/\Vlenet@ﬁ’yfhé{e%’fl‘g@?e’% i Elr(lé 5(3:Sﬁlé’t“h&ﬁ%r_afnrﬂfj&nteﬁé’oﬂ}n&%togﬂ@Fﬂﬁe?ﬁgfoﬁachi ne 212,
i 10 Caprob@ssin@ QFl hélieraX BRSHL RhtR Re id RMiRE of HRSER o itERE of tEThe
credit/debit cards, serialized card for recharge, bil fs, and coins can all

be t ederdetied pertioe of ha@reness breing iolbdackiddditeye thadV M 124s cordignedd fokmown, t he

noney n nt.am _nat ed certai em.cals such that an alert
i ghtne:\vgtB ng)ehofdr%f'gg%}s’élgl,ntf%aa? adi %atw%%f@ebﬁ%c nrﬂl}?éeﬂ%ﬁé%fg% 18 cf)ﬁdgger an
al er t be froR3h}dsi mbhesg t@rhedithedid hblder, pluaid fratahadched h6lded, @Ed/bPn@tone) Mass
spectrum_devi ce that can detect exposure to chemi cal, biological and/or

expl oEidegicaysprsings hdhitionaily strensasiipninormation is sriherediin strpt5O8sustessi due from
| u | okdler, I l ect

0] (TRARIBRR L bt BTk SRS o e et AT SR DI BEL Gl ) oy

Any cHm,adticlomapinvobvetasgipnioga neer i itlentiffee tccanely it derd. Caita hriocanal yzed.

0035] Sone dj nent e .bi tric matching to identify the card hol der.
£/\h er e%g?ormed?rrml%cf( %4 tosdelflgrmmé %Qfere ilas 11ke&y Péengexposdre to anI 1te¥m of interest.

Block 514 may use various information gathered by the TVM 212 in this transaction, but

could also query the station computer 224 for additional information, could query the central
20 control system 102, credit/debit clearing databases, and/or law enforcement or governmental

databases.

[0038] Inblock 516, the vending function is performed to recharge or issue a card or ticket.
The card or ticket has a unique serial number fmique associated with it that can be attributed
to the holder of the card even though the identity of the holder may not be known. Purchase

25  information, the unique identifier, transaction history, alert condition and/or other
information can be encoded on the fare card in block 516. In block 518, it is determined if
the card holder should be flagged with an alert based upon the data fusion and possible other
factors. This analysis could be done local to the TVM 212 or could interact with the station
computer 224, law enforcement systems, and/or central control system 102 in various

30  embodiments. Some embodiments do not have real-time access to data fusion information
and only determine if there was exposure or not. Other parts of the fare system 100

determine if transit employees and security officers should be notified after analysis of the

10



bi ometric is matched, the serial nunber of the card or ticket can be tied
to the bionetric. Forexanple, the start pad 332 may do fingerprint

anal ysi s.w@20o6mae246r still canmera 340 could do facial recogrs2ancomo7Any
bionetric informati on can assist the data fusion process. [0036] The video
or stgald fugl%H'EIj: hgt r ere there
is noazi11 lert, eér;é??:?ﬁ?lg\?q§9@%5?35,@35%?&@?%@%IB t%bqocgﬁreﬁ%ghﬁr%\ﬁ’ of tine.

| f arT\é]l/IEQltZrle&dlesafosﬂwrmxtmmm her | evel of suspicion, the captured

pi cture(s) and any audi o can be forwarded throughout the station system 112
and/ qoo3m MyHerRdelentbitihtibh & &e%&n{ﬁéd BBsEiA % 52620 61k a"
furthermg)l ctures an?:l slounld capabl e 5 IS:lcaptlukgg ﬁ{ﬂ cii&\a;f/nergggl {Ogiérs 4

t i ckéth Oﬁcs(s)smﬁﬁe@mndfqu seundak eamureﬁwéaqunmrc ﬁrerqanghoiéemnﬂa@cl%l%él Spme f I ow

agr nt o for, proce n C hol der is shown
ere Ogr%gtlﬂsé gg’(r??s‘?n;[gsmfe t&xBB‘gtﬁfé Yl °q Sgpn %1‘9‘83? ei@r’ﬁe depi ct ed
por t ideterminafiiog apd o6lysavdRel idformAtibh Bk 23 disWRRIRidede ITMYcR 323 ia5 of@nf i gur ed
for a new card hol der. Sensor information is gathered in bl ock 508. The

sens GRESSHET AeRtiayiy divu the BN 2dhte thecsiationsamputer 3% Hawfenfdesnesuitd hol der

plu rd,h h ical nsi ng.
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cr edmeﬂﬂahed remnely bbgopealeftmfg&my gameaos,, otleérchMbelgaa\b%nﬁﬁcenﬁér@,rdmrl on is
qr oce ed in block 512 i nvol ve assi %nl ng%ta new uni que_ identifier

1 Sh s st SFtio aprattrt, Sy Bangbields 2 (bogths. {51 B‘?’rm' ne if
t her gpnly bkl f t S use
vari 035@?1r§fcor rra@tél %ﬁgglaaﬁﬁgﬁsﬂ{dﬁ) agﬁgﬁla'ld\?%/lﬁg]lgl Siohﬂj c%lg(% %”orrrg%rgi téi t could
al so eqdmreymenias sttampaeallyangot Bran@dly daifiedddi t i onal i nf or mat i on, "coul d query
the central control system 102, credit/debit clearing databases, and/or |aw

enf or[oeNENt AGTungHeY BT WFRAbA ardth 8BS Afons b ARRTisdiR el bRBE RS daalsaRdi ng
function is performed to recharge or issue a card or ticket. The card or

ti ckawsehaEorexanipiu dhesldagsing Qf@ﬁtﬁeﬂenahmlqnleeragssbmm&wdm@md withta lncﬂé@fr can Eel |
h
e o
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fare Eard in block 516. In block 518, it is determned if the_card hol der
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Ot helickets and sense for exposure in addition to the vending systems.

[0041] The techniques described herein may be implemented by various means. For

20  example, these techniques may be implemented in hardware, software, or a combination
thereof. For a hardware implementation, the processing units may be implemented within
one or more application specific integrated circuits (ASICs), digital signal processors (DSPs),
digital signal processing devices (DSPDs), programmable logic devices (PLDs), field
programmable gate arrays (FPGAs), processors, controllers, micro-controllers,

25  microprocessors, other electronic units designed to perform the functions described herein, or

a combination thereof.

[0042] For a software implementation, the techniques, processes and functions described
herein may be implemented with modules (e.g., procedures, functions, and so on) that
perform the functions described herein. The software codes may be stored in memory units
30  and executed by processors. The memory unit may be implemented within the processor or
external to the processor, in which case it can be communicatively coupled to the processor

via various means as is known in the art.

11



factors. This analysis could be done local to the TVM 212 or could interact
with the station conputer 224, |aw enforcenent systens, and/or central
control syetemmBR6i n vari ous enbodi nents. Sone enbodi meoTAISd@enazo7have
real -tinme access to data fusion information and only determne if there was
expo or . areXg i r t.erm Jf transit
ol g Rt RIpIER B FaclbiBe bt KT E Al B iRl i

t hedapecificgpmmatuses anthexeghdds, ini tabe cleailp uhdastsod R thiy dsedstionds hedps back to
bl ock where the TVM 212 readi.es for the next custonmer. [0039] Where an
al er tonis%%gpy(gﬁe}faéngg@%& ’Fﬁ]tﬁéi‘nﬁ'iaHE’%Qgiﬂf?gSCQB%gfe e diseloryek 520 to bl ock 524.
Phot o(s), video, and/or sound is captured to docunent the card holder in

bl ock 524. Some enbodi nents tenporarily store the photo(s), video and/or
sound prior to the alert determ nation and only save that information if an
alert is determned. In block 528, an alert nessage is sent away fromthe
TVM 212 to the station conputer 224, |aw enforcenent, security handhel ds
232, and/or central control system 102. Further analysis nmay be perforned
renmotely before alerting entry gates 208, other TVMs 212, | aw enforcenent,
other stations, transit vehicle operators, security handhel ds 232, and/or
ti cket booths. This further analysis could be done manual |y and/ or
automatically. In some cases, for exanple, other |aw enforcenent is
automatically and/or manually notified. [0040] A nunber of variations and
nodi fications of the disclosed enbodi nents can al so be used. For exanple,
the flagging of card serial nunbers as being associated with a hol der
exposed to an itemof interest need not be limted to transit systens. The
serial nunmber could be an event ticket, a governnment issued identity card,
and/ or enpl oyee badge. Non-barriered things could be given access to, for
exanple, a train station where conductors can validate tickets and sense
for exposure in addition to the vendi ng systens. [0041] The techniques
descri bed herein may be inplenmented by various neans. For exanple, these
techni ques may be inplenented in hardware, software, or a conbi nation
thereof. For a hardware inplenentation, the processing units may be

i npl enented within one or nore application specific integrated circuits
(ASICs), digital signal processors (DSPs), digital signal processing

devi ces (DSPDs), progranmable |ogic devices (PLDs), field

12



programmuabl e gate arrays (FPGAs), processors, controllers,

m cro-controllers, mcroprocessors, other electronic units designed to
per f or m tWe 2basmoti4ens descri bed herein, or a conbi nati orCThse@e/02079042]
For a software inplenentation, the techni ques, processes and functions
descri bed herein may be inplenentgdapifch nodules (e.g., procedures,
functions, and so on) that performthe functions described herein. The

sof t WAERAT EHEEAMMEINES:st ored in menory units and executed by processors.
The menory unit may be inplenmented wthin the processor or external to the

processor, in ich e it can,be co ni cativel oupled_to the processor
vila vari ous mems asglgécﬁ?ﬁso\:/% Ohs¥fra %?T%@ﬁpc’#ﬁ% nemg obinfesest tés of t he
di2s c| mssemersiidiotedoeith ad@ sk iRed fahereratd cH# @ BRI Yickd RBEI Fkem

appar atuses and methods, it is to be clearly understood that this
de'scr{PATSHE s made only by way of exanple and not as limitation on the
sgope of the di . D 1S 1. An access control
s?fstemfor senstlﬁgr;lg H%g%e%g\é%sc%&%%%%&t for a person associ ated
wisth a uni que iaeaxpbfuredetettonthbbddedtastbosiirettd kRl of infeed &G BESpE@ML I O
system.conprising: the unique identifier associated with the person; an

e pos%’rde detector that detects exposure to itens of interest by the person;
anmd a processor R herei n: the uni que
identifier may abgggﬁgﬁgﬁﬁlgﬁt expgééd]r&%di&g&%g&g{g{%d, and a nessage is
cdmuni cat ed away f ribautigee pleotiBersoey boflagged witea ekpasatd isn when t he uni que
iq)entifi er,is flagged. 2. The access control systemfor sensing exposure to
i tens of |41ettee9fgeélsﬁg or the person associated with the unique identifier of a
fare card or ticket @meiact {s@dninfurbdaddavlay BERMEL Prod@bsr Bayond that
gathered by the processor’ s interaction with the person is used in

didt er mi ni rigmiofe lopationnvanehe veigué fdeatifi¢rds flaggpged.

1 2. The access control system for sensing exposure to items of interest for
2 the person associated with the unique identifier of a fare card or ticket as recited in claim 1,
3 wherein data beyond that gathered by the processor's interaction with the person is used in

4 determining if the unique identifier is flagged.

1 3. The access control system for sensing exposure to items of interest for

2  the person associated with the unique identifier of a fare card or ticket as recited in claim 1,

further comprising an encoder for storing information on the card or ticket

1 4. The access control system for sensing exposure to items of interest for
2 the person associated with the unique identifier of a fare card or ticket as recited in claim 1,

3 wherein the message is used at an access control point to prevent passing the access control
4  point.

1 5. The access control system for sensing exposure to items of interest for
2 the person associated with the unique identifier of a fare card or ticket as recited in claim 1,
3 wherein the association between the person and the unique identifier is that the person

4 possesses the unique identifier.

1 6. The access control system for sensing exposure to items of interest for

2 the person associated with the unique identifier of a fare card or ticket as recited in claim 1,
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3. The access control system for sensing exposure to itens of interest for
the person associated wth the unique identifier of a fare card or ticket
as recit eaoiznoéaived4mn 1, further conprising an encoder f oPCIUS2INGH02079
information on the card or ticket 4. The access control systemfor sensing
expo + Qp, d ' o r . i with the.uni que

" denc 1 5ten tug MeFo ekl Eited loakl R AARBLCRTAAIL b hrblEralS: N

mds s agéiologiaabadtesib], bivlegicd agetodregplogioesit t o prevent passing the access
control point. 5. The access control systemfor sensing exposure to itens
of, interest for,the person asso iatedfyvith the unique . identifier of a fare
cdr l ‘gl {’h

d or ticket ‘as recltaEGOSS FORYEY;sysiem Qeenaing CKpRSuLsiodtemsqf dferssh iRk en t he

per sofe pBdod Aodiated Wethi tHe Bhiqhe Rlentiferl dTalfalet@rd6 1RQB: AABSRISAS1a4AG, Ui que
identifier. 6. The access control systemfor sensing exposure to itens of

i Bt erl@stheromprivmgaigege eaptweidgvied that eapturheanimageefitieparsdi. er of a fare
card or ticket as recited in claiml,wherein the itens of interest conprise
at; | east one ofg chery : ' . radiol.ogic
ma}t erial, biol oggi caﬁ%gdé’ﬁ%@gwgi’ﬁ@?? J\‘/%gi.gmg.% %%gg%atééteeg‘sas chglﬁtflr%gﬁ i %yst em
far sthapemon esspasied evithahe ugige afentifitreofashrefdard ditckpeisseitadsis ebiidtied with
the unjque jdentifier of a fare card or ticket as recited in claiml,

f dr t heReiEgihe 1essage WRludas g santussd greitalmnaee o tIeRCT0%0t ur es an i mage of the
person. 8. The access control systemfor sensing exposure to itens of
interest for the perpRMLRsEELALIET Wby §éﬁ§i_n§rékﬁ&€%ré el drghterbt 8y fare
card or ticket as recited in claiml1, wherein the nessage includes a

cépt uihe gergpiypesadiateduath the unigue plengber. ofo farfirarderciaskst asoetitel inslegmdm f or
sensi ng rexg{ﬁs#aree.ftlg.étserrs. %121 i.ﬁt er est bé t he person associated with the

urti quETTERART FieRptigas asspaipied v qeCess epith o5 recited in claim 1, wherein
the identifier is associated wth an access card. 10. The access control

syistem for sensilg EKpOSIEES doltrdl BBRObr bdtsBiz@Iboduds to ifenerisefese®soci at ed
with the unique identifier of a fare card or ticket as recited.in claiml,

wier et Perien psserietefmeih the ugiop édmsiifiprofadate rrbeR toket psiesivp inplaimihe access
CON T Qherethe Meh@fieriE A Bldddkethi¥ PRI Yot IR gebolf® Of Interest for

11.  The access control system for sensing exposure to items of interest for
the person associated with the unique identifier of a fare card or ticket as recited in claim 1,

wherein the identifier is associated with at least one of a fare card, a credit card, an

AOW N -

identification card, a passport, a stored value card, a contactless RFID card, or a smart card.

12.  An access control system for sensing exposure to items of interest for a
person associated with an identifier that is machine-readable from a media, the access control
system comprising:

the identifier associated with a person;

an exposure detector that detects exposure to items of interest by the person;

a processor coupled to the exposure detector, wherein:

the identifier is flagged when exposure is detected,

a message is communicated away from the processor to a

O 0 3 O i A W N O~

remote location when the identifier is flagged, and

sy
S

the identifier is recognized at an access control point, whereby

ot
p—

access beyond the access control point can be controlled.

14



t he person associated with the unique identifier of a fare card or ticket
as recited in claiml, wherein the identifier is associated wth at |east
one of a weneoxmsds a credit card, an identification cardl/is2@a®sPeyt, a
stored value card, a contactless RFID card, or a smart card. 12. An access
control systemfor sensing exposure to itens of interest for a person
agsoci ated w thyan i geddebds@ontrbBdysteth fHREMHs fé{?@&c&?@{o%én{lsog? iﬂteﬁgfo?’ the
access control system conprising: "the identifier associtated w a person;
art exihedgrsen despeigied withhthe idpatifer habik prshine-reaslabledfiman afmddid &y esitediy t he

p&r sof,; r l,ed .t 0 the, exposur etector, wherein: the

i S:)ent‘lgf1 ?%%ing%? ‘?si‘gg%ea?ﬁ%’ﬁ’né%?g‘%%%ﬁhe? SRy aye }@Qﬁg@és that ermuni cat ed
avlay fperson pdsscspesabessigie identafidrenot e | ocation when the identifier is
flagged, and the identifier is recognized at an access control point,

wgereby access geyo t he access control point can be controlled.13. The
access control Yyst el ¥resseRairpsYsiepolon pesing expesvse tritenpg efiiptsrest B t he

P SOMeFEARK habdoiviith thOFudnREY ! indehidl rbata RN E eI Sy igm @ medi a
as recited in claim 12, erein the association between the person and the
ud quelaing éitvlferan thestenisadf inteecspevmmisemd Bassme of thenioal @ueondénhiflear . 14.

The access, control. stem for. sensing exposure to itens of interest for the
pglr solﬁlaﬁfgglgtliagltoi,p&l%ﬁ{ﬁgepr% W‘&@%‘Fglfsqgg Sﬂt‘?’?é’f(ptééwﬁ%chi ne-readabl e froma nedi a
as recited in claim12, wherein the itens of interest conprise at |east one

oft chem cal conpRUNdBhe dvd6dseRdhtrOByRlchAlos serfsﬁm%%‘ib@éﬂr@@ itdiRd Sfih@lest R0l 0gi cal
agents, or explosives. 15. The access control system for sensing exposure

t & i t BFPewen pysoaipied withothe idratifier dehis aeashinie acasablsi fram amecdialerierifédsn t hat i s
e . . . A 1ot the
e 5 P2 RN bR e 7R e Surh BE b ALE bl GRS 000, ™"

control systemfor sensing exposure to itens of interest for the person
adsoci at ed wi t hl6.he Thiesicedsi entrohsystehsfoneaBingexpeataty iterhy ofingrgdefbra as

recited in claim1l rein the nessage. i ncl udes an captured j nage of the
t?l ?(!ientl%le J dlég b \J

pér s o person associafed 'with the I that is machine-readable from a media as recited in

3 claim 12, wherein the message includes an captured image of the person.

1 17. The access control system for sensing exposure to items of interest for
2  the person associated with the identifier that is machine-readable from a media as recited in

3 claim 12, wherein the identifier is associated with an access card.

1 18.  The access control system for sensing exposure to items of interest for

2 the person associated with the identifier that is machine-readable from a media as recited in

3 claim 12, wherein the identifier is a biometric read from the person.

1 19.  The access control system for sensing exposure to items of interest for
2  the person associated with the identifier that is machine-readable from a media as recited in
3 claim 12, wherein the identifier is associated with at least one of a fare card, a credit card, an
4 identification card, a passport, a stored value card, a contactless RFID card, or a smart card.
1 20.  The access control system for sensing exposure to items of interest for

2 the person associated with the identifier that is machine-readable from a media as recited in

3 claim 12, wherein the identifier is unique within the access control system.
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17. The access control system for sensing exposure to itens of interest for
the person associated wth the identifier that is nmachine-readable froma
medi a as weebtsdeisn claim 12, wherein the identifier isprasdseoaned’ni th an
access card. 18. The access control systemfor sensing exposure to itens of
interest for the person associated with the identifier that is

ML i ne-r eadabl g1f1 OM AcHBAIG Bghc iefthnl Asl it n RBIRLE R
identifier is a biometric read fromthe person. 19. ‘?‘he access control

sy%st erienBfierhased. ahleast poBut.a1ppD ckpesues tofat [easteme predetarmirted ifper, sienmethsaci at ed

vvi:r,h i ifi that is machi ne-readable froma nedia as recited in
cl ai mkﬁ?h%ﬁgygﬁgén&g he identifier is associated with at | east one of a fare

cabd, a credit pmwitlingtheint@irefieaddblideRaied asRcRAUSHRK b card o3 liekgd val ue
card, a contactless RPID card, or a smart_card. 20. The access control
syStem for senspiigciaippdigmachmerreadnblegtientifies pathithe persetie per son associ at ed
wigh the identi f that: el p;aasgi - a La as.recited in
cI%i m 12, wher e?%t%lgﬁgdgﬁlﬁi I e?“?% e%ﬁ(i%gggé %1{2415?%? ]%rgﬁ %8%%1§1§d ’égﬂt‘)&ol
syst emtexest; andvet hod for flagging a person associated with a

hi ne-readabl e identifi.er based, at |east. in part, upon exposure to at
In}gst one pr edePSH ISP IIRIAY 2% fFah ik thethel iy mashine-sadpile entifieanddi ng t he
mez hi geotikagiabr thel ReRmidih gteﬁssoci ated with a card or ticket; associating
t he machi ne-readabl e identifier with the person; determning if the person
was exposed to at |east one predeterm ned itemof interest; and notifying a
pol nt away fromithe Hbemicthpddpr flaggingtnipawson essdaisted wittetheinhachineand an

OW cOo - he.: ro ni step. 22. The neth for flagging th erson
s ool ARy YRGS, U Mo il Bl SRl Tostding &t onfoar ¢
upbn expofied B damall, kéasdin srleasd o6l of @ Riepe treifefiEn@Bby 664 bRvdlidakai m 21,
wherein at least two of the steps are perfornmed by one of a validator, a
fafe CFHE&eaR 155 RO% @R acoess gatecy @ hgadkeld.or a handhel d. 23. The nethod for
flaggi ng the person associated with the machi nereadabl e identifier based,

atyleast in parps UPQRe BEBRRUIUOE NhEAY tHe$RRbn AN RIRIGE T ARl €S
2 readable identifier based, at least in part, upon exposure to at least one predetermined items

3 asrecited in claim 21, wherein the providing step comprises a step of reading a magnetic

4  stripe, RFID, smart card, bar code, and/or optical track of a fare card.

1 24.  The method for flagging the person associated with the machine-

2 readable identifier based, at least in part, upon exposure to at least one predetermined items

3 asrecited in claim 21, further comprising a step of controlling access of the person according
4 to the outcome.

1 25.  The method for flagging the person associated with the machine-

2 readable identifier based, at least in part, upon exposure to at least one predetermined items

3 asrecited in claim 21, further comprising a step of capturing an image of the person, wherein
4 the notifying step includes a step of sending the image to the point away from the testing.

1 26.  The method for flagging the person associated with the machine-

2 readable identifier based, at least in part, upon exposure to at least one predetermined items

3 asrecited in claim 21, wherein the predetermined item of interest comprises at least one of

4 chemical compounds, nuclear materials, radiological material, biological agents, or

5  explosives.
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as recited in claim?21, wherein the providing step conprises a step of
readi ng a magnetic stripe, RFID, smart card, bar code, and/or optical track
of a farewoana/09246 The nmethod for flagging the person asTasc@cm0mth the
machi nereadabl e identifier based, at least in part, upon exposure to at
| east one predetermned itens as recited in claim?21, further conprising a

sfep of controlking oI} 25. The
n%thod for flagglngﬁgﬁgﬁﬁgﬁgig&g§§%0|gﬁggﬂgﬁﬁﬁﬂ%%%ﬂﬁget nereaoc%gﬁr

i dentflappimg thepeshn asodiaed tvithihemathinespadatdx pleatifier Hased tat leastsh pame
psedet er mi ned i s recited in.claim.21, further conprising a step of
épthPﬂaﬂﬁﬁ“FHﬁé e@fOpﬁgnﬁﬁF?BH?dﬁﬁg?Qfﬁéﬁﬂngotifying step includes a
step of sending the inmage to the point away fromthe testing. 26. The

met hod for flagging the person associated with the machi nereadabl e
identifier based, at least in part, upon exposure to at |east one
predetermned itens as recited in claim?21, wherein the predetermned item
of interest conprises at |east one of chem cal conpounds, nuclear
material s, radiological material, biological agents, or explosives.27. A
system adapted to performthe machine-inpl enentabl e nethod for flagging the
person associated with the machi ne-readabl e identifier based, at least in
part, upon exposure to at |east one predeternmned itens of claim?2 1.

17



