WO 2021/055348

Card image

104

file > System

Verification
System
102

PCT/US2020/050863
1/8
Verification PG)’r‘rfent
device
emulator
102 108
12 [ 114 ¥~ 1000
FIG. 1
Card PaynTent
—» ke device
povel emulator
202
202 106
¥~ 1002

FIG. 2



WO 2021/055348 PCT/US2020/050863
2/8

Card image Parsing
file P module
104 302

Transaction
generator
module
304
v

Transaction 108 Payment
execution device
module emulator
306 |4 106
A 4

Verification

module
308

Verification ) o 1003
System
102

FIG. 3



WO 2021/055348

400‘J

402 S

3/8

Parse card image file

:

Generate a plurality of transactions

Y|
i

Generate commands

+

Communicate commands to payment
device emulator

| [ 406

v

Receive command responses from

emulator

| 408

410

Does command
response match
expected value?

More transactions /
commands?

PCT/US2020/050863

[ 404

no

Determine card
image file is
invalid

Verify card image file

[ 416

FIG. 4




PCT/US2020/050863

WO 2021/055348

V¢ "Old

<}sanbayeujwia] />
<@suodseypied/>
<bej/>
<Be]/>00 00 0/ 02<.39 46.=0| .JOIEDIPU| JOJORH W0, =8weu be| >
<Be] />[()aje pieoaws]<,9¢ 46.=0Al LOLV.=8weu be|>
<be] />[()bjo-pieoaws]«, 09 46.=0l LOLD.=8Weu be| >
<be] />[()obie piesaws]<,/z 46.=0l .dID.=9Weu be] >
<Be] />[()oydAiodde pieoaws]«, 92 46.=01 ~ueiboydAi uoneslddy,=sweu be| >
<Bel1/>[(¢)perpieoaws] €0 L1 L0 90<. b LX0.=UAD 0L 46.,=lI ,ejeq uoljeslddy Jenss|,=aweu be] >
Amm._.\VDDDDDDDDDDDDDDA:_‘nmmwwnow_._nﬁmcte. «0¢ 4G.=d| ,SWeN Japjoypie)d,=sweu mm._.v
<bBe)/>00<, ¢ 46.=0| Joqunp asusnbag Nvd uoneoiddy,=eweu be] >
Amm._.\VDDD_u]_J_l_]]_l_]]_l_]]_u_u_u]_|__|_]]_|_]]]]]DDD]]]]]]DDDDDDDDA:NW:HO_ ._mymﬁ_ «CQ_N>_ZUW NV_ONL._.:HQENC mm._-V
<be] />00 90 90 80<.v6.=0l ,14V.=0Weu Be| >
<Be1/>00 00< .2¢8.=0l .dIV.=8Weu be| >
<.//.=0l . Yewlio- aejdwa) abesss| esuodsay,=oweu be| > -
<dsuodsaypie)d> -
<ur & bbdd bebd EEdE Lidi, £LE8.SBIBAPWO ,00,=2d .00.= Ld ,8V.=SUl ,08,=PWD ,0dD. =BWeu jsenbayeuiwie >
<jsanbayeuiwia] />
<@suodseypied/>
<bej/>
<bey />
<bej/>
<Be1/>0% 80 0¥ 80 L 1<.V§ 46.=0l .aI weiboid uonesddy,=sweu be) >
<bBB] />£G §G<.GG 4G.=d| .8p0D Aijuno) Janss| =dweu be| >
Amm._.\vmﬁ 19 LP<.C.=al JOqunN uoljediijuap| J8anss| =sweu mm._.v
<,0049.=0dl .eieg Em:o_um._uw_h_ Janss| |D4,=8weu mm._.v -
<bBe] />39 69<.a¢ 46.=0| Soudieeid abenbue,=sweu be| >
<Bel1/>z0 VI 46 0 2€ 46 90 20 46 0 99 46<.8€ 46.=Al ., TOAd.~oweu be] >
<Be| />000000000< ,1-6688-0S., =1eUL0} ,06,= A1 JogeT uojed||ddy,=sweu be| >
<.8V.=al oedwa] Aejudold |D4,=8weu be] > -
AmmF\VDDDDDDDDDDDDDDDDDA =¢w=HD_ ._GENZ n_ﬁ_._HQEmC Dm._-v
<,49.=d| edwa] |D4,=eweu be|> -
<.0d9 dM.=8leIs|xeu . ddV10313S dM.=0}els asuodseypied> -
<.70.=14d pV.=SUl ,00.,=PWO ,J08|8S,=8WeU }sanbayeuiwid ] >

<,000000000000000000,=|y uoiedlddy>

SUBSTITUTE SHEET (RULE 26)



PCT/US2020/050863

WO 2021/055348

5/8

4a$ "old

<uoneolddy/>

<sbe] lewajuy/>
<Bel/>00 00 02 02<.39 46.=dl .J0}edIpU| JOJoRH WIo4,=8Wweu be] >
<Be1/>00 01 00 01<.89 46.=0l [dVD) S8ss800.d [eUOHIPPY pie),=sweu Be] >
<Be1/>00 00<.D9 46.=01 LOLD.=8wWweu be| >
<bel/>31<./9 46.=0l JOSBO ASW.=8weu be|>
<bBe] />0t 80<.2G 46.=0l .8P0D Ajuno) Jenss|,=dweu be| >
<bBe] />00<,p¢ 46.=d| JoqunN 8ousnbeg Nvd uoneolddy,=eweu be| >
<be] />00000000000000<, |-6688-0S.=18WI0} ,0Z 4G, =(| LWEN Japjoypied,=sweu be | >
Amm._r\v_u_u_u_uﬂ_uDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDA:N@:HD_ “Bled ucw_m>_3Um adoel] =euweu mm._.v
<sbe] |lewayu>
<jsenbayeuiue] />
<asuodsaypie)/>
<Bey/>
<Be]/>08 00<.20 46.=0l .[013u0)) abesn uonesiddy,=sweu be| >
<Be]/>0% 80<.82 46.=0| .8P0D Auno Jenss|,=sweu be] >
<,02.=0l ,o1e|dwa] eyeq 43v,=eweu be]> -
<8suodseypieds> -
<,90.=PJ0%81 1 0,=4S ,29.=SU! ,00,=PW9 ,pI0d8YpESY,=8LIEBU }senbayeuiwie | >

SUBSTITUTE SHEET (RULE 26)



WO 2021/055348 PCT/US2020/050863
6/8

Data groups for data 600
[ oot | X

Data groups for records

Data groups for PSE T -‘\;

o staticiiata o

Data groups for select response : © Validation ;
—) S

Data groups for 1AD

Data groups for PIN

S e e am e ae aeaean ae e e as e s s e e ey

Data groups for contact GPO response I ......................... «1 Transaction Ssquences

Dat for GVSCD GPO o Contaet VSRC
Jasoms od response »  {Contactless qVSDC
Data groups for MSD GPO response «  Contactiess MSD :

Data groups for DES keys PNvnamic Data
LAV ich IS 18
Data groups for RSA keys Validation 3

FIG. 6



PCT/US2020/050863

WO 2021/055348

7/8

3Sdd 40} sdnous ejeq

sAay ysy Jo) sdnoi3 ejeq

sAay s3@ J04 sdnous eieq

asuodsal 0do Jo) sdnoud ejeq

NId 4o} sdnou8 ejeq

av| Joj sdnou3 ejeq

asuodsal 129195 10) sdnoJs ejeq

3Sd 10} sdnou3 ejeq

spJodal 1o} sdnous eleq

ejep Joj sdnous ejeq

£9ld

0.
p

suel} /1 NAD dsw

suely AoeBa) asw

elRQ 199

€ sueJy auluo

7 suelJy aulijo

| sueJ3 supuo

e1RQ 199

va>5/vdd

sue.} aul)4jo/8uluo

e




WO 2021/055348 PCT/US2020/050863
8/8

Storage
Processor Memory
Component
904 9206 908
J‘ 902
Input Output Comm
Component Component Interface
910 912 914

Lv/\

900

FIG. 8



