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25  that it is unreadable and unintelligible until it is decrypted. Most encryption involves

authentication and aims to identify images or documents and their routing through a

network. This involves retaining small packages of information in secure form during

transmission and remote access.

30  Some encryption techniques include digital watermarking, RSA, Pretty Good Privacy
(PGP) and DES. Digital watermarking consists of modifying the original data, and
embedding a watermark in the original data. PGP is an open source encryption
standard that generates a key pair: a public key and a private key. PGP requires
additional transmission of public keys along with the encrypted data. However, this

35  additional transmission results in added data overhead. These prior art encryption
techniques involve complex algorithms which require additional computational
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techni ques i nvol ve conplex algorithnms which require
addi tional conputational processi ng power. Also, these

may be predictable which make them vul nerabl e for
security to be conprom sed. £xi sting open inage
conpression standards are not designed allow the
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may be used to store the values. However, for a fwo-dimensional compression,
comparison may be in both horizontal and vertical directions, a separate bit plane
being used for each direction.

The bit-planes for the horizontal and vertical directions may be combined by binary
addition to form a repetition coded compression bit-plane. Combining may be by
binary addition, only the second values being stored for lossless reconstruction of the
image. The result of the combining may be repetition coded compression data values.
All other image data values may be able to be reconstructed using the repetition
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The method may further include storing and archiving the repetition coded
compression data values along with the horizontal and vertical bit-planes.

30
The method may be used for an application selected from: medical image archiving,
medical image transmission, database system, information technology, entertainment,
communications applications, and wireless application, satellite imaging, remote
sensing, and military applications.

35
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AAﬁéthbﬂiv@Iy,'@erd party encryption layer may be added to increase data security.

When data is encoded and encrypted, a corresponding decryption methodology is
generated. This makes each decoder unique to the encrypted data. A Public Key
Infrastructure (PKI) approach may be utilised to enable distribution and sharing of
encrypted data. The use of security keys such as USB dongles can further be
deployed to minimise the issue of piracy and enable data such as music and video to
be portable and shared by legitimate consumers.
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be deployed to mninmse the issue of piracy and enabl e
data such as nusic and vi deosto be portable and shared
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degpgtémgnpﬁ%g\@f e BdxefOn-limtative exanple only a

preferre ment of the present invention, the

defireptaE OB RS ROT ¥ B ence t o the acconpanyi ng

I | By Bdftwatel delivechblesv Nngs in which: Figure 1 illustrates

the entire i mage conpression system based on

re etition coded conpression on a hardware
fiehRasetntionof theiyawibg® i s a sanpl e grayscal e i mage

of a human brain, which is captured by magnetic

I SR Gt fh rﬁign Fna'vgﬂ:; Gn%eg gﬁ& Fegtlil nﬁto pract ical effect,
it S SialP

conpr essi on & ach
cottpiecsg! mws%ﬂ%ﬁﬁ'beﬂl '@)’uWéY Qf nen- %m't%\'ﬁ 8’69@'&!?« P'?hh@epfefef@d
S &hbodinkeht @R ther reaeht g;umonz thEldfgtHnﬁtlcﬁa sdmml it RefdrerdcB@o the
[ , of many pixels in
g?%‘%ggg%ngﬁbg%%}“é dégmﬁ% '!?WM&@G pi xel region within the
sanple MRl inmage of Figure 2; Figure 6 shows the ASCII

VaFigére aGilistattE e edfiretif@od dofpreseiah ysteth Uad ol regelidn coded
! nag%ré)sfsion on a hardware implementation;
Figure 2 is a sample grayscale image of a human brain, which is captured by
magnetic resonance imaging (“MRI”) to demonstrate the compression able to be
achieved by repetition coded compression system;
Figure 3 is an enlarged image of a small region from Figure 2;
Figure 4 shows that the image of Figure 2 is made up of many pixels in grayscale;
Figure 5 shows a 36-pixel region within the sample MRI image of Figure 2;
Figure 6 shows the ASCII value equivalent of the image data values for the imaige of
Figure 2;
Figure 7 shows the application of repetition coded compression along the horizontal
direction in the image matrix;
Figure 8 shows the application of repetition coded compression along the vertical
direction in the image matrix;
Figure 9 shows the combination of horizontal and vertical bit-planes by a binary
addition operation;
Figure 10 shows the total memory required for the 36-pixel region before and after
applying repetition coded compression;



Figure 2; Figure 7 shows the application of repetition
coded conpression along the horizontal direction in

WO b@sionsage matri x; Figure 8 shows the appli cat PONS61005/000037
repetition coded conpression along the vertica
direction in the image matriy; Figure 9 shows the
conbi nation of horizontal and vertical bit-planes by a
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ure IS a ram o m f or
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exBigpkd6ifa graph ofag evénadistithuparesf sheld cmrgooﬁl@ltpf the gage of Bigure
|s15'1 graph of an even distribution of the R corrponent
of the inmage of Figure 15; Figure 17 is a graph of the
0R E'SWEoWeﬁta graph Wé%r%ﬁg@"qu?ga the im39of EfguF?C@ after RCC
C ocpipesssion Whish sievs Sbeuaifonn biskbitioayr m di st ri buti on;

Fi t he i mage
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enesathrédgionet hod; Figure 23 is a process flow di agram

of Fi&J}g ngc%gsofgoiwnogag@rﬁ quﬁie RCCP encoding method;
Figure 23 is a process flow diagram of the RCCP decoding method;

20  Figure 24 is a process flow diagram of searching for an RCC value;
Figure 25 is a process flow diagram of the RCCA encoding method;
Figure 26 is a process flow diagram of the RCCA decoding method,;
Figure 27 is a process flow diagram of a first RCC encryption method; and
Figure 28 is a process flow diagram of a first RCC encryption method;

25
Detailed Description of Preferred Embodiments

Image data is highly correlated. This means that more often than not, adjacent data
values in an image are repetitive in nature. Therefore, it is possible to achieve

30  compression from this repetitive property of the image and then apply Huffman coding
or other source coding schemes. High compression ratios can be achieved by
combining existing data transforms and source encoders.

After compression, a software encryption module (not shown) adds an encryption
35 layer to the compressed data, which mathematically manipulates the compressed

data into an encrypted form.
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Figure 24 is a process flow diagram of searching for
an RCC value; Figure 25 is a process flow di agram of

di agram of the RCCA decodi ng nethod; Figure 27 is a
process flow diagramof a fiyrst RCC encryption nethod;
and Figure 28 is a process flow diagramof a first RCC

E%g@}n%aﬁp s))gE'g hode d@ﬁglg\}el t@dlwwﬁ el R Q&o&}f Tﬁﬁ@fcﬁf&%nce

ta iIs hi ¥corre at ed.
wéwﬂ@arwﬁa@ndrmalée d‘f)lmaﬁ qfﬁ@narhcadd oM FOBREesHe ae%m?esTh'S
I ﬁe@mlqumg@ adl@rrtﬁﬂ%trﬁdh&r% ihNmBgd uorepresEivar ©f geheratel Visuafly

pqg'ss'eﬁ Ve@ dstzf1 #émp SS)éc ?rtaﬁ fc%lnalf Jn%\{\_{é}g%n e%&tegalbéfgnt fo

prope en a
otthair of sp@ntizatianoofi nfgers@h@mlgs lHﬂ@hS%ﬁﬁhaéslts caymot s&spws the

C aﬂfeb@méwbetv@yﬁ @maw vsueéﬂolméng B stk Netegt? hvalub S NSO Bwo

AR T e S GRS
t @ 24t leoaipnareasing rejertition mdimage datat previdesiackigh gompression ratio.
Ww@%ra&rﬁu rrrgavlr;]b%clg RRE fRGLedshat lf IQ 'h@t r@ﬂarﬁﬁ]@ patRER that is, |t

formT I'S nbre sensit | um nance t ha
cdt K57 InThiher, WQS@‘FP 6‘?ﬁ ?P&ﬁ'@%fe?ﬁ%"ﬂ%i?ﬁc‘?taaﬁ&'f%ﬁ"b gom 6'?%&9'"3'
ofifegesdaian Thd diegriee atifferemerie sepeodert erxtmﬂ1e| lqeahtchbfl cempression

Ega‘ﬁb %isg ‘Y é&ﬁl?%sgi&]l 46, The Qﬂﬁﬁétﬁ:\%ﬁ'{%“ ‘h@ rdﬁ A Wl?él%er—def ined by

nﬁre33|on enerate vi

USRI p gualily R?Eﬂ"lﬂﬁ’ SP?*HH%*@(YPW&‘M“&W'BP’&%*& disually losglpssdmage
eqsproadcedtBytwisutilydbssiess oe aietin that the imagt datahietectintnaiynibssy dnt
i {hIQ‘quﬁﬁSﬁ‘ ltﬁ%)gfaaéép&?{%n&tslegsesol ve the difference

bet ween s I's, the same integer val ue
is used for two different integer values with a small
dif memmme:nda%gaa bitgsadetis Wbvidediviich iceibletas titan be Hppliedito a

a v&cfé I&vﬂ e egﬁd ?&mggp%ége BN é@%@lugéatb?level
de 5 Filspe 6 ek b

provi ression rat
ol rERMBERiSk 8(@/%4hbl§cql@smﬂﬂqu@'qablntaﬁa% The 'F%“‘Wbls sca’ab'e as no
I enaigeitdine siextire 6fithey protdidiis réduired for 1he varidas ynage types. her
wor ds, the deconpressed image data is different from
the original imge data. The degree of difference is
d Silcrianeindeypd freples aggdundant agpy eforrr 225e5 ¥ CaRt TRISIBPIOMS
Cc Qtﬁ@éo@rﬁﬁésﬁiﬁn Falib @thoul By I@Qsj ot Sricreasd inQhe 8@ sQUEHid dtap i@btical

?bstaeﬁ agu fmlcﬁnggrﬁ?s\(onsrg&& to g‘%& V?deea y parameter such

tha res I'sual |y | ossl ess i nmage
IS produced By visually | ossless we nean that the

| gR Bepand mdbasd pioedds! hel 8% Sfigsitimage data is decomposed to
various types of bit planes. For example, these include horizontal, vertical or a
combination of both, in an integer-to-integer matrix. A bit plane of zeros and ones is
obtained along with the index of the image. The original image can be reconstructed
perfectly losslessly with the index and the bit plane. The choice of which bit plane to
use is dependent on the application or final product.

Bit plane indexing creates two arrays of codes. One array represents the index of the
rearranged and sorted image. The second array is a set of zeroes and ones that form

the bit plane.
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values. Transforming the input data into a bit plane provides a greater amount of

repetition than the original image data.

The RCC horizontal transformation only requires a logical mathematical comparison
30  and no other mathematical calculation. The fransformation falls within the integer-to-
integer domain so as fo maintain the lossless nature of the process. This process is
ideal for images because a pixel is represented by 8 bits. When a logical
transformation performed maps the pixel to another number, only 8 bits are required
to be represented. This process preserves the lossless nature of the transform.
35
A horizontal variant is one dimensional by nature. Only one bit-plane is used to code
the repetition of values. That is, the bit-plane is in the horizontal direction only. In the
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repetitions in both the horizontal and the vertical
directions. This is nore efficient and gives a better

transformation only one bit-plane is used to code the
repetition of values. That is, the bit-plane is in the
hori zontal direction only. In the RCC horizontal
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operations maintain the integrity of the image data and still preserves the lossless

nature of the transform.

Thus, the original image data is decomposed to one or more bit planes and stored
along with an index of the image. The reconstruction is performed losslessly using the
index and the bit plane.

The compression system is based on a mathematical comparison of adjacent image
data values. The comparison is performed between adjacent image data values in
both the horizontal as well as vertical directions. The bit-planes formed as a result of
the comparison in the horizontal and vertical directions are respectively combined by a
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| ocations in the original inmage matri x as zeros
Figure 6 shows the ASCII value equivalents of the image data values which are
originally used for data storage. Each value requires eight bits (1 byte) of data
memory. Currently, the 36-pixel region requires about 288 bits or 36 bytes of data
memory. That data could be compressed and stored with only 112 bits after RCC.

Figure 7 shows RCC being applied along the horizontal direction in the image matrix.
This results in the horizontal bit-plane and also the horizontal values stored.

Figure 8 shows RCC being applied along the vertical direction in the image matrix.
This result in the vertical bit-plane, and also the vertical values stored.

Thi s PCT/SG2005/000037
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The RCC system may be applied to fields such as, for example, medical image
archiving and transmission, database systems, information technology, entertainment,
30 communications and wireless applications, satellite imaging, remote sensing, military

applications.

The preferred embodiment of the present invention is based on a single mathematical
operation and requires no multiplication for its implementation. This results in memory
35 efficiency, power efficiency, and speed, in performing the compression. Because of
the single mathematical operation involved, the system is reversible and lossless. This
may be important for applications which demand zero loss. The compression ratios
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Figure 10 shows the total nenory required for the
36- pi xel region before and after applying RCC. The

appl ying RCC, the nenory required was 112 bits. This
Is a significant anount of qgonpression. Figure 11
shows RCC being applied to the entire i mage. The size
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changes to be made to the structure of the optimisation process. For example, when a

large set of data is o be compressed into a limited amount of disk space, the choice
of a compression ratio depends on the desired quality for individual images or a group
of images. For Internet applications, such as streaming media and telephony
applications, it is ideal for digital media developers to be able to define quality of the
resultant compressed image by selecting the compression ratio. .

Selected areas of an image rather than the entire image can be optimised for
compression. For example, a selected region of the image can be compressed in a
lossless manner, with the other regions of the image compressed in a lossy manner.
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If the application permits a lossy compression system, a modification is made to the
30 mathematical operation so that a certain amount of loss is observed in the
compression, thereby resulting in higher compression ratios, This Ioséy compression
system would find great applications in entertainment and telecommunication

systems.

35 In case of a lossy system of implementation, the adjacent pixels are not only
compared for repetition, but also for the difference value. If the difference value
between adjacent pixels is less than a given arbitrary threshold value, then the two
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applications, it is ideal for digital nedia devel opers
to be able to define quality of the resultant
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acitag¥ed while maintaining a reduced pixel-to-pixel
error. The scalability of the optim sation process is
mai nt ai ned by exploiting the close correlation between
adlfigw'emt5 fpi2s dlustrabe orger xainpleichRCE compmtsiong Theejpege in igure 15
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reSSI on ratios 4,
h@eéd}?blp%%‘" effeciye ?%Wé's'aat R'3§"9p8 oPﬂe‘H‘elb%F Q'ﬁt"bUtIOH Is
OpdbitaifedaThio s ibystrhtedniroBiguré g, $§ ahd1.GRCC oompressih causkattioe
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atarearra arrane
t r%’ﬁ%’fe@F?rﬁfo“ther’ré(@léesd'atdﬁch@FeﬂItq leol%'i Z819 ! h'@ E3rblisiniong group of
I eyakics haviny Dhigle bebaihsofddccirfeficd aRiahothat Groupl bievaluey Rbvingfa

rrerr‘% @‘%@P‘?a{%@{ﬁ?&gﬁ% to a predeterm ned |evel of

e conpressed i nage. The rearranged
data is passed to an input of a source coder 63. The
scmqumgcadepy GSdifyO PcpRRS tHdN validst Whier ihaveC @dkigh Gquency of

prc?c Q%F;e\am?et lessdy b ﬁ‘?&‘%tﬂ‘e &”%Qd‘ﬁ( Qﬁ‘e ﬁ?\guttoh %B%%eﬁ%ﬁécﬁ

& I mage data b eenotmse
co‘?‘i‘?ﬁeé@@éﬁﬁ?a'sP?ﬂaRC@rc@%ﬁss@nenent |s conpared with the
previous element. If both of themare equal then a
v "1" is stored in a bit-plane. O herw se a

M' is stored in the bit-plane. Only the
di k¢ peadist trgngiqmation epmpresy tva agdiagent rvalues jim sastes prdsr. If the

Stfifacet vallds drd thelsaine athérBe Valis!BStored in a bit plane matrix and gives
a mapping value or RCC value to the repeatedly occurring values and stores them in
another data plane matrix. This method is suitable for medical images where different
values repeat themselves, and these repetitions are replaced by the RCC value and
the actual value is stored in the data plane matrix. This transformation only performs
logical transformations to the data and still preserves the lossless nature of the

fransform.

In a two-dimensional performance of the method, two bit-planes are used to code the
repetitions in both the horizontal and the vertical directions. This is more efficient and
gives a better compression ratio. RCC multidimensional transformation is classified as
RCC in two dimensions.



If the application permts a | ossy conpression system
a nodification is nmade to the mathematical operation
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conpression, thereby resulting in higher conpression
ratios. This | ossy conpressiign systemwould find great
applications in entertainnent and tel econmuni cati on
systens. I n case of a |ossy systen1of inplenentation
the adj acent pixels are not onl npar ed

&g teﬁlgu'ls&? tg BGCP grettonds alPFes iRt €t E?'If@rm?ti""t he
d| rhétRsdRiieh evibdndes dueipreeibilitg df agies dand set kignificaniiye $His isleanier

2 LB BB B AL UGS o eRldiRandlien the

acent anme. This further
increases the nunber of repetitions in the i mage data

amd) mﬁﬁér@&ﬁngab §ﬂn6dﬂfb¥ &am Vall nfuefiRy lﬁ&ﬁarélfhr{d%blb&ed m

O R e i i e ESh S o

aftee vaite sssultaue,cSym)vgls efarting frem nut@mﬁs 235are atteewtedltadbe tsted
bedstigd Réds Gl S P $hd %bﬁﬁd i ne2Rek éH mtﬂéa R hbd &Hp8dred Rehe

loss i n e recqonstyuct g

Ficionatast 8 5pt oo hedbie i S8 B ted BHeRERC vaue.
C aDipereiss, symbol Thseatiemptpd andisd-orguntiba gﬁ’"ho!sus $hd whichbas not s
R conponents. The probability
dieés?)f)? daltﬁﬁgr?wgﬁ d?hgaoccur rence of a synbol for the
image is illustrated in Figure 16, 18 and 20. A synbo
| SThe RECOM rhetiotaitprocesdel all thke s@rabaisin gergivehidatansét 220. 12 Be. given
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conponénts have ven utio However, an eve
disympoltis feplaned dy e REt valeragp TheRGSe W@O%?ﬂﬁ*tﬂ“@% $#pil the
At gyl iIRES, given dota estasprdeested 25t | on 1S obtai ned. This
is illustrated in Figure 17, 19 and 21. RCC
qgée55|on causes the occurrence of one particul ar
valye: 9 ncrease many tines, and at the same tine,
t@vamdﬁremc & o’r?, cptsﬁe'rs\w Jes [i B [dedreased to al nost
e“%m 454 *f H-ORe—gT Opf ?‘ F: | ues having a
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Re3uprtbad énsysnbal0.i deal scenario for conpression.

RCC value: 0
EncodedData: | 6 { 5|1 0| 0 [ 0|7} 0
Position: 0 1

In the encoded data, the frequency of occurrence of one symbol is increased. This
increase in data redundancy enhances data compression.

Referring to Figure 23, to decode the encoded data, the encoded data set and the
RCC value (the one that was used during encoding) are obtained 230. The RCCP
method processes all the symbols in the given data set 231. During decoding,
whenever the RCC value is found in the data set 232, the RCC value is replaced with



RCCP net hod RCC predict transformati on conpares two
adj acent values in raster order. If the adjacent
WO 2080%8989 € t he sane, then the val ue is storedPCTS@U05100037
pl ane matri x and gi ves a mappi ng value or RCC value to
the repeatedly occurring val ygs and stores themin
anot her data plane matrix. This nethod is suitable for
ne [ I
thng@}jedegg%gg §a§ry%1%§3§1ér%r|t{eé§{ rl% r?wgdr/] gdnglfl%s ggp ﬁr‘% thg lebst sy{r}pol in
RC@WeﬂéataﬁdtlﬁPféC%é@W value is stored in the data
pI ane rratrl X. This transformation only perforns
%_? nsformations to the data and still
pr r‘@&'g he | ossl ess nature of the transform In a
t WwdEncedes Pataon &l | et f0of apde | of | tthe th?nqd, t wo
bi*t= uset5tocogetae &t ons in both
t he hori zonta_l% and t2he 3ve:rl‘ti cgal edi ﬁfct. ons. This is
Snore efficient and gives a better compression ratio.
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whilte preggereses adichdsfpr essi bil ity of a given data set
significantly. This is earlier described under the
he redict tr fo t|on To perform
en?@g{} edRq’Cer %Ffenf'%Od?F% val ue nust be
identrfr ed and selected in the given data set 220. Any
symvameai has not appeared in the given data set as
val-ye—ts-sui-ta mhols st r_tlnafromOtov\ards
ZEEV are BPPenBt e§ tg bé’ getI?aEth & R/ val ue.
Fi rst| positiohe 9yntdol 20 3s @hedked orf wiet her it has
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the data set be used

a H%%dvr*%,thesﬂ!ﬂ%%ﬂt hias egn H‘P?'E?Frﬁsé%fb‘é(ﬁd S0 on until a
15synbol is found which has not appeared in the given

dakecssfue: ofhe RCCP met hod pr ocesses all the synbols in

t he_given data set 221 he given data set,
whenever D&asly fooP | & f@und d b® BQubIS {o its
predecesstioh: 282, 1t hen, 3t hat syniol 71 s & epl aced by the
RCC val ue 223. The RCCP net hod continues 224 until the

| ast synmbol in the given data set is processed 225.
RCEimjiailyy the rept of the data set is decoded. Finally, the resuiting decoded data set is

as follows:
20
RCC value: 0
DecodedData: { 6 | 5| 5§ 56|67 |7
Position. 0 1
This data set is same as the ariginal input data set. This illustrates the RCC encoding
and decoding process on a given set of data.
25

RCCA method

The RCC Adaptive (RCCA) method is a variation of the RCCP method described. One
limitation of the RCCP method is that it cannot be applied to a data set that has one or
more appearance of all the 256 symbols. This is because in the RCCP method, a



Position: 0 1 8 In the above data set, the synbols
| ocated at positions 2, 3, 4, 6 and 7 are found to be
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val ues are replaced by the RCC value, that is, synbo
0. RCC value: 0O Position: 0% 6 d In the encoded dat a,
the frequency of occurrence of one synbol is
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set is decoded. Finally, the resulting decoded data
s eforiexample, if $hq ymbol 0 is sélected as the RCC value to encode the given set of

data 9,5,5,8,0,0,0,6,0,6.

RCC value: 0
Givendata: | 9 5 5 8 0 0 0 6 0 6
Position: 1 2 3 4 5 6 7 8 9 10

The value at Position 3 is equal to its predecessor, and it is replaced with the RCC
value. This produces the following data set:

RCC value: 0
Data:| 9 5 0 8 0 0 0 6 0 6
Position: 1 2 3 4 5 6 7 8 9 10

At position 5, the symbol is equal to RCC value, but, not equal to its predecessor. So,
that symbol is replaced by its predecessor. The symbols at position 6 and 7 remain
unchanged because they are equal to their respective predecessors. After encoding
until position 7, the data set is as follows:

RCC value: 0
Data: | 9 5 0 8 8 0 0 6 0 6
Position: 1 2 3 4 5 6 7 8 9 10




RCC value: 0 Position: 0 1 8 This data set is sanme as

the original input data set. This illustrates the RCC
werewsa7sIg? and decodi ng process on a given set PET/SGL@5/000037

RCCA net hod The RCC Adaptive (RCCA) nethod is a

variation of the RCCP nethodigdescribed. One limtation

of the RCCP nethod is that it cannot be applied to a

data set that has one or nore appearance of aII t he
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datgersisle; thReAREEd dih Afer RCONhEs ebnpldidd ik bstolidvs: @ synbol
whi ch has not occurred in the given data set is
searched 240. If one is found, then this synbol is
coRECdeed as the RCC value. |f one is. not found, any
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nmet hod, whenever a synbol is found to be equal to its
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symsoépmced bEiE edededayr 26t Sif faé ephatri ot eqidldo REOValue, but

é@l 15 dts brfeﬂécggsof/%éng) 91' |s rg%gc%h %gk%g vg@e 5@? If@%%}@% W
6, n@ther@quat@ﬁhe gPGe'a'ue neg 6\%?1 toitt P&e‘je%%% fhep it isjefgungipnged
15 vaI ue at Position 3 is equal to its predecessor, and

évglﬁgloaced with the RCC value. This produces the

f ta set: RCC value: 0
'EncodedData9508800666

Positon: 1 2 3 4 656 6 7 8 9 10

The value at position 3 is equal to RCC value, so it is replaced by its predecessor
which is 5. The resulting data set is as follows:
20
RCC value: 0
Data:| 9551818 {0 ;0|6 ;6] 6
Positon. 1 2 3 4 5 6 7 8 9 10

The value at position 4 remains unaffected because it is neither equal to RCC value
nor equal to its predecessor. The value at position 5 is equal to its predecessor. So, it
25  isreplaced by the RCC value. The resulting data set is as follows:

RCC value: 0
Dataz:{ 91 5| 518100/ 0)]6]|6 6
Positonn 1 2 3 4 5 6 7 8 9 10




Position: 6 8 10 At position 5, the synbol is equal to
RCC val ue, but, not equal to its predecessor. So, that

W@ ubors9ss repl aced by its predecessor. The syPtiDEG620a5/000037
position 6 and 7 remai n unchanged because they are
equal to their respective pragecessors. After encoding
until position 7, the data set is as follows: RCC
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becr%f;c%db}g}?e% L{Aer equal to its predecessor nor

equ ue. Therefore, the encoded data
Safter RCCA has conpleted is as follows: RCC value: 0

Posfink re20ltingldekBdddefagi§ h@iidne: Fi gure 26, to performthe
decodi ng process, the encoded data set and the RCC

val ue are required. During decoding, if a synbol is
equﬂC\tabJem:C val ue 260, then it is repl aced by its

PICHRERRS Phial g |5r '.5”p85VIOUJ|0| "CB‘ qj.pa o RCC

It_eq pcesso then it is

\r/epl aceﬂ%ﬂP"RCé v§| ué 263 5If & he sygnbdﬂ i neither

equal to the RCC value nor equal to its predecessor,

th t
0, s B RAAAR o i R
it is replaced by its predecessor which is 5. The

remﬂchata set is as follows: RCC value:

Pog'p?;i ' u%gd '.I"]h Spﬁ(i?gtigﬁs ?tr r{i)%as ca Lgﬁa@g‘g, gﬂ%&;&tﬁﬂ@eﬂto?nd
eq Ga‘F”"’teﬁt m@'@gﬁr@a&a@b, §bthesemélcala Fetﬂlel@t RGfotsi beiimpleeiited in a

15 equaibud wayi tb SelREOOBRS SR powdful ehd ploudi.epl aced by the
RCC val ue. The resulting data set is as follows: RCC

val ue: 0O
RCC can be deployed in the following forms for commercialisation:

1) ASIC or FPGA chips
2) DSP or embedded systems
20  3) Standalone hardware boxes
4) Licensable software (as DLLs or OCX)
5) Software deliverables

Although the bit-plane transformation is necessary in order for re-arrangement, other
25  pre-processing or post-processing transformation is optional and not mandatory.

Although a specific sequence for compressing an image is described, the present
invention is not limited or restricted to any particular order. In one embodiment,
transformation is performed before re-arrangement. In another embodiment,
30 transformation is performed twice, one before re-arrangement and one after re-
arrangement. In a further embodiment, re-arrangement is performed twice.

RCC Encryption
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RCC val ue. Thus, they remain unaffected. The val ue at
position 9 is equal to its pfeedecessor and therefore
is replaced by the RCC value. The resulting decoded
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RCC Encryption Method 1

Turning to Figure 27, the first encryption method comprises pre—-processing and post—
processing steps that are added before and after RCC, respectively. The pre—
processing step includes a Diff Code module and the post-processing step uses a
scrambling method that modifies the spatial properties of the data.

Pre—processing
The Diff Code module estimates the rate of change of the intensity and/or color in the

image. This separates the image into areas of high intensity changes and low intensity
changes. In an image there are several small regions whose rate(s) of change of
intensity are the same, and the Diff Code module ensures that such regions are
identified and classified into the same group. The probability distribution of the data is
modified the Diff Code module in a manner to augment compression. This process is
an integer-to-integer process and does not affect the lossless property of the method.
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25  probability distribution of the data. The Diff Code Range (DR) is defined as

DR=P-A<D<P+A

Where A € Z is a small positive value chose based on the probability distribution of the
30 data. Z is the set of integers.

Post-processing

The three output matrices of the RCC stage are further scrambled to enhance the
encryption process.

35
This data is then finally compressed using a source encoder such as Huffman or
Arithmetic Coders.
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pG,j) =p(i,j)foralli=0andj>=0

25  The Diffcoded Data is then re—aligned as a one dimensional data sequence instead of
an image matrix. This linearized Diffcoded Data forms the input for the RCC modules.

The row and column numbers are indexed beginning with ‘0’.

30 RCC Modules
The Diff Cod(ed) data is then coded using generic RCC. This produces two matrices
namely RCC Store and one Bitplane matrix (this is because only the horizontal
bitplane is required since the data has been linearized into a one — dimensional data
sequence). The RCC store is then applied to the Diff Cod(ed) data as described

35  earlier. This further produces another bitplane matrix and two RCC Store matrices.
These three matrices in addition to the biplane matrix of the generic RCC forms the
input to the Post Processing stage.
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sequence). The RCC store is then applied to the D ff
Cod(ed) data as described earlier. This further

matrices. These three matrices in addition to the

bi pl ane matrix of the generixg RCC forns the input to

the Post Processi ng stage. Post-processi ng The four
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to enhance the encryption process. This data is then
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The nmethod as clained in claim1l, wherein the data is
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wherei n_t he, first and second val ues are
second values a

6. The method as claimed in claim 1, wherein the first and second values are

stored in a bit plane.

7. The method as claimed in claim 6, wherein for a one-dimensional
compression, a single bit plane is used to store the values.

8. The method as claimed in claim 6, wherein for a two-dimensional
compression, comparison is in both horizontal and vertical directions, a
separate bit plane being used for each direction.

9. The method as claimed in claim 8, wherein the bit-planes for the horizontal
and vertical directions are combined by binary addition to form a repetition

coded compression bit-plane.
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stored in a bit plane. The nethod as clained in claim
6, wherein for a one-dinensional conpression, a single

claimed in claim®6, wherein for a two-di nensiona
conpression, conparison is bs both horizontal and
vertical directions, a separate bit plane being used
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(c) a processor for receiving the matrix of data values and compressing
the data values to form compressed data;
(d) a memory for storage of the compressed data;
(e) an encryption module for adding an encryption layer to

mathematically manipulate the compressed data.

15. A method for encrypting data comprising:

(@ receiving digital data;

(b) reshaping the digital data into a digital data matrix;

(c) 4 encoding repetitions in the digital data matrix into a bit-plane index,
and stored data values; and

(d) storing the compressed data in a storage memory in an encrypted
form.

16. The method as claimed in claim 15, wherein there the bit-planes containing

information regarding the repetitions along horizontal and vertical directions.
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