EVENT PROCESSI NG FOR DETECTI ON OF SUSPI Cl QUS FI NANCI AL ACTIVITY

CROSS- REFERENCE TO RELATED APPLI CATI ON [0001] This application is a
continuation-in-part of co-pending patent application serial nunber

127550, 942, filed August 31, 2009, entitled "Event Processing for Detection
of Suspicious Financial Activity", assigned to the same inventive entity;
the entire disclosure of which is incorporated herein by reference. REID

[ 0002] i n general, enbodi nents herein disclosed relate to systens, nethods,
and conput er program products for nanagi ng suspicious financial activity

and, nore specificall Syst net hods_and r__program products for
event processing f&VﬁNEi}Réﬁﬁssm&FQﬁREﬁﬁ@ﬁm (éﬁti vity. BACKGROUND
[0003]Wth the use of SUSBRCIAUS FHNANCIxIoACTIVAAN t he |i ke by

mal f easance to finance and support their activities, governnents have
promul gat ed gui delines and regul ations to detect and nonitor use of such

systens and products. Conpliance with these governnental guidelines and
regul ations can i Mp@REOSS-BEFEREATE TO RHIATERACPLEPATEONONs! burdens on

fi nancj institutions. Additionally, .the fi.nancial instituytion itself may

devel OOPHE or nal i T {oRd® & ¢ SHRurte-hoben PEEF s sl portice s e

I nsti t MirhiR 10856042 GUar Auduses 1, D64, batitic@MESend PERESIRTB! DStectiBnSIPPr Opri ati on.
Monitoring every transaction for the possibility of suspect activity can be

a di f f Pusmicious Zgianciplgtivityhabsigned tpdesameinvantive epiityathssedreidisclpsvigbnt
in"eSt%ﬂﬁﬁkﬁﬂ@ﬁ&gﬁeﬁhemﬁ@fe}&fcg actions were taken or not taken or
or a

docunent justification cerfain level of scrutiny.

FIELD
[0002] In general, embodiments herein disclosed relate to systems, methods, and
computer program products for managing suspicious financial activity and, more specifically,
systems, methods and computer program products for event processing for detection of

suspicious financial activity.

BACKGROUND
[0003] With the use of financial systems, products and the like by malfeasance to
finance and support their activities, governments have promulgated guidelines and regulations
to detect and monitor use of such systems and products. Compliance with these governmental
guidelines and regulations can impose significant monetary and reputational burdens on
financial institutions. Additionally, the financial institution itself may develop internal
monitoring standards in order for the officers of the institution to safeguard the institution’s
assets against misappropriation. Monitoring every transaction for the possibility of suspect
activity can be a difficult task. Additionally, there may also be a need to document
investigations and/or why certain actions were taken or not taken or document justification for

a certain level of scrutiny.

SUMMARY

[0004] The following presents a brief summary of one or more embodiments in order to

provide a basic understanding of such embodiments. This summary is not an extensive overview



SUMVARY [ 0004] The followi ng presents a brief summary of one or nore

enbodi nents in order to provide a basic understandi ng of such enbodi nents.
This summary is not an extensive overview of all contenpl ated enbodi nents,
and is intended to neither identify' key or critical elenents of al

enbodi nents, nor delineate the scope of any or all enbodinents. Its sole
purpose is to present sonme concepts of one or nore enbodinents in a
sinplified formas a prelude to the nore detail ed description that is
presented |later. (0005]A nethod for risk assessnent of inancial events
define-3 first enbodi ments of the invention. The method includes receiving,
via a conputing device processor, financial event data froma plurality of

event det eghj Q&t %lnﬁoduiml?s ;dd@@lﬂﬁhd%h to%\é% idd@ Rk RoPUIHRSIfRhts Bet ecti on
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one common, r actor. In addition, the method includes receiving,

via a conp‘l?falﬁ?‘fg‘}eécé’\ﬂ"(‘f‘éﬁ%fsd’éeé??(qrjatera plurality of risk attributes. Each risk
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devi ce processor ura events Wthin an event
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to prompte an event group t case | evel based on thé risk
associ at edieict Hogeprer, 8% eught gg}uélﬁp cachoOOS plusliy e Brapial cutrBoBICHERNES P if he

met hod, regghMibha: 1@45{@@%;%0@31@%5&@&&0# Hﬁfdhiﬂbn,'tﬂé@rleﬂﬁl@ ikREAIrkRGe, Via the
conputi ng devi ce processor, fi nan? % event dat% roma %I urality of
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enbodi mentwithhelea® bivad the rﬁﬁidddla@eﬁte@emubmgg evdit @rodpsC Ahputthapldendleles pr ocessor,
| ntor { ace PREBPIL e oRPHyarad pEoar o PaIS Pl ARl B VAT
recei ved fevergtohe EpthuisaFactoyis bisediet @e bi mprecilarimiglies. Moreover, the method
includes determining, via a computing device processor, whether to promote an event group to a
case level based on the risk factors associated with the event group.
[0006] In specific embodiments of the method, receiving financial event data further
include receiving, via the computing device processor, the financial event data from a plurality of
internal and external event detection channels.
[0007] In other specific embodiment the method includes receiving, via a computing
device processor, the financial event data into an event interface record. The event interface
record is configured to allow for financial event data to be received from the plurality of
detection channels,
[0008] In still further specific embodiments the method includes enriching, via a
computing device processor, the financial event data with one or more relationship factors prior
to determining the event group for each of the plurality of financial events. In such embodiments
enriching may further include enriching, via the computing device processor, the financial event
data with the one or more relationship factors, such as related parties or related accounts.
[0009] In additional specific embodiments of the method includes determining an event

group further comprises determining, via the computing device processor, the event group for



(00081l n still further specific enbodi nents the method includes enriching,
via a conputing device processor, the financial event data with one or nore
relationship factors prior to determning the event group for each of the
plurality of financial events. In such enbodiments enriching may further

i nclude enriching, via the conputing device processor, the financial event
data with the one or nore relationship factors, such as related parties or
rel ated accounts. [0009] 1 n additional specific enbodi nents of the nethod

i ncl udes determ ning an event group further conprises determning, via the
conputing device processor, the event group for each of the plurality of
financial events. Each event group is defined by at | east one common
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with a ca usi o suspicious activity report. The case
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assessnment of financial events provides for seco
generating, via a computing device processor, a case natrative assocxated with a case for

inclusion in a suspicious activity report. The case narrative is automatically generated based on
the associated financial event data, risk attributes and risk factors.

[0012] An apparatus for risk assessment of financial events provides for second
embodiments of the invention. The apparatus includes a computing device including a memory
and a processor. The apparatus further includes a financial event risk assessment module stored
in the memory and executable by the processor. The module includes an event data collection
routine configured to collect financial event data from a plurality of event detection channels and
detect financial events based on the financial event data. The module further includes an event
consolidation routine configured to group each of the plurality of financial events into an event
group. Each event group is defined by at least one common relationship factor. In addition, the
module includes a risk attribute collection routine configured to collect a plurality risk attributes.
Each risk attribute is associated with at least one of the financial events or one of the event
groups. Additionally, the module includes a risk factor determination routine configured to
determine a plurality of risk factors for events within an event group. Each risk factor is based on
one or more risk attributes. Moreover, the module includes a case promotion routine configured
to determine whether to promote an event group to a case level based on the risk factors

associated with the event group.



enbodi nents of the invention. The apparatus includes a conmputing device
including a nenory and a processor. The apparatus further includes a
financial event risk assessnment nodule stored in the nenory and execut abl e
by the processor. The nodul e i ncludes an event data collection routine
configured to collect financial event data froma plurality of event
detection channels and detect financial events based 011 the financi al
event data. The nodul e further includes an event consolidation routine
configured to group each of the plurality of financial events into an event
group. Each event group is defined by at | east one common rel ationship
factor. in addition, the nodule includes a risk attribute collection
routine c ured t I r ' I h risk
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configured to compare the event group risk score to a predetermined case threshold and promote

the event group to the case level if the event group risk score meets or exceeds the case

threshold.

[0018] Moreover, in additional embodiments of the apparatus, the financial event risk

assessment module further includes an event validation routine configured to validate event-

defining criteria by random sampling of event groups that have not yet been promoted to the case

level. In additional embodiments of the apparatus, the financial event risk assessment module

further includes a case narrative generating routine configured to generate a case narrative

associated with a case for inclusion in a suspicious activity report. The case narrative is



includes a risk score subroutine configured to assign a risk .ore for each
of the risk factors associated with the event group, a risk score
aggregat or subroutine configured to aggregate the risk scores to result in
an event group risk score, and a case threshold conparison subroutine
configured to conpare the event group risk score to a predeterm ned case
threshol d and pronpte the event group to the ease level if the event group
risk score neets or exceeds the case threshold. [00 |.S] Mdreover, in
addi ti onal enbodi nents of pparatus, the financial event risk assessnent
nmodul e further includes an event validation routine configured to validate
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BRIEF DESCRIPTION OF THE DRAWINGS
[(0021] Having thus described embodiments of the invention in general terms, reference
will now be made to the accompanying drawings, which are not necessarily drawn to scale, and

wherein:
[0022] FIG. 1 is a flowchart depiction of a method for risk assessment and case

promotion, in accordance with embodiments of the present invention;



[00211 will now be i wherein: [0022] pronotion, BRI EF DESCRI PTION OF THE
DRAW NGS Havi ng thus descri bed enbodi nents of the invention in general
ternms, reference te to the acconpanyi ng drawi ngs, which are not necessarily

drawn to scale, and FIG | is a flowhart depiction of a nethod for risk
assessment and case accordance w th enbodi nents of the present invention;
[0023]FIG 2 is a flowhart illustrating the overall process for risk

factor assessment and case pronotion, in accordance with at |east one
exanpl e enbodi nent of the present invention; [0024]FIG 3 is block diagram

depiction if an event interface record, in accordance wth enbodi nenis of
the prl@e¥it i nvdW6: dip a flowchart illustrating the overall process for risk factor assessment an

case promotion, in accordance with at least one example embodiment of the present invention;
[0024] FIG. 3 is block diagram depiction if an event interface record, in accordance with
embodiments of the present invention;

[0025] FIG. 4 is a combination flowchart and system diagram illustrating a risk scoring
process, according to at least some embodiments of the present invention; and

[0026] FIG. 5 is a block diagram depiction of a system and operating environment for
implementing risk assessment and case promotion, according to at least some embodiments of

the present invention.

DETAILED DESCRIPTION
[0027] Embodiments of the present invention will now be described more fully
hereinafter with reference to the accompanying drawings, in which some, but not all,
embodiments of the invention are shown. Indeed, the invention may be embodied in many
different forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure will satisfy applicable legal
requirements. In the following description, for purposes of explanation, numerous specific
details are set forth in order to provide a thorough understanding of one or more embodiments.
It may be evident; however, that such embodiment(s) may be practiced without these specific
details. Like numbers refer to like elements throughout.
[0028] Various embodiments or features will be presented in terms of systems that may
include a number of devices, components, modules, and the like. It is to be understood and
appreciated that the various systems may include additional devices, components, modules, etc.
and/or may not include all of the devices, components, modules etc. discussed in connection with
the figures. A combination of these approaches may also be used.
[0029] The steps and/or actions of a method or algorithm described in connection with
the embodiments disclosed herein may be embodied directly in hardware, in a software module
executed by a processor, or in a combination of the two. A software module may reside in RAM
memory, flash memory, ROM memory, EPROM memory, EEPROM memory, registers, a hard
disk, a removable disk, a CD-ROM, or any other form of storage medium known in the art. An

exemplary storage medium may be coupled to the processor, such that the processor can read



[0025]FIG 4 is a conbination flowhart and systemdiagramillustrating a
ri sk scoring process, according to at |east sone enbodi nents of the present
invention; and [0026]FIG 5 is a block diagram depiction of a system and
operating environment for inplementing risk assessnment and ease pronotion,
according to at |east sone enbodi nents of the present invention. DETAILED
DESCRI PTI ON [ 0027] Enbodi nents of the present invention will now be
described nore fully hereinafter with reference to the acconpanyi ng

dLawi ngs, di ndwhi ﬁh sone, but not all, enbodinents of the invention are
shown., | ndeed, . the inventioon may be enbodi ed.in i ffer fornms and
shoul dnéqBPatl?é‘ frgmand gaie ngrmaﬂf’%/g’dalec?tqrﬁ%? Brlyai ﬁ&ﬁ%/%lgegéa[tw §{rq% ﬁtoﬁ% ¥ein:
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. 3 ; vi dent ;
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det ai lcemphiikedavitebadditivedliyr intsomleickbodinemsntis evéntoaghiouwctiprood 8 mehadows

enbodi nents or features wll be . presented in ter of systens t :

i ncl ud‘g’é‘ﬂmmﬁ‘é‘rm% © H&F oY @&Mﬂ%?gﬁt&‘lﬂ%&é@%ﬂaﬁpﬁgoﬁ Ke ﬁ?%hu?égyt o be
under st asle #NdidR REES! @hfftdrRaddablb enodain, QUsctEMsY BEcomyratdichisdecoatidri onal
devi ces, conponents, nodules, etc. and/or may not include all of the

devi casogrammpushieht s, nodul es etc. discussed in connection with the figures.

A combj ion of these a : s and/ or
et on0o8h' " ot SHEE AR REBRFER TR Al DR URRE may WA IR
enbodiaease, dbBwhresfehwiee,eiranyraymbieatemibeleel I fdinpkatdniediin séfawadedhe, in a
softwar e nodul e. executed by .a processor, or in. a conbination of the two. A
sof t waFeERBYIRE PAEPreda gRSRIHCERANMITEH TS IsIradionf g ONBSRAREEr y,  EPROM

MO YeadaBRRAMI IR Y YputéraghdbR ediRindRuek KHS Komputéei@y@dhedidask, a CD- ROM
or any other form of storage nmedium known in the art. An exenplary_ storage

medi ureomaynisation mstliednaledinhanyonedivadat facilifates trangferihe cpMPREEROEAERHOPead
one place to another. A storage medium may be any available media that can be accessed by a
computer. By way of example, and not limitation, such computer-readable media can comprise
RAM, ROM, EEPROM, CD-ROM or other optical disk storage, magnetic disk storage or other
magnetic storage devices, or any other medium that can be used to carry or store desired program
code in the form of instructions or data structures, and that can be accessed by a computer. Also,
any connection may be termed a computer-readable medium. For example, if software is
transmitted from a website, server, or other remote source using a coaxial cable, fiber optic cable,
twisted pair, digital subscriber line (DSL), or wireless technologies such as infrared, radio, and
microwave, then the coaxial cable, fiber optic cable, twisted pair, DSL, or wireless technologies
such as infrared, radio, and microwave are included in the definition of medium. “Disk” and
“disc”, as used herein, include compact disc (CD), laser disc, optical disc, digital versatile disc
(DVD), floppy disk and Blu Ray disc where disks usually reproduce data magnetically, while
discs usually reproduce data optically with lasers. Combinations of the above should also be
included within the scope of computer-readable media.
[0031] Embodiments of the present invention are disclosed, by way of example, as a
module, application, tool or the like used in a financial institution to assess risk, and record

details in connection with financial events that may constitute fraudulent activity. It cannot be
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information from and wite information to, the storage nedium In the
alternative, the storage nedium may be integral to the processor. Further,
in sone enbodi nents, the processor and the storage nediumnmy reside in an
Application Specific Integrated Circuit (ASIC). In the alternative, the
processor and the storage nmedi um may reside as discrete conponents in a
conputing device. Additionally, in sonme enbodi nents, the events andl or
actions of a nmethod or algorithmmay reside as one or any conbi nation or
set of codes andlor instructions on a nmachi ne-readabl e nedi um andl or

conput er - r eadabl e, medi um. which. be.incorporated into a conputer. program
pr oduct’ere quﬁhatélﬁé CRHIORBIER léﬁﬁégf% At & e’{%ﬂ’(??ef‘ﬂ‘i‘étafl g e gg@&tegte(g may be
i mpl enBOtQEhtida HRHEWRI aSPEhWAT Busifeks, MWRDfit OFgadditici Bbp Mttt her eof . | f
i npl emented in software, the functions may be stored or transpitted as one

or norasganiestion Vit respent tatha example of » e finprcie amttisntipggthg fsrm “bank” or
Conput.ger - £ J..0e ] i
comurt 6P PR e Bk AR UG Wbl PR et BE B IR MR ot &
conputtesadestagnsantihamial dnstityloac that grocsse trivesactiods sf te dges disdissed erayinddedaany

avai | abl dia that,.can be gccessed by. a.conputer. B f, exanpl e, and
ot | TR e e Bt TR DRE B Mot e ok R oo
CD- ROY|i@6ricd bigke. APk itdia “RlafdialShM@aR) réfe@neht Mmsthutién ShoioRgS adragoither

magneti c storage devices, or any other nediumthat can be used to carry or
st or e riewile Beansiabspreieclonitecystonigivor Bembs. finppcial stityHenseneraty bt petct ur es,
and t i 6 be terned
2" Comp it B ABATERRGE Mo AT Bl BRI BRY, FRORGEL AT 23 trom a
websi tiaglude buteare nairlingitddeo, aeky beildiog s@dctigs,icnglitaingaxitedk taksdregesfastpér opti c
cable, tw sted pair, .d%gi tall subscriber. |ine DSL%} or vgi(;eelaegg

t echndPHGRERCL (RS, savings sud lagyis, PORgyJendipg coRRAPERADR s RO HE S 0axi al

cabl e,infurbRE uRRirivEitetR BbRers ik tigtesPaid simDSlbusidEssed. Tak @ssoftteeimatiogs es such
as infrared, radio, and mcrowave are included in the deffi njtion.of medium

"Di sk""bakd, “finegeial ingHutiens @r fiarahise” heren g means ip sronppssall el possdliiesyi sc,
optic sc, digl r L i . -] i sc
wher o P2l usudPp s SRS blentbCosEhyetdn ARG @Rl ibommnd

r epr odiftle idednsion paptaas exentldtdy shebsasraw ti@usabiioratr espgicofe dhefrabaaristyadl d al so

be incJuded within.the.scope of. conpput er-readabl e nedia. [0031] Enbodi nents
of thélefffg%mani‘ﬂ%é‘?ﬁh?dd?\g’ §Bte“°3ifh tleggoea?u'wn%éu ‘%nélﬁg ?né;,’ c%lg’ogf Frodul e,
appl i catirRPsystea@ fitdnclad 8ocbli® sys&@eh dnfl spstérhaniernalto tHrsinaheibliipnititnasgsess
risk, and record details in connection with financjial events I%hg.%n”ﬁ%/

const ihegrideseabagupld Aeenbdats bifornatied agoariieg togdy enipisrigrpRerr & R Hat Bt s
envir qurgﬁpﬁlldV%bdaHupes(ﬁf aﬂ&ﬁ%fﬂ%&ﬁﬁg@é@dfﬂaﬁ Bhonts ANTaRBs £FRAKY PRLs Of the

i nvention can be used 1n any kind of business, non-pnfit organization, or
gover nizentioroclgandlg dthe standand tund wiesqreal EIR tayohicenellasshienbdity af tha kregrocessnanci al

andid i w3 081y af baskregrorrmanci al
and. artyesRe o defion P RMida B B TRAREFR RO Thalel RGB0 dti, 1) "

i nsti tthé sedistirhé &r nBWAeRSSor dhafssdetdnyls of the types di scussed can include
stock brokerages, credit unions, and other types of institutiops, which are

not stlPPBIy bardkesoidingtnepasifis erbedinerieplsibe inprRtqe £YENL ARtA Shrighed or
institution” NSt j t 1RAE i de
fi nanc#%%r&g er gﬁ%@é&}%{r}bﬁ}gb@ Egégﬁ%fro gglo&reth?riear?ggtﬁtg‘? a%inﬁgvr]ci a:ﬁail.lﬁésgf ?%tg%’l ons
gener alok limitbdito, ndatedpatiysandiralated unctent inferamatom| Witk thel edditionalfinformafion,

governnent authority. Financial institutions i.nclude t_are.not. .| imted
To.  beaRas o bq dsitiatsdinpiedet epoung; YnlthsiodiE prigt %*éﬂ’“é}%‘%%g{%“gggl?ﬁ{ggé%t
nanage@iievichwisBrenS@vhptdaclads] nbOsHIs assoEIAEY shsplritiusgetbdricnit @o, ponsitinance

br okerages, insurance underwiters, dealers in securities, anq sim.lar
busi nexstss, acypuntyans rspducs ipgolEerh T his Vel gRoUPs PRVKISHET AMOTGROMRlF helistic or
"francghiser 1:0.Jd CRADE iohfidd. ties, [0032] The
fi nangﬁg‘? Sgtrlﬁg%@lggée%? %E?gggg;stg? ﬁ’g syst e%sgégéc%%?ﬁ%gﬁgﬁiegeg%l e enbodi nents

of the invention captures event data, such as raw transaction or experience
data froma variety of detection channels, including, but not limted to,
and- noney | aundering systens, corporate security systens, financial
accounts systens and. systens external to the financial institution. As
herein described, all event data isgformatted according to Event interface
Records (EIRs). An EAR | ayout allows capture of an undefined nunber of data
el ements and values fromthe various detection channels. The standard and
uni versal Elk | ayout enables reusability of the core process regardl ess of

t he detection channels and sources. Thus; the FIR | ayout herein described
reduces the setup tine for new detection channel events. [0033] According to



ot herwi se suppl enented by providing additional detail about the event,

whi ch includes, but is not limted to, related parties and rel ated account
information. Wth the additional information, events can be consol i dated
into event groups. Unlike other prior arts building around individual alert
reviews, event groups include, not only associated suspicious activities
but al so, potential parties, accounts and products involved. Thus, event
groups provide for a nore conplete holistic view of the activities can be
presented for thorough assessnent and investigation. [0034]Parallel to the
core process, a set of configurable |ogics and paraneters are naintai ned
under a risk profile mhich includes, but is not limted to, risk attribute
definitio risk e logics (| | ecting risk
attributei@”4ylsk L? Pmﬁg?ﬁ%n “?f% ‘Q {MgsTﬂmﬁm;&{fgg%nstructlons
for det er maitavgd nm®ka rﬁsa@taﬁﬂes whigls dludsm, bui is kotditited 'bmslégt}“buﬁealﬁﬁl'é‘rﬁné’anpl ing

par anet er %151?‘51’?1b e R S?Ce (ﬁ% ??Zﬁ@f&j%lﬁrzt Wslpﬂm'bﬁt%lf rﬁQQEt%r idmnesholigts. A Risk

Profile User IS use provi de for data thry as well as
to ensuref@tmioghs (lév@Ftlt@ﬁODélét' éeterulm"i&rgﬁk&ﬁ@mubﬁ%eé@? figpUHesh F PR i on use.

The M1 enfonGe . dRAaoay séo‘ﬁé’s' £ AR eRORRY rish¥ebid thickialds SA WRERrofifedy®t i Ng t he
paraneters i ntoRproductl on. uni %ue risk profile i g@ﬁﬁl fier is SSI gned to

every ver SitgfrcofRPR it wid ESrPEPr"idFéO' dia Enthyi a8 ReibPSdP PIoWe P QiR F i fiat?'r%l e stored
in all reskd hiepdy f&ﬁ@ﬁtﬂﬁorﬂ@@ﬂﬂﬁk@dl hyonwamapergacream il pempsiLaueit trenkac eabi lity of

the confi %\w ation. c 1511 35%%}{] onr IASulélq%etrtl Rroﬂ eq?e%m'ér?scatsé Bgd rocess is a

fact findihg® ¥Pocde ep aglﬁte §"can ormation col | ected from
nor mal busvenyasasmrcﬁlslacmofﬁmsrhehsiwr@‘né Oeeénendty bentqmﬂ inall regolise At publ i shed
wat ch |i st ri.Qr & re parties invol ved
in the evénrfepated%ﬁth%%%%gsf t]o”e\éﬁﬁ%(&&%ﬁ%k&aﬁcrﬂl gﬂﬁgﬁll 0 rllggpl S the roup el

cross- pl al{(fOéﬁm codé?lsr;e i{sk a@fbutes o Brcpercrrenessds ‘(jﬂ@rﬁyd‘L&W@%ﬁB"skSW Atfpar anet er s

capt ur ed %@%ﬁﬁf%ﬁ@lomdumé& o RRWb TR th:Q@iitoni, st dnekécmehtRqGQr € process
during execution on where, what and how to collect the ri k .at tIV i bute for

any obj ectEevemnet iplshechwatehlish prigjeaishinyoeiigied aga| %PE@O?B? S EUEh Y and/ or
event group @y gnlaﬁbs%ﬂihle aed rdk @tﬂtb)dteocsg&els m’e g@0p afcmgpﬂhmnmbamwsucloasr efl ect the

'Ff‘gﬁfte (5 PR TR BB Bl ot et SRl iy forSP BT wERPBL S POl L 02
acti vi ti esogfitiofictagie t@e pocess dunageiengion nowesye, Wandehdwnig CO@F@@“&Based on one
or more of tile?e f{)xl Skot%ctls wﬂﬁ% e %ve;l_trgoui) kaft@l%t&rforl QAQUnt bR eRBlgr@fp | 0gic to

i nstruct '[PIl cess act or be assessed or otherw se
det er mi nemamasedlenmlymnee @on roreslapifasis frerelies) tl]@'e&e%apc%afeéwma&kﬁmi’bma%s Al of

the risk %dtl\rlduQHE§§en\f@r§39ﬂe@n@altﬁyl%urék@pm are assessed by risk factor logic
to determne risk factors associated with an event &grguwg of events or a

conbi nat i dnrifacks EadiskheesBEi %fc?!’%“ffcé”ﬁ"°‘°“éa°]5‘é‘lt‘f§)(5u°5ﬁﬂte Hi"%r the Iike)
under a gneME @fdaugnts) baﬁ!&fbﬁ E)ﬁ'd A diOofSipatk hirbuesriodiiskents lafic it heet
invention, .each resultin actor correlate i score
or a ri sk REF{GRIgyRs CO%I HIOCF?SQQ gtk ?‘ﬂpggr %Pgbe sgsesﬁ& eotﬁ {G(?Irb\ﬂjlge:]dg% [{’lh&k

obj ect s wibkdail apeannemente gitiaup|lectddeisk itglousc atle§tharisk aglutesgaithétantegent esul t in
an over al Ig oAb D Rsek Isesch) 11%?Fa%to?ﬁglcttg]gcteqrhi%grlék%dtcg %s&fa?ed%trﬂ%me@édaﬁ gdug 0 result
in overal F"FT 8K “&¢t i on event ger over al gr oup risk score
i's conpar @de\teuts ar mméln@tm1@§#ﬁ@¢0@tqd@bﬁet§ gmaméﬂm@taﬁwmt%éhe \'f%)dJP 'dr oup

shoul d he Ri,pEP 5. bQedhdIBy t%@ﬁc%ldc%}ﬁﬁ)dlm&@s addiitieRmvn, &hﬁeﬁmﬁfg&kl{ fatboSK actions
are asses eéll etermnel ny of the rlska

c'L{al %grg det e %{jnr ned as
requiri ngcélaeéiéesmﬁl?ﬁtﬂi’@! FﬁSchP’FHéaléi}‘e*ﬁ‘fO“gpdiEF&'rrISE °¢§E§ {ergietteeds t he
case thr e%h@bj%tmltl{nfan%ﬂynt@fouﬁ hie: r%l(ed&esgfe&g@eg’ateako raﬁﬂltnma\sovaraé goeened to
require cas @«%OWI he ev

[ 0036] Eveltorgtadiidis ?"é“”i‘iﬂ"t‘ﬁ’@? ‘8?{?‘19‘8%5“ R ?‘g‘{m “’“S %rhggﬁ‘? %g‘éd e

pr onot i on Twe bdekall group risk score is compared to a case threshold to determme whethe1 the event



case interface for specific information required by the case nmanagenent
system In additional enbodinents, a pre-scripted case story, evhich is

i npl enented in a ease,report (e.g., Suspicious Activity Report (SAR)) may
be generated in narrative formfromthe risk attributes collected. Cake

al I ocati on and assi gnnment decision may be driven by logics, simlar to
those used in risk attribute and risk factor, and maintained within the
RPM Al enriched information may be sent to the case managenent system and
investigators for final review and filing. [0037] The event groups that fail
to meet the case threshold nmay be kept within the process as "rion-case"
event groups. The processes of consolidation, risk attribute collection and
risk fkctor dete nati o sk sco n ar basis
until the 88 °”&T88\8"W§ Otl'e ‘faseelﬁv&g agd oé tg%%‘%‘% ﬁ'gzesﬂorﬁgre%sreg%}e&gones a
case or, idatetnfise iGagmf the hek atcacse atehredghoindd peqdingsed SEgEEeT [{ihqpentor
exceeded LG ¢S cgr el GEALRE ¢ &tﬁl@ﬁgﬂ'opgaﬁ%fh@'e%&% bk actlogdeh as age).
[ 0038] Furtgh P Rdom zed sanpl es takeén fromthe non-case event

gr oups, wd@hnetdh‘eresunzeaseﬁ)rolméotsdﬂ'ﬁﬁ‘ét &@Ipn‘gpféré?té‘f‘ﬁlﬂ}?éﬂse l%eladvance i nsi de the

RPUI,  baseghsgn thegs @B‘o%a%lezf@mﬁﬁ%%dfaﬂffoﬁa&&d ifok @&hse\pﬁlmodbﬁxymduxl ng a
model val i dation |l ed event groups can gdtsubmtted as

c
eases, anda%eh'ég‘@cﬁ%ys%%ﬁ%@@ﬂn%“@" EF@F‘E"FW e 35 mepreReT DEFPAN AU PRY eshol ds
used to Creﬁr%&mh{ﬁseageéamp'ﬁed&m sﬁ)E)l’ anigh i lrﬁ[SStﬁkﬁhteaﬁneajcaW eporsus. pSu;plolass activity

ol se negatt VB0 BRGCERC et LA ‘LUGAL Juect] Dh EranG il o, o of
scenari o tQsd Aigeaisn Meededmerft @83 nRedydr tiiveg by ekt @miltr tg thwg%eq iayigh f | ow
di agram i s, pf o an? H%d%%gr ?fwr};?agnr{_'egt%fi Wtﬁfn%e AP0 KA 1RSSE38 TR na@idn 438 SenPr ONDL i ON,

in accordance W resent 1 nvention. At block 20 the
process ofto the sice assessImbssternod @a@@gamf%fﬁbﬁliabfﬁ‘/‘?‘ﬁ apdfiliieat ed. At bl ock 30, a

plurality 9537Fve“t i ae&%éus%ﬁqauf&Q{&ﬁhen!aéért@ledhbm nly b@leépe@tm.mechannel s. In
the fi nanC| al “real menb nments, the events %‘Tﬁg n@‘?‘ﬁot s on any

ot her reco¥ded 3t Gat %F'WF%&T%%?@ RRPSEHES A £ONFS! g‘c’i’nan The

det ect i on ;GhakRelsMRY:idaRisk fbekdady Bliepexidhnatguh amehsl theRoent @XEMLL) | e, in
LB? ;L gagg%eaé{s o%]xt%%eh;[ %Ica%ers] %\‘fﬁs?‘)?‘ﬁ%‘ﬁ%‘;"l"g%c ee oqet ﬁl%tev %pthg ha%g'nﬁejsﬁok{r@}{ot' ncl ude,

corporate security
syst ens, fsumqtentaﬁmeacmua’eﬂai &ysasemetmddvfsymam celxatlrevﬁa"la (%Ueh tsf€e)f i nanci al

instituti qa%&gml 0GR oS RLECL YRS, R1A.7 DR BAUBHLAY clchOBSEA I

ot herw se r por at vent "I nt nce Records (Elks) (not, shown in
FI G The EIthzewﬁihg Isana)ﬂeé)egllgdmn‘am in advance inside the RPUI, based on thé sample size

needed for statistical validity during a model validation cycle. Randomly sampled event groups
can be submitted as cases, and these may be used to determine if the criteria and thresholds used
to create the events are strongly associated with suspicious activity reports. The random samples
can be used to identify the extent to which false negatives are present within event detection
channels, and if scenario tuning is needed.

[0039] Referring to FIG. 1 a high level flow diagram is presented of a method 10 for risk
assessment and case promotion, in accordance with embodiments of the present invention. At
block 20 the process of risk assessment and case promotion is initiated. At block 30, a plurality
of events is collected from a plurality of detection channels. In the financial realm embodiments,
the events may be transactions or any other recorded contacts/incidents with the financial
institution. The detection channels may be internal or external channels. For example, in the

financial institution embodiments, the detection channels may include, but are not limited to,
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described in detail in relation to FIG 3, Mna, are a universal interface
that provides for events to be collected froma plurality of diverse
detection channels and for new detection channels to inplenented in the
event collection process without reconfiguration or adjustnent of the
col l ection process. [004] 1At optional block 40, the event data is enriched
by determning relationship factors, such as associated parties, rel ated
parties, associated accounts, related account. Associated parties or

associ ated accounts are the parties and accounts associated with the event.
Rel ated parties or related accounts are the parties or accounts related to
the parties and accounts associated with the event. Internal databases nmay
be searched,.to d term ne e ationsh 0, the
events ar ema putgilag ?u&g?r ésxs s cm oraeséc[antfy%gstte?t{\x;flenraié&%g%hﬁgsv %\tgﬁﬁapg up is

defi ned bwy@nmnmwnmboéwfehamlmﬂ@hmp factors such as comon parties, common

account s Qhodoe. |1 e @A) S¥RNhe nyB&H&nﬂmké&{é@& Misohenpymatigoand each

event is consolidated into a sin event g_ @ Vé}¥ consol idating events

i nto eventEvgrdup&cpBeens GﬂR@é!'OéﬁhO&YﬁéfhW& PadtebRs Yidg¥s SOV Y ppr oach to

ri sk assesfiRpld ididaigN aldéish loqfiG|ﬁmﬁ‘i@ahrbéﬁldvexﬁmﬂ&ﬁhded&t providaifevedntss i nto
event groups is an ongoi nglf rE(;hess as .nor.e agS (ggrewe%?em ncgam%\% Lover tinme.
[ 0043] At HPB‘E:?@“S‘@”’E"PW“&? Yegg defpetion e e RYOF B VSR I'n an event
group. Thempiesknt@tih fic buthesliatien fraasuaithointoni@tationoragpauidéde wi t h an event
or an event B%rou Thus the factual information otherwise referred to

herei n as ‘are associated with an event, data related to an event
or a conbi n@AtI] on ofAtdattoaalrbkickaﬁ@@etemennmaels tighedbB detevarne iRt tHP an  event

group. Thefac{t{ Sg 4c§]ag £s's%?’yie%lg£\®g§ Fela\{@dl?!llm&easg&médgk%@rqs tré?atgﬁi(céo@ﬁt the risk

attri butes risk factors are assessed qt herw se
det er m nedAdsesed Poticom @ssanted appiugta pieyheadis] 108 AFPHIS Btocited R"tﬁf FYButes. Risk

factor | ogid.diSaGOdtrrauEededubks Q@ttl%rpmtl@@or\%lioﬁrhs felal tcﬁt’hé ﬁdx‘d&idhleﬁacmunts
conbination of risk attributes give ris

i 1 Ed o?e er m 1(&2 tlonsh é&&g' fic
embodi mentasociglgd Hiththe pyfat Jpgga ﬂé%?ab?sé“aéf ??eé F1d0 PSR O8ESE ihi ch
provi des gogmal i t atAtveci m;lth@atzdn&rardlbnsbhdateﬂluﬁke\femcgmnpé svhmleamlemm to give

i t t d L@ th
| evel “of @ PaeERee st P PR R el pl Sk AR ot Ton 15

under t akerorliy ligasBachanal gmemsmdudes meltibk keentsondietleritiecontrdidaed ifal i sk
I nposed bys tgrl%v%l\{gxggps. Wﬁ&qlda{tlhggveﬁt@ﬁlttooé‘vgnt Fbufaﬂﬁse%\éﬁ%latgﬁﬁmadﬁ&é gh defines
KI5~ <9 he ri’s (% W th

the case. "sk scor es associ at ed events within an event
group may leéstagyrenghtositk presarens pivi avaluziop ifenlizd; GersAraRn oG F6HE Y ¥R scor e

and t hat a%]&fp?Q%B Ehol PkocSG & SorTBW R8e @@H@@(Fceﬂ)vteﬂtnﬁ’e case-deter m ni ng
threshold to determ ne whether the | ev i sk associ atn(-f\d can event

group war rid¥Bs t he AVERE G%f‘ﬁiﬁﬁtrlﬁ‘é‘eseﬂ‘ee‘i?ﬁfcée& f%fﬁ“?ﬁ‘%‘%‘ LEVBY 8ot e °to the
case | evelyisk hivivagel bt Wd@ﬂlaltlﬁ)fohilzﬁlkn SE@Ees w11$pee\lefmaraae\tentm@poffhlev@ﬂt s within

cvent or ouf BRI BroUretrEerRe kute BT ¢ BRGNSk RabtRE (O o
event grouplafé® sdbeemnt ana@nmbmtnoh(of ddveclelas ® haybhn orgduint fokiapn event

group. The risk attribute logic will be configured to define the risk attributes.

{0044} At block 70, risk factors are assessed or otherwise determined based on one and

typically a collection of risk attributes. Risk factor logic is configured to determine which risk

attributes or combination of risk attributes give rise to a risk factor. In specific embodiments,

each of the risk factors correlate to a risk score, which provides a qualitative indication of the

risk factor's worthiness to give rise or promote the event group associated with the risk factor to

the level of a risk case. Once a risk case is defined, further investigation is undertaken by case
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enrichment of the data nmay he perforned and investigation of the case is
conducted by ease anal ysts. At block 90, the process ends, [0046]FIG 2 is
a nore detailed flowmhart of a nmethod 100 for risk assessnment and case
pronotion; in accordance wi th enbodi nents of the present invention. FIG 2
also illustrates how various data are used in carrying out the process.

Li ke nost flowchart illustrations, FIG 2 illustrates nethod 100 as a
plurality of process and/or sub-process bl ocks presented in sequence.
Various data thin are input and/or outran fromthe process are
schematically shown as storage nedia. Process 100 begins at block 102. At
bl ock 104, events are detected through one of various detection channels.
Det ecti on channel s are |nterf ces to processes or ' I t hat

det ect evéfit ?tstﬁ’a@é& A AR 3B “'a'éf OSe xﬁéﬁ“‘éﬁg“?’ ggﬁaﬁwsg "E)% at i nput
106, mat chivaggavpwiedefiinscthepatt afn{ thﬂasrkoml& asosigied witleeyenth Whhis HeveYent ar e
gener ated and de ermn darda for
further prgo cegdy ne ag[greg%%tté?%gﬁ@te 2 ﬂ&ﬂ&k@é@fg‘?&n&rgs?? Ot}%ﬁé@ggﬁ%ér a;f i on

case for unk/s:stemgaatbﬁ mmpamﬂtqmwe&@ﬂle@sFhmﬁh%%@rﬁ*ﬁ‘é’l“ﬁ“%%vé‘eva‘f Y9 data and

record fonpLs, WMdiWif ah BRhY gr&%aﬂﬁr@%§§k’eﬁ%r(ﬁp‘6é £10ANRBE Sherlvideprak@btad bei ng
passed on to the event rocessor, in accordance vmt{t}kan enbodi nent of the

i nvent i on,to fhg C%@J}emil I gddtisy i TSP AR sSPERH SEACIORS OV BN TR CBEORY & 2
Accor di ng d:6ned B?%hkl@fa@éﬁ@@é RROESe rifeheantdvBRt BRYp Benggtraged thine tive leglelt ect i on

h I d le t
cmhodi mondBAS] ¢ he ASPEYaHt SERULTIET 7 BFDUFE TOP e o (A MR e o (e

f ol | owi ng ehiidh@citor NMatigs may bdeifgimeotrienveftgntivatos the oask ¢ cheluptaphyersent ed: XML

(eXtension rk e comma or tab separated values; or a fiat file

with deli rﬁn? RP?% ?’\L/{v@egprgdgsse ©hct bl ocks of information., Details related

to the DR[M46] be m@mssmreldntaﬂeéffbwefnﬁ@f% wethg 108 forjrigk ?Saessmi"ﬁ)@‘ﬂﬁ%tl I

referring p&c&]oﬁhtﬁm gccmxﬂllcigﬁﬂ énﬂﬁdlmteﬁtggi'tﬁ'gpl 204 "%ﬁt%ne RIG.Qhentustaddke pl ace at
anne

bl ock 110, etection c event Is tag ﬁegm H %SSl%ned a r(ggue
system gerk@wa@rws Haee poefl Ercamuing iy the aicet HiHeM e et RO AUEREMRET Cetent s
copi ed i ntiQys@NlesQYRY 10@EQAM &F pafaesk Bevor sy&ﬁrmgﬁ@ef pteded deapiifce.er . A
linkage is established in the eve

channel
event recof®OusTRga FREPYEAD P‘rPéffp“b‘Iaor“a&?/gﬂoﬁFés a’%\fcp ﬁmatlc{]ﬁesg%cag%gagga
retained toydnughodt 1d0egips atrsls102Dat Bloduak evgntoheddsted theougle priect med t o
ensure tha | ui.re | aluhds thAt 1 nput
112, an atvflré?’f'ﬁgeq?célon 813“"6 % or !e @atn%ef?{%e ﬂ%ﬁ%éeﬁg&tp@% gg\%% &ag%g\gnt cotnsol i dation
i nf or mat i cletgt cvantsbocdpe trhestin w mgxndEtrae édte ponngt PPEAPE HECBN&E omer | account
dat abase. pAé!dejﬂ'leQ ﬁtel]nl‘k’ec@dsdﬁstoglra@a Rad !hQQvehtSaréT&QQat@@al{dQem%éﬂ% medbieer

attenpts to [ocate mssing informtion, there a g ssing data
el enent s idaterHecdmiRk-basiq Wée'ﬂé?réPWehI%fP?eé?ﬂgit%d%ﬂé’et‘fﬁ ?evfﬁél?cé’tsﬁt? ssi ng data

el ements ig,dd@n Ef*d%ase%r lm&@éﬁtléﬂa\lthajgﬂﬂ&b@bn bneenglzed ergvshts anépaird  process
occurs. The manu$ i nconpl ete. event gs hﬁ&Br ocess S@Jgnvgo%%%v&pal ysts the

capabi | i t yOBRiSMg l"éb/ﬁ'rrf’qvné\/?—ffﬁisg'gﬁﬁvt”ﬂmmn AR RPN S thr ough a

gr aphi cal pasesor Mtaefoface.wiRequinbethaasfahchement & nomyllhéradieéds anfElByai | abl e.
Modi fi ed recor agged,. and _st. red R\eMSyddeue. In the

next event® é‘d®§ %ﬁ%éhe%ofdln ?gfgﬂ?ﬂdm & tﬁJ'D@memg’det e%{ds t hese nodified
event r ecakdsioh ohanhdivand mrapomﬂme tp te leved} mgceﬁqqe Aﬁ"é’éiplfai“ba?ﬂb%@er}tﬁo fithife

process. 18 1o AEork RAthe ENEH B BlFoMAsMIBsighgthdat a
el enent s |ns%rﬁ%v%§‘%2%{&'agf E to, evoennts ?are st(nge in th% event dat abase.

[ 0048] Pr odergsts togdd bﬁrw@wste@ 6%# G&r@nmoMamPélgw@nf%m%%fa BEREA |t he
necessary \Ql%Esaoer ﬁmf&tvﬁthalélﬂm@e@ﬂﬁ @&tlwée%td%dnct elobaronirsemetehe Deeib totcher ei n as
grouped, based on relationshjp #%# uch as customer account
relat|onsHWﬂﬂRﬁapP?dW%ﬁ%ﬂPBﬂ%ﬁWﬁ‘ sﬁé;?lke, Logi cal groupi ng of events
are assigned a systemgenerated unique identifier. An event group may
include a single event or, in nost instances, nultiple events. [0049] At

bl ock 122, risk attributes are collected fromvarious sources, such as
inputs 128, including, but not limted to, prior case investigation
statistics, watch lists, custoner experience data and the |ike. The risk
profile 126 provides risk attribute definitions and risk atiribute |ogics,
whi ch i ndicate what, where and how risk attributes are to be collected. The
risk profile 126 is maintained by the risk profile user interface (LPLII)
130, The Risk Profile User Interface (RPLII) 130 allows configuration

anal ysts to add, renove and/or update configuration paraneters and logic to
vary the core processing |logic as needed. The risk profile 126 or any



portion of the risk profile 126 may require review and/or approval for
production use, via enforcenent by the ULU 130. Once the risk profile 126
has been approved, it is "pronoted" to storage for subsequent batch
processi ng/ production use. [0050]Collected risk attributes are subsequently
stored at various levels of aggregation, such as, but not necessarily
limted to, event, event group, party, account |level and the |ike. Based on
the |l evel s of aggregation, the risk attributes are associated. Once the
risk attributes are collected, at block 124, risk factor logic is executed
to determne risk factors based on the risk attributes and to correlate the
risk factors to risk scores The risk profile 126 provides the risk factor
definitio dri ctor i,C |ch | re risk
attributeZ&FﬁEt re ﬂpf ?Wmﬁokﬁgk Yelidgy t%%ﬁgkﬁgﬁggw%gﬁgggﬁeE%%ﬁpscore The
i ndi vi dualblack $10. fradtots crreelereats mg@whaqshmd atunigye WEPPEEEriedt he

I ncrement a%]enpf bg%‘ lllIIIOB de t%:ﬂ!%tectﬁolfﬂ cﬁw%l%&en REL R intb Qpév%{ﬁ%%ld vﬁtﬂrahxhﬁdrbu'[ es to

the likeli € nature e event group neceSS|t tgtheflllng of
a suspi ci ougenaetienict ydoniso 't linkgee syesiplibati 8’5?@:‘“ regoeshiesg} ﬂ\t #R"132, a

det er m nat OfejleSedTRESd A%, Qlewhgraeh@ita @llcE VAR (1BH QU chiSbeaasiaed tivongnhyt. The
determnation is based OD the risk score and acti, oagatéag t he gvent group.

The aggr eg@ﬁ eFese SR Y (‘élqus pig gerforagd tp spsprg that requige nts are

group is sumed
and conpar@4liable adi f@adid LAngsNabtnfatemk benaarfpasetahat dakit hyeaccdeti si on as to

Eﬂ?i nor . aorpsi sy cat Derehe o N SR BT 4GBk BT B ED s
(i.e., eventabge. o\upmclt Dirt, adiecthingthe isralk af ta(wdlgthel saflor atenpts 9P@R tiHEEcase
thr es hol d)mfwmatlon ?hse e atre[ Stlﬂ m1s@$ﬁ Qg?el&ﬁ‘él?s 19“1@@5]{ Of G RseR&lansh it healied as cases,

for the purpose 0 %IC required for statistical sanpling of
t he non- cabexc Biseng &g @enmltsm thedlRpst towe%warpaabmwlemem [OUEBPAS bl ock

136, event, QLPUI@@ a8 i Jle1SHBS QQHR Plob s ;h@wﬂk&@ﬁ@ﬁs@(ﬂhetc@pabm@ @ase | evel are
enriched wth additional information. Event inf

accounts dRdevtinasveae vitbmiseiag dta dertenivdiiouss @ ﬂﬁﬁ'&ii’?\? &g 'i“??ofndec g% l“rleds Y r mat t ed
according etle@neht@ Gha$ BSQIdbAE Waflé:m‘eel\dl’o&lﬁai @eorivhikCliughs! aspeded inc: re@irebeyents

managenent System requirements ase interface ng to
specific dl’}faﬁ‘ﬂ‘?t e"ﬁ’é’)}’mﬁ%ss‘?'ﬁ"hc?ﬁ‘ge o O A t%‘of}isg%dﬁ{é%&%sg n%ogl?rgr&é%‘ght al t hough

ot her for rmdosds Iff&yhegﬁﬂﬁﬁeaifllrytlublﬂg iheplodifiertioedin dre papcessﬂf GadshBERiodonm or t ab
separ at ed e ef tﬁere pre ng Eusfz\lnggatél\élénbeng% th I@%&l&ﬁtlwg%nfé'ax%ts{ofb@tm bkocks of

i nf or mat i o or st or Is a syst em gener at ed
narrati ve,cverayatijesegenerated fromri sk att r| but e, risk factor and event

I nformati gpgegfhe | qgéc@ssﬁ@(ﬂbl’o&% i Bodenealer dvhfs waheve aﬁ'ﬂzlﬁrnycelssﬁrypi’aﬁw ded by

risk proflle 26, At 138, cases are alloca fined
L gd based .on, predel
sets of paﬂleme&séwescor&ﬁhdareégv*tewmedeﬁea@doBffﬂt‘ﬁ%g'f’i'@ Ao f T fee? l %‘

al | ocat i onyitsss bigonds 8dcBik n:gm&fsh@ &ag&ldnemalp&pembhk«: Ltogxaahgwhpmglvfestl gat ors.

In sone entities, certain investigatiaon handl i ng
specific te}}’ﬁléssar‘(’)?ss'é%fé’é§y5teﬁh%e"f)‘é'iﬁgﬂ‘ﬂﬁ‘éer'%e" nﬁggfegt % &E’nﬁ)lyrﬁ#@l dggglg Gerati on

t he avai | alobe of, @500 meSncamdumpteremts gueue of outstandl ng cases.

Addi ti onal ey Lhe case, 55 GERLJQR GualotR aXSLCIHAKES o Hhas

consi der at' the r'i Oors associ ate t he event or rou s of
events andl28,hecllshl&t bt gt limateélo, prfor exse vestigasion pigistissotatelel st CPOD53) F| nal |y, at

bl ock 140, exPARKR a8nd QY BSL W@ﬁiﬁ%rﬁﬂéﬁ%%ﬁovﬂe?ﬁ& adfiute RENIEESINA BN Of
attribute logics, which indicate what, where and how risk attributes are to be collected. The risk
profile 126 is maintained by the risk profile user interface (RPUI) 130. The Risk Profile User
Interface (RPUI) 130 allows configuration analysts to add, remove and/or update configuration

parameters and logic to vary the core processing logic as needed. The risk profile 126 or any
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FIG 2 ends. [0054]FI G 3 provide a schematic representation of the data
structure 200 of an Event Interface Record (EIR); in accordance with

enbodi ments of the present invention. The FIR data structure shown in PIG
3 is the standard layout that is generic and universal to all detection
channel events, The FIR includes an event header record 210, which includes
a soune systemidentifier, a source record identifier and a scenario
identifier. As such, each ER can he uniquely identified by either the
source systemidentifier, the source record identifier or the scenario
identifier. .The.source stemidenti.fier . is the ique identifier of the
syst emCFHBAE pé?/f@ﬁtlzg G BT ST EY gndllﬂreapggnrlag@r 8@?8?%0 N'§entifier serves
t o i deftdréameanb @MHRHPI 1BD] OnddBe HE B6ficOn6HASBEAl appRuEd; 6t 8 YsrbawtedThe
scenario ideal:idler is a common identifier defined by the event processor
for eatomgsdenmbpesugiidpichipeesesng/predycsiepdpat ed det ecti on channel . The

activi al e, i . r LAtk 0N ot her
char iS5 e SEPEUPCR BB e il R ok DS R RN RS nat be
const rsuetasabut notmdckssgrily Tingited ¢ o, ievérityeveait groups b ascouhdlevkd i the lisé. t he event,
the received date reflects t date the event ol | ect.ed/recei ved and
e At GIHGE B RS a Bl PR aBBEs Rieabp OBty ek HERERRHR

r ef enichBated & HTb&R 123, ridSBa6# BERGs &b@EdR de@imirk rask tfaedte Baded oh g iskR Wi t h
the three conbi ned key structures (i.e., squrce systemidentifier, source

r ecor dttribetat 3 te comglefe Sheairkipcions gerisk opwes.) Thimisk Rrafde Ved piavidesiie ik t he
event i iqt 0r o - Thea: i | A Lc! ude,
put | SRS M i Ro GO ot ARicRE e Bl mb Y A HRKH G, EYbICT DS
event ifi b elkkdfacec andithe 2dficlated eisk $cord. &he mdoodwhd rigefactarshrevrented sumhthat they

records 260, . in addition.ta.. thre nbined key structure cument
| nk SneRRep et GO e RE TSR G YoubahEn YRR

t hsuchf @ Mnss6eBe cedh0hrodh ndcchbitiSCRE Clin® bf & RBplcidue activEvesjortbyaamsact i on
records 230 include event transaction identifier(s) and contributing

t r ans @Y f or mati on associated with the event. Event fields records 240
inclu e fiel %:! as [ BEValk | ksaf data

el emaﬁ?osstlissoci é”gé’g’%%?% ata(ﬁ:é 0 I}aggxﬁésq??(%e%%tt?hhg@ by t hfé{e%@jﬁelct at ype and

obj ectwdrthgnThe degerinimtivhiisbastreorethemisk séeremd dctions foe teretent25Qup. Abé ude event
itemidentifier(s), arty. identjfier 270 or foreign party d.dentifier,
(e.qg. aggrieg@f?& f‘iOé%‘??é éﬁ#f)?ﬁb* ?Ct?féé%gjﬁreyeﬂﬁﬁ%@rls R gﬂ ‘l%g)pa}z;eﬁéogﬁgsaeccount

i dent ithregol 28R thel gghdse bNehaRiaE aWatisibA hoioWkdiRG adasoll Rivediguiidrhisthibe event .
Narrative records 260 include an object object identifier, sequence

t 1 "
nunbePregiammaticRlly geasrriedy Turther, pt eric b4 8@55@&1; BHPiiAe ARTF APR-Gsereyent _
[ 005 6]tg|§§.&)§ [Slr' ¢, ”élrethrlﬁl'ﬁ& fof* Wﬁlgfl lypuy; gl I?t%&asr&f)égg beBWIBPELL @FeBbld} will sdsupr Of I | €

pr ono focess; accordance w an enpodi nent of the present
i nventin tre.noA-casesdveptr gbupsdeing tigated mp tasds, biethe phiposd afkespingf Thedogis noved from

k-in- : d ' oWt h nb f
i gl YR et PP e a1 Prot| G Ry kAR o 8138, TYEPE

i nt eggbm]among MBIRREBES & e ol fRdhE Hill Fsc@iatp be promddd takd @ise levgl ¢ i S
dependent upon defining risk attri but%g;s). Simlarly, the risk attribute
| ogi ¢ aruetriched With péditignal indfermagian gy enhingrraeion gssoriatid agequnisand dengagtipns yl ¢ .

R sk pLAfhiS NEsRMSing LS E&{ﬂaﬂ%@%c@ﬁﬁ;?g ﬁﬁ%e Ofse SRR WERE, Whsoh is

including risk attributes, ris actors, risk factor logic, risk attribute
| ogi ¢ speaetosiasy BanagemgitsystemanquassiegtsnEin cdseo giterfacs tespid a¢wading tnpl i ng

non-case.gven ro araneters. e t.nreshol d and.the |ike _|ndiyidual
conporiBrftse %fpéo‘g@?%{gdga%tﬁemé’%}gPgﬁhfz%@g%lp%ﬁfeaﬁpg?ﬁts’aaﬂtgolﬁélqol}fllerrgo?%a\ﬁ %1\%/ and.
pro m)ge@é}al%’ﬁb@irﬂﬁlélh@ltéd)orﬁi:fspféhdshhﬁﬂ@ﬁﬁmh or tabecpparstkd paladst h at flOOGH] Bl ock 310
of FI 4 represents a work-in-progress configuration of risk profile.
delimiters between distinct blocks of information or the like. A case story, which is a system
generated narrative, may be generated from risk attribute, risk factor and event information. The

logic required to generate the case
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Risk attributes arc defined and, based on the defined risk attributes; the
risk attribute logic and the risk factor are defined. Prior to inplenenting
the pronotion, at decision block 320, a determ nation as made as to whet her
the configuration set-up is error free. Data quality and integrity checks
are perfiNnmecl to ensure that the configuration set-up is error free. If
the conliguation set-up is determned to be include errors, the process
returns to block 310 for further work-in-progress processing to correct the
errors. If the configuration sei-up is determned to be error free, at

bl ock 330, a unique version is assigned to the risk profile and the risk
profile is pronoted the production version, shown in block 340. As enforced
by the Risk Profile User i , I are

all owed t & 0{%163]‘8{/18%{ Wemll; PrgE g J%%loﬁ; %}8 ca?eg ate aﬂycﬁaggkésgoe& ﬁ%eﬁr&ggg% on nunber
is assi gne:dpzamietat ztnaddrmr@\mdeaby thp esmrfbﬁlng?& C@kal@tctttop t?d'tf‘eaéﬂg"a'}ﬁc? factors
gener at ed ﬁs% {}'%Ttﬁytreﬂﬁ§ﬁn&gt rg'étgfsalln%lﬁlgenhﬁécc%ﬂgh bivEsYigatib@aRd REUCt i on version

of the ris , represents producti on ver si ons of
the risk aespmstb@tfe@mmtlhesneplﬁktyatStOf pas¢st Bhelpagineters apogis wke PREPHIEY) ¢ and
the like. tﬁeoagﬁﬁljﬂrgounl,ses'al% c@erIt Qe o O%Qfaﬁdml @Eﬁsci\ﬂ(ﬁt"bnalﬂy, tesyst em 400 and
operating environnent for n{g ement i ng Sﬁssment d‘éwﬁﬂ e pronotion,
i n accor daAFEEMART PRIGHIRSTY ThREes g t%a %’g t”Slf VRAFTORRYENT BFScessor
devi ce 430:bsup omweﬁtsamwfﬁmldfermm 1mmghﬁdnmgmsystem i ncluding a

i 01 onallf) ovent kb auib Maktb e SR P ADERPIRRE & R0TC hodi um

Addi t i onall even flgeés a st orage nedi um
432 t hat |IHGc2mfdi;gur ed to store conput er program product code 434 for

conductin déSQﬁt COr G1g! £§ g\?? sl atl 1%@:9&:9[%@ tor tHe QRS btRRwure 20 8QIEvkQN, the

storage 432 i S con ure ata, such as event da(tjabase 118.
confi gur atlnt@rﬁacelatswbh@él)m@c@mncp Ne‘h Iei“k@lmﬂshéfh%teéer“é@éenﬂﬂhl

confi gured,{Q, sLRuLE ifRicR 3 iGN 8Hd f208ut BROS B8iEd uhl%iaUﬁlan@etWSﬁ omer
account data 112, prior investigation statistic I st _and custoner
SyoRien 8

expel : en(hargalesentss FHnRIRciBHPdsE 1) "\Y%‘Fﬁ)“"jﬁ%‘ TRt MF ¥P&ferring to
FIG 5, exmbaraysogtet REdrll caentﬁ'lamaels@nmboaannﬁdruelesumba@emeenst;e uappdly cadon
servers an

sed for onlin her cllent
server appﬂgi‘:i"l'}g‘id bé’ﬁgher ¢ ﬁ%‘t’ceﬁﬁﬁt%“ @?’3‘#@ glﬁ 1 Cat cf)rélﬁ%ngﬁ tﬁ%&nﬁ%
addi ti on, ldhetne@tﬂmmotcaameﬁ gledifidr imthy unined idehefiswof tbssbatemdw"mzbdtﬁyﬁttf gur ed for

manual ent rycoﬁeﬁte%v i st%tuc[a %?OQQ gdmwé%e%é BN4e ?it":ft? ah Ak Qfhih %rd@QctfoQ Ehanfgonpl et e

event review at specializes in repairing i nconpl ete
event i nt epfrecestemi ’tﬂhe Wk(stdettlﬁens ﬂwmwﬁqatl@tlétﬁlﬁt’tbﬁ peyeRt ESFTPgar ed to

execut e t e R Sk Eﬁflﬁéd%y%%gsobtﬁg@‘&ét&ﬁ&t dublel. ke aetlﬁ@rdﬁnle,g’dd’eazbﬂ one adal yst
t hat speC|aI|zeS|n configurin paranmeters an |c5|nte es wth

wor kst at i GHAEHIPIOFEIFAR es;?rf(%fg%“s"% petefise ¥595h kﬂ'?&‘lieb e st agi ng
area 436 t@tholi@G61 Bé&Snstrued as limiting. The activity date reflects the date(s) of the event, the

received date reflects the date the event was collected/received and the alert description reflects
the specific of the event.

[0055] Still referring to FIG. 3, associated information is attached to the EIR with the
three combined key structures (i.e., source system identifier, source record identifier and scenario
identifier) which serve to identify the event associated with the record. The associated
information may include, but is not limited to, document links 220, event transaction records
230, event field records 240, event item records 250 and event narrative records 260. In
addition to the three combined key structures, document link 220 includes one or more links to

additional document concerning the event, such as a screen shot of a web search or the like.
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data from detection channels 410 and formats event record for the detected
events. In addition, processor 430 includes case interface records 438 that
are comruni cated to case nanagenent system 440. [0062] Thus, enbodi nents
previ ously described provide for event processing for detection of
suspicious financial activity, in specific, financial events can be
detected by receiving data froma plurality of detection channels. Detected
events are subsequently consolidated or otherw se grouped based on conmon
reiationship factors, such as related accounts, related parties or the

| i ke. Factual data as jated with the events,.referred to..herein as risk
attri @Fg@f@%"“@gf?"@@%béﬂi’g“q_cieé’?‘tﬁréﬁiaﬁpgn @P‘éﬁfﬂgiﬁ njjibitge hﬁnsgﬁtéonor mor e
of  t henfoimkidatdsdciddasith tha@védt SkvehnGlas Scaie 250 bsRas giRtfleyd weed, 4oveet er mi ne
whet her an event group should be elevated to the case |evel for further

i nvesta gesentinh nagp salne pairy afydataglemenks Fsseeiased with the obisgtsidepligsnelct o 43

Chr es Co by St . . -
el v 2t 5 Sl BRF St shlif) REbLARE o SRR BRL AR 2f0 kit Bt A8 ™ or i
i s foriddéntidiefgs) ppaey denttiees @70 bi fogeigapdrtycidémifiee b gdiriventiscnemhymbard i s not

intended to be limting of the inventi.qn . used herein, .the .singular

f or s Pagsport nypber gy fhe ﬁ%ém%?lba“icﬂw&ﬁ@e@ff%?‘bz@;lﬂcﬁlg@gtaﬁ‘éow I8 15 as wel |,
unl esssdRRtIORHENE cGdr aldrvativD tcorls 280 MRl Wh $Bject thpMiobjechiglerdtiffehher
understood that the ternms "conprises” and/or "conprising,” when used in

this spatsned euphesand Byae feyiewratePigsaeriosugented mxnegrativaiogies, st eps,

oper at} , ele r S iy esence
or “aadfn of °BEEHdre QG RAPRAERLP 0 b0 B RISRLBR G AR o
Conpopesiess; imddean@ritpsan éhisvddaént ofddi fréseniaihl ention.ofrpiak profileis "proartdd: at i ve

terns such as "above", "below', "]ess", "greater", are intended,}
encomtkwkﬁﬂ@@ﬁ mBYedetlﬁ‘E]HIai"‘f%flf'l?'H{%,resgF%%esto acpé?l‘?%g%u cﬁtag(?mt?l'al ess" in
the s tlé'&j‘gé hesberhBNRLIngidhrab Rbaamddsts add l%gics,"i{ BaScdkiN thaiathitdintdgdity

[ 00641AI't hough specific enbodinents have been illustrated and descri bed
her ei mmoniee@mstervandi lngies; Fok example, risk éactprilogipisrdspendent unadeBne 8k angenent

S R RSN PR AT gt [ 1o
ot her agributeotonesits Riskiprsfilapgpiréseats ia dighl sintaptaetiet of @nfiguetiosmn nchdapt at i ons
or var) B She of b, B SSenl L INant Lon e ol Lowg, £l ppere I no vey
descr ia@ﬁﬁnﬁ@ft ng'ib, stafibtaMampling non-case event group parameters, case threshold and the

like. Individual components are part of the overall configuration and require review and

promotion as a whole to affect changes to the risk profile.

[0057] Block 310 of FIG. 4 represents a work-in-progress configuration of risk profile.

Risk attributes are defined and, based on the defined risk attributes; the risk attribute logic and

the risk factor are defined. Prior to implementing the promotion, at decision block 320, a

determination as made as to whether the configuration set-up is error free. Data quality and

integrity checks are performed to ensure that the configuration set-up is error free. If the

configuration set-up is determined to be include errors, the process returns to block 310 for

further work-in-progress processing to correct the errors. If the configuration set-up is

determined to be error free, at block 330, a unique version is assigned to the risk profile and the

risk profile is promoted the production version, shown in block 340. As enforced by the Risk

Profile User Interface (RPUI), only authorized personnel are allowed to promote the risk profile.

The unique risk profile version number is assigned and attached to all resulting risk attributes
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1. A method for risk assessnent of financial events, the nmethod conprising:
receiving, via a conputing device processor, financial event data froma
plurality of event detection channels, wherein the financial event data
provi des for detection of a plurality of financial events wherein financial
events include financial transactions and recorded contacts with the
financial institution; enriching, via a conputing device
processor, the financial event data with one or nore relationship factors,
wherein the relationship factors include (1) a related party defined as a
party related to a party in the financial event data but not included in
the financial event data or (2) a related financial account defined as a

financi al 8{: gi?tﬂrg }gan(r(]: ea&%tforql}eﬁ?grp?sefolf re@&%x}gﬁac&gﬁ\’&uﬂge éalrc{?luétmﬁ vElinangiatscevent

data but & inanci al® event det er mi ni ng,
via a. comtqild, singndeticd4provessorodusion egeints ofjhe tigk FiePutsabRtSt t he

plurality of,fd IBQE“E eq'lsk ﬁ\étgﬂ;)% ?Mﬁélﬁéen each event ginp is defined by at
at

| east one common re I ons actor, wherein the conmpn rel.at ﬁgqshl

factors i ned8he on&l6r5 impbleckshasramedepistionala sysigrdll g PHEMESM YR8 nanci al

account;  for implementing rlfk%&bsﬁl'eﬂgnd Mk pram GRAPH hdc&@ard&\#ltl@ﬁnlfbﬂmﬁﬂs sbthe a
pl urallty of risk attributes, \gh\g‘;ee‘{é@ each risk attribute assrgm at ed

With at | S5SEt Bentigr 458 PPOCRECP Bt Gaimiamg R ariep &0 ulmllﬁ YgFoups:
determ ni ng;]ud\ﬂga peocE:0dTRakd JupEhrith\cirestrb er@sis Ok apopphta fradractignsof i sk factors

f t t d
for event s, L0 S SYenL . OL.OUR:) WISISh RyEAR bkl 354 8l d Sufigsad on one

devi ce pr ocessosmpunhetpen ptaup colrdt €foarondyating the FQﬁﬂEOQeéseaOfd@sFéesF‘ével by:
assi gni ng n?Velrxt o%k II%QH& bR s ﬁ?agg'mg(fnu{l he § Konff'?&gcpt‘f)%toﬁ:%ﬁﬁ%@fla%qwﬁk th the event

group, aggre to resuft in an event g ou sk score,
conpari ng d@ﬂab;ﬂs‘ei/lén@ton’gg%@lpn dytabrsed @l theliky. Prherstase mepad’ tia sy ‘@HF%@hol d, and

store data required for processing, including customer account data 112, prior investigation
statistics, watch list and customer experience data, shown collectively as data 128.

[0059] Still referring to FIG. 5, exemplary detection channels 410 include web servers,
application servers and the like, which may be used for on-line services, other client server
applications, other main frame applications and the like. In addition, detection channels 410 may
include workstation 420 configured for manual entry of events.

[0060] Waorkstation 450 is configured for incomplete event review. An event analyst that
specializes in repairing incomplete event interfaces with workstation 450. Work station 460 is
configured to execute the Risk Profile User Interface (RPUI). A configuration analyst that
specializes in configuring all parameters and logics interfaces with workstation 460.

[0061] The processor 430 additionally includes EIR staging area 436 that receives event
data from detection channels 410 and formats event record for the detected events. In addition,
processor 430 includes case interface records 438 that are communicated to case management
system 440,

[0062] Thus, embodiments previously described provide for event processing for
detection of suspicious financial activity. In specific, financial events can be detected by
receiving data from a plurality of detection channels. Detected events are subsequently
consolidated or otherwise grouped based on common relationship factors, such as related

accounts, related parties or the like. Factual data associated with the events, referred to herein as
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pronoting the event group to the case level if the event group risk score
nmeets or exceeds the case threshold, wherein case |evel provides for nmanual
investigation to determne if governnent reporting i s necessary.

2. The nethod of claim 11, wherein receiving financial event data further
conprises receiving, in the conputing device processor, the financial event
data froma plurality of event detection channels, wherein the event
detection channels are internal and external event detection channels.

3. The method. of claim1, further conprising receiving, via a conputing
devi ce processor, the financing event data into an event interflice record,
wherein the event interface record is configured to allow for financial
event data fo be recejve | ural nnel s.

4. The rret"ﬁ%&“r@f‘te% Ilsaff’qlﬁ”fg a‘fddf*s[‘n ﬁaé{g’rs #o1 assressgc:l %Qéed\?oé]logggg%fotr‘l%&m\l/eﬁgﬁa conput i ng
devi ce pr aagssor Theisk fittotefd snbsageathi utsettp detbyinearieibenas avepl $ o1 SBFuIERFent
groups t ha elvglgy S ih%%%se Ye%%l fg%rﬂ)epirn%m% 236h s e&fﬁgllf a5 h&¥8bore may be 5. The

met hod of C conprising generating, .via a conputi ng devi ce

processor compaaise a Hiashad prspeciisSiGie RapEdr ginttpnagons A& wskagifony ’ﬁ'&na%"a?}r‘i‘ in a

suspi Ci ous, e Lo\l & YnelcBRQNLL, Wherein the case narrative is automatically

generated based on _the associated financial eve k attributes and
e B Eprist

risk factdf®3l 6. AR EEpateRyeedisein it QfihgBURE ¢ial events, the
appar at us «&0nRhksi sy analsqﬁfrﬂwﬂdeaga uiemm@ of the Inveliting &s wehioregm, drd a

rocessor daf Ci, nt k ass t l.ew t he
Tenory. e BEOTE By ¥ha s Seas S ISHa T dar g i v AEEAS 102 a

col | ect i onrofiteuticns icddafes guher@ﬂ;et b wilbbd faditer firidprataed tmt thevems “QAPESET om a
plurality of eyvent. dgt %En {ﬁ*&ﬁé‘ 1§caﬁ5hd ﬂqggﬁﬁéprgéem@%%tﬁéd guges s based on

t he finandiaf” §?/"épr’[sm RIS, i ncl ude fjnancial
transacti otvss, amdatnomdcrd@@ oo mr@nwst ‘wtﬂ%@tpieﬁa%l‘ed?res?’?%ﬂ 4gitiop A

one or more other features, steps, operations, elements, components, and/or groups thereof.

y?

Additionally, comparative, quantitative terms such as “above”, “below”, “less”, greater”, are

intended to encompass the concept of equality, thus, “less” can mean not only “less” in the
strictest mathematical sense, but also, “less than or equal to.”

[0064] Although specific embodiments have been illustrated and described herein, those
of ordinary skill in the art appreciate that any arrangement which is calculated to achieve the
same purpose may be substituted for the specific embodiments shown and that the invention has
other applications in other environments. This application is intended to cover any adaptations
or variations of the present invention. The following claims are in no way intended to limit the

scope of the invention to the specific embodiments described herein.
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an event data enrichnent routine is configured to enrich the financi al
event data with one or nore relationship factors, wherein the relationship
factors include one or nore of (I) a related party defined as a party
related to a party in the financial event data but not included in the
financial event data or (2) a related financial account defined as a
financial account related to a financial account in the financial event
data but not included in the financial event data, an event
consolidation routine configured to group each of the plurality of
financial events into an event group, wherein each event group is defined
by at | east one common rel ationship factor, wherein the conmon rel ationship
factors include one or nore of thecﬁgmgged party or the related financi al
accouni , arisk attribute collection routine configured to collect a
plurality risk attributes, wherein each risk attribute is associated with

at least one of the, tiNARCLERsEXEBTS HanQA@vds, hOBBYERMpEHAMPS: a
risk factor determ nation routine configured to determne a plurality of

ri sk fact or sedetyingevientompwiingsicvicamossssen finageighpient diietren APBEEN of PSR! factor s
based on Onedef%étiomﬁa%nélé, %r@ﬁ‘l bfel R EP eveNiSka provides fBr &eRSEonRIE PPREaliQRf I OUt i ne

configured to detennine wnether to pronote an event group to a case |evel
and i ncl udi rfgpancial events wherein §ikansigbeventsinplpdsfinprréal Eemdctigsradireedddssi gn a ri sk

score for eagh.af wihge flagkafiRGh0ss associated with the event group, a
ri sk score aggregator subroutine configured to aggregate the risk scores to

result n an event egridhing vik s konuirsedevignpfocessor, thedingrgishevertd@8 P d conpari son
subrouting, gprﬁ'ctrle g:ﬂ\liiﬁrghi Quc gsrmﬂcgsn E}Q(?elﬁﬁ{)ﬁgﬂ}p f%&yﬂclﬁdé(lf) aSIGIQtre@{)eIrQI a
resho an to

predet em ned case t \}d pronote the event group he case |eve
i f the ewsfitedgs opmtyrélatd tae oty inthetigansial evge dete sutmpiandiedingby eshol d, wherei n

case | ev ednaﬁ)cria? WeHERitaloP 2) TR ﬂnh%\i’a?%cblgl%éﬁg& &9 ﬁgﬁfc_ﬁr JA8t efhted over nment

reporting I's necessary, ~The apparatus of claim6, wherein the event
dat a col [teefihaniakagenuptrie thie §indngiet dyet et hiftingiincduded & teedinpresédl eYentitiici al event

data fromthe pl ur&lekﬁixmg,fviaedvc%ﬁlbut gtdgx%eip‘?&esgmrk%rﬁ WLk elchot he event
detection channels are internal and external event 5%tect|on channel s,
the plurality of financial events, wherein each event group is defined by at least one
common relationship factor, wherein the common relationship factors include one or more
of the related party or the related financial account;
receiving, via a computing device processor, a plurality of risk attributes,
wherein each risk attribute is associated with at least one of the financial events or one of
the event groups;
determining, via a computing device processor, a plurality of risk factors
for events within an event group, wherein each risk factor is based on one or more risk
attributes; and
determining, via a computing device processor, whether to promote an event
group to a case level by:
assigning a risk score to each of the risk factors associated with the event
group,
aggregating the risk scores to result in an event group risk score,
comparing the event group risk score to a predetermined case threshold,
and
promoting the event group to the case level if the event group risk score

meets or exceeds the case threshold, wherein case level provides for manual investigation

to determine if government reporting is necessary.
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8, The apparatus of claim®6, wherein the financial event risk assessnent
nmodul e further conprises an event interface record routine configured to
receive the financial event data into an event interface record, wherein
the event interface record is configured to allow for financial event data
to be received fromthe plurality of detection channels. 9. The
apparatus of claim®6, wherein the financial event risk assessnent nodul e
further conprises an event validation routine configured to validate
event-defining criteria by random sanpling of event groups that have not
yet been pronoted to the case |evel. 10. The apparatus of claim®6,
wherein the financial event risk assessment nmodule further conprises a case

harrative genes atifgJe@yd btk QNfleSiH S&biviid HEREN alefr dtaGaEEr ADFAL | Ve
associated with a case for inclusion in a suspicious activity reﬁort

wher ei n trersivingsda faporapuiingdeyise rateetathedapei! ‘Q’é‘ﬁé‘ﬁ%ffé‘a ARy GV
associ at efi finanahal wauen thedadnfdetdclikchabls bile RidrRS sl tefaBdverdt a6 E6S -

11. A conputer program product conprising: a non-transitory
conput er -gheradlabl e nedi um conprising: a first set of codes for causing a
conputer to receive financial event data Froma plurality of event
detection channels, wherein the financial event data provides for detection
of a plurality:of Friematied af claim dnipgher GEYBNHTFSIYAh YR AICOBRMEAE s i ncl ude

fi nanci alde%&:@ﬁﬁé&“ BRI Jv@xﬁgﬁtgﬁﬁl) &Q%r@ﬁﬁe?faé@rw&rd BiBerkih NRBEmA!
institution a second set of codes for causi ﬁ(?%a conputer to enrich

the : fi naneifesk reeqd itconfiaueed g allaw dordingciaheicn: dete e rers e 5o 6t or s, wher ei n
the rel atjonahiRiclathhmndiicl ude

4. The method of claim 1, further comprising validating, via a computing
device processor, event defining criteria by random sampling of event groups that have not

yet been promoted to the case level.

5. The method of claim 1, further comprising generating, via a computing
device processor, a case narrative associated with a case for inclusion in a suspicious
activity report,
wherein the case narrative is automatically generated based on the associated financial event

data, risk attributes and risk factors.

6. An apparatus for risk assessment of financial events, the apparatus
comprising:
a computing device including a memory and a processor; and a financial event
risk assessment module stored in the memory, executable by the processor and
including,

an event data collection routine configured to collect financial event data from
a plurality of event detection channels and detect financial events based on the
financial event data, wherein financial events include financial transactions and
recorded contacts with the financial institution,

an event data enrichment routine is configured to enrich the financial event

data with one or more relationship factors, wherein the relationship factors include one
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one or nore of (1) a related party defined as a party related to a party in
the financial event data but not included in the financial event data or
(2) a related financial account defined as a financial account related to a
financial account in the financial event data but not included in the
financi al event dat a; a third set of codes for causing a conputer to
determ ne an event group for each of the plurality of financial events,
wherein each event group is defined by at | east one common rel ati onship
factor, wherein the common relationship factors include one or nore of the
rel ated party or the related financial account; a fourth set of
codes For causing a conputer to receive a plurality of risk attributes,

wherein each pjskesttyd Ibldte@parﬁj RERAGH zﬁﬁa@t@i reMtédho apadyema ﬁﬁHilelaKHvexit he
financial events or one of the event gro fifth set of codes

for causing ad¥dbipnetdiciuded ’aétteét’r“ﬁ‘icﬁ’éevﬁmpilaiﬁt"éiz # {plagsd ﬁf‘?"'g}f‘l ¥5¥brs for events

within an evegifingd %%mnarwim&bd}n @ﬁféh td 4 Skendi@GEQHint irSthdmSaalRenOM@ Or nor e
risk attributes; and th set of codes for causing a conputer to

det er ni ne \AheP‘Ffé‘P“{l“dudﬁ?B‘rf’t‘ﬁfélaécr‘\alé‘@éﬁ’catagr oup to a case level by (1) causing

the conputer to asgi.ght @onsdna!&loamﬁﬁe Jobfigueah gofip dattl ﬁtﬁdpﬁkalft}aﬁt ors _
associated with the event grou gregate the s(r)clgﬁnqdicores to result in

an event groufnaFigleveripig an E@‘P%@Wp‘éi]ileéel? FrED EXFRIOUg 4RUEbre to a

pr edet er m ned ,£AS8moh F&ﬁnb&hﬂ; A, vitfleinth O8RRIn®n kHRioBMB Thct@E ALIpdd et he case
level if the event group risk score neets or exceeds the case threshol d,

wherei n case PEVEF oppoiFiaird gy theasltied fmepid atPY %t i on to deternine if

government report i f\gkkia§rithRC88RAboutine configured #.collddea @AY attABOGr am pr oduct
of claim1ll, wherein the first set of codes is farther onfl ured.to cause

the conputer t8ereipcwhvigk atriguie isigqeiped Wi fastaat of thetpagcis E)‘I"“EltrS 19%€9f of event
det ecti on chagpel&: iRy ei n the event det ectl on channels are internal and

external event detection channels The conput er gram product
of claim 11, furt hes éﬂf?ﬁfi‘?t@fnﬂ’@“‘é‘ r%‘é\?‘éﬁ?‘ﬁg‘éréq t°&Fte‘€6‘&Fé§R‘fr61}ty %tpafﬁgl ng a

conputer to regekMs: &b \f/l'tmﬁpév&lt VS Rihed@teaehi Rk Bic@iis 8%ENEn dnBbembrace
record, wherein the event interface record is configured to allow for

financi al eveftk #&PYest #19e received fromthe plurality of detection

channel s. ddhse pHoBotioR FRHALIon QAN AUBiRhRE WaEth@fo gbidétennleventf ur t her
conprising a seventh set or codes for causing a conputer to validate

event - def i ni ngroEp foragpsedeveland §sldiRe sanpl i ng of event groups that have not
yet been pronoted fgxtdse c@sutih@Vkigured to assign a risk score for each of the risk

factors associated with the event group,

a risk score aggregator subroutine configured to aggregate the risk scores to
result in an event group risk score, and

a case threshold comparison subroutine configured to compare the event
group risk score to a predetermined case threshold and promote the event group to the
case level if the event group risk score meets or exceeds the case threshold, wherein
case level provides for manual investigation to determine if government reporting is

necessary.
7. The apparatus of claim 6, wherein the event data collection routine is further
configured to collect financial event data from the plurality of event detection channels,

wherein the event detection channels are internal and external event detection channels.

8. The apparatus of claim 6, wherein the financial event risk assessment module

further comprises an event interface record routine configured to receive the financial
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15. The conputer program product of Chin). 11, further conprising a seventh
set of codes for causing a conputer to generate a case narrative associ ated
with a case (hr inclusion in a suspicious activity report, wherein the case
narrative is automatically generated based on the associated financi al

event data, risk attributes and risk factors.

event data into an event interface record, wherein the event interface record is
configured to allow for financial event data to be received from the plurality of

detection channels.

9. The apparatus of claim 6, wherein the financial event risk assessment module
further comprises an event validation routine configured to validate event-defining criteria by

random sampling of event groups that have not yet been promoted to the case level.

10. The apparatus of claim 6, wherein the financial event risk assessment module
further comprises a case narrative generating routine configured to generate a case narrative
associated with a case for inclusion in a suspicious activity report, wherein the case
narrative is automatically generated based on the associated financial event data, risk

attributes and risk factors.

11. A computer program product comprising:

a non-transitory computer-readable medium comprising;:

a first set of codes for causing a computer to receive financial event data
from a plurality of event detection channels, wherein the financial event data
provides for detection of a plurality of financial events, wherein financial events
include financial transactions and recorded contacts with the financial institution;

a second set of codes for causing a computer to enrich the financial event
data with one or more relationship factors, wherein the relationship factors include
one or more of (1) a related party defined as a party related to a party in the
financial event data but not included in the financial event data or (2) a related
financial account defined as a financial account related to a financial account in the
financial event data but not included in the financial event data;

a third set of codes for causing a computer to determine an event group for
each of the plurality of financial events, wherein each event group is defined by at
least one common relationship factor, wherein the common relationship factors
include one or more of the related party or the related financial account;

a fourth set of codes for causing a computer to receive a plurality of risk

attributes, wherein each risk attribute is associated with at least one of the financial
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events or one of the event groups;

a fifth set of codes for causing a computer to determine a plurality of risk
factors for events within an event group, wherein each risk factor is based on one or
more risk attributes; and

a sixth set of codes for causing a computer to determine whether to promote
an event group to a case level by (1) causing the computer to assign a risk score for
each of the risk factors associated with the event group, (2) aggregate the risk scores
to result in an event group risk score, (3) compare the event group risk score to a
predetermined case threshold and (4) promote the event group to the case level if
the event group risk score meets or exceeds the case threshold, wherein case level
provides for manual investigation to determine if government reporting is

necessary.

12, The computer program product of claim 11, wherein the first set of codes is
further configured to cause the computer to receive the financial event data from a plurality of
event detection channels, wherein the event detection channels are internal and external event

detection channels.

13. The computer program product of claim 11, further comprising a seventh set
of codes for causing a computer to receive the financial event data into an event interface
record, wherein the event interface record is configured to allow for financial event data to be

received from the plurality of detection channels.

14. The computer program product of claim 11, further comprising a seventh set
of codes for causing a computer to validate event-defining criteria by random sampling of

event groups that have not yet been promoted to the case level.

15. The computer program product of claim 11, further comprising a seventh set
of codes for causing a computer to generate a case narrative associated with a case for
inclusion in a suspicious activity report, wherein the case narrative is automatically generated

based on the associated financial event data, risk attributes and risk factors.
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