W RELESS BACKBONE TO CONNECT W RELESS CELLS DESCRI PTI ON The present
invention relates to a wirel ess conmuni cati on system Wrel ess networking

i S beconmwgQ 2000m3em3i ngly popul ar both within | ocal areaPogtaE0észokzbls and
wi de area networks WANs. Wthin |ocal area networks office users have
becone accustoned to flexibility and portability provided by wrel ess LANs.
Al t hough wirel ess WANs have been proposed for use in rural comunities as
of yet they have failed to deliver the pe}fornance required for w de spread
use. The use and phil osophy of wireless networking is currently based upon
standard radi o techni ques where a transmtter is used to send and receive
wireless network signals to clients within the transmtters transmtting
range, otherw se known as a network cell. To extend the range ofthe network
cell a wireless network repeater is placed within the cell where the
repeater is arranged to communicate with the transmtter to boost and
retransmt signals froMRERESS! BACKRONE t'%r CONNESTSERELRSGY €88lTg t he range of
the wireless network. To extend the network further distances additi onal
repeaters are used, thereby resulting in an increase size of the network

cell. For extended di stances repeaters can be used to create point to point
| i nks thereby allow ng nore distant clients to be serviced, however the
clients- still formpart of the sane network cell. Using the above

technique results in the creation of a single network in which al

transmtted signals are broadcast over the whole network. However, this can
resul t

10 DESCRIPTION

15

The present invention relates to a wireless communication

system.

Wireless networking is becoming increasingly popular both
20 within local area networks LANs and wide area networks
WANs.

Within local area networks office wusers have become
accustomed to flexibility and portability provided by
25 wireless ILANs. Although wireless WANs have been proposed
for use in rural communities as of yet they have failed to

deliver the performance required for wide spread use.

The use and philosophy of wireless networking is currently
30 based upon standard radio techniques where a transmitter
is used to send and receive wireless network signals to
clients within the transmitters transmitting range,

otherwise known as a network cell. To extend the range of



in a degradation of network capacity and increase in latency. A though this
is suitable for typical radio broadcasting purposes in which all network
users ar ewoeguwmsed2t o have access to all the transm tte®#CIiGBa02008199S i S
undesirable in a conmputer network environnment that is spread over a large
di stance and where hi gh speed conmunication is required between specific
users. It is desirable to inprove this situation. In accordance with the
present invention, there is provided a cofmunication systemas defined in

t he appendant i ndependent claim to which reference should now be made.
Enbodi ments of the present invention are defined in the appendant dependent
claims, to whicChnéeferrnceshoul dyatstefowra wade. r&peatprovi sep lished
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10 serviced, however the clients still form part of the same

network cell.

Using the above technique results in the creation of a
single network in which all transmitted signals are
15 broadcast over the whole network. However, this can result
in a degradation of network capacity and increase in
latency. Although this is suitable for typical radio
broadcasting purposes 1in which all network users are
required to have access to all the transmitted signals
20 this is undesirable in a computer network environment that
is spread over a large distance and where high speed

communication is required between specific users.

It is desirable to improve this situation.
25
In accordance with the ©present invention, there 1is
provided a communication system as defined in the
appendant independent claim, to which reference should now
be made. Embodiments of the present invention are defined
30 in the appendant dependent claims, to which reference

should also now be made.

This provides the advantage of allowing wireless point to
point communication links to be established Dbetween
35 different network entities, thereby avoiding broadcasting

data over networks that do not require access to the data,



130 coupled to a network interface device 104, which in this enbodinent is
a router (i.e. a gateway), via a network backbone communi cati on connecti on
105, ot hewoize@/@019known as a networ k backbone. The gat eray/GE2M0A0D8®9as an
interface between the network backbone 105 and an external network (not
shown) , for exanple the Internet, however the gateway 104 could couple the
net wor k backbone 105 to other networks . 25 The gateway 104 is interfaced
to the network backbone 105 via a first sditch 106 where the network
backbone 105 includes a first wireless comunication |ink 107, a second

wi rel ess communication link 108, a third wireless 30 comruni cation |ink
109, and a feurdh wid etess reermen catvartddakod3RinAnt bangh dduer aclartrient

enbodi nent shows {he network .hackbone 105 hawi foup ,wir ) .

comuni cat i ot I?‘ﬁ?“%oﬁglcafﬁéfl 5 109°" 1%%%&%)mgédb§c%e§n% 108 ¥ onl y
i ncl ude two dsitreelesisigc amaursmcidtiesh | i nks, or alternatively three ornore,
dependi ng upon the nunber of separate networks that require access to the
external network. A s such, the network backbone 105 coul d incorporate any
nunber of SniThel essesenfrurinseritorPn i kel THEW wocel RRSCEDAPENI &t i BAYI iHks

107, 108, 10,133 capiPe urangedant, added dorhext@nddeuatingsy ange of
di stances, over nmay kilonetres per wireless |ink. As such, the network

backbone 1053'hd€be arranged to extend over a relatively short distance to
provide a network backbone 105 for a LAN inplenentation, for exanple in an
of fice enV|rqnnent,lor zbterna |veléncou d be used over.ggb§%g§§gf b a

di stance to hB¥ite la AtWSFKAGECkbBne"THECT R 25YS TS

10 communication system according to a first embodiment of

the present invention;

Figure 2 1llustrates a network system according to a
second embodiment of the present invention.
15
Figure 1 shows four wireless network cells 101, 102, 103,
130 coupled to a network interface device 104, which in
this embodiment is a router (i.e. a gateway), via a
network backbone communication connection 105, otherwise
20 known as a network backbone. The gateway 104 acts as an
interface between the network backbone 105 and an external
network (not shown), for example the Internet, however the
gateway 104 could couple the network backbone 105 to other
networks.
25
The gateway 104 is interfaced to the network backbone 105
via a first switch 106 where the network backbone 105
includes a first wireless communication link 107, a second
wireless communication link 108, a third wireless
30 communication link 109, and a fourth wireless

communication link 133.

Although the current embodiment shows the network backbone
105 having four wireless communication 1links 107, 108,
35 109, 133 the network backbone 105 may only include two

wireless communication links, or alternatively three or



WAN i npl ement ati on, for exanple for the provision of networking facilities
in rural communities. The first wireless communication link 107 includes a
first w rebes&/3smascei ver access point 110 that is har aeirrGaoasnosive switch
106. Associated with the first wireless transceiver access point 110 is a
second wirel ess transcei ver access point 111 where the first wrel ess
transcei ver access point 110 and the second wirel ess transcei ver access
point 111 are configured to operate in britdge node to allow a wireless
poi nt to point comunication link to be established between the first
Wi rel ess transceiver access point 110 and the second wi rel ess transceiver
access poi ntmddd, Aepending! ypohhaHd rrajimkw'azf ebﬁSSebéaQSQGin&j’wcﬁﬂGBS@h@@i nt
110 and second w reless transcei yer, ace | nt }11 typi caI |y
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Associ at ed %ffkf@s@érﬁxﬂﬂ‘iéﬂ ﬁg@ ceiver access point 112 is a fourth

Wi rel ess transcelver accessS poin ere the third wirel esstranscei ver
access poidht 112 and the fourth wirel ess transceiver access point 113 are

configured t®,OpelALecLl Qémﬂgﬁl@ggoﬁomhk@mmw nelgess ool N33 a-H0iwd
comuni cation 1ink 1o be established between the third wirel ess transcel ver

access poi ntaAuENGRd t ARdf o8RRI relres<L R r PRV er OREEes§ pdidt9eL13°t The
third wirel assseomaad) cayépnmbiynkileRetrekuges @imdmagaMMfﬂEBSAéraw@mpiver

int 114 t har dwi th tch 106, As t
i Tth wirel &2 (PRhGRErvBRCAERBES 061 Mo B | 205 405Rn o0 ot ate oler 4

10 relatively short distance to provide a network Dbackbone
105 for a LAN implementation, for example in an office
environment, or alternatively could be wused over an
extended distance to provide a network backbone 105 in a
WAN implementation, for example for the provision of

15 networking facilities in rural communities.

The first wireless communication link 107 includes a first
wireless transceiver access point 110 that is hardwired to
the switch 106. Associated with the first wireless
20 transceiver access point 110 1is a second wireless
transceiver access point 111 where the first wireless
transceiver access point 110 and the second wireless
transceiver access point 111 are configured to operate in
bridge mode to allow a wireless point to point
25 communication link to be established between the first
wireless transceiver access point 110 and the second
wireless transceiver access point 111. Accordingly, the
first wireless transceiver access point 110 and second
wireless transceiver access point 111 will typically be a
30 bridge link.

The second wireless communication link 108 includes a
third wireless transceiver access point 112 that is
hardwired to the switch 106. Associated with the third
35 wireless transceiver access point 112 is a fourth wireless

transceiver access point 113 where the third wireless



transcei ver access point 115 where the fifth wireless transcei ver access
point 114 and the sixth wreless transceiver access point 115 are

confi gur eslot2eocopemat e in bridge node to allow a w rel eseCpaBOXW3POI Nt
conmmuni cation link to be established between the fifth wireless transceiver
access point 114 and the sixth wirel ess transceiver access point 115. The
fourth wreless communication |ink includes a tenth wireless transceiver
access point 131, which is coupled to thedsixth wirel ess transcei ver access
poi nt 115 via a second switch 137 to allow data to be conmuni cated between
the sixth wirel ess transcei ver access point and the tenth wirel ess

transcei ver +3¢68%% RNt ab¥bssASpRanat ed 18 t Bnkhe thent osirtel esdreless

transcei ver access ,point 131 is an el nth wreless transcei cess
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transcei ver 36C6SS Poitlly LLL s CRURIRA da v rowg er 116, which forns part

of the firstwireless network cell 101, to which is coupled a seventh
Wi rel ess transcei ver access point 117 that is configured to operate as a

wi rel ess netppRr ke Hitenf aeel d St cahh@wscdheod i Ishkwioel easlndework faeddh 101

to be forned. 5 _Additi lly, th h wi i .
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net wor k hackbene b;clvi aldbe rogtsecikted Toviall owtlae 360 1iMehwomk moeesrsage
the seVenthtransceiver access point 114 is a sixth wireless
transceiver access point 115 where the fifth wireless
transceiver access point 114 and the sixth wireless
transceiver access point 115 are configured to operate in
15 bridge mode to allow a wireless point to point

communication link to be established between the fifth

wireless transceiver access point 114 and the sixth

wireless transceiver access point 115.

20 The fourth wireless communication link includes a tenth
wireless transceiver access point 131, which is coupled to
the sixth wireless transceiver access point 115 via a
second switch 137 to allow data to be communicated between
the sixth wireless transceiver access point and the tenth

25 wireless transceiver access point 131. Associated with the
tenth wireless transceiver access point 131 is an eleventh
wireless transceiver access point 132 where the tenth
wireless transceiver access point 131 and the eleventh
wireless transceiver access 'point 132 are configured to

30 operate in bridge mode to allow a wireless point to point
communication link 133 to be established between the tenth
wireless transceiver access point 131 and the eleventh

wireless transceiver access point 132.

35 The second wireless transceiver access point 111 1is

coupled to a router 116, which forms part of the first



W rel ess transcei ver access point 117 uses a 360 omi 10 directional aeri al
118, however other types of aerials could be used. The fourth w rel ess
transcei We0 20@08s®2poi nt 113 is coupled to a router 119pCridB2hoF008298 part
of the second 15 wireless cell 102, to which is coupled a eighth wreless
transcei ver access point 120 that is configured to operate as a wreless
network interface that allows the second wreless network cell 102 to be
formed. Additionally, the eighth wireless %access point 120 acts as a
coupling device 20 for coupling the second wireless network cell 102 to the
net wor k backbone 105, via the router 119. To allow a 360 network coverage
the eighth wietbessst harnwoeikve:rela]ccé@s ptbntwhizth uses caupb@domi seventh

di recti onal aerlfl% d21, hawever oth eéypgglgfc a8 ajcﬁaﬁoﬁ{sd ?gny;:&gregS A

s stated aboVe® siXth wreléss ransc I'ver access poi coupl ed
to the secontoseaperatel3s ahiwghreilessddisttivor it dilfamfgeouptald 2blewe tkath

w rel ess trapscel Verwﬁf&fé§sp0' ALedddcis absp coupied tg a pout efo3Red22,
which forns part of w reless cell (103. The router 122 is coupled

to a nint hSwrddiekanathyiscéhfersecenll pPorRLess3 aIRAST sPESREI gured®Ebs
operate as i rel essygietvpr kdvites f aee t Baupalihewsthbe Ehirkd Wiiebesss
network cell 103 to be forggq ddi ti onal | ﬁ?h n h 35 el ess

transcei ver BREEREK piditt 1281acte 4% ESGéPF e%%@ 8Fort ChuplVitg the
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123 uses a 3 onmi - diTect ] onal . aeri owever other types of aertals
coul d be USedirectional aerial 118, however other types of aerials

could be used.

The fourth wireless transceiver access point 113 is
coupled to a router 119, which forms part of the second
15 wireless cell 102, to which is coupled a eighth wireless
transceiver access point 120 that is configured to operate
as a wireless network interface that allows the second
wireless network cell 102 to be formed. Additionally, the
eighth wireless access point 120 acts as a coupling device
20 for coupling the second wireless network cell 102 to the
network backbone 105, via the router 119. To allow a 360°
network coverage the eighth wireless transceiver access
point 120 uses a 360° omni directional aerial 121, however
other types of aerials could be used.
25
As stated above, the sixth wireless transceiver access
point 115 is coupled to the second switch 137, which in
addition to being coupled to the tenth wireless
transceiver access point 131 is also coupled to a router
30 122, which forms part of the third wireless cell 103. The
router 122 1is coupled to a ninth wireless transceiver
access point 123 that 1is configured to operate as a
wireless network interface that allows the third wireless
network cell 103 to be formed. Additionally, the ninth
35 wireless transceiver access point 123 acts as a coupling

device for coupling the third wireless network cell 103 to



5 The eleventh wirel ess transceiver access point 132 is coupled to a router
134, which forns part of the fourth wireless cell 130, to which is coupled
a twel ft woizo@lss®2t ranscei ver access point 135 that i sPcordB2gesv 2990
operate 10 as a wireless network interface that allows the fourth wireless
network cell 103 to be forned. Additionally, the twelfth wrel ess
transcei ver access point 135 acts as a coupling device for coupling the
fourth wireless network cell 130 to the nétwork backbone communi cation
channel 15 105, via router 134. To allow a 360 network coverage the twelfth
W rel ess transceiver access point 135 uses a 360 omi directional aerial
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switch (notog own stateéd above, using this nethod the network
backbone &omuni cation channel 105 can be extended by any nunber of

addi tional y4rel giév%HEHU“MQQéEL@Qs' i pkensACEPE I NG Yes$ he Hitmorisbagkbone
105, which includes communication links 30 107, 108, 109, 133, is able to
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Wi rel ess Itetawor & celde1H}3 andttwbek interface that allows the fourth

wireless network cell 103 to be formed. Additionally, the

twelfth wireless transceiver access point 135 acts as a

coupling device for coupling the fourth wireless network

cell 130 to the network backbone communication channel

15 105, via router 134. To allow a 360° network coverage the

twelfth wireless transceiver access point 135 uses a 360°

omni directional aerial 136, however other types of

aerials could be used.

20 To extend the network backbone 105 a switch (not shown)
could be installed after the second wireless transceiver
access point 111, the fourth wireless transceiver access
point 113 and/or the sixth wireless transceiver access
point 115 to allow an additional wireless communication

25 1ink to be created from the switch (not shown). As stated
above, using this method the network backbone
communication channel 105 can be extended by any number of
additional wireless communication links. Accordingly, the
network backbone 105, which includes communication 1links

30 107, 108, 109, 133, is able to communicate data to a
specific network cell without the corresponding data being
sent to other network cells, thereby optimising network

bandwidth and reducing latency.

35 The use of the routers 116, 119, 122, 134 in the first

wireless network cell 101, the second wireless network



fourth wireless network cell 130 allows the first wrel ess network cel

101, the second wireless network cell 102, the third wirel ess network cel
103 and twe 2be@umssty2net work cell 130 to have their own S@eparGH20031©5299r k
addresses. A s such, this allows the nunber of users for each network cel
to be determ ned by the subnet mask associated with each of the network
cells. As such, if the first wireless network cell 101, the second w rel ess
network cell 102, the third wrel ess netw8rk cell 103 and the fourth
wireless network cell 130 have a subnet nmsk of 255.255.255.0 each network
cell could support up to 255 users. Accordingly, if network cell size is
not i nportandelihe 10cyt etBellithi Ad9wik22 esk34neanobk resxilved O oamtlhethe

t k. For_.th f t i i . ;
used for thEilsel kLo e SR earPEh Thmks 1107 768> 16, HTT & o HATEd tpon
the | EEE 80hdvstlandaid, Whichtheposesostyveiakleeguineimonls ed 1t helORF
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wi rel ess freguenc and 1S provided, which for the European market
i ncor por atescaki ridentehamvel Shaid fofn t REPNBRER ARENCEHn anduasses. As

i ncor por at esg dy channel sa1 Eagdh ¢hannglnbas achasaek bandwedth Ole@doMiz.
To avoid channel interference between w rel ess conmunjcation |ink %ﬂf%
S

formthe wi rédesstRefforde kot 285 thvd/THPiHe RPEFElI 58
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10 the third wireless network cell 103 and the fourth
wireless network «cell 130 have a subnet mask of
255.255.255.0 each network cell could support up to 255
users. Accordingly, if network cell size is not important
the routers 116, 119, 122, 134 can be removed from the

15 network.

For the purposes of the present embodiment the wireless
technology used for the wireless communication links 107,
108, 109, 131 is based upon the IEEE 802.11 standard,
20 which imposes several requirements for the RF transmission
characteristics of the network system. For example, a 2.4
GHz wireless frequency band is provided, which for the
European market incorporates thirteen channels and for the
North American market incorporates 11 channels. Each
25 channel has a channel bandwidth of 22 MHz.

To avoid channel interference between wireless
communication links that form the wireless network
backbone 105 and/or the wireless network cells (i.e. hops
30 between different wireless links) different channel
frequencies are used between adjacent wireless
communication links and/or wireless network cells.
However, for a wireless communication link and/or network
cell that is sufficiently £far from another wireless
35 communication 1link and/or network cell such that the

signal strength from the another wireless communication



cell that is sufficiently far from another w rel ess comrunication |ink

and/ or network cell such that the signal strength fromthe another wrel ess
comuni cavoandd/a3kvand/ or network cell in the region of wPhe/CB20E/®39
comruni cation link is below a threshold value then the specific channel
frequency of the another wrel ess conmunication |ink can be reused. The
chosen signal strength threshold will depend upon network configuration and
bandwi dt h requi renents. Further, the dist&nce fromthe RF source will vary
for backbone communication |inks and wireless network cells, where power
level s will typically be different. Consequently interference from adjacent
wirel ess comypi catd oo | infales;0zan 8811 Ninm skd Whidieral bawi tige r @iselefkst he

avail abl e frequency spectrum . By way of illu t|o | ow
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By way of illustration to allow a communication link to be
established between the first wireless network cell 101,
15 the second wireless network cell 102, the third wireless
network cell 103, the fourth wireless network cell 130 and
the network interface device 104 IP addresses are assigned
to the respective network components. For example, for the
purposes of this embodiment the range of 1IP private
20 addresses assigned to the network structure shown in
figure 1 1is 10.10.0.0 where the network Dbackbone 105
elements use the IP ranges 10.10.1.0 to 10.10.1.12. 1In
particular, the first wireless transceiver access point
110 uses 10.10.1.1, the second wireless transceiver access
25 point 111 uses 10.10.1.2, the first wireless communication
link side of the router 116 4is 10.10.1.3, the third
wireless transceiver access point 112 uses 10.10.1.4, the
fourth wireless transceiver access point 113 uses
10.10.1.5, the second wireless communication link side of
30 the router 119 is 10.10.1.6,the fifth wireless transceiver
access point 114 wuses 10.10.1.7, the sixth wireless
transceiver access point 115 uses 10.10.1.8, the third
wireless communication link side of the router 122 is
10.10.1.9. For the fourth wireless communication link 133
35 the tenth wireless access point 131 uses 10.10.1.10 and

the eleventh wireless access point 132 uses 10.10.1.11,



the router 119 is 10 .10 .1 .6 ,the fifth wireless transceiver access point
114 uses 10.10.1.7, the sixth wireless transceiver access point 115 uses
10. 10. 1. Swothe/wkied wi rel ess comuni cation |ink side ofCTieB20@uner99122 is
10.10.1.9. For the fourth wireless communication link 133 the tenth

W rel ess access point 131 uses 10.10.1.10 and the eleventh wirel ess access
point 132 uses 10.10.1.11,with the associated router for the fourth

wi rel ess communi cation |ink 133 having ahOl P address of 10.10.1.12. The
first wireless network cell 101 uses the IP range 5 10.10.13, where the
first network cell side of the router 116 has an I P address 10.10.13.1 and
the seventhyyipel ese transsei yeLd aceessepoi ForlltnsestdOrin. 1@3i2e1%he

second w rel ess network c es.the I P_ran 10 10. 1 e the
second net wBPRUEBR[EFaELER Fn#hg%?ogﬁgﬁnglﬁnh§% gﬁ%Fssgd&Flgo %& ﬁgﬁfﬁ 1 and
the eighth wirel ess transceiver access point 120 uses 10.10.14.2. The third

W rel ess ne rk cell 103 Ses. t P_ran 5 .1 r h rd
net wor k ceI& d% %ﬁttﬁv r?u %5“ 5% d%g}% é’ reg§%%o ?%g g“i gﬁggkhe
ni nth mﬁrélé@slﬂréﬁscmhwgﬁ dd@@séip@tnﬁeiﬂgr&s@§1@3SﬁﬁqSOQ tirhe TPHGFEN

wirel ess netyerk cell, 130 ysasekhe 1bP10aAge 12Qink0. ke 16evihene ke 1ehisr d
net wor k celﬁ%% Eg%ofh%he route? 122 has an | P address 10.10.16.1 and the

ninth wirel 6senerangesi vecessc @94 nfoildt! ¥585udds 100170216, 2. The first
wi rel ess comruni cation link 107 is configured to 25 operate on the first

802. 11 assi gned channel haV|n a nt on 2 econd
Wi rel ess comfni T2EQH Miet EeFﬁ IéFﬁse @Sgnﬁfe% %élm 5 @%e
first w nel ess100maynive@trieortid rﬂ@ddﬁd retdvask scehl séjdal ost rteagu:bufcue@rm t he
first “‘re'?iﬁ %gﬂyUQhC%%l défégé 10.10.14.1 and the eighth wireless

transceiver access point 120 uses 10.10.14.2.

The third wireless network cell 103 uses the IP range
15 10.10.15, where the third network cell side of the router
122 has an IP address 10.10.15.1 and the ninth wireless

transceiver access point 123 uses 10.10.15.2.

The fourth wireless network cell 130 uses the IP range
20 10.10.16, where the third network cell side of the router
122 has an IP address 10.10.16.1 and the ninth wireless

transceiver access point 123 uses 10.10.16.2.

The first wireless communication link 107 is configured to
25 operate on the first 802.11 assigned channel having a
frequency centred on 2.412 GHz. The second wireless
communication link 108 is in relatively close proximity to
the first wireless communication link 107, and as such
signal strength from the first wireless communication link
30 107 in the region of the second wireless communication
link 108 is above a threshold. Consequently the second
wireless communication link 108 1is configured to operate
on the sixth 802.11 assigned channel having a frequency
centred on 2.43 GHz, thereby ensuring no interference
35 between the first wireless communication link 107 and the

second wireless communication link 108. The third wireless



30 107 in the region of the second wireless conmunication Iink 108 is above
a threshol d. Consequently the second wireless comunication link 108 is
conf i gur esot200603819at € on t he sixth 802.11 assi gned chanmelr/dreoong3m9
frequency centred on 2.43 GHz, thereby ensuring no interference 35 between
the first wireless comunication |link 107 and the second w rel ess

comuni cation |ink 108. The third wirel esscommunication link 109 is also in
relatively close proximty to the first w¥ el ess comunication Iink 107 and
t he second wi rel ess conmunication Iink 108, as such signal strength from
the first wireless comunication |link 107 and the second w rel ess

comuni cat i aronnutki dDBidmn t hénkegild® ofig healdd r dimi r eledss iomimuni caxtson

link 108 is abqve t hr esh ol d S s reI

comuni cati 6n 11T r‘ﬁl(acl P09~ 7 sh%on %gg?eggggﬂg értac{agm%%ltchécwel evesrﬁ% ]800 aﬂd
assi gned chaﬂrtelsmdlgwaréleqaeﬁ@ymcemcaécloonlznk 608GHAS Howvesigmal t he
fourth wirelass, fammuaicat | on. | 'f'l‘&sjc?’?’xﬁizﬁefé'éé' AR dAri dg omibhe fo7 st

wi rel ess communication I'itnk 107 that the recelved signal fromthe first
wirel ess Corafifhi &S ofSFPAR 1077P4Che| W hrexhith. Adkudh8 the fidifth

Wlhr el elsshcormlgw &?t ben thak £h33-d Sw@Q@ﬁbg%rzeﬁoxﬁlﬁhﬁﬁ@?}tb@nf iristk g@zslllhs
channe aV|ng a freque n t hough .t abpve. chosen
channel fredtne esaha\/tg'”’é%ﬁs% ec BBSFSuSP%de Yhod glﬁéﬁﬁ At on

t hese channaiori&mﬁqinmxﬂm arJElkITEH.QBy :"rsor cbhifugtirati veo purases: and atiye

sui tabl e cha equ may. _he S ul ppreci

person skil 1% Y%mi}he §?? ?Ee a)éoeL ra%llgaerlsne:',ah('r)e ﬂr%?g f SY ﬁ&gfra??on
and any aMaidabtesdange 8f 40P ai:]lzessfé@ﬂ&:mﬁt,d e usbe. fh@r§éve‘/ﬂl¢leb@$%l ess
transceiver 5gﬁﬁﬁﬁié5¥fgnli2nkth%3 is sufficiently far from the first

wireless communication link 107 that the received signal
from the first wireless communication link 107 is below a
threshold. As such, the fourth wireless communication link

15 133 is configured to use the first 802.11 channel having a
frequency centred on 2.412 GHz.

Although the above chosen channel frequencies have been
selected to provide good channel separation these channel
20 frequencies are merely for illustrative purposes and any

suitable channel frequencies may be used.

As would be appreciated by a person skilled in the art the
above IP ranges are merely for illustration and any

25 available range of IP addresses could be used.

The seventh wireless transceiver access point 117, the
eighth wireless transceiver access point 120, the ninth
wireless transceiver access point 123 and the twelfth
30 wireless transceiver access point 135 are arranged to
provide appropriate IP addresses to users logging onto
their respective network cell, thereby allowing
communication links to be established between the gateway
104 and the individual users wvia the network backbone
35 communication channel 105, thereby providing the advantage

of avoiding network traffic from one wireless network cell



eighth wireless transceiver access point 120, the ninth wireless
transcei ver access point 123 and the twelfth wirel ess transceiver access
poi nt 135vaneodasseaged to provide appropriate | P addres®es/dRoessa®s®9| oggi ng
onto their respective network cell, thereby allowi ng communication |inks to
be established between the gateway 104 and the individual users via the

net wor k backbone comruni cati on channel 105, thereby providing the advant age
of avoiding network traffic fromone wréFess network cell being passed

t hrough another wireless network cell on route to the gateway 104. Further,
t he network structure described above can be configured to allow the point
to point |ipksngstghkbshedtpveigh hearmetver k wiackhoe cermumilcattiedd channel
to address the negla 3cces% contigl MAC addresses associated with the
respective RePibrkodEbPcaeteNay d0én, this allows MAC filtering to be used
where communi cation wi th equi pnment coupled to the network backbone

connunicatiQnFﬁﬁggnelFﬁgSa%QQ&Opquﬁggﬁgﬁygisgg%{ﬁégffdgﬁ§§g§ cah bege

terminated. A ough ove description descri, he use of a first
Wi rel ess hetmofkouekld 101, adleecthe eHesEondidik tErks 16st2R1liRbed

wirel ess nepyarkgel I, 103,300 2 fuHd heddn@h B85t 16k Wehkngel | t330aame ser
nore of these cell could equally be configured as a wired getmorggc%h%. To
k e a

enhance conklifi E&CHEN EGSEHiGaTEF v dfAG FELTRS RET oARBRAFLAEFEN ™H

net wor k compupbheatiioR backhore caevheegonfpguredcho fahmsa ‘alilng's, WAEre

the end of the network conmunication backbone is coupled to t i_nni n
of the netwbrktEEARENI tat P6n %i% L&ﬁg?x?thE%Vh%S?ﬁggn Ve w%%%q%%b%%l J

ng a ne
conmuni cabi edupllicl .t Bytlcoupktngrkhéaentbonfe tdmnmet vt gonrhancati d@S

backbone that have unauthorised MAC addresses can be terminated.

Although the above description describes the use of a
first wireless network cell 101, a second wireless network
15 cell 102, a third wireless network cell 103 and a fourth
wireless network cell 130 one or more Qf these cell could

equally be configured as a wired network cell.

To enhance communication reliability over a network
20 communication backbone a network communication backbone
can be configured to form a 'ring', where the end of the
network communication backbone is coupled to the beginning
of the network communication backbone, thereby forming a
network communication 'rib'.
25
By coupling the end of the network communication backbone
to the beginning of the network communication backbone
allows traffic to be automatically redirected over the
network communication backbone in the event of a failure
30 of one element of the network communication backbone,

thereby allowing the network to remain operational.

To overcome a limitation of TCP/IP networks in which
duplicate IP addresses are not allowed and thereby prevent
35 the coupling of one end of a network communication

backbone to the other end of the network communication



to the beginning of the network communi cati on backbone allows traffic to be
automatically redirected over the network comrmuni cati on backbone in the
event of wofaédass®2of one el enent of the network comuniPcatGRodmsiobone,
thereby allow ng the network to renain operational. To overconme a
limtation of TCP/IP networks in which duplicate |P addresses are not

al l oned and thereby prevent the coupling of one end of a network

comuni cati on backbone to the other end éf the network
comuni cat i onbackbone, the inventors have realised that by using a head
router it is possible to overconme this limtation and couple the beginning
of a TCP/ | Ppaeiwehle ,CaRaIN Gadrisr Dacdkdwnecd isés ehdt Bl ssingaahihewed

using a head router ,that is arranged.to use_two network .connecti ons

di fferent néCWGFEs, L \%\hejr% &W%sgepegtl veVREEWOFK tohhec Jir{:)hnnC C%l%?)uﬁl ed to
a sub rout ecoupher ethlae bewpisubng outfer s aBCR/ BB anafuadrigatcemmprig@tdéon Each
of the sub- %pu#%r @g f(grggpe dual gateway router have a network
connecti on CAYHE Sane ne t hereby all owi ng one sub-router to be
coupl ed t® one end of the netmork comuni cati on backbone and t he ot her

subrouter taphe pggglégeﬁh%sgkgeﬁaeﬂga@frbﬂ%e@eﬁﬂﬂﬁk £oMEBREGgEHOR O
backbone. ThIS al head router, which acts as a gat evva}é to
?he‘“ﬁ’eﬂ%rk

di f f erent néltssﬁor’%wof @ret@%r%m%or@w%%? net, dtlofqerl%ﬁ%i?n S5HPE
communi cat i %&ﬁckegﬁ@cﬁh@emﬁé"@ﬁoﬁ]&lb'cb@we@tl@n eisi rciphed dior est isarb

coupl ed to HRETEONREEOmlR G GHbAERBERES: 6°R0cdt {hi Read b aldr via
ei ther sulp rnewiteys. viette cbflet]pdél Q‘H]D-yrd)lﬂ)tleESV\thﬂ tFypinc &hley doerlr esggewit 0
the shortest r %h? hg%ethe egg%&ofﬂ Y onnection on the same network,
thereby allowing one sub-router to be coupled to one end
of the network communication backbone and the other sub-
router to be coupled to the other end of the network
15 communication backbone. This allows the head router, which
acts as a gateway to a different network, for example the
Internet, to transmit ‘onto the network communication
backbone via either sub-router (i.e. in either direction
around the network communication backbone) or
20 alternatively for a user coupled to the network
communication backbone to access the head router via
either sub router, where the primary route would typically
correspond to the shortest route. In the event of a
failure of a device associated with the shortest route the
25 route to/from the head router would automatically change
to the alternate route, alternately this could be

reconfigured remotely by a service engineer.

This 1is illustrated in figure 2, in which a network

30 communication 'rib' is established via a head router 200.

Figure 2 shows the head router 200 (i.e. a gateway between
two networks) coupled to a first sub-router 201 and a
second sub-router 202, which as stated above acts as a
35 dual gateway router. The IP address of the first sub-

router 200 for the connection with the head router 200 is



failure of a device associated with the shortest route the route to/from
the head router would autonmatically change to the alternate route,

al t er nat e 200w/85oul d be reconfigured renotely by a sePeramB2e0giosmer. This
is illustrated in figure 2 , in which a network comunication 'rib" is
establ i shed via a head router 200. Figure 2 shows the head router 200 (i.e.
a gateway between two networks) coupled to a first sub-router 201 and a
second sub-router 202, which as stated aBdve acts as a dual gateway router.
The | P address of the first subrouter 200 for the connection with the head
router 200 is10.10.2.1. The I P address of the second sub-router 202 for the

connecti on wit Rt be 1heathd aut e4g2A0sd Sof0:HE. SedonfoBabquentky, 20he fead
router 200 sees the first subrouter 20% and secgnd S%Q-rauter Zaé ﬁsltwo
separate 5 HBEWOFRBNECERORAAY N 111 t RE2Het WOPkSEonnedtitth BErwder “the

first sub-reowheeqd@htany head rigeiaer 200cr s€OOndsaeswotke cofinedt | embi-s
made between the fi sub-router_ 201 anc fi e oi 203,

ot herwi se khGWSas gagri a5¢ I?%E?né\hesr%??%@%%a (fr%esgagés: E%Zto'\j\eésr%btahe £i r st
sub-rout e5 ardwbirkst. access point are 10.10.1.1 and 10. 10. 1.2 respectively
and fornms the first comunication |ink 205 of a network conmuni cation
backbone. The first access point 15 203 acts as an access point tq . the

net wor k comfnni @dd} ehobadicbobee| MeAVSIK | GPRRRCkhpR PEIWSST t Bhe hd 1dcless

poi nts descrgiped it drhe Joir stareirbediaient-oeses | bed akoveedohdadaidtwatd 0
the first access paint 203 bein sub- er 201,

the first acO8dSTFioR %%gm?geag§gggghSggéoﬁég§ﬁ2§§%%%§%%5%§55gggﬁPdZ@A
(i.e. a secondshrigdgedd nkdintwhese bheckRiaddriesses af therfidgst ldodess
where the IP addresses between the first sub-router and
first access point are 10.10.1.1 and 10.10.1.2
respectively and forms the first communication link 205 of
a network communication backbone. The first access point
15 203 acts as an access point to the network communication
backbone in a similar or same fashion to the access points

described in the first embodiment described above.

In addition to the first access point 203 being coupled to
20 the first sub-router 201, the first access point 203 is
also coupled to a second access point 204 (i.e. a second
bridge 1link), where the IP addresses of the first access
point and second access point are 10.10.1.2 and 10.10.1.3
respectively and forms the second communication link 206
25 of a network communication backbone. The second access
point 204 acts as an access point to the network
communication backbone in a similar or same fashion to the

first access point 203.

30 The second access point 204 is additionally coupled to the
second sub-router 202, where the IP addresses between the
second access point 204 and the second sub-router 202 are
10.10.1.3 and 10.10.1.254 respectively and forms the third
communication link 207 of the network communication

35 backbone.



poi nt and second access point are 10.10.1.2 and 10.10.1. 3 respectively and
forms the second communi cation |ink 206 25 of a network communi cation
backbone.woheosssoad access point 204 acts as an accessPpDIGH2065m0081ve

net wor k communi cati on backbone in a simlar or sanme fashion to the first
access point 203. 30 The second access point 204 is additionally coupled to
the second sub-router 202, where the | P addresses between the second access
poi nt 204 and the second sub-router 202 &Pe 10.10.1.3 and 10.10. 1. 254
respectively and forns the third communication |ink 207 of the network
comuni cati on 35 backbone. Accordi ngly, a network conmuni cati on backbone is

formed betwaen b nkilkst subrdtmier avdniube csedond sabkborterid r doriied
addresses 10.10.1.1°t0 10,.10.1.254 via.the first,, second and

thir
conmuni cat i 68 tMERRs 588, SBEST 2 FPPHM BeEs paBHi v Coriiin & tF&%_ﬁ WS 005,
206, 207 t ha&trchorme tded nes sws k 10oamuni. tatticorl lhddkblorizb £ anibe theplfdmesit,ed as

either wirel ess conmuni cat.ion Li . cri. a e, Wi
conmmuni cat i &7 PP n%gl(ﬂ?jt i %%ﬁﬁgn%ﬁgetﬁggd lrlgl%%erpg%b gg% %gﬁbl g %o
t he flrstEswbsp@@&éNeZ&bmmuﬁﬂdﬁikﬂﬂxﬁﬁhkﬁkﬂ@%ut%@620@97tﬁ@a%eéérﬂoﬁﬂé? 200

I's coupl ed %%t%r%xt Q{M%ﬂ%m&l 208, cfyn&xamphe bhe hpleehhtelor as

routing traffic between the network communi cation backbone and the Internet
208 in its rditdeas wirplenny COMBBIEE Bewebinkhe A sfeaEELR8dp&INT203
anq second aGCESS ROIMHmPE ft itdie 1nefwaor kK comuni cati on backbone is a
switch 208 to which is additionally coupled an additional router 209 (i.e.

a first network cell router), which fornms part of a first network cell (
not showmo In addition to the head router 200 being coupled to the

first sub-router 201 and the second sub-router 202, the
head router 200 is coupled to an external network 208, for
example the Internet, for routing traffic between the
network communication backbone and the Internet 208 in its

15 role as a gateway.

Coupled between the first access point 203 and second
access point 204 of the network communication backbone is
a switch 208 +to which i1s additionally coupled an
20 additional router 209 (i.e. a first network cell router),
which forms part of a first network cell ( not shown)
coupled to the network communication backbone. The first
network cell router 209 is in turn coupled to a
transceiver access point 210, for example a wireless
25 transceiver access point, which allows the first network
cell to be coupled to the network communication backbone,

as described above.

As the first network cell forms a different network to the
30 network communication backbone a different range of IP
addresses are assigned to the first network cell. For
example, the network communication backbone side of the
first network cell router 209 may be given an IP address,
for example, of 10.10.1.4 and the first network cell side
35 of the router 209 be given an IP address 10.10.4.1.

Accordingly, various user devices (not shown) that form



coupl ed to the network conmuni cati on backbone. The first network cel

router 209 is in turn coupled to a transcei ver access point 210, for

exanpl e awvoizo@lBs®2t ranscei ver access poi nt, which al | oreTidB2065/003199net wor k
cell to be coupled to the network conmuni cati on backbone, as descri bed
above. As the first network cell forns a different network to the network
communi cati on backbone a different range of | P addresses are assigned to
the first network cell. For exanple, the ¥etwork conmunication backbone
side of the first network cell router 209 nmay be given an | P address, for
exanpl e, of 10.10.1.4 and the first network cell side of the router 209 be
gi ven an | PwagdresssdOndfwdrk. cAccomndiynglnen Vies | ousplser tde\drc esxf{anial

shown) that formhe first network | | t he oupl.ed an_ext er.nal
network, for® e tRE I‘?FE%‘PH’IL? %g? %éefﬂggngf%\%’rkvcloa‘nn%ﬁﬁcé?%)“ﬁork
backbone and:dbeirhiesdt f@utierci2fithe ldnd hichd dhdeed nobeder hod@ver, t hat

al t hough only a single network cell has been described coupled to the

net wor k communi cati on backbone any suitable nunber of network cells can be
coupl ed t & the setwbdkbeomairidat hevebackbéhat Rrtiheigh agnhsuled HEngle

appr eci at ed rfyu@oﬂ@r sen1skidledddn t Besrt bebhechigs N0d K tePMIHRI Gadd ik
backbone coul d conprise of any nunber of connunication links. A s the head
router 200 (EOEBUPLERE I t FREFAMR k FBMMAHERL Bh paEKvhe F a Bt he

f Iblr st t sub-r E&g%}[st ZO%aandé:iéﬂe é@f nddsubpo Eumé ZQQtWB@khe?b{rgmmat—Zﬂ&i s
able to route data to and fromthe net communi cat i on.backbone via
ei ther the fk?af%lfb%rtﬁy-rgﬁffé}‘efm oF é’&% Ofb-FRRTET L2029 A stcPCiT°R here

is a failweiledodmmunthat iant) i khd nneheomét wookmeoimaniicat i lwac Hackdone

could comprise of any number of communication links.

As the head router 200 is coupled to the network
communication backbone via both the first sub-router 201
15 and the second sub-router 202 the head router 200 is able
to route data to and from the network communication
backbone via either the first sub-router 201 or second
sub-router 202. As such, if there 1is a failure of a
communication link in the network communication backbone
20 which forms part of the route from a user device on the
first network cell to the head router 200 the first
network cell router 209 can be configured to automatically
direct traffic between the user device on the first
network «cell and the Internet 208 via the network
25 communication backbone using an alternative route. By way
of illustration if the first network cell router 209 is
arrange to direct traffic to the head router 200 via the
first sub-router 201 as the primary route, if a failure
occurs via this route the first network cell router 209
30 will redirect the traffic to the second sub-router 202

upon detection of the failure on the primary route.

For example, if a user device on the first network cell
wishes to access the Internet 208, where the first network
35 cell router 209 is configured to access the first sub
router 201, if the link between the first network cell



which fornms part of the route froma user device on the first network cel
to the head router 200 the first network cell router 209 can be configured
t o aut omawoOcaddogser ect traffic between the user devi cePom/GH2e0FG082b
network cell and the Internet 208 via the network comuni cati on backbone
using an alternative route. By way of illustration if the first network
cell router 209 is arrange to direct traffic to the head router 200 via the
first sub-router 201 as the primary routel’if a failure occurs via this
route the first network cell router 209 will redirect the traffic to the
second sub-router 202 upon detection of the failure on the primary route.
For exanpl e,rditer Ugep deld ceheon ftiketf i 8 metlwenr:k zmeu | fai $heghed ACCESS
the Internet_ 208, where.the fi Lot war k cel 9 [0 to
access the f?%%ﬁd%%bcz eFOE% |$§%heﬁ |nﬁngl meen ﬁg f%@% ﬁg@%é%%ﬁg
cel I router 209 the décstd subb rooteer 2202fail s the first network cel
router 209 is configured to automatically access the second sub router

202. CLAIM5 1 . A comuni cation system conprising a network interface
device; a first coupling device for coupling a first network to a first

wi rel ess communication link; a second coupling device for coupling a second
network to a second w rel ess communi cation |link; wherein the first wireless
comuni cation |ink and the second wi rel ess conmuni cation |link are arranged
to forma network backbone communi cati on connection coupled to the network
interface device to allow a first comunication link to be established
between the network interface device and the first coupling device and a
second communi cation link to be established between the network interface
devi ce and the second coupling



device . 2 . A communication systemaccording to claim1 , further
conprising a first wireless network coupled to the first coupling device to
forma wiwelze&3swkl for allowng a plurality of users tProTaHR2080H/G03199
respective communi cation links with the network interface device via the
net wor k backbone communi cation connection. 3 . A comrunication system
according to claiml1l , further conprising a second wreless network coupl ed
to the second coupling device to forma wfeless cell for allowing a
plurality of users to establish respective comrunication links with the
network interface device via the network backbone conmuni cati on connecti on.
4. A communi cation system according to any preceding claim wherein the

first COUp|I ice is a network bridge.5 . A comrunication system
accordi ng to %r eceding claim wherein the second coupling device is a
networ k bridge . . A communi cati on system according to any preceding

claim wherejn nezm&lﬁmhmsgﬁgss dOULER RuQULET o Toufh MTHOLEAL Lon

system according to any precedrng réein ace
device is ardembedli t A c %L t e updtivier kdl?é[él@l?onéoéfonﬁfgﬁpéaﬂgonacof\hlé%’@| on

to the Internety,oBc AcCHUMENLGat W&‘ei)é%fse@&&&%ijéé‘@lér@ @B}Skpr eaceéjéé‘&nd
claim further conprising a switch faor, allowing a _branch t be formed of f

the network BRERbENE E8HAGRI E&L &?U&%ﬁﬁ@ctq opecend ﬂeaﬂﬁﬁfmt@aﬁ oFeSy_Eem
accordi ng t oyBry1 ®fecetimgirtlaithod ULELRRE ce@réshNa e fifigktr oMt £&less

arranged t0<9§mnunication link and the second wireless communication
10 1link are arranged to form a network backbone communication
connection coupled to the network interface device to

allow a first communication link to be established between

the network interface device and the first coupling device

and a second communication link to be established between

15 the network interface device and the second coupling

device.

2. A communication system according to claim 1, further
comprising a first wireless network coupled to the first
20 coupling device to form a wireless cell for allowing a
plurality of users to establish respective communication
links with the network interface device wvia the network

backbone communication connection.

25 3. A communication system according to claim 1, further
comprising a second wireless network coupled to the second
coupling device to form a wireless cell for allowing a
plurality of users to establish respective communication
links with the network interface device wvia the network

30 backbone communication connection.

4, A communication system according to any preceding
claim, wherein the first coupling device 1is a network
bridge.

35



coupl ed between the first coupling device and the first network to allow a
first network cell to be formed. 10. A conmunication system according to
any preceapregocadsaiom further conprising a second rout er PaTGBg@Ed 08199 be
coupl ed between the second coupling device and the second network to all ow
a second network cell to be formed. 11. A communication system according to
any preceding claim wherein the first wireless conunication |ink or
second wirel ess communication link is arrkhged to operate on the sane
channel frequency to another w reless comunication |link of the

comuni cati on system when the signal strength of the another wreless

comuni cation i nk iconkelowa fedelansmedctbrashel dtbn 4 regiesddigt he
first wirel ess comruni cat.i on Link or second w.reless comruni cation |ink.12.
A communi catd i oys teREEiCor BPfg TNy FPERGAPAg QTENT virer i T HETE r ot
w rel ess commidgation link is formed between the first coupling device and
the network 5 interface device via a first router; the second wrel ess
comuni cation link is forned between the second coupling device and the
network i nt eff acer dendneminica el e c oy treout eccamdiagt hiipd @hyelmssceding

comruni cation l4nk i {,abl ] b g@f¥% eqdiist £ouplipg-device and the
10 second céﬂb:¥ﬁb‘@§%$%e,b$%€€§?% ?%e |ré€ %érefessgconnﬁnFcation l'ink,
the second wirel ess communication link and the third wirel ess comuni cation

l'ink are arrangedy t @ dpefuRcetwr ks hackpone coetmuii cabi Oﬂnﬂorﬁh@@éé@ﬂng 15
13. A communi_cation system accordin r%o clalgglz, wher ei n, t he network

backbone corfkiiitat YRR ebRNEREI BREIST4r LRAGEH3CE GFdriae i HCHIHhCEC wi th
TCP/ I P prot asfilpld4thd cosauwbirkatharkisyrsd emoaenoridiang dro ebanhsct3pnwhies ei n

the Internet.

8. A communication system according to any preceding
claim, further comprising a switch for allowing a branch
15 to be formed off the network backbone communication

connection.

9. A communication system according to any preceding
claim, further comprising a first router arranged to be
20 coupled between the first coupling device and the first

network to allow a first network cell to be formed.

10. A communication system according to any preceding
claim, further comprising a second router arranged to be
25 coupled between the second coupling device and the second

network to allow a second network cell to be formed.

11. A communication system according to any preceding
claim, wherein the first wireless communication 1link or
30 second wireless communication link is arranged to operate
on the same channel frequency to another wireless
communication link of the communication system when the
signal strength of the another wireless communication link
is below a predetermined threshold in the region of the
35 first wireless communication link or second wireless

communication link.



20 the first router is arranged to communicate with the network interface
device on a first network having a first IP network address and the second
router iswaroengem2t o conmuni cate with the network intePCaGB20@&SHWi08®I0ON a
second network having a second I P network address. 25 15. A conmuni cation
system according to any of clainms 12 to 14, wherein the first router is
arranged to formone end of the network backbone comruni cati on connecti on
and the second router is arranged to forn¥@nother end of the 30 network
backbone communi cati on connecti on.

12. A communication system according to any preceding
claim, wherein the £first wireless communication link is
formed between the first coupling device and the network
5 interface device wvia a first router; the second wireless
communication link is formed between the second coupling
device and the network interface device via a second
router and a third wireless communication 1ink 1is
established between the first coupling device and the
10 second coupling device, wherein the first wireless
communication link, the second wireless communication link
and the third wireless communication link are arranged to

form a network backbone communication connection.

15 13. A communication system according to claim 12, wherein
the network backbone communication connection is arranged

to operate in accordance with TCP/IP protocol.

14, A communication system according to claim 13, wherein
20 the first router is arranged to communicate with the
network interface device on a first network having a first
IP network address and the second router is arranged to
communicate with the network interface device on a second
network having a second IP network address.
25
15. A communication system according to any of claims 12
to 14, wherein the first router is arranged to form one
end of the network backbone communication connection and
the second router is arranged to form another end of the

30 network backbone communication connection.



