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[0004] The message or entry usually indicates one or more computer network devices
(*network nodes™) that are involved in the network activity. For example, the message or
entry might indicate the node to which the activity was directed (the “target node”) and/or the
node from which the activity originated (the “source node”). While it is possible to identify
and investigate an attack using only the collected data, it is often helptul to have additional

information such as information about the indicated network nodes.
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[0017]  FIG. 4 is a flowchart showing a method of determining an identifier associated

with a network node according to one embodiment.
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notseder Brpoeh e rEAGRI 194 2ivargEPoguis 5ot Kighedze base 28

andQEHAREem AR SNASE. TRk AHah Qi AR5, K186y IaAREYmputer
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mahagers rrd taly pétes aglemrstomzfmamduldamgeh@ rldandican figroerdenformation to
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Othhr nq‘l d At g ‘ﬁ"’FgB%%‘jm"%ﬁ%“ l?reé(ﬁ é‘ggrrs)m i ncl udes one or
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monitoring, rules authoring, incident investigation and reporting. Access control lists allow

multiple security professionals to use the same system and cvent database, with each having



security professionals to perform day-to-day
adm ni strative and operation tasks such as event
woremsOsBNg, rul es authoring, incident investiBEE/USW07/082562
and reporting. Access control lists allow nmultiple
security professionals to use the sane system and
event database, with each having 6 WD 2008/ 052135
theﬁ’Gifh Uﬁ% Q6O 8mGales, bh&i Ircpomnandikem]pdgedns'eeipambldznc ouhers,

orts and a ate t
resprgppitts, dERRE Patier 0 Ge RS maf e sEREEPE 15 Can’
[O(B?rg p gfntsoﬂi‘d bﬂhbd&ingerﬁi) BB MES- bllged vES103 3] the fﬁorﬁ(ﬂ[m6 may be used to
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proil St5Esod Bl B g P e I BBt 141 e s
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Coﬁﬁr 15&5%&1%?& e ﬁgolljcls 1k % mﬁﬁ %frlhtl errQJtr‘?)ﬁzﬁ LeP@hpod didtypted.
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decﬁ;}tra?ny%lee%% g‘xgghtr ?[}g dsmgér/fgﬁ%%aggz{??/ogaﬁ%atron[nQasggnlné tT)hﬁ)derglgnt a
singlepysiande ofisyseent Fednid nechin@rcesscheuteoi tlistd pezredorersvns r 6hma¢1tvcly,

o ka2 e BB BP0 A A S B

anmﬁm&temlwsmks at b Shastap” Jpealt Such enicplsenant cahlatse achagvicwel v,
. anrzag choose t.o0,de arat
ol e st WGP o g o) S e hert SRR Masarat FIlR
each @fhol K}Spaé’ding@nnmvefsr ‘ght espehsibiByadhtha gobap Icmwrmm tvorkdng

al sQ acm

saffaBgr AR B Sy b A D Byl ipe AT PRASTHND YT

busBREUALBR WY sp@SEiyHEld Riph&rRS YolIaY & SdeBifdlizéEnRRABEhL [ 1Ty -
to the group currently working standard busi ness

fungiéqyy s Systens 10 can al so be deployed in a corporate

[003U4PT aS&m{ty‘{\/ﬂ@nﬁﬁmorbéb%hﬂﬁﬁﬁgéﬁicm @/bt@:ﬁSOMKhe‘i BRBARIISH V..
n ort a rol a centralized manag enment

and s
Applmmm Iﬂm LOBO%sL4) ﬁls@a E’uwmbyr% APQSs Yhich érbﬁ@béweorﬁ%rﬁfﬁa B¥rent
rd§%§gggh;qdﬁiﬁﬁg}her described in U S Application

No. 10/308, 415, fil ed Decenber 2, 2002, which is

her eby i ncorporated by reference herein in its
IntBMdib&iYassdiMids@duction to Asset Mdels [0035] A

manager 14 recelves one or nore events and anal yzes
[003RE edemmnager b weeiessone ermpare kisnts Al aplypas thrcayents oeisteatn
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gs@%ﬁ“ﬁﬁ%nxwmhb systens, and printers.

[0036] Inone embodiment, an event indicates one or more nodes (e.g., the node to which
the action was directed (the “target node”) and/or the node from which the action originated
(the “source node™)). In this embodiment, the event includes a reference to each node (called

a “node reference”). A node reference includes multiple fields, such as Internet Protocol (IP)



[0036] In one enbodi nent, an event indicates one or
nore nodes (e.g., the node to which the action was
wa@l2wensass (the "target node") and/or the node PCDIS$2007/082562
whi ch the action originated (the "source node")). In
this enbodi nent, the event includes a reference to
each node (called a "node reference"). A node
addres alcangie zdne Houd e, Mekdiai Ak &s Comtall MABSYEdIras ahddsedt iRhtifier
Protocol (IP) 7 WO 2008/ 052135 PCT/ Us2007/ 082562
dsgfal@aéé\gwtw& %RS‘F kS SASHEOTK HERER b NETH HesRctehe® eipds
use!dm);tn%dgﬁ Frivate zf&ﬂl@ssas?&% frbrd 8RS drbingr) A b@&wERtnbM is adddessed by
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addressed by usin ress. Some devices, such
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[Otﬁlfg& m'”Tflé Rgee(‘ld &l@ggﬂtgﬁ?&% -storda drff LR 1&5&&9&1@ "Hhat E%Q%ﬂ:g) foa
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e 8
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i nformati on can include for exanple, the node's IP
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Processing Standards (FIPS) that requires
categori zation of a node according to its tol erance
wo 20080583 dentiality. An event can descri be anPGEUS2907/082562
that m ght void confidentiality on a particular node.
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critical confidentiality is for that node (by
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W ndows Server erating system "the node's asset
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googhafhiLERLRIRLEER I EP LA AGRA R PIRGMofehoSPH | /W ndows/ 200

rver. tegorTes can hi erairchi cal . For
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agran1 a conput ct |n
devnmriahgend Mctwglﬂi adapgeém i Inpnd enfitodiment, dw/fwemahtyem Hgdwe 24
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the %ybggldq 6] % mputt gata nt oktﬁc caomr;)%trer 2&{ I‘Ymc graphics adapter 212 displays

images and other information on the display 218. The network adapter 216 couples the

computer 200 to a local or wide area network.



conpact disk read-only nenory (CD-ROV), DVD, or a
solid-state nenory device. The nenory 206 hol ds

WO pB0sa83 ons and data used by the processor 2BR2r/US1967/082562

poi nting device 214 may be a nouse, track ball, or

ot her type of pointing device, and is used in

conbination with the keyboard 210 to input data into
[004i5¢ C Qﬁm}fm&ﬂvn 2Bk arfl b eorgpuagy RDE sanddendi fere? bd/ofi sl ay s

congpigt konageBrrg G ut ehiars SR Br0 a0 E 5ok
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e conputer 200 can |lack certain illustrated

wiligriginnga e netyprkdRANPl e, a conputer 200 acting as a
[odli%gag Rlsofdar€ 88knl BGK 522 SKEXOARAETordibth Aﬁgigﬂlt hﬁg ofleychfio,
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ancBY ent. represents a data structure that includes one

?‘H%?e fields, where each field can contain a val ue.
[0047] i ekt manayalldéncideshaheiuin cabd dodiverd Asset RawlweSdt)dnot

d fron1t e sensor The. a

shap KRl s vt T e  hedegpnigring ERRR b seoRR i
nocflc_aﬁ@feﬁeﬁdcﬁﬁthgféti erésfi&lld)ngfawct 186del Adeags &i’lfbfilogm&féjﬁics with 00diddc
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idepgéfacs (1107 example( %Fxgé?%\ﬂh)m"%g@& Hie V4R 3 Stopnedheiit i

nodcﬁ%x‘éﬁ’& SsRaoe @ (VBICE NEEprdNSusEAM PR BLbR cBbHE@AMeAL AScvent
t hi node .reference with its corresp ondlag asset
R

inchigapemness foadgur norles: FRYERS Of eatwerk rallicydeptination pfingiyerk traffic,
hoét g@&t:ﬁtf dr@hodt bBensdr fat z%ﬁg{m kbfont. %Q&a%d@m&l,&c RdEARES

he "event by storing IDin the node reference's
mos\@s R o ippde sRTere el ithpasipprRonding assemragiel and tagh e node

mﬂggggghngnglu@n)event i ncl udes references to four
nodes: source of network traffic, destination of

[0048] woF 6. B iseit Highelevel thivsk diggramglispstrating mpdplss witlin 2 gwhagst 14 of a
suc%gﬁrrfgmgm/@\gntq}{%% cﬁpsg/ dt@lﬂ@b &Qgﬁwrﬁgﬁé e@ﬂﬁ@mncﬁwh A s SR

) € assocl ates e re er ence Wt ts
in [§6r 3.@8 pobaiiment abswinageddlinciudds mgcsltlﬁtrenm&e?()o ped epakagery

mo\é\ﬁlE 91 (?OHRI' ﬁ)ti'@odln%nls c%)ﬁzﬁg dif }eg'nt ﬁxd}oxc' acﬁhtmnglhn&ﬁ}’c? ghﬁp l(t)h?%ges

Iagram i ustr at es wmthin a manager
sho&\aom mctﬁgunerﬁom pmtnleaméwemer hﬂemagmmhesly@tﬂemllmrated in FIG.

1, a‘?lﬁ%uog dq"ll(n gj oml sqpe%e 1%0 ucfg fgﬁj}tmy ’ﬁfadgn%mle fu ctF 1 %zm%e an

es an
diswibatad an@@@hcandims a:ra:t da@fmexyt manoetithag i18deScribeil hmc

odiyrent s..can have diffe a k. agdditi.onal, .. oo
[ooggg ul Jgg“%?ﬁz ﬁer oﬁxgcn@g provide { fal ctlonﬂl(?y %Eatc%chh Bﬁla&‘h’sdentlﬁcr (ID)
that is assigned to a network node. In one embodiment, an 1D is integer-based (e.g., a value
expressed in the primitive data type “int”). In one embodiment, an ID is “locally” unique. For
example, it is unique within a particular manager 14 but not necessarily unique across

multiple managers. In ancther embodiment, an ID is a Universally Unique Identifier (UUID)
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shown in the figure. For exanple, the manager 14 can

contain the nodules illustrated in FIG 1, although
WO-2B8/0R18%1 t s t hese nodul es for clarity. In adeiT/Us907/082562

the functions can be distributed anong the nodules in

a different manner than is described here. [0049] The
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looktﬁflﬁécmﬁii’)o rdaa,mdndsammma\ de’a s Bﬁscmdﬁinowtmmqwxbe@mc
using an I D asset nodel s represent %
netgsgrgﬁxﬁﬂee Thegg C‘?J’é‘}"{?é‘ts"ca ARERTSE pepole pedergnee wi "’a‘ﬁ" %P‘eﬁst

desHite@RbSE. mqgroasrmrn@uraa%aa@d@wqae@ﬁmba)\a@)d onklﬂa node’s IP
anot her enbodi ment, the IDis use det ermi

addggse hAs naph acHeRioRt ApderdMsdia féCCﬁ@rﬁ%vwldWaF )ﬁé‘i’rﬁﬁ‘*clﬂloa?
emﬁ&‘ﬁrﬁ&@ fti¥ese ng&)é M infofmitRA atel usdists kaysgtlo SRR IR Q»Bkupt tﬁ@.

dentifier nodule 300 includes a | ookup modul e a

strtmg@n@mtw%éé@ eleggbed bgloya |df ¢ ek igsugcesgfpldegna veJPc is
fougpﬁﬁt ik fRkLR 4 B BSk3Y, thnm? val IR 1&9&”5 &f tRfbde’s asset

erm nes a networKk ’node's ased on vari ous
moddipis gatureedi st i cs of the netmork node. These

[OO%Efr aglceh llssat i’\ogv% W ﬁlogh gsa%hold 3¢ BJ‘ mmﬁjge 1@&1%[’39‘”&9?)01 ated

hin the even ] escri bed ove
withanttivork rerde wemvlmgko mmdmboém@ét&qu ﬁ@dndﬂa)siéﬁ() beginshe

mf*]}g\gﬁon aRé a n@g\%okexf fsr}?%k&? qgg dnfgﬁrliamlf hlcﬁg&%ne Wérg bf the

cess ress
follewbugdthﬂmnic s IP h@k@s,mcwdszomé hosthamerabd Mui\(hadércsssed as

[Oﬂ?ggl eé %p%w? geggxﬁ;%t{;gé{lg uBm h) \/\I?‘O(%I st\%AC addrl%s%t T us regultg(?nké'l P

sucsdmmeﬁaélu thef éhedD is xatuxmh 42y. iifghe M(A@ndomub abesmst @sstochat ed

),%%hen h \ icg,i ére I D, of the
suchisi eelghy SN A oplstER oS o B ind HE phisD afdtfes i
zorle| 1pWESTadults BhaEdagfia niaeh e thé IHjletrcelﬁrﬂé(m.’mng&m IP lookup does
Ot RS T DL P PO U RBERGH S0 Bl vt pame
and MefvariEBdnk AN thasOdilts A al‘t&&c‘é&fd{ marhahdnghd EXie Irdhﬂﬂed 4P01 1§ the host
i nformation includes on nq ? t he .

name lookup docs not result in a success{ul match then a lookup is attempted 450 using an
asset range that covers the node’s IP address within the nodc’s network zone. If this results in

a successful match, then the ID is returned 420. In one embodiment, the order in which each
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followi ng: the node's |IP address, network zone, host
name, and MAC address. [0053] A |l ookup is attenpted
WE1@803018%5) t he node' s MAC address. |f this resedT/BESI007/682562
successful match, then the IDis returned 420. If the
MAC | ookup does not result in a successful match,
then a |l ookup is attenpted 430 using the node's IP
looRGHE @fEnpaddd M2ES 1006kup, TPA66KRp, Hobtndnd 1Sokup Skl assed rAngg lookup) is
successful match, then the IDis returned 420. If the
configuablgk up does not result in a successful match, then

[00?54! 0OKKPIobiGp MbIR TIPS &€ udd By UrilGtRup MBANOSIE (6 dﬁ@r‘ﬁimd’lﬁmﬁvorl\
nd network zone. if this results in a successful

nocr?asr@wdserlwerrar% chargctesistics p{hp Beiwark@odq. fn qnggmpedipent  therg are

foulr %L‘s“d? 16065 tab1Rs 35()eﬁ*ﬂdhreksyheﬁvo$ly%@ fookiy tab¥Bd, Gkt nz{rﬁ@ﬁkt\%rk
| 0ok up I's atte USIng an asset range that

onsdamspniabie Wb Basoe oREHEEL P neTIEoO RIS, ek olbsee
looﬁ%ﬂ@%lcg i p&: §edrb§ N:latsét nBhagBn S BERS {dddcribBE £Bve)t hen the

re ur ned

In oné enbodi nent, the order in
LOGIP35 PCT/U82007/082562 Iookup

[OdS%h at{ eJ{'{B ter%godg LSS iogkll q ikes 51
asset range ooku I gura 54 T
prilngiok dga tyab!ies (@E@erwekeus@dcrbry useldeo Pﬁnfom P lqvbcm lisen 322@ to

int%gr;tsé (rrtpé(f,slclgf fnelg’vﬁéreish e%ﬁlg u\?\ov% D(:hblg d:?umc’]%rﬂ)y\ﬁgolkgrl)’l,sis the integer
ID enrheebmsamndmg MétencﬂbleSméedBraddryqsessar@!immm@klypmﬂiabd @swork

| P a dre k t abl host
‘O‘ﬁa‘f‘rﬁl} ey sl??)ﬁseo‘%m%ﬁﬁ%“? QB‘: oo ll?/ACaad S? ess oIS ookup

[o058pl eBl,onaBﬂb(ﬂﬁrﬁﬁft tha’ﬂlﬁ@&;pkz(bwﬁklmstoabieﬁ&nd Gaetizafio binitsdow
| ookup tables is genent

b se
g N PR R 5 2B 1l e A RO D an aray.
[oolsqgkuprd QQRRs ckémMAe dRA DA IURE Tér,an AP addresa Rk @SEbIE.aBK UP

| e uses keys and values of the prinmtive data type

illustrad-dafajstipciyet ipcludg qe@pen-giketing *@%@@ﬁﬂ%ﬂﬁéflrw pRcgss array

51d. aPkddRiondSmpleBntRiohs of PELARFessiAkash ﬁﬁgjﬁseﬁxee@taﬁdﬁrhrd Bed: one
address. The value, which is returne a_ | ooku |s

to siqsekqyptoagysiors pylse, apg énf‘cter'rdés“ﬁdrmrhﬁb‘h%&@’e‘tahﬁé’d‘éﬁl 316 valld
Herel RGP E’dcﬁ‘&‘%'é fe?n%l%lu@sr @Y 'Z{re%b?edQ!S@c‘tthntamd’&leant@&‘ér‘ﬁﬁ&)ksoo In
zone each zone "has its own | ook up t
thcpld}@segtd qmboéménb AbsedtHndiia assogigied \rab@mp)htca%n@r fagh other (e g,
st d
oS5 RSy 01 T o B ol TN
hash nha:mnmplemtpd waingne alyay by[i@l@@e?i]/ingtl@va@cssﬁ ewksy exayrptl ar y
al g tur ddr
o SR 3 oD B T SRR ey o
thokras hxdmpy &Q0inalmchrizund isrdesstribetio dedager $tar;cturc§dash Tables
erc Booclic a‘i tﬂ%)nﬁ‘en w1moo§<ngr§?v%h/[9£§ gguctﬁ)r@s?gas%d?arb?§3| ng hash
keys, one
[00|56] st Oerain/iR| adéssscsanay whbe vabid Mﬁdm(aaictwomgmh dn otdenbodiment,
an 1grv_%1d dg?rCSé d insF f fa cﬁ(up g%to Séu&tu%e t0 1 dh lﬁ%)ﬁ?art] {he corarlgsb?n%%gga ue
(heteDirell® s exiptyay 500 I n the ill ust rated enbodi nent, a
Its ass ci at ed
08B o MR S YT BBy AR5 ol o
ID)bEilbredi ase BRmka@dthctastay. The DUOEIT thaoelersient sithin the array is
dete mcd %asecrl gr? the rﬂgy (here, an IP address). In one embodiment, an index is equal to
the offset of an [P address within a particular address range. For example, consider a network

zone that includes IP addresses that range from 192.168.0.100 to 192.168.0.200. The IP
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hash map is i nplenented using one array by

interleaving the values of a key array and a val ue
W@e0ays2185:ipl enent ati on of an open- addr essi ng heGHUSMP7/082562

using a single array is known to those of ordinary

skill in the art and is described in the Data

Structures/ Hash_Tabl es W ki book at

addﬁést 092, 16810, 160 Kiobid dlsse. A geMvedaial (BB ik (tbi6fder @S0 IﬁlaSlhhc'I'labbr
P addr.esses not be.v

[ 0058] Cer

endtinarinea, TetdsR Bulide P gha R v ivfe Pivagtitg

arrBIEHIEDSs thé ind&Eftd the @raly 08 KPw SR L ReyBddetifidt A (b Be biidl. dRdiRd,
that the correspondi ng value (here, an | D)

it xqtmslgtfd 19 aeﬂére%mw 1y theugged f%fcsa%%@@hﬁﬁmﬁn@?éwegwy be

[OO‘GQFd Cmﬂcﬁan‘%@l‘éﬂle“%rlé @on@ﬁﬁd Rs rafyd of ID)ddeSse§ te. €102 268. @Uﬁ)
el ement of the array. The index of that el ement wthi

192 Hi8.0258 i IP §ddf®Fé‘tSé*f'WiWié@mb§sﬂé@deéﬁﬁlx prouleted (s15boudd beghe | P
cas%:;j ?x%r?§ ﬁx)nfu Arp\y%; éggj‘ﬂgq)'f@i@ rtﬁsﬁzr RBIdpRAE shﬁngexﬂHﬁ(l)ry%&austshﬁ

ress Wthin a particular address
P afcun:g@s dédirneeki@rbg leeplicdlynioreden thg laokepieblk.  zone t hat

P 8 P03 0y S 8 90 st

Aﬂ@(ﬁfdm&ﬁﬁ)ﬁ@nﬂ&ﬁﬁ&ﬁ?mowdm&@&i 490 He6iBmep B 56edvintdad. lhave an
o 5 S 50 S SR R e
on H’t adafelﬁsa;s[lgiQ]: & Mmelryeof@)bpta@llon)swmﬂmelﬂ’mdﬂswi astsdftatcdamﬂalw

netf{ i op, T s s Rt Rl Bl ayrab Taditp $1¢ ¥ na 10
500 R nddesdanoeX,, i addiess §o;iulhﬁﬂn tsitl dhang@s)cess a particul ar

el ement of the array. 0060] Consi der anot her network
zone ame/! dresses (e.g., 192.168.0.0

[0062] 18idecliRBt fAméSa uni lfe dnby vk @ﬁcﬁ\e&k\ﬁbﬁehédah hAi®orkab@ehas
are densely pogﬁbﬁat ed (as should be the .case), thep a

its gpvip st nagierlagkup tablgslgne qrppadingng, dhedogkyp fable is esietizedand e

FRYIANG e ABSDLY nRAfAR8ed AG/or gy esses don't need to
Opteex Ie|C|tIy storedlntﬁrelglogﬁu tabl e. [0061] | P

[0088Hr elynas cbadimenthosipame @P&uméwfoaﬂ@wwgﬁm #?Ohunfé@leﬁoﬁwh
looﬁggﬂ?blc U&'H@?IRHL &ftdd ag @ftﬂe@){ hz'isﬁ ﬂlﬁﬂ Br Qfaﬁr@' B § k}%@two llo?kup

ove and a hash is used instead
tablgh dat aemcurqmrfpm bdsenamgpeokap. F‘pml@phpaqy thatoak@ttﬁlue&am e

1]]u§'lr;‘§cq Jl ?Uw/éol']ﬁn 1P nﬁﬂ%&?@ea&?ﬁ“@pr&éﬁggké Jil?c%%ﬁ’ on IP

dress usage , densit popul atlon within P
[0084Hr eddes nass t§(§1|l eémtwquafthenache@ pasraend émsam T#rec. dat a

BB Y5 nGAD SE B EHRT: BELIFEH A6 Bk BAKHIFHA and

as necessary ress
dl’@ﬂghut(ﬁﬂ | (domade nand)yA ﬁnahglew)tablmtusmw détepoinktiRalata type

“su msn éne«goa[l\igs g@ﬁeprlrgglgﬁga%?l&&gaﬁ@ glnt%ée(?% Wléeg q«?m&% Mscﬁﬁtg ;Egn%rm

a looRuE isl a(mklgp)lllhatakeﬁ as 'DNDT) Gmembxed:nmamibl,mm memt.dhk wgu¢, atbich

exhipi
s HRRGEOLRRP P Hegi apeort GO SR R te 10
thahi® Sdsodiaetew itlokhktlﬂbmlaﬁ npe fThisneddusisnag memolyapice py stalihes .
_ Eﬁ h | o?%u table.can be inplenmented as either a hash
mu FYCBP‘C% }éérosi“ OB Shows two | ookup
[0065] A second lookup table 610 uses keys and values of the primitive data type “int”
(integer). A key, which is used to perform a lookup, is an integer (illustrated as “MNI1/DN17)

that represents a machine name and a domain name (see below for exemplary
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tables that are used to perform host name | ookup. For
sinplicity, the I ookup tables are illustrated in

WO omBosd188mM format, where each row represents BCT/US2007/082562
key/val ue pair. [0064] A host nane is divided into two
parts: machi ne name and domai n nane. For exanple, the
host nane "test.arcsight.cont is divided into "test"

implemetiition). Thereducaihich isasitaedtt a loot, it derimeger MA(TRYstratdd as

w fLrgI | ookup t.abl e 608 uses keys of the primtive data

UM IV ‘h3§¥¢ﬁﬁ INg3eEt P8f%les of the primitive data type

[0066]t " I driele@BEdithent/h ke§Yor MU He€dRd ok biS@Ble 600 BBAIC@ OAN Mtcger
| ookup, is a strlng illustrated as "DNI") that

haghe ﬂ)@g@{ql@lgc BEnpeGYE 11§ inegsrciorynge Qfdhg gomajinagis (e.ggas stored in the

doﬁlﬁﬁ %ﬂ@ﬁm@y haodc%ﬂsy&mcmsa xﬁ&hin@hﬁ‘rﬁ@fs stoRl1QE 8 0€-8 (8-bit
| ustrat’ed as to a second table 610 that

UCiSéUragfsie draasfeananpr ﬁorpﬁapmm fQr epamEct stpFigs. TaJdyiagischaracter is

é@/@ccbt dsREFTRITRAYL RIBER 2 e§BPrﬁérﬁ‘c9y pgﬂéhirh&éreuﬁp-@'cﬁ&dﬁafg
the sane domai n narmre. 65] A second | ookup table 610

requisesonkielylayteared chegctee ﬂt‘/‘fmftch‘ée pamharoniaips onla e (i gharactprgtwhich
SREL | g
ULl b MR OISO By R ANy e
smmﬁpsém@ﬂtshannammkhEHanBWaﬁﬂﬂhddanuwd name (see bel ow
[0({6%)' gﬁgtﬁ E Ionx}‘ngleqahnta%@gsgc{)}g)%gn\}ﬁ reﬁsm l‘gﬁg Zﬁ@? 5&9%'5 are
usddO@k:lﬂ(pstodcﬂke)tsh@xcltmtterg@ruluéler(dlohb m&hdlaﬂedheaﬂ&r the IkQ]:\/i)luaqfdlrs

QbR Fd RS PO HHEO Cetean i POOR eBBrY seshing rame
andadchiromnaridniaigeiiDs) hesstoraf togditer macdvighantegerarrand keiend

inte eference of the domain nane (e. d.. .as stored
s FOERE VG AL FEBP LS Er e BT HRAE ey B Bt
cadRBRAINE 1HIE WdrdsS hrDdpR Al addfestini/ldsh &ap & iBiplenidhicd LimhCad @rray
Transf ormati on Fornat byte array for conpact

by yycsiearyag the yalussoha key aemil%t@kwlagay encoded as UTF- 16,

[0088) C hrnr&,e inb&fment AME &SordfodEBERbY GPETs iPRMaREFSy usH% ond
encodi ng uires only 1 byte per character if t

INtGEATHTAY éorwaqbéc‘%mtran(ﬁs , 9P rangen ostapmek hig pgay igpipden the
nm§lh&%a%c bﬁth 5 'tgﬁ’rﬁx‘? Db b€ s hidiRodd e Bohiih %ﬁrﬂ@ﬁcfcrcnce

l'e Specification (RFC 952) specifies t
mqutbg @sswan@ 1Bndiparbisstetags net el phorserhpaddssoeiated st ﬂ)em s

av&&gqmld}l ﬂr’tfx&%‘ﬁu‘;és%ﬁor)‘ RS E ARB! @LHeAt21iis improved, which

opeh- addr essi ng hash naps, three arrays are used: one
uwﬁ@w@p@ﬁémwvys one to store values, and one to

f' ¢ to%el\(m(ﬁfrggrl%ﬁ%ﬁn}ﬁ? %}(gshgsecfgﬁhfé lhcaLr Xtatmt om

e’'secon gys (ihtegers
ﬂ.ta’neqb raed tan ke yais fraiet iqxétename whethat tieraio phit. quma rﬁet)doand\ namc 1s

used QJltlljnFI‘HQ’C lklst able {?JOZO oét%% %93 d%%glgtn? fe refer}?ncc %rlx ngc (?beogltmg:gg in
array. Key an 'ed VA ace
ordeato Iopmhize the Q(ey @eck tte)obtdined ehrdncotah em‘u)ger) s ctolne)aad taayie f 0 r

reﬁg%ﬁ stgaza ﬂ'éi‘ tal (ﬁlg‘o ?]n 1ﬁ%%erf ggenn% '11%5},1\”@% ?ngglaglgrlmennamc rg.m integer,

whith ay conipatadat part @@vinpging e hash fhaﬁlsdﬁokap)kegomrcayo thatash
val ue arr

sof ot fip e 0% AL Ret el by D oo Poen s

strigg §tagd fnahe @@ghTHealklue redurhedyis (he irgeger 1D0sfeheadsseaynofed lassboesttd
.pqye). Thi s array i ncl udes the

with the given host nam

MAC Address Lookup
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machi ne nanme UTF-8 byte array, the machi ne nane's hash
code, the domain nane reference, and the associ ated

WO D08Bsnge obj ects are not used, the overhead PCT/US2007/082562
associated with themis avoided, which further
reduces nmenory usage. Also, cache locality is
i nproved, which increases performance. [0069] In

[007PEN- BRI RS ldMgsshaskp fﬁﬂﬁ%scs&cﬁ&x‘ﬁhlelpﬁnﬂmmbnb%c “fofig” (long
entry at that point |s the key is tested

intqggr) d'é’( wlues pihopranitie dat‘*h‘é‘PCe “i‘ts (%te%ﬁr)c 1 kepsvhichtip psed fpperfarm

a ld%ﬁi'fﬁa isl a64-YiS B gditabrepR@nishIM AT 28REE ern WRué, &vhidbtidlefimicd By a
domai n nane reference. I n one enbodinent, in order to

loolgy, jsriieriategtidD joéthe soressronding esseipegich Sice Mﬁ&@ﬁ@éﬂe{ 3 globally
umgnf : g?%xle MACIVIMALSH i{ Red he reference stored in the

al so an integer). Then, a hash of the machine
[0074le fane mbastient, thejneken tahless eustopined andeptigrpad toexhibit low
[
A b
[007RE nBIEhT seowsamexsiplindats srucorefar e AConddives logwpitablp. The
1l]uFtB?ude a{aﬁgilétlxt}gls dg::ré%l ngl'la?sm& aﬂfnurépe;dér {ﬂqg{ilhxﬁn}l ﬂﬁ lErﬂ n?:gxgﬂs
of oparreddrddbics Kat neps thrackmaps detuséd oﬁé)tb&ltc%m/s,ﬁmc to storc values

anc Cé-/éoqgéyg? (ﬁ%c%g‘l%&pg%gefo z érlgrgtvgﬁf rgrf—: ﬁyq FS]!\/IAe(aF(lI‘r@sgses?%lade

valhdat(mgyeﬁr): stafed tdgadhaes a@ihgle @egpr arfmyIA Y&y ahdtita adsygised vahte are
t eger) rforma.lo

plafed N RS (S o SSOAREY: Bt B wrp St arads Fomer
woitig 8 @ penMildFeBsing Isi b NESlerBdhied using OKdkfpray b$ idiRavifg @ger

| D of t he correspon i ng asset nodel. Since MAC
valugs 9f ekwesranpd 41a354MEY uni que, only one MAC | ookup

[ODt7QE| eCrinitHAd: adli 6 éshayl bt BOMRIIENMAGAE EREYdimdnb)@n IR lkdddress
le is custom zed and optim zed to_ exhi bi't | ow

is usgship A Jookumipir ANerSo HigHe §}3b%°°”Fﬁé’“éla§ velrs e adhy 8
emf@n be either a hash map or an array. [0072] FIG 7
shows an exerrEI ary data structure for a MAC address
| ookufsseldiange Logkp j | | ustrated data structure is an
[OOQEEn ﬂ@g)( %«%ﬁ:‘h Qus@@t%rbcm lggcup, e ab‘ruﬁgi* 1bla@08dses that together
ations open- addr essi ng sh maps, three
repegsenay g & 1B s@ctyessqsnaletvelus,t\ﬁn@ 1&@%116(1@0(@ lokuptipthe integer ID
A
of tK éolﬂrg%gp(éxﬂggﬁsgg&%d%&h&q Qé‘ér?sﬁ\%&g Jhﬁ? rcté)E@ e\«é@%aanngzllxycﬁk Zone,
cach abtwerk Zohdsi itapen sssgrage toofat thide. Beforaths iaekbrets perfaged, the
r [ ar
IP ¢ da(‘ldre in theshc?l{ 18 %pa%n}led%n ?ﬁ? 38 (ekg%lﬁjqrgtlﬁcer %dé‘:fc& rﬁxg gl?&?glglﬂ or
mché«tmetrIP:adwbse I ocal [ ty I'n other wor ds an
[002$f a ?}ge;j}lrlc%ﬁgénp te rggdc'utﬂc ﬁ?ﬁrgck% Whll i Iﬁé‘ﬁﬁ% %gfi?%ﬂl%gd QO%twoak
nodéahrtdiewlﬂct‘lf 1&g hajeGO7 3]16 ﬁexrat,emcmt hﬂéﬁllawmmldERyn Hbthhne

ed
ol el s o e A- U T o FRAE 8] PR DS el
oth€&Qb MRS N0 gk Getvatbiiberh Whe, nedyorkt £)des @nd dpipbssociated asset

models) are removed from a system, gaps may start to appear between IDs that are being

used. In one embodiment, the management module 330 manages gaps beiween IDs as
follows: At the time of initial load, a table of gaps (gap table 340) is created. When a new

network node is added (and thus a new asset model created), an ID is assigned. If a gap



Asset Range Lookup [0074] A key, which is used to
performa | ookup, is a pair of |P addresses that
W@ oensmss represent a range of | P addresses. ACEUS2007/082562
val ue, which is returned by a | ookup, is the integer
11) of the correspondi ng asset nodel. Since IP
addresses are unique only within a network zone, each
exig@fdnvekikstirkdDeyih@sa gdpss wad B do¢sangexist,aldaumetvaDliecreated
ef re the |l ookup is perforned, the IP address in
a”‘g EStion is examned in order to determine the IP
[0GVqIr eFhe %@nm 34088 usbY Gle maRkie niobalt 380 oastta@SHps
[ 0075 e managenment nodul e 330 tracks which I Ds have
beygemiDisasidgsabedidoYfet wor k. nodes and which | Ds have

[00’9‘7‘] Th@ca‘?@,ﬂ@gﬁé@mﬂm%@d@s ﬁ&.@ioﬁdhﬁoreﬁ[e@\(é Q@c%oﬁ& RécRA! that

requeste . be associ at ed a new
an h*é?t\»%‘i ke qatsgenyzed ) 'tﬁdfﬁrtfedeé@'f@ﬁﬂlé aromrb@eAtce}e@abﬁ impleeited 45

;K“’ F'&r%?mﬂ;ﬁ@%n Er"%@?&cﬁfﬂ%‘ Yhen NehvRn SWiRigds 2003
et be

el r assocl ated asset ar e rermve om a
Susyrsqpelmmgﬁptsmnlhyn@kardswtlgpla@gelaﬁclg@mween IDs that are

“/Agg/‘d[égréxe%@gmu @g&%&{l@l@&g @H&wsbﬁ&ﬁ@%@g(‘?ﬁﬁ%ﬁmﬁ Yk e

hiegfrchiqal. 11" maixampﬂad 20@3Seybi” és axthilgapibe cagjtazprﬁ‘%héowwhwms a
chn?(f 0%]6 cdlwore/ el{)hc?o nﬁ Wancp st%tfggm lf\nbl'ﬂ? %?(al{u?lc 3%8%05%5‘%?&%0%%5 1s

crea
gcmhﬂ:ﬁ cmlﬁ@nﬂ&isq&g 1%11%%(11182}(7@&13/%%6 2). Aebasst groucan also
b e%@i St ng qICD | Orp” Jdap.is | z( d I0 a gap does not
© GRFeer el SR é”ﬁ‘é PEPGRY 8 RPN Psed.  [0076] The
[o0F@Dp t Bb;heﬂlﬁél&tdds:mb&hdxcxbythé beegopmaglesno imtuded o33P ntodule

solF AU B0 P HBUT. GSED (D 0 UL ORI) 185/ PP gl

360 QetERAIRYNhIRS a plEEAAr netWda nodd (s34 medberBE(i c. wuhm) a
categorized in order to describe its propert|e

l’aféﬁtlfégéthﬂrY 407 eR3maleehiussiion gnight be gls 8®A%etmc@3€éﬁ§§h@ in
La%&? br §n9 d§4@@1§ieﬁt)(‘ didgady?8InRedet {oGhHKe Ehid \Reemngridnl e 'cﬁlggoﬁ')h e

ndows Server _operating system the node's
mogilg a0 ysgs ‘bF %@GW 4312388 gr oup
[oo7of | @ﬁé&‘l&%ﬂy Q5h PELRL 99@%% &9@4%@5 %ﬁéctel i %&%51%9@

3Server" Catégories can hi erarchical . For exanple
dyrapiop@eraf 63tegorigatign éiHPneé‘eé)ﬂh%t e kettachied i mwpsseBodel A TC is

basw )fﬂdllle%te@ a ﬁhé % plp(fD 4@)%%1% LAERY ¥uld M; ﬁ%&%@ﬁ cach Qtﬁgst&(ea

'eof hierarchical categories Is
catwg)gqra{qwbmd e@¢hag§gcﬁdag%(pﬁl ae). (The gistence of a link mdlcatcs that the

dcsggﬂﬁﬁ h Pgbgt ik E%%Hf%/f ak %c%éfBP&lcg&g or gc‘r)otrx]p @'l rﬁ%ﬁ% oﬂfh HPthg

e categori zed, as zone
dnqezmxmhkcczdnnecagqgow or pio@F8The limk tistwiilt ¢1f tap of the patent-child links

mateﬂ%‘é’cfy J{Fsg@dhctﬁﬁe.oﬁ% Eate BPAL hﬁésfémhlﬂ@ (?‘@ge?mécl g%‘fHch to

3 manadenent nmod u
cheégB@hetberd givpd altibl (akaethis 39Cscenfhg of agkayenmpedud (eategdGOor group).

[00%8] er ?{'%1 d%r t\fm?}t(?gi%Fy hlelgraﬁ4 (#%:gcmbg aboet work node (asset)

a partl cul ar category.
AllE@tbg,ceoeﬂﬁpéretmgaym&stl on mght be "Is this Asset a

Migggﬂ%ingcf)wst/%()%cwer. Often, knowing whether a network node is running the
2003Server operating system is less interesting than knowing whether the node is running a
Microsoft operating system in general (e.g., of any sort). If no link exists between the
“Microsofl” category and the node, a tree walk would have to be performed. For example, a

walk could start at the Microsoft category and search downward among descendants for a

16



Category or any descendent Category?" In order to nmake
this determ nation, the category nodule 310 uses the

W@ 2108952195 dat a 380. [0079] The category data 3B0I/USHME7/¢82562
transitive closure (TC) to nodel a hierarchical and
dynam c space of categorization (properties) that can
be attached to an asset nodel. A TCis basically a

mateh.[28eHAHVAS ¥ GalkColld3RRA of BARIWIRAb& @d kéaidh upRetddA@xE Sk
bet ween edach ancestor (a category or group) and each

tak@élg @@’ﬁ@(ﬁ(ﬁ{ibl? aﬁougggfémc anc]-ﬁéhq_g;ﬁtlgafl léﬁg»éayafnogp gxpgpgive than an
O( 1t) ﬂﬂkﬁ@lg@ﬁstt NBhplcaist SeREaRAARN afSRBtork §ndaa11r@§'@ﬁan@f(lfe a

ancestor category or group or a nenber of any
transitige cloyeasthsdisgdvapisgeai daing 2 $atehe it raauigs stgingidet ofThe

mfdr{n%n’ ﬁoer'éngﬁlc @ rﬁlﬂiﬂcr%ff aﬁc@ﬁoﬂﬁ:ﬁ&ﬂ&em?ﬂk’s ¢ éx?&ﬂ@ﬁlmll"y %‘ger

ready exi he presence of l'i nks
thale_tlnavaebcrO(Lla)fenéﬂﬁllddll‘émy of t ime to check whether a
enne ) cal-ti
i i T
lookupta greeds ofis SpGevehty paessmnd yeldt rmidovederences per event and 100

er at
o BB PRSI PO DOE P P o AR kPR groond
If tiafawotrictine thestdrad inuevandagy didrage 026®Bc3’em\ae1radxopmﬂ anneg(e.g.,

ste erestl than er t he

lc‘l%g‘iﬂ‘ém{né‘serdu W)g O"N/Imc‘ff f‘ef’orés |8}éeipgi Wg’% VS emSt w
prcﬁi@tﬁlﬁé ak/l oﬁcﬁsn@o}?m&fn @R Cxdatatshruct bk issordd il kneeorysinan bdtxwden

e crosoft ategory a e nqQde, a tree walk
fdslmuwdhﬁaxl}@s%ma@b%%w%mad qﬁé’rert}%ﬁﬁ‘éklv a wal k could
[008RRN t In@he EfSodh&E, AtdhsiG RS BEGeYs SAdteld Heddnty Shavdavebitmaps,

anong descendants for a 16 WD 2008/ 052135

whpeTbitsgroe 77 auS6bits, Ak @ bingiererBolepr Myue: Thipdi iyt d
bntlﬁlﬁﬁ&cxﬁﬁg nhe a%ﬂn‘ﬁf*)ﬁdﬁe@ﬁbﬁ@s 183 ParBiCBsrGRscREROE- or @foh{) €0/1 bit

takes an unpredictabl e ampunt of tine and

in aﬂw@‘@p eapresenty yhaeshonipes IHpink ‘t@;yﬁ:@h&p@gtl@tﬁgﬁssghcamggy/group and
an 4508 leBcr%Q?c' lnlﬁﬁ cfiH £QERLeT @Od dsse cz@c@hé&‘féf&p@ QL ME SR plchtially 1

ancestors an descendants (i . a transitive
mil§oro’s L) = 1 Fhléondits eltivearaediaé ar@ﬁequsﬁ:ch Beall it prsassgiatodelis
lde{;lﬁfﬂg 'b&%?lﬁ Wgéhqgan‘%nlcp& @Ee hH;HC %’B@é:h@ﬁl thEID sE¥AR L index
e nber of ancestor-descen ent 1 nks I's
imcexqagnlem ¢leduiobitmgpger than the nunber of parent-child
S r,' AW F=E =Y.

10083 o np b8 TofoudlYeatBlifhed hisb{bldiol Wity cRREFRERN 1okl 000
categpriesp e sthe probablQ thelemrtsulgersse gooagatidarsategatpis 30/ 1, O()O

- S SRR PUEDE 2O A SRR AR

diffekackaen paers)s Bmenalitmap. wifl bt ey shatse 1s bnaathedendnt aditoaed

ok S SFR BBy el B AR

req@iddn@@Rry checks will be neither fast nor predictable.
I n, one enbodi nent, the TC at ucture is sto in

L P e P e Y D

tha'e BT EREbIGE Clk %n@aﬁbd’dﬁndﬁe bftmm@k catdariek yhat z[ré)a&a}cd Inkore
one enbodi nent, the transi 1110&]’-{% osure s s

frcqﬁ}w%;c ggre«én%formrca& ﬁﬁlb &y g3 Tor cst]e%%ﬁh'ﬂa{ arcéﬂw&cd
les@fidq@adntgarddkdred in@ditpreedfolmn tThistenilts catrédndy atrategdry ehecks

This is simlar to
for a majority of checks at a small cost of additional memory requirements, thereby

increasing the average category check performance.
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bi tmap i ndexing. Here, a bitmap corresponds to a

particul ar asset category or group. AO/1 bit in a
whraosae18epr esent s whether there is a |ink bet ReEBEHS100E082562

particul ar asset category/group and an asset. |If

there are I mllion assets and 1,000 asset

categories/groups, there are potentially I mllion *
[00859 00 THd m@hdgbr &1 ridti16 3 Tf upﬂﬁt@i@@@oﬁ}/lﬂ&h 380 & rfe&ﬁshiry €der time,

Recall that an asset npdel is _identified 4?
assghipedslsican gnge prlfas rapgitiyeclogure GRSIEHYSE a*?%@r% uptiﬁ? Map

blt§1§}5 }éQﬁmﬁl%ss&U ubHHBX it idcNides hedh@BSink ity HpBARSHY Ehdble! ABP.
An asset is usually categorized in

wtaprﬁsmwwl k opeprpfogdimcnt, apditys aks applicd ippiediptely ighig relevant

l)lt%@ﬁseg%th(ﬁ%r non@arctcBﬁF@Es@@abi lity that a particular
asset is in a particular category is 30 / 1,000 3%

[0686] s ﬂfw\qglet wettodawmf adUEIeP IStCRBPISESES 1f iRnet upatesammediately.
Ins%é%ﬁ thd lspgale isi8 &r%@& K6red hl? ﬁ#da@rcﬁtd\%&'g?);ﬁg S@rhég Ta@éph n %)Rjé.mcnon
w@;mﬂwdum’em to tlae fine rlmpdp @ 8. craprskshabting périedically, sushms epge per
mxr?’lH BSx?l‘CZe ul n{ngp (Ag[:‘(ljg gﬁfcos&upé’siu%g lpln% qﬁ(res Fugc 1t‘91§I ngt%r tlgem)r i’

un¢dmpness fhabitmanp_ ¢ treepeaformi nmbmim@é«gadaddlthmpmptcmm atmap In
thi‘ oagll?ti%g éwhflktél??e%prérl E‘ﬁ%@%&ﬁ"%& Qlat qwdév hi éttﬁ{)rx% regfgé) f;itmap, the
tenﬁdoﬂﬁﬁdadma storuee (qpdas gaa 390 isrpcopdad kcﬁlehalrrhmap&ctﬁafany updates

ri.es _that are check ess ue
ex§ TEIOTEP congt bl SEish S L RERPT? ast
suppAk/SNOKOHG, kS a 1bckiup & pdHp@ict by thekoapreskdbiahapalfamambp is
cost of addl%%onal genPry requi renents, thereby
unqoRpFessed; ihig UpHRleddaEdid& Yo at egory check performance. 17
[0082] 20084 a2 Afia PO WSARY THeGRRBEMen] QBRI 3 70kdclay updating the
mana enent nodul e 370 updates category data 380 as
calpgore as@geeFibgd 49pve. asset nodel s can change, and
t he transitive cl osure data structure should be
dated. If a bitmap is conpressed, updating it
IOQ&%M ua@sabehfcféfﬁwég%iswglqdfd toa\bﬁrrw Hi§ opsrationd gwref%rfﬂé
emBEUTRERS Mot Inestl ?d finit 118 scogg'gf tﬁ%@gﬁﬁi‘? Mhe SUORJE B2 uf%ﬁlon
applied immediately to the relevant bitnmaps, whether
1s tp pe hoited m@ybyah@foagwpg elgimsd Frqnphg aove disensgieh arany variations
wx]?gpg 5%?@% g ﬂz]il@de tﬁ%ﬁﬁ@?%ﬁ%ﬂ(ﬁ%ﬁ)ﬁ&g? éntcoﬁéas&gtby the spirit
amt@nwnﬁdmnhvmemnred (in update data 390) and applied
ater in conjunction wth other updates to the sane
bitmap (e.g., via a task that runs periodically, such
as once per mnute). Since unconpressing and
conpressing a bitmap takes tine, it is faster to
unconpress the bitmap one tine, performnultiple
updat es, and then conpress the bitmap. In this
enbodi nent, when a category check is requested that
i nvol ves a conpressed bitmap, the tenporary update
storage (update data 390) is accessed to determ ne
whet her any updates exist. If the lookup fails in the
tenporary update storage (which is small and therefore
supports fast | ookups), then a | ookup is perforned on
the conpressed bitmap. If a bitmap is
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unconpressed, it is updated i mediately. [0087] The
update data 390 is used by the nmanagenent nodul e 370

wa 00desAys updating the category data 380, as BIEBUSI0DEB2562
above. [0088] The above description is included to
illustrate the operation of the preferred enbodinents
and is not neant to limt the scope of the invention.
The scope of the inventi@Gpavss to be limted only by
the followng clainms. Fromthe above di scussion, many
variations wll be apparent to one skilled in the

1. A Rﬁl:tﬁ&(:if& d@glhnﬁlﬁg'ﬂ ﬂh?idﬁdinb(@dr afzecigetonpassecrkbpdd, beénprising:
spiri and scope e ion. 18 WD 2008/ 052135
PCTHEZPEEY Dy 820‘°°€L@r9§’fi“?9£&ﬁ%i‘%ﬁmr°‘aﬁ ‘e ap ﬂ*?iﬂ]d%s'
a uni qugsshGa&t Wit @6 n@%6RGb&; €d wWith a network node,
conprising: querying an I'nt er net Protocol (1P)

addeteming| troigye irispfics pyspciated with e Rgwark nPee: adfir ess

asﬁﬁﬁb@h@gm%% .h the network .node; returning the
unique 1dentitier associated wth the network node;

and  penfing the retprendaimigre idgrsifiggorohiainaaassehmericl pisepiased with
identifier tg. o L&kﬂo&ﬁmﬂﬁset nodel associated with
the network node; and Using the returned unique
i dent i f heng thoretienadrumigneideidichierdechringehatiinr Kieaginerk rode g
menber of a cggggggyhcﬁ%(n he nmet hod of claim1,
wherei n the unique | den ier associated with the

2. Thetmetolk ohdale 1, s'herem\ﬂa:l ummugfdemifer pasoaidted with Haneiworkmede is a

thod of claim1l, wherein the

‘3W$ﬁgﬁﬂéﬁggwgﬁéﬁﬂﬁ st é%ﬁ ucture conprises a table
3. 'Ihe mttiod bN¢aimnie whereinlied P pddress JooRupdita stmcioercompnsgs ambleP
address associated with a. artb %, et rk%node ?nd
ComBPTISIE RO ORI AT SRR IR P R RS PRt YT paeu ey
nctﬂ@&\f@dekanﬁ QQﬁlqu@rldcngﬂ'ﬁr fedchad vﬂifh tid ;ﬁt’tmlﬁr nath@kebde.t he | P
dress assocj ate part.i c r _networ,k nod
2. meog ety e e e BRpep s o R pRd: ode
is a@alughﬁhgﬁﬁrh@idp &fia Gh@tine dntepdipr ei n querying the IP
dress | ookup data structure using the |P address

5. The sisthod oEel2i b hemie aHeryiRe he [hadsiess datastryeprs M A &P
ad(ﬁsp%k(;cdtéllav%ltﬁﬁmkrt\lvéﬁ %o&ch:%mbﬁ’scs adlehh@iSe ASHQRtabi8pkiset thb 1P

he network node. 6. The nethod of claim3, wherein
dmk%éﬁﬁ%ﬁﬁ%hwﬁl%ﬁ“%ﬁ@ﬁnaﬁﬁreSS|ng hash nmap. 7. The

0. fﬁ%%%g gf”clgll'rﬁ, Whghem%bqgﬂﬁé @ ah Gﬁcnta@@xlc?smushaﬁfh]a

open- addr essin map i npl enented "usi ng onI one
7. Tehemy\odsfc Tihed, m@mmdhedﬁblmsan apen-addysesingihash hep ippplemented

umﬂﬂﬁﬁﬁ&ﬁah%?kuD data structure conprises an array

8. The method of claim 1, wherein the IP address lookup data structure comprises an array
comprising one or more clements, an element stored at an index, the element comprising a
unique identifier associated with the particular network node, the index being determined
based on an IP address associated with the particular network node.

9. The method of claim 8, wherein querying the IP address lookup data structure using the IP
address associated with the network node comprises determining an index based on the IP
address associated with the network node.

10. The method of claim 1, wherein the IP address lookup data structure is configured to

automatically change from a table-based implementation to an array-based implementation.
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conprising one or nore elenents, an elenent stored at
an i ndex, the elenent conprising a unique identifier
wW@®sosdased with the particul ar network node, REEUS00E682562
bei ng determ ned based on an |IP address associ at ed
with the particular network node. 9. The nethod of
claim8, wherein querying the |IP address | ookup data
11.STthe w@thad ef ¢lsimnig whérein ikd 1P aditess dkapdaticdtatted iswdnfigarbieto
net wor k .node co ris rninLn an .ji.ndex.base
PNl K LT et BT pRS SR RERd FOdger o
12.Time vl ol 1G lwaérmn Lsingvne Fetirfed Unijut Ricatb @sdetdnaink whether
data structure is anflgured to. automatically change

the nebwgrk npde Fihemenkes ot PSRRI TORPISH to an array- based

i npih@mﬁ 24 ir@Bitive él&u\/éﬂhz QRit02 2bake MEhGDIRNO ik fifkd
.1. The nmet hod of cIa|n11 wherein the | P address

Iookup daitvaersineeriar fpdes prd dogrengeyioder: RHANCEAT BRE IERETentng 2

change. {5eBrR dedcbr¥niReed ﬂcm@rmw&k%utpm dicati
t abl e- basg%%$np gnen}atlonp : he néthog o# éFéI&F%

wher ei n thigp Aggeandant pedeis hBamPs CEIANFER 4% er t o

det cﬁfe?rﬂ%é’@ﬁhh% clostunﬁsﬁﬁ il%@@tkrn15@§ﬁqdc§d&hﬁer AR IR Ltedly;
the' cdt &gory conprises: rdentifying a transitive

cl osur eand he transitive closure i ncl udi ng one or nore

l I nxjét?lmnp eat M@o?c@a vARE l%§tt19({10d'a:9 %&h@rﬂﬁe r%?\x?‘&ﬁ Hgo%qg the ﬂ'jqﬁ’xﬁer of

ancest e represent
descenddwmamgde representlng a netmork node a link

13, alﬂlg e to&'i ngcla mh@t wﬁereu? ﬁl?c??ﬂ@ﬂt trﬁ%ﬁi% El%su?e @ﬂﬂi}ﬁg reth'neﬁn
umt]hedcmﬁurané dleuauegpng COIIﬂRtStSI detcsnmmg d/ht:ther adakegiots joc:lwca'rwl

ret.urni a B e | ue, t hat Lcat
ek s Pl the ool Ve TEiingy i B R ER POR e ghad D
dga@ﬁapdummcchamqalz wherei n querying the tranS|t|ve

¢l osure usin return d unigue identi and the
14356 By OCom SBevatar BF rErGen SR ol B peine
theRefvBED RS Kiaa et anhe m@eryasslpﬁgeat ed with the

returned unique identifier and an aﬁfestor nod

s SEETBEER YRR af*’ﬁ@“&‘ét"é’g&’r"y“‘%fﬂy ey EHBRTSBRE 2l iy of
1, wher i) a BgivAlge mbRatin@ WheREch détwdikifode GeNitibee bf the
detern1ne whet her the network node is the menber of

t he cat 6488%Y:conpri ses: identifying a bitmap

as seiyaakk mﬁag ubiR@the A@aaNiqut Rentiick; @ conprising a
plurality of its, a bit value indicating whether a

netRigFHngToRRo19as valuniatiudicatss whefer teoftelsk Jodedur (remler of
t he b'tﬁﬁQmH%rQQ the returned unique identifier; and
returni ng a Bool ean val ue that indicates mhether t he

15. 7 wothkd pbdami 14, vheseinrgyaneng bé bitmipaisipgthegepped unique identifier

comprises:
identifying a bit within the bitmap by using the returned unique identifier as an index
into the bitmap; and
returning the value of the identified bit.
16. A method for determining a unique identifier associated with a network node,
comprising:
querying a first lookup table using a domain name associated with the network node,
the first lookup table comprising one or more pairs, a pair comprising a

domain name associated with particular network node and a reference to a
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15. The nmethod of claim 1.4, wherein querying the
bi tmap using the returned uni que identifier

weowpnsnes: identifying a bit within the bit maRCHYS2007/082562
using the returned unique identifier as an index into
the bitmap; and returning the value of the identified
bit. 16. A nmethod for determ ning a unique identifier

aSSOCIa@&ﬁn&hbhmaﬂmﬁﬂwﬁﬁbnmQﬂﬂmt&ﬂ@ﬁmnhﬁmggncQﬂmﬁpr@,
a :first | ookup. tabl e usi

N h § @ BTN AR Ry S0k (B GR Bk nods and a

conpri s Iuﬂﬂu@lﬂ@t@ibr A cRite@ &ithShe part{@allaf nebWsRhb&t Ng a
donmai n. nane associ ated w.th ggrtlcular net

andlusryingsths seerud 1qokupytably GSlw mame 3§g%z§cd vaothe ngt\?/m node;
PCTARAA0AKE BRLR6EMIHE GA06 att @Rtk the hahb & noif)angecond

| ookup table conprising one or nore pairs, a pair
coﬁbfP%Wﬁ@mh‘ﬁostnane associated with the particular

net wor k  fRsife fdEn@ unttfik AR flcf RMbtatd Sras@6208d] ads6Gat¥d & it
the particul ar network node; querying the second

| ookup t abl ethesstwerkaodmaithame associated with the
network ﬂgg@me {%Jr{?ﬁ%lmug ehil} 4 H) eQHﬁné g/ﬁaﬁérftﬂeq{etwork node is

associ ate net wor and perform ng one
of using theaWQUMrnédwummque |dent|f|er to obtain an

sset del assS oG e n
17. uswﬁn u[nﬁbrograin JFroda dtafhrn(ﬁle\aﬁéﬁ]?x a F%PQ%EWP,F% cga?ed »%ﬂxda
netwhiktnbéy, tHeloempatrpoogcann pndéudt sompaisimg n‘oempubér-rmdabib egdmusu

roduct

confin SomgEnpepenogotop B BrEaE {hnehS RS S
t hequeyimguh éterpet Peoteovl (P )oddiets leuup rabRiusigg an IP address associated
comput er - [ eadabl di i nin onput er ram
codb" T oM BERIERAHEE HelP O R ar o ts P oo
queryi nga@na pdindo@ipAsihg & 101a0€reds aést)tecaddli e patitidaatvork
tabl e us n IP a drgss assog @8 'IW t he netégrk
node, cpopd ApiAwsden B P ED N S apiticu g hutiE
no fr@tumlﬁfgl thSunidhe dthfifi QE¥BEIAEd WEh AP ndtRoRGENE 85d
associated with a particul ar network node and a

unif§UemMieEeTeiofi er associated with the particul ar

net wor k ,§Rd@e 1&1@%&&@(1091&1‘19&“3'09%1 Jnd@é@t x'nlc)dc‘iE fissociated with
associated” wi th the network node; and perform ng one

of . using t Hbepebverkpedt; i que i dentifier to obtain an
asset mgel aaaRkddahRde Wcﬁtnier foliR e RS YRR dthd? ASrerwRbnode is

using the Teturned unique identifier to determ ne
whet her t he #ieensr Rf yestfgonys

18. An apparatus for determining a unique identifier associated with a network node,
comprising:

a query module configured to query an Intemet Protocol (IP) address lookup table
using an IP address associated with the network node, the IP address lookup
table comprising one or more pairs, a pair comprising an IP address associated
with a particular network node and a unique identifier associated with the
particular network node;

a return module configured to return the unique identifier associated with the network
node; and

one of’
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a menber of a category. 1.8. An apparatus for
determning a unique identifier associated with a
wWmeimsosH3node, conprising: a query nodul e confEUSA7/082562
to query an Internet Protocol (IP) address | ookup
table wusing an |IF address associated with the network
node, the | P address | ookup table conprising one or
nmor e paiaf Ssset@nddal hoduygdfifigikdddo ade thdcaddd esiguaiganidiciab ed
wth a particul ar network node gnd &Buni e idenéifier
associ at ed WD fhsset giof¢lassgrialed Witk fiE PRVREPAS A et ur n
nmodul e GQRRELFYREELIE SnfiBirkd 1 ubdiBe FlirftdQiniqEle Mehtfiee to
associ ated wWwth the nefwork node; and one of: 21 WO
2008/ 052135 SETNUSAIOPFUBIBEPOTK ApfledssBempRs @R CHEEAU o
configured to use the returned unique identifier to
obtai n an asset nodel associated with the network
node; and a category nodule configured to use the
returned unique identifier to determ ne whether the
network node is a nenber of a category. 22



