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1 Hybrid device and person based authorized domain architecture The
invention relates to a method of generating an Authorized Domain. The
invention further relates to a system for generatlng an Authorized Domain.
Further, the invention relates to a computer readable medium having
d.thereon instructions for one or more rocessmg units to
Hy DY AR 2EED S RS ot cvelopments i
content distribution technologies (i.e. the Internet and removable media)
make it much easier to exchange content than ever before. The rapid
adoption by consumers shows that such technologies really address their
needs. A side effect 10 is that they also enable easy illegal copying and
distribution of content. The content industry sees this latter development
as a threat to their business. Therefore in recent years, the amount of
content prriie¢hvendyatestaseistgromwibon ef m@margea&mawrzﬁmsemain The
s onl rot ct the content a ainst illeg Whl|e other
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need bi-directional interaction with the content provider. Some examples

are the Content Scrambling System (CSS), the protection system of DVD

ROM discs and DTCP (a protection system for IEEE 1394 connections).

20 The seRertttaddeg opyrisnkniovoontaniedistikrtid m soties | by its beotddastrnet and
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eflne as a set of ewces thatael te con cted e..
st RS A T Y b S RN ool o SR imcustry
seesIﬂnlszstﬁﬁﬁequeme)]tmﬁladhgiatrtetﬂuenktimlheﬂslo'@}emfmwmheaérﬂtereﬂrs the

deV| es t mmu icate h|s is not enough to allow devices to
amol SR AR e el SR B AR EAEE S St ypems ony

protentdnaduiresst thgafosiatiega popsery, iwhile otiexs dea/atsspmthblmgmkmer to get
e DR Y P DI IS IO PAAIEy o s
have'mmmmradakyt lmfeA tith on@ad ddosrfaine (D} ita ks ttodins (£ Epldaiocet; dsdthis type of
cont ST FlREDISKSHE, RS SO DHERDIG RIS AR R ST RBeE N Fcriona
interaction with the content provider. Some examples are the Content Scrambling System
(CSS), the protection system of DVD ROM discs and DTCP (a protection system for IEEE
1394 connections).

The second category is known under several names. In the broadcast world,
systems of this category are generally known as conditional access (CA) systems, while in
the Internet world they are generally known as Digital Rights Management (DRM) systems.

A home network can be defined as a set of devices that are interconnected
using some kind of network technology (e.g. Ethernet, IEEE 1394, BlueTooth, 802.11b,
802.11g, etc.). Although network technology allows the different devices to communicate,
this is not enough to allow devices to interoperate. To be able to do this, devices need to be
able to discover and address the functions present in the other devices in the network. Such
interoperability is provided by home networking middleware. Examples of home networking
middleware are Jini, HAVi, UPnP, AVC.
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content consumers (that want unrestricted use of the content). The basic
principle is to have a controlled network environment in which content can
be used relatively freely as long as it 5 dpes not cross the border of the
authorized domain. Typically, authorize domains are centered around
the home_environment g] efe to as tz% e networks. Of ¢

other scoBREREFALALA PHECIERE LOMAFARPIGHES A RILgor to both

servpaitaiplerdstyiobter cantint aniors (tmcv\mt’r‘pmtmtend ceuntsfyeiynehand the
with him on a@ﬁ{ and use it.in hlihotel roomto a fﬁ; or downloa
/o

CONtEYHABAANE A o I T e G SHLHP %t'iéo have a
conthifee nEvekiravigbrivenanabizklevinenscantisideéiediainel néwedylasitong as it

t of the d do Int Author d D
doesTHB 1% e A o s o YR ) oD e SRR AT
centmﬁm@wahy mthnﬁooranmteledtmﬁatt&i mrasdtmﬁenettwtmww obanse, other
scenaiOans At BN U5l Sl T e et A RhlE AR e o andror
videAthréSIGﬂifédmammtl%lﬁmmﬂdﬁeaﬂﬂfﬂﬂnﬁﬂﬂammhenwudﬁltIB\Ch@%%l room to

fe fi 467-474 Id at 12-16 tember 2002.
acceg GRS A oo STErae 1B Deearl Srin AISHoL et
homto Esmnmeugerthecmaetaplmdemmmoutsmlmmhmneoieweode\j'tcie baardf the user’s
Authorized D 20 (ADs). E f. t tR
et R P M B e R Ay ST AERTOwS Becess to
contemakmypievaxf% tetied drasieg ADNst éyg agyvethars WO 2003/09 8 93 1 by the
same applicant. Int)égzcal device 0BasedA the d mal spformgtbb

more el ction {0 the use rize YP n, etc.,
specific sef)otadewces AR e SNERt! Bnly?he speciiic AL 4 P RGeS TP L

see Sldntam maltzwvetbtvelcvésinkse, RIC.Alle K2npentant BfltHadraddmSeoure Content

There is not made an dlstlnctl f the vari S
e e S N G ey
confel e mazt wbtmateom@agpwmmmmdmua ﬂté@emantbemﬂﬁ@éd since users

are restncvedtoa articylar aq h |te(11[ set deV|ces In ﬁ) ?. eg ser .
a|ne

arious proposals.exis e onc omalns to
is not allowed to xepmset eTig hzts {H% {ne user any

somanxtentywhere he chooses. For example if a user is V|S|t|ng a friend's

house heds ghahledo Aegess (| RS BN R AR08 Domains

friend's dewce s tHese devices wou%dh/UB typIC Pe par
(ADphiticarnaplendfluitesystentf ate\BoestRighir(d hthmsimmamn UWB)IS(S@ thed

NettREF BB ROUREMBE AR BY 25T HIRES AES RYTBAT o
2003/098931 by the same applicant.

In typical device based ADs, the domain is formed by a specific set of devices
and content. Only the specific set of devices of the domain is allowed to access, use, etc. the
content of that domain. There is not made any distinction of the various users of the specific
set of devices.

A drawback of device based AD systems is that they typically do not provide
the typical flexibility that a user wants or need, since users are restricted to a particular and
limited set of devices. In this way, a user is not allowed to exercise the rights that the user has
obtained anytime and anywhere he chooses. For example, if a user is visiting a friend’s house
he is not able to access his legally purchased content on the friend’s devices as these devices
would not typically be part of the particular and limited set of devices forming the domain

comprising the user’s content.
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where the domain is based on persons instead of devices as was the case
for device based ADs. An example of such a system is e.g. described in
WO 2004/03 8 56 8 by the same appli(§nt in which content is coupled to
persons which then are grouped into a domain. 5 In a typical person
based AD access to coptent bound tg that AD is allow

) d Iy .

e s RSO KIS BB G RPsa) BeAANdBsLDomains,
wheRatgaiohaseds wasmrzégaigﬂmam?wmm@ﬁ% Qs eedgeaior gevicde based

management compared to device base Ds, H SO se
D AR Al BT S & SIS SRR 19 WS oo B G e s
applivefeitiachishwsersnfisibepl el tisiorstmy abidhomhs @)y veapéddraccegsmain.

our content. As.he does not hav erson id device for that domain it i

ot posoTBAONITA Y SR Ao BT T PeHAdA P Todg gllowed by
onlythephraifie Aeldngitg tettbe Wersaintenyldsiegalve arnphsmiddoitaiRerson based

conteniakgégsﬁ visitor. Thefiefore.the e is.a need for a E%bridé)erson and

Authotlied SOVRGALY P SR ARG AR bR RASH A ey G Pased

ADseach system. It is an object of the invention to provide a method and
corresponding system for proyiding an Authorized Domain structure. | .
based on BOEKEr RO S TERE T e L e Sl oB ighys ot
alwayswetivedianicbs yseden s byngdre Rlrtive; meititned yshoHommmayg whmrtoraccess
art. A further ohject is rovide this n,a simple, flexible and efficient . .
vou e A RS e e W U R E el .16 i for i
to adcestasomseht.dnoGuldDHHerefbyred Hidgvieasnd dititiemt Welpafigoaophegdomain could

evices ar}dgé)ersons t 3 A%el_%igl%?med. Further, a hybrid device and

enable acces gL dgmaig conrer L : :
Person bas uthorize main 1S provided. In this way, access is

enabled td lrerfotetihéters ainapdafiorhehyeddioersam doyl davses logeecbduntyaized

device.eithr br}/ vegﬂ’%iln tha% the c?ntth item and the user is linked the
domain havdn e mndiyi a(byvan dges gr edeh systent : T
same domalh or by veritying that the device and the content item is linked

to the same domain. Thereby, 30 enhanced flexibility for one or more

users when accessing content in an authorized domain is obtained while
security of the content is still maintained. This is further done in a simple,
secure anid issdiablgesiayt thelmeerdiemtoquiovizieta tmethoethod dartbgronding system

o R A P A B A
addithenaltepjecnpidgingvide a method and system solving the above-mentioned
shortcomings of prior art. A further object is to provide this in a simple, flexible and efficient
way.

These objects, among others, are achieved by a method as claimed in claims 1
and 7.

Hereby, a simple and efficient way of grouping devices and persons to an AD
is obtained. Further, a hybrid device and person based Authorized Domain is provided. In
this way, access is enabled to a content item of an authorized domain by a user operating a
device either by verifying that the content item and the user is linked the same domain or by
verifying that the device and the content item is linked to the same domain. Thereby,
enhanced flexibility for one or more users when accessing content in an authorized domain is
obtained while security of the content is still maintained. This is further done in a simple,

secure and reliable way.
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- checking if the given user is bound to the same Authorized Domain as
the given 5 content item, or - checking if the given device is bound to the
same Authorized Domain as the given ﬁontent item, and allowing access
for the given user via the given device and/or other devices to the content

item if the given user js bound to the same Authorized Domain, 10 or . .
M1t s o et S AR e e
accetd tthe gioaterniamittihe@ivenodgveieeisdpriddbdrmasanieayivearizeite being

Dogain. Advantaget%Js embodiments of the system according to the
operB KA SRS SR HES ub-claims described in detail in the

Ffollomeitigng inetienyidastimsontis 0blsdsysiensenerasiiaitizéd enediroaineaiven
of the method and have the same advantages for the same reasons.
Fuﬁ%tre,rﬁw'éemv%tion also relates to a computer readable medium having
-stosadckirgad thingiventievictors tausin ghahe anmv et vazes Sogaints the given
execu;e tpi method according to the present invention. 20 These and

othd?"! %rbé $@of the invention will be apparent from and elucidated with
referencediqdthikollisratisessfobbdigieatustroviathe tiealr devivgsario/evhutier

.Figure 1 schematically illustrates binding of persons, deyices, user rights

devigg R 03e SR A G NG R e i AT At S AN PSS
invention;ofF iglowidgebessafivcaty ¢lustrates diddingtiedrpetsens thevides) device to

th uszr ri%{ﬂs af;h% contﬁnt in an autlor]szﬁd dom int@P agp ordir.ég to an

© CORITARHER STl etnraesicn R eh R oY g Ere Yt aticaly

{llustrate the elements of a Domain Devices Certificate 30 (DDC) and of a
Domain Usgrs feriicale, UG) Fioie 42 lustiales An.oxamPlantcrs invention
(partial) data’s retire PR ntt contairier, a con enplqig% 1?@@S’gand a

are deseredghtioestibecttanil) ReSY ratmarbial nteyatid ith th ecimlibmelinge hefetinb quiiesats of
invention shown in Figure 1. 5 Figyre 4b illustrates an.exemplar rtial

systg LM e e T SRR AR Bl Yor e

samRiegan€ertificate (DRC) according to the embodiment of the present
invention sfiou) I ElGUEe s FIRATE B sehemaliealel satfeedium having
exemplary systeim comprising devices and

stored thereon instructions for causing one or more processing units to execute the method

according to the present invention.

These and other aspects of the invention will be apparent from and elucidated
with reference to the illustrative embodiments shown in the drawings, in which:

Figure 1 schematically illustrates binding of persons, devices, user rights, and
content in an authorized domain (AD) according to the present invention;

Figure 2 schematically illustrates binding of persons, devices, user rights and
content in an authorized domain (AD) according to an alternative embodiment of the present
invention;

Figure 3 schematically illustrate the elements of a Domain Devices Certificate
(DDC) and of a Domain Users Certificate (DUC);

Figure 4a illustrates an exemplary (partial) data structure of a content
container, a content right (CR) and a user right certificate (URC) according to the

embodiment of the present invention shown in Figure 1;
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5 persons forming an authorized domain (AD). Throughout the figures,
same reference numerals indicate similar or corresponding features.
Some of the features indicated in the drgwings are typically implemented
in software, and as such represent software entities, such as software

modules qr. objects, 10 Figure 1 schematically illystrates binding of
persoms, B 4D, AR PR S AR COIBHAH U A HBIS  mdh ropiesy
contaeeerdisghtentheghtg SRt dnyerbomabRiyhta e aiti s oREY doonding to the
%100) accgrr(]jinp?ﬁt\s/o?the gresent 'nventioE_Wher -a number of devices D1,
emb %"B%?tﬂ ,t.?., 'NVW FOHANS ﬁﬁgl' WY ger than 1), a number of
content it@igare b Scherhadically\ONstateere dhenp oy 8y seor danysridingridyices and
and_a number of er.songusers&:g P2, P3, ..., PN1 (where Ni is equal to
persB?ﬁJPé@QHQH it)l 05'55?1 W )according to an embodiment of the
present invientigholtadfiyices, aetsosierand aonienaldtiedisdavienbaeor
bound.to the domain (100), as will be.explained later. Also shown are one
corr P, e PP A R B 1 ity B mr A
impléarentediisecfatackydtitl apsushar pighenceslificatecsipeiedysoghdsisbftigartsrodules
iven person (or alternatively a given group of persons and/or all persons
or 0@88 d to the domain (100)) have in relation to the specific content item (or
alternatively, several or all content items in the domain (100)). For more
information on an authorized domain architecture and 25 implementation

options, the reader is referred to WO 2003/047204 by the same applicant
or WO 200800 838Hematicel Baitlesapiekdaintiddeflptisompde\spescifissllyghts and
describes an implementation jn which content and devices.are coupled to
con e R U0 CbLSoE 1 e eSS
authdasedidesain ((1()¢ aventdirpntontivelpotsadriterhitoocompiesla toupermoofsdevices D1,
2, 3ich U Ak IoKPEAnNg B domaln, A Plsase nole BRLIDIASIE: 1. o,
conténtcan‘only be accessed/used Hy means of a user operating a
C3, devitid, (wileesfidHosviqgaietxt avdaageubmes thedrdey imenhesaed petwmsystesPl, P2, P3,

. A€ GAmRliani and prbleifvines, Jhisimaans,hat adlexiceql adhere
to tertain operation: rules (3. wift not Megally output content onan
embadipnetd cifeith el ysdnhtevitenaitdtoat i cesnessdoips odrad devieatigemd have been

o RN B 58 DRI FHAORIE o BB e i
(UR®Will be URRElNned/ berbgiafpiady (usingriterdvitertetshasspoeidamdhwitienatebeight
certii@%ﬁ%ﬁ%ﬁ?ﬁﬁﬁé&?ﬁﬁgﬂi?ﬁgb’ﬁ%ﬁ rﬁ%psto%uﬁpéllternz}fﬁ&y'\%)gﬁeanﬂnﬂls of persons
and/or all persons bound to the domain (100)) have in relation to the specific content item (or
alternatively, several or all content items in the domain (100)).

For more information on an authorized domain architecture and
implementation options, the reader is referred to WO 2003/047204 by the same applicant or
WO 2003/098931 by the same applicant. The latter more specifically describes an
implementation in which content and devices are coupled to a domain. Additionally, WO
2004/038568 by the same applicant describes an implementation in which content is coupled
to persons which then are grouped into a domain.

Please note that in practice content can only be accessed/used by means of a
user operating a device. In the following text we assume that devices used in the system are
compliant and “public” devices. This means that a device will adhere to certain operation
rules (e.g. will not illegally output content on an unprotected digital interface) and that

ownership of a device is not important (public). Device compliancy management, i.e.



etc. between one user and a content right (which is required to decrypt a
piece of content). By 5 introducing this user right we now have five main
entities in our system that could work as. follows: - content (C I, C2, C3,
..., CN2): content items are preferably encrypted (there are many options,

for example with a unjque ke r.content title) and can be an erein .
companLJEHAR SR e 5 AR CE A B PR ks il be
assunigttd e drtfisedgvsma kemventeighituas) 2ded aiphlaned toesioaedtionvithere.

Figure 4a,_- content right (CR; no ;.see e.q. Figure 4a): contains .

e N HEeE, L S <N i SRRk SROE. coupting
etc. beririen (encngptemtpratestad)ripnteutidani. reboéray siefeciy flex il érofridntent). By
. . sense that content rights can be made unique.per content title or ev
TSRO0 (i GBI ELB0) B e ANEIA E AR G SHOSIR B ggid gork as
follanansferred to compliant devices. A more secure rule is to enforce that

content ri y.he only transferred.to compliant devices that ar

e T e Ny o ERE e B XD 1 B Al ihere are many

aceggivhg, tiee exaaifle aattaninigid kyypeacehtzhtttidi) useroaghis snganteatn the

rights might also be stored tggether wjth the content pn fqr example.a

optfOatee ARV s o ne S udia e dimaliely aHed iy

20 cortificatthdcaotendrdeghptonlke expladerd iphtoreddicatev (iR ELre. 4a.

URCNZ2): a.certificate or the like issued.by the .content provider that.

S e e ol T S oESA SN REl kev(s) or

certtherzeitebtd matdéetith bisenyighdscessaeitainriengyigpteadyprbiected) dbetent item.

system. Preferably,.the user right certificate also,comprises ryles (e.q.

o I R e R e AL ey coent

of aitiEesseaien weidadpacpimieftopyepvfam(RntD2oment righividhaudttscenly

that is used la erate,.record, present, display, mogli tc, a .

ol ST A Uy SR SR R R RStV By Pomtent rights

idemidfy lze usdy trgnsfeend tof o ppisonaleect sdbatificaoioerade ine aidfpraechusers
30 iz %é?sa{ﬁa‘i%’;%’a%{ﬁ‘qorﬁ'é% RRRRG S‘CQ"S’%t{r‘f spedinc géct%rpatnrg ﬁ?%/%eans of
certificates™(e.g. from the smartcard, or from Othéer devices) that prov

thathhe usserightd)oWeatdot uights roegthad sodve stdreid hagdthi eatiténe oghtent on for
could btai rom,sh rt-c here .it was sto if it w .
ot O R T it 03 B Pty since they
coropitait thevioetem deceyptovk KEByuser/person (P1, P2, P3, ..., PND): A

-US‘?IS&Q‘ quﬂtgé?ﬁf%tg?mﬁ@iome HE@NZ): a certificate or the like issued by the
content provider that authorizes a person to use a certain content right (CR)
(belonging to a certain piece of content). User rights can be in principle anywhere in
the system. Preferably, the user right certificate also comprises rules (e.g. restricted to
viewers 18 years or older, or European market only, etc.) of access to a certain
content item.

- device (D1, D2, D3, ..., DM): a device that is used to play, operate, record, present,
display, modify, etc. a content item. Additionally, a (compliant) device can also
preferably identify a user by means of a personalized identification device (e.g. such
as a smart-card, a mobile phone, a biometric sensor, etc.) and collect certificates (e.g.
from the smartcard, or from other devices) that prove that the user is allowed to use a
certain content right. This content right could be obtained from the smart-card where
it was stored (if it was stored there), or be obtained (securely transferred) from

another compliant device on a network.
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preferably by a personalized identification device (e.g. a smartcard, mobile
phone, a mobile phone containing a smartcard or other types of devices
that uniquely identifies a user) that he/spe is wearing, carrying or has
access to. A mobile phone comprising a 5 smart card or another device

having stora IS preferr d since jt a rs to c hts
R CTa RS o eSO Lheh o eV Y RS kb
de\pt:eefemaawl@;ebf pe ieiezidddeyitificinive div rutienticanandnechabidsphone, a
so that. anyone other. than the legitimate pwner cannot use the
oA RO RO A 04, et A O e PR S P L GRAE Br  wguely identifes
techosdppyarhadsioe ko owiteiige reyoap s bagaddsam inabdildipteefcomprising a
Preferap c)étﬁluthorlfp%r aewce are bound to the AD (1

LA A e HEN e NS BRE A SR BT EmibalBvs users to
(1be)rnya|gattlmateaenﬁ:@nt@mwﬁmg evatdnt risopaliieudaviesshorhmiihtification

bound.t ht tificat URC Th
ol P T LN G G D ST TF EO e P AL targna
tha{argr@*lier@thbr dmtamesl@nmategmpdmdmofmusammngftbmonmmeas\ user

ill b d h Ei
o SRR SO ARy TRELAE I GRA BoAeAnSHEH A Ebcieeols or
alsooneb limsth Witheofultiple content items. An exemplary partial data

R are SO AN CHORHER g ean e BBy gt et
Likedas@uboniead p@ﬂnﬂm&leasaaea preteralblly ammtmy o dioeyelih (A0 aviidycertificates.

fA‘ rnatively, m I|antd vice Ihd maln emenb ca abl|ltl?
Con n ifems ar fﬁ arl rem Imen bou vﬁ SO 2ans 0 %user right
an manage et B e examp ure

certltmate(mﬁmm (Dh,lQISer n@ﬂd@emfmtm@dbieﬂmseserm cmntdspatei M@{Cbhxent right
URC1 and URC?2 are led .to erson P
Cni T A R e e e D
explpigesbim GSawX igetaid i R@ﬁddmmmmﬁagmmrﬂaumdﬁmmg’rg pentsiocets) (URC) is
PN In this Wa |f|c ontent n co to a s le
ypi Gy Wik B BRI, P R ST SAHPIEAARIR SBREN e,
An eenphlinCpizti) dmlestluanule@ma carﬁeeobummirteracmmrimaprmrnentm) a URC

and g@%ﬁ% %ﬂ/cl\gfohgéﬁr%t gpec e @%@t%%[ r? lfhls ogv%ﬁ%% é)nt Sg‘{;ﬁéle

content |t@nnmmrﬂyraﬂmaled ace Ipeeteraply dssiced lsyrgy o R CaltitiréythAltenatively,
comBIARTENESTMATLtharey & singleRetsaLeRieTal sers ReSdAicaes.

opy of the' same con ent item1t woul diment be presen
once for dadhe egematastreateith &sgdiferetacoqaetanitdens GAheh makeN; is

couﬂf&f’ﬁ? Q‘E&é??ﬁﬂ}%ﬁ%m&’!@bﬁcL URC2, ..., URC N,. URCL1 and URC2 are coupled
to person P1, URC3 coupled to person P2, URC,.,, URC,.; and URC; are coupled to person
PNj, and URC4-URC,.3 are distributed among person(s) P3-PNy.;.

In this way, specific content C1 and C2 are coupled to a specific person P1,
specific content C3 coupled to a specific person P2, specific content CN,.,, CN,.; and CN,
are coupled to a specific person PN;, and specific content C4-CN,.3 are distributed among
specific person(s) P3-PN.; via their respective URC.

In this shown embodiment, a single content item is only allowed to be coupled
to a single URC (indirectly via a content right) and thereby a single person. If several users
needs a copy of the same content item it would in this embodiment be present once for each

user and treated as different content items, which make rights management simpler.
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Alternatively and just as applicable, a single content item could be coupled
to more than one person, as a CR can be linked to multiple URCs.
Persons P1, P2, ..., PN1 and Domain d%wces D1, D2, ..., DM are then
grouped |nto formlng the authorized domain (100). 5 Preferably, the

A B e BRI e o on
persareéeracu aammmkeﬂ)&ymam@emhu%e or Domain Devrces List (DDC) a
Domain U ersC ificate or_Domaip Users List (D r Righ
Cominea OB REA L LeP TRt BPE BLLEE R R Toning NS Ty
groupelyimaderiiag it catasriatithdoghaitt {Z00)be understood that 10 such
structure Iemented as lists or the like instead. The
rote e BT e AP PR SR o 5V chmpeiant and
contémit mm@tb@m&rﬁemémorfhler@lﬂ¢thstasﬂﬁefl¢setrf&)atedﬁlpl‘emrebly a
f the com |S|n entifier or
Donf R PR BT e b ok BUEAID LS Setticate or
Donstiowsess Lesp{I0e], |angrealﬂfrdatﬁlt melﬁfma[mercwser\mt@hﬂglsrﬂ(ﬂ?dfhere used.
UR refera exist for ach onten so jn the, exemplar
I g G TR AP D N e LMo e P lepsteod that
suchtbeusseres(thay the bﬁ'«’i@rmﬂiemémdde& hists (aniédikdaastenot have) within the
domain ( ac main X-AD rights for given
contont 1 P R R e ST IR P b el O
compseing.tpristshedesticeantiaiqutcine thidicls TheDerCtls2Otheaispviah uSBcrmmé part of
hat rl%hts the;?ﬂ\{lf?n user has in rglap n to e?§h cou g content |

the dRiaIN A e LR LR Bt Bl SRS ey or o
hashusergoefovbach mnt@rﬂﬁlent(i)l@draﬂmvha&mcmwmbtbmmhm dedil in

s e user.has /or not h a
connéar% odlrrr[t(}e]nt ‘e D L(’gg %rragb s%)c()'cszr[a eog %%h %%c (S% e
exempdﬁmsemfoadhnanﬂimf Iléllgutmérth@nemn M[DJ Rﬁm):aménhaimbte’dmdmﬂrﬁugt&stha user

et 15 B R A IR R R g ome
optrcﬁoahhymgctrrmesdhmmn)(bs é@anrgdaﬂs)lffarﬁbegnfmrdemtm(etgndmkeé D3he URC.
A0 8058 S SEHANPIGR of SDieRl B RN ARER{AS ged to

or chec tc (us e certl e certaln
the gmemamer:andmzﬂedrtgrmstbeghmpessoha@lrgr@iemn@aa)cﬂwemusladnemerﬁrltem.

SIS FETRRRIIRS Bl e T LA S
contampmendslleecb Dy ﬂmtwnﬂmdrmrhmmmmmhmhw&mummm(ed@r does not
haVergerson P1) is part of the DUC, that both the DDC and DUC

In a preferred embodiment, the DDC and DUC are associated with each other
by means of a Domain Identifier (Domain_ID) contained in both certificates. In this way, a
very simple way of linking the user(s) (and thereby the content item(s)) and the device(s) of a
given domain together (and thereby forming the domain) is obtained.

If a specific device (e.g. device D3) wants to access a certain piece of content
(e.g. content C1) it has to be proved or checked, etc. (using the certificates) that the certain
piece of content is coupled to a specific person (e.g. person P1) that is a member of the same
domain (100) as the specific device. This may e.g. by done by checking that an (unique)
identifier of the specific device (e.g. device D3) is part of the DDC, that an (unique) identifier
of the specific person (e.g. person P1) is part of the DUC, that both the DDC and DUC

comprises the same Domain Identifier (e.g. Domain_ID =4 or Domain_ID = 8 byte value
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comprises the same Domain Identifier (e.g. Domain_ID = 4 or Domain ID
= 8 byte value 9 (e.g. generated randomly); not shown), and that the URC
for the specific person (e.g. URCI) specifies that the specific person has
the right to access the certain piece of content (e.qg. if it is within the

T e )
specﬂl@;ﬂ@h%}@ﬁéﬁg& mmlmdﬂtmaigmatﬁa@@‘sh?maararpim dflsobenbe.g. if it
reference 1o a a domain certificate. B n

s Wi R DL I EEIE R O T S LrARE, B BFee s, ete).
Thlseﬂﬁl|bd¢lﬂ@$tt6tédﬂd@ﬂe@ttﬁ|detai l$reamaé¢t:tcﬁtdmmlstgm apllmfethetfway, the

sinc splitting the persons the a te co tent items is alsp.split,
Dorg A YA HE 0 0TI T BLREs & HEDGE(D &2 B ORIELE - 2
domdevieesficate. or more persons, and at least one content item (via a

linked tggeth the d f b ith

Corticatot b TR RGN EAMETS U B IG S b AR TS LR gvnersiip of
conteletsisréasidyaiefiteetats a@mahalﬁaniﬁeam b BdaylrlneterasqdwledbthmAD since by

ﬂ in to com rlse Zero rson /or zer deV| 515 d/or
i R B e R e e TR
linkeday pemnmmse zero content items or zero devices bound to the domain,

etc. In thi a user that hgs been verified as belon in%g!o the

Gormain aE S SEAL NS QR SchbR Sb i ey SEPL L Fasiae conten
itemc(memenmm aﬁ)hdleaddege‘étdlﬂitmthmlkiomaﬂsqﬂréfﬁlaﬁﬁymmthmm tbetficates or

ate A e G R A R AR s aante
cLEdsed may access the Specific conten usmg spe
certifieutes. IFumherequs&btemmh@doemtmmnwfm zemteatsmesrandvolnamo devices

and S R T S BRSO 6 AT oAty
accessing conten |n an whniieé SsecCurity o e COﬂt ntis st

compmese @i cgnienaiteite on atve davibesiboend, tthine doteain nedy, be bound to
the devices of. the 25 domain. instead of to th rspns .of the domain.
? ser%g%'sce,eﬁl R %e verlfle etge(? rg*n&ot&g(ga&u&sﬂomam as

Instead of a Fificate & Device
the qordeshibevm pesngsanteIded meylae:mgthte@mutfuaoer(telet/mpvaowIdb\thlen

AdcIRYBIE SAE AR BB I SxCeiion R1ARSHSS Pine same

INs ea erson e restis un-c ge |s als
domamtttsrﬁte@drttwt itstebel g evessglomayistaesedhtffpatef @ aoterdrising that specific

oeviBEERALE SRR s e I SRl SOMRTSG Seest gy co

ve an in olfowing ‘other arrangements may be use
As an alteFhistyieepenhanced flexibility for one or more users when accessing content

in an AD while security of the content is still maintaining.

In an alternative embodiment, the content may be bound to the devices of the
domain instead of to the persons of the domain. Instead of a User Right Certificate a Device
Right Certificate (DevRC) (not shown) is used. The Device Right Certificate (DevRkRC) would
then have the same content as the URC with the exception of a Device ID instead of a Person
ID. The rest is un-changed.

It is also to be understood that instead of having one list or certificate
comprising users (i.e. the DUC) and one list or certificate comprising devices (i.e. DDC)
above and in the following other arrangements may also be used. As an alternative, both
devices and users could be comprised in a single list/certificate. Further, several
lists/certificates comprising devices and/or several lists/certificates comprising users and/or

combinations thereof may be used just as well.
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devices and users could be comprised in a single list/certificate. Further,
several lists/certificates comprising devices and/or several
lists/certificates comprising users and/oi combinations thereof may be
used just as well. 10 Figure 2 schematlcally illustrates binding of persons,

devices, userr ts and co n an ayt ed domain (AD) accordin
o o oo D e R A RO el e Tt andl

contembpainaatiorizde spanis @Am)eamﬁcﬁh@wamaﬁtguawewmm@hmluof the present
xcepilgn that inste dofc I|n ft{ntl ems Cl, C2, lgNZ ith the onl
nveglipg, 'éi%”em NFBER‘/E } LT ORROMEIT Figire L with the only

excepitfn 12t ihecadniboduiging @cmtemu:dﬁ@ oihe?, domarmz(tbq&)rsaam PP, ....,PN;
more Domain.Ri RC), Preferaply, one content item is coupled to
via G3Eb SRR T RSBt K D AR St BEaypIed to the
domamtﬂmoa)enzifcmepemmedeumaumgimte\(iDR@SPrhrfdfalslfembedUnwnt iveanis coupled
to Ss a cegtain pi f co t cont nt CI) it has to ved
t0 o3t BRGRR B B 1 T e A RS ElsHain GET P
content islEaypéeifioding came. diemeeruapﬁ}) tstbmispdinibotdernics tr dbedss a
eC|f|c per erso ope the devic r of
cort RS ST ) AP AR B 4 S 60 oAt e
certlana(tem) qlnm)tiﬂéemfaen méthetpaudn daersoupled peuthekine DRGanr (tmn)aa the
Efmigu I%lder‘{é1 r of th specific person is tof th Lﬂg: Further ber of
SPeCi ey e & éfé&'?ﬁ%t RS %1%883 %Pé’ﬁ{i'&% g e'i% MEMDET 0
the doR@inh@his payt ioftthie einmalmemmbtgamhierm[b(} ctretfhm@ﬂﬁtcanrﬁpnqes) identifier
the omain Iden th RC for. the specific content
of thg SOERIEE LG eRElt bl R LA oA 05 R (18 Mo person i
part pietbe DIUIDn‘ﬁarmee ij.stould bﬂtdnedkmj\zhadttye periaid pieae lofeoseeot is hmvmaled toa

DR T A R R B R S i
given 2RAC V|a % complian SVice 0 donvainof VA erson |
I dentifiies vaitioktb &2 Ghidl [BRE thxt thegrmnércdxenaﬂrnn srpxenrfearstthatwmnlerﬁmgur[etm)domaln has

e B T e L SRR e o
licertteeoDdrnaim D \iees lBexdtrhoeetehmth@)eecmep)l&eerebysmgsemalqrnn:tent item is

id lers VA V. ar el n
oSN 0 O I SR BRI e
|Iluspaeédrrregreatmmmdam abreneletidoendb itiferefédba given device, e.g.

Dev.ID1, ig ﬁﬂé‘é"seﬁe%ﬂﬁi\%‘?lﬂ} Wy Ffé’éi%‘ﬁe?t ?%"6’&1‘% Hltg“l?%eseé%mﬂcate

The given domain'Is Specifl e value o omaln
(DDepgndeobia lmrunderﬁedﬂ?mﬁter(mﬂﬁt)ﬁéatdmmcbhd@gnmth@pvm@ertlflcate

(DD@%%‘%%%&%Q%P%C tﬁﬁ%‘%%ﬁ frb é'i‘/‘PEﬂ“B'% (2 e aedl i Mibre

GFization |ona y, one usefu
devices belonging to a given domain, i.e. being authorized devices in the domain. In a

preferred embodiment, the device identifier for a given device, e.g. Dev.ID1, is an (un-
changeable at least by users) serial or ID number, etc. The given domain is specified by the
value of the Domain ID, which e.g. may be an 8 byte random identifier.

Certificates according to the present invention (DDC, DUC, etc.) could e.g. be
implemented by the well-known SPKI authorization certificate. Additionally, one useful
option is to put a Domain_ID in a holder field of such a SPKI certificate implementing the
DDC, the DUC and/or the DRC.

The Domain Users Certificate (DUC) comprises a listing of unique identifiers
(Pers_ID1, Pers_ID2, ...) for one or more users/persons belonging to the given domain, i.e.

being authorized users in the domain. The given domain that the listed users are authorized
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30 option is to put a Domain ID in a holder field of such a SPKI certificate
implementing the DDC, the DUC and/or the DRC. The Domain Users
Certificate (DUC) comprises a listing ofﬂnique identifiers (Pers_ID1,
Pers_1D2, ...) for one or more users/persons belonging to the given

.d in, i.e. bei horized in the. in, T [ d in that
wit S B RS S A0 DO S e SR AL G g
Devl@@éTt[a)J'ﬂide'déE([dBSI)ribeDcﬁh@l}VﬁIQérﬁ@eﬂﬁmadm(lme@i):m@GmﬁﬂﬁamDevices
DC Domain Users Certificate (DUC) and_a Domain Device .
Cer AR DB TR U e U A o iR P B LSty efines
the dineeinedabinesn foormpitisinizieet it devides(@mmpesing both devices and
sers). 5 Figure 4a jllustrates an exemplar tial) data structure of a
contont A LR R TR AR S AP T Eb RS
contaiveoydicgnterthdgebRY e atuebthipresaifidaequiRC)sivoorimgRote 1.
embG A S AT GULBTH SRR T e P ot P ROHRER A (501)
whictocoptises pratectteidaddediitent Egnobtihedigoe toSéhd qeeRtiovilder cOhteruntent
10 it bedded in th t contaiper. In thi h tent
o R e Do Eh A P Bl comen
itemezigbbyideelarctia gapneny comtdaner comtisisien\h ¢hervgmgrivideat iprdi@ont_ID) is used
d in f tching Cpnt_ID. Also sh i tent right (CR) (502
o o ey B e o S e R B R g e
belo(Giof th iog @bcme_dmnad_mfddamiﬁtehiagJ€9dtt_dD15 establish a link to th(_e
oo L S R A
(Cor&nl&[b)anﬂcacemteu_t dancttyiptnmﬁeyl(itmﬁodi {@nT hiheoaterryjoiBatifieryissised to
esta P BIRK TR o e SO Rl R Gl R R A e
encrgphbomkisya ufser it lihé da)tent e it ghy Garednkat o URCY {HAR) tHdreby enable

URC comprises acontent identifier (Cont | sed.for linking a specific
scces R i oGP A B ORL o GRAALRE: T the
same&naypisssstipeombrncsgptidedtiftery(Relaal D) Wratindiyatabavbéchrpecbemes may
b ghg specific content is bound to. The person/user identifier could e.g. be
e use . :
an 1D or serial number for a given person, a name, a hash value of a 25
public keyFoftties skssvroisia geeneightaR) nigUsadBigificC afifigaee bR C) (503). The

oS G AR [ BB N T o
conteiné rprigividto arspadifietdRC. The URC also comprises a person/user identifier
(Pers_ID) that indicates which person the specific content is bound to. The person/user
identifier could e.g. be an ID or serial number for a given person, a name, a hash value of a
public key of the user or in general any unique identifier of a person.

Further, the URC comprises rights data (Rghts Dat) that define what the given
user (as identified by the Pers_ID) is allowed to do in relation with the specific content item
(contained in the content container comprising the same Cont_ID). These rights data may e.g.
specify play rights (e.g. restricted to viewers 18 years or older, or European market only,
etc.), one-generation copy rights, a validity period, not used more than three times etc.
Further, the rights data (Rghts Dat) may also define what all users are allowed to do in
relation with the specific content item (which may be the same or different than the rights of

the person identified by Pers_ID).
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(contained in the content container comprising the same Cont_ID). These

rights data may e.g. specify play rights (e.g. restricted to viewers 18 years

or older, or European market only, 30 eﬁl) one-generation copy rights, a

validity period, not used more than thregtimes etc. Further, the rights

data (Rghis Daeg also def what ser re allowed I doin

relation m/zkﬁ i é?ﬂéé/!ﬁc ESIWS %\9%@‘&%’8 g8t C&%%ﬁﬂl‘éﬁ? used
to intbismidre sigta OiRthe person |dent|f|ed by Pers_ID) 12 As an example,

the well-known SPKI authorizat tf ld.be used to jmplement
Such & U B B HOR SOF CorBRR S Tt e T B n sead

of vmpmmindmsteaﬁomﬂ\ba perganura DRAcyRIYHt T nifases thathvdould be the
t Certificate, that would be. the_5 sam the URC except
sam G e DGR EROILE 15 RS A Sh b LRaONTES ORGP e oae of
a content Toitlanetearearseof sigbhighRycntal ey seromight GghtifiCatand a user
.. (URC) accarding to thi t of.the nt inve tlonc nsider th
igh RTINS e AP GS DD LEEh s a o EBF TS G the
folloWiagcsiniplet adempliei ((Soatidipadossthe givemnannitentbieautbat the user
wants 10.tp access and t|f| (Pers ID),of the u
otaimed. T PO AR CAty B b et RSB FOhd ST user wants
to aqmesscandlthecﬂ)eckﬂmtlkﬂeatlatero(@erseIce)@fahsmse‘t aar dptaivaild pdpeson identifier
mabile ne cont |n artcard ab nsoy, etc.
may e R o LR RET oGP DLTERTA: A B (R sfueg car.
mobﬂdlmWe mblel leghbotiec@ftainiing, £vnaric ek d dr arhtbeccsentant etondaimesnother
)e 15 t hg,- l%erd if the content item and the user b?lop%to the {ﬁ me).i; £
way utheo%%ne %o%‘alneré?}%lcﬁgg WA Eh'greaounser be o'?lé)s%ad Main g>erection 0
a fileldrenby lndeelekiobtifetbenperiscontédlesiiber. (Pers_ID) is comprised in a

Domain Ul%ers Ce‘éEL i%#'%% s own ?ptthe Lire eon%@o%s) grﬁ’e ‘?Horlzed

it has been vethe e’ user |s par omaln IS aI we
Domne@hMMgmmmbem@mpmwme dameendiemhania R dokemiy i the person

idenﬁﬁ% mliher(t)hnep |ve iy grﬁent e alr%%b l? cgtseﬁ)[?% r¢ n Ei%nes 1,

mg the Content |a entitier of e con
2 and ?u))erlsten bloemd rmtbwm;aﬂneﬁeld)mamhe esatrys:pantloﬁmwﬂmﬂmm Hmelrs elmed to

acceg#gh é{ng 68 %g}:%p‘h h%&ﬁg% ISes the same content identifier. If

he conte elongs 10 the same domain and the user (given
that the u%eantd&nh@ré(eﬁawbetlﬂeathe gsed bavervéemalsifivelpags to the same

domm@r@gg%ﬁe%ﬁﬁ]&? {h%rl ?98@ {ﬁe'? an%tHh?? Eéﬁ]%?oﬁﬁg%s [ﬁx%%ochf bound

may 56 speC| ares rlcte access é conte
to theghsedinenamay.splecithacking whbtiser there exist a URC bound to the domain that

comprises the same content identifier. If so, then the content item belongs to the same
domain and the user (given that the user and/or the device that is used have been verified)
therefore has the right to access it. Further, the rights data (Rghts Dat) of the URC may also
specify a restricted access to the content item. The rights data may specify rules, rights,
conditions for the person identified with Pers_ID and/or rules, rights, conditions in general.
For example, it could specify that that every user in the domain has play rights while the user
linked via Pers_ID in addition has exclusive first generation copy rights.

Usually, the user will obtain access to the content item using a specific device.
If the user is not part of the domain or no valid user ID can be obtained (e.g. because it is a
friend accessing the content), then it has to be checked whether the specific device that the
user is using to access the content item is part of the same domain as the content item in order

to allow the user to access the content item, since he is not (or it can not be established that



10

15

20

25

30

conditions for the person identified with Pers_ID and/or rules, rights,
conditions in general. For example, it could specify that that every user in
the domain has play rights while the us 5 linked via Pers_ID in addition
has exclusive first generation copy rights. 30 Usually, the user will obtain

. access to the content item using a specific_device, If the yser is ngt part .
ne i B Ao AU 05 A o 5 2 DB DRI e pomain_ID
of tmia@?eqﬁémmmﬁnmw)msmbhﬁm@ mmn?]w.@ﬂiMm@mh the is us;ed to
specific_device that.the user.is.u cess the.content jtem; is, part of. .
dete e OO BB AT ASTh G EOTIEHE AP G5 SIOuleha: A< fpagsing the
saméleopeaitenDite chisutdnga ishead T toraprizet hoestabligirabctbedclc bevice that
is) part of the same domain as the content item. This is done by gbtainin
the G5B TS SAA 2 e B P B Pl SRS e min o the
specific eiddaaheaithtlussruaad 4l adetensiny ma)amsathddpeuifis detitiicataccess the
DC) (shown in Figures 1, 2 and 3) comprising the same Domain ID and
specgireg rulr%dﬁ @l%&?»’??%@%%@%%‘%ﬁme specific device that 5 the
user is tryiigde thee tepsafsalivatinnéecdsteothid toatBrid Geoortherises and the
.Dev. ID for the cific device then the user (and all gther. users) may use.
devige may-alipatively b5 doac it saties aider Toniis Ao RL Ao R Aleg i
paratteiad asiit) a Thesim txeatsteps of validating access to the content item,
the user apg the , device may.alternatively be done in another order than .
e ome ST LES e e T A ben o et A T B Bl e comain
as thaftenieritathbe ére wbtiiecdtbantire ideetifietheulevitel s aarthofcimeesamght (CR) of
domain_as the.content, then the obtained cqontent,identifier is used to
the Sp e M e S A R e RV Bt R i ket hes o

be usedtadetoypbthadretiveyptyp tomraphite ke tintichathd @ob e ntsemh tai ribe aypptiseng the

encrSEY RIS ACRISH IS (Burierdhe Gantent copiaipgr.comprising the 15
crypted content’item is also located using the content identifier. Finally,

the key inRimalbgriterkayghtthe usatbnd migitrigadéck toatrrppitdw cohient item which

. now.accessible, e.g. far,rendering,. copying on.a ical disk, editing, etc.

s SRR B AT Ty e SR Bl S e

the aogiteribeferensandismlie tiethgptiehicenddhacoetss] wilerbblp@dynitiegdritethie device
item ne tr i Ho er, this requir ecial S.

or S R PN O BN 0 OO st

special hegtsutiee Np ettt pcdtat tbatcartienipitecedsrisgdluztsdite dathaigtie b fossible

< khe.arrows linking t t_ID of the various structures. In this way, if a
to Iéaﬁ ?ﬁe u E’iﬁ%&gﬁ%ﬂ%ﬂp

sSpecific u as been verified as belonging to the same
This process is illustrated in Figure 4a by the arrows linking the Cont_ID of

the various structures.

In this way, if a specific user that has been verified as belonging to the same
domain as the content item being accessed then there is, as mentioned, no need for checking
whether the device he is using also belongs to the same domain. Further, the validated user
may access the specific content item using all devices. Likewise, if a specific device has been
verified as belonging to the same domain, then all users may access the specific content item
using that specific device and there is no need to verify the user.

Therefore, enhanced flexibility for one or more users when accessing content
in an AD is obtained while security of the content is still maintaining.

Figure 4b illustrates an exemplary (partial) data structure of a content
container, a content right (CR) and a Domain Rights Certificate (DRC) according to the

embodiment of the present invention shown in Figure 2. In this embodiment, content items



10

15

20

25

30

25 domain as the content item being accessed then there is, as
mentioned, no need for checking whether the device he is using also
belongs to the same domain. Further, tﬁ validated user may access the
specific content item using all devices. ?Lewise, if a specific device has

been verified as. belonging to the same domaijn, then all users ma )
are bR #1E AR ATSRGEM MLy 955t LA ALNG AP R, Sonun is
conteeesbitaueifipti1e anes FMikherginreCrRN(BIXenat extbikpofels o ehelontostown and
users when accessgi_? c.on‘gnt in an AD is obtained while security of the

exp'étﬂ‘? RPN HME]] F'@ﬂ?edﬁb illustrates an exemplary (partial) data
structure pliateoRi®WndeatBioRkiA RiyHBTCediNiceR b4t iaiomprises a content
.. Rights Certjficate ccording to the embodiment of the present .
den O AR Ay IR0 T SRR T AR CoRL o Lpath
specif@tDRE e dERGEIsviscanPRSsandb Nl iddeseifse(viD ed ROD)fttae indicates
.domain. Shown is.a content container (501) and a content right (CR
Wi A RS G TS SR G T2 G5 AL AT HeS R e one
in the/iDofigiurb etacdsuCHrefishe D X dvarta iDBighits (SersiizatiCatd)Dust) explained
. _comprises. ntent 5 jden ig'er (Cont_ID) used for linking a specific
Incq émt‘évfﬂ"?gw@%%??f’é t) with a specific DRC. The DRC also
comprisesarthemdin DiRCtHOM | Domainedx)dhatdati¢Ritts Wty thdodedime what a or
the specific .content is bound.to. The domain .identifier caorresponds to, th
morg e SR SR B L RS R R R Dl  ne
contérertitairefROIEH rési plpihe danme ComelDiprhate Rgusekmth, @mespE&dld the rights
cata AR BRGSO compsss s data, (Rahts Dat) that define what

more (&&r&'3re WIRICE L A I HEIfHEh With the specific content item
(contained anililnstraeriteniseaftaicertectopnisingrilzecoatard Ggintafid a dbm@saen rights

.?%hts data orr?s%ondt the ri ptsf ata of the URC explained 'ﬂ )
certifreaté accordin 1S en)l odiment o1 the Qﬁesen invention on§| ert e following
connection wi Iguré 4a. To illustraté Thé use of a content container, a

simpteetanplg it estchindaTaess 0g et s pddfoedefioze ¢oseccontingitenttiy a user.
embodiment of e PraSeRfDYERIPSPRSIYEL HNFoUoMIRGI SRS the user wants
example illustrating access on a specific device 10 a contentitem by a

to aasses, thh@acatadeidfieif{@e(C D) dDhéonsdreagilvine domiantidemtifileafEroenain_ID)

N R (e T

identifeeohiaired iitieacbastdrsidoerdfie camtk thieperso Rrigorcémtiier doayatreidentifier

o AT R SR S S5l

is bound td.istokecked kithéf abeterdntemtdtenthandeshieelosey thdlen@ameh&uthorized
Don‘?ﬁn\@l)lé%l%mé)%%gner a user belongs to a domain is done by checking if the person
identifier (Pers_ID) is comprised in a Domain Users Certificate (DUC) (as shown in Figures
1, 2 and 3) having the specific domain identifier. If so, then it has been verified that the user
is part of the domain and is allowed to access content also being a part of the same domain.

Then it is checked whether the given content item also belongs to the same

domain, by checking if the content identifier of the content item is bound to the same domain,
i.e. by checking whether there exist a DRC bound to the domain that comprises the same
content identifier. If so, then the content item belongs to the same domain and the user (given
that the user and/or the device that is used have been verified) therefore has the right to
access it. Further, the rights data (Rghts Dat) of the DRC may also specify a restricted access

to the content item, as described in connection with Figure 4a.
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Domain. Checking whether a user belongs to a domain is done by

checking if the person identifier (Pers_ID) is comprised in a Domain

Users Certificate (DUC) (as shown in Fﬁures 251, 2 and 3) having the

specific domain identifier. If so, then it has been verified that the user |s

part of th aln and is allowed to access content alsg bein art o

the same U U RHaR 1] CHLRATHR I I LA eSB REPR RaRecids device.
If th@@k@'ﬁ%ﬁ@tmtiﬁrﬂ% domﬁmobmbmﬂm@nflmemr?mﬁmm&eg cn‘ettaﬁse itis a

content jtem is bound to the main checking whether.the
rierg RGN SOREFLD il A 9 o A QLA T ebe) i i e the
useribariiiig to lhaesiiae dbetanritemt mjatrmmg&metherﬁamnasdhmmaﬂdtm in order

seré iven that the user and/or the device that is used have bee

to allgifans 153 Ik

JRREIR A E A0S COTHEM 6 M SIENR TE(AHEF '&F@?.Bﬁ&ectat%b"smd that he
is) Pﬂﬂgjﬂﬂ@ﬁbf@fﬂb\@%ﬂ?mw @ine Bpeb@mwgﬂta%am_essomnbom that the

content item LE cribed i |n nnectl nW|t ure a. 15 (,b {.ﬁh i
cOntE A PR P LS - oI O C I e LR BaReRF e ifcat
(DDa3gslisvntip&itofehe, damai) oomprvahq tmee:ralﬁ)a@mnbemmmebbmmng if the

ecause itis a fri %o e55| cont Lgﬁhen it has to b checked h
DD HATIRRERE CRbiid 1o e BT AUk bR 3e ST e faoess the
contéenitésnp & thaf [ttt}z(’saonmdeeeauma\s time foorttie shéeificidevide tHztatad losert(end all
user to access the content jtem, since he js not (of.it can
othe R e SR RS S i i L B A ) g
of thdtel@nana)in ID of the DRC that the content was bound to. This Domaln ID
is used t ter ine % V|ces Cert{fi(i ’é h dth
Figures 1, es e prlsmgt 'WAE DR 3 eckr(te u ! the

devn&)@yaﬂmnmoea/mewiom foratiethepecifec tthawdmtmet deecubed mttyargg ettso in

HSP ? ess th 10 content item. If the DDC comprises a Dev. ID for the
parallel’a oac alnﬁ en
specific’ device the user (and all other users) may use the specific

device to Attteesshambsplemémfmnjwmttttanmmltbmmrmmam tbé theatice is part of the

daomain). e%ﬁ three s'telps of valldatlg% ces% the cont nt |temhtb
same omal t[ e content item 1S accessed as described in connecti hgeure 43, i.e.
and the' device may alternatively one in another order

obtaonegdeemlntmhangheagﬁdalsoryptmg ﬁwaﬁatwlt letst to a certain extent After
t has beegerfied dhat iR ysen Hei6aR N ARG RYIBRUBRIHREALINE 1D of

same domajs pthen e content item | AcCEsSE describ
the \tmimms(smmclmels Figure 4a, i.e. obtaining the content right and decrypting

e T M T R SR e o
persihsstoana rmwwmxﬂmolazwbg*emm(&@@r&hwde&mﬁwmﬁd(ml) that enables
communication between a number of devices e.g. in a household. Devices in the example is a
television set (504), a digital video system (503), a music set (502) and a portable device
(507) that is in wireless communication with the network (101) via a wireless access point
(506). Further shown is a user/person (505).

In one exemplary scenario, an Authorized Domain (100) has the television set
(504), the digital video (503), the music set (502) and the user (505) bound to it in addition to
a number of content items (not shown) (bound according to Fig.1 via persons/users or via
devices or bound according to Fig. 1 via Domain Rights Certificate).

In this scenario, the user wants to access a given content item on the portable
device (507). He may be located the same place as the devices or at another place (e.g. in a
hotel room). For a user to obtain access to the content item according to the invention, it has

to be checked that the person (505) belongs to the domain (100) since the portable device
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persons forming an authorized domain (AD). Shown is network (101) that
enables communication between a number of devices e.g. in a
household. Devices in the example is aléelevision set (504), a digital
video system (503), a music set (502) and a portable device 25 (507) that

is jn wireless.communication with the network (101) via a wireless access
(5075 g ] s TR PR U B BT s B card
readsr:,ey.@rriﬂatla@dm&m( éiﬁiedi&qﬁ@m ({Loigh h@érgﬂ?]@yeiamé@mr@%uséli@@)tdhﬁe network
iqital video (503), t usic set (502) and the user (50 ound to jtin
101y o TR B SR R AEa A ol R PsoaMs ReLRie device 07
(othérgideVitansrbomsinsaisedrtigre3 OTthe isasi o theawhdokederdirgcithEdbinlcuimection
0, the user wants to acc

Wi R R R/ AL GO AIL TG Y FETHAY SelndBaiat dgessed it
same plag¢e @nther devinpagrsatamishen plateiiec Domaho{@b0)day) teaelevision
sot (R SRR Tt (55 ot e O Bl BBy ) boum to
it in auidia dheoniahisedef/cemtiht (hs) (doeshoamn)Thisunthycberdipgeadlyig.1 via
iquely identifying th t.card der, e.q, in.the..
L e e R
user (50%).iJ retidrsesnarightcdd the toahteAutter dsdeBsuaed 100)aohetbg. may be a
rtable device (tSO7 therwise .it r&la be trF\nsmitﬁg thereg.The us

neigfRgp o isad I 'ci“@s)éPf 'd ¥5°CORReEloE With R Q4505 A YL Foent tem
on thealidetible déviee (S@T).then the content item may be accessed it. In

another exemplary scenario, an Authprized, Domain (100).has the . L.

e lovision L o B it oA U dryaption.
has fodytathieclevitbat(B@ 4)dotabledldey i dei(cad) ks onigs dorthentbenaihqA0 ) rsintentise person
(50 n(%e%hn%\{vn) (bound according to Fig. | via persons/users or via devices or

ound according to Fig. 1 via Domain Rights Certificate). The 10 user

(505) is inTimisrsep bariomolby obewdk oyt e yibidaize diEvoca 450 L D@ tido the

sam¢ § r%f‘#a%‘?h% c%%'l%ﬁpﬂtrer%rafs”g&%r\ﬁ')%ﬁ'ri]rg'cl?}%@é%i(?ﬁw iedle 4 OF 2 After

wants to access a given content Iitem on the portable device 3) ora

validasentofdbeain\ace dhsrtohtheootantite iienayabe aiadiesye iieheveertiamihe pagable

q eviE% %%?Eecked that the portable device (507) belongs to the domain (100)
since the person 15 (505) does not. This may be done by checking if the

portable dewvitedai), isnyoafmiaacthegsapiaced ediveas phecthetensitalimatbe

o S B A A e o
elemeotsatylstegevitder(8@n)those listed in a claim. The word "a" or "an" preceding an
element does not exclude the presence of a plurality of such elements.

The invention can be implemented by means of hardware comprising several
distinct elements, and by means of a suitably programmed computer. In the device claim
enumerating several means, several of these means can be embodied by one and the same
item of hardware. The mere fact that certain measures are recited in mutually different
dependent claims does not indicate that a combination of these measures cannot be used to

advantage.
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20 In the claims, any reference signs placed between parentheses shall
not be constructed as limiting the claim. The word "comprising” does not
exclude the presence of elements or sﬁ)s other than those listed in a
claim. The word "a" or "an" preceding an element does not exclude the
resence of a plurality of such elements. The invention can be
CL % mented by means of hardware comprising several 25 distinct
elements, and by means of a suitably programmed computer. In the
device claim enumerating several means, several of these means can be
embodied by one and the same item of hardware. The mere fact that
certain measures are recited in mutually different dependent claims does
not indicate that a combination of these measures cannot be used to
advantage. 17 CLAIMS: 1. A method of generating an Authorized
1. Domain, thenegibtbof eenpsisinoathaugieriscal Deeigiotlitg: andthd@itomprising the
identifier uniquely identifying the Authorized Domain (100), - binding at
S®P3st one user and at least one device to the Authorized Domain identified
5 bsetbetidgmndomigieritifietitisr obiginilygidengiéyiacptirglasiogiedi©ianain (100),

o A B A B B Bt Pt
thabyheammnaimd_dmiﬁevh‘ye dimtinarg ologanew_lrati e @iuyh@tizeo_t Deniiddate _

B S A S e BB e
Righeditififartet st ensaiel/ idsehdrepiitd G iriticitue tlentéiesnththedatécd both are

iterél and a user b&und t8 B‘lgz AutR@@fd Domain, and/or 15 b) binding

said CoAteNt | e'?‘ﬁJ oozgﬁewcenﬁlla ‘rﬁﬂgate, where said Device Right

Certificate identifies the content item and a device bound to the

Auhorized aman, sndios ckbinding saidcontam dem (g, Remaln Right.
Cer |ﬁca&%, Whate saiaoBomalnnﬂzlght SICHt identtie e con enpﬂem
andddreifertbgrized Domain, 20 thereby obtaining a number of devices

BRI b sl e e R N
charadferiifichin itiextttfiesrtiethootéattitem and a user bound to the Authorized Domain,
and/or
b) binding said content item to a Device Right Certificate, where said Device Right
Certificate identifies the content item and a device bound to the Authorized
Domain, and/or
c) binding said content item to a Domain Right Certificate, where said Domain Right
Certificate identifies the content item and the Authorized Domain,
thereby obtaining a number of devices and a number of users that is authorized to access a

content item bound to said Authorized Domain (100).

2. A method according to claim 1, characterized in that the method further
comprises the step of controlling access to a given content item bound to the Authorized
Domain (100) by a given device being operated by a given user, the step comprising:
- checking if the given user is bound to the same Authorized Domain (100) as the given
content item, or
- checking if the given device is bound to the same Authorized Domain (100) as the

given content item,
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comprises the step of controlling access to a given content item bound to
the Authorized 25 Domain (100) by a given device being operated by a
given user, the step comprising: - chec igg if the given user is bound to
the same Authorized Domain (100) as the given content item, or -

e e B RS I R AR S e

devib&stovigetbenginencdevicheajidénrugtngs bavheas thebengoniginbiiesd btmeain (100),
given user is bound to the same Authorized Domain (100), ot allowin .
O oats oPUAUGHIER LTk GMED et e IOt AP AR i iecp g device o

the comnéanitéeni' ithihgi géviere diewipepig tsfrthef dacsAmachutioDaatin ¢noain
(100). 5 3. A method according to claim 2, characterized in that the step of
controlling access of a given content item further comprises checking that
the User Right Certificate for the given content item specifies that the

given user, has the right to access.the given content 10 itegq and onl .
3. llowing AABELY) HEHUBH G AU S AT ot Safl Ceap el
accebsisf a giositiventestiterh. fArthetlomhméssy dirgKing itian the ChwereRightz@ekiificate for

that the single list or 15 certificate.comprises the domain identifjer, a
the QR RO R EE ) oo LU G o it G Ro gy comtent
itemame delyjcdloviAgrnetbssd@tieogiling contkmnitdmadhahaatasezsaddistépadfttiéecking has
a OUtssr rRi htt Certificate or the Device Right Certificate or the Domain Right

PORYEilE ‘comprises rights data 20 representing which rights exists in

relation to the at least one content item bound to the User Right

Certificate or the Device Right Certificate or the Domain Right Certificate.

6. A method according to claim 1, characterized in that every content item

4. is encrypfedethddizaterdimgtentlaghtlischaractttz ehohticatrttendingln lestdrto
certfARCEISIARS 20 Gestficat or (A Device Right Geriieate onie 4 PomAy o
g it TS e, and 1hat the" Cortent rlaH?o a given cor)1<tenp/item
uniqoenuengésraiordeactptionelagyice. decrypting the given content item. 30 7.
A system for generating an Authorized Domain (AD), the system
comprising: - means for obtaining a domain identifier uniquely identifying
5. the AuthoAzedtbohaatordir@dp claisahsciarditedinepan astiendses&igindCattificate

or thlg %Sév?&%SNé%eFﬂﬁ'%Sté*b‘F%% iﬁ%gnglﬂ'ﬁ%ﬂt Certificate comprises rights data
representing which rights exists in relation to the at least one content item bound to the User

Right Certificate or the Device Right Certificate or the Domain Right Certificate.

6. A method according to claim 1, characterized in that every content item is
encrypted and that a content right is bound to each content item and to a User Right
Certificate or to a Device Right Certificate or to a Domain Right Certificate, and that the
content right of a given content item comprises an decryption key for decrypting the given

content item.

7. A system for generating an Authorized Domain (AD), the system comprising:

- means for obtaining a domain identifier uniquely identifying the Authorized Domain
(100),

- means for binding at least one user and at least one device to the Authorized Domain

identified by the domain identifier by obtaining or generating a single list or



10

15

20

25

30

identified by the domain identifier by obtaining or generating a single list or

19 certificate comprising the domain identifier, a unique identifier for at

least one user and a unique identifier f9 at least one device thereby

defining that the user and the device both are bound to the Authorized
least one content.ite

D 10 d s for bindin

R e BRI GTe A JHERENPE ot g one user

cdomm?a lﬁlﬁ:;qd@ |dé~dﬁﬁéﬂ‘@fﬁt¢ﬂ§tfm&tdev\ib§tﬁe$a@9h d&fﬁflﬁbggét ertidigated the

identifies the content it nd tot orized Domain,
O Al SO A R e e oo aai

-DemeenEir@hbumauE@&tii%@lﬁ%ﬁﬁtmﬁmmmwﬁnm Doewioa demifidd by

to the Authoriz [%d”\t,ﬁ nb in, and/or o binding a content item to a Domain
Rl H{* 8%Wﬁ|8d &r&%aid Domain Right Certificate identifies the

conternd |teumdmg oot dsret BUvaiRiditeCelfichtainingra saitmbsr Gight

devices a r ot sers that |s thorlz dto a cess ent

o of oot AR JBe e Fo0b R A R i e S orzea

characterlDemmrtI‘aItdﬁme system further compnses means for controlling

access to a en conten m bo d to the ain

ool i et A D8R R Gt e WheEad Bevice Right

adapted ZR@ificatbéddntifies tgaleonmnlsm)auma tevive baomel futioAzeitbrized

Domain ( as the |ven content item, or - check if the given device is
Behdh.and

bound to t Morized Domain (100) as the given content item,
25 anato lahnjvmgaeccxemmefurltém m\aebomemmgime@mfmaieywbewsum Dteain

devices t ‘ﬁtcc?”‘t f %S'EE}% ren.us eﬁt‘? é’n‘%””%\ T rlzed Pomain,
Authorlz omaln o allow acc ss ort e given us rand
thereithebtaseirs)\dan tinebgnafrieldcesatal theuropde ot iisers ifhdtdsgiveémodeadde excess a

contgﬁ'trtltgf th(FSsa AL m&uAhuthor %d ﬁ%mﬁacﬁom. 309.A system accordlng.to
claim characterlz it that the s for controlling access of a given

content item is further adapted to further check that the User Right
o e e R A B e
comgiises ceatsrfbiteomtro thegcasessdwasyeeiotontent item bound to the Authorlzed
Domain (100) by a given device being operated by a given user, where the means is adapted
to:
- check if the given user is bound to the same Authorized Domain (100) as the given
content item, or
- check if the given device is bound to the same Authorized Domain (100) as the given
content item,
and to allow access for the given user via the given device and/or other
devices to the content item if the given user is bound to the same Authorized Domain (100),
or to allow access for the given user and/or other users via the given device to

the content item if the given device is part of the same Authorized Domain (100).

9. A system according to claim 8, characterized in that the means for controlling
access of a given content item is further adapted to further check that the User Right
Certificate for the given content item specifies that the given user has the right to access the
given content item and only allowing access to the given content item in the case said step of

checking has a positive result.
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checking has a positive result. 20 10. A system according to claim7,
characterized in that the single list or certificate comprises the domain
identifier, a unique identifier for exactly ope user and a unique identifier
for exactly one device. 5 it. A system according to claim 7, characterized
in that the User Right Certificate, the Device Right Certificate or the
Domain Right Certificate comprises rights data representing which rights

10. exists in rplayistartoathe r@ingastoimzochienictie medannihtarib sitdgetisRighertificate
Certificate or the Device Right Certi icalﬁ or the Domain I}i{ght Certificate.

CompSES M SOmAI I9ERBIRR G 18 [9HmICPNERST JRIErPEIM P RRAPELEN BYNEHE

identiéier Brerecyigtedeaididiat a content right is bound to each content item
and to a User Right Certificate or a Device Right Certificate or a Domain
Right Certificate, and that the content right of a given content item

11. comprisepaysleoryptmrdikgydeiaiecTyphinadizei givdn wantealUudd Reght Cartificate,
computer readable medium having stored thereon instructions for

the QR IEr G T B IGHE Bl e TP R G et R MRRB AR ARy to

represeyitinpveiictarightd exstsAa relation to the at least one content item bound to the User

Right Certificate or the Device Right Certificate or the Domain Right Certificate.

12. A system according to claim 7, characterized in that every content item is
encrypted and that a content right is bound to each content item and to a User Right
Certificate or a Device Right Certificate or a Domain Right Certificate, and that the content
right of a given content item comprises an decryption key for decrypting the given content

item.

13. A computer readable medium having stored thereon instructions for causing
one or more processing units to execute the method according to any one of claims 1 — 6.





