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1 METHOD AND APPARATUS FOR PROCESSI NG DI G TALLY
SI GNED MESSAGES TO DETERM NE ADDRESS M SMATCHES
[ 0001] A portion of the disclosure of this patent
docunent contains nateri al WBi ch is subject to

copyright protection. The copyright owner has no

t E -[9 Pitxpﬁg%,({ IFL”)‘AS re roglluctl on by an%/onemgf
1 RMINE ADDRESSMISMATCHES: patent file

ords, but ot herw se reserves all copyright
Chb%ﬁg V\hatAs‘%%TO P@@’@@]OSEFﬁb@fdhmﬁf@ﬂtafocumHeni congaihé otaterial

retielt & GeRRE &) dopyhight J}%te%ﬁeﬁe?ﬁé %8%39% lahg g&;ﬁ%ﬁ% ﬁ ?tagctaon to

qhe tronic mail nessages)
@ fagsyiecrenrasychen by gnycanei @i tbe gatet demasarltieacmwmd

;
ilt):sdf%%lg%a% [—% é@{%&ﬁlqngﬂﬁa g’%}[’érfg %zﬁd T(rgcﬁgryarm@g@ ggte\ég{je 55 records,

hethgryige epraddedallginygghtomghtovhatsoendrer  of  known
otocols to facilitate secure nmessage comruni cati on.
Eéﬁo%ecur eEnbpdingsinés ®fﬁhenmmt|@h|réfa@g@msanqné the processing of

(e reli e b

ana ot s eniireh Mes PO Brooblesetitrubiial iy
BIRFesHine gf Higifally signiscomeasdyes! receiléery by nfsér%Sif coebUlify devices
(éD I chobifs &@JMITI cate information that provides 15

henti cation“and aut hori zati on. Dat a encoded using a
oogpt e Kk t . / air can on .
E{a O\ggcode?lﬁgfonr@c R{?g\(%orrﬁ?gﬁ?%nsgﬁ%s 45 edgp SWf'éffe“Pﬂ%e‘}l”S'“g
P pf a ﬁH@PbQ’a@%r@WeWCu@ tngacal:tptﬁxkeo@r%@%s@égeaccﬁﬁm\ﬁﬁkﬁtfon

i . usin
N DRuR s B PR IR etsioneC BERE oirdoctt foumrame.
Sligh @améhcaarw pm\cat@eotryphmykm tel’mb\ﬂ%@ﬁozﬁﬁgeﬁ?%ﬂﬂ/ %gé‘irﬁegrsty
ion, such as, Pretty
EFU 8 TERREAE A0 RITHERY SRl b e
Fuhenticatipn and @Gﬁoba&tﬁnh syastta@mis:o@é% OsiHy |a:cpiriéf§ta?¥é@: dffa e
e rovi de confidentialli

RIPUBAE Lo AL ¥8 B 4R prge il cirespvimapmiiie ey of the
fedly sndisiath eam:otilag uf?g@pmlcq@y% m@%@@ﬁﬁp%@tkey galr Cﬁ/fé only

ere manner as conpared to
B EREE el Ghire Heinoui sl kot e ravoSther known
s‘tamiamé. amﬁpa@toc(o&@mla\s ®d elmbi@{fé\d &ﬁaf;ﬂfat@é@é'{% ‘?r)essa%e

AR, Bt o S (ReEAge: samminibGbusch
astQqrahdrGis, faﬂdxepﬁ;ﬂbmebamsy@f@rﬁﬁla‘f‘sﬁtggénbf% and private

nown as_a " PGP

eg\(?@;f) é &93['50@(?4{?“% C@ﬁfg@d’éél'tmga@f@gﬁﬁya%@hdw ptitsgnticity of
pdbf@ﬂ kealsl usediig Brdedcosir@neEap messages are validated in a different

manner as compared to S/IMIME systems. Constructs similar to that of a

“certificate” (as used in S/MIME for example) containing a public key and
information on the key holder may be provided in secure message communication
standards and protocols. One example of such a construct is known as a ‘PGP
key” in PGP-based systems.

[0004] An encoded message may be encrypted, digitally signed ("signed”),

or both. Consider a signed message that is received by a user at a computing
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30 or both. Consider a signed nessage that is received
by a user at a conputing 2 device (e.g. a nmobile
device). The message will typically conprise one
digital signature generated using the signer's

private key, although sone prétocols may permt

mul tiple, individual portions of a nessage to be
ayirede ampenebimdavios) eThponessegs mn‘tymcalas&agmsarcme digital

Sgnate denetEP AR5 1 IRYoREITLL R R B tohhe rotficnts mey
marmntsmmméssnmvndyaammm af a mesmgajﬂogjetﬁd;n@d gwatew Ruitiple

t ' ' ! [ t k t
SRR el B A B i e
tshgnatureegifitie/usdr foseesicgned pdaﬁcﬂ(ey/’éhawm|sU§Cé%%§(mg@)écode a

d
eI AR G GRETRE Yt raiomar SRy TEcke o (e iapr wil
Diegiidd Wor @fhertBatdBESidH®R anHVRKAhe rtBFIABERS é:éhé@‘t!lé%‘é' A

rity may be still be conprom sed. For exanple,
BPﬁ&a‘f@J REY, BFOX Q%aﬁw%@mpmﬁ%%@ceyéa MessaPgn a

user rec ives t and a public
cconﬁ% i akats g o gdégagfe%%@ (Hseyef diabaieaaiures.
thege bad, rdivgnat, Ws@andéstlﬁwmﬁ@ﬁﬂﬁty RYEEE 28 Hé compromised. For
verifjcatioon of the digital g{gature woul d suggest

PRATPIER PrIKRIE e PARN A w@aa&rﬁ@y S58Gto Sigha messagehdé user
TS 386 88y d) ind PR licagd d%c&r‘hﬁﬁﬁ'ﬁﬁ’é Hﬁ; rH@ié\@a?%rsucce?sfuliy

g(gjose t hat unbeknownst to” the user,
gefesdhe Aglaksignrivg igithamassaomt ﬁw@e@é%%verﬁ“tcab@n ohige digital

E@nabf’@w@@tﬂ%@g@gt thQ@tth?r%@i@iQ@alassf He‘E!ﬁH% 'nfés%%%é rlantdh(ﬁat t}t)e

header of nmessage. In
B spage vas B@'l megigied fmtr émmrf Ft*@f-a@vetrwnpeéﬁtheﬂ|ueaeknownst to

FRNIRF, thafrivab %?@s&@ % @ﬁé&@@@e%@&l %QRH@% BQ%SU ot belong to

i dentified sendef is not
eresrgheidhe Heessage agddertidiedd) therheader bitbacnesspget jn this

éf&ﬁﬁle' the RisEY h%?qi)e%g% BOLW irPLRGesat RE lgﬁr’étgﬁg%%agger had

nessages received at a conputing devi ce,
vongrt Ngimessage evendpeudlt theriderifiet sgndeniesshgefact, the individual

WRHBIghaY gﬁ%e‘;r identifying at |east a sender
addren ?}ge} E ssage, at | east one portlon of

[@oosed datlr?oné‘beHS@IéH 5%{?0{5 'tﬂé}%tlé‘hgw?cfédcao&% rrr@(%sts

each portion o [% | 'eas ne Ssa
Y@ri mesragegdresivghiphg cammpuling davite, e ﬁmls@hg@npnslng the

SEPRLAIRLaNARP r Ny A

t hgé?l r stel e §Zﬁ%s\§gé ?Fa oéeé Elr;aoe{ PJB”E %\ ?% Saender

Fsisires<olier tte mss&y«wd adkmat ommpebrmpmohggaed Hemst digisl signature

ch.,of th

BRI TR R PR B o SomPR LR pph AT s Pl g o

%@s@gre de@pmimhg)whem_al firs3ietsugyel depatatdef RGeS within a portion

o%%P & n%stsglgre] saepgpartér or(]as%fot %}) Qaerdwﬂﬂrt} g’portion of
g 't h g

sngned data performing at least one pre-determined action for each of the digital

signatures in the message that appears after the first message separator; and if

the first message separator appears within a portion of signed data, verifying that

the sender address matches the address associated with a key used to generate

the one digital signature that appears after the first message separator and that
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t he sender address matches the address associated with

a key used to generate the one digital signature that
appears after the first message separator and that 3
corresponds to the portion of signed data within which

the first nessage separator &ppears, and perfornng

at | east one pre-determ ned action for each of the
ofHEspoddgic the poitpnatf sigeedidatd WihineesagetfingtmeRREa S parator

f J eparataqr. 5 Brief.
ARers, ¥id de Bl RO8 FECRlDShimiRer acfastior ench of the other
(hdita stamatlireg indhe emdsedjertnit appéart hete SRt REEM&Rdge separator.
nmet hods described herein, and to show nore clearly how
they may be carried into effect, reference will be
made, by way of exanple, to the acconpanying draw ngs
i ripf@rofGhe Drawimgd! ock di agram of a nobile

i
h-5e i n xampl e inplenentatjon; FIG 2 is a

APIO® i 2o e BPR et 8 PhAEepstann Gopsnmniand

ofethbds dedrirbed hdssin, ctdab shb mdre dRday Fbvl ﬁe%nbdi%carried into

dir Qf .2 n ge of a wireless network; FI Is a

bl og@?ﬁ]ﬁa‘l’éﬁr‘ﬁ'r 7 a9Paby WgY ChrYIRRAL 1 e agoeBraméye teawings

imwbich: exanpl e 15 configuration; FIG 5 is a block

diagramillustrating conponents of an exanple of an

otk bivek slagesm bf Eotiid deQiceln 8h6 cR4ABR! iBDIRfentation:
nessages; FIG 7A is a flowhart illustrating steps In

&lGe? sorblotk piageas st agosingneehtiocRGuBBEI&ERSnipdneREf the mobile

SQRQQBFF@H'F'G 7B is a flowhart illustrating steps
I'n a met hod'of processing signed nessages in another

' , Fl 7C i fl hart illustrati
E R Pl PR G Bt B8 migeRgbtorescages 1
BB APRCHBBEE 1t rr v Btis™ f a frstanton n one exampi

exHigpraiona user receiving a signed nessage at a
conmputing device may be led to believe, in error, that
e Ssisrdeectadiagentiuétraithg contgimeheasien @hnighe onBs sagRiad
,lg@gsgdegned t he nmessage even when this is

FIGS. 6A to 6E are examples of messages;

FIG. 7A is a flowchart illustrating steps in a method of processing signed
messages in one embodiment;

FIG. 7B is a flowchart illustrating steps in a method of processing signed
messages in another embodiment; and

FIG. 7C is a flowchart illustrating steps in a method of processing signed
messages in another embodiment.

Description of Preferred Embodiments

[0008] As illustrated in the above example, a user receiving a sighed

message at a computing device may be led to believe, in error, that the sender
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not true, despite the successful decoding of a digital
signature in the nessage. [0009] To address this
probl em a conputing device adapted to verify address
mat ches for a signed nessage nmay be enpl oyed. In
particular, the 5 device may be adapted to verify that

tlgie ﬁ‘ddr.e?s e.g. e-manil address) associated wth a
KEgniTEedn *@é‘éﬁ?&'&f gedngsspge hadgiignsd the gressage even whes this is
t gt takdEesste tAS §9@dé§ﬁ1¢d¥\65d}1é &ea §[ﬁﬂ£%gg&%%urb%me Eegsgage

in the header of the nessage. ress m sna

i [podef ect eQLo(dddﬁessttH@?)@ @991; 5%6%@9 Hé?\hcé@&%g%d Ff; !?egﬂy

t he user be noti d o he a ess m s
v%@r%ﬁfs faatﬁﬁ% fh @ danest mepsagsssaybe eopitiyel dy edrticalat, hbe

Ltﬁe@icefrﬁéy B& @HQﬂ)t%d tc?‘%? dhaghy adc?r)éﬁg geog & ﬁwaﬂ%;i%g%g?gssomated

messag wherei n add SS m sha
déteg Keyusethie asserate argiven digitaletinahen matbiesssthgrerat a

not, be.the s
TREGAGA (Al PETRhAG AL T el Bt i3 0Eg 4 an
[adid1ess mismatahgd datﬁ@tmi tsoﬂnesaedd@ge@s mygngatca?] Rhen the user
| eney at e t he sane
PR bPhBURriR aod e IR OKR R HEY & ShEEud phg o MeSsage
@mﬁﬁmddatha)msqmW@t@mpienﬁga}re@glyl:w p@@éﬁ?hg s:g?@d mess?ges
[ n_a _nu rent portions o
“E‘%fé‘fa%é%ng@ﬁsng g eﬁrgo"%.”ﬁyetlﬁa efg %yser TP rgred when
thensigseiyd mys&a@:ath(az DonniuigJI Ithlemg@f) lehaglrioabe $Htug§ag§ég li®fvidual as the
| a i ndi vidual's private ke
8%%?%1?&%% P% & T'e558€ei ved by a uger for each %o of
igit ur es averlflcatlonthat th
aR01. Y L As o8I ABLE Nondh BR5H s ot le clgsie
Rleyammwer@eat?d airy{ede Bﬁlgtermﬁﬁ&aqtdy;lee%éf@jw %ug mher@cgd }:@sf
t he sender, identified in the header o
ﬁﬁgsﬁﬂ%%@‘m@‘ iFagan %@??‘%iﬁ%@ow &i9T ienpmalee AN dqighu@may
sibe aahortesro mrﬁemad)odmnsc:ﬁ the{ @&ﬂé}ne@@ aémg U 2L BEP key.
[%ﬁggs e¥ c%ptaln Ltiple dl%ﬁ; gnat ur es,
[ierafas a figbsese gy enatanshiniag l@fgnpﬁge%aﬁaeraqu@ that

diyicuays pxb\tate P k@e Nehahale h’(&%ﬁgé\?fsgggag&g ??gr%éer for each

F
éfgg%%@ £ 9?:‘? Bistes Ve@&‘%‘&@dh@fég% agegsampsociated with the
1dd[gldua| s p‘mm@PmFesej Wﬁﬁh@én@}éﬂ@d tHEG S 5vE 8 afurd m:%}

e c osed user i ncorporates the ol
ga‘i? 02 r@%seiﬂd&ﬁ “ﬁ'f’%‘am ‘Bﬁ ﬁ@ﬁd%r&futh%mﬁﬁme pan be
[Edrfdrfmedllrﬂhh ahpleh@RBitehest th@a%&\}esm@ﬁtrﬁ?%rd deiddEW

message i ncorporating the ol der nessage may be, for

[08#4MIp] €,  PoWeRLY SBRRSABEr mbbalges tdieldigain SRl
t he sender. of the ol der msssagge oér%ﬁa o'rvva gﬂg%@zﬁaﬁ’
sighatures, but in contrast to the above example the same private key may not

have generated these other messages.

[0012] For instance, while some devices that are adapted to process
encoded messages will strip digital signatures from an older message before a
new message composed by a user that incorporates the older message is
transmitted, other devices will not strip digital signatures in this manner. A new
message incorporating the older message may be, for example, a reply message

that is being sent back to the sender of the older message, or a forwarded
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message that is being sent to sonme other recipient. In
this regard, it will be wunderstood that nbst known
systens allow the user to incorporate text of the
"original nmessage" (i.e. the older nessage) as text in
the newreply or forward nes®age. If a device is not
ada ted %o strip digital signatures froman older 5
atisheing hyaagier rewpipol do itig redaed of wilibe
n@‘&aﬁe@ﬂ@od $hdt s Rh&\ﬂ/ﬁg teﬁn@ %%W]RQ uder'ls ?r?c%%?orgt%%ﬁ Fhe

a_conversation thread
i REPPRbMEFEage; iy rﬁ'ﬁﬁéﬁld@t m@smga—;\lasse)gmathermw reply or forward

PAbSRHdeal i ¥ dg\ﬁB@Fesgﬁ %thB ﬁ § cgagaqts[%g% ny Slder

m ght "be contain
donpiAderRpiere mey Mpawln’corpoemtlrfgythaddzree&&s@ag@h&ﬁansﬂrﬁ)tted

talnln one digital
dREELNER SR RROnEIN § LBt En Rler dis STy more
dm@v@aams,a gnebear efsdlgr&'y shaaeres,i giterated ?érﬁeﬂmeg' L%ﬁfg different
orwar ded text

r text fg[hﬁgg %ﬁ%dedmgﬁrg?a%ga\ﬂgch has been

| th f
0P 2 @@%ﬁpaf’ﬁoq’ﬁﬁﬂ Uittt Sl haihes
mC@Vema; E@geag& baritaidingi dre! or&h@@&ltgw siR%tuESs, MGhaAN e
e recei ved nessage

ted.,b sender of t
gﬁg‘?‘%g’%@gé’%ﬁ “%F'gﬁét ldﬂa?@n%'f%f& GrIOBTA BT T
mages tf{aﬂ%ﬁd sugﬁecu he eNpbMATJEEXE 6 REBHAESad B@én replied
IOV =el ed nessa contai njng one or nore digit

ST gnat urFes’ SSagners ‘H%Rf@or Fhingeheraesaosyfor ﬁ@mg@nd@fad
efer Hehafre(tseomgdmﬁf&ﬁ@@g@lgnétﬂﬁe H‘&ﬁe@&é%a‘i dﬁg{?taYQE;hcfat)Are may

each of the 2 ital signatures
aﬁﬁ%vﬁsbefé‘s%eaeé%*sg bwf‘%%s? L@gyﬂwwiﬁe@ sivspageli thendigital
BigBpRECE bﬂ@n&ﬂe@ﬁﬁim&éﬁd@rﬁma?ge address of the sender
identified in the header of he recei ved nessage, it

[Q014] kel vy If Mtcoﬁpdtiﬂgﬁbvﬁé%sgﬁ%ﬁ%t@h‘? PELB B Whbds AR
%? %ﬁt edd and th ed u.? be notified of each address
PPN HVBOE i9¥a| SigrAbues PHetdn baxe baen aerrrates! by the
serstaniot the recdet @ ﬁieﬁ%@a@é/ ihdttioN @ReApthth VariRadr %alR of the
?ﬁ@ cker has ot mal j ciously attenpted to i npersonate

s‘SéWéweS{ G aﬁéée%seaéépﬁlaf@gi wih Hedieusehieh sersrated the
@Ep@d&tﬁre&)@f&t%&ﬂat@h@@ﬁw‘é@ﬁim&%ﬁtﬁé @én@er(?@é}ﬁ‘ﬁéﬁ H fh%rheader of

'inhread or otherw se prope ¥1 I ncor por at es dat a
PdRedve Veﬁﬁ%g%éﬁ%*ﬁeb‘rg;aha leest encaddress mlrﬁemisiamu bhey
@dtettbe, &QNPELIRE rr%@r‘ﬁecﬁottﬂ[egg}@bc#ﬁ@&@b%rﬁat@@sgo\n%%gr in

Egreln relate generally to an appar at

$hOEEaNcaS w1 addrepe Mikmateh =s>ﬁetad@:i@e«sn s ghtacthire raotys

AUGRABE 96 KR rAaIRRRIS)] MlorforelIRS AN IBN. B Ll zed.
particularly for ssages pr oper?y i hcorporate
{gg?ﬁ]age gg%ﬁg@ﬁ‘&lﬁ%) Bf‘%’dr@é‘s ﬁﬁé}ﬁgﬁﬁ PPEL SN\ Ble Q?nessage

contains a conversatlon thread or othemfise properly incorporates data not signed

by the sender may interfere with the usability of the computing device.

[0016] Embodiments described herein relate generally to an apparatus and
methods in which the number of address mismatch errors reported to a user for a
message may be minimized, particularly for messages that properly incorporate

message portions signed by someone other than the sender, as may be the case
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6 when the nessage contains a conversation thread.
This can enhance the wusability of a conputing device,
and may be particularly advantageous when the
conputing device is a nobile device. [0017] In one
broad aspect, there is providfd a nethod of processing
5 signed nessages received at a conputing device, the
neberhHedBagagsiorgtaingea C@m\@psat@h th!re@delT‘tnlsrrgaraen‘fmsag‘m

e
e 2 B P A PN p BB when the
§¥§W@dm§éhawe$5amgHMaMesmgnature corresponding to
each portion of signed data, and at | east one nessage
JOp%Flat or : Injenebisiadiasgedihtehes ofitled b mmaeragéprocessmg

rt
SRR ARR T M Al (oo dee R haB bl RE e kine
#teor ofi taveding & npseaycdatraprising émﬁd@gdaﬁuﬂnﬁgﬁt le@BLa sender

t ' [ h. of th
AR BLE e Aleid oreiafid ptiet e digialsignafure
rmysamchr@armobrgormﬂoﬁ dignddngath] %rﬁfj attm age rﬁ@a@,f agat or
ne ata, verifyin

RRBRRG Bl isbesd it minest esssalar Bogeard witin a portion

@sgssgoeatdada withdrfidt KRYsaGesbiRaBenesDh&t dbpehh&itRiRnG pomon of

g It?ta % ture Pat argé)ears after the first nessage

IR elR PRI RA L 15t o s BRRCTB e @Ot oF ACkb P! e digital

snwa&de@lﬁtttae\médsage Wt e@PpbAe drier e ﬁ@ﬁﬁ@g@ag%%%ﬁét&r and if
rformng at | east one pre-determ ned

ﬁg“to f"SLmPB? %Waa?m'f PG heFhing gertian oksighned dates venifying that

tHesareRs aG@re%B ﬂ’(at@fé@ﬁﬂé 2d8fds8laskhGatehiiiith IRSP to, generate

ﬁ} arat or I n anot her broad aspect, there i's

dgita] s 8 “aﬁ* FPeREsEtadhliss mgnsaDaesnsaales and that
b@@@éﬁbﬁds ad tHd FEHIRYbE ﬁ@?&?&ét‘é%th‘mqﬁﬁﬁh thd RSt ﬁ{esgggégeparator

one J) determ ned ac digit signatu
F‘Pr%‘% f%p?i@a?%"foéﬂ@ratt‘mﬁtfqnﬁﬁf eetsaied asétparfqtaﬂch of the other

GIOTAIdiGrRRuRY R &R MEssRf (hACAH-Ars Adtnd ARy

address- mat ches the daddress 'associ ated w t ﬁﬁé&gﬁée Separator.

[0pad]t 0 ganenater b%d%@b&ﬁkheﬁ'b H&hy g%d a[rqgﬂﬂ%h df 'E)rcigoessmg

anot her broad aspect, there is provi
PPBR %Sﬁ@gewcgw@ﬁ@aaﬁewag@@dew@fe.me@tthaat:mgufonmgre-

aeeifiRed MIBELTHR atJ?@ta%zgln@R@é tf%ﬂt%ﬁ Lars Agt ﬁ{e”ﬂirgfrgss?eigee

action for a digital signature t appears a
FrE?R%%fOﬁé%@a@@S @@aawaﬁ yerientipniteatdhe penddrpddessiraatche the

SRS a U RSSWIR LIRS SEBZO ggﬁél%%sthe%@%‘? bﬁk%ré"' th a

key used to generate’t

©ORAT essi NG anb@b} B#o%@tdsggctofme‘?‘e #bsﬁhwgégta 8%‘1"@ (ﬁr}%ssmg

device of an address m sen er a
dgead messagasdRctived atil FempUting devies. ethangintihe helekstone pre-

8GR 2BFNPIR bGP sBh U@t WEPAEH Fer the first message

separator comprises: verifying that the sender address matches the address
associated with a key used to generate the digital signature; and suppressing
notification of a user of the computing device of an address mismatch if the
sender address does not match the address associated with the key used to
generate the digital signature.
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7 [0020] In another broad aspect, there is provided a
nmet hod of processing signed nessages received at a
computi ng device, wherein the at | east one pre-
determned action for a digital signature that appears

after the first nessage sepa?ator conpri ses:
determ ning a portion-specific address associated with

tIR828 port fbﬁ‘ﬂ%ﬁeréir@@ﬂedsﬂm dhere isvpraddede nabitigid @l processing

t t hat , t
;dtln@t%?oﬁhé%p | C ag%ﬁgscs? rﬁa‘{*'ﬁﬁé’%"&cﬁewﬁaﬂﬂ%ﬁ@ atleast one pre-
Mmrrmde@pmmfw 4 tigitileyonas@e that appeasy st the @rsthitistde

[ ng a user of he conputi ng

SR iy 08 R0 AT s v e

addicess sipes datt tormﬁlcﬂﬂtﬂdkﬁgmi digPsure %&ﬁ@%c%c%dvé\‘lrgshg that the
rate the digital signature. 1

d
PRBooheRE Gabibst Tlitomts e soetesharepenie pitbrden taod o
gebdrats i it eigRhng:; aBdIRAE/ NS $88ESF tﬁ@%@@@@ﬁngﬂ&e\ﬁca of an

VRS RISpaEH 1 e aiPpsecbimercs doee natmiaig) tn address

adlshotsted With ke RELYSRS FHRBARS thd SRR ati®, t he
message appearing between the nesSage Separator that

Ifﬂ.’nHtl] cl OSﬁlaMOWz@EBRﬁﬁ%SbB@t BRI iORoQed! @@og%tf%rc;o%ssmg

ch the di nature 15 corresponds an
E'SP?‘? HWSS?WEFG'V?@ aﬁ%Pﬂ@PUM%%\/I@%p’éwemtth@ getermining of a

Nf@dh-@ﬁdmﬁc pedees coh ﬁéé%‘:&&l%ﬂcﬂlgg mﬁ'a@ﬁ?ééss'fﬁﬁéﬁ%us sender
ived at a conputl ng devi ce,
Sy iymessage %@ﬁr'%bQW&ﬁmthe nma%@emﬁp:mtmsnost

axﬁar@ptdo@geétﬁwmncﬁr%fs?grpéoeé(étati wWHRORE oﬁgneﬁkl %ﬂ‘e' n

t he massag eari ng between the nessage sep
¢ RSPRDSE] and B?éPS?W'QO precedes the portion of signed

@ﬂg to V\,hl ch the di 8I tal signature corresponds and
por t iIHANCARGPTPEE psBgstnere isdrdredadnetsed bbptocessing

AGHHERSS s Qe strBeoiRIEN @é@na@lﬁ@d@éw@esm'% ?ﬁjea t‘aﬂnﬁwgﬁ ofa

narre éOOZ hese and ot her “aspect's an res
RPAHPNsBIee %%iﬂrﬂﬁﬁ%”wqels eﬁ@@é@@rﬁ&m@ihm preeiatiesender from

tdﬂtlﬁlﬂhe PRL e gp%dagggﬁbtv%%ﬁetgghe s aﬁs %%gﬁr%ftor tEgt mast closely

stenms and net hods desc erence
gr cefardhe Pertiget sisned datsbiol whide theceigital sigrtadrewayresponds and

tﬁé’t"ﬂ'ﬁ#ﬂbr@ %‘hh‘?@tne@nﬁ 'f‘F Wil dy a%é/f&?cﬁg taqaatd%res%qu@gt \Ingt?s

cap abilities aVI e cap conmmunt

S@NW ‘i‘)ﬁ@é\at%\fﬁﬂmﬂ@r"%\y@t ems. A nDbl |l e device may al so
include the capability for voice comrunications.
[#Hndi ng Taesa #id ethacesnastd ang faatwes dédaripuseerBiodimbitsenil

bg%s@ﬁbedfndF@é!teP@etraﬁfb%fd'm?d to as a data messagi ng
device, a er, a cellular telephone with

k] mss@@a‘n@%n%%%ht‘stdf B s tIhE ShE3RethSb 508k bed herein

make reference to a mobile device. A mobile device is a two-way communication
device with advanced data communication capabilities having the capability to
communicate with other computer systems. A mobile device may also include the
capability for voice communications. Depending on the functionality provided by a
mobile device, it may be referred to as a data messaging device, a two-way
pager, a cellular telephone with data messaging capabilities, a wireless Internet

appliance, or a data communication device (with or without telephony
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appl i ance, or a data conmunication device (wth or
W t hout tel ephony 8 capabilities). A nobile device
communi cates with other devices through a network of
transcei ver stations. [0025] To aid the reader in
under st anding the structure off a nobile device and
how it communi cates with other devices, reference is
ragebilites @snolilesdeviceocghmBnich@B26ih Radedavioeg thiough at 0
ﬂé@wm%cﬁ%eh%&ﬁ&x@%ﬁﬁg m of a nobile device in one

t

exanple i I's shown generally as 100.

d f , )
{Yﬁgﬁé&gn . f\é?‘? | rﬁ%tp'g %@%@@gﬁ%ﬁﬁ‘?@%mgﬁsﬁﬁ%@é oan,%g 8 device
MINdrhopr ib cemsTINICHOR: \witnbihet etibes, ovferatch OpRHat: PTEO! 1

Pé devi ce 100. 10 Conmuni cation functions,
i nclddi'hg data and voi ce conmuni cati ons, are

r med i cation subsystem 104.
@mﬁm cat %%P@E’o g@& ioﬁbo&‘é’l‘% M pk & 4aefile devig in one
amk‘nsendmiam@ﬁa@ﬂ's:stshoarnvgdn@hﬂ@%snﬁio\/\@\ndﬂylla%wcbnl ootddnSprises
enent,at ile device 100,

%ﬁ%mrﬁrﬁonqr 85??%0%}5%3}@? gﬂgIraigrgg FempeRant nggdmpfpprocessor 102.

a/h@"opdmessbrwwftoht‘rals(ﬂﬁ@ labraByspbritoh &F r¥phé L8vide 100.
nuni, c 3 & and, General Packet Radi o Services
go ”'%? Rddrdiens. “Pﬁ'éld@sma@ﬁsd\xpif:@w@g@ﬂmaﬁ@m are

peotnvgl thethiglecorittlumitatich §1H29
iﬁ%\ndards vvlgidl be gu’p&ér seded g%gﬂ%%ﬁaﬁg%ﬁﬁﬁ%ﬁﬁ%%g%%system

EP S ERSISPERRERD andEeRtds mATEagsp Ve a sl ivheork 200. In
Fed @mmﬂhﬁl@?ﬂéh%ﬁloﬁ%f%&ﬁle(m)wo mun%‘agﬁg stem

bei ng defi ned, it is be | eve ey

t
B Is Gau@Ri Pasoreinese 1ish St GiebahersiomKotntls our
deseddriediohessl aar@r@ehéray‘fbéélﬁqe@h%gﬁb@er%@g§[élblggfs@’ldards

fgersons skilled in the art t I nven
@W@HPOS wyelesayebyailsis gsad whtldwide and drislsxpadied that these

SlaNehrapad bé‘s&é@séa’édié\?ent 1%’5( % éma%%gd 'da%gg,gmﬁmmem

communi cati on tem
(B} plekant Q“k‘s’ﬁ@abmoh'tbﬁ! delgicpienuneativas Servide @HUERC YNGRF)
0]
SRS 2rp PR OB b AR R b prtes o
thetwévk hebededl desarihed berdimravel iswiiragso tmsapraitﬂretooﬁ by persons
ni..c

R o MR atn SRS ol Qe SRS WiRars
that alf@uﬂ@weton@d i ﬁ“@l fetwe né&hewvilelessdiok icatmetbting Tchmﬂmbﬂd:a&lon

ess net wor
exak‘%? at | 6n E?%rﬁ%%%f' NGy MeE® d%@ g{édbq her
Rmﬂwrwdﬂﬁémmﬂ@s rogperatingoadeerdisg ecdefihed prdtbéolsepédited for
(§§M/(§}§Ré %rﬁrﬂunicat:ons With newer network protocols, these channels are
capable of supporting both circuit switched voice communications and packet

switched data communications.

{0027] Although the wireless network associated with mobile device 100 is
a GSM/GPRS wireless network in one example implementation of mobile device
100, other wireless networks may also be associated with mobile device 100 in
variant implementations. Different types of wireless networks that may be

employed include, for example, data-centric wireless networks, voice-centric
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variant inplenentations. Different types of wreless
networks that may be enployed include, for exanple,
data-centric w rel ess networks, voice-centric 9

wi rel ess networks, and dual - node networks that can
support both voice and data cbmmunications over the

%ﬂ%;é% tca base stations. Conbi ned dual - node
net Wor ke cHidKerdilid d-merde nedworks thatedntsapp@dbieth voice and data

Do umicaliibhé M)
Gﬁwl\%lm Sanet V\gﬁrgh%\giﬁérrgﬁ? Toned & 2 S(ge\‘/t'e;;i éﬁ@%‘ ({#\%I@node
t AFPErigeRede; A arsapt (etasiokGote mlmtarmb KBS (CDMA) or

SC R A Fber ncRxaikR! ic wWor ks | ncI ude
t he I\/bbute?(Tl\/la'IEEgol|G§'\/K(fle;{3 mquﬁg&t %”lﬁé’? Refidguture

"egakerationndBeaetorls Ed@rEW@Eczmddmthl Shdd ad@ﬁéwéﬂés of

|¢m113 lyeatl Ofy PCS) networks
l&ﬁtrﬁﬁ{ \%'% m Vi s:écr)\ﬁq?f\}l‘ff(t i g% io %W&@@Wﬁbﬁ/@atﬂf\cw
S@?iﬁggtw?ﬁ [5%28%1 esWfardpnotessantid2a glgﬁgo rk§ for\%ﬂ@l‘étf%rsonal
s a Random Access
Vl\gbbrmry %ahk/rt?@?%)tgﬁ%b(%ﬁ %F?Pﬁ?) SMypRG I iye PiMision Multiple
Apeess aAFYMAnpystémat put (1/ O subsystem 112, seri al
port 114, keyboard 116, speaker 118, m crophone 120,

4Re28)- angéd!@omtiJU%mg DR olideransg wﬁgh l*éa@ﬂiéi@ﬁé(i' &J%§¥)%%s such

il e device
[ag%fzglra?n s MEaRy BAHE e dles MRTPHHES. displasdd0,
fpwg;rygumy%ﬁmumwnggwndmz ds:regéil %tﬁmm Q(%y% WBCs%C?aker
148C &R onus1ezgp¥%?, nc‘g) Wp@t&qsd@zr@daﬁb@r dewces 124,
o{mgt]l ons as enterl n t ext nmessage for
Er ansni ssi oﬁM%\%r neL\b\%?tﬁmgdg magilg d&éVPéé’gm@ﬁpﬁént
fematinnadionseeteddanationa) wheke fotmafr stigsfstdrhStnay provide

20 m cropr gé)ssor

ft d
TRSuBht BBl RGNS By oy aF drectunicietiar §1G aodkasboard
H%mayrtameﬁ fodB&h cohineimitapnabl@s LG sY 35’6[% 8s entering a
g%egﬁ%&p% %géa v or stlwm | ar storage
Chot o8 ik ORiAVPERSHRT BRO.and dﬁl\’lqe F&plpr%eﬁ:fuatt@ns

&th?QtaSt & ealopletaaior fagk 1181 SO éfrlatfﬁg%%tfeincsogt@%égg%erdaw ly

RGBSR 302 X P2 wotih & AuBheabS RO iDE B memory
’[Q&D%]cﬁ\ﬂxlay bethaui i b3 8GelmonRERInBRAHSHELY S Simyiar sioragg

L.over net wor Kk er r

t
FAMH B e; TWP6 Skt o it eppracitoies thaoeratig

shetm, ifietded e
intg Scﬁpggr e bl\(l)h%&:lsnéczﬁ 3 t@%@éﬁgﬂf% t%’i“‘c?‘""a‘r”y loaded
hfq'eVe §luesueh rHEAM A8 | e deV| ce 100 requires a

@#}QCI‘I beM?Lg tity Module or "SIM card 126 to be

030, ¢ eq WP‘? AP@ Ffayceentamd receive communication signals
over network 200 after required network registration or activation procedures have
been completed. Network access is associated with a subscriber or user of a
mobile device 100. To identify a subscriber, mobile device 100 requires a
Subscriber {dentity Module or “SIM” card 126 to be inserted in a SIM interface 128
in order to communicate with a network. SIM 126 is one type of a conventional
“smart card” used to identify a subscriber of mobile device 100 and to personalize
the mobile device 100, among other things. Without SIM 126, mobile device 100
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30 in order to comunicate with a network. SIM 126 is

one type of a conventional "smart card" used to

identify a subscriber of nobile device 100 and to
personal i ze the nobile device 100, anong ot her

things W thout SIM 126, nobill@é device 100 10 is not
fully erational for conmunication with network 200.

B{F fi'qfﬁ:f,lé tapegatBNR forgomimunaaSbivith tnetd@r 20828y idserting SIM 126

| bscri be rvices.
S SR S S Bl Rl i engong oo
?a@tﬁd miuﬁenmelb brmmﬂn@an@mess@ﬂgtguc%§§ﬁﬁ%| $8Fc:¥'rﬁz§l Shgrt
i a n ervi ces (MVB).
arg\lgg% e ésj’éfrg\gh %Q@ Mﬁ@ﬂﬂﬁ%@ §sqing Pewyiges ( %)l d\/iore

safvainced amhcsalnw/ tﬁaud@ pottt Bl 08ld sehMeldfy 4dISd %%85‘
i nformati on. ce

%Lﬁ*%%gss% “&gg C{y for storin ‘
1 £ {NCliden apiore3R0E ARA Eemarg fori storing information,
Qo B 1106 13 LBDRESBORiortR2 126 RTAShikAo WERblddbssor

contai ns Sone. U er para

t b i.b
G@hﬁgﬁ"g‘% to ?f{eé'F'FSYafP? SHBfCriveni $IM Kbemtiihesomdersti pyrameters
(QUNSIa)S anAﬁte@@b&@iﬂbﬂQ@blﬂsf SH%JB&G%Q@%&V{S%%I ﬁntaﬁgé%tage of usmg

@éf%éa e%r i's not necessari | oun
ﬁ IS thatssybscrisriie Bot @qﬁsﬂfﬁy halyﬂctbparey sidgietphyszhl

Sudis
e o Mo Stor & ad B BR s\ e ek Rl Tor & mobile

dER@s vl includfng sidebenk (of oalgaiianbiforhetidasindeeddi da
infbatdtpny - power ed device and includes a 15 battery -
interface 132 for receiving one or nore rechargeable

peugri es widBie d&@éé £y |S'J‘Eﬁfér§§|8\év bdaet% c&?ﬁ) @glaggﬁa

ul ator (not shown)
bp & ditRt a%m foweq%van@ bhe er deve mh&fﬁéabl@ thdteigh 130.

Bafte§NhtetBEN AP i%gébug!@:h%sa H% a]?cgr éﬁ? s%t % VH? %p%d%g%gtstq?gery

t echnol ogi es such m cro
et Previdifgnawer deviogaolliBodevae IQIDSQI]hoth mpem@aﬁmsog

A% stem
ena%? gge ggéejg%ittl fuﬂ#réHé r?'%%rqzé a{f"c%é’ E ]{?HB?Y grovide
@‘@\H%ri@mmﬁ@ﬁ@tﬂc@ﬂﬁoappl i cati ons that control basic

@zw ce operations, including data and voice
Aflini catfi 6‘?@9&??@813@%1020 msadd/mn torisrapedtinghsy stans falckiegs,

fact Anot h
animmes syl ARGl O LA 0. ASHE
F%(bcﬁ\iﬁlﬂsdh%@C’a‘trgb@mdevmmbpembmwmmimi‘rag;@ﬁta(aﬂdl‘v@omeA

RIS LA, | BIPBRl Rl RO s
qqrwgtzfédna@fa@urmmqotbeﬂ appdiaatievant Bay Yo iERISHRIHS moblie
RO T s 0 08 e OB, TRl
funct!onallty to organize and manage data items of interest to a subscriber, such
as, but not limited to, e-mail, calendar events, voice mails, appointments, and task
items. A PIM application has the ability to send and receive data items via
wireless network 200. PIM data items may be seamlessly integrated,
synchronized, and updated via wireless network 200 with the mobile device
subscriber's corresponding data items stored and/or associated with a host

computer system. This functionality creates a mirrored host computer on mobile



10

15

20

25

30

wirel ess network 200. PIMdata itens nay be seaml essly

i ntegrated, 30 synchronized, and updated via w rel ess
network 200 with the nobile device subscriber's
corresponding data itens stored and/or associated with
a host conputer system Thisifunctionality creates a
m,rrored host conputer on nobile 11 device 100 with

r Q@iﬂ%%ﬂm? it figgpect torasich Tieims. cims ban bapbitieulagy bMvantageous

o 90 R TR B Tl ot

[@@é@]‘ Addi tional applications may al so be | oaded onto
nobi | e device 100 5 through network 200, auxiliary
| 10833Libsy s Peiitivnal appécatimins mar;x afédée 1@@@,@@1&@@@,@”@ device 100

[ S 1 ot her suitable
R AR RoT Y B SRy Bl TV spiitiestct dnanortrange
| GeSRraknigaians suhsysterneiR2) bearkuobbr QNbld RlsERPI 3£ This

ovi.de enhanced on-deVvi ce

f uﬁ'é’?ﬁ%ﬂ?sgpp“ ST abiGH. 'pdpatesihedritiosaly of mebireevice 100

Fod rexanpivitle erbanced 6ORBVIRE G@idtRs %ﬁ%m&rﬁ&écf%ﬁsre%?é/d fungtions,
@Blhe + e&% oni ¢ 10 conmerce functions ot her ﬁ
f i nanci a aé??‘éfﬁ&%ﬂ%oﬁimm@@tmm@ enabié lectronic

deminoacd BhctibO34] ofber badh MY,
g#gbs%rd ber @g set gr efer encesﬁc{aﬁéﬂgﬁ}%ghgﬁz’e% gc?rrf]cglmed using
evl e o1 %s tvvare appl i cation and extends the

|I|t| ile device 100 by providing for
' ‘24)%? mat i o gqqﬁéf‘é‘b%m%a@b@rdo pebpetereragisdbrolgh an
ef@riotl bevice baaoﬁmr@l@bia@atwwae{dee%@e%% %ﬁé’:ﬁn‘.t%@ of mobile
ey, tlé()b The al.ternate ownl oad path ma
ex aﬁ% BETQAURE o5 Infegaation eriaftvere dﬂwweyd&)m mobisbilrdce
cﬂ@@ btrer 400 hRIUGHGMWRelBS S hnRRalN AehBlk SPhE aflifate

uste C nnectlon to rOVI secure

Wﬁﬁ €311 BaY: PO‘B’%Tp'@hQﬁ* %‘Sﬁ‘chiﬁ’d@a(ﬁ: awnmypacm kmsonto mobile
Selb@eﬁ(D@mrd@Q?\ PERYAIRY thod re@:gbl‘éoéﬁﬁutﬂls‘f@& L RES B prowde

device 100 and different systens oOr R
\E/ﬁcfjﬁ%a?v‘i:?@o’ﬂglé’”t?@“ﬂ@tmrk 200. For exanpl e, subsystem
d}a?gﬂa de an infrared device and associ at ed

ts c’ BRPD RERIYINIEHoshavlksyistany &22 provides for

ommunicged theE% atavie %e@nceslt@}@rénd ﬁ@%g?ﬁ%&r §ra (é%\? [ces,

%JI g i ncl u st andar ds devel ope
Heckirs dlinebi Mok 208 a)For Bwa@pteotshbssam {12 n2% iBORdA Bn

e ticoloe shandas lsicd<el RS BimbEREys IR hidise

a recelved S|gna such as a
REYRYYeatidy Kiepeyef &ﬂ@ﬁiﬂaﬁael cwrirmurmnpn oaeibiadudy

SCTIANN Gl QRIBPPY FABIed Data Association (IrDA), Bluetooth, and the
802.11 family of standards developed by IEEE.

{0036} In use, a received signal such as a text message, an e-mail
message, or web page download will be processed by communication subsystem
104 and input to microprocessor 102. Microprocessor 102 will then process the
received signal for output to display 110 or alternatively to auxiliary I/O subsystem
112. A subscriber may also compose data items, such as e-mail messages, for
example, using keyboard 116 in conjunction with display 110 and possibly
auxiliary I/O subsystem 112, Auxiliary subsystem 112 may include devices such
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104 and i nput to m croprocessor 102. M croprocessor

102 will then process the received signal for output

to display 110 or alternatively to auxiliary 1/0O

subsystem 30 112. A subscriber _may al so conpose data

items, such as e-mail nessage%? for exanple, using

k%ébogr dh116 in conjunction with display 110 and

p6SsT BIHPN SEIREN Merye . trask dahcpE e fingarprintistetectar,yor a roller

S Wbey S BI franiTBY,tthm LG Si o8 fauch - .

sgr en, mouse trackﬁt)éaélgﬁ?c&i%ﬁ?frﬁa égéégp?]gg@r%;%i’ﬁ?n aiphtlmeric

akedads angipr ielerbionertypaskryeRd witt dontyasattiterbiby 08 tfransmitted

PHESSH NG hdedubM - ; i S..a | phanurmeri c
ofkaRARhU coﬁﬁ@f??&ﬂgn Jsﬁgvpsiedn g gg

keyboard and/or telep ype ke conposed item

3Fp transyy : t hr ough . .
gﬂw ] ,rii cation grﬁggzystﬂﬁﬁ%ﬁw\g%%g’%l Oggg,alfliggioé@obrle device
cgmrﬁué’atainéﬁl& sifher, eyeapathat tpereatived sighalkold e be R to
1 j : Wy . XC that the received
s?‘%ﬁé‘iggaﬁ“?@r%ée@ééu%‘)%ﬁ%g%@%@g"&sS\é%iﬁf bq geiieraled ko Greapriione
f oAVt vegalne qiaNdib Be sgbaetarhedsull agiCicdeResage

LVE ' . i0 ]/0O subsystens, suc%
2 2Porafid SIRDLGHE LK 5% 8 il Bnls e s angies 180 bainougn
i‘@m@e@raﬂdéd‘lsignantmmt:m@ d@dnqﬁsila,@ﬂﬁrzrgbmp %Dgfﬁ-@p%’%&e@q 1%{
i s, acca ished primarily rou

R, TYGRBY R B hisd PioTESRR Pl B patiorts ishow e
ddentity ohacaliimg pammptdueatioausia vascd &, of BB idide 8kl Rlated

GabHd arty, duration of a voice call, or other
Vol crggt%)a'l related information. [0038] Referring now

t G 2, . L a of ,the communi cation 15

RS 2 SIS Ao T 2 o

SELEET _a:nmnnelmmwscnmm% s@ﬁﬁ%(t%?ﬁgﬂidaﬁ_@ﬁ%ﬁl@iysﬁéﬁﬂ 04
er. one or., nor enpeddeda or 1 nterna

S B AR v 35953 DongRie ) e maraeoneceasy intoral

268 narderaens 4645 856)¢.ocAORHiIRIGHIN0SS B, Bhdist Gthosignal

ssor (DSR) .16Q. [0039] The particul ar design o

&O%nﬁgﬁ(so%%tﬁg@?éﬁ@ﬁ 5508 (BePyéffendent - upon the

aprk 2 i i,ch, nobile device 100 is intende_d_to
E[gtr te, ?ﬁ”&ﬁ?’%‘éﬂ%‘lﬁ%%@%ﬁ?ﬂ@%%@@ fURgYsteme! Meisi gn
fepanstenaupch fhe :ﬁtfork@ﬂﬁ)ﬁh%ﬁc&r?ﬁb?}b @@«1%%@?&4#%%@8% to

ecel v nt enna t hrou net wor

‘?ﬁ“’g{g@,'ﬁ“p‘{ft'F&O‘ﬁg%%{)g‘fs%,m%he Kepigg 1 b@pr?a(@!drm ﬁlﬁ;}h2 serves
ey mneaxampty. $ignalkirefisivétshy Sh@nA4 1@1‘94:-&;&%& AL ARk 200 are
'f”éﬁ uency do% c%ncl_'er sion, filtering, channel _
SElect PO alny: P51 ATARH RS TP AN caman Bceivenverdioon as
AG | comiiGESicpn _fr@tlu@\dyWnV%vér%iﬁ'ﬂﬁéﬂi@?gﬁanﬁé@ rs%{ection, and
conpl x.cqnnx?lcatlon_functlons such as’ denodul at1on
%{nggjgac—g@ rﬁld L) gawversion. A/D conversion of a received signal allows
more complex communication functions such as demodulation and decoding to be
performed in DSP 160. In a similar manner, signals to be transmitted are
processed, inciuding modulation and encoding, by DSP 160. These DSP-
processed signals are input to transmitter 152 for digital-to-analog (D/A)
conversion, frequency up conversion, filtering, amplification and transmission over
network 200 via antenna 156. DSP 160 not only processes communication

signals, but also provides for receiver and transmitter control. For example, the
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performed in DSP 160. In a simlar manner, signals to
be transmtted are processed, including nodul ation
and encodi ng, by DSP 160. These DSP- processed signals
are input to transmtter 152 for digital-to-anal og

(D A) 30 conversion, frequench3 up conversion,
filtering, anplification and transm ssion over

RATRRRRl2g 6o geramuiicetiom sighsls iIDBR-LE 160tand mrlayssmltter 152 may
ﬂf@%@&x %8%%(1%%{@9 ayfo&?a aoqsﬁni) gﬁ%trcﬁgfgog s, |néolemﬁgted in

for recelver and tran
135P d6Pns applied to conmmunication si gnal s in receiver
150 and transmtter 152 nay be adaptively controlled

tfﬂ?‘lﬂ]gh aullerairelesy hnmbetmbh ?hokﬂlegjyvldefb'ﬂm Ariid ﬁ@i%frﬁéoo
e re nk et ween nobi l
SOl B o AT iR B S ol G ORE pnivls.cand
dalsmceatewpmmanm abesg tt)étw@:eﬁ aahcbmgdjgfv{c@rﬁfmtarﬁgn%%\nayﬁios ARF
SR A AL Rl S L TRl BV

oesrall baedwiddt amulkhitdeb S5 oWaH of r"n}éB i@ ide fotg to
limts in overall bandwidth and limted battery power

{ﬂ04r111)b| | e Wben awbl0devib®A4d]s WI?BSQ%%Q H'&Yén‘ﬁﬁe;l%)z IS

tional, tr nsmtter 15 I cal
fé@’ ﬁy g&%“ﬁ?’&%‘a‘e&?n X/W\Wﬁaﬁ'ﬁ? ﬁe”@n@éh@ﬁtwgrlt Q]@ltld/\/@rk
@0braineltirnod otfltteeaws%evd B8R caf fs:&WarﬁPF&%f%?wo 0 i periodically
{u%?d;%ﬁgfoslrrv ar | recei ver 150 1s periodical 9
H o8 @d??é‘@% vetihbireieedatite receiviessigredeletinfarmation (if
atetd@idueng dedighRe@timefepion®t i on (if at all) during
designated time periods. [0042] Referring nowto FIG

[®042] bl oclRetiéragg aowWab FRGNEAELREK ala‘&érﬁlo%%oaé PRI

ractice, network conpri ses

20
?iwgg&'%nﬁﬂ&é” ﬁéé@% i ?Cﬂ%mthodfezﬂoc@mme@ ommatinereewdes
202 Wabllm&/to'éoﬂjwdﬁhﬂn%féhﬁﬁﬁa ﬂ@&é‘\géﬁ ybtﬁpm%lréfgsé Rwork

e inmpl ementation of FIG
200 h i SEETRE e leBiaiHion ShIRE. Bensieal0ZNacketoRedim
fHeomanee W@ne’r@d%@k@pﬁéd@%e G ( (EBRs) gﬁatéllgba(f%Mems for

ase

“@‘?e}?i{]e @%‘f@it%?@%%%zgéaé \%81? tholresssbeicastation owdroller (BSC)
mamtméh 8%013@@(?&9\@%&@%9@%' S%Ck%wgwo[ %91%@%%@%08 added

In

RS support
fen r\éﬁg‘éﬂ’@mawﬁw ELM@EH!@ §Wlt9’@gg Seater(MSR) anz,a Home

L¥catidroRe&ioRAIGR (
§%%§orte%b t dgﬁg95§¢@ﬁbrQ%%%Ogﬁégﬁgé%gﬁ%kgﬂiEﬁgﬁgmg
NpPpars NodarﬁaG@r\twgna @afébway GRS Guppdrt tsfnd@r(etamql 218,
a@la@ A2 ant Lo
e e HoF CBnfqhudt PEAREIRAER 220 TrRdbe FE e baRonts
ispet mgariitgbe an exhaustive list of the components of every node 202 within a
GSM/GPRS network, but rather a list of components that are commonly used in
communications through network 200,

[0043} In a GSM network, MSC 210 is coupled to BSC 204 and to a
landline network, such as a Public Switched Telephone Network (PSTN) 222 to
satisfy circuif switched requirements. The connection through PCU 208, SGSN
216 and GGSN 218 to the public or private network (Internet) 224 (also referred to

herein generally as a shared network infrastructure) represents the data path for
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GSM GPRS network, but rather a |list of conponents that
are commonly used in comuni cations through network
200. [0043] In a GSM network, MSC 210 is coupled to
BSC 204 and to a landline network, such as a Public
Swi t ched Tel ephone Network (P$FN) 222 to 30 satisfy

ciérﬁ%t swi tched requirenments. The connection through
P gapabtssNobiigdeyieescdsn G581 hetwoheeytahdddowitt GPRS

Eapy-afiR I 4 so. refer t
BT e et Elfiaha e bl Prd ThABE Rl e e
:j EPiEstnio S GHid Zdatta cpatrdl ksﬁagmehtb(;io%Sidﬁmhblea]m@mjdrﬁand to
' . wor k .extended wi th GPRS )

o P packe o R B N SRR ke Iasafion ane

LAV aQPpr 1208 cirbialt swiboraiesidpddRoSEAN3a S RcBARNE LR 212 is
S , i.Q.C ocation and to satisfy

pac Eedt%%et% cF:] %%é%églﬁr’lg%g{\'sﬁ Erdi\aceatle Yiohiald iveanteded by
|i4E&t31dn and 5 availability for both circuit sw tched

and packet sw tched managenent, HLR 212 is shared
HEP4klen NEGtin0 206ds SERBY 2B scAsTaRIdh0 NhRRdk %r?d BSC 204

X C 210, [00441 Station 206 Is a fixe
ﬁ? r{‘égﬁoﬁg E@%{'éﬁ'\ﬁ%ﬂscgwsi POWPDEEt ahite Bed trowceiveyequiement
froevideheirélexe defvod0sORINES @ G RIBMr- coj;gledgfeie?f@%j com&nonly
S net wor

t i u i t 10 d |
I§TPLTa 47 5 S b e e FrnGeviengpinanes eopmiin cymmunication
signats tedintioeadves coremunicali®e skh¥8%rdnt ﬁf%gﬁtg H%‘(@E%Sn‘githin its cell

ui.ppent . transmts communi cation sSig
OB o 0 P S m i andbeoh oy pexremasch
Vartdtionms 8% soeialaktion ha @E@bl%%gﬁgr%%éénéﬁgﬁon of signals to be

ranscei ver equj pnment norma p
#rﬁﬂ%ﬂ%&%ﬁ’ the ’%ﬁﬁ'ﬂﬁ devieminggngo ehvitn remiadhmygs s/ or
precieyeninirgsl, @bmgi einakis r i4te th .
m)r@i | e devi cemi n acclp?gg%tggok%m%tn E p%ga?ﬁ% t%b ,glp%igrucsolﬁrloll ?/f its
BYERIEE  fisBeed EaiReaiveE atviomept sitdlady semndulptasamet mrssibly

ssnscoetsshen 1155888155 LSt B8 B o o

transceiver equi pnent si
'6‘86@“? Fyce 4L b isrmellddemppusicaiion pretesisand pamseters may
COPBS G difdyef ] ' fr nmobi | e devi ce, 100
withinits it %&W?ﬁ‘??@ﬂe’€P§{H8€8|”%aya?{ap‘°v adifferent
'Her U P aThoReaie atdiffernt tedierastthaode®r nboss.

@ﬁﬁ%e, one node may enploy a different nodul ation
and bk Mebie deviges 169 eegisteresquitma ispscifih astwairker

meeseaent dMRGELEER Haf] 4y ok bfig3s JO% ] &gk 58 64 54
v¥i th a spe_méf i c net \/vorLl(, p!érgsﬁ%?@éﬂﬁﬁlgé%%]?reé{fpg_f%%gaﬁ&R
g gontaing decapainfpenatiorsioopech iayistBd MdbilereRice2kd can
R §Rreans AR miRCGAL Lhformation for each registered
rm%{%l 6 devica anglﬂ%gﬁﬂehplo%% S8 moblie gev;ce. ﬁ%c 5‘?0 is
responsible for a group of location areas and stores the data of the mobile devices
currently in its area of responsibility in VLR 214. Further VLR 214 also contains
information on mobile devices that are visiting other networks. The information in
VLR 214 includes part of the permanent mobite device data transmitted from HLR
212 to VLR 214 for faster access. By moving additional information from a remote

HLR 212 node to VLR 214, the amount of traffic between these nodes can be
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25 be queried to determne the current |ocation of a

nobi | e device. MSC 210 is responsible for a group of

| ocation areas and stores the data of the nobile

devices currently in its area of responsibility in

VLR 214. Further VLR 214 alsol@ontains information on

mobi | e devices that are visiting other networks. The

i RGICRESPdativiRicean] data servides dan bearrbvioéd ihte f@ﬂéﬂ%?}%ﬂse
LR

i i i f HLR 30 212 t
S SRS B ORS¢ e Bt 35
- ti R 21 t R 214

R ount St 2P A TEN Tl bR elrion euded siPEs support
r B8y Paskettvatched e mm@odawmni?ie}gqugﬁ;mm@gnd MSC 210

j i . d at th
P00 SR PR e U oo o o
Sosplopit canl RGN dBUBo 00, ST S RGBS SERIR functions
=) AR I o P ok A G GPN 218 provices
rig p@iwbbding tarmecidrishiith @ktéﬂa@ﬁ%@é@&%ﬁéﬂ% ] WQM(S and connects

£ 1 ocat f h mobil e d

B Mg o ls DB aid 55 e Datiateap! (IEnbackhuse nebdork
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, id i nt t ki
SViEB BRhestOier GG ool e Scaits aofhaddrsss bod amaccess
@latanoereicB&ShiS réddr éfﬁ%f%“nétgﬁr%e{?ﬁ?nnatﬁﬁﬁét%%@{chéé E&iﬁaghannels

%‘% kbaon twork 10 operate wor
ﬁﬁ‘ﬁ"?ar%?%‘? ie?ﬁ 'Gdga Hpfwork (FRihadirbidas ardesbd €orT00ting
InSiReBAObIGBINGTRMS BUHARIY, a‘n%@ﬁ@ %bgﬁblé%hﬁgrﬂgg&%@f‘wate,

nd to access data services.” This requirene
3?’%%’8'&? ¥ Fegnedurtadsiipssenetius sewiringha MR sesr 220 connected

tothegs@ERIt 192 MM ey i qoldresses

are used for r?ﬁ?%é%'ﬁgghrﬁoﬁgh%%gﬁ{@‘%aﬁgﬁﬁ'g?me”t
@Sfﬁlrdéﬂ& Y3)ng @ |cpmEinRgor gp atiRemotetintinddicatien Pidi-watieer d&vice
gymanal i d requi ring a ,
D oo e seral Oes IR e G e  ogical
FMPCHe Baftakiishedfromyen ebide HBvias $Dgnivenigh PCOC0BIAMYSGSN

2Fd R0ard [ [ ticatiqn Dial-In
(e AR PR RURTR SAER TBR A egieonid'a
paigaipR RN Bhnng taatmpinetither acdesgidiatt InGoRGERINRHlibicS

i i ' evi.ce t hrough PCU 208,
ﬁeﬁ%@g&e%’smﬁ'zi “o‘jj‘tézﬁg‘wtogk gﬁ@é&?%@% His ﬁ%’%a%f@tp/& RIS SRPHtY
TERENISTe forTieswaRN 00e nse e ais s:agh _nhmlﬂbQiﬁlvic@rﬂ@OQﬁuﬁrbe' signed

t ccess rect nt er net
Ay miqte rI i ol BEFESSI 00 s R tiectatn wiout frt
PR AP EaGEdRS_rétbatﬁBte:rﬂrsAﬁNstﬁ@w haﬁs}i/beégﬁéuhﬁﬁﬁifiéoﬂoﬁyqse. The
: al as .ea I1e device must e

A e e kb SRR Biemibtiomiaqame sonan
“‘canouiectine mdnetpssdatrd. Wi t hout first

[0047] Once the GPRS Attach is complete, a tunnel is created and all traffic
is exchanged within standard IP packets using any protocol that can be supported
in IP packets. This includes tunneling methods such as IP over IP as in the case
with some IPSecurity (IPsec) connections used with Virtual Private Networks

(VPN). These tunnels are also referred to as Packet Data Protocol (PDP)
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25 performng a GPRS Attach to an APN that it has been
aut hori zed to use. The APN nay be considered to be
simlar to an Internet domain nane such as
"nyconnection.wireless. con'. [0047] Once the GPRS
Attach is conplete, a tunnel 16 created and all
traffic 1is exchanged within standard | P packets using

aﬁynqemtamahefbrmé aQiflteden BRI OF HRde a%@ﬂa\tﬁe lnﬂhgéh(élf\%rﬁ 200. To
Thi s. i.ncl udefs %r[}g)el i ng methods such as I P over
i Bl UsEol e R DEoHanepse peivork 200 pdleen a@dﬁlﬁé@wrdﬁ@each

USPH OWritdkt ¥ Gét@ﬁhm@ﬁf ﬂﬁéﬁeﬂs NahUOEHK tivityFhen Egﬁﬁglle device 100

tunnels are also referred to as Packet Data

('PBBY UsRY itEB Rk prteyln the RSP € aitext san beideatiosated end bfe 1P
t T
ARBEARIrhaPlAnE P tati@ré%W&)WEf rgaﬁg%q ?PDHWééﬂféf%ﬁ €

of the PDP Contexts, net run an i

tpoowsg) for ﬁ@ﬁé‘ﬂnngf’ R?w@?pkg”ﬁ attﬁotq@&|§§W‘ﬁﬁ%}ﬁat%§%’oﬁ%do§leﬂts of

l'ack of activity. Wen nobi 1 e dev
dsheRy SV%fngmDﬂ@@@fﬁéwte cqrﬁ gurRDPN Goshawt. idast dyetem 250 wil

qgﬁbél@%:?gorﬁB%té B gb r%tﬁg%f ?a?grea%t Z\&@rﬁ%é@)‘é{lﬁ n]tay instead

dress pool manage Sefve
msrehena g’fﬁ*’?@\ﬁoﬂwmr@r Stbmeaotbelqm«am agitem for bxsmpiat mgznant

SOPBAGEREn! ) ik SRS oS, SEERLFm 250 ot

i af a1y otsnization powaick aodder cérobil@tibéce 100 dkloanea
network (LAN), but nmay instead be a hone office
EOMARIt er  DkANGAB cotripsisepainvatber sfsetank émpmﬂwbmnecmd to

' I t.hi
\é@&t‘l B{Wer&1 éﬁﬂ@é@{ﬁg%%oﬁbs rr;]nst%\rlé(% %xangs ﬁgﬂgw cgﬁlputmg
ﬁﬁyéﬁl( ‘Yasktop compwuieErgR6aa u\steramziccnmtmahgmgemacne 2680or the user’s
tWo
Bek9005.oL 98AS) kAL 250 KGR 36 JARET, 2 TELIR 80 oy
QGGOUF@ﬁ té nenpniee 262a bsersesuabkﬁsi(t}nmm@nﬁamal@s (dEsB ce
262 t a
bl RRSbaReE CRNE L el Paniubre 2550815 9% e danian
EAN 2E0zactraall er 1264 nbobe sobipped dek Ia?&acﬂ;@ﬁnpgﬁwng Beadle 264 for
C eria a
SO B IR BB, e Bl o LS o e
p@vm@s}anmeﬁﬁﬁ?wcmy;ﬁmal I%9s sa:j tam‘:aﬁé s@ﬁ;ré%mrﬁ@%atﬂﬂ@ k%glﬁébn
40 ed Wi an anyi ng cradl e
Y e B, 110 E B B B oo e B SRR o s e 100
:hmama?@eqfarﬂmﬁa)’ry{mwm rﬁot(tﬁm?mfc]f?hi\dtzléﬁit@?at%@ cﬂt’éh\f:ﬁatrﬁrmed in
ri c.encr i eys to facilitate se
BTG SRl VB M & Yo piheun ipepation douniaadod samabi
cﬁemixm UHEMag (TgUEES/NABARCSTERE: berdevicss (188 in tl'%rkgmﬁﬁbfge of

useful for bulk inforpmation up at es

articul arl
’8?% eﬁe% %Q%Sypf downtaagingAniegmaten fremaeysere destaror
¢HEpUtdNEE AR ERESANMBONELHOREE F06 hdTRd Be referred to as

synchronization.

[0050] It will be understood by persons skilled in the art that user
computers 262a, 262b will typically be also connected to other peripheral devices
not explicitly shown in FIG. 4. Furthermore, only a subset of network components
of LAN 250 are shown in FIG. 4 for ease of exposition, and it will be understood
by persons skilled in the art that LAN 250 will comprise additional components not
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device 100 may include S/M ME certificates or PGP keys
used in the exchange of 25 nessages. The process of
downl oadi ng informati on froma user's desktop

conputer 262a to the user's nobile device 100 may al so
be referred to as synchroniz#ation. [0050] It will be
under st ood by persons skilled in the art that user

fWUﬁEBBO\QﬁﬂﬂEIQ@F%J\mb|exbfy{1|@!§8@iriﬁ¥ur|%0ﬁ| %{@@BH@@HF@AN
er era evl ces no ex | ClI shown
S5 Fot S ST DA Pyargos NBErk Bt SRRk he
omrgmnaﬂiﬁrﬁ anfl rﬁa@l\bczms@rcﬁﬁéra%nhﬁbr%h@ egﬂti/&%e %‘?Qeﬂfm

€OSI and it will be understood erson

¥i'eren OPH’OEJF?é R thah ghowmnia tizs@anple @fdﬂﬁr 4se

jﬂglﬁﬁl onal nponents not 17 % icitly shown in FIG
r thuB1 %%”@%dﬁﬂblwwqeo Owr@ug@a@smrw\rmm

Abf UGB ﬁcﬁl@rm}’(m%f@éﬁétﬁﬁrk%(}t anQJf a ghér@{j %%Fw&ﬁﬁ%slﬁ'ucture

[not shown] of the organization,
2AHCE 76 IHER ORYdarmetuerkiss the wmrgémemet ducteﬁ@rterhIAN 250

Eaphos SO g bR SRS 8y Sl e

Wi HANLZQQ mep operate (g kehinstie fig@llafr mwxyesleew 266t wor k
200 _and a shared network infrastructure 224 such as a
Rlce prva viant snperientation AR @60 icomiprises aetireless VPN

Ae&EE Mot Snditl 3 ?&;tit%ydagaee%%pg ednd déHnotHg W_A%Pﬁscféﬁmg@gne

routers [not 'shown evi cés
fgyice JEPatlBefopppefatiiardraeds V%M/abdlteols rmmom)the wir\e@ss industry

%ﬁ@ |rpillib§[st9§{5%w1/fé\rcé(€nsn\évﬁ\l@9§n b%rg%.tgp—ﬁg}e% rg\%)j l‘f}r%ug a specific
fNa”@ qSE thefveort 40 mabiie ldavige 106t \nkerposksbmtyﬁdm u%ﬁ@] awﬁeless VPN

HERQérI fas cﬂﬁ P&%ﬂﬁ??ﬁeJQSaJ %%C%Pcf et %E?}yseil\,@ep ﬁtbef p%\g Internet

roufer is & W T e
Pretece (N ecgnn€diR \¢ araveshistodStizsed stietb @i teadwbiky. This new

S ngt k,to blledwce
bR PorBORE dofipn 1 A ERR B (iR 8o Tk s oty
edile r:irsym goakitd jt ;:lmenb!eaima:dsahhfermquolal idobige d@@@b atany

n ternet Proto Ver s on
e Al AR T 0Ete v BP VBN, Btlabindat ppult st oft-tho-
ghedt Weiscomiponept, oot m@u&@@ﬁeﬂa&t@dﬂ@@@&ﬁt@»@awgm e@bRate

er evi ce,

A PR BTt bior A SN T RoRGS WEUdeuPisei bay
TiamemisioraCvatngl d&getoabl (cmmgp ar Wsbebasy réfﬁ’Nrét@@éﬁU Drs/IP
%2,?,] an off-the 20 shel f. VPN conponen

Fﬁ%(‘ufo fﬁ‘ﬂ'@’e E@éﬁ‘a?%?ﬂss\ﬂffﬁ%tfye@éﬂ%wﬁagﬁea Igémwaﬂ@nt
wmiptehesiatibmf rastructure to be used. A VPN connection
woul d preferably be a Transm ssion Control Protocol

[0VEB) / | P tdeddages lPadiamiuamt FuebosithoildlvideP00 are initially
received by a message server 268 of LAN 250. Such messages may originate
from any of a number of sources. For instance, a message may have been sent
by a sender from a computer 262b within LAN 250, from a different mobile device
[not shown] connected to wireless network 200 or to a different wireless network,
or from a different computing device or other device capable of sending
messages, via the shared network infrastructure 224, and possibly through an

application service provider (ASP) or Internet service provider (ISP), for example.
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connection to deliver the nessages directly to nobile
device 100 in this variant inplenentation. 25 [0053]
Messages i ntended for a user of nobile device 100 are
initially received by a nessage server 268 of LAN

250. Such nessages may origintte fromany of a nunber
of sources. For instance, a nessage may have been sent
biP0&4k endeMdssepe aevenpif opic2BRhctaiashihg pliAbn2Hesrfacs 66R the

j ile Vi, C not shown] connected to
e RbPEE S el SR T oo Tl mesdRe. WG R ggan aton and
nestentireksheBed oetufariomfrastlidtines 20t B ikcr NOtHEeN§&RzMon that
nmessages, Via the

evice capabl e of sendin : | ) _
SR G815 SPRT pit FropbelmesBaat Foplatpbkasgpipted with a user
tducoughmanmageaityl mesddaebePRiris8e GHOMARIe 6ASRleRhge server
I%@grn t seryice provider (ISP), for exanple. 18
[0053 P NMeCsa & shangs™ Seavary hi seme ymplementationael AN 250 may

ROk PRI rh (i e %@a?@%eﬁv@% 268 %ﬁ%zeﬁgé‘?gzr%ggﬁ%yz also be

particularly e-maiT nessages, W thi
FH@ptegviaprovide gegifienal fiunolienk beyrndasesaageunan®@@menEdntiuding

g B SO S0 oS AP, e
yo®s5]° accamah rﬁ@é%%gsg ahY re@@@%@gﬁin’zeesras\é% seRiRr f?‘%q,ethey are

exanpl e of a nmessagé server Croso

EYRETEN GEOTRM Bep assags soominat applisityrshaninh fom WANK2668ssages
FBY beGORRES ! r 8 sage

ser vgr 268(#[%33 a t@%%%@@%ﬁ“ﬁﬁ%’s ttgoaégg%v'ig%éh%%/ﬁ%’i neafnall
cligid cpslicatipe poathting Sy esermraggreert 26 Jamohy diqug st thees-mail

' ' endars and tas
RS RsoBladiivih 125 265 B arbollht ol S5 RESat el 8°%5e,
fBess Vedsagesnesdd derspically B6 Btrie\welfran enedsppe cahey 268 and
aﬁ)?écﬁgcg@& g&%gg@gzg gre [not explicitly shown], from
I ch nmes'sages B

can ‘'subsequently retrieved and

seyered t - i n.e-mail__ client
502 . O B RI5S 0B B b v o
el esssag e radriensd for delbsageshasaodhelt e dnvi-triziitdiadt application

' ; r age server 268. 15 Thes
L L O LT e (LI A
He saapsogrirfien nkE8age dervet B6&dTheeahkiyciamt ey &nfigured

[ rating nobpjl.e device 10 t he

(B3 by eld¥er8Y oY AR BaRSEReF olRBl 8 oS5 itaRed B by
drghihizetign's mfd;mmthlanelﬂﬁioﬁ)gymlﬂ')mm)lto Fﬁél@ﬁhis&@ﬁhéﬁ&& kN

at i on nohi | e device ) may, al So request
ARELER ool el s Tna Srabisnd arediiibe eeemrence of
mrs? poedsieredesveR68in stite nglanbn@tibe)tmeBie dSrice 100 is assigned
itPOWh %ynrla%fjaddress, and messages addressed specifically to mobile device
100 are automatically redirected to mobile device 100 as they are received by

message server 268.

{0057} To facilitate the wireless communication of messages and message-
related data between mobile device 100 and components of LAN 250, a number
of wireless communications support components 270 may be provided. In this
example implementation, wireless communications support components 270

comprise a message management server 272, for example. Message
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(either by the user or by an adm nistrator, possibly
in accordance with an organization's information
technology (IT) policy) to make this request at the
direction of the user, at sone pre-defined tine
interval, or upon the occurremgce of sone pre-defined
event. In sone inplenentations, nobile device 100 is

asshagRetkn? Seivies 2P @selaj&blsp@adéaﬁ%m@@éisu Efhe
addressed specifically to nobil e device 00 are

JOERAREIMRNAPT ererigte st dbas Brmribnpesagesi that aredo ke hendipd by
Fhehilet|c6ed dBherdBSHARE mBEEY, S a?r@%tsfl ERPRYdn HRssag

facilitate the wiréless co I cation o? nessag esese&ver
Fo8s Higesagemanageaantsepenid disanisi U S@ddevonteoimmamnd how

GRERANENE B0 dE bEANNZRAoR I n}O(}'3 g\ggésng'ertﬁér%§%ment se

conmuii cati ons support compone rovi dé
2% 2ahgosfagiitaigs Heihapkinmoft mesoiges wbmpbesd on mobile device 100,

ST 0B AL 0 R 22,

message nanagenent” serve YMessage 19

emntF&%{]ﬁéﬁ{pngﬁeé%gg %}a %n‘?e%?gélfvepf’}’i %la I QLS the

support for mena IFEScageys
&sere Imaneosages the hmssa@@snooe besduiatet with line ugenlidoeount on

I till
e DU S A
Besasess toaletomine|f anidow the me‘fmdgh@wu&mgas trehesdrd

b 100. . Me
BiorfERbvbE 108 ESY RF shE ot MEY RGP RD ol (hRSeies
entrpptiedteohniqod ISlég’l ?emameEﬂ@@ptaor}/\mdaﬁFa:&r(@%rmgg‘gple DES) and
uen i
B350 20htEle A M RATRS S350 nSBrork e o ano
Wheiesmsew\(/jcsk 2??; ériﬁ:boece(ve'r@esshbss U?ﬁﬁ@@&iioﬁﬁ AoBile device 100
s i a Wi . account. on Mess

B3 Vi) Thelh QERL cRoRbl S seSomprgey e composed
msesag,tﬁsf renfrbirat the doeisose@ M@WagBe FSRERSd &@tr@@tr@yrmm@ppear

and how,t s Wwll be relayed to the user's

e BB Foftne dancs bamput26%s Hdireraue e sagagsed

meswg%sbm@ﬁage@@ﬁz@ygesmdewéwl que such as Data
Encryption Standard (DES) or Triple DES) and push

EODG&] t o muksrzn ﬁ&)pbﬁ@slﬁ@eé&h&@ﬁ&as&b@é%@ wigl M@éé‘ages that are
gﬂi?um ure 224 ang %g{,r etvvork 200; and

c,ee‘oi‘ LA aLTeChIYEE Ly e iqee Q@e?ﬂ”ct? qeftied (.ggby an
ahtinispbed ivatagddnddlven PESHicy§asd Eﬁior@%%;ﬂﬁ@@éfﬁyeess
the co osed 2?7&33%@ re-format the conp
TR SerYRE 86 % INnplHES wmemerﬁmardevnce RAveay
eE&ige @ab@@ta‘cr éxmrbrhﬁgrw&ﬁm&ség@@%%u%ﬁ&%%@m H’e? diRut e
t he conposed nessages to nessage server
Wt hgrecpli;gomg messages must be encrypted and/or signed, and whether
copies of all secure messages sent from mobite device 100 are to be sent to a

pre-defined copy address, for example.

[0060] Message management server 272 may also be adapted to provide
ather control functions, such as only pushing certain message information or pre-
defined portions (e.g. “blocks”) of a message stored on message server 268 to
mobile device 100. For example, when a message is initially retrieved by mobile

device 100 from message server 268, message management server 272 is



10

15

20

25

30

20 [0059] Certain properties or restrictions

associ ated with nessages that are to be sent from

and/ or received by nobile device 100 can be defined
(e.g. by an admnistrator in accordance with IT
policy) and enforced by nmessafje mnmnagenent server

272. These may i ncl ude whether nobile device 100 nay
ragiepievido @uish pplyate ﬁmﬂbert ofh gm&siage&sar@ese daticd mMMmwith the

ti k ' t
TR & PLdled e LR TRt K e g grere of
dfie aiebsa@:wm Be eBeRge i1 SeNar-4iFeblablkd b}@rﬂé@yég‘eeméﬂé)g@ﬁ@wt
efi ned copy address, for

to be pre

é*iafﬁ,sr?zf 6@36? d%&%é@% F?Pé‘ﬁ‘&@’e‘ﬁ%e‘/ﬂa g predafiiedinegsage
Re-cadapt ed to provide other control functions, such

as only pushing certain nessage information or pre- 30

Jedeiped pPOAEIPHBYIEmBssaddl AGKSgIm&H: s@r\ﬁéﬁﬁ%@%xfﬁét% 8dtter
on nessa %%server 268 to npbile device .

ERarpliover sdPachdalia agd the amaing ofidaja ﬂ@t is| @Wﬂum&ted to
PRIYilE eviEVIDBEaddBarl hOPHIRISRER SRENEI w2eB f%%%@gﬁh ar other

managenent server 272 is 20 adapted to push onl

f4998{C5art of a message to nobile devi ce 100 W|th the

Eart bei ngléof a pre-defined size The user
r

0062 hen rlbyilldas Undsirgtogd bypﬁ&SOﬁtﬁ'sﬁg%[gg in ﬁh@ héb’ﬂﬁ%@@@d
h@n%béfﬂnbﬂ{ s&lesh o Qelisot b |ﬁ§ﬁe§rﬁ’€%ﬁeé@ﬂ %Q%'nggte pﬁﬁlc\feﬁ Server

to nobil e device 100, possi p t maxi

Mle‘%"déﬁpr%@thﬁéé@afgﬁk 5%%@79’?0@87)1/? OA@%@MerﬁmqtronS

8 EAdEs TRPASIAG) odpngd o Bk hales oy
Meatagesseiyanzit easedetadhermspiar én Hali259. Footheemnarec hAN 250
H%&Qoﬁ%r@b%muﬁ gg&]tsggé h‘@nap@ﬁﬁ%ﬁt gé\é«?rg?g\g'dg%r}ﬂcﬁﬁrlghhﬁarnant

resour ces be un
gnglemeatatians whemr & latrn@numn@gas@geoblmﬂmgmmﬂedge be@upamzed
need not be |nglenented on a separate physical server

{996BhN 250Vbile ginmde Mt Wensder Potocok 6pidINB). W%ﬁe@em and
ﬂlhItﬁat]?pdfsﬁr]ﬁfe'rr%}%azlaéﬁgﬁé[%se !\Miict)rb pdmalAeg 6 fine

server may I nt eg rate ssage ‘server
be f@mﬁ@ Qﬁtamzpicglea~mi m%S@MnQS@qugtmﬁmge$GQWWW

é&?yrfﬁﬁgrt | cu10§%1f i Mﬁlﬁéﬁrgﬁﬁ?&a&% ?Wﬂ\te c?b‘?ﬁv\%ﬁﬁﬁation of

y 1nva ["emen I ons
e@ncgl@dmﬁﬁ@ge@ﬂ amwbsdeire ovaseaging epplications). SUPPIEtemables

ARG LR b T i L8 o)y an
e Sioom e tvhévE) okigithatqy af tasmmgbeeus:ed massdgd Und it is
decoded and read by the message recipient. Other standards and protocols may
be employed to facilitate secure message communication, such as Pretty Good
Privacy™ (PGP) and variants of PGP such as QpenPGP, for exampie. It will be
understood that where reference is generally made to “PGP” herein, the term is
intended to encompass any of a number of variant implementations based on the

more general PGP scheme.

[0064] Secure messaging protocols such as S/MIME and PGP-based
protocols rely on public and private encryption keys to provide confidentiality and

integrity. Data encoded using a private key of a private key/public key pair can



10

15

20

25

30

the format of a typical e-mail nessage not requiring
encodi ng, Secure/MME 20 (S/M ME), a version of the
M ME protocol, nay be used in the comunication of
encoded nessages (i.e. in secure nmessagi ng
applications). S/MME enabl egt end-to-end
authentication and confidentiality, and provides data

iorthepe dbyocﬁmi%szr@’ﬂh@&@bfeﬁ;ﬁ@ﬁrtd@ﬁhb By 8fthed=8H AAY ahtalincoded
anessagelj(q@anessa &Ugntll it is decoded and

B B §ubli dywaledty He ke@ﬁ’éPa%P@M@ﬁr%Oﬁ%us'”g the
[ioaeeseNEndTBvAS kB orRB A et i§ %téﬁfé‘d' th&@érﬁ/a%el%%ﬁformat:on

nessage comuni cation, such as Pretty Good Pri'vacyTM
y
(1688 D Rpdg Aublim vehesgasHidlis e inferneyiien arharpér
?3‘ It wll be under stood t hat where reference
é Eg%ner al F9 sigawie.df a pegsler péshasio sep@atesssape to a recipient in

ieRtspeeiohn, ﬁ@%’cﬂ'ﬂ@ﬁﬁs @urmlcckfey?s QAPBe n‘BFngQ{gé%’%%gﬁ which

g@nﬁl ement at 1 ons based on nore gener

(ieRrsag degrypiied omivs.eing ihlg r@@!meot:@ pevate by, Bl GhRINEY, I
%B%epﬁ?be%qgch (R0 Bhs. é{ﬁ% Jos@bnR 1a§er?éqrgte|8 dén\(ﬂ}s%d to

encryFtlon keys to provide conflden
|eﬁt3ré@ thﬁbOdDaﬁfa W@d@dyugﬂiiygmﬁl prsymatem«eycrmtica} technique

0861 Riflp ERIP 4Dl SEodBX KBP I nER T e Usho e FESIBERES pubic
Hay & anﬁfdé@UbUsk&vgermrxmibhladgd(@yn sfictnapRi9A! which can then be

I ded th
SRRy g PR, e B Blfer eV D IR 2eriBl eyt Brdisy car
tf‘realtbeplummbe:ielcej;pt Fhref rnessﬂgledmdyné’hermémagaﬂga@e:hho%axc b?: used to
SR BNl SRR OBl Bud W fuB b%hpt ™
mesbagenOtfien enenyptigrpteetnifjoestbasduieon pasipikentchdigurbphgmay be
S80I 05N, RPN oG oReh e
Acipgemat private/ke)i mﬁy bonsed ttcf@dinlwe E@@d@@d smug@‘c;r%;ﬁt:on of the

e on an use

faSsddd and i i“wégié% CO?@%H@% O EErPdb i M AeL.

t Th
02 S0 e LA S
ﬁglyatgea gAVid;glttahagnaluimlhls@ d{@@steﬂﬁfeymmmeqfegomﬂabmoﬁt@

|, C can en on
R arefe enthed v G 1l a R KBk rauCh e on Wadpreaded
fbhbe ob&gwssedwetsagée Cloy@drify e m@se?ﬁ@aatwfiw thrégfemgémn
e rtrcu

*’&ﬁ%‘?’%t “gﬁe@e'ﬁaﬁésﬁsﬁﬁ? Sﬂ‘g@tte iqeoat 16 HBERY 59 usingrthe

W&%daﬁlﬁﬁﬁh aﬁ@mﬂm tco@btbmcdw:g@w thasRdiven riddbbE. The
ke IIcry in variant

o3 semesanls
ESNAE SeislRey abli h%@cci?cefieﬂ%@f@it@aﬁ@@tur@nwmer
tb Rdtaih @R sBAIId Be WMH@h%gWeMr the rdtefldtReda0k! itBLe
(fuccessf ul decrg ption of

igests of the received message do not match this suggests that either the
message content was changed during transport and/or the message did not
ariginate from the sender whose public key was used for verification. Digital
signature algorithms are designed in such a way that only someone with
knowledge of the sender’s private key should be able to encode a signature that

the recipient will decode correctly using the sender’s public key. Therefore, by
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nmessage, and in this way, the confidentiality of
nmessages can be maintained. [0066] As a further
exanpl e, a sender nmay sign a nessage using a digital
20 signature. A digital signature is a digest of the
nessage (e.g. a hash of the omessage) encoded using
the sender's private key, which can then be appended

t\@:flhﬂﬁg QHTQQQF NG dTBSAYRs wh9, X@hbhteatiBe 8F’fh% deRlier and | message

i gnature of the nessage when receive he recipie
d%tég"'fﬁ’h?émé?@ﬁﬁamt&mﬂﬂ que as the sender (e.g. using the
sane standard hash algorithm to obtain a digest of
tiR@67lecei vad ensadeth@essHYe Mmay beenpiveied, algsed.us dsth ¢rcrypted

%‘?\H‘%‘?ﬁ 1. RH s I}fet}ﬁetaﬁtr%%ﬁglgﬁ?fyl@hgk%@c%dﬁ glﬂ%lteagé)?tratlons is

in or er to o tal n what
fvalidatee usibg ekddidaives degpetifidate isteedigith! gesument issil by a
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\tbae/cerhﬁe:tate) hblyjes. avithoseetifidatehcorkastatgdgaly édrnisiedde ndsortisnce

rihvate key sho enco ature that
P Lok e e o 02br PR er g artrng N ce By
slgokd Gykiey cerifeatefaatrerinby 22 verifying a digital
signature in this way, authentication of the sender

m&}essagle PG Phaged tsysterae HeQraket igiused,. whiol EhlkeAm S/IMIME

CRARGHE AL Aokl et S ARG BBl REY fo0 of

pﬂ@imalxoheystpé&eﬂ hblﬁ!e; 566\%@?&1!@1(& WIWVE é:_e&gfmailelsdm\e@lfer

ertifilcates cert lcate IS 1 git

PGB 1P QOhERNBoLSEER bY P EERECRIGEEIITIY) FEAfS level of trust

(Cethbidutigaitiesy 6W£PG$'€}bet t9p|aanﬁ@qmr@§v@nfyihg taf $0eisdd Paividual

bet wee user %ﬁtf hej ‘{Jubl iC and essentially,

RIS O] “t’ﬂ%% HWe“ﬂﬁ% E?M henticity of the
pu | cates contaln faormati on

BN Phostelos T inal so il tuBro o Rl rdlide socurd

ARRBLaNY ﬁvamsmsgah |b¢thﬂ?&5¢@@biI@c@ﬁ9@ﬁWeth\@ bbm@nters

dard .5 The certificate
B Ph.p G APy Qisyfinionyeasme el et Sigaod mbssages
pdtiehediffan sERRBS mdybd¥Bdliase thobis LewEs 180 BER tlkﬁ)énlcﬁjpted
used, which is like an SSMMe certificate in that it

BEREagerbestiom WBF%?Y‘B?\ 1PRcnobilendpviceplifl fﬁ@dﬁegﬁdéﬁ Flore
himbiRIERL (0. mMmé@&.f&@té&e Peqﬂf kéwjl 8f othE |ndkeduaddV Adys

certificates, hovvever are not qgener ally
ploggrben aydsar %EW"PF e 39%’:‘ Wdttbf@ﬁc?“)ybe gawniopded Bo@y c%mputer

bE25lo mbhild A&i@U{ RN dH dralle BBaDER e&%bﬁpﬁ’pl cal ly

requires verifying that™ a trusted I ndi vi
[0070] Mobile device 100 may also be adapted to store the private key of

the public key/private key pair associated with the user, so that the user of mobile
device 100 can sign outgoing messages composed on mobile device 100, and
decrypt messages sent to the user encrypted with the user's public key. The
private key may be downloaded to mobile device 100 from the user's computer
262a through cradle 264, for example. The private key is preferably exchanged
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has vouched for the authenticity of a given PGP key.
[0069] Standard e-nmmil security protocols typically
facilitate secure nessage transm ssion between

non- mobi | e conputi ng devices (e.g. conputers 20 262a,
262b of FIG 4; renote desktops devices). In order that
si gned nessages received fromsenders nmay be read from

nibdtivleen dey taapdieP2emakdaopROGEYBE 860 smwg dé? a;«,ﬁaféare

from nohil e device 100, nobile device 100 is
t%nesidSP ty andwneanglbgd fqreacgessing S}ema@Scert i ficates,

U@P % ot her individuals. Ke stored on a

8y rrﬂ%m%@tsrwm £63p eanp BieS b oerdichies ond
CIOGPLIJe% frém gﬁgﬁbbpomr&% gﬁ‘é't& 400 cﬁg%gféggzﬁéef%%g and/or
264, for exanple. [00 RS

d0abiteetevicesdesr aabie dgwce d408) keykef stoteh é)rmxbmpdle The sources
[ t t.h

mﬁ%{’éeér’é{éfﬁaﬁé(mfﬁéfs Jﬂ B@ p?%%t@ (ngl; Hea Eﬁgﬁ?&{) us %3 SN gh

kg aRigaliPn erpellisdmen rﬁﬁide Ilce:adxevr mencﬂté)l@ aaahm\aydbeczrcxbptmble

t.h t
gﬁ%ﬁ?&ﬁgﬁ &%}ﬁﬂ?@%&ﬁs P e{te %E&vé’rfg gﬁ(\é\ﬁ%&/\ﬁ S usej prexample
o bre @XEH@ME(%OWO(IN F IG)m tingtipls aubis: Kegﬁpiu&sifuct&éZIaKl ) servers

BT, 65 oSO 0 TG Sl g
robAlsende B2 ¢ha Oiasios tibed forr e ulig)es/MIRIE @er@tes@ﬁe_lghtwelght
R AL PRIl B O AR e B VR0 T sderon M and
Gi@mmicfado%’t\/éMEamdttﬂcE@ del/sr FE@BH@e@s (v.ugbrer m@fwcﬁ@“ﬁ@ﬁﬁin the
L ST AR S B s g

m@mﬂ esedloevesifuthe esvafatibh e sgu£ er SAIEadLtifRth K B oxBBble.
be private (e.g. dedicated for use wthin an

0GR} zat | Calificatepubdioe PGFak(eys&ﬁmd Be kstB@lddyfréh LDAP server

cess wi t hi

PEARY  dor SR URY 2020 J0F ERSBPE 19104 fiistiagrachig obile device
1ao eramdlefm diavgee. in alehrihhﬁmﬁii@rﬁ@rht@n@hq?.mﬁ Beivkf284 may
é @Cg Eﬁ"bb\n C, keﬁ nfrast ructure éPKI servers 10

%6‘ EEW WPt 1PVPhEoripdn YR FPyRxy aximrbile leyiag 100, and
abile EK{NCSGOU Y s&a&@cn fmlaud @etridvEMAPAIVE EedBdatb D ahd TRYP
% ed fhor |§§ (Ij%‘% I\/Fgcertlflcates a Li ghtwei ght

{Od‘rgy N B¥E51 288, SHim)larde rckiile sigte %%{?r may be
b@apis@(tb Biove BRbRA dbdte aod to dwwly%@rﬁbwé}zfsemer 286 to verify
and/ or f'or individuals

erti ate

etrﬁv%cagsﬁg S%%%%WMM%H&}“%%@%@S an Online Certificate
@ ghiis Pr tocol 3@@%% server 286 that 15 may be used

3} \%r ify PH@“?'B PHatans: agly selesian I servers 280 may be
watb skt eSS to ﬁw@bﬂ@lﬂéﬁ@é@(a g [QQMEP ifdatd CRIRSIAI6Red

ﬁ;P k?r?/s may be retrieved fromL server
from a users computer 262a, 262b, while allowing the revocation status of

certificates to be checked from mobile device 100).

[0074]) In variant implementations, certain PK! servers 280 may be made
accessible only to mobile devices registered to particular users, as specified by an

IT administrator, possibly in accordance with an [T policy, for example.
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284 by a user conputer 262a, for exanple, to be

downl oaded to nobile device 100 via cradle 264.
However, in a variant |nplenentation, LDAP server 284
may be accessed directly (i.e. "over the air"” in this
context) by nobile device 10@4 and 20 nobile device
100 may search for and retrieve individua

d@9%5lf | cat PHheingurRerof RAYIIE hercblﬂgdlteaand) BidRkelat [act shown]

. 3 ' 288
%%5 iﬁEI t@% Vgﬂd%%bﬁﬁpa@oﬁ' ci} Oarfo%%fs:egg{q ng%c&?%or key
@tEEB@OQe:rf\D@tsuRBBANdSOemd ymatttmardseﬁmmhmpre status of

S/M ME certificates. [0073] In variant
[#p16&dnent alniafsast ont yysteinestisctificht, sqroiey engiB6 20ayedides in

CGWC% 4r)ef‘hé geé‘ggl?df% Cespg’cﬂﬁ‘ﬂd?éélf wgy%fa PGP

wmmeéﬁeﬂﬁﬂai,evaﬁﬁm by\:ﬁ’lGFECgfddw\mdm Trhflsr(mr;@@lgé lb%hwple In
certi |caesto e C romnopoil e
it nhouy R6itooba POl oAdng el ol Eisrede? Ghsome other
devit@bncdiétrusesmer maa&anﬁawrbeer@m@ewac &A& ShdY R BFPIN in the
rt| CU| alr users, as

d dt
LR ot 55 f e O BB e o1 PRV poskoinani
d 0075]
B2 <00l iR Skl e e S b b e
Sbnmm]ZQO I‘ma(dapﬂ@d woeran\Wiogiewsitic 8 Ubeffd §adidoPEorkBltter (e.g. 262a)
anot her. secure certjificate or key store on or
SR R0 S RS Te o bb ey meSsaismesagsprat sp067 &y 2,
amu alayliRaEHthONRipYst BRI ¢hdRa es éncﬂ’@hi’o% SNEPINACE P
N 250. For exanp pol i cy engi ne

%o'f'ggs‘?%efﬁ%@.%ﬂeﬁ@ﬁ%? ”&ﬁ‘ssagﬁj?ﬁ'“@ﬁ?%%fﬁp usgF.\kased on
p@wsmh@ﬁe@@?a%ﬁﬁ%@ﬁréﬁﬂ forl ébkeﬁn;blé Q‘Hé)pla%ﬁaent of PGP

vari ant enbodi nent s, policy engine

ﬁﬁvg%é‘FﬁﬁB(Pé RER el N 958 GFeshetndn F"ae‘ﬂr iscrrowiied oy St
dr@sle ARN afd Bﬁ%ryﬁioéﬁfeﬁ@ a&?éé/rﬁfguréﬁ%ﬂs Ry G%Q :tﬂ@pb’eﬁgndlng

in the context o rotocols othér th
Yhihg Mpaameydiaf te BREI WdyersaSenyer290 wui Werm@dar to
ddifigaR@¥s oFEAN BeH Wb@ uﬁ:bérsB@eH@% Y& ﬁ'%g bﬁ%ﬁﬁﬂl‘éﬁ/ed

290 i s adapted to communicate wth a user’™s
EBIHA B cqErahovergragyessan dnessegas drat srarpiijed tol @ew&y

ér%o@mglgﬁd W @arﬂ&ﬁéﬁ%@efﬁ@?@éﬁ%@%rﬁeuﬁ%é’rﬁ %(5_/1% d@a) ]{néa{}%:r{fay

be further adapted'to enc nessages

[oor®y i anC@oPBxarﬁSIQUPGPVUﬁﬁQr‘é'aT§5Rr@f' §9Wa§ ez?d%g)‘féd foodlrectly

messages belng sent by the user, based o
RE_eRAs alkptdoing massages hies Meatages heing exalripl toe UEhefrom the

Ll%le?'g %@@ﬂbe%ﬁnﬁ%r Mﬂbl‘l’e%éﬂ%e B ol roYf‘?Jr C%?’RJUIUH% 'dAP’cg 39 Pﬁé or

shown i n I's provide
ragig ipteinded m%éﬂ@hwe@d 10010 nfakngeartslms:)rawlelopmsbges to

%%‘?%h@%r sign, if at all, in accordance with policies defined on the PGP
Universal Server 280 as configured by the administrator. If a policy dictates that a
message about to be sent by the user to a particular domain or pertaining to a
particular subject is to be encrypted and signed using PGP for example, the PGP
Universal Server 290 may itself encrypt and sign the message before

transmission.
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on the placenent of the PGP Universal Server 290 and
the particular configuration of LAN 250 in which PGP
Uni versal Server 290 may be enpl oyed, 20 the |evel of
control over processed nessages that are subject to
security encoding, and in paicul ar, over messages
bei ng sent by a user nmay vary. [0078] For exanpl e,
%nl ver éﬁ?rnsév%rthﬁgaemﬁyow afPsR-edatled digssagihy

?e@@@ﬁ§"§ﬁeth8?§99% DSmPTREA AT baPornTRARAES L 20
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3008 1. e “Qﬁaf’@#h"e‘am'g?f%ﬁﬁ?rae? by hepy e
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Server 290 may itself encrypt and sign the nessage
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ey ﬂ@t&ﬁx}vhéﬁéﬂm{eyg%e ?élfuu%lﬂ&ff@h@mdeﬁ% g. %Wpf@éﬁd/or sign)

ni versal _Serv

securit \&g data fromth

D5 or9re ARGt PALeUEHBYE PP &é\?PE'@a“%J’@Eé#n*\fﬁ‘m%'h‘%efsef 290
apy dlsapiooilersyret e Rothievet PEFt @Y stO tiRNGIRE rRRde8] gn

the nessage before transmssion for exanple, based on

{00823 ecur iByaduptingthel awoobbau@e@hgme[ OB that implemented by

ver er 290 provides the
SW%'&%" Sk 80 ersar"?%aerﬁtn %vaba&@@me much of the
dommrass@cnakeetvhwmﬁe@m SéFre n{&g?e]s (Ef tepr%{i) and i in
O store,

Uni.versal Sery al so be a
Ve A &V G el Ge SRIRRGEC Fpe RBJSSOcHFRIY pBd What security
éﬁ(tdduﬁ_}lﬁ"udaﬁz’amy onid QBeLIBIBAR bARY cih PLIBNAReRd B8he policy
ﬁ%&és are required to encode (e.g. encrypt and/or sign)
8%ges. V\here requested by a user or application,
al so provjde stored or

S 29
[t oveq oy Reyett g e 5.8 blodkglageemeistEE0B EpmBgnents of

enopirigetonan ¥seod ﬁl&@@é%n)ésg?@ai@@ rSe;dréﬁ}g;Facg/ 4 h@ssage server
ivers Vv

| enented b 15 a PGP
(58 R BaHS RENET ROBYY ks, DrATEXampATed s OB (i@ mobll
L &iﬁm(?)S%%b%%n‘é#élﬂ éérmﬁséhd?ﬂea %%sﬁg%%@ Qﬂﬁ%\l\% includes

In artlcu ar, ecidin

éﬁ%@%@@@ %frtEe M'Ol«}@% @nﬁe@@c 331 3 bedidorndirte ssefiair 35‘-&4 optlonaﬁy
one or more encoded attachments 356, one or more encrypted session keys 358
(if the message is encrypted), and digital signature and signature-related
information 360.

[0084] For example, header portion 352 for message 350 typically includes
addressing information such as “To”, “From”, and “Cc” message addresses, and
may also include message length indicators, and encryption and signature

scheme identifiers, for example. Actual message content is normally included in



10

156

20

25

30

encodi ng shoul d apply on a case-by-case basis, can be
transferred to the policy engine. 20 [0083] Referring
nowto FIG 5, a block diagramillustrating conponents
of one exanpl e of an encoded, nmessage, as nay be
received by a nessage server e.g. nessage server 268

ggq?{: é% q rvvardedtoauser (e.g. of nobile

Y& dpgpgec 'OE SR ResRBANIope s MaBe attm@@m@l 356, which
ms&ﬁg%n&@@te@@ tﬁ@'slebidér‘l@zr\’gg§§esé?6‘r? I(%EI to be
fol I,omM ng header y or a sec 21;
dFeroth 5 tIW' CQE\‘}’ FirayRied faseach intetidal! weipirh meing sthesﬁs&pecme
QPULIDKEy RNCLYRTEM SRS TP MRS P8 EldaghiIf sgFSSage 1

encrypted), and digital si‘gnature

t
omm .o O g e
infeIeion 36lmwredacudrgl. i Fifio maytindnds thehsems ef T odrificfe aman

PRslocss’ su@f?§§ éﬁﬁmyj%e&ée%s for d(%mr?ir S yov éﬁr&fieﬁ&lxg%lp% % the

nessage | ength | ndicators
Sigpatraiea S&Htaignatdenthid P@F’ssugmamreamampht@m d\G’GiFakey identifier,

.fcpﬁ ded in 26 b
dat a sectt%iogg AH%A@P{H(%#EI'{?V%H‘% ‘fgéwe'gr}h%]eésggé’ Phe Pap
key W@hmﬂtéym@amy betinahdedreqth bies eieesyet ad gayielah en@ABASRE

e QR Plicderhtoal - RE RSB B theiraeBandeor P dieys win
a@q:rngthtehm acla@pee:bL stech quuntnigickigyhst ameaa@ig é(éj%ls]?)l t@;ﬂbauy

n t 5 5] If the
O Do e e i on 2ot (o . an
smgmtaadﬂressr)eisada@akedmn‘hcmamtewumdéﬁo are included. This
may i nclude the sender's certificate when protocols

E’@@ﬁ] as S/NyMe! meesamedieefdmot%aﬁﬁh@ed&@n@s&@g’éshﬁfvm 2,
nat a P nature, the

@nat Grat Signp{iFe 3o SPRS S*R%ﬁn‘?j Efeitnessaos. G example.

sm’ne bebtucmmnmg ﬂeﬁ?gmdlﬂpléhﬂldﬂgﬂaakw@rﬁ%fl ci%!teggﬁijn{elégage body
Ey u not typica e

| ncﬁ%ar%edg ﬁmgpge F@é@éﬁ%meﬁ??‘%‘féﬁ@}‘ agmpﬂ%ﬁjmvlﬂalﬁafﬂ@tal
digrisgaictis g ntadn DI it R sS85 Rk ¥ib drib RRIEH v@ﬂnhﬁhefrﬁé!ssage
W % FGP keys with each other in advance of such
co [ 3 ions. The PGP key also typically contains

Bé rmat i gﬂ ssoqlfat ed V\/loégg t he ke hol der, such as
addr ess ( R Hr@%ss"’)ag RS, t%’stﬂﬁ@\”ded
uyefyamoﬂ ekamplé an[yo@%]ae&og@ @dﬂ:@@ﬁﬁa@%ﬁt WigefdBRtarkRhat

% it%rlctegl to rressa%g E gm single digital

DEGHE [io5Sa0es WaY Srael ¢80k Kimaia DspepAeambdbagaecifopecure
neacasam Ing, Stal$dm‘§ oP PRSOES lefnpiBYe D 8bihbndRiS bt B Bncoded message
i ndi vi dual thI ons of data in a _nmessage body
may appear in a difterent order than shown in FIG. 5, and an encoded message
may include fewer, additional, or different components, which may depend on
whether the encoded message is encrypted, signed or both. For instance, in
many known implementations, session keys 358 may be provided after header

352 and before message body 354.

[0088] To facilitate a better understanding of a number of features of the

embodiments described herein, severat examples of messages are provided in
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354 to be signed, and the resultant nessage nay
conprise multiple digital signatures contained wthin
t he nessage, possibly enbedded within the nmessage 20
body 354 itself. [0087] The format for an encoded
rressage as shown in FIG 5 is?f provided by way of

e I and persons skilled in the art wll
ﬁ%gﬁaﬁgk—{ Ry tvaye diigl aliorerlngévilrhg usgerstoddrihet thergeneral
florm@tand dppandy ﬂ%s%‘gég‘ﬁag B&&t Eéﬁve%‘ﬁ%i Sus ﬁ@%%%n%%ons

standard or protocol enplo onen

g008gjed Weﬁﬁfﬂmﬁisg%er(mﬂe B@d’i{ha't Wh@% g{os Slrtﬁgin ﬁgges shown in

tEan shown in FIG 5, an enco
thesq ereamge Fontatngdate mmas deexl sirghed eningGoRBERe e, protocol

ViRé EhtivRY of ﬁ%eé}ﬁb%meﬁﬂef#é%ﬁbécpﬁe ge%e %%F% 0 Mmessages

encrypted, signed or
brAVGe et Fj@i@eﬁmifmd @Ry obies séame hmyssa@t'@ pratycdie
provi ded after header 352 and before nessage body
3‘%9190]30 [ oﬁ@gpe"ﬁ@m a&bﬂavmattiee actoet R@P siydeurst amiumméppear

L escr
i HeThELeles PRI MR Fidlfos SERY SBPIHE HRB0T ad Sern
@namr% ingi&at ddesfi e@gememlmffon d¢dnwshieaté,om trazkyexahiples as
MIIS Egﬁééérgq%ré hgt t he general formt and

cont ssages may di ffer between various

t 8 b der st
T S oA bR AT
Bieseipisest tontiahn Staittatotthatadbiass feraiosi@iNye tobsadBodd in the

he features o odi nent s
et AR A8 00 R ot b an fesaipi degad 04 igioned
datatiiriiorodis BSIKiQH’IEGPL[Bng@ sighbRife 468 Ubﬁ‘eé&ﬁﬁtﬁ% tBQ;lg%ned data

e actu

Eor_ th ke of |
G WA A e
Sy usndt indseWR rgamm arerinothaty hé@déﬂa)bo?f&i"@% @ﬁg actually

SRRL PR IINY ol IR0y B8Vl G G oy o wes

rppeediBechierteansit. >". [0091] Referring to FIG 6A, the
exanpl e e-mai | rressage 400 shown therein sent from

(9682 Smit Iﬁuﬁbgitzrimfaxﬂw@s@s;@ﬁl@d@@@(ﬁ@m Ctﬂ@a@&ré&te%@otlﬂted
0 rises a begin

Jfrengggg(%?heaai? gﬁaﬁrageglge%%ﬁé%’a ‘Hﬁt‘@ rf@PttieoCF\et@f@@”e%ﬁM a

reta@vmggqayaozcsargmfatruaat&;rﬂéh&o@@rerdeﬁmm@l KRG ftn 8 r&?ﬁ%rﬁ%é

ion _406.,.and identified a begin sig ure
%tgrgg g{‘)tr Eé@'“p% §is Boinig ﬁéﬁﬁ?ﬁe’oﬁééyz kP Qﬁéﬂ%@@e 408 may have
pcemmlyramwngetj@@R—:kewwtthabhﬁeﬁnﬁdaﬁ@mar&méw@ & PP
with the key i denti fi ed "‘1

was a

B85 REOIRIE oo EoRIPUEDg Aais & SoBODHNER 100 of FIC. 4),
Assuming the message was actually sent by John Smith, the key identified by the
key ID within digital signature 408 would match a key for John Smith stored in that
Key store. Verification that the address associated with that key matches the
address for John Smith identified in header 402 can then be performed for greater
security. If the addresses do not match, the recipient of message 400 can then be
warned that an address mismatch has been detected, independent of whether or
not the digital signature 408 itself otherwise property verifies.



10

15

20

25

30

not nodified in transit. [0092] Furthernore, in one
system enbodi nent, the address associated 20 with the
key used to generate digital signature 408 can be
determ ned by retrieving key holder information
associ ated with the key from% key/certificate store.

n@ :gfarrpl e, the recipient atjanedoe@yz.com of
ge 40blowapiamREto IHce $bo ths sxasydé aﬂg@unmgee@@ shown

h iRy oBY i JaR D%Ieotrh%‘haé;@féﬂt é’ﬂwé&aﬁe 5 S YeA

key store on her co robr
19easr @y com), to Q@hrAgswtm watem:rwmiagemvamasmmi 4w The

t nt, ified
PR g A0¥ 40 ho e oS be GEING e 4 0 Bgor G messace
ﬁ@hﬁf” aS?T‘I 41I4 stdraube nohhd&redl@yreﬁte&éﬂtmg\/@ thiveeddtiopnhread

soc ated with that key nmatches the
?gg&%‘%’g%@%@ﬁ%” | Centified in header 402 can
be peyf; reater
me. ddr esseglsgég(gwg © FEERYC tsﬁ%arfag’&d'ﬂ“é%‘f'“ gHIiRaYEgERAge
46paraton in tierfotre 0B0-wadngidaltMessage -addr R$sinTbes PRl RRsAGS

' f wh h
S SEA DR Pt ks e tomos
ea lcﬁnreist meagh @0 3pmhiwly iBfikebnnget BclabiRg Hikhe éé’f:%rator (i.e.

thereinis a
PR S TR aslRe V%ﬁnsbff@rffat%fﬁ AERsagee Hgdh @&P@en eeuahed to
fbm daia edtbte@lyrézti!glﬁ%grigbﬂ@hﬁttjtﬁﬂ? @v%i@%e@é}b% il dﬂﬁﬁ&’l@étron of
e e xt of nessage as been
HhE P ingPe B Tt s ey e (T B4 Ay 0ags 410
Sjepa&tnﬂf wéckd:y oﬁ%tﬁ%ﬁhr@@g@@%rﬂﬁﬂaﬁ&ea%rr n‘n}ﬁ@j’”a'nﬂg)ﬂ?er
rsation thread @ between John Smth and Jane

r@@@ﬁ PR ssadre thisRdpage feepmrarier Siipriysajerwarded
m@s@g@&iaﬂ%ﬁﬁ@eg S&p%ﬁb%eﬁ 'ﬂ/iéslgg & Q-r-mg %n author wrote

i nhal mber of me
%eé’ﬁ’g?taf &n& qﬁ%%rdﬂrﬁ%efg@eaﬁe@ﬁeat@aﬂaame aseﬁégas%amratﬁ@tatm aba
essugeetnhi 86h b foRvadakE @ra%@déta iRafeRithe BERRA0E are

comonly in known use, including a |1 ne separator

0095} a |lh@aﬁfpl@ﬁfeb@égé’fﬁﬁj%h@@dystmcft‘glg{xtaﬁy Q@h@d ahy

t has been replied fromdata 1n
R:QEEE ’éﬂfﬁ %’aé%)loh%ﬁ"“aﬁm Hénweiest reessagardOmont amsetexaﬂf the
0t hasdeaR 40 wBIRnaY bBGK Fehikh %, MBS HHRfMHAE rﬂ?khfeetgkﬂt&%n

8 whi ch might be in nessage 4
SRS nNER@Asct thhew westeins'a peition vl righey datend6 and

@H@gpoacﬁnge@ﬂglfé.mu%e@@ A%acggegptfeeﬁoh@ {2t RS RASE,

for exa Sinmlarl éw e Séparat or
r@ém@tches -ay aggimgathgé thavedragreassoclafed with éhﬁ ikm/ruwdjtoe

[ p r u
ﬁ@?&%gg{%gﬁgﬁ?tgﬁgﬁ%mﬂ% hch FEPAREL & 1B eR8erR8Y Doe
as identified in header 412 of message 410. In this case, an address mismatch

would be detected since the key that was used to generate digital signature 408
belongs to John Smith. However, it would be misleading to notify the user of this
address mismatch, since the error is the result of an older message 400 being
properly incorporated into the current message 410, and not the result of, for

example, a malicious third party seeking to impersonate Jane Doe.
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nmessage that has been forwarded fromdata in a current
nmessage. [0095] In exanple nessage 410, Jane Doe has

not digitally signed any 20 portion of her reply to

John Sm th. However, nessage 410 contains text of the

oI der message 400 which has bé&n replied to. By
caorporating the text of an ol der nessage, nessage

4 499 ﬁgw coMCEPHENGY. po p1e broast aspiegh ed vdlabe dsB6ssEmidwith respect

CRS & ﬁ§rﬁ9@rdd)fr§3nt5’d<ﬁhfeﬁﬂs lrr?rgg%ﬁér%e‘?alﬂg‘%% ?éﬁ %gﬁ F@QP}A {0 7C, at

to detect address
al¥apleas pisgtsteratinat W:ttOh foheadoenf tme@.tam@&tg@nem &teemessage

d t to tch the addr

h%té g?é ‘?%Intgé s‘wr?es%gg%gmqr? &an Heh?(%@ (iltae girpose of

g@agaetom@verltmlslbadung&&Eeuseimnaddmsféreg’bﬁf@&iu@bmsmbg For

hat was,  used to genera
RS, S FE B, o DBt o
| adapted W ipeoreiasly eldgliansighature (efd/ 40BPtHES 8pp&: it HeStext of
arﬁg S%%ﬁéq‘?aag%trch Ss nce thte error is the result of an
er BG5BT AP dhdPLS by Rassinsoresiisatianthat the

tdeadetaddzats messages 14 Mataed tiﬁ‘@bd(grleégi ?ﬁgdﬂféte%vathfé)ﬂ&ey used to

| third
gr?%nF %H}ﬁ g %{Ir%’f’)@ § r pa@'@%%@&ﬁ@lﬁn@eyﬂomwﬂﬁﬁeiewce of
hlobadnagpatiid basdubtel t@Qeﬁﬁ*yiﬁéistﬁ@geMérrhdﬁ?@S%H%lgaé& £42

nurrtber %f errbodl nments in ggeater det ai | er ence
BRtERsdhe pRdressAssogiated wisa kenesest @ graesataithe digitet sigmature

1408, Baab sQbpreBS neiiftiatioh of trONAIALLES alithrebD FrilRSRALS the user.

ﬁt a pears after the first nessage separator can
63 leg %pfﬁtﬁ%%fgén%ﬁ agiofgiit Manant emiediments will be
mneg&rmalme[hhe user under the foregoing circunstances.
For instance, in the exanple of FIG 6B, the

qanmt i ng W @ferfthg &PRI 98 e @%aitée aﬁﬂ?&%g eﬁ%b shown
f?? ore any. digital Signatures sn hat

"Fhes B KRR OrERiagea ity ﬁ@meianﬁé&@agecwp@t a:t ﬂme repiy
48dwn s lpppassi ng verification that the sender
address in header 412 matches the address associ at ed

mugla] a keweseeeto0bGs Q%H%Fﬁmets g LAl Féx%%%&&ge 400
a further exanple, the uti ng device

56?1 H'S'ézﬁefﬂﬁ iRCSNperatss fa@aﬁﬁwg@&1@érunﬂyr a mmssabe separdbr 414.

Bid%e@rskri ékdh%@%eﬁ&ée 4785 Chis ﬁ%ehl ta SI A ff@%ﬂh@te%ﬂre

used to generate the
agrdents of h%i‘e@up@ﬁéwaqf@t&ohn @awmtruus:m hehewd 8GR ked The data

qgeEes
o e DRk At e KRRt ae 41011, 8 Ao g aigpe
Yignafesceqrms@ondingita signed gizla Mhnissbbenrdsttid o FI G 6C,

t he exanpl e e-mail nmessage 410b shown therein is a
BOPPLr ent Stsnadiaiadfioalseiptyrpbrates d andioDor, signed data 406 and

SAPshBRGInG QiditABsiGRRYe 408 from message 400 that was replied to.

[00100] Of the two digital signatures 408, 418 that appear in message 410b,
it would be appropriate in this example for the computing device of John Smith to
detect if there is an address mismatch between the last digital signature 418 and
the sender of message 410b (i.e. Jane Doe) as identified in header 412.
However, for the remaining digital signature 408, the at least one pre-determined

action may be performed, as described with reference to FIG. 6B.
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shown in FIG 6B. [0098] Message 410b is simlar to
nmessage 410. The text of nessage 400 20 has al so been
i ncorporated into nessage 410b under a nessage
separator 414. However, in exanple nmessage 410b, Jane
Doe has digitally signed the #htire contents of her

reBIB/ message to John Smth using her owmn PGP key. The
dP%01]si gnEHGHyOD ane 6Bcase surkey exsmplde il nfeiseagemsd 201 620D

R ; [ O [ ture respondi

i e B TRt e hety BT BT ERR. Two

ditesnadive replivs bynlobn Fomidt esaacibrd, benoteld is hgader 4 are shown.
Lresp ' di gi,tal .signature 408 from

R A8 S R ORI B s SRR A Gy Ocpessaor dgo. 4200

difgr telsssgaypaiantes 4408, 418 that appear in nessage

410b, it would be appropriate in this exanple for the

dOHRli ng bhefiiCe 6Dotheliodwn teéSirptdvide@ astete@bit byl JoHrhSmeh has been

dr n.sma between the. | ast. digital signature

}?qé‘%gnagiﬁ“eﬁﬂ%”% L ara”SfCOHs%%nj*@Gﬁ'@'&@q@%.ﬂ@?ﬂ@ &ffesiigyg) as 426
andis@8ntsfdctidely n Iherdengetd D, mddougy Séparb@F 4PA®oes not appear
r @%’ |n$qra|tggit2%l signature 408, the at |east one
ﬁ\ﬁ THRYRT YR action nmay be performed, as described

' ef er |G 613, 30  [00101],K FIGS. 6D and
$01h35 1 o1 P BRalRpine” Bt polical 48 casbly asgee o5 e mossage
doiwt Simiihrig reéplying gehawopye! Sighdd Ant iLagnSelM@amMma)ohn
Smth and J(ﬁn.? Doe. , Two |ternatjve regl i es b?{ John
ERPHP Y N ahiEnatie aet BipwhanaaRiapd 428 respestilbwin.
fifessags 4208 mbRiang sep@iat@d MY Weensighe@uagy flgd

i nto nessages 420, 420b 5 after nessage separator

f001.04] 0010B]botineXdripie§ It whbiild Heeypketlatdf0ydtdads Msredis an
been S|%ned, and the signed

reply by Jo Smth ha

G s DBIER sl gl e B i P e dbr o plonge 420
é2flendfied #lBddespRE! HeRleYer, hilcBBSSHRAR 4R MITRSP 28RN may be
S%Qar ator. 424 does not appear wthin signed data 426.
RYTHIPEONN T53PRPIGC teEothen didHelpignatyrop ey Pty iagnessages 426,
420! Yhése tealdre@srd e vilea $33R 1cadPbie SFbbHinicht HER HeABelow.
to have been signed, and the signed data and

[0 08T PonAGotdit Brdvadush i@ﬂﬁi@slﬂe@crgﬁi@n?é}ﬁbﬁ@diﬁfﬁanfez@es%ﬂged
T ectively. In nessage 420b, nessage separator

428 re I

BORIISIAS GeNGiRlIK o PRI TN HRB00E BObE] th b of
ucaepd Bismatch \whidkdrdporan s aREERLR alfe a8 flay fe FEMEed,
S ,a(gﬂé)&;f address m smatch between digital signature

BRIEC Hénessages ot PrRPsSH dconpmatedBes@eRmioriang signed by
me 6ntg\8r @Eﬂ%é! 8&nddt ad RAFHeANE cRESHABIEHB L age contains
a conversatio¥1 thread. This can enhance the usability of a computing device, and

may be particularly advantageous when the computing device is a mobile device.

[00106] Referring first to FIG. 7A, a flowchart iliustrating steps in a method of
processing signed messages in one example embodiment is shown generally as
500. Further details with respect to various steps of method 500 (and of methods
500b and 500c¢) and with respect to features that may be employed in variant

embodiments have been discussed earlier in this description.
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performed with respect to the other digital signatures
appearing in nessages 426, 428. These features are
provi ded by at | east one enbodi nent descri bed bel ow.
[00105] As noted previously in this description,
enbodi nents descri bed 20 her@in relate generally to an
apparatus and net hods in which the nunber of address
et ch e;f-\g lenst gcepoof thd sjte;p)sa)f usgiiod 600 @irﬂﬁﬁ%ﬁﬂﬁod%ﬂl% and
ni.mz ar r Jres es, t hat roper
%?Qﬁ%rsrpg{@"ﬂ%% Bigh a&BI’ qt ﬁsexg?t&waoe%f’/%@ e sorttng
tdesice! ITEeSa@)pnkﬁa"u,onaﬁaWalb@ h&EoCREEr M@@é&@ﬁd@pm@&&ﬁg%nother
cont ai_.ns gnvers tion thread. This can enhance t

GoRIFAlPE )‘;OB’PIE R ehpeiee iicgrated widthes- wal opather messagmg
@@piﬁda‘ﬂbh . bhr@%@-@h%ﬁgﬁﬁemﬁﬁwﬁfﬂ@ tﬁé’%&{ﬁélt'é%ﬁ&\bhﬁﬁx i, or

a bi | e device Referring first
éOWIecRXEEPfa?rPcp"F‘i‘fl%”s(tfPaﬁaﬁH@e%tOéiﬁs”fqrw sicietansd of

cessin ned nmessages in one exanpl e enbodi nent
‘i" Qﬁiwn gE??ei?(Hr'Pv"@sdevmdnam@ arisskigetompsitesi(which may, for
issIRe! heR%e P
500b angbggggibgﬂr?g CV%I th r!‘éﬁé‘géﬁ?{eﬂ?ﬁef eaté}?@g o:é(ﬁé:@‘?ﬁé}%drﬁobne
S@V'%wad;ﬁdechfﬁnv&rvwﬁma B@béﬁﬁ@wpmt@m@tberbwmutmg device,

[

¢h§ %Hﬁﬁﬁﬁn& @éwb@ Fna'%/rbe &iug ﬁé%{#ogxﬁzggggzpéi %9 H’Rné? %rgAéted in

| east Some t eps
@%Déjﬁwer%@@ﬂéﬁr@ogéﬂ@x%ed by an application

executing and residing on the conputing device. The
Plat i oM ste SHS amessagsi (kb oansrmeill messagrjiingeoeived at the
BRRbiERI dSiee QLRSS e C%Q'E:Ie' %tdf%cr@}}tgj &q?éﬂicﬁﬁon executing
Wt r'o

othervvlse |ntegrate the e-nmail
%%@m@“@gﬁﬂ'q@dﬁg 6N e-@aly applivatida). orhecrenpigae ntessage

B8Nl HNOnhE e RAKA II%‘&B%&)'{IQQ?E sEM%}e dre O(Fgo\}ilg%% the

appl i cation progra oF m suc
messagsnyas perf foww), dw r@aymebé addndes kt apdreemttimr dgtetasindime

%Xg?gs%ge vta{é%}e@n‘? gg\r/e?dceg/‘é%j ﬁﬁtg s%bLgEBPtRe %gégggég ran%rypoﬁgrq%[iy
@,’iilﬁi:iﬁf%matlen WA Ihr)ted aboobivite referdnce to tre seamplobhEIG. 5.
conmput i ng device. 10 The conputing device nay be
W8iPlked t dhe rpesdagy reerjverbal(dey51at berproezﬁessﬂcbnd dogordance
\gﬁmlé%é’oeﬁ(?@%m%?&y & a%%)ss%ﬁ_a Itﬂa@coﬁ aan %}Q&gs%]o oﬁ o%pof

message
sigreed datamndi m@lgd@\ﬂlgﬂatt(fe ogrreamndlreg tzbeaﬂod:lqaom m"fs@?ie@ data

|
Abofont ARUER RD, FREEED et BN SR RYL U
@B?fﬁge 1$n 8868%55&%5 @1 Plgg%.dne%& &%BL%QCA bf thg at least
onpri ses a sender addré€ i €. ere the” nessage
quespation of signd detaemagbée ptgead uamlgraesé‘:PdreyacRiaroesﬁﬁsa at least

TP Lo o0t e S BBR0A8 5B 2 by o PEw 85

message header (e.g. "---- BEGIN PGP MESSAGE ----- OF "nrmen BEGIN PGP
SIGNED MESSAGE ----- "} atits beginning, and a corresponding PGP begin
signature header (e.g. "--n-~ BEGIN PGP SIGNATURE ~---- "} at its end, with the

signed data being provided between the two headers.

[00112] A portion of signed data and the corresponding digital signature may

also be included as part of an older message (e.g. a message that is being replied
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ot her information, as noted above with reference to

the exanple of FIG 5. [00110] The nessage received

at step 510 to be processed in accordance 20 with

met hod 500 will al so be a nessage that contains at

| east one portion of signed32lata and a digital

signature correspondi ng to each portion of signed

dahas bedn plitd @ ook rﬁésga@gd tigldiabeiRy of REPheSefornaciatl), vehich

e. bod 0111] In accordance with at | east one
59%388 F}gé%{%a n etrﬂgssglgeﬂg%\(ed %trﬁée;bg}(? @rgome cases, that

%igﬂ@@@a%ﬁérﬂi SH¥esBenging RRftabSiiRgtu M bK erthdragimeaf andre
| east 25 one portion of signed data in the nessage

@Prﬁ’é‘gliféquﬁﬁébW N anpiter BRYPR ohBigaey dateda dig Message received
at step S1FERMHFIGMRIACE - 107 or - -  BEG N PGP

....... --- ") at its beginning, and a

gﬁf ﬁ%f pondr%@%é@%b&ve&sgﬁ@ﬁ dh§ t@@@ﬂ?d’ceé@ecgm acbﬁf’d’ahce

....... --- s end, wt
B mefhemh el wit Asvepmgrigs @Ve@@wn@)@w@@e shpateiR. indicating

headefast 0393 &19%%%%@&%%%% i%or 6:%{5%%@3[&% Bhdvide

correspon igrt signature e I ncl uded
HeSpage. 61m%ﬁ$ag¢ aéwarﬁ@gw@q éorgexaa"lm%@@azj@trtah gespage

R bR R e

as bee as been
herézsnteo tine @d barﬂ arheutheswege semretwédgaMm sgndeTO Wrote:"), a

fWErdefd Srﬁéssaé?%%gax%‘t&'tgg; d-@-t--%:&%rc?e%wg%%%@q'-l‘- or some

rgrta further "signe
albeo meaqueysmatedthﬂt triwiyrbegpretisfinedp whtchdne eppliiatjoe ik adapted

Btidtogsr it R AGRE SERLARH il By S BBy,

syest(f‘mecwssﬁmcamramgrbdamkaetedﬂotdeterébbmdwdﬁﬂ@rmﬂbﬂxs al so
conprise at | east one nessage separator, indicating
[a94d4ht | dastvadaet @hbedimess dagepplianstibeenyiatodreadaited to

%&E&f Wlh?ﬁ 4 ﬁ‘p P{%gmgg?&égnaqefﬁeg%§ﬁgg%ﬁ@gggrﬁ@?&gﬁ@gegin

or exa nessage
(nesgage header, e()smt@eqaéntl\m;mgessage Hegdea ak mmeessmgarsaporator.

V\§ %%an%pé%di %{lrs & %E& &F@ @é%%{@i \%rr__éioa Q«ser %Epg&%hor

ihdicatingl 8kt sigssdgatsiepardibor afé agubieqguent -ForBBGI &GP

BSOS Sl T ARG, 22 it

smmwae ---Si' BppediB ethar IS gebsepanticide Ny \bartyeatedieb v
nongst kno%yn 15 systens, an application my be
@83 "5 Y8 ect common vari ati ons.

[00115] At step 520, the first message separator in the message received at
step 510 is located. The presence of the first message separator in the received
message typically suggests that any data in the message appearing before the
first message separator originated from the sender of the message received at
step 510, while data following the first message separator originated from
someone other than the sender. The data following the first message separator
may belong to an older message that the sender of message received at step 510

is replying to or has forwarded, for example.
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[00114] In a variant enbodi nent, the application may

al so be adapted to detect, within a portion of signed
data defined at its beginning with a first begin
nmessage header, a subsequent begin nmessage header as a
message separator. For exanpBe, if a first "-----

BEG N PGP MESSAGE ----" header appears 20 indicating
tiAet1ei gnedheateasage mhay bohagwiot annhpﬁscs uhs eguend portions of

?Fgﬁ i%oa%@/ggf%s%ndmg dlgﬁage%nfj%ru Be%{ > ftrg%;pear before the

dippeaassagt beparte. Subﬁ patient ohsigaed damyarbendst ﬁl@él?d) Iaé?ve

%g éjarg iegara ; % 15] At step 520, the firs
QLR B IR ST bt e ensabs geosuebriae 10, ech o

ﬁx’lgbuatLB'e lcogasmehdinghe sRinesRELagbedring He'fér@ﬁh@ﬁr%? A#%sa e

or in the received nessage typically sugges
g g%w“%/a?%\“?fff eﬁh%kﬂ%%ﬁ@@nabbg@angsh@wbre t he

S separator orjginated fromthe sender of
i%ﬁmssaféﬂﬁ“@é@mﬁea‘ dfie empedimend therpplicagian i adapted, for
bath amitassigrBulel doblesPR7ERIR SERA] @9 rap%érg%gf@éfgﬁa tanWét

soneone other than the sender. The d oW n

MeSpoGRYRIgleT Japk) ¥edy tha timpensiar seigrass idanteder the hoader
B’Etﬁ%&@@séa@@treéé]@ecﬁﬁ@&f 54§ m’é?&%@gﬁe gﬁ&r%bé’ Egsc?c‘iatﬁtﬁ W?tg 3;he key

IS repl ying to or has forwarde for exanple

Byl ipagenrele tee Bsgectiveydigial sigpahise cosesndngingdasigned data
Hpﬁe%rﬁl@rﬂéf&@%@ﬁrst ﬁie@@é‘gﬁe %@P%n@%ﬁé@?ﬁg Q“Usggof

1 gital gnat ures ch-a efore t
F@fﬁ@*ﬂtn@e@%@;}eofﬁp%dda@@rmlsmw i et $emi@r ofldisisy neels dat match

%ead???t%s éés%@laYecf\Qltmf?ﬁé%e sleg éqggﬁ%ac%@'g]r&h c?@%g%rtapf

t he nessage received at

SpgMetaee shonneas standidfy to SI gned data appearing
before the first nmessage separator nmay be verified in
84081 manre preste getepning omafidrese asadiatbd mither ket esed to

@@fer@t'ébé) G 8% BantaFQ ARl it g?afa) @n%%esggg% &G ey@ key REE8,

gital Signatiure orres
lamﬁ@ailpfhgsmaieémihéhef i«ﬂsas storsbiageksegtareateq. onttoe (1)

é’oZﬁMtMglc%%‘ Do A 98 hoRAGK esstc?regﬂ'gﬂwt \Jvfutc ﬂw%%%&rﬁa% gan.ke

ader the nessage r dcery
PHiackddsepndsboonht@utenhe mdt:lhsessleeaysoc;tameldmtmthgé@@riat e

deh@rnﬁiﬁé ﬁé 'a}ﬂglzc%'tlghw ﬁ r?Ugﬁi%’ Ct% pgf’e?rﬁ@g 2@81 ress matches

sl ghe eari n ore
tb@ﬁaﬂé@rcﬂtqdraml (2) notify a user of the conputing
device of an address m smatch if the sender address
[88%%9]not  ima oharianteentadiinests nasEadbatéthewiseh at ttep 1689 may be

AERIEE ARTAA! Borlfod SPRBELLNG 3l dlerting TaBRIY ©;
computmg device. For example, an IT policy setting may dictate under what
circumstances a user of the computing device should be notified when an address

mismatch is detected.

[00120] At step 540, it is determined whether the first message separator
located at step 520 appears within a portion of signed data in the message
received at step 510. For example, if an "e---- Original Message -~ " separator
appears in the message aftera " BEGIN PGP MESSAGE ~em- " Or @ M-
BEGIN PGP SIGNED MESSAGE ----- “ header appears, but before g "~ BEGIN
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[00118] In order to determ ne the address associ at ed
wth a key used to generate a given digital

signature, it nmay be necessary to retrieve key hol der

i nformati on associated with the key as stored in a key
store (e.g. on the conputing34evice or froma renote
key store) from which the address can be 20 extracted

[ SEEPSNABNSRNT-— Gppears Heemthds wosldasggestahacthwiitdl niddeage

K | h f
P T SR A TP BBE AR "‘?Ketsiﬂdéf“ ’

rrbodl ment, n i cation
SRR, L MG Yord i el i S RSB N dosh ot Sbpear
pwithin tat;emmyofas@m:iﬂata MhPo ki WpdeNe Eiddubt et Qéta%l%@o&@ted

R by, DR B e B el i iprralebntacte Totocprg received

catrqbcm S tyhaenoidenytad BethBebhiidast tN@?ébeﬁ!édaﬁgés%aé If it is
ST ch E_I%ﬂbetfect ed. OOlZOl At step 54 it

g‘)é% %PHP%% [t MesRsioe; Seppatpdongaios éBB@%’t%an a portion of

| dgradcethtat theh apied@orappreadciemihdt ActRnRSF ééc,gﬁoigﬁe sigaaed

data.in th 30 received at step 5

YYIfes n Eleamessagg thatgnpgprsaltenihatiigbmessage separator, which

Sﬁmﬁdﬂ &tnﬂmlzeé\ﬂ.ﬂ.@?@@e'r Bf Weﬁ%sé&ggé‘é MC% E\I'E,boﬁ)v:i%lll\lthe

SAGE
|\'fl§§é$& 8 Computing daidee Hb%a}f%ewt‘ﬁ@tb%mttﬁlﬁé eart be performed.
....... appears, then this

i&ﬁ# 34 EGP S| GNATURE
1suggbt @@ iR ihis prbedifanicafeshayepalrsienp50, the at least
APRGAE SeWrikHdd 41O rfbr aridrhl SHAAGH @al Qppe{aQQ%%éJ thUﬂrétt

is determined that the first message separ at or
ABSSapp Eararaiar ?ﬂmpreﬁeﬁ&vpawq)verﬁicgmtmm Setm!en aﬂtﬂﬂess

tnyRbiee thy a%fb!%%%ts%élgléﬁ vﬂ L AkAPSOH B O{e‘?’w aZerétt?j qarﬁxy signature.

| der nmessages that have een I ncor
angjber we i hagralicaiioe js aapterte ilmrebémlhe;pgtmede by detecting

&B8ress Mlshakhel hews @%I%%aﬂﬁé&sﬁg?apégar tﬁ& ﬁ*né; first message

determned that the T1rst NMessage Separat oes
SPPAA™WI thin a portion of si gned data then at | east

E‘? Sre deternined action for each of the digital
Yl ur e WH engndesstead that i aplipatiersmat erifvtthe digitast

g?ﬁﬁ@@& ﬁ%ﬁ%@%@ e WabGHe 4 cY‘@H:h g Ig% g‘#&aﬂﬁwgﬁttﬁﬁ%mgner

m sl eadi n ress m smat
gstbe correspen WG?@%Qaf@@ﬁdc@nﬁﬂg messtbe integrity Hetep not shown].
Fotlfl ed, can be perfornmed. [00122] For exanple, in

Gi1g4 bn‘oocﬁWﬂﬁP“”@h@@h@@ﬁ@lﬁleéptesﬁﬂ)g atitvesamismathes, digital

Qﬁﬁatﬂhﬁ;tﬂﬁi S5580 %ﬁen?ﬁ%'f?ﬁ m%é% ﬁé sgggtlaE@ {1 I%?%o%rdethat the

at appears after e Sépara
BN 88 sobfeshelnistpading dddcess mtsrrtah@tt etrbis rskatidgto older

RULESRR can be eliminated, so long as the first message separator in the
message is properly identified. This may enhance usability of the computing
device, and may be particularly beneficial when the computing device is a mobile
device. For example, it may be more cumbersome for a user to manage multiple,

misleading address mismatch error notifications on a mobile device.

[00125] Referring again to step 540, if instead it is determined that the first
message separator appears within a portion of signed data, then this typically
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15 matches the address associated with a key used to
generate that digital signature. Put another way, the
application is adapted to ignore, for the purpose of
detecting address m smatches, any digital signatures
t hat appear after the first n#sage separator.

[00123] It will be understood that the application nmay

veldgiegtst that tiie giateadissp0iats with at east maér\/r%sdalge&}as been
si gnature to authenticate th

CREQBr QTR Bl o RiohoRerian € YR TG40 Pah deeOAENEsbY the
nm’siagef thetregivddyhebsdRP Aalgitshayture &&I@%%dlr%’ to the portion

SRt S TG Remes SSiorsrperdpsamece shawit egst, but
fafrmhmsa@esm F&165. A&lﬁ;r&jxhbsr' b8l 56N ate Eﬁ&ma'déﬁ(fenﬂes

benthdedo m sl eadi ng address m snat c

ng?tatt‘?r?&” ol d&%ﬁsfé%ﬂﬂ?@@gfa&&hwr@émmmaage@@pelwl at step
| I aghb s ehed éidoﬁéssg%%%@%?eos\ﬁﬁmlﬁi@# ué%dttggep ?esﬁg??@ﬁal

properly identifie hi's may en usa
é&ﬂfg\% PndM ST theapr vé $hebeorppitirigedeivioel |§/nb‘@‘reeifofcanaaddress

\M‘li@ﬁaatd?‘ﬂf %‘E@Hﬁép&iﬁgyé §5ed Sottn SRR 'ﬂ#eeadaq'gélé gﬁocg%d with the

%ﬁ le, it may be nore cunberso or a use

Haged figengp thafrﬁigiﬁaéatﬁrwglraddr ess m smat ch er ror

i f| cations on a nobile device. 30 [00125] Referring
@%\ %1t o shegn stherer therrrttieabiodies iof meesagasiane doutinaty signed

ﬁr’ﬂﬁ cBhﬁe%atzdFﬁW@ﬁen : ﬁf HoPs lr@g\gcﬁfdr!ss élig &gltg 2%.'{?5@; i on

of signed data 1S typl hat
CRECERANYINGsi9dhe suentunessage reesised mymaumutmm will

SPech 88 apeRRR PRI AL R PSS TR SRERHIERT o T3 cases.

Wé‘@@lavfé"ﬁt m?éésse@@esepmajorgdaew apyiegn: amtbmea p@tm{esbmgdemgaltaothe
h th

blRaPQst40R co‘?ﬁes?br%]ﬁgtcgﬁ'u %’ ) e%}%? d%ﬁtweltgma\f/ﬁ[gp the first

nmessage separ ato ar s
Me6Sage separailos agreae palf arpmazty Be dios Bisngibyital sifnagirem G0,

trle8s {gegaet_%_qﬂﬁ\égﬁyies that the sender address

I dent lader of the nessage received at

510 k
ROT8T o gdrabeeE ool BT SBRORLTR RN Ngbdfre 7Y,
trrecapodingfto theepetopof sigged daiaceithis whothi the ikt ofesatge

HHrESE epBealif otk BRI RTRL <A05LEED Q8 Egbe i be
Rraespatydo desdrmiliegiheglrosergratespendih§ AiGRE] sijrmtege®p not
ARy NB R R 007 oo TR GEE S b er e s
masnagecaﬁqdasatot sicdbgfulialerflegnathicepestas tr@wmﬂw;@q@drﬂon of

rept nessage received in any particul ar
§1§\%agﬁ%tg feramp p| cal I y be appended to the end of the

[ﬁﬁ?ﬁﬂge Cn%rtéjcli ngovye in order ?osgeterml(%e the address associated with a
key used to generate a given digital signature, it may be necessary to retrieve key
holder information associated with the key as stored in a key store (e.g. on the
computing device or from a remote key store) from which the address can be
extracted [step not shown]. Once the address associated with the key is

determined, the application may then verify that it matches the sender address.
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15 when a first nessage separator does appear within a
portion of signed data, the digital signature
corresponding to the portion of signed data within

which the first nessage separator appears w | |

typically be the last digital38ignature in the

nessage (see e.g. FIG 5E). [00127] However, in

oldfd2H | i in pyapanisinalimbal nofifeation bf thie Lﬁsegataﬁtelpémﬁﬁhy be

dd J
CRERRENA g oL I95S L et SR SRR Dl e
t ¢oEnpia d@wget &lor skgmpleuse T pottdyeseﬁ&@sag}edmtatte BYehehat

termne th r.ope orr
STt 8281 B e Bp oS BRE 50T SE0RIEH Frgy an scress
deismammusmi@tadnsbcch digital signature appearing after
the first nessage separator successfully verifies

Vil0H3a]espedt step %beaﬂaa:ttm@ pﬂé -deedriviiied &ftion28r Sdcingdhe digital
not ed above, in order to

R BrwbRin FaMBergioe L0A500bats T 1 WAt Seckase spaippoter

deaethat digital gignatirdf@ivitath sh a0dledE Matbi wBBYehfRed at step 560,
hol der i nformati on

ssary to.retrieve ry
JOLGER A e %ﬂ%@e #4 ruplgpdingiaddiessayisgpgheerres §f
avhitiheie erpLthbr@ngRIhE Bedte fn’flg R AnSIEE 18 KEMiest %rpﬁgrformed
from whi ch the address can be 30 extracted [step not
somiat] . mmethtsmentaﬁm@ms trRsea6hstiond- ﬁfﬂb&éteﬁrﬁﬁe%%tidrﬁ for each

ﬁg[ @]tef E‘ﬁ ﬁPllcatlon %then verify that it
ReUgitql slgna a3l gapeys aftgp e[fmatﬂ@?sa:gﬁ sgpterper than
etmoa»gltmnam@tf@f wmah laﬂfhdgfestshﬁaﬂéﬁ Was%nﬁé@ Bt stéP 568Y
er f orned ermtted by a security policy

S PER R rSaIng Vol Fgaop RELInp g drsvidsaesorDmichad i adrbss
aBsdclat@Miithya W&éé&o@)’leﬁﬂt@ﬂ@& 1 dRinathel put noﬁhgr way, the

Ci rcurrst ances user of the COfT'pUtI n evice S

ABRIEfiy ‘W@Pt%t%{éﬂ?r@s@r the pirpRee ehdetecting address mismatches,
ERO&BRALI ﬁéné’c&r%@ tﬁ&oapp%'ér !aﬁé}sthe fRg n@s%a%@%@ﬁépafb?dother than the

action for each of the digit natures in
rgseEgenats cosigseardnatq e wmedf qiatg withisswhigh theefivst message
ethebtor bhpdakhe digital signature for which an address
mat ch was verified at step 560, which would m nim ze

fovazppnbe rA@\TVlt%ﬁTb@pe\?ﬁj AiRdd hﬁ§§rsf80%rfﬁéﬁhe %{pbﬁ’éﬂxoﬂfmé@ve rify

whi ch the user of the conputin evice m gh
the doital sigeatur ?%tfﬁéms’redﬂ%éue dchgqﬁlq digialtsignature to authenticate

erhosidrRntne é&??es%hn{jiﬁgi%f ned s Sﬁﬁggﬁmgs%e lBE{g!’IE}ﬁ Istep

each” of the digita natures t appear s af

Retrsbowmbssage separator other than the digital

Si gnature for which an address match was verified at
K0d33kbe0, Fesiprmess apymeitasiy mgtacbwith rewecole dtemb5@,Hey ignoring,

RE AL UK S tIB L ERILLEmATMESSS the other digital signatures that

appear after the first message separator, the likelihood that the user will be
notified of address mismatch errors relating to older messages can be eliminated,
so long as the first message separator in the message is properly identified. This
may enhance usability of the computing device, and may be particularly beneficial
when the computing device is a mobile device. For example, it may be more
cumbersome for the user to manage multiple, misleading address mismatch error

notifications on a mobile device.
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15 associated with a key used to generate the digital
signature. Put another way, the application is
adapted to ignore, for the purpose of detecting
address m smatches, any digital signatures that
appear after the first nmessagg, separator, other than
the digital signature corresponding to the signed

h f-i
St L SRS PR L SLTERSR SRR g mtn o
Wrigessingotgnarhmessageappiother examply enarddigenttifiehown generally

signatures thenselves (i.e. decode the digital
signature to authenticate the signer of the

dj
BDLSP 0 MGl SO Ehin 30 i S0 R e at teast one
Serdem'rtrmemioioadn \metfbrrne@ ﬁ:e@t dxglﬂai $ éﬁ?@tlﬁé Ehat b)épdtaﬁ’@@ﬁbﬂg}e first
dress m sma

Qr th r os
o SoRarPuRIT I SoP bt ST SR ) Sape araser T
fmeﬁagmesﬁt@&srﬁﬁh@f&ﬁ@ﬁess@b@ sbpéﬂ@ldr@@@g nbhabpdad ithBR4 portion
tifi gge of a dress m smatch errors relatin

0
% S@PS@P%&EQ& e8P figiat anatuedhploprpesss ey the first
ﬁm%g%smwmwmme déhel Wﬁioﬁ‘é@ﬁ@&ﬁmﬁ?z tcpffﬁaos%rhé’n of signed

identifie enhance usabili't
&8 thh’H&MFhEéffsf%%s%aﬁ Sﬁea@éﬁrtap@@ﬁ@g P9m9§ﬁ%ﬂ‘ yesifeng that
K19 Mrbbﬁre@QW&hé&th@%'d?@ﬁg' a%s@c@t%@vlnfﬁ éj%y GSed EJ%enerate

ﬁﬁhgp It m be nore cu ersone for th user
an'rﬁﬂﬁ%t%Peb“trﬁU@P%IW%‘ﬁﬁﬁt@@fm t@@&p&wemnmutmg device
Robh Bierkl ﬂﬂ%@ﬁh@vﬂ@p@wb%eﬂ%ﬂ %reg‘{?oésq{b]f FHtch the address

Referring to FIG owchart ustrating steps

paseriaiad Mih tor kebﬁ%%@s@@@@ﬁdh@d*@ﬁé‘ﬁ@@é@el nainge Hepwn a

P S IeLe 0 8008) L 520 gp

?ﬁ'éi‘?rWH% referaneade nisieod 50QPeF@at7ér i ned act | on
Eerformsd for a digital signature that appears after

G361 r st I ¥adyy esutpsliraent syppressignef raidinatiirgefitae user at
§ﬂe9r%‘06ra%dﬁd?%t8099rﬁ)§yal5é éiff@n‘?ﬁeotm Whéﬁ{p fﬂ@éﬁ%@% security policy

separator if the first nmessag se ar a
PERNIWSE 9 Hescgsarutingrde vide. sﬁcgree:arr@a an iﬁmv@licy setting may

alhes %@@r’wﬁé?rcw@@rﬁgtagbgé BQJseﬁbﬁﬂ@tcHg?uﬁ \ﬂf?@ @ﬁ&id be

after the first message separator

opfified whsnrarspdnigss mismaehpoteteotedof si gned 10 dat a

wi thin which the first nmessage separator appears)

081371 ses Aretimilgingoter arith refeferemiodTiCaddr inswrdemtoctidermine

e Rl-eas 88RO §e utst "l’o é@rYerHt%eéjg&gn Qfgﬁeea gpﬁaturer it
the digital signature, ressi ng”not ca

Ray Hernegpsiane e mifrme Hfﬂ;/ idﬁﬁ&rdeformatlcanawdrae@;twﬁh dmakayhas
YBRIY hREeTER (e P URGRS ARETHAPE TR SMeding addie X3y store)
from which the address can be extracted [step not shown]. Once the address
associated with the key is determined, the application may then verify that it

matches the sender address.

[00138] ft will also be understood that the application may verify the digital
signatures themselves (i.e. decode the digital signature to authenticate the signer

of the corresponding signed data and confirm message integrity) [step not shown].
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associated with the key used to generate the digital
signature. This is shown at 15 steps 550b and 580b.
The ot her steps of nethod 500b have been descri bed

earlier with reference to nethod 500 of FIG 7A

[00136] In a variant enbodi nggt, suppression of
notification of the user at step 550b and/or 580b nay

s 130y f or negkeRM Pxowv@n?@eg AL Ak .wst%nﬁg_ew .a(araﬁéthsaof

governi ng use of the conputlng devi ce
P@Cﬁé&ﬂ@ylgﬁéﬂ resgages/inzmotheas exa@plenerabodimant is shown generally
ghg@?gstances a user of the conputlng devi ce shoul d be
notified when an address nismatch is detected. [00137]

f@@gr‘e' arMé&hB&‘S@@c W dé iRih b Sh&NGE b8 &c?ﬁt té@x(ae@ thés?égﬁé

rmne ress associ ated W
tredgdoerevice @cgmteelrfoddtgltaieshgrsattgaaappearmgtaftemﬂya first message

| [ t] .
TR ETTR I e T
p@tegtialtymfmm Wl m@:tdlewiodee osef. rrgmesxaitmlm:seg[k@e the user
C ss_gan be extracte

e S e e e S e SR RO
ra:edreﬁ emenlfagel haié bigsnag fihat pattionn aﬁaytetjhe lthe/@lxt cﬁfya i‘,dﬂ’&fferSEItIOl’l

t t he sender
e oot R R s e i feOreh e sl poe R Belitiatgd in
B “Bragmating @sart biegEekyssye(df. eﬁcorﬂ@ﬁzmi@n tireadivgs tchhnged, to

nat ur e ttﬁa{e\uth nticate the s

TBIT Baparet Bhimear g Serrd gt Bigsmeons else

bthteganhtiy) aftabeqenaet. shown]. 38 [00139] Referring to
FIG 7C, a flowhart illustrating steps in a nmethod of

[@0d4€sSsi n tg-hsiegmﬁﬂjmesmeﬁbémwmm eéésﬂ%gt @&a@ﬂaookl)g 05000 attempts to
men en as
EBBRS] 0RE nirPa! DEhITR B Satsmindia B adiTest SarpaRE I bach
$[ﬁecﬁ“clmdtﬁ3ric§f Jird dia asSeumted ith Gin Sl m@ésa@egn@ttnﬂsqfeen
g%ear w}g ? Eer the first ssa%Fél separator so that a
BrypartgEinta h@df‘?%??%f"e%l‘d‘? gssterpithes can be made.
ot |aII af f or dd|t|onal rit ,
R8aF21 PO Fire et Bl oot W 4o FEE A sRgated
wigng &éy Qée@tcp@éﬁdr@ﬂé Hligha Aridire %@é@aﬁﬁy in@@c@&éatr%sage
%@_‘g C?l nessage has si ne t hat Ortl
i A Haetsssz&*er&ddae%ﬁ(}@#@m KrietgIRp @gprion-specific
dieessedan thd miaSie FOSSAR R ridrads Mt}%ds(ﬁﬂglﬂ thRImS$Ee! so that the

address as indicated in the line in an ol de

RIERYAFEIrgTocs oD@ madeneshvien %ECW%%@ﬁm%t%he%ke

i pear that an ol der nessa was sent and signed by
OBHEn e ciruBAtia fe i DR ATERE T RE % Exfgkpne pre-Selermint

action for a digital signature that appears after the first message separator (i.e. for
each digital signature that appears after the first message separator if the first
message separator does not appear within a portion of signed data, and
otherwise, for each digital signature that appears after the first message separator
other than the one which corresponds to the portion of signed data within which
the first message separator appears) comprises: (1) determining a portion-specific
address associated with the portion of signed data o which the digital signature
corresponds, as shown at steps 550¢ and 580c¢; (2) verifying that the portion-
specific address determined at steps 550c and 580c¢ matches the address
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[00141] The enbodi nent described with respect to

nmet hod 500c attenpts to 15 address these types of

probl ens by determ ning an address associated with

each specific portion of signed data associated with

an ol der nessage that has beegg incorporated into the
nmessage received at step 510. [00142] More

sp@wofat@@MtM thd %Medtth%n@%%élmee@%Iah Q@néﬁh d@da%r ‘?\%ﬁm at steps

ag C|ate Wi th key uUsed to gen
#Nt eB2giipearitivglyi and(Peotlyirgd ves shle Cdr@pmimghtevto@ of an

e R N .
o@S@P@*ﬁéﬂwtﬂat@ kay uded tﬂ@ssa@e thedigitabtighhiere, pisap@wvn at steps

m srmt C %mgfig%fg% R %nsé?dﬂ%t A Itﬁg%ﬁgg%ﬁ%‘{ﬁji?%t

t ¢rscebed sardier wmrerqsfeendeu@mutmioﬁooaﬁtm@nmor a digital
signature that appears after the first nessage
Sam or {n ore efmbpddereabh sthpg)ftdatermurgrﬁ@ta l{bbetxdntkﬁie(:ifc
a;RRﬁ II‘St ssage S a
gg"i"ﬁ‘%@%ﬁﬁeﬁ‘g?ﬁ S it Ofs%%begrde% hicq “b%F’igi‘t%'rF‘Qﬂathe

siogﬁeenomtm (ae,g ateps ﬁﬁdaeﬁﬁﬁ)cs@ombﬁsef@ahcdh@ww@ére possible, an
i rst nessa

ha rs.after, .t
PR toFe bR RRER e Shen I e S rbaainars botren the
poessagn sef)arsaltcgrﬂeat rﬁlasta:wsehhbr@c&d?dsme pbARNfdf sifncAREEAGBWhich

Y5 Bl BRRR P les Pt a0 i bhtichratgiaeninatpeCeneraly, the
Fm@lﬁdt“m isotb fﬁtgiﬂa@é}rrdf@é whbe WBiofder H&sﬁ’é@tﬂa@hﬁ b(@@l?‘idéb?porated

rr s hown at steps 550c and

P.af";‘? ﬁ‘ée‘? Hﬁ%?%%a%f??maws “%Eb%‘émf’“ ef aea%ggta begins, which is
dtieatiyiimticatadl by tePsoEQmaRdgs 8%@@? %F&%dtrﬁeth@%ﬁb’n%é%ata

% %s catgd wth the key use ener at é
CPENI9% YA %aﬁéonaﬁscw wdit tyefpélf:ySbe Bwlaﬁ@d%zvme a

beﬂmcsiﬂe‘t@ib)éddﬁd%@ df $le S&dek ¥ gt @dé’lsr%%sgget@@rﬁ the header
utl vice of an address m snmatch the

BBP "f‘rm%[%gh Nesarif eralopvhest swelt @ headrr iagarvidsst in the

ansairatades th the key used to generate the digital

signature, as shown at steps 5 554c and 584c

[(BHﬂGPt | vefFor.exBRpINIdaaEidst @BBxAnpELAeE. é@o%l cfd%?%'% is

cr ed . earlier with reference to nethod

1%%'“21‘ AesRade feotiansr?os, en encgft:@@d i h@ﬁﬁeéﬁﬁﬁnﬁhﬁghas

ae@ord lief 1S RRBI hE édf;z@SSr%%
g%gtlgn of signed %Sg?a to which t pgltaF11 |gn%ture

EEsso Hsaddegs okthependsnibat Esav@@ys indepreeés2 (i.e.
jéﬁbﬂ@é@'x?ﬂcor%‘ﬁfe%e@%sél e% daﬂé‘ﬂr@cé‘ﬁjgé %§§r?%t8¥i R g port:on—

preV|ous sender from in the nessage
drees SM@&@EGW@ with sigaed mataéttﬁ mmyrrespondmg

p&
SRR 0100 Rl BLBNE AR 8ol O,
cgqrwgn@agahgx@éalgnaﬂurtym8 hetches the portion- specnf:c address of the
sender that appears in header 412 can then be performed, and the user may be
notified if an address mismatch error is detected. Similarly, with respect to digital
signature 408, the address of the sender that appears in header 402 preceding
signed data 406 can be extracted as a portion-specific address specifically

associated with signed data 406 and corresponding digital signature 408.
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objective is to first determ ne where the ol der
nmessage that has been incorporated into a received
nessage and contains the portion of signed data
begins, which is 15 typically indicated by the cl osest
nmessage separator precedi ng td0e signed dat a.
Accordingly, in at |least sone cases, it wll typically

Béerifiostirbthet the sdieltssHsaeciatedia the r&nﬁr@@&drfdurfg @;gnm BRfature

t he ﬁ g‘ﬁ%}f{ that ol der nessage fromthe header
‘{98 e IgePsRificsisEessefdhasender i appaarstn feader
higaden thén e p¥ifeRsbd, Ainkifike USIGREPOE ﬁb%dtlgéfi ad&%ss mlsmatch
[00145] For exanple, consider the exanple

§GhEdet8d416 is part of the original massage from
i@ e Doe, as indicated in header 412, that has been
@14% t olninisHIANessdsiesumEmateh peerscray bé eropedpdetected

5‘?&2 glpgﬁltlﬁn)é ﬁlgggdé ?§§a%§1d(c}c.nfesﬁglq&tﬁgg gﬂ%{é @%tér%@%% phf2k older

@@%@aéh@%@e%maomeat@@mt(bé r@easaaerw:\aasi ad the computing
Rayikson- 25 specific address specifically associated
with signed data 416 and correspondi ng digital

foaRF| ure Aslglm!lgﬁ%hf)ie%%ilkpﬂ'éférggé hﬁl A ?aﬁsﬁder to determlne

associated wt correspon
Hegadeieehassociatedith adqeys,q@e@ itd Q@n@:a@réeglse@ﬁrg.lthbagnature it

ﬁ%@%’néd@@&a@ﬁ@?ﬁﬁé\/eﬁ ReRRLET mt%ﬁ%a sg:%paft@aewﬁh the key as

per f or ned user’ may be an a
Rioseebinchkeyt stere (eso- @@ttbetcempummﬂe\am yr fr@mtdwrerrezt@é@;t stoce)

4 d
T R
asavcipte@with due kel asleterponad, de smxﬁmaﬁorcmagddhe&s@enfy that it

FR&HE 4 3%&'{@({1 s@é&@cféfcsrggs wi th signed data 406 and

corresp I gl Signature 408. 40 Verification

gf()gﬁt}]t he Wﬂ%‘f&% @éﬁrgcgér%gg tr\%t ﬂ'i‘%%‘ |c%ﬁor5ﬁ1%§/o%gl‘yntgg digital

ital signature matches 't
sidoktesss themsples dred dBC@dmﬂ'lea:hmmsxgnamr@&naiﬁhentﬁﬁﬂe tharsigner

5 be not | d i f
150 3R BRSPS AFEn S8 PR oo
0 a%? SStheth ! ®s
et o e ﬁheﬁé%gﬁéﬁ@é?‘e&g?fa“ﬁenoe”ﬂg%"’ﬁ{ % feselted
wesiagsl osbpravioue seades fardldofmedcees tmmﬂg bsem abrporated
\V; sage ived.at the
o T A E R e
|’e$ erayreeut, dolFbh@miyid), whan am dpmlacﬁabord@t@:fapﬂte“ceto p’lrecésh;e
e th Kk used to generate a n
AESERE B3R5 B0l B et HEL0L8 FRSECL Rl 80y
rieeggmmuﬂebylanfsrmrrmﬁmmthea!waﬂmaf ediwintheddagekey as
[00150] Accordingly, in a variant embodiment, the step of determining a
portion-specific address associated with the portion of signed data to which the
digital signature corresponds (e.g. steps 550c, 580¢) comprises: (1) extracting,
where possible, a name for a previous sender from text in the message that
appears between the message separator that most closely precedes the portion
of signed data to which the digital signature corresponds, and that portion of
signed data; and (2), where a name has been extracted, retrieving from an
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stored in a key store (e.g. on the conputing device or
froma renote key store) fromwhich the address can
be extracted [step not shown]. Once the address
associated with the key is determ ned, the application
may then verify that it 15 magthes a portion-specific
address. [00148] It will also be understood that the

afrbSab M) aRRAdMRGIThYtnk Mo Wb @ delder 4Rk @rﬁh the extracted
thensel ves (i.e. decode the digital signature t

AR AP P @lipreresinaddress. Braciedy.itbe pbiealivig's % frsédetermine
qﬂﬁ@emo@@nme@%ﬁma% bBE PRI iOlab S TP atBLeipdiOMBLsage

[00149] For sone ssages, ress
ANGCaIdRIBS M%Oméga@@d d@tﬂ betinsr which istypiatheingicated by the

&t H%%?%e%éﬂ?%r g%‘é@g?@qﬂe ki ﬁ&ﬁ B?{aatAe dordi vﬁﬂ i E?Ieast

recei ve € ex
resees vaapsmt wdbfypicaliyrbe gpossiyledo daiermfmrthemamal & thevbarder of
e proce ssa es _such
R e R S e T
neirre sashh byheadercio gnovdddd @ thy u&omat)edweithlﬂﬂomhleathm@n

PV A28 6t QOBR0 R R e bsocitr
pottt thahrape Giofri datadnlueseraasaesabeck WirbRampr, portion
of signed data to which the digital signature

d09 tEg pondBor exagnple} @psidel e eXBlige of:Bl@rGES eSignéd Yata 416 is

FEH R M PRainaliEiBtin Hade 0B SRelcSleg o RESY ok (e it has

tbleen mersliage mﬁpasmtsmget 0. T‘@@éﬁ@h@&@lgyomm&dﬁt&gtdﬂe
rt ion

AitesttsJRe BB A IRG eSS o Apos b Peadeh 1) g iame Doe)

@m@dimgfﬁ@ daMlhlelIBGCaa: eskrdeas. beead@sts /REtUaHe Doe may then
evin addr ess book, an address fo

t
%%é%»eaw gﬂ@? @SWEF s 2ddesSE beak aidiepriien éR?‘f'%f”c?‘é‘H oss
rsaaaf'@@lytdseocp@t@uwm SigRs6d fae @@defn@%%rre@s&%ﬁg% bagutartsl"@nature

%Eé y }/ tﬁ Lrst determ ne where the
§8 Eafiop thald BEddress asepeagd eyt tﬁﬁéoaeﬁmme@gﬂa'
BRMAAGE 418 MeLtEREH ReforbiLsRitd Ri¥refs FiigheshdRtadsociated with
which is typically indicated by the 5 cl osest

gl ns,
ﬂ%%‘%%{a%f%%ﬁws?@rm 8eeit geamiges ipgreafogaed. and the user may

PEGREREANT b addfeRtmisARIth eFQTE R3S, 1t W |
typically be possible to determ ne the nane of the

peonde] of Ad Badreek dobk MPESA8ST (0 iRALESBnPaRE DY, list or other
aggoegrl n after t he nessage separator, "~ where such

H@ﬂ‘eisr?rldf?é;spﬂ@@ld@ﬂdéﬁséésl‘wbe Frlodlﬁefjhﬁata of
BRRIdrass bé’dkt r%ﬁ?trec‘,@é/ ohe& chBpiRREddvRed 8t fY AL0%e 8n a remote

portion-specific address assom ated 10 wth that name
£PBRYINRG deviee. 50f’u@@m@eaddr ess book for exanpl e.

00151] For exa e, consider the exanple of FIG 6E.
Sel dat'a twigapgnt embodiment, the address for a previous sender may

be retrieved from an address book only in cases where the address of the
previous sender is not explicitly provided in the corresponding header. If an
address is explicitly provided, the extracted address may be used to perform
address verification as previously described.

[00154] As similarly noted with reference to FIG. 7A, in order to determine

the address associated with a key used to generate a given digital signature, it
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part of the original nessage from Jane Doe, as

i ndi cated in header 412, that has been replied to

wi thin message 420. To performthe proper matching of
addresses, the nanme of the sender that appears in
header 412 (i.e. Jane Doe) 45 preceding signed data
416 can be extracted. An address for Jane Doe may then

b%yrl:%t ido@y sty i armidekeyaRNds iR@EhSRM LRekialR Wiliethe key as
on-s eC| fic address specificall y associated with

# iYS19Ee e £h Nl FRBPHIRE FRYIER ¢ fram adpgig kpvestore)
ﬁa& wiMet tHd salrb QNcdhsd ekt i GSSo1ARSRA]. a@ﬁ@b éﬁbtdadFéb%

corresponding digital signature 418 matches

peraciader Wik éie key iadigksinask therppdisatingy may S wédthwt éh
AatdHae aﬁ?d?ﬁoﬂ Qeéc,ﬁpmégs i n header 412 can then be

per f or ned, d the user may be notified if an address

[Uoﬂ%ﬁ} ch Qfdi/ﬂ?raiéosbéjﬁﬁ ét%éd td&%ﬁépnégna@ﬁ#ag%r@q% dightat

deened to includ |rector or ot
sigpaterasrtbenaelves ﬁmgcmhaw@ﬂ siveeturaidr assierdicatgythp signer

O RY 'cgﬁ'gsdazg@ﬁrfb Q&ne& @&a i rc%ﬁﬁml? ARKs mfeeg?‘['tﬂ gg@ﬂ nbb&hown].

COﬁpUtIn evi ce, a store on a

@o1BEf | N9 1‘]11%"6!rﬁt?oduﬁ@ﬁts@f?’f@r%%tho[dg%%éélbe'drltvl teterbbd AEIGS.

enbodi nent he addr ess revi ous sender nay
F%ﬁhrp@%aCfargmwﬂ@d@ﬂ @mm@@nniwmwﬂ @ﬂiet@@belqmmytblwsed

lﬂ%ﬁgg{z%'ﬂﬂ;oa iR entsAb RhAlSe g@}qﬁ'ﬁbérgaé‘ %LIF{?&H{% lof b{ |se

provi he correspondi ng
ipresgslddeiredsymismaididerdor ndtifications deatercbuddite ®Q§nnalyy gmnerated

egg?{ngegﬁd F%ﬁg%g?a@gﬂoeéét dJr%%?@g%tﬁeRB%v'!r?ﬁgh%ular

etberhamristigg miay berapetied &o dm:&tnmﬁatermmm aldelr esa notification of
& 58&] &l %%l%%itcﬂf?rolﬁsil) k%@%ﬁ be |rsl%§):}85|f§tg Igﬂfegltﬁg Ealqlcgiar’ al

Si gna ur e ece etri
$inictiee of afroessapgeon associ at ed vvlth the key as stored

in a key store (e.g. on the conputing device or froma
[08#dile keyughemejre, ihraovarisnt etmbblinend dviess acamifibation that the

SALERGUF LSS B RoPR- MR kg RS T Bl B PicRiens assapiisd

witty thiehey usedité xgehhaate a paﬁlcmalr dLgﬁal sa%r}mmr:a oigges‘ﬁemcf ifer a

cﬁggqr! %Izg%tat%% %H—g’g;‘ (Iaim?r kyﬁf”‘ b?feg e Efsé Sﬁ?é% gépara{%r in

thb eneed thietsar( adtﬁesd etonatch ﬁsfdfiﬁgiegaﬂhemgmiug eetsnioe :18 further
t { te t I gn 0

FHPE B FasrtirTallthe encads 1569 reRel hoR Enbiiine

rh6€Eke]to Theuedrd @lippedtsinadf thén easgﬁymamedesa: bﬁh@ﬂam th

BReER S hE perame ek MR s BOUARY oBterming
use of the computing device. For example, an {T policy setting may dictate under
what circumstances a message (or parts thereof) should be displayed to a user
when an address mismalch is detected. When the display of at least a part of a
message is suppressed, the user will typically be notified that the reason for
suppressing display of the message is that an address mismatch error has been

detected.

[00158] It will also be understood that a combination of features of various

embodiments described herein may be empioyed in a given implementation. For
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15

in variant enbodiments to mnimze the nunber of

m sl eadi ng or otherwi se inproper address m snatch
error notifications that would be potentially
generated by a conputing device adapted to detect
address m smatch errors. In garticular, other
heuristics may be applied to assist in determ ning

wdxemplis a@h atteliph tcadteminefpoltnadheaid L8R sHINSEPRh € MageIfor
is |likely to _be inappropriate given the particul ar
Sera: r&roféwﬁsﬂ%g@em 1 B58Age IR@rdeNde REFRT™ AR agcress
\radttiaARg veadbABMile MRS SorBorkesfidats dtd MR stAR mbP&imply be
sender address or a portion-specific address natches
et Ea%?&&raé’gég'&y%p iV\éﬁeé'&i‘?r e ﬁlcﬂ‘ﬁ? R arkksgss wagrdrie pgfermed
doPREdd el MierdhBidedb i SIPFIEN oS eRIdPRIFRLagd &%y@e?@nd on
digital signature appearing either before or”after the
fowsqld ssymgdicidpimessageinin g giveroemersaian tawadder example.
. i ) . . ¢
TS Ro iy RN E o b RIS TP GY o Bobdy Y
cagesnondingedigital signefure lwéan pisles awpssegse inherpesaed in a received
Ok;: - a - T . 0O .
TARRSES L oBIE ) 28N o (LE28L KRyBed o et
setting) gyvepuih§ ape gbtheravinmuting desiee dbr exeemglenput i ng
device. For exanple, an IT policy setting may dictate
{@HS9] whathecstepsinbthamsetbods dessiage hemin paaytte priceidediap
i |. J e , ,
S Sl g AL kS BRI AAE ARt i mey

peiudedfareamismiesbye madiguppr essed, the user will
typically be notified that the reason for suppressing
&EPhy of Thehisverdinsdps heentdeatrizat withiresed M & matdkr of

. b : i)
Bptrate, e vel i 8L e Lilersl gty dertna e i B tna
etheo damanie end exrifidaddndhmagibe made withardepgdidgifronathe scope of

0 8 ST e i PP 1 8P 0

et'erm ne por
certain portions of signed data in a nessage in order
to performan address matching verification, while

ot her portions of data in a nessage nay sinply be
bypassed and ignored. Wether a verification of an
address match is perforned 5 for a specific ol der
nessage i ncorporated in a received nessage may depend
on how old the specific older nessage is in a given
conversation thread, for exanple. The technique that
shoul d be applied to a given portion of signed data
and corresponding digital signature of an ol der
nmessage i ncorporated in a received nessage nay be
dictated by a security policy (e.g. as indicated in an
I T policy



10 setting) governing use of the conputing device, for
exanpl e. [00159] The steps of the nethods described
herein may be provided as executable software
i nstructions stored on conputer-readabl e nmedia, which
may include transm ssion-type nedia. [00160] The
i nvention has been described with regard to a nunber
of 15 enbodi nents. However, it wll be understood by
persons skilled in the art that** other variants and
modi fi cations may be nmade without departing fromthe
scoplimE: the invention as defined in the clains
appended hereto. 44 dains: 1. A nethod of processing
si gned rﬂ@.ﬁ@cﬁgﬁﬁpédﬂﬁﬁ%mﬁﬁj@d@l}méb‘ﬁ%o@ QIPNED G A8V L6Re dEN&, the method
met hod = conprising the steps of. receivVving (510% a
mes@EHESEeMIIPE A 5 a header identifying at |east a
sender addrasss10Ambeaskoppg,por tion of signed data,
a digital signature copresp.ndl%g to cacti portion of
%igned data, and @ htadpddetifoneatiessagedeegdcs or
det erm ni ng (540) ,whet herodiohltsh JEssade separator
appears within a %of?lonI%?M]fE&g?gnedeata; if the
first message sepafigitdnigiaes: cotspappiearo aach homiomof signed data, and
portion of signed data = performng at |east one
pre-det er m ned ac#?%%“ygpﬁéﬁ%%“@ﬁﬁilal signature in
t he nesdagenitingt(Sadppeatier af firgr mthgud icpatitomagsagewithin a portion of
Oseparatg&h%ﬁ&%{15 if the first nessage separator
appears‘mn% in‘a portion of signed data, verifying
(560) tifahe ikemssngerpasidr @RS ndBHEOL S iR AFHIQSS signed data,
associated with a KﬁﬁPused to generate a igLLaI o _—
signature that dPpEAPEE a6 1HE Prrriernggd gglon for cuch digita
separ at or and_ t h_&ﬁg@@;ﬁ'é es Qﬁ@dﬁqsﬁsfiget het appEad QRteOfthe first message
signed data within which the first nessage separator
20 appears, and ﬁﬁP@Gthﬁb at |east one pre-deternined
15action frakc @achcRERakpHigi 'c{p?!:ars SHcHRaAHS I sIH& data,
nmessage that appears after the first nessage
separ at or . verifying (560) that the sender address matches an address
associated with a key used to generate a digital signature that
appears after the first message separator and that corresponds to the
portion of signed data within which the first message separator
20 appcars, and
performing at least one pre-determined action for cach other digital
signature in the message that appears after the first message

separator,

2. The method of claim 1, further comprising the step of notifying (570) a uscr of the
25 computing device of an address mismatch when the sender address does not mateh the
address associated with the key used to generate the one digital signature that appears after
the first message scparator and that corresponds to the portion of signed data within which
the first message separator appears, if the first message separator appears within a portion

of signed data.

30 3. The method of claim 2, wherein the notifying step (570) is performed only when

penmitted by a security policy governing use of the computing device.



2. The nmethod of claim11, further conprising the step

of notifying (570) a user of the 25 conputing device

of an address m smatch when the sender address does

not match the address associated with the key used to
generate the one digital signature that appears after

the first nmessage separator and that corresponds to

the portion of signed data within which the first

nessage separator appears, if the first nessage

separator appears within a portion of signed data. 30

3. FhdhperHed cbrmcingiohr Rimswhierk Micichehnatipdsyomgretigpmined action
(578) 4i8.:pett 0. 0L Y- W8N . (REF T o\ LE M funaceing
bol Ly BuRERIIE In@hea e (R kS NepRuBEEHRIES bypassing
ThelSht Wod vafficang baethofengdbaidieest maghBy thakedreismstdumteatwith a key
| east re-datermned action for a digital
siSﬁ%%ﬁﬁgngﬁgﬁgﬁﬁﬁéglﬁggP’ér the first nmessage

separator conprises bypassing (550, 580) verification

X hat: Themséadef anvdae ebelaimat Ichds whireingbidstdgst asgoeildtredned action
Wt 24KeN g generateasai d digital. sl FE. 5

5. REC R ARt bR AROEY BPURH ol Ry B RBMIRY o

at | eastveofyengoib 80ld 8@ han gt saxder addres omatcdicslihgiatidress associated with
si gnat ur, t ar s er .the first nmessage
separatS%C%gﬁgﬁ?géggmvg%{%g%ﬁﬁ%ﬁggﬁbfug80b) that the

sender adgressgfafithesolhetididdioass! assacifahedombiliting device of an

key used . to genera aid.digital signature, and . = .
105 ol HEREAR & B B A RB RO ShHTTng 8P cpypgioted wit

conput i ng ldevkeko @bneiie sdlddigidrsggsurd smatch if the

sender address does not natch the address associ at ed

W th —t he | ised. t enerate. said digital signature.. .

6. e o Rfp o WS R ol it vsd o SarP Bt Ghismarch i

us enprofssah oslg dresspainBrEtigha isscuri8U pRitgSgRdmpl ysewdtedie computing

pe%n%téed by a security policy governing use of the
conﬁufrng device. 15 7. The nethod of any one of

claims | to 3, wherein the at |east one pre-determ ned
15act’i gfhe rhghodofdingioh@abf Gdigratield evidigh tiapp &aktnahteedetdringed action
first pessage separator conprises: verifying that. the
serdicr TG BiTRETE Augep e HhaPELreReeebar Bac iy
key useckitfgingglemercateics addicsdingidhad ths aghadsuk@iciatdtyvith a key used to
suppres§“£g 9L§Rg§% of %t.!p st a part of the nessage
to a user b PHEBEPELT NG ¥ devi ce if the sender
addr esssuppessinotispay eh at RestadshiesisthassQsdzated Wit & thd@omputing
20key used.to energpe said digital signature. 8. The
met hod OFCIAMH FrisidfErhdideoy mﬁahafge 8fldrats goeglfedawith the key
part of ufche pResageidPildgoget 1S suppressed only
when permtted by a security policy governing use of
th uting. .. : .
g C{%g'%wcthodgof claim 7, wherein the display of at least a part of the message to the user
i$ suppressed only when permitted by a security policy governing use of the computing

device.

25 9. The method of any one of claims | to 3, whercin the at least one pre-determined action
for a digital signature that appears after the first message separator comprises:
determining (550¢, 580c¢) a portion-specific address associated with the portion of
signed data to which said digital signature corresponds;
verifying (552¢, 582¢) that the portion-specific address matches the address

30 associated with the key used to gencerate said digital signature; and



device. 25 9. The nethod of any one of clains | to 3,
wherein the at | east one pre-determ ned action for a
digital signature that appears after the first nessage
separator conprises: determ ning (550c, 580e) a
portion-specific address associated with the portion
of signed data to which said digital signature
corresponds; verifying (552c. 582c) that the
portion-specific address matcheé® the address 30
associated with the key used to generate said digital
si gnat umetifyand(5aee. Sadoid yeng (185doputbR4adyica ofiserddpss mismatch if
the co f,an
oor ti OW[gp%&g?ggﬁ/éggfgr@ggc%dggcgq%g?@lﬁé‘;ﬁ @E‘%ﬁl]@ss &docq xl?% with the key
associ atued wigthrathenifdigitalygmdiutco generate sai d dlglta
signature. 10. The method of claim9, wherein the user
I's motr,f 'nﬁ:%og of @i 20 A[ RS SN cstzn@t Cho Bl % SR rcs® mismateh only when
permtted by a security policy governing use of ihe
%oﬁﬁUﬁllftﬁ@bidewcgety pblicy Fherninst brodf BE cehpatimglcvinher ei n
the at | east one pre-determ ned action for a digital
Si gnatryk el oraRRBa, SvIREG S thel i Geaki 51§:tp:ma§1%ﬁngﬁcd action fcn a digital
separator further conprlses suppressing display o P
| eggnagrp it apfeatsheltarehs dige rtl@awamu@ewd@f fotlesr compuisds rrgppw%%mg
deyy i .G, add
\ﬂlb‘gﬁlafrtﬁfefsdg Qg%sigi (fi?tac?g];jc ﬁlesﬁg, tlh \%gi 5@{%?89@@”12%%\:1@?%9«: portion-
salﬁuCCIfiCOddﬂ]F b tleds rof gaah Wireeaddi@s d%h@dtmewrtbdhcnlfcyolsai m generate said
1olld whergin,Lhe display of at least a part of the
age '¥6 The user is suppressed only when permtted
by a securlty policy governing use of the conputing
e\} Ecéhbe 1gthofpd clapn Hodwlefrciare dingandf @l leasrm p@t pHtht 2nessage to the
in e tio ecl fi.¢
nddress SBRsRRLGEm e B B BT TSIS asPluing e of e
sen@epmﬁmohwmext in the nessage appearing between the
nmessage separator that nost closely precedes t he
POy AR ] FA6Hon I RO W £NLG L ALl akif 999@&5&1 specific
corresponds and said portion. d
15 oneddstss gloaipnsesQextractih@, anvwddresd for tdh]scﬂemescmlcm frogn ofxt @ the message
ﬁgf—r@?@?*’ §@$?&é{/tlhué ngg\,géce%é?m ! o{ﬁrllt POSt C](gsglyfmxgciﬁ% tim gm?on of signed
appeanjw@khbeﬁmeehugmeuHQSSﬁg@uBemﬁ&mimnumhat nost
cl osely precedes the portion of signed data to which
th I 1.gn QL ond [
andr o TourS gAY S R R R AR AL BRERLRRG of  porton
t hepcprfievilduss @emders: associ ated w th the nane.

20 extracting a namec for a previous sender from text in the message appearing
between the message separator that most closely precedes the portion of signed
data to which the digital signature corresponds and said portion; and
retrieving, from an address book, an address for the previous sender associated

with the name,

25 15, The method of any one of claims 1 to 14, further comprising for cach digital signaturc
in the message that appears before the first message separator, the steps of:
verifying (530} that the sender address matches the address associated with the key

used to generate said respective digital signature; and



25 15. The nmethod of any one of clains | to 14,

further conprising for each digital signature in the
nessage that appears before the first nessage

separator, the steps of: verifying (530) that the

sender address matches the address associated with the

key wused to generate said respective digital

signature; and 47 notifying (530) a user of the

conmputi ng device of an address 4i smatch if the sender
address does not match the address associated with the

key usedotié/igefSnatewsc:s af drer@ﬁﬂrﬁﬁﬁh{g vevieh gf tdladdress mismateh if the
signatur 16. The met hod claim15, wherein the

noti f yi néll@{ éi)d %%Bgtﬁs 1 ngﬁgf By H.sbﬁpcg;:lcthh gw key used to generate
per mi tt edideyspactb el ¥prd@ld.Cy governing use of the
conputing devi ce. 17 The nmet hod of any one of clains

t e |S|n for each di ature
1 fhe ‘}%@r{%h LHA Lhpdierdn Bt el patep o8 $e3% Yged only when
Sseparatiod by b eustyeRsicPiovemid fs¢ionthetcbabutieicsrader
address matches the address associ ated mrth t he key

use te sai sp t ve digital nat

and 10 "SARTRESE oS TR L frhoribrsTietogne} Rl siznetue
ness a@encts@ag:a this epeard Hefe: ©e ﬂ'psutﬂcﬂggg,c oMo thd st¢her:

sender a d{ess doFs ng H@ e ddress associ at ed

with t hd*Res Tl 189gGe Fh*t’lé‘“%éﬁ" woﬁdarcr fesQqigefat(ip e key used
18. The tagdnbae: @fd rerpaumclﬂgrtdm:amhe dnhe di splay of at

| east a part of the ? to the wuser is suppressed

only whéWPPSFHE @t"@brmy ap I Pt 9f P8I eReg§d9 érirng’ tig gomputing
of the JdGcCOMPULIRE ARVE Bocslidt nldi& J@tdhﬁ%@ssojss(ﬂ:ﬂa\(ccpnﬁh the key
of the preceding clains, further conprising the step

of detéﬁ#ﬁﬁEﬁﬁ“ﬂ%emb@éWéssnéssoc|ated with a key used

to generate a digital signature by retrieving key

holidemhi RicobaRY icRn 43506 &h ekt wrrtﬂy sPhidedieY phik OMUR k&¥age to the
store.. 20. The method of any one of the preceding

cl APGrsis WRBETCH Qe Ao | Regsiliedny rewswye Popoy sepaiorse of the

15COMPHLpHET RMge.or more of the fol | owi ng message
separators selected fromthe followi ng group: a line

se i gi nal pessage separator, a forwarded
Egag épﬁ %fﬁﬁ’O%ﬂOBJFhB%C%P%&e“gepd%%W6ﬂﬂ”§“““é1h°‘“9(ﬂ

S U beeamient (BedidciBssRULNRANGS ké@‘ L No BecRAL LT OBigit® signature by
ned data defined in part by first begin nmessage

heéﬁﬂlé‘r"m%alﬁd hgldsy 'é?&emr‘i*féud*s(%é‘rda‘b”élr said ey fropma kepesteisd of

any one of clainms 1 to 20, wherein each of the at

| east TRNGcRON tof @Ry @hc 3P Rl GRQMiad ArNaFhAERNhS LONEE onc message
u5|n a PGP key, and wherein each of the at |east one

20 porRiHer CarlpnggrPéa 0j A4S 10§ UelPl putr pycsargPaprasEgisrclected from the
negdagencneader .and @p&%r &R RRIHN heBGE: REQIAor, a forwarded message

signature header in the nessage.
separator, an author wrote separator, a subscqucnt begin message header within a portion

1

(=]

of signed data defined in part by a first begin message header, and a predefined separator.

21. The method of any one of claims | to 20, wherein each of the at least one portion of
25 signed data has been signed using a PGP key, and wherein cach of the at least onc portion
of signed data is defined by a PGP begin message header and a corresponding PGP begin

signature header in the message.

22. The method of any onc of claims 1 to 20, whercin cach of the at least onc portion of

signed data has been signed using S/MIME.



22. The nethod of any one of clainms | to 20, wherein
each of the at | east one portion of signed data has
been signed using SSMMe. 48 21 The nmethod of any of
the preceding clainms, wherein the conputing device is
a nobile device. 24. A conputer-readabl e nmedi um upon
which a plurality of instructions are stored, the
instructions for performng the steps of the nmethod of
any of the preceding clains. 5 #5. An apparatus
adapted to performthe steps of the nethod of any one
of . dliesndthade 28y of 6 preFbvingpansat kgeiofthoodoaipoi@bdevice is a mobile
V\,heafcgicg the apparatus is a nobile device.

24. A computer-readable medium upon which a plurality of instructions arc stored, the

instructions for performing the steps of the method of any of the preceding claims.
5 25, Anapparatus adapted to perform the steps of the method of any onc of ¢laims 1 to 23.

26. The apparatus of claim 25, wherein the apparatus is a mobile device.



