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Upstream Target network
device device

Step 501: A first trusted
attestation proxy and the
upstream device create a first
secure channel

Step 502: The first trusted
attestation proxy receives a
measurement proxy request

from the upstream device

through the first secure
channel

Downstream
network device

Step 503: The first trusted attestation
proxy obtains a first proxy measured
value based on the measurement proxy
request

Step 504: The first trusted
attestation proxy sends the
- first proxy measured value tof—
the upstream device through
the first secure channel

Step 505: The upstream device receives
the first proxy measured value through
the first secure channel

TO TO
FIG. 5B FIG. 5B

FIG. 5A
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FIG. 5B
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Step 506: The upstream
device sends at least one
baseline value to the first
trusted attestation proxy
through the first secure
channel

Step 507: The first trusted attestation
proxy receives the at least one baseline
value through the first secure channel

Step 508: The first trusted

attestation proxy attests a

- trusted state of the -

downstream network
device

Step 509: The first trusted attestation
proxy sends a measurement request to a
first to-be-attested object

Step 510: The first to-be-attested object
generates a first measured value based
on the measurement request

Step 511: The first trusted attestation
proxy obtains the first measured value
of the first to-be-attested object

Step 512: The first trusted attestation
proxy attests a trusted state of the first
to-be-attested object

FIG. 5B
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Upstream Target network
device device

Step 801: The upstream
device sends a plurality of
baseline values to a first
trusted attestation proxy

Downstream
network device

TO
FIG. 8B

Step 802: The first trusted
attestation proxy and a
< second trusted attestation P
proxy create a second
secure channel

Step 803: The first trusted
attestation proxy sends a
downstream measurement
—  proxy request to the |
second trusted attestation
proxy through the second
secure channel

Step 804: The second trusted
attestation proxy obtains a second
proxy measured value based on the
downstream measurement proxy
request

Step 805: The second
trusted attestation proxy
< sends the second proxy
measured value to the first

trusted attestation proxy
through the second secure

channel

Step 806: The first trusted attestation
proxy receives the second proxy measured
value through the second secure channel

~

TO TO
FIG. 8B FIG. 8B

FIG. 8A
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Step 807: The first trusted attestation
proxy attests a trusted state of the second
trusted attestation proxy

Step 808: The first trusted
attestation proxy sends a
fourth baseline value to the
second trusted attestation
proxy through the second
secure channel

Step 809: The first trusted
attestation proxy sends a
downstream measurement
— request to the second P>
trusted attestation proxy
through the second secure
channel

Step 810: The second trusted
attestation proxy obtains a second
measured value from a second to-be-
attested object

Step 811: The second
trusted attestation proxy
sends the second measured
value to the first trusted
attestation proxy through
the second secure channel

Step 812: The first trusted attestation
proxy receives the second measured value
through the second secure channel

Step 813: The first trusted attestation
proxy attests a trusted state of the second
to-be-attested object

FIG. 8B
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Upstream Target network
device device

Step 901: The upstream
device sends a plurality of
baseline values to a first
trusted attestation proxy

Downstream
network device

TO
FIG. 9B

Step 902: The first trusted
attestation proxy and a
< second trusted attestation P
proxy create a second
secure channel

Step 903: The first trusted
attestation proxy sends a
downstream measurement
—  proxy request to the |
second trusted attestation
proxy through the second
secure channel

Step 904: The second trusted
attestation proxy obtains a second
proxy measured value based on the
downstream measurement proxy
request

Step 905: The second
trusted attestation proxy
< sends the second proxy
measured value to the first

trusted attestation proxy
through the second secure

channel

Step 906: The first trusted attestation
proxy receives the second proxy measured
value through the second secure channel

~

TO TO
FIG. 9B FIG. 9B

FIG. 9A
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Step 907: The first trusted attestation
proxy attests a trusted state of the second
trusted attestation proxy

~NY

Step 908: The first trusted
attestation proxy sends a
fourth baseline value to the
second trusted attestation
proxy through the second
secure channel

Step 909: The first trusted
attestation proxy sends a
downstream measurement
— request to the second P
trusted attestation proxy
through the second secure
channel

Step 910: The second trusted
attestation proxy obtains a second
measured value from a second to-be-

attested object

Step 911: The first trusted
attestation proxy sends a
|| third baseline value to the
second trusted attestation
proxy through the second

secure channel

Step 912: The second trusted attestation
proxy receives the third baseline value
through the second secure channel

Step 913: The second trusted attestation
proxy attests a trusted state of the second
to-be-attested object

FIG. 9B
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