; e3eWwgVl | no4Pop6" qTvgjrD 5 WO 00/ 51348 PCT/ USO0/ 04835 METHOD AND APPARATUS
FOR ENHANCED AUDI Q' VI DEO SERVI-CES' W TH WATERMARKS AND ASSOCI ATED DATA FI ELD
OF | NVENWOI/SIBd8 s di scl osure relates to audio and vi deo aRETAUSO®MEIMCed
audi o and vi deo services, such as pay-to-record or pay-to-tape, in, e@., a
cabl e tel evision system direct broadcast satellite 10 system or public
conput er neMABHRD ( ANPeARBARATDESERR PENKNCED TAEDPRY BRDART SE8VE CRBt W&@E of
control ling copying, or prAERMARKS MNIAIISAACED ?ATAdeo material with a
video watermark rely on the 15 recording device to add a secon r mar k
to the video image. Watermarks are wel | known in the digital Vﬂ%@mﬁwﬂuﬂmj
Wat ermar ks are signals enbedded in an otherw se conventi onal vi f

si gnal t haiELD RF JEVVENRI@Nie i dentifier and thus discourage or pr et
unaut hori zed cqpyd 'Qc'fdlél:;SEre Txb@]b eé"’aéc?raﬁ?ci}[%'%@%i%@%ﬁé‘tté%rﬁuﬁ?&&?”
e , but y

vi ewi ng the water mar s gnal I's readi etected by appropriate
circuitryau@revand iviider OMIeisi MPTOES MpY stasededrd copreyentocane i ght
i nfringe t, d e i i i a i i :
~~gener a??l?)ha? '?g'c'oﬁét r%?éifyS‘%éein%‘\}/\ﬁ%réerp%ygtaéét?bﬁgp%é%ﬁgygggi{j%? I %’)%Alt/e % e
and a0no-spseetoprespedl bnetbrpueiter ndteveonbl etéorel . first and second
wat er mar ks define the no-nore-copies-allowed state while the origi nal
wat er mar k defines the one-copy-allowed state. (Copying here refers to use
of a vi deRESCREPTEQMreRerTHE BRIRR ARBC recorder, for 30 instance.) In a

tel evi sion sys i i gkt . 1 el evisi o] I dcast
satellite set %Cg‘gé %é%@%)&t#%g yp%%f %%//éﬂé%bré{/g{ﬁ%ggé%?ligf %%%yalﬂhg of
vi deo contepyingi nek vhéeconpténial recon dervidékeswaherappk opelaten stlat e
change. from.ongs SOPY= A LOWS 0 R IDLE SR G2 dULLng Lhecfecol d 35 process.
However, 1 Joes Mo easily alTow for a pay-%o-record featfure since Tecords
are gener@htgrmatkprave deel Wi khovwackn the WD §O¢ 51 I4BARCTE LUSDA/ 04835

Watermarks are signals embedded in an otherwise conventional

video or audio signal that provide a unique identifier and thus
discourage or prevent unauthorized copying or use. The

20 watermark is not apparent to a person viewing the watermarked
signal, but is readily detected by appropriate circuitry.

Preventing or controlling copying is useful to prevent

copyright infringement, and prevent distribution of
unauthorized copies. In a “generational” control system where

25 there is a one-copy-allowed state and a no-more-copies-allowed
state, the combination of first and second watermarks define
the no-more-copies-allowed state while the original watermark
defines the one-copy-allowed state. (Copying here refers to
use of a video tape recorder or video disc recorder, for

30 instance.) 1In a television system with a digital cable
television or direct broadcast satellite set top box (STB),
this type of system prevents serial copying of video content,
since the compliant recorder makes the appropriate state change
from one-copy-allow to no-more-copies during the record

35 process. However, it does not easily allow for a pay-to-record

feature since records are generally not provided with back
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channel and conmuni cati on nmechani sns for reporting purchase _ choices to an
accounting system To inplenent a pay-to-record feature, the STB needs to
control tweo&siase change rather than the recorder control | PERUSHOIHESSST at e
change. The pay-to-record feature thus allows a STB to output video under
condi t i ordlaraede $918c ewmmein iwatth onh meehpod singl & opa et ing e chiagger ©  No
paynent : Cté%qﬁ%(yﬁst%rr%r QUeek) A S%tteq‘l |l owed to view or record the

e Tevel” of

L)
Il . . .
content; paynment: Pse consuner is allowed to view the content,

10 but is not T liowdémentr ecpay -ito.- reichirer fpatUrieghdde SdPrmeedst it
consuner can.hat i ew,and heqaed Lhe content  \Wile dlsd:S RORsihheALO use
the STB to I ntroduce the second watermark, there are "l egacy” 1ssues~that
preveht Wildesyiedad chdogei.on Thke payhta-gesoed [Spdsirs ddiusy altliomse ai ST

| arge in I a I nqQt. J.NGOorpar, r i.red

f eat ur ess%.%1 Aé’fecl%c‘i{/&v ts’%dsj?%sg%gné \%5 erlqr\%grc’gl%tlo%gge%%dé%. ﬁeltfoqaucl%&y%glgjﬁter ol

syst em waras s itlreoghageenilsi oy tded vseelera dNec @rgmeaiter rrnek dogrsuoepy cont r ol
in STBs, en the .exi sti rs Wt SI%; ] t i.s feature woul d
be di senfwe]llnec %Qe&?tn%tgs%q&o%%ﬁum%s%ﬁo@m %rbe G\yﬁitnta%%e %O%t%anlgé tgglgi es at
all. An adlgwrlnatfi waymeiitod thfe gomsiutieny itshesd comgly tcontiresl  theatconéentises a
"ticket." t.icke e, J crypt Qar aphic ¢ I ra\u | 1y . in

bi na@ fobr‘ﬁ lﬁnincqrt%: it;gl;%grer%il %c? ir%%éngioﬁ@mni (Pal%tﬁgén(:thgﬁln e,arsZs (%S’é’}%‘& ‘Wi th

t he vi dedheélensumeketca2b bagds vorer wayd creygoiro tdyehicorteattur edhtid enditntiai n a
play and recand history. e functions are.wel] known to those versed
in the cr%op%solgb?léeprﬁoc |elt eaﬁc; i Q) d té:raor}li Fss ho ercaor?%ran%rwg[r%’t he
property thete tdre fUrctdap! iis suelsattiheg] o reasnt o icEyputea dutd opitgoinf iocant |y
har der to, quoa or, Jeverse. e:J(>:Cllflj._n citlher or ds,ig ven x e‘ t. 18 838y ko

cal cul at €17%)? TWowVer GRen T 7t 1T i 3¢ conpute X R3%P&cor der
det eati ngpf ETE ewtiapy dal [nowe d reteatpes ra tsa tedremardgqunrstd tieat delseco thidow
correct ti,cket prior taq allaown recoy di ng be made. Taq convey the
ticket fromtHe twé-’locﬁmfaﬁe rt%c%’redear‘:f,get‘%ie vItef(r)tai cal® ybIcia‘l)r?k|:':rc1{:;\1 iSM%F\TaI
(VBl) of weéwee virdemdigalwhtam heseds ethcs za searmomehiweets s ke HanmelopyHowever
this -2 DU 21248, PElMSAHI G2 135 L8 M Radv AN A0% AL, SORRc

br oadcast encoders ‘(video conpressio evi cese) do not transmt the
entire VBihid\ fertnate weluldd tdee diisdodtrarschinessat;t echdse tdresaatense wonddu ibe
area,,,su it s V. n area of older TV 's. 5 However, this
has tzr?e gklt}ééagc]géané[éagdéaﬁiéh%oteelsga atsagﬁrr’ay be seen by the viewer on newer TV s
(havi ng | ess Aeraslgaynand e meshvedy dfe meenetl nghjtdeis onaidye dontixed
CONSUITEer . ¢ Y! Jggﬁt ts conveyi i t. | t and
de-acti va%%aeéausu s%’féso;ge t }r]l:gldca}%a ‘og a%{i@%o}{)e};ﬁe#gérgér(gtsecafi%%p%%dsréﬁ]gr%

si gnal s toowureey(raniiast nsaml lyAna dg renty -foomyi mdhiprtotiectdagrisidgial s here-

refer, e. : . r Qvj.sign o\ CQpYy, ection f.Qc whi ch
e commer T Lo e el SR 0P Pl Y O RS !
Thi s 2%as t$res adhvearrmagertogamtinf aitgited teosridarsisuctplay ttigse 15 of

t he DVCA { | cal t S r_m of t i skes | they fail
to recor%%%&%@%%&'ver‘%ryﬁo égc%n%{qls%ﬁ%h%eagpeﬁolprl aterlc%n&(r%%seout of
the STB reegsedsin Haryexrtrd adaBER < ieltdraral isofliwhr el .classofe cases,

t hi ft .St U - ! I : o
this 20 naoniriomy el ddt S Al Buiiod 1% S0 AR 0 10
Macr ovi si @msYorP. cempl toyy nup s jgrotfeictardnl ypiase c dro neabt appreosrisst.el y.

Howe , es the [ nternal. software h en | |

er missen 15 S S i R 4 S AT P R A, B oY
transm ttgirgem fixkett risguiirfE inoditdf itwateompute tthe cabl e-TV/ satellite system
head end contrpl e, 1.0 pr.ovi a way to introduce the t,icket into the
video. This no i]felség%%cly\%% st lunr%%gller aBty o yq_ua}]tleoweex%esntsa} ve to the

cabl e- TV watsmhath imests Heam dyeratt arthe 3O rSHMARY. AR ts pht ised asured licsving

direct ed goréjgoerging? el\@t}:?er nrpr?a{&e .t Ogleg hceornvey the ticket from the STB to

35 the recorder, the vertical blanking interval (VBI) of the video

signal can be used as a communications channel. However, this
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wi th consuner controllable information in a television (or audio only) STB
to‘provide pay-to-tape (or pay-to-record 35 generally) control. One

enbodi me/WWO 0&#348 he existing video line 21 (in NTSC TV) exREHHEW/8I5a
service or closed caption -3 ., WD 00/ 51 348 PCT/ US00/ 04835 protocol to
hol d a tikkettierdinasyapiade vdiare)sorsmdoreaderdt APRES nerdodens | or¥ydey
control cophACk Ofor IR0 Ll NPT dSthrbiin e TR TR LYy pe done i such

a manner to ‘enabl e additional features, such as pay-to-tape or,
pay-t o- r ebbRENAREIE B i iy stiqhetith sorted 11| BoRcygt STBRIFFHIERIdI ti on,
this approach has.i he,Advant age; | hate e Stiog, cabbe-J¥ Slqsatpiidte system

head end MPEG (‘conpressi on) encoders can already transmt this type of

i nf or et | BeweFRInC & Ind i amn rrardjespdirantagpi teal tohinedayateay dpereaen ' s
i nfrastruglurg. 10.,BR B, DEQCR Pﬁ}f}\' @FaJhE%DBﬁQ/! N%,[Féaé&l;ﬁ A4 SHVS
ance wth the disc

bl ock diagram of a systemin accor osure; Figure 1B
shows detl¢ | degned v edttomRils N G hotensuneri ant of Figure | A, Figure

1D shows a 15 [ Fi ' . 2 S ' ce
W th this di sl Geuie Ry OIS e SoRtpuga PORLD: BLRYETER L REERIATD
system Fagdrée4achovwsta bl odksell agf arhof anabdhernsystepy i PFgueet Borshows
a video r r i W L gure e of

Fi gucrlg) 1; sﬁ?%%?es%%{as%%\?\tsga%& n%t}?%t‘ﬁ%éghd #gé%?%%\rlgnﬁ]g%c?%ﬂﬁghom

t he syst eprofedi gom es igmabs ek foefendi ®. gFi gue et Be shawsowahs bemli Cormcor der
for the F S . DET, Ty hj I reis of a
system m{llgﬁé?ng%% %Ire;gg%%l&snlé% %#%%§%f%§i S %-n!éér{\ﬂ%:?%is%’fid%t ure and

| egal advantajeblevenlso seeece|gne RiafiB. $heP¥Bent nd NAGC 4045 ) datBhand
conmbines {f_3 i t_availabl e.with,vj r ks_to

gener at o PETenie B0 AT as o eorTE N B Cober HE" of CorHiar S Shr cad Ui
line 1Bl (o NISOOUSAMwhypd astohetlbSllyefleVeseonhssafdemddf carteckety, i s

used to ¢ c d tion d nt ki n (V—cl;!gpi. ata in
accor danc%gé\ng? hb?%g g%g]gi#?cﬁ%?ég%a%n?%ﬁg%?ds%%ﬁé%ﬁ A?%O%c%n 198" the
ANSI / El A- 3gdropi fiee ¢tehevdsi ont sthndae dSTRavegsinebsachdmgtesres @mel may be
used sim by. - 1348 P SQ0/ 0483 riieul ri,0uUs
us. | avst?éq%i %%JC%]ET%%M Ss%!\%))%‘g%é‘%s sg dsc;orég_c?ﬁgs U %Pgo%gg%‘?{? oé“[%natk(ge)léJ
carri ed byownhea@ddand ergsiiegtfEBgadtweonthenaillotrocheler esknvedisluri ng

]E [ 32?{%2 SheAnLDT OHEN. Y ALAQUS 1 PR NFe o S Pa REF! LL Q0 by Sun FET (L& 08 T V8
Macrovision Corp. analog copy protection pulses can react
appropriately. However, in other cases the internal software
has been installed permanently in the STB and cannot be
modified.

25 All these methods of transmitting a ticket require
modification to the cable-TV/satellite system head end control
software to provide a way to introduce the ticket into the
video. This modification could undesirably be quite expensive
to the cable-TV or satellite system operator.

30
SUMMARY

This disclosure is directed to use of a watermark together
with consumer controllable information in a television (or
audio only) STB to provide pay-to-tape (or pay-to-record

35 generally) control. One embodiment uses the existing video

line 21 (in NTSC-TV) extended data service or closed caption
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5 U. S. Tel ecommuni cations Act of 1996 also require TV receivers or PCs .
(personal conputers) with video tuner cards, and with di splays greater then
13" in siw@pu/sB48r ovi de parental bl ocking (V-Chip contr ol )PCITHE00(048RS
requirenent (in the U S., at least) to provide 10 parental bl ocking ensures
that PC xgersdnde duiputertsyrkeds @npiterpiaghic] asslusf) staocdageigeor di ng

P st gy B oD AR S Ea L Rl B e P e

descri bedy r BTR .60&hifs alay be |done 2h is1cdl lsowedhingy e @riaem@ 15 cl osed

capti oni i or. i e content i fi S
per fra r}‘%)% J}Fahl ¢ t?uzzlessgr\%u(l%]s ags'r Itgvét} egro? %Sél%a%%ﬁto:éﬁé f?eg‘
howevér hiavesyss tosed widydt irorior arttar(émt@lcybl &ld@sng dn cdvdrt ion, endes data
services._ h [,0t,9c0l. .hr Qv t S8V flexi.hle 20
enough t et ﬁechecrbrho oco %grﬁ%%cm&% equtsdcﬁ%ﬁ %(ao?l otﬁg%fa:ss%ceﬁ‘gtlg
data) as siesEm thﬂhdibmde MPES f{admpwr sl qrat rergfoddrs tqarkeﬂmdsyhovm in
Flgure 1A at of t r.ogra repar.at.i tent
pr ovi der Samlsteegm( er)octgq'ltnsef%gre"hagtra edmglye%a:egghe l(\:Ijng‘]n%e geES

(This is r@nglIeCH trcarﬂimnsyaﬂmr agensraiors )infhiss tgesrk 84 .S then subj ect to
a fixed and secure one-way hash function F by hash function el enent 16.
This™I's a one-way hash (conpression) function of the type well known in the
crypt ogr HHIEF fDESCR IRT N @RMTHE tﬂm\.vacga' nal ticket T. The 30 system
operator cann reliaply be kno a trusted party.  as such,

the seed accessiPre t Cg( %hatqraaim O Weakeh dt"helrs)fsctcé’rhd?é’c?&rl ty.
Hence in witls telié)oihsrﬂmsdﬂ’ee (R]I’glﬂl’ﬁ 1B earidhey dermatllt hﬁ sfwgtem aper at or,

does this.,1ln adﬂjitl on, the seead S | rOuV]_l délqbt r k errbedder
20. 35 Nottd‘tiatt HIEWS & WAt 00 gita dn 'Il\glsry m B'sst Peam of the
STB 34, thersagnabf |Eslgzlnga tjact the STB out puts - V\D 00/ 51348

PCT/ US00/ 04835_, an an S r tional ot h |taI and anal og
form of the V|5Fd1e% 5T g a% ws“gé’neﬁﬁtarcgﬁs SSICOCI}/ﬁr% o“flhe “Hshnel's (e. g.,
the Int erdtzem)lmsum aI ternative. Each block in the figures represents a
conventi onal integrated circuit,or comme vail.abl e Mo

(circuit or so]’?Jf%varge)flo(reh prodauct dorosuc o co?#voe t%bnablll%}re Cﬁ\t r¥t§ etmi ed as

di scl osed her EE'lgllﬂ]ee natshevofa tidie conited ran o f haetceitﬁr/vesarstasn shown in the
figur and S difiecati her et re one
ski | I2ed in thgIp i ﬁélsﬂ{%"f@ ]df Ioé]%é & %s%?re\,g}i’—eor %@Ifeg%cesyysttﬁ%
content provi dEIg\bte)c&(A 1ﬂlmltd'xeb$3emmd|ceﬁ Figarsul t dlgumdid isows a
conput er, e i termark generation carried out by
sof tware exechxt‘étgl%g %ﬂae %:Aoc?rpuegco%ncg %\gnt ral processing unit. The watermark
enbedder 20 su}bngmtsetheslmed e eystRwed§ Higuaie tmenddnnﬁ:rtad)rfd-'r tandde .

times, as sho € 8 e r |ch is
t hen conventlgﬁa %ga%?e%o‘%é] J(:Ijl%b dld%dr n?r%tlg %?%Eigtoﬁesl g II%J( y. &d at

vi de@5 nput port 24. As shown in Figure 1B, waternmark enbedder 20 incl udes
the three.o! MR on F bl ocks 22a, 22b, 22c and el enent 20 23,
WI"IIChIﬂE‘%I%PﬁI pes ﬁata FIF(F(S))7 as the watermark in the video.
The out put si ghaisofisrbesitder 23 0% dreystreEn Whic s shrowvenbpdEingmte | A_
The, ot er gBLks 8o 008kl A d NGREr QL AL 0SRa T A DL ARG, A ven

avai | abl " Wat ef har N Sone cases convey a i Cient
nunber oft@5vhies lmgm ahtreettmtVB:kein NTSQPTroprdatae and progriaEs dt,
conplgexi t h Kk tr series of characters var |ng
over 368( Miﬁ'&e%e}l%l‘sg% g%on‘?r%l?tfnlacl:a#l oh rret%hloaes 5o ‘_’\l/leyl ntgO rﬁeﬁiﬁr S of
dat a acrosevenua byta]lecd.emgttcemr[taccelbeda a@ymgtdﬂ stideh saichaclan USH dasay
avai l abl e rot oI i i 30 for | C /1P _or PPP. The video
Y onar w HRRERAT ot BER K Nt e PR DS o e s R qr AR
transm ttedrtenthe System (tabteroy shbedditcezpdMn opetataid heatkrand 30, or

optional | the con rov der can_use standard cl osed ¢ i oni ng
encoder t 8%%8%%‘%% aTlI?)nacceoﬁgan?ﬁ d’é’guh'ﬁ'éo Zilg’tftfﬁlecad?tstl nction

her e 3zt weeandhed s onsest /mmw @Eramdmsfsmmopeq at orotilseirds Ie"xarsctorﬁ WO
00/ 51348 PCT/%JSO /04835 and. only_f ]Eur poses of |IIustC5 ati o An exarrpl e
of a met hBF*BF3 eﬁﬁhﬁeﬁtmt}%sﬁﬁﬁ’f S A (TR% S S Bnlopdiat or
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woul d be to provide it on a floppy disk. The system operator could then
serd it through the system as MPEG user data. 5 The line 21 nethod of

di stri butwo@osisdsti cket, as seen in Figure 1C, has the advBAGTA§00/04838 it
al l ows the system operator to deploy the watermark/ticket addition system
at its hepdrenduBfrw varhoushangeslawsthequernai ndéevokiphssexsseohg in -
infrastru re.o(FLgu I rwise: Ldenti t g, FLgur LA nthis
second cagég ?h%'(%?cﬁ%?éﬁatﬁaﬁéggng%?ﬁ%é 1B%fE g g%d%ggigeég %gc%gé from
t he vi deodstgnah andes2httasb¢/PEGEdatwedyduhengysrensaibPEGnehbodegh

W t hout t]i l.Ln wou reat ed.l Lke_xid d p trally be
subj ect tggiﬁgu%sﬁgﬁﬁgide%gcgﬁ%%%égébguaéfi?ggtgglgg gggggggrgégﬁikgethe 15
di scréd e UoSi. nEeleanshonicat toagphcedof quanéi aasbonsqaieenfilerandibetsrat e
reducti on_gcgurs. , Ihi esir ul Or.L ticket,, In_FEiqgu 1C,
fromthe 8%5 §n§o§8?£§859§ %%%ﬁQ%%ﬁS OYQFﬁev%ggée%D$efsgégﬁ§éy38da§lﬁﬁne 21
MPEG dat adinpilhgs MPE&Gstreanks 2B”vinesieeéenent prypvitieeparehické bheckidgo
W th matquggF.V#VVig stt as conpressed picture data. The ticket T is
provi ded t FPSTBE 39" ¢ia conventional broadcast and reception of the
MPEG dat a streane Twenatl asgesreheSIB$id4thust.be, cansildased: tbegaeyifel d)
25 SIE and negléuggragedé STBs. Le cg g Bs ﬁre unable to have §heir
ntorthl RPEPBEBNL POPESF " oF EAAFES upgT AdBd. S TRES TREY bt FERPUFRES! 1 cRELT on
line 21 apostandaldcthesedfcapbrage/tetetréxhgodeextendadsdatracodnizef this

information which is_prqvided to the SIB.is,output in.the analQqg,video

ol gnal as P365P1 fam312RaRA S conlGRBPET W PAS] bEHCY EPABIZPReHGy DO/ S miGne

i nconveni eakedthatcpbanant adhf eapnonkiyngvaitapdedifpg. othes ifanatdosadvangage
fromthe content provi ' tandpoi.nt, since_he.,may._in fact accrue | ess
revenue a eﬁcfégﬁgt}nkg&évgpg'tgFggﬁsﬁoni?ﬁ8u§9r§53 leﬁ@ i88ﬁ¥ﬁFﬁ Pa¥Bect
to tipe shilbseagcapcdeaingcordthg) ofygihali pateukbatontiehrconguwers shoul d
not be di sadvantaged. Thus _, Xg>00l51 48 PCTI US00104835 't he Sésten1as
describedPHEFBréﬁsgﬁgg EHSt FLREIGOREENEF2ME -1 n FRcPTREE dR54dFEAVAGES and
that | egaayeSiBsopeavhdeet herietieb, onihbebl whgehoGei/put hatke shewadi n
Figures IA__1C and 1D, the_ STB 34 gutguts th% vi deo wi.t %he watermark with
the tickeC3P510RMF, PRTEREZaBECGR BPgBFeCIDETt RETENEREL SR Rs SRpYIces -
control | abthe byotbeoctopsuretedugith tReehbegdaaytadeshgicek tibe fSERiB4a.

Her e e onl ossi bl e . user control _is_pay-and-yiew or,

ot < bRy afBeHgR Trah, B3, BEPESToh: Far: BACHPTCHE Lont o SKETs S oFReFhe ST
34a of Fi guseciBte80dNew)ornsudgeadede8TBRova.accordance with this

di scl osure proyid di ti onal ntrol.to th onsuner._and al so_al

accrual of greéPeEO?gQXnﬁ efBF%gh8f5§§FeﬁﬁS &rafiSr S8R ot 6?P§ﬁtgw' at
provider. the thime odsepontkatcdpsboramtaprepheat ivhebherhke conskas to sinply
view the pro nggloromhether hﬁ 15 mﬁihgs.to vieM/gngv}Fcord/store it. Wen
he makes BFEYeEF&ctPent FFGHgH HTEEANdSr dSi AEBFFAEE WPYh 2af 5s EFBER2TCT
di splay and.renohdscastrel.g.t ha SaBsocaondmbeenaknaceess .() CArhdsbssgdt em 36
stores an.in%icator af h% act%vitﬁ - _view only or viem/an%trecord -nﬁhiCh
the consurér “S&PeEPRd S50 EPhis TRKGRC ARGr SESUFFaRSfi 'Add PS5 FERST4PB
oper at or \hya hastofuenrtiional leaehe/ sat. el Thie T¥ anbewereiayr étawhn path 39

(Figures | 1C) which includes, e.gq,, tele ne _nodem using the

t el ephone ¢¥¥ﬁ? S§P1OM EHES l@&bpg %bes3¥P§n¥%@ﬁi%ﬁ°§ﬁp68r?hft, a

convent i oratyptalirappliantt iedduts @atlkrmRekuthepatdi gdads tdldkews Tt.he TRgst em
operatQr to charge the consuner for ,his selection. A report of the access
el ¢ SRR SRS AR TOpE SRIREL BE SOEHh G ags CERSSEe BATEY:
consuner kid Isudth, pPiakdses thel dekedt dcdepatibl139 cAhiar Halke ttengictiepfaklaeeess
sub-system 36 has stored the 30 indication of th%ﬁcog§ﬁpen's reg%gst, t hen
the addit i"6*<60 (HE YSEER PCHTERY -vi §EGGcddr SRS STHRLHREENT s only to
be vi ewed,cdrtemt! ReowiidRe,i aoRr @hededseun Opbeiae o2TBRhanictheut trhe ticket:
V+W | f the content is to be viewed and recorded, then the video s

provi ded ARG Ahe tEEB SN K St B& MitEest o35 her WRE S TARd I N §MORE9E RO T
to thesvideo VyerSitHat ROWOfi Lial BEb iRt AGUGEIINT ke dd aketsydatled . T in the
encoder IC g WD 00/51348 PCT/ USO0/ Q04835 (integrated circuit) in the STB
34 or alt éEFESPE PE Fhen SERSGRF tePoddigRedr isnde@idtdd &hec FTE PYERNES in
STB 34. It is this encoder |IC which outpu%s an anal og video signal to the
associ ated TV receiver (not shown) connected to STB 34 based on 5 the input
digital video signal. It is the RF renodul ator which outputs an ATSC
digital TV signal. In this case, the ticket T



is controllable by the consunmer via his STB 34. In Figures |A and 1C the |
recorder 42 now receives the anal og video signal V+Wor V+WT. Video
recorder W@ oisma8i ons 10 of which are shown in detail in FPQDMUSOANKSISS
nostly conventional but adapted as disclosed here to include the record
control famcdmalodt3Iidghakets |oprelXialdat coetdt raacdioyiddl eenid antslddhefdumcket T
and submts it to circuitry. (processor) 54, 56 whic rf.ar t.he _one- way
hash func?léorhheF \ﬁ/\%e?isr’rlis%n%ln' 1 Jt?r%:%gterﬁnﬁ'?lsﬁleor% eots.kﬁ v F‘ﬁicsh nelllsq‘lsng at
54, 56 matehegs, ie conparragtor LF,an hel vetmamirdk. Win the vi deo signal
detected by a erark detector.50, then switc 8 i | osed d recording
by recorder 42é{\alllaésh akfr?%cl\}(/edl,n% 97,flr%%ro?%iﬂ%pzf%s%rfr#%v%dgﬁ%%sttlhoen%qol | ow ng
condi t5 onahtéegrptedtaivaeit o135 ¢ehme el By beragl 201 ¢ rampdiidnt  feiruit As

shown, switch 58 (when close controlled by 25 co ator 57, coupl.es. the
VAW of gnat® SRTRIARR T (FESTHSR GTT | TR A SRR eI OR T s S

out put t essn dbschbssdv iede 58thd stk poff  tshenadnnEW iend hetre mshgdwetkrt 0 t he
actual recording part 1,&no . shown) of .recorder 42, whi cg. LS cto.nventi onal . 30
The pay-t2°rEeery FRatitf ef P fiow T PR IERett e T 1% no ticket T
det ect ed byetdieo ) eI U s ndpod r 3t res oskersid] 1édein tthe sttatiendnight of
(co ris i urned as_no., This wou

on) is.re | d be the case if,the consuner had
chos tot%%?ygiﬁ’(é THE® com @t 1 BT TR wridhg Tt TR H’r‘?‘élé\ cot?c?poacﬁﬁliqﬁog t he
vi deo, 35cpeldaps dsisadised aimegosdl tgoDf hddi Fi«k®ocsheunedr hast @l raady been
made, then again, the statenent is returned as fal se, and 00/ 51348
PCT/ US00/ D3B38 T HENT 6ot fR- FEMAEE SRRTTRE LR RER LSS HAFE FREREaEE neod
not bg a dkg&ﬁﬁédr@pW}dﬁrcde@rTﬁc@ézgiﬂgltﬁ@%&ﬁ@pn@nﬂ?]idpket to the "
recorder nedia 46 (in this case e nedia is, a disc as wn in Figure | A,
the ticket T ?gh%g‘ét?ﬁeﬁ‘ﬁ%f}éc?“‘]?%é‘gq hel fEMeE o e OS%%%egﬁeec‘gsﬁe‘% ersi on
of thzestiegetha' fuhdt i duh SF calseed hemégplt@gr@Mbbx@ ﬁx@uﬁéﬁigaﬁm Eefure lfB,
increnented: T - F( T . Later n, pl ayi n ack the vjdea content from
Lhe T ocor b nEERERTGE 46 YRCTBNEKI N WrbeR o5 Tl TR STt I AR et h
t he drive (ébéddedeip] ayles oP2dé€. signan DVAbpl By@rat agbdeo | igghedrgidrx t he
ticket T applying function Fto it: T " - F( T The drive 50 perforns
this func?¥0n,£§.§}.“?w%3e% FENET prolye‘?’a%%r‘FirJf @T%%%‘%?’édf%slrécjd’rqs e ﬁ?}}? a
personal chopdtene Wi Rasof fuaceion hablveke 25s80CE20h ek MPEGd etiedemt
(Note,that_ 15 there.is no requirenent.for_ a drj n tati medi a; the
nedi azcgrayg%e wélﬁh l%%ﬁ%%nﬁﬁ%t’é%%?ﬁ%%e%\ﬁ hfs glgﬁ)ﬁé)%)r{gt%s a@geess circuit
circui trywaténmany tasehethedeoi s Thaventpotasignah ohtenbaddex tdwe idriore or
sem conduct or orage control.circuitry) to the actual_recordi st orage)
o um 20 TR (ralar: SBovE BT aREe A" o PO PFLS PR rhe ihet iy
i ncrenent Lhgeép enhaocel secari fysh{dheupiayeinpavayliel¢ heatteaomdeingl? of

Figure | A or,a.play only device.) Now at the MPEG decoder. 54 i.n the player
522 e wiberRamkely T 2gST | Goket ol ShaPURb ket  BERTAET® (AU ot
ticke25T bitsl foagléramted astiockead, of hepppbpyiagei srgptoyegblaind pl ay

control 1 8hJRLETED! et D5 LhLE £856rahlfsLoLhO NG SOVALL D ipt Dl & V¥

varying over time. These digital communication methods for
conveying m-bytes of data across an n-bit wide interface are
well understood, and can use any available protocol, including,

30 for instance, TCP/IP or PPP.

The video signal with the watermark V+W and the ticket T

can be independently transmitted to the system (cable or
satellite TV) operator/head end 30, or optionally the content
provider can use a standard closed captioning encoder to embed

35 the ticket T on, e.g., video line 21. {The distinction here

between the content provider and system operator is arbitrary
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30 An additional option under play control (also shown in Figure 2) at this
poi'nt is‘to apply to the video signal an anal og video copy protection of
t he type woaoisaiaBe from Macrovi si on Corporation, such as a®RCFAN00/6483%i n
control and/or color stripe. This has the advantage that further VHS anal og
35 vi deo so@i eslur Eoprevepeses (of ailhedsataen. hot Ansakheplasofesl metod WO

00/51348 EETéhﬁﬁgégégﬁé @éaﬁgﬁlﬁggh§'eﬂé't9& Lal £QPLES eggegm %ég%ﬁEgﬁﬁ

upon by equl pnen wat er nmar ectors e wat er mar k escri ereln
can be i npbedgnbedtpnpaoviiddett opndaf feppRy d4gk; d€pendyageonopdrator

capabi |ty gh 5t DR Qﬁﬁﬁci§t€ﬂr$§% rgﬁékkggFéMSEE”MpEBruggftBQEQ if the

wat er mar ki'ng system i 'S aval & Ts € to carry sufficrent data on a
singl e&field, Thenlansuﬂllmeeh@dyOfaﬁgetahbuningfthataichﬁtbeaeaseeedlsuch

that no tb?§u¥ér b”ghQECPﬁQ'gﬁﬁ ﬁ?&% QPphke 11£QSSQHS SQQQ%&”EBééaEQE 10
wat er mar ki g systéfm carries rane omeve rtsTare
avaiIabIetbodepashrngeswedepmapb$e$ckenceddlbuDs EESEemeedeﬂtéoheadhend

uses. For _sec t i esira 0_us 4- Dj eed and 64-bit
tickets. %ﬁuggEbhége enﬁgérn%%téhgerﬁTre a niﬁ?n%ﬁ?o xigkg? nes with the
actual nudhérastrhrames. 15 Eegendemc ]| bhhetwéaepédbnpioamcob Bhipheged

based, pn #Ee di tghigogggghﬁaéégn sgﬁtequg Tﬁpaué g enbod ?grt and

requiTes yprca confrini cation protoco S suc oy s
stop char atkerigkbcss EmeraotehefnamutheOV1dew|degnemnundreehtoascMaBGel

it my be sirab to e Lo 20 f rnrof f d_error.correction
Reed- Sol off8 % hgoéﬁﬁgsyg ne¥e§g§§|8“8P Srformégé & lébr%ec?rg ¥8hed
that is cbennmbytededlkervﬂﬁes andp@SﬁldSpﬁEeenbedﬂyebESsabSGcenpboyhe

16- bi f d .wh . h k 21. Thu h
eret 2b bl aRa  aaRehE e b, Bo5hEGEEE: nDor BOGrRPEORURT Lrb8rbRet o age

such Ihatddeereteneoeaneberdabayed and hpp&deﬁo quantlmhemomhoheedahae
I i.l abl e. ft t f t t h
'n the vi 80 Bid APF AFSRERAGRI CSFIGRS | LBrds “PHeFTGAP S "PRIE APEERBSUre.

30 Wil e the abeketdi sclosure is of a nethod using line 21 of anal og video

to carry the trck t bet n the SIB and recorder Q ena Ie pa record
features, any conglﬁaflgﬁgof%goﬁaF PrarR t&hd°© 85?& Fﬁgbﬁg ehe
|nfornat|ancketaﬂ SEBconubgebeaasedneThﬂsM@Eﬁrdamh us aheoMBﬁs Etretmadst 0

any p?Btr ge 33 Y t%ndgggeahnw % eyl lLar., other grd ge EV&PHId be
used to hol'd“thE e e? ds 'ong as Svethe dasihy &8 fT 0/51348
sent as compressed picture data. The ticket T is provided to
all STBs 34 via conventional broadcast and reception of the
MPEG data stream.

Two classes of STBs 34 must be considered: legacy (old)

25 STBs and new (upgraded) STBs. Legacy STBs are unable to have
their internal microcontroller software upgraded. Thus they
treat the ticket T on line 21 as standard closed caption,
teletext or extended data. All of this information which is
provided to the STB is output in the analog video signal as

30 line 21 data.

Consumers with legacy STBs are not inconvenienced or
prevented from making a recording. This is a disadvantage from
the content provider’s standpoint, since he may in fact accrue
less revenue as a result. However, television industry

35 practice with respect to time shifting (video recording) may

indicate that such consumers should not be disadvantaged. Thus
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PCT/ USO0/ 04835 characteristics of being transmtted to the STB in a_manner
such that they can be controlled by the consuner through the STB. In

addi ti on,w000/613¢8 vi deo is being transmtted over a 5 di gi tBCT/USGOASIECE,
such as | EEE-1394 ("Firewire") or an ATSC (high definition TV) 8-VSB —
signal , fulemstyre emlBst deacadeviede hetrec endeirp swithelt e stoosagercapaknl ity
then the ticket can still be controlled iin the _lnthis se, .the
{rans ST GO RSO APEARSH SERORTBr MREACY SUGE PROVArS SRRCESRBREshed
10 and t hen vitedimmarikettl okhepuconbinsatshemwnstin [Fidefrieses 2, haccapdstiat echen

t hese sit ions, .the ticket .could. ansm tted _using.the MPEG User-data
descript ot-> 13 sdélr'f‘é)uggsé c ?’ﬁ%ﬁﬁywﬂg% % Cr XBIEE 6 *ot” %lhar%- ttlgﬁﬁu%t'i cket
at alb, buww+m otimertheasese iof Fagulre desi tdlel e itckettr andmi tho&n i ncorrect
ticket. 15 Ther rre al sg.other places in_these vyi.deo signals which _could
be used tcooritrréjﬁgr‘ﬁ%tlet %é( ?:ihgkgto;ns Binev &-e ttl‘?e%?ﬁecké‘tegiascystidIeISI(‘,’S‘nf)&oltf’Sd in
t he STB. ok REB pHetedehea ondy possdbder wigrt kantibded dentpant-aadretew
recei ves paynent, whether that paynment i.s for view only or_for. view ng
and recor‘% ﬁg’%'ﬁﬁﬁﬁgﬁrﬁott'i@ he \Iﬁtl& e I?Ogﬁ&’o;g? 3t é%lediwétﬁﬁdé?
consuner ghpwr Qln ithet BEBSBEBawkifcFiafeeused i n this net hod. Anot her

enbodi nent (s Figure 4) uses_a second watermark .enbedder J.ocated in the
STR $0 a0 o valest (i ROEEAEERS STR. SNGCCORHBREE M T B e SF IPRUER s

net hod ofpwseiald REAtitdemaandodd raced thle \HoRi iRy ardled sca ageeand _
wat er mar k W2 Iaéi used. . (Figure 4 shows elenents identical to those used in

Fi gure | RGNS (9 Freathd CRYICONY FF FdiSr SYSTEN SRGHAEYs 28nilPar to
\tAﬂose ﬁf dobrg e Ipésd/v:itdléz{c.he IgrﬂiTt!IQYSBBC&"seapf&%@dQ%rﬂsuhd&rt h:%nFisgllrth4 systlem
en the consuner. sel.ection s t.o view (but not record), the anal og
U Geo o GECHAT it RO B SHECHa HE G MES G V- WEARPEWIEn 1 he
consuBer wwiediedd it vikv Sindo rdcowvdrd oreCqid, Wi indemakdegnali sout put from
the STB 34a is Copy-Once: V+W. ndgﬂr these circunstances, the rf'ﬁgor
control |cﬁ)era]ﬁ°otnl Qe 5555&1’%‘3& 355G TV 42 B EFCES s RRBRAY n
detail i nrad gemeote dobtedlgmaihrdaTeef doeetdenad?ddceseoneent istbakylteh?
WO 00/ 51348 PCT/ US00/ 04835 A vvatefrrr%'rek WL detector 66 first detects
wat er mar k WSt9EeH & PTWPE Sheo AT 1IVEEn T &SN Y( EdpyifY) 2re
al l oned stewerd t- ivhiags wird doreemRepydiGdrtedavai l abl e or the content has no
copyright restrictions. If watermark W is detected at 5 68, then the
vat ePlark Vo dete CORIRARE et & TGRSR Ve TE W 35S ThePederect €42 fhen
recor di ngcomsverd iowed. siakde Adute Idefdenay tihe cofe-C atwadd @adt State. The
system "f@%l s_saf §L i ELC{)ha%l.r cordiln i s allowed. te.that Wis t IE)Li cally
some predet &t Hed Fundti R AR AT Ve Svi%teo 2 efpﬁqnesg‘lpéiefou% B¥i si on
IS so thathd heeliggtories nofesumgcassatidse idatdry av encatuyy whaleshe spepbirkve
wat er mar k, det ections., .In _general, termarks are "wov into th bric" of
the vi deoltfhaabec.orﬁeerpot\ﬁoﬁ’gaqt (RN ¢ c%’t% &R B3 The Egesté‘lré’cﬁa\;g’ é?deo
cont @bt islMewry tdid faymtddm obfeddt i Hos ddetrert ethealcaigsunerh fdk &tis72, then
no recordie cits. arlllo d si nce té’ui g}defi nes t.he no; rrq_‘:?e %%pi es _state. This
i s acconplTohed BY cohtr VNG Wit REFSSSiTAAGE 147 & EaSETas PP
conpar at osysthm i speasit dro deecaperi ngOidyarisns 6 5 rfeaorahinpneer Mitltldeyy switch 76
is closed and videq signal 20 V+\W+W from W2 enbedder 74 is output from
switch 7§%%p%%e§’ecvﬁ%%§ i & I'ni ng (not shown) conventional portions
of recorder 4Zsftdd tHee cdrdRaisirgilaladoyyy sub-digsveac @deastZzactas Yhebut

no and. i s, recorded the nedi a ,46a, then the watermark \W2 is dded
o LRV TG O T s g e A 1 HOSHaiie A5 AR, OF Eh€houl d
be recogntzeled MAttd ntHd guded oaidse. semraiee drieaitors emly/2cabe shown

for W and, W2, t hese in fact, be i nplenented in the sanme functional

har dwar e {BTVEdr {%%% SHARO it 1P TSRS O fSR5urEE ot ¥ HP6UAI | ow 30
di fferenttiad i oicledt Wvsand WE tHY sdnferimen ald e i dwedlidng aekioeded, by
one skilled in the art. Playback of nedia usi n% t hi s enbodi nent is sinpler

but it priov®leda Y JferovIeh QG Bf Gt Hhetkith§her td6k8Eti on of

the wat ervauks. | AdEiY el tAld®t I TRMBhL s R CURIdidts meeobger wil |
be 35 coupled to the player and will thereby prevent subsequent copies from

bei ng genetBted. 1% PRI o Mt F6dplT gk -t encoder IC
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WO 00! 51 348 PCT/ US00/ 04835 still has val ue since record control can stil
prdvi de val ue even without the added val ue of play control. Wile the above
descri bedweymwisexss are di scl osed in the context of separatePd@MisowedsBdHr t he
set top box (STB) and the 5 recorder, there is nothing to preclude the-
functionalhhyegfabeﬂhcuhesetdewhcehebswag3hnbegaatednbnh0eayshnghﬁ ATSC -
appar at us , .Flgur A temas.desgr abo |ng e.sane
referenceRnu nguﬁ tég &gog 8§%§gc%ﬁgu5gn% 3anpﬁay§&B #Ehlﬁutputs
as shown whés phapieg EhewhmdhaodﬁputbeaM|daalbg wuﬁbotb&gmaﬂet&atheand t he
ticket (V+WT gB shows  a t ed stem havi

Conbi ned REENCHREFOLYr GereaTeEy (Bok T RBPER) EaPEFrE e, 18 a5 18, Shnbitng on
outputSSlghaI1spneadu§ﬂoaﬂthedeeceﬂdaaﬂplayer142thayRBerampBuedtbe @hich

ol ayer B6CRBPIP Fig tRE FLARbaG: FUaRFHE Chowd™ RAEGhCPES nEPs) BEDBRCR the

wat er mar k iandohtebkal apVe\V\by" ﬁhercﬁﬁsahyrtheavhdeoswetb4the wat ermark (V+W.

It is apparent th t the syste ures 6 be ,used jn the
above- descri bed™ éggﬁﬁéné;oﬁgﬁgQ%hghgb5§8°§ eaegérPsgd FF%Feﬁan?nark and
second mahﬁa&agkvmaébod1§ﬁalcvmWraklVmg+mecowddag.r@hbhﬁe&hezabgéetions
disclosure_is . directed to video, gnllar agg&oagh .usin hhe first

o] |

wat er hr k o&ndPeECoAGEWELEVRar R Hﬁ§ab APpFig ontr BPPENY recor di ng of

audi 0. HeregveEngibaal Bﬁtsaan@tadsystaﬁbbmogaayhée&pe©tan&uuubathbo that of
Figure 4, however belng %dapted for proyvi glenhance audi o distribution

with the pESSFH FPRVIOE SHPFRGOPo%PecordS ?ﬁ oy “dt AGERUPETFABEPEJ4S

|dent|calbytmacEsguhe titmeki guaaddsudmiie systemcepenatet headeadsd®) The
ot her structures hougg somewhat 30 swnk)]él have heen redeS|gnated to
i ndi cate tfat |nWPﬁF OF RSy ChPe CRGaNPEd PRSP ANACS 1P8r FoS¥S. LEBREEORhe

content pravkeer 790, Iwht@a m&shhe aQUtﬁQsohabMQnguatosqat%@l&btcgeaerates
copy control informati ggNB %s Ilﬁg tg the input term nal f a
wat er mar k 8@?@5&69r9§7't5 9ﬁ§r8Fﬁ Wté i“hg VéreghSdA Rd 4pperegd by
ordi nary &Udlla(ﬁelrﬁlﬁlﬂc glegeat oft. 5Ohe thesukiifghovlpuls audisedWahl WaterEBAY

A+W is - 0/ 51 348 PCT/,US0Q/ 04835 conmmuni Gat ed, conventi ona
channel s, ybrFﬁgr §i§ﬁ]&ﬁe%§98we eadefid 36ecﬁF8ﬁP€héFealﬁﬁgeguﬁpﬁnsFBﬁal

AtW is senrfllowdhg kendifsbaadeloghie stbelhche ok eakbhenkd aw Bedng
distthutlon sytemto the STB 96. STB 96 includes a conditional access 5
syste 9B & S4hi ch i s applied a consuner selection on |line 100. The STB 96
al so includes a watermark remarker 102 which adds watermark W2 under
control of conditional access systen1%§ TEF mpternark remar ker 102 then
out puts the wat ermarked audi o streaﬁqln bf' two forms. One formis the
copy-once _10 and the other is copy-no-nore. In other words, the two forns

are A+WL or A+ t he an g_au A wi.th wi t hout termark W2 but

al ways inC|UdI£% %ﬁ?&?ﬁafﬁl&f%'?%eq§§§8cF&P§& onﬁppﬁﬁPl&géoﬁﬁer 106

recei ggs tdumpaanaloag 5aydicoupil@gralcheanvd wurdemhaQorbitalactled by t@eord contro
to the_au

106, does ek oagLd 1 e B0, e cne by esent, 30 add (2 Lo, e, audi o
out put t i ngvaltdiho 5$t r eamwmlt‘@&tt @ig@adr +en 1&5 s:cawnatce;dlprmdl aod the
actual recording part (not shown) of recorder 42, which is
conventional.
30 The pay-to-record feature has now been implemented. If
there is no ticket T detected by the record control 43 recorder
42, then this statement (comparison) is returned as no. This
would be the case if the consumer had chosen toc only view the
content. If the wrong ticket T is accompanying the video,
35 perhaps because a recording of the video signal has already

been made, then again the statement is returned as false and
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Figure 8 shows a bl ock diagram of recorder 106 with 20 further detail, .
showi ng how the record control portion 108 of audio recorder 106 includes a
wat er mar kwidbordesugct or 114, a watermark W2 detector 116, anBCHUSGN0#83sar k W2
enbedder 11 8. The signal output fromwatermark WL detector 114 is the—

i ndi cati omhef reabedimgki¥inbei pgrpiesedt atfN&Re. thhtsresoZ8etogk cakéy

conbi ned at _.124 w th _t he,i ndication, of et her ter k W2.i S present.
ooy e B B8, B ot PE) L PELaRARET) O wiDR PECORALREIRRE YRaLd BRESCOL. L
recor di ngrickker wosehswrechrd@8 wedithoseéed (Lhetblby cesmpuhheamedgat he anput

audio with.the_added waterparks +W2. on_th ut.put, term nal. 130 _of 30
record conﬁFSIaSOFEPgﬁ 188E§9PI?QT¥%’gghﬁnaéFg?gng %ﬁa?gﬁfauggb%e%%lgoshoms
t he regor dheofitnokipor Fi on §68ephteesonder véb6iohhefr ehmi hingepoTti ondn

which are_not illustrated being_ the caonveptiopal pecordin ortigns. This
i 'scl oour Sh8 PRPECEPS: FouBERtRbRtr APHRRS  Pir, REFRERISaRRrEaR ons Wi 1)
be apparent torgne $killed in the art and are intended to fall wthin the
scope of the a gended claings. -15 WO 00/ 51348 PCT/ USP0/.04835, For

i nst ance, the 3 E?Enwh§9ng%Véﬁ8 Ratkobhar 81 RE]dFPYEERRI £E8™t BPFV and vi deo

fol | owi ng réabiraisgshandar ds. as16nowMOi Q054348 &L AbVbBcVét el ahBkociated
PCT/USOO/O48%2 1. A nethod of contrglling cozying of a vidgo si gnal , .
conpr +8i ngHe thEt §rd¥e BOshppFhengleKervPrdedsPgnal; P¥RbRIBY RY a®%@iRr nar k

in the viqﬁ@r@hﬁﬂeg;taedtQEQEEd&ngya§§9§9ah§dfdahaibﬂ g phedet erm nedp (
| ocation of the video signal, the associated data being related to the
wat er mar k Ti'n)a pfégef&iirnel RamhRerms10h2s fHECHEPRod®of - WNAN1R WABrein

the associated daba;iksifpteyRhedranhi g ¥akye. i3. aThe 88hAd-ehpGtalmy2eh
wherein the Cryptographic 15 value is a hash function of a seed, and the

wat er mar k & SofRwapgsRTf baserareorSEREIRESHE VMBREt F8RCER Tt he (NAEA EbAEti on of

the 15 there is no requirement for a drive and rotating media; the
media may be, e.g., semiconductor storage with appropriate
access circuit circuitry.) In any case, there is
conventionally an interface (the drive or semiconductor storage
control circuitry) to the actual recording (storage) medium.

20 Then the drive (or appropriate circuitry) performs the
ticket incrementing to enhance security. (The player 52 may be
the recorder 42 of Figure 1A or a play only device.) Now at
the MPEG decoder 54 in the player 52, the watermark W is again
detected and checked against the current ticket T’’. If a

25 match is found, then playing is allowed and play control is

implemented. 1In this case, the following eguation must hold:
W= T’ = F( T ) =F (F(T))

30 An additional option under play control (also shown in
Figure 2) at this point is to apply to the video signal an
analog video copy protection of the type available from
Macrovision Corporation, such as automatic gain control and/or
color stripe. This has the advantage that further VHS analog

35 video copies are prevented (or at least are not usable) as well
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seed. 4. The nmethod of A aim1, wherein the predetermned 20 | ocation, for
NTSC TV, is video line 21. 5. An apparatus for processing an input video
si gnal t ovO@HSIMEB subsequent copying thereof, conprising: BCTRISH0/QA8¥er at or ;
25 a hash function generator coupled to receive a seed fromthe seed —
gener at orasanthewdulitt ragsadl tdigg téalt asoral esatveringr kage neydtest woupled to

receive t 1%&1@%&?%@&&%%&%&&{.mmthe seed, and to enbed the

watermark Tna plicture portion o vi deo; and 30 a transni ssion
channel coupl €tha ovatrersk ddecridsad thewe dateararek timp Weatesrtreat kigd avi deo to

a receiver h sul g4 t ei transmtted.,oth ] ,cture
portion oﬂm eerevclgéée%siﬁ-é}%ndta\)%%/ %ﬁm&?ﬁ L%b%l’b%d%%&aﬂhde&paogfpg}haet us of
Cl ai ms5, adssvaatddaevatatmmamsing sydtemasFdunioistoanad, tife thessh f uncti on of
t he hash functio th ed. 7. A et of, controllin ying of a
vi deo si g%%\#e “é%/ﬁq?\%{gansxgsr%egﬁgteha&maltserar?ﬁar]kf%ﬁde a]sssoa{(}?% eéao d%?xg]%pcorrpri si ng

t he acts =iffiistisrmi ndattp idn reecoimy g fofe Tdhe thateca | suf i dieeperym tdmyeke and
10 only if recordé' n@aéas errgtted transm tting the video signal and the

associ at Wi a, TS S FThE Nt ik Tae: atkb%ecfé? Fi e e ™S i onship to
t he assoahatlmhﬁmta.né_eii &e Hpplneddhod i e mn?podr\a_h&rreim ttHee associ at ed
ot 25 SRS AR Stk B The el led of Sal Sonpenile
20 hash fiied i axe ofvd ealbies Edpinedsioimpfsdde hasdodemcdiome of biws seaske  10.
The net hod ocfi %gil[n? furthesf co risig‘? th}(,a acts of 59ecédi.n}gaeti?f t he _
recor di ng"t3¢ PETRTY t4EFS 1 egott | T TRETY rEtdTHihg T s SHE T e d:
and char gisg & deebiorsesd mrid iag-bihe ¢eeostd Nng. THis, Alsede tafbdbitmdrds
ConnectiOpeéggggtglgygf%&glof 16 frames with the actual number of frames
15 dependent on the transport protocol employed based on the
digital communication system design. Thus one embodiment
requires typical communication protocols such as PPP which
employ start and stop characteristics. Due to the nature of a
video communication channel, it may be desirable to employ some
20 form of forward error correction. Reed-Solomon encoding is one
example of a forward error correction code that is commonly
used for this purpose.
Some embodiments also employ 16-bits per field when
carrying the ticket on line 21. Thus, both the ticket
25 processing and watermark processing require buffers for storage
such that decisions can be delayed and timed to occur when
whole data values are available. Design of these types of
buffers is apparent to those in the video and digital
communications fields in light of this disclosure.
30 While the above disclosure is of a method using line 21 of
analog video to carry the ticket between the STB and recorder
to enable pay-to-record features, any combination of a
watermark and consumer controllable information in an STB could
be used. This approach is also not limited to any particular
35 TV standard. In particular, other video lines could be used to

hold the ticket as long as they have the desired
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30 receiver, conprising: an input term nal adapted to receive a video .
signal including a watermark and to receive associ ated data; a conditional
access cOMO0®FI34having a control termnal for receiving a REEVSHA4ESt i on
for enabling 35 recording of the video signal; and -18 WD 00/51348 —
PCT/ USOO/@@@B:@njam’imserofhmimg & reommiditederty rale Gliplied at maamegut put

term nal g9l g, Gongjd %’é% %h%%%%x%‘i'lterdo' aﬁ'&%é%‘b@i n{égr tt*?&o‘ﬁﬁ‘i‘xe%h%' gnal

fromthe |nput term nal , aving an output termnal, wherei
conbi ner BB puts 5 the Vi deo signal with or wi thout the associated data in

response Lo the, candidiuanal: Aasess Al ol neli Thedfh diai B9e,0f Caim

11, further conprising: a connection to an erein the 10
condi Bi or@lgid‘(ﬁc]esisqt(ﬁ)frﬁarqﬂ, tSls @St sTEtE@-tlﬁeMudl“iFm%ﬂﬂaﬁ’ﬁl ©at iaon A§SCuser

sel ecti ON¢y ét% f rﬁettw%ggq\ﬁo% Q;SBCISB_LI o% té’x% %uld%t\,qgedata S

a crypt ogra al ue The set aim 11 rther
conpri si ngrecardiey vaductddasc sipsireg e @mld-CtYhé:fmn e \nldléf@tspgnal . 15.

A method gf; ﬂpeﬂeatd&gc 1‘i'e‘?i9‘1 ‘”tﬁx%r d&p, C rerﬁé‘%a?s%,t *Efitea(‘ttr%[n%iﬁission
receiving EN) I nput €0’'s aving a wat ernark; detecting the
wat er mar kor d]satcsctc»mg:mbatsmmw aifectrw tdoxtmwltdadcesj girmla;ccmmpjlacsﬁrﬂedg t he

dat a 0 a et er oNnpr Q n | 0 recordi ng of
t he |tr?put I‘\%5 gr‘eo s"‘lh_’\zggneqi"gl %/H%,cﬁ( %h&) elrlfrla g eVgnerlglet ﬁ% esult of
the conpressien flmdthiese s&(tufbﬁ:mﬁse, rtétmodcdcretﬂcamﬂ]dlﬁqe Whremesin titleel

conpr essi Os?lr];c_:lyjrkcl'gei %éc? LPSer?J_lcfa{tpal %ehs%srhigtuonxc.t i %4 some cases, it may be
desirable to not transmit any ticket at all, but in other
cases, it may be desirable to transmit an incorrect ticket.

15 There are also other places in these video signals which
could be used to transmit the ticket; however, the ticket 1is
still controlled in the STB. The STB provides a way for
ensuring that the content owner receives payment, whether that
payment is for viewing only or for viewing and recording.

20 Thus, it is the watermark and associated data under consumer
control in the STB which are used in this method.

Another embodiment (see Figure 4) uses a second watermark
embedder located in the STB 34 as a watermark remarker 60. (No
ticket is used here.) In this method of creating video and

25 record or view only video, a second watermark W2 is used.
(Figure 4 shows elements identical to those used in Figure 1A,
or similar, and thereby having reference numbers similar to
those of Figure 1A with the letter “a” appended.)

In the Figure 4 system, when the consumer selection 61 is

30 to view (but not record), the analog video signal output from
the STB 34a is No-More-Copy: V+W1l+W2. When the consumer
selection 61 is to view and record, the video signal output
from the STB 34a is Copy-Once: V+W1l. Under these
circumstances, the record control portion 64 of the associated

35 recorder 42a operates as shown in detail in Figure 5. (The

remainder of recorder 429 is conventional.)
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17. The method of C aim 15, wherein the data is on a predeterm ned video
line in the vertical blanking interval of 35 the video signal. -19 WO
00/ 51348 WOP/EEE8/ 04835 18. The nethod of C ai m 15, wherei RCTRASOHRHBIS | s a
cryptographic value. 19. A video recorder, conprising: 5 an interfaceto a
recordi ng medidnyaernaputWhotetdaror evei Ui ngt adet eebs svgharmask el r ecbi-ded
on the negi MR K ded or .t he i riq

det ect or Igétj)up t:e rit{\%!‘}ghe i nput L%g%'t %%&gg%%g?]g@bﬁ%at(g%?hé&&e%eiﬁéfrjt?ﬁs%%d

| ocati on $mnedellyi deoassymed ; frertcopy m@storacauphrlelie t or conpacent émt

det ect ed - ' nct 4 , 5 an b

recor di ngh o R T L e e PR R O 1A el el o
15 20.5 Thesvi theen rekerdetewiak diin dst eqther €72 déeecosprassioark umzti ohfi s

hash f t] ' . [ recorder
of O a mu%, i%hn%é)tfél %?ﬁ%@%‘g ggljiiésr?;% éé‘%?*p@%%? g%%i %gg%%%. gggégkgﬁg? hod of
control | i dgf phayi bige ofne-vopieoa bigred stezoe dedToa aysednuifatbapsasehgin he
t f: | ayi i d ' I di a; i t k
' the vi aisbsrebEFatis LIROLSUERS MOOH RE LS RELCRILR Mt T
subj ect i ngrefetedatned bunonprmssi orhé unctiom; vadeoal | Bhenfaflrsate pl ayi ng

Functiton BoTReaR 1758 Hhae e RudBh LG v Sorerar bASH Sonpr i oi ng the

act of apphyongeaneacead ogy cOpyserodection sagamhath dbeeptayed. vi Teo.
general, watermarks are “woven into the fabric” of the video
image. Removing them without degrading the base active video
content isg very difficult.

15 If W2 1s detected along with W1 at 72, then no recording
is allowed since this defines the no-more copies state. This
is accomplished by controlling switch 76, which in this case
(yes from comparator 70) is set to be open. Otherwise
(recording permitted) switch 76 is closed and video signal

20 V+W1l+W2 from W2 embedder 74 is output from switch 76 to be
recorded by the remaining (not shown) conventional portions of
recorder 42a. If the video signal input to the recorder 42a
has W1 but no W2 and is recorded on the media 46a, then the
watermark W2 is embedded in the video signal prior to recording

25 on the media 46a.

Also, it should be recognized that in Figure 5, while
separate detectors 66, 72 are shown for W1 and W2, these may in
fact be implemented in the same functional hardware (or
software) element with intermnal reconfiguration as to allow

30 differentiation of Wl and W2. This implementation is readily
achieved by one skilled in the art. Playback of media using
this embodiment is simpler but it provides a lower level of
security since no checking or detection of the watermarks is
required. Also, in many cases a compliant recorder will be

35 coupled to the player and will thereby prevent subsequent

copies from being generated. A system without this coupling
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35 -20 WO 00/ 51348 PCTNS00/ 04835 24. The nethod of Caim 22, wherein the
conpression function is a hash function. 25. The nmethod of C aim 22,
wherein tWe0Wat3d8is a 5 cryptographic value. 26. A video pPEl/EB004835ri si ng:
an interface to a recordi ng nmedi um which outputs a video signal; 10 a—
wat er mar kst Bchas colpd estitee reseene ddrecnoderrsignall mraatde detlast or -

coupl ed t tec V. 9?9 i gnal; a processor
coupl ed t% %ﬁ o Cg‘?ér:?r% ggc? a&ggﬁ%wﬁ}; gdg%’ 4 et ec ?or and whi ch subj ect s
t he detected d&m:ale ocle m@s@&mil@mttsmm Tompdreslodrd vat etveark to

the conpr tl 3{;9 I g t he
conpar i soﬁgﬁggﬁé u&fc i bggtz'%hgﬁ"ﬂlgé% eo %'Jiléaé;\é\%eg i é]}lgon?lpz é\}mea?gil )ri:}{e{]e
conpr éssi pacdxeher | orhexse al hashtiimgt i @rpofcudmsthd UFnd imnalg tyThee vi deo
pl ayer of | YRLO9T AP, val . A
met hod ofb((%}gt&%% n%\é\g{ogégn% g?&lair?t%%o&c;’%é d&g 2| Qirgﬁ’lea aﬁ%ar‘?agﬁ@nsg t he
acts of: Blgptyi6ly sthevauthe® systvenens sdeﬁmt;b@hmmgaaﬁg rtdte wwertmesr mar k
in the audi r_video .3 | n t e nal to
a user; aﬁ%g%]g%%%l ngm%eE%cond JEéé‘?rr%r“%"tuﬁrlc‘]' ﬁ@ C:éc/f!"efgf‘or aLPSH%h% ?n(g(l in
response vbian axmtpmns bayst@leomenhers@&ﬁylﬂ'g\etthmﬁlmMe{] dihm 28 dethere t he
acti t S an_indi lon re atl n ayment . -21 WO 00/ 51348
PCT/ ﬁh@%StL}% v ts Jf)]fj B con?rojr+| ng o%)@llﬁg)yof a video or audio

si gnal haV| ng Hngm@e@&ietheanmkat@@nwstsemganQctme dTB 34

combined with the recorder 42 in a single apparatus 84. As

shown, the output signal stream from the recorder/player 42 may

be applied to a recorder 88 if W=F(F(T)). Similarly, the media
15 46 may be played on player 86 outputting the video stream as

shown, which is the video with the watermark and ticket

{(V+W+T”) or merely the video with the watermark (V+W).

It is apparent that the systems of Figures 6A and 6B may
be used in the above-described system employing the above-

20 described first watermark and second watermark method for
controlling recording.

While the above disclosure is directed to video, a similar
approach using the first watermark and second watermark may be
applied to controlling recording of audio. Hence Figure 7

25 shows a system in many respects similar to that of Figure 4,
however being adapted for providing enhanced audio distribution
with the possibility of paying to record. The only structure
labeled identically in Figure 7 to Figure 4 is the system
operator headend 30. The other structures, although somewhat

30 similar, have been redesignated to indicate that in this case
they are adapted for audio purposes.

Hence the content provider 90, which is the source of the
audio material, generates copy control information CGMS which
is applied to the input terminal of a watermark embedder 92, to

35 the other terminal of which is applied ordinary audio input

signal A. The resulting output audio with watermark A+W1l is
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determining if recording of the video or audio signal 5 is to be prevented;
if recording is to be prevented, adding a second waternmark; and

transmi t tWREMSKd8 vi deo or audio signal with the first and BEEW§80/04835

wat ermarks. 10 32. The nethod of Claim 31, further conprising the acts of
deci di ng ¢emmgel¢ated di iR | SOMORNE ol m@meb@, Fepohei AYStemt opetatel ng

|5 not 1 0nbEaprgvent drand AS-Ehar gl ng,@s 6 o8 £RLL NBLPY e CBLER Do} O

recordi ng. 33. The nethod of alm 31, further conprising the acts of if
recor di ngfPs peshinced, th%c%@%ﬁ1@p¢%eoéu@$bl©rt@beVlGEQHsﬁgﬁ@rlb@hdomdd|ng

Lo the regordsd.aucho stgvideo shgnal Lhe,seeond vBhatEBbkar 3ccdysel (oD

vi deo or connection to an associ ated receflver, conprising:
an i ngut ﬁESﬁthaﬁBaﬁapwbvﬁhol$e@@@bEEQ %|@©@S@meau€¢be€tgﬁal0nal€@®dl@¢ona

access oot rol ¢having 4 LS oLl BialOAL [QEeEREELVEDAaRiSE! £651 PR Rabl i ng

recording of 30 the video or 1o signal; a watermark e
enbeddi ngaddsevandrnatierfarknaey ngtnglaoéon@n@it%@nﬁina¢CG§ap$Edt¢® an

output te nak.,. of c S¢ t e i deo
or audio é?bna#hgr%%? egfgp%%ﬁ$§$n?ngﬁ§ %H é&%% QQ Egé g% put ?e?%1nal
wher ei n thedwpdeoreamauul@nglgﬁatwmnﬁbnmes aOﬁerQormanerhhekcomMeoe¢ﬂ t he

vat erffrk .z 2th?vg%ﬂ945}§ §o£§§N§QQéQ4835 groeqd ?rw89&9“t§héh€y%if§§m£r

audi o S|gna secon ma er mar N response
condi ti onakeaBe@3soroAtWbiW25 Bbe ahelsgtaudpobéxwmthobalwnsnputurther

compri si nge . 8,GQPREGL! Bl t 21 80y 4PLE DKL QEnGONREL ERA PRI WL K. The associated
compliant recorder 106 receives this analog audio signal, and
under control of its record control 108, does nct record if Wil
15 and W2 are present and adds W2 to the audio if it is not
present and recorder 106 is in the recording mode, thereby
outputting audio stream A+W1l+W2 to record on assoclated media
112.
Figure 8 shows a block diagram of recorder 106 with
20 further detail, showing how the record control portion 108 of
audio recorder 106 includes a watermark W1l detector 114, a
watermark W2 detector 116, and a watermark W2 embedder 118.
The signal output from watermark W1l detector 114 is the
indication of watermark Wl being present at 122. This is
25 logically combined at 124 with the indication of whether
watermark W2 is present. Only if both watermark are present is
switch 128 opened, thereby preventing recording; otherwise
switch 128 is closed thereby communicating the input audio with
the added watermarks A+W1l+W2 on the output terminal 130 of
30 record control portion 108. It is to be understand that Figure
8 only shows the record control portion 108 of recorder 106,
the remaining portions which are not illustrated being the
conventional recording portions.
This disclosure is illustrative and not limiting; further
35 modifications will be apparent to one skilled in the art and

are intended to fall within the scope of the appended claims.
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wherein the conditional access control transmts on the uplink/network an,
i ndi cation of the selection. 10 36. A nethod of operating a video or audio
recor der , WOdM{51348i ng t he acts of: receiving an input audi oPCT/USD@®B3I%SI gnal
having a first and a second watermark; detecting the watermarks; 15 —
prevent i n§oretbrdangs of thtienyepent véveoenr anddinetBpgnatei feddihy tdppliedt
and secondowaleLARI k2aay e det 87144 vk ofls VL 0E0AqREagUdI O Tecorder,
conprising: 20 an |nte ace to retording ne run an i nput port for
receiving a video or audio signal to be recorded; a watermark detector
coupled to the input port; and a processor coupled to receive an indication
of 25 detected watermarks, and to prevent recording of the video or audio
signal onto the nedia if two predeterm ned watermarks are detected. 38. The
vi deo or audio recorder of Claim37, further 30 conprising a waternmark
enbedder operatively coupled to the processor. 39. A nethod of controlling
pl ayi ng of a video or audio signal recorded on a nedium conprising the
acts of: 35 playing the video or audio signal fromthe medium -23 WO
00/ 513A8 PCT/ US00/ 04835 detecting any watermarks in the video or audio
signal; and preventing further playing of the video or audio signal if
detected watermarks match respectively two 5 predeterm ned wat er marks. 49.
The nethod of Cl aim 39) further conprising the act of applying an anal og
copy protection signal to the played video or audio signal. 10 -24

. A A3a9. Al % A3% AH. Al . & A! 9. A3. A5. AH% A] % AFL. AH% Al n9. AHf % A[ 9. A9. Al 9. A
% Al n9. A5. Al n9. An. Al & Hz; ? @
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L[ rNvgke [V]ca]ca]cal]cal]c

a] ca] ca] ¢a] ca] ca] cal] cal] ca] ca] cRa] ca] ca] ca] ca] c”a] ca] ca] ca] cRa] c*a] c”a] ca

] ca] cal] cWPIastH#8QYY\ g! ! | EXL*g*22203: : ; PCT/US00/04835

HCOC) CDEGG&zuoj e [ V] ca] ca] ca] ca] calU] ca] ca] caU] ca] ca] ca] cal] ca] ca] cal] ea] ca]

cal] ca] cal]@aIdsa] ca] ca] cha] ca] caU] calc aJca]calc”a QOHH JIIJIIKbLpLOP .

QQyRRRQTTUCU LL.bbc{uoj e [ U] ca] ca] ca] ca] cal] cal] ca] ca] ca] ca] ca] ca] c

a] ca] ca] cay gxfsca] ca ca] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca! ccQc?kCkbko

orssssw{ {{| m uft|| | | M aejhad-o-canthrolYjiey Wdrylica o] caMideca)sigined] ca] ca]

cal ca] ca] %Oa&%%]ic% a]e W.calgal ca] ca] cal] ca] ca] ca] ca] cal ca] ca] ca] cal] ca
]c ca

~Al &bl {vql gb caj ca]ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ga] ca] ca] ca] c@U]P@d-]YG@]gcai]km]Vclai]wa]sca' | cal cal cal
$0>u| wr mhc/Y! ca a ca]ca] ca
] ca]J!:a] cal caJ] ua] c!a] 2‘]&] ?]d]&q’éccaf%la:] ?%F%Ja('c aéQEIC{j fc%“%?] %]Jn] calca]ca]c
ia] cia] cia] cia] ciaU] cal c@]r(@el]lda]ng{a]a@a?]ot;ca]acm]dcai]ata] cal @a]ma]}dﬁa;]ecra]m&:ald]c@a]m] ca
ca]calca]calc c c cal ca
] ca] ca] ca] ca] ca %F’ca] ca c%a]%cé?lcg] %?ﬂga%%]a%ég ccgl%ca]%]cé]§J %9&3?%]'3%‘? 0% &
) - he watermark in a predetermlned manner.
10% &, () - 9! 10% & ()-"10% & ()-10% & ()-" 10% & ()-&ML0% & ()-LHza?*%d0% ! pY
%4 0%&: F)- 'yY %40%& ()-10% & ()-F 10% & ()- @10% & ()-gs 10% & () -
;ZX6* %t * (V&O(V&' () et rr(b(l%g:g&o(f) Alati'vl Q%) R Dt IthHd a3 i@teld-tdat@%&'s( ) -
91 10% & ? 109& "glo%& ()-L 10 10
10! 10%'(%3) LR I%eO/aOC(Va)&' ()g fL [ ()/
}[9r S4! ~FLYA0YKVKVE' () -! 3%10%3ePe&' ()-1t3%0%AAL ()-! y3%0%UFUS () - g#10%&'
fY"10%&
92[ o Sar s ovepe: O OF Fiodbor>YEE (L0 Filb GoiBE OF-PRig 0verva: (

) - FLYA6%&'(a)-ue~]id ' 1M flnctd dnl @& (9eefd,0%r) (Dhe Mhtermark is the
hash function of the hash function of the hash function of the

seed.

4. The method of Claim 1, wherein the predetermined

20 location, for NTSC TV, is video line 21.

5. An apparatus for processing an input video signal to
control subsequent copying thereof, comprising:

a seed generator;

25 a hash function generator coupled to receive a seed
from the seed generator and output resulting data;

a watermark generator coupled to receive the seed and
generate a watermark from the seed, and to embed the
watermark in a picture portion of the input video; and

30 a transmission channel coupled to transmit the
resulting data and the watermarked video to a receiver,
the resulting data being transmitted other than in a

picture portion of the video.
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10 10: 109%& () -! YAYA0%UE () - OX72WU3~] >! P ' 1094JU&' () - F+! P ' 1090JU&' () - F+! < |
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109& () -! 39409 () -TS9M0RA (I ed IR It SLOMOR (SN tie iDtemZBht 1Dt ! } F
(10%(c(& {11\ E (AQ%0XE () -1k ( / ) OFGEOE L) -
LE (0% &v-Algé _%q@%ﬁ%ﬁéﬁ “tfe (O (e forl TORE O rd M ALRFRES&A
10t !} Y& &1@@/&3@@@ ()-! Y& &109%PP& ()- | ~Y&* 8109KK& () - yY8&* 8L0%FE& () - Y(

10t!! 6 10@bb&f() SN 109 () - 5'K'10%&f() 5/'10% & ()- 10 10
10:|1GW&]()-megﬁm'x)méwhﬁEAQf controlling copying of a video signal

11100/ & L 81" 0%05 B LSl A0 0380 1006 Oc b 40045 - 5F°

| *J*K*L*

1!!k||'1g€/bié8éc¢t)55:bfil 10% (& ()-5!F 11" 104008 ()-5& 10%& ()- 10t 10t 10t 9:
10% &' -w, e-. 01bl

I 0 ms () - o 1R A 19 | vesmRing 9§59 grifeg . to be

| 1" 109888 () - SpethiOIENEALd - 5QR222222033~ =

LK g0 ()-2 SO ) -AI06 K ) 4GP AL AR Hdadhl i B cre

117" 10%aé& () \Zid]edO@i&i}r@a)l 23ard 184 |a\és‘30c(:)at'2éd dlé)%]q&ﬂlﬁéréiﬂ' R ()-2!' P 10%
& ()-29x: 111

associated data.

15 8. The method of Claim 7, wherein the associated data is

a cryptographic wvalue.

9. The method of Claim 8, wherein the cryptographic
value is a hash function of a seed, and the watermark is the
20 hash function of the hash function of the hash function of the

seed.

10. The method of Claim 7, further comprising the acts
of:
25 deciding if the recording is to be permitted;
reporting that recording is to be permitted; and

charging a fee for permitting the recording.

11. A set top box for connection to a television
30 receiver, comprising:
an input terminal adapted to receive a video signal
including a watermark and to receive associated data;
a conditional access control, having a control
terminal for receiving a user selection for enabling

35 recording of the video signal; and
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a connection to an uplink, and wherein the

10 conditional access control transmits to the uplink an

indication of user selection.

13. The set top box of Claim 11, wherein the associated
data is a cryptographic value.
15
14. The set top box of Claim 11, further comprising a

video recorder coupled to record the output video signal.

15. A method of operating a video recorder, comprising
20 the acts of:
receiving an input video signal having a watermark;
detecting the watermark;
detecting data associated with the video signal;
subjecting the data to a predetermined compression
25 function; and
allowing recording of the input video signal only if
the detected watermark matches the result of the

compression function.

30 16. The method of Claim 15, wherein the compression

function is a multiple hash function.
17. The method of Claim 15, wherein the data is on a

predetermined video line in the vertical blanking interval of

35 the video signal.
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5 an interface to a recording medium;
an input port for receiving a video signal to be
recorded on the medium;
a watermark detector coupled to the input port;
a data detector coupled to the input port to detect
10 data at a predetermined location in the video signal; and
a processor coupled to compare the detected watermark
to a compression function of the data, and to enable
recording of the video signal onto the medium if the

comparison is a match.

15
20. The video recorder of Claim 19, wherein the
compression function is a hash function of a hash function of
the data.
20 21. The video recorder of Claim 19, wherein the data is a
cryptographic value.
22. A method of controlling playing of a video signal
recorded on a medium, comprising the acts of:
25 playing the video signal from the media;
detecting a watermark in the video signal;
detecting data associated with the video signal;
subjecting the data to a compression function; and
allowing further playing of the video signal only if
30 the watermark matches the compression function of the
data.
23. The method of Claim 22, further comprising the act of
applying an analog copy protection signal to the played video.
35
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26. A video player comprising:

an interface to a recording medium which outputs a
video signal;

a watermark detector coupled to receive the video
signal;

a data detector coupled to detect a data associated
with the video signal;

a processor coupled to the watermark detector and
data detector and which subjects the detected data to a
compression function and compares the watermark to the
compressed function of the data and allows further playing

only if the comparison i1s a match.

27. The video player of Claim 26, wherein the compression

function is a hash function of a hash function.

28. The video player of Claim 26, wherein the data is a

cryptographic value.

29. A method of controlling copying of a video or audio

signal, comprising the acts of:

supplying the audio or video signal;

embedding a first watermark in the audio or video
signal;

transmitting the video or audio signal to a user; and

embedding a second watermark in the video or audio

signal in response to an action by the user.

30. The method of Claim 29, where the action by the user

is an indication relating to payment.
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of:
deciding if the recording is not to be prevented;
reporting that recording is not to be prevented; and

15 charging a fee for not preventing the recording.

33. The method of Claim 31, further comprising the acts
of:
if recording is permitted, recording the audio or
20 video signal; and
adding to the recorded audio or video signal the

second watermark.

34. A set top video or audio box for connection to an
25 associlated receiver, comprising:

an input terminal adapted to receive a video or audio
signal;

a conditional access control having a control
terminal for receiving a selection enabling recording of

30 the video or audio signal;

a watermark embedder for embedding a second watermark
and having a contrcl terminal coupled to an output
terminal of the conditional access control and receiving
the video or audio signal from the input terminal, and

35 having an output terminal, wherein the video or audio

signal includes a first watermark; wherein the watermark
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first and a second watermark;
detecting the watermarks;
15 preventing recording of the input video or audio
signal if both the first and second watermarks are

detected.

37. A video or audio recorder, comprising:
20 an interface to recording medium;
an input port for receiving a video or audio signal
to be recorded;
a watermark detector coupled to the input port; and
a processor coupled to receive an indication of
25 detected watermarks, and to prevent recording of the video
or audio signal onto the media if two predetermined

watermarks are detected.

38. The video or audio recorder of Claim 37, further
30 comprising a watermark embedder operatively coupled to the

processor.
39. A method of controlling playing of a video or audio

signal recorded on a medium, comprising the acts of:

35 playing the video or audio signal from the medium;
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signal if detected watermarks match respectively two
5 predetermined watermarks.

49. The method of Claim 39, further comprising the act of

applying an analog copy protection signal to the played video
or audio signal.

10
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