DATA TRANSM SSI ON- RECEPTI ON SYSTEM CONTACTLESS | C
CH P, MOBILE TERM NAL, | NFORMATI ON PROCESSI NG METHOD
AND PROGRAM CROSS REFERENCES TO RELATED APPLI CATI ONS
The present invention contains subject matter rel ated
to Japanese Patent Application JP 2005-163402 filed in
the Japanese Patent O fice on June 03, 2005, the
entire contents of which are incorporated herein by
reference. BACKGROUND OF THE I NVENTION 1. Field of
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BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates Lo data transmission-
reception systems, contactless integrated circuit {(IC} chips,
mobile terminals, information processing metheds, and a
programs. More particularly, the present invention relates
to a data transmission-reception system, a contactless IC
chip, a mobile terminal, an information processing method,
and a program, which are capable of safely and easily
transferring data stored in a predetermined area in a data
source to a data destination.
2. Description of the Related Art

Mounting of contactless IC chips, such as Felica
(Registered Trademark of Sony Corporation), in mobile phones
acts as a trigger to make the contactless IC chips more

popular in recent years. Users are capable of using mobile




checkers at stations to cause the reader-witers to
confirm information on the communi cation tickets,
stored in the contactless IC chips. As the
contactless I C chi ps have becone popular, it becones
necessary to provide neans for transferring data
stored in a certain contactless IC chip to another
contactless IC chip. For exanple, in change of the
nodel s of nobile phones to other nodels, it is
necessary to transfer information concernin
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transfer information concerning electronic money or

communication tickets, stored in the contactless IC chips

that are mounted in the old mobile phones, to the

contactless IC chips mounted in the new mobile phones.

Methods of transferring data stored in a contactless IC

chip are disclosed in, for example, Japanese Unexamined

Patent Application Publication No. 2002-140664.

SUMMARY OF THE INVENTION

It is necessary to keep the confidentiality of data to
be transferred from a contactless IC chip to ancther
contactless IC c¢hip and, therefore, to prevent the data from
being reproduced in contactless IC chips other than the
destination contactless IC chip. It is also necessary to

prevent the data from being analyzed by a malicious person.




for data to be transferred, anong the entire data
stored in the contactless IC chip. It is desirable to
safely and easily transfer data stored in a
predetermned area. In this specification, the term
"contactless I C chip" neans a sem conductor
integrated circuit device that at |east inplenents an
I C card function and that includes a wreless
interface The term"contactless I C chip" represents
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stations is managed wth the first and second
leagbnimpet teest s Gehipscaad fpagticn and that includes a

wireless interface. The term "contactless IC chip"
represents an IC chip installed in data communication
devices, such as IC cards, cellular phones, and personal
digital assistants (PDAs).

beccording to an eﬁbodiment of the present inventicn, a
data transmission-reception system includes a reader-writer,
a first contactless IC chip as a data source, and a second
contactless IC chip as a data destination. The first
contactless IC chip is capablie of communication with the
second contactless IC chip via the reader-writer. The first
and second contactless IC chips each have data areas having
the same applications in memories built therein.

The data areas having the same applications mean areas
in which the same kind of data is stored and in and from

which the data is written and read in response tco the same




havi ng i nformati on (such as identification

i nformati on) concerning the ticket gate passed

t hrough, anmong the areas formed in the first
contactless I C chip, and an area having information
concerning the ticket gate passed through, anong the
areas fornmed in the second contactless I1C chip, are
refereed to as the data areas having the sane
applications. The data areas include systens and
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present invention, “the first contactless IC'chip
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The genes at edabyitheufier systgeneeatii ageppanscandibed below.
transmtting the encrypted data to be transferred to
Whet he sesbnd codtacthess € whiph the same identification
information as the one allocated to a system and an area
generated in the first contactless IC chip is allocated are
generated in the second contactless IC chip, the systems and
areas having the same identification information allocated
to the first and second contactless IC chips are referred to
as the data areas having the same applications.

According to this embodiment of the present invention,
the first contactless IC chip includes first generating
means for performing authentication with the second
contactless IC chip by the use of data encrypted with a key
generated by combining keys allocated to the data areas in
which data to be transferred is managed to generate a

transfer key used for encrypting the data to be transferred

and transmitting means for encrypting the data to be




According to this enbodi nent of the present invention,

the second contactless I C chip includes second

generating nmeans for perform ng authentication with

the first contactless IC chip by the use of data

encrypted with a key generated by conbining keys

all ocated to the data areas in which the data to be

transferred is managed and whi ch have the sane

applications as the data areas in the first
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by the use of data encrypted with a key generated by
apptonbining keyshal Hetat edeasoinhéhdafarateasnicachess 1C
data to be transferred i s managed
chip to generate a transfer key eguivalent to the one
generated in the first contactless IC chip and acquiring
means for decrypting the data to be transferred, which is
transferred from the first contactless IC chip and which is
encrypted with the transfer key generated by the first
generating meang, with the transfer key generated by the
second generating meéns to acqguire the data to be
transferred.

According to another embodiment of the present
invention, a contactless IC chip that is a data scurce for
another contactless IC chip capable of communication via a
reader-writer and that has data areas, having the same
applications as data areas in a memory built in the other

contactless IC c¢hip, in a memory built in the contactless IC

chip includes generating means for performing authentication




to generate a transfer key used for encrypting the
data to be transferred and transmtting neans for
encrypting the data to be transferred with the
transfer key generated by the generating neans and
transmtting the encrypted data to be transferred to
the other contactless I C chip. According to another
enbodi mrent of the present invention, an information
processing nethod for a contactless IC chip that is a

witidal@d SoUce Lor, anot her Iéoaﬁéﬁtﬂ>§8§hé%§@i £ capabl e
of wit as

comruni cation via a reader- er and that

encg@z@e@r&;@@h Qawéyg%éﬁ§r§@@§ BPPLEgaL L ORS ké‘??déiﬁocated

eas in a nmenory built in the other contactless IC

to ChkPdatd A LBOOLY Paibh bAchheoceataegihessrt&ichiPnanaged
I ncludes a step of perform ng authentication with the

to QbheFat&ontacihessr|keghhPedyréheanseyptifgt ehe data to
encrypted with a key generated by conbining keys
be @Fdoeatefed Oatiier dah amateascifeambi Ehrdataryotbey the
transferred is managed to generate a transfer key
datased fortencsyprirag vhehdaha toabeftraksfegerdrabnd ay
step of encrypting the data to be transferred with the
the geaes st etng ransfierakeéyt andshiansnijt thagehhevenedypabd to
data to be transferred to the other contactless IC
be thapsfécceddingtiho ahbtheroenbotdlaent I6f chhe. present
i nvention, a program causing a conputer to perform- 6
i Mforamtitoh pr cuesging Foroai ot ach |1dss 31Cwhp t hat
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contactless IC chip that is a data source for ancther
contactless IC chip capable of communication via a reader-
writer and that has data areas, having the same applications
as data areas in a memory built in the other contactless IC
chip, in & memory built in the contactless IC chip includes
a step of performing authentication with the other
contactless IC c¢hip by the use of data encrypted with a key
generated by combining keys allocated to the data areas in
which data to be transferred is managed to generate a
transfer key used for encrypting the data to be transferred
and a step of encrypting the data to be transferred with the
generated transfer key and transmitting the encrypted data
to be transferred to the other contactless IC chip.

According to another embodiment cf the present

invention, a program causing a computer to perform




havi ng the sanme applications as data areas in a nenory
built 1in the other contactless IC chip, in a nenory
built in the contactless IC chip includes
instructions for performng authentication with the
ot her contactless IC chip by the use of data
encrypted with a key generated by conbi ni ng keys
allocated to the data areas in which data to be
transferred is managed to generate a transfer key
sed. for encr t|n e d rapsfecre d.
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the data to be transferred with the generated transfer key
and transmitting the encrypted data to be transferred to the
other contactless IC chip.

According to ancther embodiment of the present
invention, a mobile terminal includes a contactless IC chip
that is a data source for another contactless IC chip
capable of communication via a reader-writer and that has
data areas, having the same applications as data areas in a
memory built in the other contactless IC chip, in a memory
built in the contactless IC chip. The contactless IC chip
includes generating means for performing authentication with
the other contactless IC chip by the use of data encrypted
with a key generated by combining keys allocated to the data

areas in which data to be transferred is managed to generate




transmtting the encrypted data to be transferred to
the other contactless IC chip. The generating neans
may select all the systens formed in the built-in
menory as the data areas in which the data to be
transferred is managed and may use data encrypted with
a key generated by conbining keys allocated to all the
sel ected systens with keys all ocated to predeterm ned
areas, anong |lower-layer areas in the respective
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i ncl udes generating neans for performng _
selaoithdnsreaemndnwith keys allocated to predetermined areas,
among lower-layer areas in the respective systems, to
perform the authentication with the other contactless IC
chip.

The generating means may select a predetermined system,
among all the systems formed in the built-in memory, as the
data area in which the data to be transferred is managed and
may use data encrypted with a key generated by combining a
key allocated to the selected predetermined system with a
key allocated to a predetermined area, among lower-layer
areas in the predetermined system, to perform the
authentication with the other contactless IC chip.

According to vyet another embodiment of the present
invention, a contactless IC chip that is a data source for

another contactless IC chip capable of communication via a

reader-writer and that has data areas, having the same




with the other contactless IC chip by the use of data
encrypted with a key generated by conbi ni ng keys
allocated to the data areas in which data to be
transferred is managed and which have the sane
applications as the data areas in the other
contactless I1C chip to generate a transfer key

equi valent to the one that is generated in the other
contactless I1C chip and that is used in the encryption
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the data to be transferred and acguiring means for

decrypting the encrypted data teo be transferred, which is
transferred from the other contactless IC chip, with the
transfer key generated by the generating means to acquire
the data to be transferred.

According to yet another embodiment of the present
invention, an information processing method for a
contactless IC chip that is a data source for ansther
contactless IC chip capable of communication via a reader-
writer and that has data areas, having the same applications
as data areas in a memory built in the other contactless IC
chip, 1n & memory built in the contactless IC chip includes
a step of performing authentication with the other
contactless IC chip by the use of data encrypted with a key

generated by combining keys allocated to the data areas in




that is generated in the other contactless IC chip and
that is used in the encryption of the data to be
transferred and a step of decrypting the encrypted
data to be transferred, which is transferred fromthe
ot her contactless IC chip, wth the generated
transfer key to acquire the data to be transferred.
According to yet another enbodi ment of the present

i nvention, a program causing a conputer to perform
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of the data to be transferred and instructions for -
trad®fedeedypting the encrypted data to be transferred,
which is transferred fromthe other contactless |IC
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data to be transferred.
invention, a program causing a computer to perform

information processing for a contactless IC chip that is a
data source for another contactless IC chip capable of
communication via a reader-writer and that has data areas,
having the same applications as data areas in a memory buillt
in the other contactless IC chip, in a memory built in the
contactless IC chip includes instructions for performing
authentication with the other contactless IC chip by the use
of data encrypted with a key generated by combining keys
allocated to the data areas in which data to be transferred
is managed and which have the same applications as the data
areas in the other contactless IC chip to generate a
transfer key equivalent to the one that is generated in the
other contactless IC chip and that is used in Che encryption

of the data to be transferred and instructions for




According to yet another enbodi nent of the present
invention, a nobile termnal includes a contactless IC
chip that is a data source for another contactless IC
chip capable of comrunication via a reader-witer and
that has data areas, having the sane applications as
data areas in a nenory built in the other contactless
ICchip, in a menory built in the contactless IC
chip. The contactless IC chip includes generating
s_fo e a ntjcati e - :
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thabeitranahesr edurybi €bri anbraasf ebnedctienpst he ohher
contactless I1C chip, with the generated transfer key
capbtbleacqucomnthécdat ant oibeat ransterwedteAceordiihgtt das
the present invention, it is possible to safely and
dateastkystrhasien takassmer edrincatpredeter phhedargeealn a
- 11 BRI EF DESCRI PTI ON OF THE DRAW NGS Fig. 1 shows
memany eikaipl einf thheosbeuceantact lasdafla chip, in a memory
transnission-recegtion system according to an _
buligdhbodi At ceptactless IC chip. The contactless IC chip
includes generating means for performing authentication with
the other contactless IC chip by the use of data encrypted
with a key generated by combining keys allocated to the data
areas in which data to be transferred is managed and which
have the same applications as the data areas in the other
contactless IC chip to generate a transfer key equivalent to
the one that is generated in the other contactless IC chip
and that is used in the encryption of the data to be
transferred and acquiring means for decryplting the encrypted
data to be transferred, which is transferred from the other
contactless IC chip, with the generated transfer key to
acquire the data to be transferred.
According to the present invention, it is possible to

safely and easily transfer data stored in a predetermined

area.




the present invention; Fig. 2 illustrates two-way

authentication; Fig. 3 illustrates sharing of a key;
Fig. 4 illustrates state transition; Fig. 5
illustrates export of data; Fig. 6 illustrates inport

of data; Fig. 7 is a block diagram show ng an exanpl e
of the functional structure of a contactless IC chip;
Figs. 8A and 8B show the internal states of the
contactless IC chip; Fig. 9 shows an exanple of areas
formed in a nmenory; Fig. 10 shows a directory
structure of areas and services; Fig. 11 is a
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nory; FiIgs. and 17B show exanpl es of sel ection
ofr kPYSi 1 e AR dd luslnales, datén exchange; and

Fig. 3 illustrates sharing of a key;

Fig. 4 illustrates state transition;

Fig. 5 illustrates export of data;

Fig. © illustrates import of data;

Fig. 7 is a block diagram showing an example of the
functional structure cof a contactless IC chip;

Figs. 8A and 8B show the internal states of the
contactless 1IC chip;

Fig. 9 shows an example of areas formed in a memory;

Fig. 10 shows a directory structure of areas and
services;

Fig. 11 is a flowchart showing a two-way authentication
process;

Fig. 12 is a flowchart following Fig. 11, showing the
two—-way authentication process;

Fig. 13 is a flowchart showing a state transition
process;

Fig. 14 is a flowchart showing an export process;

Fig. 15 is a flowchart showing an 1lmport process;
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Fig. 19 is a bl ock diagram show ng an exanple of the
structure of a personal conputer. DESCRI PTI ON OF THE
PREFERRED EMBODI MENTS Bef ore descri bi ng enbodi nents of
the present invention, the correspondence between the
features of the clainms and the specific elenents

di scl osed in the enbodi nents of the present invention
is discussed below. This descriptionis intended to
assure that the embodi nments supporting the cl ained

e 1 B D | T he 6T D g, erRsod T < Sraibt

h descrlbed as relatlng to a certaln feature of the
©pfe88ht’ invention, that does not necessarily nmean

thetgcs} Q%ﬁi agé“m? ol LLplaLe 1o dhpl Leal e s

nversel an enmen
e n e fe |nfeMUreof
the {‘fffét{}%%%é %%fé n%%%@% i yéﬁﬁean that the
el nwoleé Dot sl a&fa(gloar@t&%w{ﬁ@wﬁeéx dpléhc?f the
clal . Furthernore, this description should not be

strGOP3LEUSH - a§e£§555m0&bm?uﬁagt all the aspects of the
Invention disclosed in the enbodi nents are descri bed

in the clains. - 13 That is, the description does not
deny the existence of aspects of the present

DEstRYentbonorhaticarezdesgebbedropIMhRTSenbodi ment s but
not claimed in the invention of this application,

i .mefotdhedexisiencg afbaspestiss off thiee preseatt invention,

invention that in future may be clained by a
thediwiseopahdence between the features of the claims and
the specific elements disclosed in the embodiments of the
present invention is discussed below. This description 1is
intended to assure that the embodiments supporting the
claimed invention are described in this specification. Thus,
even if an eiement in the following embodiments is not
described as relating to a certain feature of the present
invention, that does not necessarily mean that the element
does not relate to that feature of the claims. Conversely,
even 1f an element is described herein as relating to a
certain feature of the claims, that does not necessarily
mean that the element does not relate to other features of
the claims.

Furthermore, this description should not be construed

as restricting that all the aspects of the invention

disclosed in the embodiments are described in the claims,
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application, or that may be additionally clained
through anmendnents. A data transm ssion-reception
system according to an enbodi nent of the present
invention includes a reader-witer (for exanple, a
reader-writer 3 in Fig. 1), a first contactless IC
chip (for exanple, a contactless ICchip 1in Fig.
1), which is a data source, and a second contactl ess
IC chip (for exanple, a contactless IC chip 2 in Fig.

is a,data destination and ch abI
Tha%fléonﬁﬁﬁu@%?FBhpt%PPthﬁé Fbrofegniib: FRuLPeR2RRPES

d | hi
aSp?ﬁEFuags£ggr§%e§%htréF glﬁgaié %?g%ag;ggggéhggclnpthe
B e M N

appwﬁggt§$5 S?C@nd %HQtQQEEgéﬁcEC @hggpextghsf gﬁs_pﬁesent

of exanpl &, "a random nunbe encrypte

an5§¥18§”EEQEegnb eegglﬂsggbéex§a§hegceyeg Loyt heodata

reas I n which ata to be transferred’is managed to

app9?8§E§E§ aortEHQ§fﬁ5¥ B¥ éﬁ@&t?éﬁg@hﬁ c2athapsterokey
Fi g used or encrypting the data to be

amegaﬁg§£§(red and transmtting neans (for exanple, a
conmuni cation controller 11 in the - 14 contactless

| Gy ChhPa 15 r SHOWNs & Dotk Becdpt fOR enstypt & Bgo tdeng dad aan

to be transferred with the transfer key generated by
embbhenbhesbfgener atepgnoeanseandohr ansiiatiteng trheder-writer

encrypted data to be transferred to the second
(fogonkaoblessal €celep-wrThersécondtrégnt a¢tl essik€tchip

i ncl udes second
contactless IC chip (for example, a contactless IC chip 1 in
Fig. 1), which is a data source, and a second contactless IC
chip (for example, a contactless IC chip 2 in Fig. 1), which
is a data destination and which is capable of communication
with the first contactless IC chip via the reader-writer.

The first contactless IC chip includes first generating

means (for example, a cryptographic processor 15 in the
contactless IC chip 1, shown in Fig. 7) for performing
authentication with the second contactless IC chip by the
use of data (for example, a random number) encrypted with a
key generated by combining keys allocated to the data areas
in which data to be transferred i1s managed to generate a
transfer key (for example, a transfer key Kt in Fig. 3} used

for encrypting the data to be transferred and transmitting

means (for example, a communication controller 11 in the
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generating neans (for exanple, a cryptographic
processor 15 in the contactless IC chip 2, shown in
Fig. 7) for performng authentication with the first
contactless I1C chip by the use of data encrypted with
a key generated by conbining keys allocated to the
data areas in which the data to be transferred is
managed and whi ch have the sane applications as the
data areas in the first contactless IC chip to
generate a transfer key (for example, .the transfer

CO“R%@*%@S?niglﬁhl%) eqﬁ?@% ehP 69t hé) oh8* gBREF ¥PE4PFntle
dat?f‘g‘i’ %ﬂ%;ﬁ%?ég P S it Ty nahAgbFatatrh Fhe Q%H?%FFSSQY
the i £t Fyahstarf 6o mwéhé{lé) CEPaAl e r B FramyebCed
Q44 1o UPEnet 1 koo  Goney af DA By PRa Frr SR CTenar et e

means. . W dy té‘&%é@@féseé f@vclgfge{@éfyd@% thesnsecond

generatlng means to acquire the data to

genéfggﬁﬁgrﬁﬁg EQPtQQ%ﬁ?§é,|Q E?&?t@@?gbghegpkgcesgor 15

anot odi rent he present invention

in CRLTespends tosthe Ehisto, conbagthassihC ¢hi poin the
data transm ssi on- receptlon - 15 systém and has the

perﬁélffzﬁus regtyegr asathah Qfchhenki Fstsrceshagtkesssl € chip
chi p. i nformati on processi ng nethod, according to

by @nethes o@n@@aan@ﬁtrgbtbbew@tesenkeyn@eﬂbkanedfby a
contactless IC chip (for exanple, the contactless IC
combhpPnd keyEi glid)yatbatto the data areas in which the data

to be transferred is managed and which have the sane
applications as the data areas in the first contactless IC
chip to generate a transfer key (for example, the transfer
key Kt in Fig. 3) eguivalent to the one generated in the
first contactless IC chip and acquiring means (for example,
a memory manager 14 in the contactless IC chip 2, shown in
Fig. 7) for decrypting the data to be transferred, which is
transferred from the first contactless IC chip and which is
encrypted with the transfer key generated by the first
generating means, with the transfer key generated by the
second generating means to acqguire the data to be
transferred.

A contactless IC chip according to another embodiment

of the present invention corresponds to the first

contactless IC chip in the data transmission-reception
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Is a data source for another contactless IC chip (for
exanple, the contactless ICchip 2 in Fig. 1) capable
of comrunication via a reader-witer (for exanple,
the reader- witer 3 in Fig. 3) and that has data
areas, having the same applications as data areas in
a nenory built in the other contactless IC chip, in a
menory built in the contactless IC chip includes the
step (for exanple, Step S21 in Fig. 12) of perform ng
aut hentication with the other contactless IC chlg by
SYst9ie 4 1S dalta {367 exEnpt el © a?F ahdom Atnblf) first
encrypted._with a key generated by conbini ng keys
COntfg é%%xFQcF?%%'data areas in which data to be
transferred . i.s managed t.o generat a transfer, ke
(PO I e TRArST RIS Ry R o) e e
encrypting the data to b nsf er n
emb (SR o B P B0l PRI ETa FEF BnEedbfr RiShaerc
. da 0 a r | erge ted. tr fe
cmggeEy@%}n Oxdifp L ansier e W hoLhergepgrat ed b angler) cnac

transim tting the encrypted

1o drapsfersred-tocthe, other EQHEﬁ%Hééé te Eﬂ%ﬁé(fbr

o)
program accordi ng to anot her enbodi nent of

exarp%fé,en&hé nvention bas tesLEysthons ponr espoRdhAg) £oof
the steps in the above information processing nethod.

commuritBoaty GO ASt e8Sa & Chi preaceordi Bgah@1¥ et tRROLBBKe -
enbodi nent of the present invention, corresponds to

writde 3 seeondycont aghdessat Chehi Patn LheadatBaving the same

transm ssion- reception system and has the sane
appBicacice as dhad ofciheinsecosdocpnbacitess t@echtper
contactless IC chip, in a memory buillt in the contactless IC
chip includes the step ({(for example, Step 821 in Fig. 12) of
performing authentication with the other contactless IC chip
by the use of data (for example, a random number) encrypted
with a key generated by combining keys ailocated to the data
areas in which data to be transferred is managed Lo generate
a transfer-key {(for example, the transfer key Kt in Fig. 3)
used for encrypting the data to be transferred and the step
(for example, Step 893 in Fig. 14) of encrypting the data to
be transferred with the generated transfer key and
transmitting the encrypted data to be transferred to the
other contactless IC chip.

A program according to another embodiment of the

present invention has instructions corresponding to the

steps in the above information processing method.
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An i nformation processing nethod, according to yet
anot her enbodi nent of the present invention, for a
contactless IC chip (for exanple, the contactless IC
chip 2 in Fig. 1) which is a data source for another
contactless IC chip (for exanple, the contactless IC
chip 1in Fig. 1) capable of communication via a
reader-writer (for exanple, the reader-witer 3 in
Fig. 1) and which has data areas, having the sane

applications as data areas in a nmenory built in the
oti‘ﬁéforb‘iﬁﬁg]c?frses%c |%“th4 p%‘c‘?%”%%n%? VWU H°FREE he
tactl C chip_ipcludes the st f I
o &F 28 1SF e G Bap Lot HRERE Pt nt BB RRRE T Sat ol
ith th tactl C chi t he. f dat
2B hAr GBY BCH TR o’ Koy Bendr Arec By EcoRB RhG kBys

recgéggéggggggg?tgﬁddﬂge eﬁsagahgcﬁ%gtebuggggsggﬁgs of the

s managed and ave

secBRR LGR 589§e?% %Efgﬁ?%@ areas in the other

contactl ess generate a transfer key (for

exaD] €50 L8 1 44 ansfeLs Keyy Khed Modl e r &AW Vil ept to

the one that 1s ‘generated in the other contactless IC

ano€hEP 8Rdobin@bnt Sousee %Be%@ﬁteﬂﬁﬁ¥ﬁkﬁgﬂ,0§okh§ dat a
to be transferred and the step (for exanple, Step

conSddR1:BsFQ. cAB) ofodeskypping the codfaceneryptedchip 2
data to be transferred, which is transferred from the

in ptHericonkaehl essal §aehi pouneckhrtheagenreat edntrhanskes IC

key to acquire the data to be transferred. A program
chiaccondi agathplyet thaothetaenbodisneat cofpt heinpFégent)

i nvention has instructions corresponding to the
capable of communication via a reader-writer (for example,
the reader-writer 3 in Fig. 1) and which has data arezs,
having the same applications as data areas in a memory built
in the other contactless IC chip, in a memory built in the
contactless IC chip includes the step (for example, Step 541
in Fig. 12) of performing authentication with the other
contactless IC chip by the use of data encrypted with a key
generated by ccombining keys allocated to the data areas in
which data to be transferred is managed and which have the
same applications as the data areas in the other contactless
IC chip to generate a transfer key (for example, the
transfer key Kt in Fig. 3) equivalent to the one that is
generated in the other contactless IC chip and that is used

in the encryption of the data to be transferred and the step

(for example, Step 5112 in Fig. 13) of decrypting the
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steps in the above information processing nethod.
Enbodi nents of the present invention will be described
with reference to the attached drawings. Fig. 1 shows
an exanple of the structure of a data
transm ssi on-reception system according to an

enbodi nent of the present invention. The data
transm ssi on-reception systemincludes, for exanple,
a contactless IC chip 1 being a data source, a

contactl ess | C chi a data destination,
encyyaed- Wit ekosbe E&a%ﬁ% ?Pes@hﬁ@chﬁpérinﬁ grae g 2rom

buj | t b { al ¢
the(%'ms'%?n”f‘é?é’i%%dﬁﬂﬁéh?s& PRERT Eheardes Pyt LRaRERS:
contact| ess éC ch| d.and 2 eacﬁ ngl ude an antenna

key  hat v deef e h?a%? maves “from: err?eader witer 3, a

Cez{‘t 3l Lprn?cec?'c%f‘c%# o (3%’ Iﬁj&{rYeeP &%Mdu@é’éé\?rof hate

ene INn resp nse received ra waves,

preg%ﬁgn qQandiéﬁ H§§D£M5t§HQt§SDQnCOIPgS BH §ﬁ?|@§8thg

execut e conmands transm

stefhga Sfﬁhw%s{;e lﬁﬁgrﬁgﬁieﬁ%%@ggg@w ﬂ@gh8600655| ng,
such as reading and witing of data Stored in the

MM Vo imerSs JheHeadelsii t 85y ShPeEA OF Bl be described
short-di stance communication with the contactless IC

wit§hkPseledbd 2obynthgrtsadka WaYRSnEe.transnit the
commands to the contactless IC chips 1 and 2 and to

recei vel thieswesat texalip 1hes commanesyuctuansat td ethfs4 om
the contactless I1C chips 1 and 2.
transmission-reception system according to an empodiment of
the present invention.

The data transmission-reception system includes, for
example, a contactless IC chip 1 being a data source, a
contactless IC chip 2 being a data destination, and a
reader~writer 3.

The contactless IC chips 1 and 2 are built in mobile
phones or personal digital assistants (PDAs) or are embedded
in plastic cards. The contactless IC chips 1 and 2 each
include an antenna that recelves radio waves from the
reader-writer 3, a central processing unit (CPU) driven with
power that is generated in response to the received radio
waves, a non-volatile memory, and so on. The contactless IC
chips 1 and 2 execute commands transmitted from the reader-

writer 3 and perform predetermined preocessing, such as

reading and writing of data stored in the memory.




In the data transm ssion-reception system having the
above structure, when both the contactless IC chips 1
and 2 are capable of comunicating with the
reader-witer 3, as shown in Fig. 1., the contactless
ICchip 1 transfers data stored in a nenory in the
contactless ICchip 1 to the contactless IC chip 2
through the reader-witer 3. A flow of the data

transfer will now be described. Fig. 2 illustrates
t wa- ' [ IC
iy R Re HERt et oon T e o e eter i bed

comﬁgﬁgﬁﬁtﬁgﬁ QQEBaEE%:géa#%%E?%Qé %Caeﬂéés??ﬁgnd 2 by the

respectively provi e sane

rads@nhacthess LG n6hiP 2nHsesnhhgakeyot endeehyPhctiess IC
I nformati on encrypted by the contactless ICchip 1

chiphi heshhercontiagt! essel G=Chhp 1odsess bheckeycbRmands,
decrypt information encrypted by the contactless |IC

trafbhPe2ra RebRrehagcbarhib@iecds thechepden-wniter 3
transmts a request for the two-way authentication

with the ¢ond actdessisd Gehi oot b chybset headata@ the
destination, to the contactless 1C chip 1, which is
abotBesdatatsedy cehehnbovelpohsecbatthidesseqUeshipbhé and 2
contactless I1C chip 1 generates a random nunber - 19
are(capdbienufbepmApnhawinggawpcedéeher meredrnumbeerof, as
digits. The contactless IC chip 1 encrypts the random
shomunber FAgwi ih thekeynfakbsocasedCashan authensifeasi gata
key) provided in advance and transnmts the encrygted
storaddom aumbeprA £o the cpehdefl@pit éF ghip 1 to the

contactless IC chip 2 through the reader-writer 3.

A flow of the data transfer will now be described.

Fig. 2 illustrates two-way authentication between the
contactless IC chip 1 and the contactless IC chip 2. As
described below, the contactless IC chips 1 and 2 are
respectively provided with the same key (the contactless IC
chip 2 uses the key to decrypt information encrypted by the
contactless IC chip 1 while the contactless IC chip 1 uses
the key to decrypt information encrypted by the contactless
IC chip 2).

Referring to Fig. 2, the reader-writer 3 transmits a
request for the two-way authentication with the contactless
IC chip 2, which is the data destination, to the contactless
TC chip 1, which is the data source. 1In response to this

request, the contactless IC chip 1 generates a random number
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The encrypted random nunber A, transmitted fromthe
contactless ICchip 1 to the reader-witer 3, is
transmtted fromthe reader-witer 3 to the
contactless IC chip 2 as tw-way authentication 1
(data yielded in one step in a series of steps in the
two-way authentication). The contactless IC chip 2
decrypts the data transmtted fromthe reader-witer
3 with an authentication key provided in advance and
acquires the ndom nunber A generated by the .
(raifdoll JATREE P C AT pid. < TS ARGt T Fed  adBRY hurbe? 1AL F&-
The 54 orﬁﬁé’c%fz‘eé he,gopf a t{teééckﬁa%g' Prné: r%ﬁéoﬁo%ﬂg&eﬁsmth
1€ ip ar so génerates a random nunber (random
) : D . U it
A R i L L S S
adv%ﬁ@éi%@wpgﬁs 'égdtﬁgeeﬁéfgﬁ%@uf:‘?ﬁ&oﬁ’ nWALER ASto the
ecrypted and acquired, w the authentication key
readdd_franspits the encrypted random nunbers A and B to
the reader-witer 3. The encrypted random nunbers A
anth B, Wi Eht & eradd@nsiidded A) omdheocond@actt@sscid
chip 2 to the reader- witer 3, are transmtted from
contherreadercwehigri3tbochbBercgantasthiess BC €hi prins@stted
two-way authentication 2. The - 20 contactless IC
froehipe lrdedeypiisithe data thansanthedlésonithenhip 2 as
reader-witer 3 with the authentication key to acquire
twothey dabdent hoabeenBl geénerat gdebyetihéncontactepssnl €
chip 2 and the random nunber A encrypted by the
sercontatt sesgs| Cichhp Rvo-vayt hethequicetdivsahdonThanber
A is confirmed as being equal

contactless IC chip 2 decrypts the data transmitted from the
reader-writer 3 with an authentication key provided in
advance and acguires the random number A generated by the
contactless IC chip 1. The acquired random number A is
stored in the contactless 1IC chip 2.

The contactless IC chip 2 also generates a random
number {random number B) having a predetermined number of
digits. The contactless IC chip 2 encrypts the generated
random number B and the random number A, which is decrypted
and acquired, with the authentication key and transmits the
encrypted random numbers A and B to the reader-writer 3.

The encrypted random numbers A and B, which are
transmitted from the contactless IC chip 2 to the reader-
writer 3, are transmitted from the reader-writer 3 to the

contactless IC chip 1 as twoe-way authentication 2. The
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to the random nunber A generated by the contactless IC
chip 1, the random nunber B yielded fromthe
decryption is stored in the contactless ICchip 1. In
addition, the contactless I1Cchip 1 encrypts the
random nunber B with the authentication key and
transmts the encrypted random nunber B to the
reader-writer 3. The encrypted random nunber B, which
is transmtted fromthe contactless ICchip 1 to the

der -wr | ' i d f .

cont EaULT s”i#:%h%btts?ﬂ%h"é‘ﬁﬁ%“a%%%egg’éf@%Qﬁmlﬁtgg from the
t hent 3.. Th | C_ch

reo R LA T T PR Ol Sl el

ran%rahnmg éulghcg@ﬁ% g{%an?geyhgoceﬁ EE?@%% Eaeﬂggﬂ 2 and

nber enc e cont act ess
the Lh&, errﬂngga}ggggsrb ’r_ﬁece%tgﬁ@@eéé bei pgip 2.
eqgua e random ener at e

If P@QtQG& §§§d|£é§@bﬁ Runblri & 1ge5§5919ﬁgdt5§tbgﬁﬁg equal
two-way authentication is normally conpleted and't he

to tM0- MRy Kt hentécati gBnksatennbpatgd. cAhtgrrtbBes 1C chip
two-way aut hentication is term nated, both the

1, €oatagtheasnhibEhi ps ieaanZfkaﬁv\fcheedéaﬂgpmeun‘m@r stAred
and B generated by tﬁe contactless IC chips 1 and 2. 2

in dh&igeonBattlustrateshspali ngioaf aadkeyonAf tee thatactless
two-way authentication is termnated, a key is
I1C geheratedcoppthetbastsnobmt hembandbmvhahbehs A and b
in the contactless IC chips | and 2. The key serves
autlasnaicdéransf eeykeydKirasedifer thaceyprivpgetiheaddbm thonmber
B tgethe reader-writer 3.

The encrypted random number B, which is transmitted
from the contactless IC chip 1 to the reader-writer 3, 1is
transmitted from the reader-writer 3 to the contactless IC
chip 2 as two-way authentication 3. The contactless IC chip
2 decrypts the data transmitted from the reader-writer 3
with the authentication key to acguire the random number B
encrypted by the contactless IC chip 1. If the acguired
random number B is confirmed as being equal to the random
number B generated by the contactless IC chip 2, it is
determined that the two-way authentication is normaily
completed and the two-way authentication is terminated.

After the two-way authentication is terminated, both

the contactless IC chips 1 and 2 know the random numbers A

and B generated by the contactless IC chips 1 and 2.
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transferred in the data source while the key serves as
a transfer key Kt used for decrypting the data to be
transferred in the data destination. The generated
transfer key Kt is known only to the contactless IC
chips I and 2. Performng the encryption and
decryption of the data to be transferred with the
transfer key Kt prevents the data from being
reproduced by contactless IC chips other than the

FRAC SRS Ly AN de dhedara source, and
gféegl_ﬁtehoen rdd-Ga? Jﬂr%%wlaéaeém% ate t{)gfmﬁ%gé@@; a key

er the transfer I's acquired

is g@ﬁé?&%é Sénlghghbg§1§ 8padi Ze Egﬁdbﬂtﬁﬁﬂﬁér§t§t§nétﬁe1n
tate of a system described below, in which the data

thel@ReactTansferredihs tapaged) ofneaghyotethes as a
contactless ICchips 1 and 2 is smntcﬁed froma

trafOf 8Bl k 8y ake 19ea ﬂ@iaeﬁéﬁﬂﬁf@ﬁg shatgatascshpwn in
Fig. 4. The switching of the internal state is

traPefépramdih nthespansestorcbonhexanphe, kayr eguest akram
the reader-witer 3. The nornmal and data transfer

trasé st eskayextdessed bedr bebovwpThegdaha traasterbes
enabled only in the data transfer state. - 22 Fig. 5

trantfestedt &s expoditofddatanaWhen. t héhéngennahtstiatesnsfer

of the contactless IC chips 1 and 2 are switched to
keythe tatantwansfiey statee thetacbhtast [ésshicschi pnd 2.

bei ng the data source reads out the data to be
Perfpanshier ted enronypPhéoneapfydefiryhbieonpacthesdafe te be

transferred with the transfer key Kt prevents the data from
being reproduced by contactless IC chips other than the
contactless IC chip 1, which is the data source, and the
contactless IC chip 2, which is the data destination.

Fig. 4 illustrates state transition.

After the transfer key Kt is acguired by the
contactless 1IC cﬁips 1 and 2, the internal state (the state
of a system, described below, in which the data to be
transferred is managed) of each cof the contactless IC chips
1 and 2 is switched from a ncrmal state to a data transfer
state, as shown in Fig. 4. The switching of the internal
state is performed in response to, for example, & reguest
from the reader-writer 3. The normal and data transfer
states are described belcow. The data transfer is enabled

only in the data transfer state.
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chip 1 in response to the request fromthe
reader-witer 3. The contactless IC chip 1 encrypts
the readout data and the identifier (ID) specific to
the contactless ICchip 1. with a transfer key Kt to
generate nmenory data D as the result of the export.
The contactless ICchip 1 transmts the nenory data D
to the contactless IC chip 2 through the reader-

mwiter 3. Fig. 6 illustrates inport of data. The

da gfctge S5 d§%ﬁ%¥@ Xg@&g ,has.received the menory

'D exporte t he contactless 1C chip 1,

d%{ hﬁq‘{@f@éy @ep t@héh@oﬁ%ﬁﬁi@gsw Khit9 1

ach|re t e data to transterred an e ID (the ID

and0§ 59@ s$9@&§5&|@58th§ 8RtR 4ilankkcthecgentaghbess IC
chip 2 confirns that the decrypted and ach|red IDis

conBQ&tLQ§Btt@abh1501tbélh spechhie tOuthe eenhachlhesshe
Cchip 2, the contactless IC chip 2 stores the

datgeﬁbyﬁéearaﬂsf@@géurg@oﬂatae hembeyt kansher eedrbht@ess IC
predeterm ned area in the nenory of the contactless
chipCichhpré@spontseatbzehtheetinansf €ronf thbereddta-wAlter 3.
the data transfer is termnated, the internal state
TheotctheccoatactCesaibClchhpripts shet chedotio data23nd the
di scarded state (disabled state) at a predeterm ned
idettmfngr WAD) espheiifntetnakhst abetoef:tthescdfit abtiedswiCh 2
chip 2is swtched to the normal state. Al though the
tranafernabyskat eo gbneheteconeacrliedsthCOchkptheberagltherl
data destination is switched to the nornal state
thegerpprihe dBtacPpripsteépspsIC chip 1 transmits the memory

data D to the contactless IC chip 2 through the reader-
writer 3.

Fig. 6 illustrates import of data.

The contactless IC chip 2, which has received the
memory data D exported by the contactless IC chip 1,
decrypts the memory data D with the transfer key Kt to
acquire the data to be transferred and fhe ID (the ID cf the
contactless IC chip 1). 1If the contactiess IC chip 2
confirms that the decrypted and acguired ID is not identical
to the ID specific to the contactless IC chip 2, the
contactless IC chip 2 stores the decrypted and acquired data
to be Lransferred in a predstermined area in the memory of
the contactless IC chip 2 to realize the transfer of the
data. After the data transfer is terminated, the internal

state of the contactless IC chip 1 is switched to a
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termnated, the internal state of the contactless IC
chip 2 my be kept in the data transfer state even
after the data is transferred, if the contactless IC
chip 1 being the data source is capable of performng
t he export any nunber of tinmes, and may be swi tched
to the discarded state when a user execute the
command. The series of steps in the contactless IC
chips 1 and 2, described above, will be described

bel ow with reference to flowcharts 7 1S bl ock

disgiagrant shb ﬁ@l%ﬁ%i%ﬁiﬁ@tef thed Paﬁétgiieﬁlaﬁne Piming
ani ¢ Fhe FERSEROhar Cebrpohents SHBGRCEACEFgicyohap 2PE5!
suif8enatS e PRSPt LBhine: e Eﬁﬁ%ﬁgﬁ!‘ﬁ% aﬁﬁgéxe%#tnzgeae
ot EthalredePORTha oashoPnd BhthcPracdep e lhEp) 3ob08g 1o
Smghﬁeaeggeﬁhy 1294 geaegpswe%ogngnagtgrepgmﬁtfgedls

e rea er-witer to eac onponent

terﬁ§§§9é§; Lhe 1H€Q?HQ%C§£598 8@”%58'E85taé%1b§§“§§ Bhip 2

requesting ft swi t chi ng of the internal

ayShat RehP @nSLALEIHBAORE A2rekSSUES e c%8n BFEORMRAL data
reques Ing the export of data to a nenory manager 14,

is @Ban%éH@éda cemppad:regyest k8g thechwe- Wapeing the data
authentication to a authenticator 13. In addi tion, the

Souﬁ@gnyﬁl@éphﬁmec@ﬂtp@kfefmlﬁgttaﬁsﬁkardahﬁyehﬁmber of
supplied froma cryptographic processor 15 to the
timeeaderdwWhbtebe3switched to the discarded state when a

user execute the command.

The series of steps in the contactless IC chips 1 and 2,
described above, will be described below with reference to
flowcharts.

Fig. 7 is a block diagram showing an example of the
functional structure of the contactless IC chip 1. At least
part of the functional components shown in Fig. 7 is
realized by predetermined programs that are executed by the
CPU in the contactless IC chip 1.

Referring to Fig. 7, a communication controller 11
controls the communication between the contactless IC chip 1
and the reader-writer 3 to supply commands transmitted from
the reader-writer 3 to each component. For example, the

communication controller 11 issues a command requesting the

switching of the internal state to a state manger 12, issues
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For exanple, the encrypted random nunber generated in
the two-way authentication and the encrypted data to
be transferred, which is a result of the export, are
supplied fromthe cryptographic processor 15 to the
conmuni cation controller 11. The state manger 12
manages the internal state of the contactless IC chip
1. For exanple, when a command requesting the
switching of the internal state fromthe normal state

a c5ﬁm£ns.9@§§eg£§ﬂ fer Sggggikso§uegkgegof5ogb¢99 manager

conmmuni catl on cotro I e Is transmtte

14, fsﬁéeissw@gtsrcé%masg réﬁéggtﬂﬁaggﬁelgwsXngtes t he
conmand and sets lag'in the nmenory manager 14 (in

authBE MBERLY), 19 4i sabhentieadbpgiand whi EhRYLobnt hene
data stored in the nenory. When a conmand requestlng

comhiBi s t 6Ri Bgnetolheri nteepahsptakedatrontthesdagpaied
transfer state to the normal state is supplied rom

frohhg eoppunLeaphon gonteskber 111liot bRestak@emanget=123.
executes the command and changes the setting of the
rorfbagnpbe, enabl enthepteddiragdandnunbtirngeoérbheddatathe
stored in the nenory. Figs. 8A and 8B show the
twotRher aathshat estobnt hed- tB6 evonyattbedsthCtchbp 1.
Fig. BA shows the nornal state. In the nornmal state,
trathéereadi nghand @ei ti ngsoftthé dheassporéd knet Repplied
menory, for exanple, paying for an itemwth
froml eber onvetaonephicsprenabbed LA FespbAsecruahCaEEess

fromthe external reader-
controller 11.

The state manger 12 manages the internal state of the
contactless IC chip 1. For example, when a command
requesting the switching of the internal state from the
normal state to the data transfer state is supplied from the
communication controller 11 (is transmitted from the reader-
writer 3), the state manger 12 executes the command and sets
a flag in the memory manager 14 {in the memory) to disable
reading and writing of the data stored in the memory. When
a command requesting the switching of the internal state
from the data transfer state to the normal state is supplied
from the communication controller 11, the state manger 12
executes the command and changes the setting of the flag to
enable the reading and writing of the data stored in the
memory.

Figs. 8A and 8B show the internal states of the




witer. Fig. 8B shows the data transfer state. In the
data transfer state, only the export of the data to
be transferred is enabled and the reading and witing
of the data, which is enabled in the normal state, is
disabled in the contactless IC chip 1 being the data
source. In the contactiess IC chip 2 being the data
destination, only the inport of the data to be
transferred is enabled. Referring back to Fig. 7, the

| cat of.,. : xecutes a conmand requesting start
con%ﬁ%{$§g§ at Eh%é €

e two-way aut hentication, supplied fromthe

communigatdgn, coptd old ga Ll and. generates, fhe rangdam

nunber A having a predeterm ned nunber of digits,

the Us€Laf Qg Lhe Lworyay astheathgaki 9hordheigengtahetlory,
random “nunber A is supplied to the cryptographic

for PERERSSO - pdpindhenrt he enenypied kandepvAusbebncwhi €B
is transmtted from the contactless ICchip 2, is

enaldBed yph edebpohbe €6YyPhogeapbsCrrphoeresektdbnandresder-

supplied fromthe cryptographic processor 15 to the
wri@sthenticator 13, the authenticator 13 confirns

whet her the random nunber decrypted in the

Criipt ofifaptiiev pricoessora 15rarss bguattdoe t heln andondata

nunber - 26 generated by the contactless IC chip 1.
trahféfehestandonvnhunbee deppyptefl thetHeter yptographic

processor 15 is equal to the random nunber generated
trapyf¢heedontachilesecd| @dhtpelreatdhavaabfentiangr ofisthe

indicates to the reader-witer 3 via the, . ,
datgonwiyhileat f oanebhefolNeFhe1nPRAR Lt RE2F&ndom AufBELSflsin
the contactless IC chip 1 being the data scurce. In the
contactless IC chip 2 being the data destination, only the
import of the data to be transferred is enabled.

Referring back to Fig. 7, the authenticator 13 executes

a command requesting start of the two-way authentication,
supplied from the communication controller 11, and generates
the random number A having a predetermined number of digits,
used for the two-way authentication. The generated random
number A is supplied to the cryptographic processor 15.
When the encrypted random number, which is transmitted from
the contactless IC chip 2, is decrypted in the cryptographic
processor 15 and is supplied from the cryptographic
processor 15 to the authenticator 13, the authenticator 13

confirms whether the random number decrypted in the

cryptographic processor 15 is equal to the random number
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confirmed. The nmenory manager 14 manages the data
stored in the nenory in accordance with the interna
state managed by the state manger 12. Areas in the
menory, managed by the nenory manager 14, w Il now be
described. Fig. 9 shows an exanple of the areas forned
inthe nenory. In the exanple in Fig. 9, the nenory
has systens Ato C fornmed therein. The "systent here
means a range in which the regions of areas and

gen$£§¥é§e§%lgﬁgcé5g€gc?fégglTérghlﬁghlecgkvghg.ggggg%d'

e system correspo to a

numggpdggé%fp%%g 19r t eg%%%gﬁﬁﬁﬂﬁé 9?88&%&8% 15”1%“83ua1

nmenory COﬂ ac I'p 1 ont asl's of

to &}9&"@5‘%%3&&%& ﬁ BéQQ’céHebF’e@H@rc%hé@&le}f@elér easp 1,

services are hierarchically managed in each of

thet£§t§a§£§@§torTh§ ?ﬁ@@éa@@g 88T ¥h6€$e6AEFERPORELQ via
folders and files in Wndows(r). The systemfornmed in

the L BEmPBADEY L § 88| Y886 rdef LRI L1 0AhateghensaniBnWALERer is
identification informati on and the system- 27 keys

conPirhbe. systemare stored. In order to access data in a
| ower layer of a certain system(to read or witer
datree fifQidr Pmdmadget onermdaygss ofha ders astosyst em)the
it is necessary to provide the sane systemkey in the
memdeaden - smtdedatbat wvatcessesitherdatastdépendnnagednkbiyhéhe
data to be accessed.
state manger 12.

Areas in the memory, managed by the memory manager 14,
will now be described.

Fig. 9 shows an example of the areas formed in the
memory.

In the example in Fig. 9, the memory has systems A to C
formed therein. The "system" here means a range in which
the regions of areas and services, described below, are
.collectively managed. For example, the system corresponds
to a drive in Windows®. One or more systems are generated
in the memcry of the contactless IC chip 1 on the basis of a
command transmitted from the reader-writer. The areas and
services are hierarchically managed in each of the systems.
The areas and services correspond to folders and files in
Windows®.

The system formed in the memory includes definition

regions, in which identification information and the system

- 27 -




Specifically, in the exanple in Fig. 9, the system

keys allocated to the systens Ato C are stored in

each of the systens Ato C. The areas and services

are formed in each of the systens Ato C as the | ower

| ayers. In the exanple in Fig. 9, a state nmanagenent

area 21 and a key nanagenent area 22 are formed. The

state managenent area 21 has a flag stored therein,

indicating the state (the normal state or the data

trapsfer state escy | abpye t r er
keyvg h%h%y%¥%%%mﬁég% %§5P$%é ngﬁn%§8%%ng§e$gﬁgs%ngg?é.En @
lowgfsfg gpe ftgecégﬁéiﬁgsgété@e(tél?@aﬁno%h§r§£§£ed?t% from

managenent ar ea I'n accordance wth the control by

or 1he,siater et &%iaF@ér€§§ﬂp£ stihen §tf£§gnecessar¥ to

I ndi cat1 ng the enabl enent of the data transfer is se

prot{id henst alge NBNageNent , argacRd, rhhde b SwposSHbl Bt 0
col l ectively transfer t%e data in the systens Ato C

accéihes data amnagedebyndhegsystens AatQ® €. béNatbissed.
case, the reading and witing of the data in the

SyesdeaImBr #va 110, C iirs s ahtad 1 aThien keyy menagamedy sf@a keys
22 has the transfer key Kt generated on the basis of
allébereandomnunbest asedai totheatwosto28d wayeach of the
aut hentication. The transfer key Kt stored in the key
systanagenment C ar eah22arsasseddwhenvibesdata forthé in each
systens Ato Cis collectively transferred. In other
of woedsystdes BryptOgraphbihe preeessayei8.in Fig. 7
stores the transfer key Kt, generated on the basis of
t her riard o aumcerirudaidy § P t e state management area 21

and a key management area 22 are formed. The state
management area 21 has a flag stored therein, indicating the
state (the normal state or the data transfer state,
described above) of the data transfer in the systems A to C.
The memory manager 14 in Fig. 7 switches the setting of the
flag in the state management area 21 in accordance with the
contrcl by the state ménger 12.

For example, when a flag indicating the enablement of
the data transfer 1is set in the state management area 21, it
is possible to collectively transfer the data in the systems
A to C (the data managed by the systems A to C). In this
case, the reading and writing of the data in the systems A
to C is disabled.

The key management area 22 has the transfer key Kt

generated on the basis of the random number used in the two-
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two-way aut hentication, in the key managenent area 22
via the nenory manager 14 and appropriately uses the
transfer key Kt for the encryption of the data to be
transferred (the data in the systems Ato C. Fig. 10
shows a directory structure of the areas and services
formed in one system such as the systemAin Fig. 9.
Part of the storage area in the nenory is used as a
data storage area in which data used for supplying

way VALLOUS, 1 SELYLGCS £NBARL 00, EOIMRD, SREVLEES L NEh Uk BIKey

ronic noney service an e I ng Ferent from

manégéméﬁﬁvéfgé §9rf§dusé8 L gn”@ﬂgr¥$t%51§tQﬁgdsygbgms A to

ta storage area has a I erarchical structure

c 1éng&yﬁé@916é99 defh BELERBST egiANSthe EOLERERONEHAY O
so-called directories, as |layers. The area definition

cryh €8k PR RBY pﬁ@&@§§okh§53£ﬁaFQ§flmlét@ﬁeéegh@nﬁr&nsfer key
corresponding to the directories in the lower |ayers

Kt, apsne sgtviicendehenbkE08 pegtpBSrhpfoMBNagheg SEeNi €8 the
regi ons, described below. The area definition region

twotBapastzpént heatata, sior age kayemahngthentreapey andviis
all ocated to a manager who nanages - 29 a service

the provd dernébhge mahdgendi spponptriiaeslyhesser vheetransfer
provider). The area definition region has an area

keycBdefoanthavantapbeigpacé, thaddahaateabkeyransangedd (the
therein. The area code is an identification code used

datasithehaapgstens Pdentifying the area definition

regi on. The avail abl e space
Fig. 10 shows a directory structure of the areas and

services formed in one system, such as the system A in Fig.
9.

Part of the storage area in the memory is used as a
data storage area in which data used for supplying various
services (meaning common services including an electronic
money service and being different from the services formed
in the memory) is stored. The data storage area has a
hierarchical structure including area definition regions,
corresponding to so-~called directories, as layers. The area
definition region may include the area definition regions
corresponding to the directories in the lower layers and
service definition regions for managing service regions,
described below.

The area definition region is part of the data storage

area in the memory and is allocated to a manager who manages
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i ndi cates the nunber of avail able free bl ocks. The
area key 1is necessary for accessing the service
areas, which are the I|ower layers of the area
definition region, and so on. In the exanple in Fig.
10, the area definition region having an area code
"0000h", which is the top layer, is allocated to a
manager A. The area definition regions for nanagers
BI and B2 are forned under this area definition

lon, which is,the parent |a e area de

d glm he éé E an
a S?% +%ﬁ ForV4 %5né§%? 1<9F or dS% Ad ?ﬁe ar ea
proffathl!| e " SNl LLnl ELIRISI OB ot Ghak8al Do o

Fent | ayer e service definftion région 1S par

avawgb?@tgp ﬁéorgg& area.Ln the § JPER %rengh@egﬁed £RE area

service reglon. Vi Cce Inition

codéegéogn'faé%£9§§é§910ﬁ0c§déeﬁyé&eagh@ﬁel§a@éoybged by
he service provider. The service definition region

ldeﬁ@§fﬁl§§ryh@eagggedeﬁlﬁﬁgﬁghtyegl@ﬂd aTREr ¥ 6€1KBYe space
arranged therein. The service code is an

inaidentifigat hompepder usedi asptherpapepf orkkdenthéyhnga key
the service definition region. The capacity indicates

is hbeespupbercof abtosksniinthbesservecearegbpnwhicheed the
the data necessary for providing the service is

lowStol&derdherseryi geca 30fikeyios negessaryndiosc on.
accessing the service areas. The service region is
pait twfe theardata st dfiage Hi ealandch réanclaiesi zerm orgion
nmore bl ocks in which the data necessary for providing
havihe serxiee tsdstbpedihThewhushekisofthbl bekslepert hes
service region indicates the capacity of the service
allocated to a manager A. The area definition regions for
managers Bl and B2 are formed under this area definition
region, which is the parent layer. The area definition
region for a manager C is formed under the area definition
region for the manger Bl, which is the parent layer.

The service definition region is part of the data
storage area in the memory and is used for managing the
service region. The service definition region is allocated
to a service that is provided by the service provider. The
service definition region has a service code, a capacilty,
and a service key arranged therein. The service code is an
identification code used as the name for identifying the
service definition regicn. The capacity indicates the

number of blocks in the service region in which the data

necessary for providing the service is stored. The service
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definition regi on managi ng the service region. The

service provider creates the service definition

regi on under the area definition region managed by a

certain manager and uses the service regi on nmanaged

by the service definition region to provide various

services. For exanple, in the provision of the

el ectroni c noney service, the anmobunt (bal ance) of the

el ectronic noney, information (for exanple, the nane
and the price)_concernin 'ten1gurchased with

keye%%c??%ﬁ Eaﬁ%n£9r ?ﬁ8683?8 mﬁéﬁ theVitent'f s®pur chased,
. t th B
st SRS T RSB B8 (80 B B e e and
incfud0d 2.DaVe 108, sap Sys! el ahivh! bhe Ghbe ﬁgeggggw for

ar eas having the Same applications)

pro5f§P§§t£H§ sg§995ée§s é@??ég'ng&xe ﬁgﬁBeEthSM§BEHB in

tructure I n orned int menory of

the CQQL@%&e§é%e§nChhel&atégethéy§5§g§16yt 0rC.aresak§9ce

fornmed Int menory of the <contactless ICchip 2. In

def?ﬁb@ﬁoﬂofgéloﬁhﬁaﬁ@@iﬂgtE§§555§%1§@|Béﬁioﬁnd 2 each
have the systens keys for the systens to C. Since

t he &rear-Keys gt dorad ed-toatde afease haviagid henic8dn
area code "0000h"™ in the systens has the sane

regiBfonABEOobhe hheacaprantltess FEgehhpsatagad Byeachertain

have the area keys of the areas, having the area code
mana000htid t1methehsystemscA togi€n manaddit bpnthe thevice

system keys for the systens Ato C. The key used in
defihétiwo- wayiaot henpircat.denviasigenersatedces. For example,
in the provision of the electronic money service, the amount
(balance) of the electronic money, information {(for example,
the name and the price) concerning an item purchased with
electronic money, the date when the item is purchased, etc.
are stored in the service region.

Before starting the data fransfer, the contactless IC
chips 1 and 2 have the same system structure (the structure
of the areas having the same applications) in the respective
memories. Accordingly, when the system structure in Fig. 9
is formed in the memory of the contactless IC chip 1, the
systems A to C are also formed in the memory of the
contactless IC chip 2. In other words, the contactless IC
chips 1 and 2 each have the systems keys for the systems A

to C.

Since the area keys allocated to the areas having the
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on the basis of the systemkeys for all the systens
and the area keys of the areas, having the area code
"0000h", in the respective systens. Specifically, the
key used in the two- way authentication is generated
by conbi ning the system keys and the area keys. The
two authentication keys are practically used in the
aut hentication. Since the same key is generated on
the basis of the sane key in both the contactless IC
hj £ ntact Lp - :
areq O B BTV R ¢ RS R ekt e e cey THRe PR E O,

thec&%@géjc]?§§sl Céhp?%c!?yaf%ai Qgce%gﬁ geper ahed keY. xeys of

Contrarily, the con tless | I'p 1 can decrypt the

the dat & s encryphgd- Ry LbescenhacthessnhC ¢hi pne Q%sﬁ@h@gA to
the generated key. Referring back to Fig. 7, the

¢, ChYRLQOF 8PN €oPEREESSOtemlRepsr FOFNMBNENE ERERYPLI €8 of
the data, the decryption of the encrypted data, and
Sor . kRPruexanl eshahero they randesn « Ncibesn genefatethted
in the two-way authentication is supplied fromthe

on ek henticatortid, syheesr yptrographiktipraeesgoredd and the
conmbi nes the systens keys allocated to all the systens

ares kdystbe aneazkeys, ohathagatrasahawi ngdehé&0apéacode the
"0000h", in - 32 the respective systens, to generate

resphet dut hepsteasi onSkeyifandlusesthhekggneratledn the two-
aut henti cati on key to encrypt the random nunber. The

way emetyphedcnbhdom augbeergseduppl redbipinghghe system keys
communi cation controller 11. The cryptographic

andptlbeessor H8YgenefhtesvWbhauthansteption keys are

practically used in the authentication. Since the same key
is generated on the basis of the same key in both the
contactless IC chip 1 and the contactless IC chip 2, the
contactless IC chip 2 can decrypt the data encrypted by the

contactiess IC chip 1 by using the generated key.

Contrarily, the contactless IC chip 1 can decrypt the data
encrypted by the contactless IC chip 2 by using the
generated key.

Referring back to Fig. 7, the cryptographic processor
15 performs the encryption of the data, the decryption of
the encrypted data, and so on. For example, when the random
number generated in the two-way authentication is supplied
from the authenticator 13, the cryptographic processor 15
combines the systems keys allocated to all the systems with

the area keys of the areas having the area code "000Ch", in
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key Kt on the basis of the random nunber yielded in
the two- way authentication and stores the generated
transfer key Kt in the key nanagenent area 22 in the
menory via the menory manager 14. \Wen the data to be
transferred is supplied fromthe nenory manager 14,
the cryptographic processor 15 uses the transfer key
Kt stored in the key managenent area 22 to encrypt
the data to be transferred and supplies the encrypted
data to the co nication contEOIg r 11 v Th% abg

the [t ERT ORaT S coRp %ﬁts Gr4eAPEa rehhr 0PN CRg  on ke

tacéﬁess IC C e_conpon nts reallz%

andlﬁse?h %o%?%%f?'e %EF§%| Eagrgnba5| Ply"s S|lear%to
ran%gﬁ 89§§er'n the 88?%géﬁhﬁs§ah86 thE r 19“Bbgg§g%ﬁ to

escriptiron 1s erelrn e encry

thed§§ﬁﬂ591§§tgggnggg g ?pd 1the ID of the contactl ess

are supp romthe conmunication

Oé]!fgté%fréﬁﬁfc transoisted § r?@@]&?§t@§°9%@%£§§§fer

|p 1 ough the reader-witer 3 t he

keyCkyp5ﬁg£ﬁ@hbgs@505@8§ﬁé %gnﬁemth§m§98t§QEh@§a e eRPtwo-
2 reads out the transfer key Kt, stored in the key

way "BREEENENEat dhBAaRd kRokBe Hﬁ@D@¥ne¥é@eHh@rHﬁﬁﬁéY key Kt
manager 14. The - 33 cryptographic processor 15

in PeEfpepBnbhegdeenypkiren by thethdsgenbriheireadeutenory
transfer key Kt to acquire the data to be transferred

man@fdrt he. | Diheéf: the dequi redbkDtiranndtreguali st eupbheéeldD
of the contactless IC chip 2, the cryptographic

froprobessencitp storgsrt hé, dara respkbtogmgprhronptrheessor 15
decryption

uses the transfer key Kt stored in the key management area

22 to encrypt the data to be transferred and supplies the

encrypted data to the communication controller 11.

The above functional components are also realized in
the contactless IC chip 2. Since the components realized in
the contactless IC chip 2 are basically similar to the ones
in the.contactless IC c¢hip 1, a duplicated description is
omitted herein.

When the encrypted data to be transferred and the ID of
the contactless IC chip 1 are supplied from the
communication controller 11 (are transmitted from the
contactless IC chip 1 through the reader-writer 3), the
cryptographic processor 15 in the contactless IC chip 2

reads out the transfer key Kt, stored in the key management

area 22 in the memory, via the memory manager 14. The
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in the nenory through the nmenory manager 14. A series
of data transfer processes perforned between the
contactless IC chips 1 and 2 each having the above
structure will be described. Figs. 11 and 12 are
flomcharts illustrating the two-way authentication
process. The process in Figs. 11 and 12 corresponds
to the processes descri bed above with reference to
Figs. 2 and 3. Referring to Fig 11, in Step S1, the
reader-writer tranﬁgits nd re?ues

t he,
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he cryptographi c processor In Step 513,

th@ SEYRL O AR € PF OGRSEOF ﬁ@@@@@%d&aﬂ@&s@@meen
keys allocated to all the systens forned in the

the NBOREYcWM EBst he areaskeysnal bogatedhboithbetneeasove
havi ng the area code "0000h" in the systens to

strgeneratgial key asdcusesd.the generated key as the
aut henti cation key for encrypting

Figs. 11 and 12 are flowcharts illustrating the two-way
authentication process. The process in Figs. 11 and 12
corresponds to the processes described above with reference
to Figs. 2 and 3.

Referring to Fig. 11, in Step S1, the reader-writer 3
transmits a command requesting the two-way authentication
with the contactless IC chip 2 being the data destination to
the contactless IC chip 1 beiﬁg the data source.

In Step S11, the communication contreoller 11 in the
contactless IC chip 1 receives the command transmitted from
the reader-writer 3 and supplies the received command to the
authenticator 13.

In Step S$S12, the authenticator 13 executes the command
supplied from the communication controller 11 to generate

the random number A and supplies the generated random number

A to the cryptographic preccessor 15.
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the random nunber A supplied fromthe authenticator

13. The «cryptographic processor 15 uses the

aut hentication key to encrypt the random nunber A and
supplies the encrypted random nunber A to the

conmuni cation controller 11. In Step S14, the

comruni cation controller 11 transmts the encrypted
random nunber A, supplied fromthe cryptographic
processor to the reader-witer 3. In Step S2, the

15, |
SRS Lo s (e et gbuss
e GOLR b OO 1 gEEe8a, L Lol P00 LUBOSIL it di L

memfg%% e St eRe S3le 5 t e, CONMURLLALL 0N, CORLT 9LL8E ddvifg the

contactless 1C chip 2 receives the data

ared TAOSE E5@Ghf v oM thee LoadeksW bt gEn3rand sURPL 88dt Hges
received data to the cryptographic processor 15. In

the5%@ﬁb§§@edtﬂ@yCéyptﬁgr§@5h§n@£@§€§§ﬂrkéy5f§9n@h6€§pting
the system keys allocated to all the systens forned in

the tAgndSRMIYb th thepaiea keys ahbosatednt ockberarsas The
havi ng the area code "0000h" in the systens to
crygenerabiei @ keycangdouses uthe geaesatednkeyaasobhkey to
aut hentication key. The - 35 cryptographic processor
enciAdbpuselse t henduh hentbeat Roankeyupolidectpt etheydaed
supplied fromthe comunication controller 11 to
ran@eguinebe hef r apdon: nonbernAcaii ter casgupkiay the
random nunber A, in Step S33, the cryptographic
priocessar 351 t drporantiniyn st ew tdEtremdr 11 transmits

the encrypted random number A, supplied from the
cryptographic processor 15, to the reader-writer 3.

In Step S2, the reader-writer 3 receives the data (the
encrypted random number A) transmitted from the contactless
IC chip 1 and proceeds to Step S3 to transmit the data to
the contactless IC chip 2 (the two-way authentication 1}.

In Step S31, the communication controller 11 in fhe
contactless IC chip 2 receives the data transmitted from the
reader-writer 3 and supplies the received data to the
cryptographic processor 15.

In Step $32, the cryptographic processor 15 combines
the system keys allocated to all the systems formed in the
memory with the area keys allocated to the areas having the
areca code "0C00Oh" in the systems to generate a key and uses

the generated key as the authentication key. The
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nunber A. The stored random nunber A is used for
generating a transfer key Kt in the process described
below. In Step S34, the authenticator 13 generates the
random nunber B and supplies the generated random
nunber B to the cryptographic processor. 15. In Step
S35, the cryptographic processor 15 encrypts the
random nunber B generated by the authenticator 13 and
the decrypted and acquired random nunber A with the

cryﬁﬁ%@ éﬁ?@t%98c5§¥®raﬂg Supp! LRs £Q€h§HEE¥Q£§an§QQOHb

B to the communication controller 11

dec§%§9 536, qthe coppunLgation @Q@t&th@ﬁlé&tibﬁnéﬁh€§oller
e data (the encrypted random nunbers A and B)

11 BYPRELEdrof R Lhgd6hYRLABEAPAL C processor 15 to the
reader-witer 3. In Step S4, the reader-witer 3

r eceivmessdde datl@ s ansmdt eddsoma heicontastsess 4
chip 2 and proceeds to Step S5 (Fig. 12) to transmt
cryphegdapri toptheccontatt| esspbCarthiypstofthethaornayon
authentication 2). Referring to Fig. 12, in Step S15,
nunibbe sonmbnécatboad cantiowl hembdt hRnithesednfact fessrhCing
chip 1 receives the data transmtted fromthe
a treadéerwkeyekKt3ianthsuppbiesst Hescr8badreeépved data
to the cryptographic processor 15. In Step S16, the
criyptogrraphi € prlotessorenblageedypt 3 geeraiata Suppldedon
fromthe communication controller 11 with the
numggt hBnépdasiphl key tbeasgurreteHerraAaBnAURBEr 8 ACahd®
B. The cryptographic_processor 15 supplies the
crygpegarreblfanrgeressor 1o,

In Step $35, the cryptographic processor 15 encrypts
the random number B generated by the authenticator 13 and
the decrypted and acquired random number A with the
authentication key, and supplies the encrypted random
numbers A and B to the communication controller 11.

In Step 536, the communication controller 11 transmits
the data (the encrypted random numbers A and B) supplied
from the cryptographic processor 15 to the reader-writer 3.

In Step S4, the reader-writer 3 receives the data
transmitted from the contactless IC chip 2 and proceeds to
Step S5 (Fig. 12) to transmit the data to the contactless IC
chip 1 (the two-way authentication 2).

Referring to Fig. 12, in Step 8515, the communication
controller 11 in the contactless IC chip 1 receives the data

transmitted from the reader-writer 3 and supplies the
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nunbers A and B to the authenticator 13. In Step S17,
the authenticator. 13 determ nes whether the random
nunber A, which is acquired by decrypting the data
transmtted fromthe contactless IC chip 2, is equa
to the random nunber A generated by the contactl ess
ICchipl in Step S12. If the authenticator 13
determ nes that the random nunber A, which is

acqui red by decrypting the data transmitted fromthe

rec§PpLackless %Ctﬁg rgpebaranal Egogggs Ladom nunber

genera SsS | Step S12,

:@gﬁ;@%@%iéateﬁel&ﬁ%gﬁy@ﬁ&%p &@gé@fl L500cet _99

rmnation to t ographi ¢ processor

thel BatheRusb8:i clinerehYPHRIEARRILG 1 PEOSESSBhnEP0iler 11 with
tenporarily stores the random nunber B acquired by

thedggwehkmeakmend%gz o ansiitreed Ha amdden contractd essand B.
(0]

C chip 2. The random nunber B stored here is also

TheUsedpt 8 rgpnerabirbgebbBer thansppnikeycke bBgti€ed random
process described below In Step S19, the

numbBeypt aghaphictpr ogessaathiéhtenacypt $3.t he random nunmber

B wth the authentication key and supplies the

enct ypted $hhdonhaumbeneB: it catbe tdHnmmnecatheon whd8Ther

controller 11. In Step S20, the conmunication
thecoahdohl epmbért Ranshiits ishecdataeft hg drcryptedg the

random nunber B), supplied fromthe cryptographic
datprbcessuit16d foorhe&heeaderantices 3C Fhiptép $6, euhel to

reader-writer 3 receives the data
the random number A generated by the contactless IC chip 1
in Step 512. If the authenticator 13 determines that the
random number A, which is acguired by decrypting the data
transmitted from the contactless IC chip 2, is equal to the
random number A generated by the contactless IC chip 1 in
Step $12, the authenticator 13 indicates informaticn
concerning the determination to the c¢ryptographic processor
15.

In Step S$18, the cryptographic processor 15 temporarily
stores the random number B acquired by decrypting the data
transmitted from the contactless IC chip 2. The random
number B stored here is also used for generating the
transfer key Kt in the process described below.

In Step 519, the cryptographic processor 15 encrypts

the random number B with the authentication key and supplies

the encrypted random number B to the communication
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transmtted fromthe contactless IC chip 1 and
proceeds to Step S7 to transmt the data to the
contactless IC chip 2 (the two-way authentication 3).
In Step S37, the communi cation controller 11 in the
contactless IC chip 2 receives the data transmtted
fromthe reader-witer 3 and supplies the received
data to the cryptographic processor 15. In Step S38,
t he cryptographic processor 15 decrypts the data
Consugpiéedl romthe communication controller 11 wth
thé' At henti cati on key to acquire the random nunber B
T t aphi - 15 s j e i ‘
s B o RS R Honh caror 131! ot ep g5

theaﬁg %UYPﬁgtéﬁé£9§té§ 9§E85H1HS§b@@eE2?rsubP§ié§n§98h the

r B acquired by decrypting the data ransmtted

cryéfﬁgﬁﬁﬁi@%k@@ég@é% L€ chbpiiel segaualwt9rthes random
nunber B generated by the contactless IC chip 2in

Step H34: 44, the awdhenticatos,r 18 detervisnesnd haitd he
random nunber B acquired by decrypting the data

rrahf@ansmedt edomf £ oo thercontastl esschCochi pndl psoequak to
to the random nunber B generated by the contactl ess
stepGehtp rinsSieptS34datheto 8Be auhhentileatofCl8hip 2
supplies information concerning the determnation to
(thé hewcryptoguapantipabtessdi .15. In Step S40, the
authenticator 13 transmts the information to the
r eadett-aw i ¥, 3t hdroughut hea cbhmmundciatd bher cbht tiol tlee

11.
contactless IC chip 2 receives the data transmitted from the

reader-writer 3 and supplies the received data to the
cryptographic processor 15,

in Step S$38, the cryptographic processor 15 decrypts
the data supplied from the communication controller 11 with
the authentication key to acguire the random number B. The
cryptographic processcr 15 supplies the acquired random
number B to the authenticator 13.

In Step $39, the authenticator 13 determines whether
the random number B acqguired by decrypting the data
transmitted from the contactless IC chip 1 is equal to the
random number B generated by the contactless IC chip 2 in
Step S34. If the authenticator 13 determines that the
random number B acquired by decrypting the data transmitted
from the contactless IC chip 1 is equal to the random number

B generated by the contactless IC chip 2 in Step 534, the
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In Step 38, the reader-witer 3 receives the
information transmtted fromthe contactless IC chip
2. It is determned that the two-way authentication
is normally conpleted and the process is term nated.
In Step S21, the cryptographic processor 15 in the
contactless I1C chip 1 generates the transfer key Kt on
the basis of the random nunber A generated by the
aut henticator 13 and the stored random nunber B, and
store ner t ' he K
autfathEintar 7B e hEPReRRr B S hrr By B ep
) ; rypt aphi r LDt
e e e T T 4

oyt he hasd & of ¢ e, randam aunber: B gengsaied byethe

aut henticator 13 and the stored random nunber A in the

infSENEL18h 9051 tho asaharthe; cont acthessqghCrphi Podmudnbation
stores the generated transfer key Kt 'in the key

confRPagepeni .area 22 in the nmenory. After the two-way
authentication process, both the contactless |C chip
1 feingg e datree set@er-andi the 3 contactdesishd C chip 2
bei ng the data destination acquire the transfer key
inf#tmawhbeht Fsnkndowneantyotiothbeccontact bessICCchif92. It
chips 1 and 2 (refer to Fig. 3). Fig. 13 is a
is ftomehantdshowt nghehewstabg tnahshtioatipnrotessprmhildy
process follows the two-way authentication process
comghewadi an®i ge picandsl2sahdrvongesponds to the
process descri bed above with reference to Fig. 4.

In Step S$S21, the cryptographic processor 15 in the
contactless IC chip 1 generates the transfer key Kt on the
basis of the random number A generated by the authenticater
12 and the stored random number B, and stores the generated
transfer key Kt in the key management area 22 in the memory.

Similarly, in Step S41, the cryptographic processor 15
in the contactless IC chip 2 generates the transfer key Kt
on the basis'of the random number B generated by the
authenticator 13 and the stored random number A in the same
algorithm as in the contactless IC chip 1, and stores the
generated transfer key Kt in the key management area 22 in
the memory.

After the two~way authentication process, both the
contactless IC chip 1 being the data source and the

contactless IC chip 2 being the data destination acquire the

transfer key Kt, which is known only to the contactless IC
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Referring to Fig. 13, in Step S51, the reader-witer 3
transmts a conmmand requesting the switching of the
internal state (the state of the system) fromthe
normal state to the data transfer state to the
contactless IC chip 1. In Step S61, the comuni cation
controller 11 in the contactless IC chip 1 receives
the command transmtted from the reader-witer 3 and
supplies the received command to the state manger 12.

chlé@ Pt ep S?Z(réﬁ ~State;ganger 12 executes the command
uppl | Fod

ron1t conmuni cation controller 11 and sets

a pifd ag 4 ndi caatfmfamt thed mernad state dstde- gt a

transfer state in the state nmanagenent area 21 in the

profBIPIY tRissphbebstheci nbpEnahestabevhyomthennoenBl on
state to the data transfer state. In Step S63, the

pro&éat esHeRgein 121 §Eansm 4sqi P oanat teprekpdhgat togthbat
the internal state is switched to the reader-witer 3

protdsougbsthepeanaunieatiion controhter tdlragd 4.
term nates the process in the contactless IC chip 1.
| RSieefyr BB, td hel g eader - | $terp BFeceilvesrddder-writer 3
information transmtted fromthe contactless IC chip
tradsmins-ad@omShep B5Quethengebder swittbing tfahbai fstarnal
command requesting the switching of the interna
stastateh¢t heaseavé dhet hestemst Enpuf Ebim phenpsdr ARRLSt Apethe
to the data transfer state to the contactless IC chip
data. transfep Sratethe tbfmuAntacténseohtrenierlil in the

In Step S61, the communication controller 11 in the
contactless IC chip 1 receives the command transmitted from
the reader-writer 3 and supplies the received command to the
state manger 12,

In Step $62, the state manger 12 executes the command
supplied from the communication controller 11 and sets a
flag indicating that the internal state 1s the data transfer
state in the state management area 21 in the memcry to
switch the internal state from the normal state to the data
transfer state.

In Step $63, the state manger 12 transmits information
indicating that the internal state is switched to the
reader-writer 3 through the communication controller 11 and
terminates the process in the contactless IC chip 1.

In Step S$52, the reader-writer 3 receives the

information transmitted from the contactless IC chip 1. In
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contactless IC chip 2 receives the command transmtted
from the reader-witer 3 and supplies the received
command to the state manger 12. In Step S72, the
state manger 12 executes the command supplied from
the conmuni cation controller 11 and sets a flag
indicating that the internal state is the data
transfer state in the state managenent area 21 in the
nenDry to switch the internal state fromthe nornmal

seefiels tlhe data, LIADSTor oLate, LN, SLopaST, LGt ing

nger ransm ormati on I Ca
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e communi catiron control l'er
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Step 5 reader-witer 3 receives the

thelg&g{ggglggs t@a@§gbt§ed fromthe contactless I C chip
. Fig. 14 is a flowhart show ng the export process.

' TIrh'SS‘c_eﬁf ogess i | @usniddec st 848 d6ansbtiON PI OLeSsShe
shown in Fig. 13 and corresponds to the process

contlgserkbediabenep Wt hecteberense tomkhgd braRehetteagrron
to Fig. 14, in Step S81, the reader-witer 3 - 41.

thet feagsttsritort Beagontappless thechepelyea command to the
requesting the export of the data to be transferred.
stata BhepeB912.the communi cation controller 11 in the
contactless IC chip 1 receives the command transmtted
fromStde $Baderkawsitare 3vangesuppl descihes rideei vagrand
conmand to the
supplied from the communication controller 11 and sets a
flag indicating that the internal state is the data transfer
state in the state management area 21 in the memory to
switch the internal state from the normal state tc the data
transfer state.

In Step 873, the state manger 12 transmits information
indicating that the internal state is switched to the
reader-writer 3 through the communication controller 11 and.
terminates the process in the contactless IC chip 2. In
Step S54, the reader-writer 3 receives the information
transmitted from the contactless IC chip Z.

Fig. 14 is a flowchart showing the export process.

This process follows the state transition process shown in
Fig. 13 and corresponds to the process described above with

reference to Fig. 5.

Referring to Fig. 14, in Step 581, the reader-writer 3
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menory manager 14. In Step S92, the nenory manager 14
executes the command supplied fromthe comuni cation
controller 11 to read out the transfer key Kt stored
in the state nmanagenent area 21 in the nenory, in
addition to the data concerning all the systens,
which is the data to be transferred. The nenory
manager 14 supplies the readout data to the
cryptographic processor 15 to cause the cryptographic

traﬁ%@% %ag 1§héocoggg£¥£% ghiﬁdgﬂ?§p?bbg E ﬁﬂgggrred

Transt & gr aphi ¢ processor
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ntot data to fransferred, wt
trapsdier, key Kty Jhe, nmapry. data Dondesuldi ng fromihe

encryptlon i'n the cryptographic processor 15 i's

conByPPLEgd tO Lhepconpupnibeatbophsonbhahlh8" ¢ dnshi: SEEPf rom
S93, the conmmuni cation controller 11 transmts the

the MBARAY Y dat at Drsypphbiedubpomthener yptograghtémmand to the
processor 15 to the reader-witer 3 and term nates

menbhe PEAEgss im.the contactless ICchip 1. In Step
S82, the reader-writer 3 receives the nenory data D
t ranssidg exbd r orhd heercommummicatéon contcoltes e | dommand
42 the contactless ICchip 1. Fig. 15 is a flowhart
supshowdinrdhethaportmpnbdcesson Thinsrptoces$lf obl oasdt het
state transition process showmn in Fig. 14 and
thecoreespendseyoKthetpredess Hesceibed abowgenenhh area 21

reference to Fig. 6.
in the memory, in addition to the data concerning all the

systems, which is the data to be transferred. The memory
manager 14 supplies the readout data to the cryptographic
processor 15 to cause the cryptographic processor 15 to
encrypt the data to be transferred with the transier key Kt.
The cryptographic preocesscr 15 encrypts the ID of the
contactless IC chip 1, in addition to the data to be
transferred, with the transfer key Kt. The memory data D
resulting from the encryption in the cryptographic processor
15 is supplied to the communication controllef 11.

In Step $93, the communication controller 11 ftransmits
the memory data D supplied from the cryptographic processor
15 to the reader-writer 3 and terminates the process in the
contactless IC chip 1.

In Step S582, the reader-writer 3 receives the memory

data D transmitted from the communication controller 11 in
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Referring to Fig. 15, in Step 5101, the reader-witer
3 transmts a command requesting the inport of the
data, in addition to the nmenory data D transmtted
fromthe contactless ICchip 1, to the contactless IC
chip 2. In Step S111, the comunication controller 11
in the contactless IC chip 2 receives the nenory data
D and command, transmitted fromthe reader-witer 3,
and supplies the received nenory data D and command

thetgoﬁpgcgigggogéaeﬂkg jprocessor 15. In Step S112, the
crypt ographic processor 15 reads out the transfer key

pi sl ofed i n, the, stat e nanagenentyar eaodde prodbes .

Kt
menoty, through t%e menory manager 14 and decrypts

Thid hErHBAREY £ 421 8,0 whEhsthecr eadaut +t pANSHBEKEY sKbwhOin
acquire the data to be transferred fromthe nenory

rigdata Bhg Iheresyphagr aphiseppeeessor ddbceonpar esot/Bewith
ID of the contactless IC chip 1, acquired by

reféeehypt togrihe genory data D, with the ID of the
contactless ICchip 2. Only if the ID of the
cogeett s 1€ ehyp 15, acguited dyodectyptiagdetheriter 3
menory data D, is not identical to the ID of the

tragent ast hessmh&€ndhirpglesthegckypt agpaphi cfpktbeessdr, 15n
stores - 43 the decrypted and acquired data in the

addirehonytthtbaghetnhey rdeter P bmnagerntigd Confi thing t he
IDs in the above nmanner prevents the data to be

contaahstesr &d, chimndmi toedher canhacbheast LesshEE “ehi p,

frombeing stored in the nenory of the contactless IC
In Step 8111, the communication controller 11 in the

contactless IC chip 2 receives the memory data D and command,

transnitted from the reader-writer 3, and supplies the
received memory data D and command to the cryptographic
processor 15.

In Step S112, the cryptographic processor 15 reads out
the transfer key Kt, stored in the state management area 21
in the memory, through the memory manager 14 and decrypts
the memory data D with the readout transfer key Kt to
acquire the data to be transferred from the memcory data D.
The cryptographic processor 15 compares the 1D of the
contactless IC chip 1, acguired by decrypting the memory
data D, with the ID of the contactless IC chip 2. Only 1if
the ID of the contactless IC chip 1, acguired by decrypting
the memory data D, is not identical to the 1D of the

contactless IC chip 2, the cryptographic processor 15 stores
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chip wthout being transferred to another contactl ess
IC chip. In other words, the confirmation of the IDs
prevents a contactless IC chip frombeing set as both
the data source and the data destination. In the
contactless 1C chip 2, the decrypted and acquired
data is stored in the systemequivalent to the system
serving as the data source in the contactless IC chip
1. Accordingly, for exanple, the data stored in the

thei%%%%%??eé\éﬁﬁcé& u%P@dCQQEQCE e§ﬁe'&éﬁ9£% ghkéugh the

vely transferred to the systens to Cin the

nen&PMRAGLAess 1£ chip 2. Referring back to Fig. 15, in
Step 5113, the cryptographic processor 15 transmts

i fpraation il catd ngh drihataddhes inerdr | Sroampt etege

to the reader-witer 3 through the conmunication

dat&£on ned | eraddrandetipr o nates-tbe progessconticBieps 1C
S102, the reader-witer 3 receives the information

chip) ansamtbethfronptbe chyphegrapbie processoontacibethelC
contactless IC chip 2. As shown in Fig. 16A (Fig. 9),

chipneistate paagetreatsfaread2toi anwhheh thetébagsss IC
indicating the states of the data - 44 transfer in

chiml | Iheoslystewmsrdsi otifeacenfnagedoandfohkekés prevents
managenent area 22 in which the novenent key used in

a coheactiansf B¢ ofiphérdataesnoredti ast hetsyshengapat gogree
is managed are provided in the nenory in order to

and coh¢ edtivellgstiansien- the entire data in the systens

Ato C which are all the .
In the contactless IC chip 2, the decrypted and

acquired data is stored in the system equivalent to the
system serving as the data source in the contactless IC chip
1. Accordingly, for example, the data stored in the systems
A to C in the contactless IC chip 1 is collectively
transferred to the systems A to C in the contactless IC chip
2.

Referring back to Fig. 15, in Step 35113, the
cryptographic processor 15 transmits information indicating
that the import is completed to the reader-writer 3 through
the communication contreoller 11 and terminates the process.
In Step S102, the reader-writer 3 receives the information
transmitted from the cryptographic processor 15 in the
contactless IC chip 2.

As shown in Fig. 162A (Fig. 9}, one state management

area 21 in which the flags indicating the states of the data
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systens fornmed in the nmenory. However, the state
managenent area 21 and the key managenent area 22 nay
be provided for every systemand the data transfer
may be perfornmed for every system Fig. 16B shows an
exanpl e of areas forned in the nmenory when the data
transfer is perforned for every system In the exanple
in Fig. 163, the system A includes a state nmanagenent
area 21A in which the flag indicating the state of

trage eﬁ?%ﬁg%i@”‘?ﬁ%k%@fzéﬁe. BB e Ehem B0 aRant  Rey aska
manlneme trans fargfwﬁ¥ﬁhdéﬁg %59 gn%”kég u§¥8t§ﬁgéhés

nag Iy, e system |nclu s a st
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ata transfer 1s ma age

are NageaEnt 1§r§1$e 22Bnd Py W0k CBrdéPetHW@!'L@@F:tK%WS%gahBfer

e transfer the data is nmanaged, and the systemC

the ' é‘ﬁwﬁgsdéta?t a4 etlﬁ'@”@?§f@lﬂ5 Areasc2lGhipn whi:chithene
flag indicating the state of the data transfer is

sysPBRAJLHrA0d ankeye Mpaagerent nakeae22C:hh whkeh hbeagement
novenent key used in the transfer of the data is

arefanagedd For exanpheagwhentoakyathe davapst predidodt her
systemA - 45 1s to be transferred, the flag

evelpdsgatémgahbethat @snal tstateeri sayheedptatbransf éor
state is set only in the state nmnagenent area 21A
evenwhi besthe.flag indicating the internal state is the
normal state is set in the state nanagenent areas 21B
i Fide ByiBstamB ard éxmuhee stater grnagernedd Brelane memory
when the data transfer is performed for every system.

In the example in Fig. 16B, the system A includes a
state management area 21A in which the flag indicating the
state of the data transfer in the system A is managed and a
key management area 22A in which the movement key used in
the transfer of the data stored in the system A is managed.
Similarly, the sysfem B includes a state management areas

21B in which the flag indicating the state of the data

transfer is managed and a key management area 22B in which

the movement key used in the transfer of the data is managed,

and the system C includes a state management areas 21C in
which the flag indicating the state of the data transfer is
managed and a key management area 22C in which the movement
key used in the transfer of the data is managed.

For example, when only the data stored in the system A

_45_




21C in the system C. Readi ng and readi ng of the data
from and in the systens B and Cis enabled. Figs. 17A
and 17B show exanpl es of selection of the keys used
in the two-way authentication. As described above,
when the data in the systens Ato C is collectively
transferred, as shown by a solid box in Fig. 17A, the
aut henti cation key is generated on the basis of
systen1keys KSA, KSB, and KSC of the systenms Ato C

d. h
et e e
is Fﬁntraét %¥Q§Q¥Or SQQ{Q 1£Sm%9 Qﬁk % érgf {Qr

every Ssys exanp aonly in the

man% Sh&m féalgggew%{?gsé LT e, §n§b§¥@1ﬁ% tﬁeSQﬁtgrnal

X1n e aut enti C tion key | gener at ed

sta@% iget@@Sﬁérﬁélt@€a§aSI§ngg€ylﬁ$%h@fSEQ§e8M§ﬁ§@éﬁéﬁed

area key KAB of the area, having the area code

areaQ0@9® inifhethessyatem By Aht POUOB: LPe £388gbAeMPI Ehea
the data in a certain system is transferred fromthe

21ccontact | egstdie chi prdadionghenacoentachless tkeChhpa2fism
descri bed above, the data in the sane system may be

andtranshersedténonpt hedconiacthesseC chip - 46 2 to
the contactless IC chip 1 to perform data exchange, as

shrows | N A gand8.78 nsidvi sexcase,ed orf exalnptie] ormendriyhe
data D1 exported from the contactless ICchip 1is
keys npoetiethi the the-eantacthessichCichip 2 to realize
the data transfer fromthe contactl ess
As described above, when the data in tThe systems A Lo C
is collectively transferred, as shown by a solid box in Fig.
172, the authenticaticn key is generated on the basis of
system keys Kgp, Kgg, and Kg. of the systems A to C and area
keys Kupan, Kpg, and K,. of the areas, having the area code
"0000h"™, in the systems A to C. In contrast, when the data
is toc be transferred for every system, for example, when the
data only in the system B 1is to be transfeired, as shown by
a solid box in Fig. 17B, the authentication key is generated
on the basis of the system key Kgy of the system B and the
area key K, of the area, having the area code "0000h", in
the system B.
Although the case in which the data in a certain system
is transferred from the contactless IC chip 1 to the

contactless IC chip 2 is described above, the data in the

same system may be transferred from the contactless IC chip
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ICchip 1to the contactless IC chip 2. Then, nenory
data D exported fromthe contactless ICchip 2 is
inmported into the contactless IC chip 1 by using the
transfer key Kt again, which has been used in the
data transfer fromthe contactless ICchip 1 to the
contactless IC chip 2, to realize the data transfer
fromthe contactless ICchip 2 to the contactless IC
chip 1, whereby realizing the data exchange. Although

2 o SOTLRELLERE L CIENL RS 0 eseg ot clasgulo, oo

er- ransfer o
Sho&ge-gagg exchange by the communication via the
reader-writer 3 in the above description, the

gmo;ry»s g@ﬁi@%é - CALP Jdx AR o t B kOR) agt £58, 1 i@ from

e made close to separate reader-witers,

theCOBREGLEd-5Q eachnobher j\i angopredet arni Rad cpathctless
performthe data transfer or the data exchange by the

¢ ERNPUDi eatbeR1vViEa the neaderrwhkkerssrihetaboventactless
processes may be perfornmed by hardware or may be

¢ priponnmed byesebhwacel=VMhenct haiprocessasnar femory data
performed by software, for exanple, a personal
D, €opprted shownthe &hgiaclbeexetttesiphe sof impoeted Oto
Referring to Fig. 19, a CPU 101 perforns various
theprooessedecn dCcohdande ba tus iproogriasst istrorfedr | e Keaggain,
only nenory (ROM 102 or prograns | oaded froma
whishohagebuanaht u368 inntbeadrandompacdess fmenoiize( RAM
103. The RAM 103 i ncludes data used by the CPU 101
contertpesboifii ajirhé Varitbgscontactless IC chip 2, to

realize the data transfer from the contactless IC chip 2 to
the contactless IC chip 1, whereby reallizing the data
exchange.

Although the contactless IC chips 1 and 2 are made
close to one reader-writer 3 to perform the data transfer or
the data exchange by the communication via the reader-writer
3 in the above description, the contactless IC chip 1 and
the contactless IC chip 2 may bs made close to separate
reader-writers, connected to esach other via a predetermined
path, to perform the data transfer or the data exchange by
the communication via the reader-writers.

The above processes may be performed by hardware or may
be performed by software. When the processes are performed
by software, for example, a personal computer shown in Fig.

19 executes the software.
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processes. The CPU 101, the ROM 102, and the RAM 103
are connected to each other via a bus 104. An

i nput -output interface 105 is also connected to the
bus 104. An input unit 106 including a keyboard and a
nouse; an output unit 107 including a display, such
as a liquid crystal display (LCD), a speaker, and so
on; the storage wunit 108, for exanple, a hard disk;
and a communi cation unit 109 performng the

conmuni cati on over a getmn a%$ conpected to, the

i 10577 ot |

ﬁﬁﬁ%&%ﬂ?ﬂﬁf% VEEIDFTS Ehheet ed
to t he i nput - ouﬁg |nt§%face 105, ﬁf necessary, é 1
PrOfeRdGabt nedPanfiit, “$henPA8957 e 8??@ ai'sk, TgA< °n+Y

memggﬁ1g§h%bc¥§? ﬁen%rygg%ﬁsgg%?ggllgngy F%ggeage F3itne’®
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series of processes rograms rn the software are
pro%@é%@gled in a conputer incorporated in dedicated
ardware or installed in, for exanple, a persona

COfpUt €y capapl @q@fmmsmi | 1 0gd vakd oris - 138 = PE OgE @Bt ed
to perforn1var|ous functlons over a network or from

to éa&ﬁCQEHéBgvﬂgdbUHhsTmG4[eCthhﬂguﬁedbUﬁhﬁHynb@rEBQe 105
renovabl e medi um 111, such as a mmgnetic disk

is &ipel udhnacacfl esi bhe Bisk)lpsan optical disk
(i ncluding a conpact disk-read only nenory (CD

An input unit 106 including a keybecard and a mouse; an
output unit 107 including a display, such as a liquid
crystal display (LCD), a speaker, and sc on; the storage
unit 108, for example, a hard disk; and a communication unit
109 performing the communication over a network are
connected to the input-output interface 105.

A drive 110 is connected to the input-output interface
105, if necessary. A removable medium 111, such as a
magnetic disk, an optical disc, a magneto-optical disk, or a
semiconductor memory, 1is appropriately loaded into the drive
110. Computer programs read oult from the removable medium
111 is installed in the storage unit 108, if necessary.

When the software executes the series of processes, the
programs in the scoftware are installed in a computer

incorporated in dedicated hardware or installed in, for

example, a personal computer capable of installing various
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ROV) and a digital versatile disk (DVD), a
magnet o-optical disk (including a Mni D sc
(Regi stered Trademark of Sony Corporation) (MD), or a
sem conductor nmenory, which is separated fromthe
apparatus, which is delivered in order to provide the
prograns to a user, and in which the prograns are
recorded, as shown in Fig. 19. Alternatively, the
recording medi um may be the ROM 102, which is provided
to the user W th being ipcorporated in the a paratus
PEORT Ovﬂ?%o?‘ﬂev%%%\g%ng“%? Ppltor 884 BrPRRY bS &°
i ncluded in the storage unit 108. The st eps
ffOWn tﬂ?%os% %?flcg%lon may be performed in tine serlgs

para ﬁgﬁ%ﬁﬁiuﬁgmeJQE{ ﬂHy %%%F¥%$éﬁiﬁﬁkiﬁhd1u 211,

| VI syst emrepresents t

sucﬁnééffl Cagﬁem&n&wﬁ gr&cgga&hgeg 9@@§£e§ess§sw tth

speci ion. It s rstood by those

opt§5éi|§98kn Iﬁglé&ingtQa&oMﬁéb@uglEQdkgéQth99smemory (CD-
nblnatlons sub-conbi nations and alterati ons may

ROMPC&%‘(& Qeee@ﬂwg P8 de6i 08 Kequi BUBNt Sa AREnetBebptical
factors inSofar as they are within the scope of the

dls}@ppﬁﬁ‘c‘éj@@dfﬁ?l aeMonibhecequiyakentadt her@ohark 49 SWHAT
IS CLAIMED IS: 1. A data transm ssion-reception system

CorSORPtishngIMDR, reader swni tenduatbir stmeont ashiessibC
chip, which is a data source; and
separated from the apparatus, which is delivered in order to
provide the programs to a user, and in which the programs
are recorded, as shown in Fig. 19%. Alternatively, the
recording medium may be the ROM 102, which is provided to
the user with being incorporated in the apparatus and in
which the programs are recorded, or may be a hard disk
included in the storage unit 1038.

The steps in this specification may be performed in
time series in the described order or may be performed in
parallel or individually.

The system represents the entire system including
multiple apparatuses in this specification.

It should be understood by those skilled in the art
that various modificaticns, combinations, sub-combinations
and alterations may occur depending on design requilirements

and other factors insofar as they are within the sceope of

the appended claims or the equivalents thereof.
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a second contactless IC chip, which is a data
destination and which is capable of comrunication with
the first contactless IC chip via the reader-witer,
wherein the first and second contactless |IC chips each
have data areas of the sane applications in nmenories
built therein, wherein the first contactless IC chip
includes first generating neans for performng
aut hentication with the second contactless IC chip by
a encrypted with a key generated by
WHAigﬁ%fﬁiﬁgﬁéggg§'aIIocated to the data areas in which
data to be transferred is nanaged to generate a
transfer key used for encrypting the data to be
t nansferyed; and dliansmdtingeans 00t SNl NG ddhe
data to be transferred wth the transfer key
genefatrd- hy-sthe- first  generating means and
transmtting the encrypted data to be transferred to
t he rsecendgantcaatdessd Grohi p,wraingh whereids thes second
contactless I1C chip includes second generating neans
andfor performng - 50 authentication with the first
contactless I1C chip by the use of data encrypted with
a Keye cgenke rcatrech doyl econmbichiaigitkeyah i@l liocat ethitzo t he
data areas in which the data to be transferred is
de s tniamagech amud whih thh haw ec #ieb sanel appricat cehsonagithethe
data areas in the first contactless IC chip to
firgeneratecthl¢3anst erh keyvegui bval eptded-vhetone

generated in _
wherein the first and second contactless IC chips each

have data areas of the same applications in memories built
therein,
wherein the first contactless IC chip includes
first generating means for performing
authentication with the second contactless IC chip by the
use of data encrypted with a key generated by combining keys
allocated to the data areas in which data to be transferred
is managed to generate a transfer key used for encrypting
the data to be transferred; and
transmitting means for encrypting the data to be
transferred with the transfer key generated by the first
generating means and transmitting the encrypted data to be
transferred to the second contactless IC chip, and
wherein the second contactless IC chip includes

second generating means for performing




the first contactless IC chip; and acquiring neans for
decrypting the data to be transferred, which is
transferred fromthe first contactless |C chip and
which is encrypted with the transfer key generated by
the first generating neans, with the transfer key
generated by the second generating neans to acquire
the data to be transferred. 2. A contactless IC chip
that is a data source for another contactless IC chip

autkﬁ&p zt?a‘?c‘;n C&I%W”&}‘?@tff’f‘%é’i@oﬁtaé@f‘gﬁé Yei Loy &89 m@tuse

a areas, hav Ing the same app i cati ons as

of &%@?Seﬁgrﬁp@@@DWYtpuélKe&n éﬁ@rgﬁggrb CQ@&@fﬁiﬁﬁské§%

p, in a nenmory built in’t contactless 1C chip,

al1dhe LM aCt ) €582 £ LR Ps CORPLA SERNTE hgeALE &L L BgpaRANS
for perform ng authentication with the other

trakOt AELH esS hEn s P Dydthe: usenffedaha eneeyRbLdivht hons
a key generated by conbining keys allocated to the

as ©d ajaaseasc4s Whi €he dai ast ocbet 4eansé er redch sp managed
to generate a transfer key used for encrypting the
gendlpi@et® beansBdr keansfetvetenantdot thasohttyageneaas in
for encrypting the data to be transferred with the
thet fanst ecokieycgeaes at@dcbypt hendgener ati ng nmeans and
transmtting the encrypted data to be transferred to
t he ot kegudantacteess IfCrchigmry®t ifige tdontdadtd éss HeC
chip according to Claim2, wherein the %enerating
tramebpsred] e¢lhscial {stheangyseensd from the first contactless

IC chip and which is encrypted with the transfer key
generated by the first generating means, with the transfer
key generated by the second generating means to acquire the

data to be transferred.

2. A contactless IC chip that is a data source for
another contactless IC chip capable of communication via a
reader-writer and that has data areas, having the same
applications as data areas in a memory built in the other
contactless IC chip, in a memory built in the contactless IC
chip, the contactless IC chip comprising:

generating means for performing authentication with the
other contactless IC chip by the use of data encrypted with
a key generated by combining keys allocated to the data
areas in which data to be transferred 1s managed to generate

a transfer kev used for encrypting the data to be
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formed in the built-in nmenory as the data areas in
which the data to be transferred i s managed and uses
data encrypted wth a key generated by conbi ni ng keys
all ocated to all the selected systens with keys
all ocated to predeterm ned areas, anong |ower-|ayer
areas in the respective systens, to performthe
aut hentication with the other contactless IC chip. 4.
The contactless I C chip according to Caim2, wherein
t rat DE-PEOGr L} §g nmeans sel ects a predeternm ned system
anong all the systems forned in the built-in nenory,
as: tNesat @ i 6fe Ak W €hed heydhat y tonbegd ransd ess ed
is managed and uses data encrypted with a key
rra9gperatedybyn epabtphngrarkeyyakkbacateddt pyt hre
sel ected predeterm ned systemw th a key allocated to
gend@rRf edgt @eah Bednar eaananbpginbovee- kayeypaceasata thepe
predeterm ned system to perform the authentication
tramstbrthe ovheneconhaet bessab€lehspIC-cb2p.5. An
i nformati on processing nethod for a contactless |IC
chip that is a data source for another contactless IC
chi p capabl e of conmunication via a reader-witer and
that Tes datmareass Havkinge thecesamenappd i Chions as
data areas in a nenory built in the other contactless
| Flehipin i fhe ooyl buineansh shbeebhtatkl |y jtens
~chip, the information processing nmethod conprising
formpd shepBeobuipbribr BPHGr HubRehfPcdff8na®ERA LHe"BERBr the

contactless IC chip.by the use of data encrypted mﬁtg
datg R@yb@eﬁéﬁaﬁéﬁr59d is’managed and uses data encrypte

with a key generated by combining keys allocated to all the
selected systems with keys allocated to predetermined areas,
among lower-layer areas 1n the respective systems, to
perform the authentication with the other contactless IC

chip.

4. The contactless IC chip according to Claim Z,

wherein the generating means selects a predetermined
system, among all the systems formed in the built-in memory,
as the data area in which the data to be transferred is
managed and uses data encrypted with a key generated by
combining a key allocated to the selected predetermined
system with a key allocated to a predetermined area, among
lower—layer areas in the predetermined system, tc perform

the authentication with the other contactless IC chip.
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conmbi ni ng keys allocated to the data areas in which
data to be transferred is managed to generate a
transfer key used for encrypting the data to be
transferred; and encrypting the data to be transferred
with the generated transfer key and transmtting the
encrypted data to be transferred to the other
contactless IC chip. 6. A program causing a computer
to performinformati on processing for a contactl ess
IC chip that is a data source for another contactless
| C chip capable of conmunication via a reader-witer

and that has, data g nggnlg?cy@%rpg e, SRME, ;- applical i Oonss s

as data areas in a In the other

ic 899%39E£€3§s'§ SRR, shfra=MeRpr¥nbehbt EBpthetiess 1c
contactless I1C chip, the program conpri sing:

chi%néaﬁysléoaﬁ fefmper EQr MAgvadt hepthgatiprivethahhetnat
3 other contactless IC chip by the use of data

has€ASEYPhedaw t havankeyhgepenat egpbyceonbhbi g KaYyS areas
allocated to the data areas in which data to be

in hrassbepredils mAnagedothegenenaketlaskranostripkeyn a
used for encrypting the data to be transferred; and
menbAgt puct tohs the eoctyptiagst he datp, t ohbeitfansheiped
with the generated transfer key and transmtting the
proeassypyededabd tompeitiapstieeredebe the ot her
contactless IC chip. 7. A nobile term nal including a
cantatt tressg | O idhdpt L ¢diaton swat latlee solree ¢ortanbihes IC
contactless I1C chip
chip by the use of data encrypted with a key generated by
combining keys allocated to the data areas in which data to
be transferred is managed to generate a transfer key used
for encrypting the data to be transferred; and
encrypting the data to be transferred with the
generated transfer key and transmitting the encrypted data

to be transferred to the other contactless IC chip.

6. A program causing a computer to perform information
processing for a contactless IC chip that is a data source
for another contactless IC chip capable of communication via
a reader-writer and that has data areas, having the same
applications as data areas in a memory built in the other
contactless IC chip, in a memory built in the contactless IC
chip, the program comprising:

instructions for performing authentication with the
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capabl e of communication via a reader-witer and that
has data areas, having the sane applications as data
areas in a nenory built in the other contactless IC
chip, in a nmenory built in the contactless IC chip,
the contactless IC chip conprising: generating nmeans
for perform ng authentication with the other
contactless IC chip by the use of data encrypted with
a key generated by conbining keys allocated to the

othgg gon9f8§§egg p@ans%gagge£8ebs f898&3£5eg 6g@g89$9th

ener a y dsed for encrypt

a kgg 33 grgsedtg ”EEEEFSQBgaQQFErQ %Bhégéﬂgtﬁeéﬁé B9t 4

ng the data to ans erre
arc98nefaLed f,ranster key @99n55@9§@5tﬁbnﬂanaﬁéd thegenerate

encrypted data to be transferred to the ot

a tPQHEP@E' gs§ L&eghipr BncAypsonhacthessalE ehipethat is
a data source for another confactless IC chip capable

rraRkreoppyni gaion via a reader-witer and that has
data areas, having the sane applications as data

ar east i i @i SREOf yr bt d v i tder ot hesta contiaett esss f& red

chip, in a nmenory built in the contactless IC chip,
withheheoptaethess tCzabiprceapraabingragenerathpgtimeans

for perform ng authentication with the other
encegptadt iess € bhi prbystherudetof tat atbacr yphedcnlehs IC

a key generated by conbining keys allocated to the
chigdata areas in which data to be transferred i s nmanaged

and whi ch

7. A mobile terminal including a contactless IC chip
that is a data source for another contactless IC chip
capable of communication via a reader-writer and that has
data areas, having the same applications as data areas in a
memory built in the other contactless IC chip, in a memory
built in the contactless JIC chip, the contactless IC chip
comprising:

generating means for performing authentication with the
other contactless IC c¢hip by the use of data encrypted with
a key generated by combining keys alleccated to the data
areas in which data to be transferred is managed to generate
a transfer key used for encrypting the data to be
transferred; and

transmitting means for encrypting the data to be

transferred with the generated transfer key and transmitting
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have the sane applications as the data areas in the
other <contactless IC chip to generate a transfer key
equivalent to the one that is generated in the other
contactless IC chip and that is used in the
encryption of the data to be transferred; and

acqui ring neans for decrypting the encrypted data to
be transferred, which is transferred fromthe other
contactless 1C chip, with the transfer key generated

the bé/népfpgs(@e&s‘gan%q ﬂ@a&?aﬁgf@?gé’&r@ot}aﬁed@Eﬁe o be

transterred I nformati on processing nethod for a

Conggg{fgg%e§@ &g&§h|p that is a data source for another
contactless IC - chi p capabl e of conmuni cation via

a reader-writer and that has data areas, having the
sane applications as data areas in a nenory built in

the oteroroantactd €S8 |G ohithat M@ a2 Nemos ysbuidd foir

the contactless IC chip, the information processing
anof®t hodocoapristagrthenspepspableperf obfinngication via a

aut hentication with the other contactless IC chip by
readlde-wusetof datlateacryptedanat braakeyhgenegatbd byme

conmbi ni ng keys allocated to the data areas in which
apptatationsbestdansferced is samagedvahdiwhi ch hheecther

sane applications as the data areas in the other
contenthets e¥6 tCipchip worngenerabeidtt tansher ckajactless IC

equi valent to the one that s generated in the other
chiponthet tessa¢Clepdplandhihacoisrigsed:in the

encryption of the data to be transferred; and

dezaiypta ig'd Hes e r Yt de Bae B ey bt thaihst et F el Wklenthe

other contactless IC chip by the use of data encrypted with
a key generated by combining keys allocated to the data
areas in which data to be transferred is managed and which
have the same applications as the data areas in the other
contactless IC chip to generate a transfer key equivalent to
the one that is generated in the other contactless IC chip
and that is used ir the encryption of the data fo be
transferred; and

acquiring means for decrypting the encrypted data to be
transferred, which is transferred from the other contactless
IC chip, with the transfer key generated by the generating

means to acquire the data to be transferred.

9. An information processing method for a contactless

IC chip that is a data source for another contactless IC




is transferred fromthe other contactless IC chip,
wth the generated transfer key to acquire the data
to be transferred. 10. A program causing a conputer to
perform information processing for a contactless IC
chip that is a data source for another contactless IC
chip capable of communication via a reader-witer and
that has data areas, having the sane applications as
data areas in a nenory built in the other contactless

chip %%gﬂrﬁhei@fac&ﬁmyc@@m insthe .contagtless LGy that
chip, the or

program conprising: instructions f

has PELEOr M Hgs aut hentd catd ona b t Bt Necatr POnsOhBeliata areas
contactless 1C chip by the use of data encrypted with

in & K&¥o SENSE 8l edi ByricoONbi Rendckeyscalbosatedokopt hen a
data areas in which data to be transferred i s managed

mem@d Wi Th i havies thensarel appl icathops Bset herdahation
areas in the other contactless IC chip to generate a
proddansi@rmkeyo@qubmat entngotheé hetope that is generated
in the other contactless IC chip and that is used in
t e reomyiptd arutdfertthiecadatan tvol e the andier reshtandless IC
i nstructions for decrypting the encrypted data to be
chiprianstles rede whidht & setcanstedredthranktheconhented by
contactless I1C chip, with the generated transfer key
compbnhegukees thbldatbedt oo beheransferreds 1n. walabbiipea to
termnal including a contactless |C chi that is a
be geras soured i%rm@®®@ﬁ@ra@@nwbéﬁhe§§V¢Cigﬁi9am@apable

of conmuni cation via a reader-witer and that has
applications as the data areas in the other contactless IC

chip to generate a transfer key equivalent to the one that
is generated in the other contactless IC chip and that is
used in the encryption of the data to be transferred; and
decrypting the encrypted data to be transferred, which
is transferred from the other contactless IC chip, with the

generated transfer key to acquire the data to be transferred.

10. A prcgram causing a computer to perform
information processing for a contactless IC chip that is a
data source for another contactless IC chip capable of
communication via a reader-writer and that has data areas,
having the same applications as data areas in a memory built
in the other contactless IC chip, in a memory built in the
contactless IC chip, the program comprising:

instructions for performing authentication with the

- 56 ~




data areas, having the sane applications as data areas
ina nenory built in the other contactless |IC chip,
in anmenory built in the contactless IC chip, the
contactless 1 C chip conprising: generating neans for
perform ng authentication with the other contactless
| C chip by the use of data encrypted with a key
generated by conbi ning keys allocated to the data
areas in which data to be transferred i s managed and

oth@ﬁi89n%§@¥?e5931§agﬁiﬁpﬂbiEﬁéiQQé_§§ hhe.data-apeas iMen
t he ot 7

er - 5 contactléss IC chip to generaté a

a képagéﬁgfakga gsdub¥ah €At nk okt he,0onecthall L& genenatgd
in the other contactless IC chip and that is used in

arehBeigNGryphi @At 8f tbhecdakankecbecdt Fanskekfed; apAdwhich
acqui ring neans for decrypting the encrypted data to

hav@ethér anstespplicwhichsi sst rapsfierpredrbrom hhenhet beher
contactless [1C chip, with the generated transfer key
cont@catguksr eCt beidata gtnebetéransftensédr 12y Agquivalent to
contactless IC chip that is a data source for another
thecontacthesss| Gechrptedpabl ehef ocbemunboatcohewsald chip
reader-witer and that has data areas, having the sane
andapphtcati oasdasndaba aneasgpinoca wénbhy Batbkt tonbehe
other <contactless ICchip, in a nmenory built in the
trageheaceflessnf!C chip, the contactless IC chip

conprising: a generating unit configured to perform
aut’hent i eateon Cof tdeThed biterticontaet Yiesed | €2 thi p° by

the use of data .
transferred, which is transferred from the other contactless

IC chip, with the generated transfer key to acquire the data

o be transferred.

11. A mobile terminal including a contactless IC chip
that is a data source for another contactless IC chip
capable of communication via a reader-writer and that has
data areas, having the same appiications as data areas in a
memory built in the other contactless IC chip, in a memory
built in the contactless IC chip, the contactless IC chip
comprising:

generating means for performing authentication with the
other contactless IC chip by the use of data encrypted with
a key generated by combining keys allocated to the data
areas in which data to be transferred is managed and which

have the same applications as the data areas in the other
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encrypted with a key generated by conbining keys
all ocated to the data areas in which data to be
transferred is nmanaged to generate a transfer key
used for encrypting the data to be transferred; and a
transmtting unit configured to encrypt the data to
be transferred with the transfer key generated by the
generating nmeans and to transmt the encrypted data to
be transferred to the other contactless I1C chip. - 58
con@-§etf&§@ni©céﬂlﬁﬁ§3td> chkpatbal i sadsdataxspuegeit®lient to
anot her contactless I C chip capable of comrunication
the VbBe achfeadergyhetefea@ndnt hat basecdatandseaseshavingnip
t he sane app?ications as data areas in a nenory built
andithiheiothesd tontlaetbessypCichi pf theadaeaoty bailt
in the contactless IC chip, the contactless IC chip
tracofprisd ngand generating unit configured to perform
aut hentication wth the other contactless IC chip by
t hezqusier iofo datans evor ypredyvi g atheyegenartatedidye to be
conbi ning keys allocated to the data areas in which
tragafer redbevt ransier teani SennadgédomandewhiRhr havetgheless
sanme applications as the data areas in the other
IC ¢ohpactle’sthe ghiprabegehtpatécs kpAnEPepcR@yre the data
equi valent to the one that is generated in the other
to kontadtPEIETFE chip and that is used in the encryption
of the data to be transferred; and an acquiring unit
configured to decrypt the encrypted data to be

trans [ [
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another contactless IC chip capable of communication via a
reader-writer and that has data areas, having the same
applications as data areas in a memory built in the other
contactless IC chip, in a memcry built in the contactless IC
chip, the contactless IC chip comprising:

a generating unit configured to perform authentication
with the other contactless IC chip by the use of data
encrypted with a key generated by combining keys allocated
to the data areas in which data to be transferred is managed
to generate a transfer key used for encrypting the data to
be transferred; and

a transmitting unit configured to encrypt the data to
be transferred with the transfer key generated by the
generating means and to transmit the encrypted data to be

transferred to the other contactless IC chip.
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contactless IC chip, with the transfer key generated
by the generating neans to acquire the data to be
transferred.

13. A contactless IC chip that 1s a data source for
another contactless IC chip capable of communication via a
reader-writer and that has data areas, having the same
applications as data areas in a memory built in the other
contactless IC chip, in a memory built in the contactless IC
chip, the contactless IC chip comprising:

a generating unit configured to perform authentication
with the other contactless IC c¢hip by the use of data
encrypted with a key generated by combining keys allocated
to the data areas in which data to be transferred is managed
and which have the same applications as the data areas in
the other contactless IC chip to generate a transfer key
eguivalent to the one that is generated in the other
contactless IC chip and that is used in the encryption of
the data to be transferred; and

an acquiring unit configured to decrypt the encrypted
data to be transferred, which is transferred from the other
contactless IC chip, with the ftransfer key generated by the

generating means to acquire the data to be transferred.




