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1 METHOD OF REGULATING THE NUMBER OF CONCURRENT
PARTICIPANTS IN A VIDEO CONFERENCING SYSTEM 5 TECHNICAL
FIELD [001] This invention relates to video conferencing technology,
including multiple conferencing feeds from diverse network formats and
multimedia data 10 streams including IR, PSTN, ISDN and 3G cellular
networks. It particularly concerns regulating the number of concurrent
participMET BGDeCPHETen i T BESSTHENCANSEFE OYSEDNESRIREEN 10
within predeerRmicee ANPSNN 16 PRIER ABNHeed NEDING ISesptad

Services Digital Network) has been the traditional transport for digital
videoconferencing since it is able to provide dedicated channels from end
to end in bandwidths that can be dynamically allocated in 20 multiples of
64 Kbps, typically in the range of 128 - 784 Kbps. Video conferencing
end-points set up on desktop PCs or dedicated room-based end- point
hardware running on proprietary codec are commonly carried by ISDN.
PECNNRuklicFpiiphed Telephone Network) may also be fed into a video
conference, typically as a voice-only participant. 25 2 [003] With the
improvement and growth in Internet networking and bandwidth, video
conferencing over Internet Protocol (IP) has become a more popular
[oa1gporThige ioveasenf alaess, ttnddedih avsigabiitingndexsnioddgyerincluding

quality of service. Thus, IP-based end-points, which typically employs
wehigaes@fdrencing feeds from diverse network formats and multimedia data
streams including IP, PSTN, ISDN and 3G cellular networks. It particularly

concerns regulating the number of concurrent participants of the conferencing

session to conserve system resources to within predetermined amount.

PRIOR ART

[002] ISDN (Integrated Services Digital Network) has been the traditional
transport for digital videoconferencing since it is able to provide dedicated
channels from end to end in bandwidths that can be dynamically allocated in
multiples of 64 Kbps, typically in the range of 128 — 784 Kbps. Video
conferencing end-points set up on desktop PCs or dedicated room-based end-
point hardware running on proprietary codec are commonly carried by ISDN.
PSTN (Public Switched Telephone Network) may also be fed into a video

conference, typically as a voice-only participant.
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5 microphones on PCs, are emerging as a significant mode of video
conferencing. The evolution of mobile phone cellular services from GSM's
2G and 2.5G (GPRS/EDGE) to 3G (UTMS) and 3.5G (HSDPA) has also
enable video phones to be used and thus opens another category of
video conferencing end points. 10 [004» These 4 main categories of
end-points transport, namely PSTN, ISDN, IP-based and 3G needs to be

[DOgErataakia e nteaIaieshion AiftegrovnfereneiBehSystaWokieN 18 hkelbiwidth,

to use universal hosted hardware platforms using ITU standards-based

virecsivieasitpriconsy. lnteribB28dasdbE (PPased Bocerdecs, Maté0popular

for ISDN codecs and 3G codecs. Using such ITU standards codecs

eaabssdalR indegastonr el s mpibeidentrasabivly asdaiantrol over quality
collaboration, instant messaging (text chat), recording & archiving, etc.

O rdidargernug) bigr-phsedeasnslqriars swaishiagpasiyhandweye ansb@ins and

technologies are involved in achieving a common platform which enables

Miteophodedincopmynigasiorhrimaan deskiap vighifvaniSNde of video
room-based end point, 3G mobile videophone, etc. in a successful video

conferencing. sydiene ol @ivintegradtil @ pt sparnidkscosneatian iothesSM's 2G
hosted platform. However, most conventional video conferencing systems

anel ahECo(BRRGIEDNIBGE)rsh BFpastd/s) entip®ibG, (S HEAY-hasedlsmdnable
IP-based, but not 3G. While it is presently possible to hold video

ciokfergpladngdetoede 3Goddecpitbnthbandgeriss thenetisen laakegbady of video
universal platform to allow 3G video communication be established and

confezetasirig tmel@ostisg PSTN, ISDN and IP-based end points. 5

[004] These 4 main categories of end-points transport, namely PSTN, ISDN,
IP-based and 3G needs to be moderated and integrated in a video conferencing
system which are likely to use universal hosted hardware platforms using 1TU
standards-based codecs for each category. E.g. H.323 for the IP-based
codecs, H.320 for ISDN codecs and 3G codecs. Using such ITU standards
codecs enables data integration apart from other features such as data-

collaboration, instant messaging (text chat), recording & archiving, etc.

[005] A large number of codec standards, applications, hardware and
technologies are involved in achieving a common platform which enables video
and audio communication between desktop webcam, ISDN room-based end
point, 3G mobile videophone, etc. in a successful video conferencing system in
an integrated and seamless connection to the hosted platform. However, most

conventional video conferencing systems are able to integrate the first 2 types
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[006] Another concern of video conferencing systems is to allocate

resources judiciously among the users requesting for conferencing

sessions. The resources may be connection bandwidth, end-points

volume, audio codec and video codec whether they are embedded in

devices or device firmware, and 10 sofggvare including user licenses

allowed and like copyright issues. [007] U.S. Patent No. 7,085,243-B2
dPelvaopoilaradl d-tdomiiseiases aniieo-ayerengifoBthoguniich is presently
multipoint control unit (MCU) is capable of determining if there are
possiglerasavigasdeb abarddig tetnmah BEH)idogrriftethianese’, there is
conference session. There is however no teaching on accommodating 3G
anddrobits inrilierezgasiaatismiess smsie BB cgdvetbo it Alion Batertablished
No. 6,611,503 (Tandberg Telecom AS) discloses a method for

gyt avinadited acatiegeikRBH BTN bESONIidHtamaRgsid/siad paiin and

20 data channels in multimedia conferencing service. While PSTN, ISDN

and IP based channels are described, there is no mentioned of 3G

channel integration. 4 SUMMARY OF DISCLOSURE [009] It is therefore

[iexsiabla o thevids tera ofulidee derferdatsngingssyaiss whalesawliresources
types of end points, including PSTN, ISDN, IP and 3G feeds from a 5 3G

NidriopkBneamandetaecapersasanresiitige tonfepiiereadnd psestsansl  The
integrated into the system as a participant using a universal hosted

atfaroes \idly hielvonegeatanh spevifiitadvadipgiessandl feaduresdioakoaec and
dynamically allocating of resources, including the number of participating

gide paotiz ©fithetivid et eprdescantheysietnimale thessberiniplécacfitanva®, and
[010] As a general embodiment of our invention, a method is disclosed for
software including user licenses allowed and like copyright issues.

[007] U.S. Patent No. 7,085,243-B2 (Polycom lIsrael Ltd.) discloses a video
conferencing method which multipoint control unit (MCU) is capable of
determining if there are enough resources for an end point (“terminal 114")
seeking to join a conference session. There is however no teaching on

accommodating 3G end points in this reservationless conference method.

[008] U.S. Patent No. 6,611,503 (Tandberg Telecom AS) discloses a method
for dynamically allocating transmission bandwidth amongst video, audio and
data channels in multimedia conferencing service. While PSTN, ISDN and IP-

based channels are described, there is no mentioned of 3G channel integration.
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regulating number of concurrent participating end points, including PSTN,
ISDN, IP and 3G-based end points (hereinafter "participants") in a video
conferencing system employing multimedia data streaming codec in ITU
H.323 network 15 protocol standard, said number of concurrent
participants is regulated to within a predetermined maximum number at a
H.323 gatekeeper, said method comprising the steps of: (a)
suthpnAcRY P RS rartcipant attempting to login has pre- registered
with the system with requisite information provided and stored 20 as said
participant's gatekeeper web account, said authenticating includes
verifying one or more of participant's identity (ID), password (PIN) and

[@oYErence tetsisioee gdedieabn deisiovit@ndirenmiaraeaiaressrreffienesystem
code whether said participant has a scheduled conference reservation or

wregelinglag hws soaferpaing, molabihgardsaltickoNt hhseentseeesls from a

reservation, using said participant's login ID and PIN to identify and

peirigide thpHaiticinaytisegateigrper avebnaasothy obeepsasaijeshaisgints and
H.323 client and registering the same with the H.323 gatekeeper's server,
ihegracktttingstid Bgsicipaat ialpthrecipatdagsoanfarantairéd) ihesidd platform.
participant is seeking ad hoc conferencing (hereinafter "ad hoc

pathicint niegaking fepfetcanmuamenaaiicipdshavatablecin #edynamically
H.323 gatekeeper, wherein the free concurrent participant available is a

Aot aiiplahcesolitice Rretdtieinunge maribemohpartieipessgendysobes, of the
10 of other concurrent participants engaged in on-going teleconferencing
sielsatnie tbecelerstefaratgnbayeimplemented.

[010] As a general embodiment of our invention, a method is disclosed for

regulating number of concurrent participating end points, including PSTN, ISDN,

IP and 3G-based end points (hereinafter “participants”) in a video conferencing

system employing multimedia data streaming codec in ITU H.323 network

protocol standard, said number of concurrent participants is regulated to within

a predetermined maximum number at a H.323 gatekeeper, said method

comprising the steps of:

(@) authenticating whether a participant attempting to login has pre-
registered with the system with requisite information provided and stored
as said participant’'s gatekeeper web account, said authenticating
includes verifying one or more of participant’s identity (ID), password
(PIN) and conference reference code;

(b)  determining from the conference reference code whether said participant

has a scheduled conference reservation or is seeking ad hoc conferencing;
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(e) upon availability of free concurrent participant, admitting said ad hoc
participant into the sought teleconference session by identifying and

retrieving said ad hoc participant's gatekeeper web account from said ad

15 hoc participant's login ID and PIN, and presenting said ad hoc

participant's gatekeeper web account ag an H.323 client and registering

the same with the H.323 gatekeeper server; and (f) upon each participant,
whether adifopAatibipdng Resed@mifene iRRViRganialrRIONIRIeaCKE Sgs&idbipant’s
by logging off, deregistering said participant's 20 gatekeeper web account

from thedih32s ariakpepeidastifelaagingtthe aunbpamidpaning gatekeeper web
participants to the pool of available free concurrent participants;

preferaddy ceoee ipréseategrasaited 3bavsticht [Rdd by vieriagpert 8hme with

our method, the predetermined maximum number of concurrent
particinpatHHagPaisgiitskby tbe Hs¥3agatekRe peduva P apfegaiecipiradinto the
on the basis of resource allocation, including at least one of bandwidth
capacitydaaffenfelames devices or device firmware, software or 5 codecs,
including user licenses allowed and like copyright issues. Preferably, the

@redetérig araxiprnm isuseleing ceneidtens perkieipmtt S heipafar thed hoc
number of codec licenses allowed and each license is tracked based on

the nupabecol participhetkandurrérity weyisteredtiwidrtictpbind23vailable in the
gatekeeper. 10 [012] In a second aspect of our method, a participant

havinge@¥Brgatekaeperyajltaranayretletosrenadhe sanferenteavailable is a
session, or extend his participation in the conference session, at the end

of the reseinot déilarcel atflty espridegeas me ddrizodnpaticipariers gsstee number

@ of other concurrent participants engaged in on-going teleconferencing
sessions in the teleconferencing system;

(e) upon availability of free concurrent participant, admitting said ad hoc
participant into the sought teleconference session by identifying and
retrieving said ad hoc participant’s gatekeeper web account from said ad
hoc participant’s login ID and PIN, and presenting said ad hoc
participant’s gatekeeper web account as an H.323 client and registering
the same with the H.323 gatekeeper server; and

) upon each participant, whether ad hoc or having reservation, leaving a
teleconferencing session by logging off, deregistering said participant’s
gatekeeper web account from the H.323 gatekeeper and releasing the
number of leaving participants to the pool of available free concurrent
participants;

preferably executed in the order recited above.
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15 [013] In a third aspect of our method, the participant may pre-registers
his particulars at a webpage which is retrievably stored in the form of a
gatekeeper web account, wherein said account may be provided to be
registered with the H.323 gatekeeper in accordance with the aforesaid
method steps. 20 [014] In a fourth aspegt of our method, at least a
multipoint control unit (hereinafter "MCU") may be employed to integrate

d/pr medgiatadpectmftsnediretia, stheapie dexer minkig enprvtipamsiiber of
various network format, including Internet Protocol (hereinafter "IP"),

Eaidioreenvigesriiciigpnencadvaivemle(herginafter HREIN")géntegiged may be

Services Digital Network (hereinafter 7 "ISDN") and 3G cellular network.

Predetablyiniée MCthis BaMKOYE s IR addosatildrr, Maedag datdeast one of
streams from IP, PSTN, ISDN networks, and a 3G gateway is employed

baidegdeie apHorynageisevdaimel egenicionp B Georlbfirmetrerksoftware or
Preferably still, the MCU is a Polycom MGC-100TM whereas 5 the 3G

cedewayiischuBitithivserDitendes(diMwethauet likey dvpgsigataiszads. thereferably,
Polycom MGC-100TH and Dilithium DTG-2000TM from their respective

thapriedéteansinied nehixinibaseavi@bts eoliiee@ént participants is base on the
www.polycom.com/resource-center 10 and

b diithiLrodetvickasesmiiwledtsiT €200 0ibemsel04 St Ackeefdrsgdd on the
embodiment of our method provides for the data streams from the MCU

ANchBEY ghiRwiyi sdatseanteasbnhthiagyiteerad dvitloderates2J batthddpdt.
includes any one or combination of applications, firmware or hardware

including built-in H.323 gatekeeper, call manager, including video PBX

with call switching, forwarding and transfer; data network management for
@ity ah a second aspect of our method, a participant having conference
reservation may seek to extend the conference session, or extend his
participation in the conference session, at the end of the reserved time slot by

seeking as an ad hoc participant as in step (d).

[013] In a third aspect of our method, the participant may pre-registers his
particulars at a webpage which is retrievably stored in the form of a gatekeeper
web account, wherein said account may be provided to be registered with the

H.323 gatekeeper in accordance with the aforesaid method steps.

[014] In a fourth aspect of our method, at least a multipoint control unit
(hereinafter “MCU”) may be employed to integrate and/or moderate the
multimedia data streams from multiple participants in various network format,
including Internet Protocol (hereinafter “IP”), Public Services Telephone

Network (hereinafter “PSTN”), Integrated Services Digital Network (hereinafter
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service (QoS); bandwidth management; and accounting provided in the
form of components or modules of the videoconferencing system. 20
[016] In a fifth aspect of our video conferencing method, the number of
participants ("participating end points") counted are based on the total or
combined total of each of the following gnd points types - PC-based VolP
applications and accessories; IP end point, including room-based

hamnMgrangd FCCesHAEe s envberdendicRiNIoene hasedisasapl@udiao integrate
phone, including 2G (GSM) and PSTN networks; video phone, including

afdnatweoderild 7hatneshedrnt regnatipy PYITRberSToneiieKs, and a 3G
participants in a video 5 conferencing system according to Claim 1

yareledy the runpheyef gatakesperewah6EomdGerHEMRIARIOYIRRIMS from 3G

reservation status in the pool to be considered for video conferencing

seNvieesnenerdoubief&bynsnd! aiepredetesninedyeaxinmuBOUDher ofhereas
allowed concurrent participants. Preferably, the first available gatekeeper

eb3® eptaivagnistiae Mol iinpicked-zoddrioinphedvide iteaniawneelating to the
session. [018] In a sixth aspect of our invention, the participants'

BalpEerPe MBD- ITBUNienare Dilieivably BEed00Grdatfipase thamagedpective
by the video conferencing system, wherein upon a participant being

actauftesume)sinrclidan thasnteraias sestine eaaid participant's
gatekeeper web account is retrieved and sent to the H.323 gatekeeper to
be registered. [019] In a seventh aspect of our invention, all participants'
(i.e. including both ad hoc and those having reservation) requests are
channelggitpalyddCitentmeslimecuemberein, the MCU entry queue
preferably implements a single dial entry

and

www.dilithiumnetworks.com/products/DTG2000.htm.

[015] A preferred embodiment of our method provides for the data streams
from the MCU and 3G gateway are seamlessly integrated and moderated. The
MCU includes any one or combination of applications, firmware or hardware
including built-in H.323 gatekeeper, call manager, including video PBX with call
switching, forwarding and transfer; data network management for quality of
service (QoS); bandwidth management; and accounting provided in the form of

components or modules of the videoconferencing system.

[016] In a fifth aspect of our video conferencing method, the number of
participants (“participating end points”) counted are based on the total or
combined total of each of the following end points types — PC-based VolP

applications and accessories; IP end point, including room-based hardware,
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sequence so as to process and approve each request in turn according to
the aforesaid steps to keep in count the number of concurrent participants
to within the predetermined maximum number. 9 [020] Our method may
be implemented in part or wholly in any one or more of components of a
video conferencing system including a gatekeeper; an MCU (multipoint
control unit); a gateway including a media gateway controller (MGC); and

adeekinipient 4prrtisdeRNg IMRoreeRiasase & 6aed UGN @HaNg, REINing 2G
5 ISDN, IP and 3G-based end points). LIST OF ACCOMPANYING

RIS\ A S ST 1P AdIV bk straidisg plistes] redidingitbahesdgepkapanying
detailed description that follows, may provide better and further
understanding of our invention as non-limiting and exemplary illustration
of specific aspects or preferred embodiments, in which: 15 [022] FIGURE

b shipwsrarhigihlycsion péiirdadiag ram abisings tbentairereopapocipaiaSfive video

proposed video conferencing system as an overview; [023] FIGURE 2

sbafuseh tilgh g ysiraplifiest satiemad caliEaramvandlisinglieenaysitemof gatekeeper
architecture of our video conference system; 20 [024] FIGURE 3 shows a

gewphalsapteseiitation oprmsitingdie gatesviay insiategratedthe pool to be
configuration with our video conference system; [025] FIGURE 4 shows

tomsiinedefoer opitfigusatitereftheyHsnBidés griekeepiubleuthidaemumber of
conference system; [026] FIGURE 5 shows a logical network diagram of

prdacaongosderane&imum number of allowed concurrent participants.
Preferably, the first available gatekeeper web account from the pool is picked to

join the video conference session.

[018] In a sixth aspect of our invention, the participants’ gatekeeper web
accounts are retrievably stored in a database managed by the video
conferencing system, wherein upon a participant being accepted to join a video
conference session, said participant’s gatekeeper web account is retrieved and

sent to the H.323 gatekeeper to be registered.

[019] In a seventh aspect of our invention, all participants’ (i.e. including both
ad hoc and those having reservation) requests are channeled to an MCU entry
queue wherein, the MCU entry queue preferably implements a single dial entry
sequence so as to process and approve each request in turn according to the
aforesaid steps to keep in count the number of concurrent participants to within

the predetermined maximum number.
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system; 5 [027] FIGURE 6 shows a physical network diagram, in limited
redundancy, of our video conference system; [028] FIGURE 7 shows a
diagram of the end points connection of our video 10 conference system
in relation to a public internet provider; [029] FIGURE 8 shows a physical
network diagram of the security design of our video conference system;
15 [030] FIGURE 9 shows a simplified schematic diagram of the access

[ogd)odeil eHetHEa AN efptesiisiaa [AFHrEEs WREINOsBaws e or more of

simplified schematic diagram of our video conference's links with public

onsporiinis28[@3eIdels titFetdndigiraiesen axdntiry ol yal&kNper; an MCU
(H.320) Room Based Videoconferencing Call Flow according to our

(mvenpomit[63airbl GiBEalgailstiniesianingampleom gateialAvtieaiely(MGC);
Call Flow 11 according to our invention; [034] FIGURE 13 illustrates an

axanap|saed @p3atNodittipad pinged axidteeagFow awardinglteivpig PSTN,
invention; 5 [035] FIGURE 14 illustrates an example of an IP (H.323)

R trased SEamdeandacepeingsy-all Flow according to our invention;
[036] FIGURE 15 illustrates an example of an IP (H.323) Integrated
Desktop 10 Conferencing (Video and audio) Call Flow according to our
invention;

LIST OF ACCOMPANYING DRAWINGS
[021] The drawings listed below, with the accompanying detailed description
that follows, may provide better and further understanding of our invention as

non-limiting and exemplary illustration of specific aspects or preferred

embodiments, in which:

[022] FIGURE 1 shows a highly simplified diagram outlining the main

components of our proposed video conferencing system as an overview;

[023] FIGURE 2 shows a highly simplified schematic diagram outlining the

system architecture of our video conference system;

[024] FIGURE 3 shows a graphical representation of a multimedia gateway in

integrated configuration with our video conference system;

[025] FIGURE 4 shows the client-server configuration of the H.323
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[037] FIGURE 16 illustrates an example of an IP (H.323) Integrated
Desktop Conferencing (Video, audio and data) Call Flow according to our
invention; 15 [038] FIGURES 17 - 20 illustrate in simplified graphic
diagrams, the manner in which various end points, including 3G Mobile
end points, desktop clients, audio device (PSTN line phone), and
Room-based system may respectively join our video conferencing

gHEsREL P4l (A3 MQbREvAletbreatssitowchart generally showing the
various end points i.e. 2G/ PSTN phone, ISDN Room, IP Room, 3G

Video Phone and the Web based Embedded Client dialling into the
system via the MCU (1) to initiate and join a conference session; 12

[046] FIGIKRIRE2 dll¢pidaie saalbgivahaitteakadiadetaning @uthgduocessference

of managing and allocating available conference resources for various
syst@raint types; 5 [041] FIGURE 23 illustrates a flowchart diagram on a
PC-based end point's logic flow in dialing in to join a conference session
based on our invention; [042] FIGURE 24 illustrates a Web-based
Embedded Client dialing into our proposed video conferencing system to

ERtaplisiFicemmie 28hews ssiohy iod0daivid kliig 2int epititaiielowdbatdancy, of
diagram for the logic flow of the MCU dialing out to defined participating

enc\posydartkRte diten®; depicts a flowchart diagram for the logic flow

of the MCU 15 dialing out to undefined participating end points; [045]

FIGURE 27 depicts a simplified block diagram of the various

combinations of scheduled and unscheduled conferences with dial-in and

[®2B] FIGURE 7 shows a diagram of the end points connection of our video

conference system in relation to a public internet provider;

[029] FIGURE 8 shows a physical network diagram of the security design of

our video conference system;

[030] FIGURE 9 shows a simplified schematic diagram of the access

methods of our video conference system;

[031] FIGURE 10 shows a simplified schematic diagram of our video

conference’s links with public IM servers;

[032] FIGURE 11 illustrates an example of an ISDN (H.320) Room Based

Videoconferencing Call Flow according to our invention;

[033] FIGURE 12 illustrates an example of a PSTN Audio-only Call Flow
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out options for different end points; 20 [046] FIGURE 28 depicts a block
diagram of the end point dial in conference flow according to our
invention; [047] FIGURE 29 depicts a flowchart diagram of the
Gatekeeper Web 13 account dynamic resource allocation algorithm; [048]
FIGURE 30 depicts a timeline diagram showing overlapping conference
sessions; 5 [049] FIGURE 31 depicts a table and axial lines to illustrate

accobgingftdaticipastsion a given time line; and [050] FIGURE 32 depicts
a Venn diagram on the gatekeeper web accounts. 10 DETAILED
DESCRIPTION OF SPECIFIC EMBODIMENTS [051] An overview of our
video conferencing system employing a method of 15 our invention

fssgribed GeIRM 1RMbsewingd exEHpRE! b \SEIaolkAd R pslitty/$H.324M)

highly simplified schematic diagram of the overall system architecture of

cuall BisieracErarigiy, auripveprised system may comprise of the
following listed key system components, each of which we shall describe.

() Video/Audio Conferencing bridge in the form of an MCU; 20 (ii) 3G
Conferencing Gateway; (iii) H.323 Gatekeeper; (iv) Data Collaboration
Besier; MEoREN Missagites (3M)eSanmpre of an IP (H.323) Room-based Video

Conferencing Call Flow according to our invention;

[036] FIGURE 15 illustrates an example of an IP (H.323) Integrated Desktop

Conferencing (Video and audio) Call Flow according to our invention;

[037] FIGURE 16 illustrates an example of an IP (H.323) Integrated Desktop

Conferencing (Video, audio and data) Call Flow according to our invention;

[038] FIGURES 17 — 20 illustrate in simplified graphic diagrams, the manner
in which various end points, including 3G Mobile end points, desktop clients,
audio device (PSTN line phone), and Room-based system may respectively join

our video conferencing system;

[039] FIGURE 21 illustrates a flowchart generally showing the various end
points i.e. 2G/ PSTN phone, ISDN Room, IP Room, 3G Video Phone and the
Web based Embedded Client dialling into the system via the MCU (1) to initiate

and join a conference session;
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(vi) Recording/Archiving Server; 14 (vii) Streaming Server; and (viii)

Application Servers for Web, Database, Billing, etc. [052] Video/Audio
Conferencing Bridge. We propose to use an industry- 5 leading

Video/Audio Conferencing MCU in the system to provide a high

performance and reliable platform for ajgonverged video, voice

conferencing over multiple networks - IP, ISDN, PSTN, etc. [053] 3G
[CaoiereprBgrEateavalsiraie is ddduihiae dimraievataiig I6hpeyigescess of
transcoding and proxy functions for call signalling, command and control,
AohNGIAG AW \adleedtingsaotinRtb ke bueesy dhdd Meshasiems\RIBtRRONd point
including 3G-324M/H.324M, ITU-T H.323 and the IETF SIP. The 3G
fypaterencing Gateway provides transcoding tailored to end-terminals

such as 3G-enabled mobile phones or video phones, and IP terminals.

Our choice of 15 3G Conferencing Gateway should also support a variety

of voice and video coding standards and connects end-terminals on

oLt switthaE kil sawitahedfatelonks denglavitetesa medasiiked[@pé point's
H.323 Gatekeeper. This device centralizes the management of Video 20

e fRowamaiamepirotoysihia tentsrenpessevditm netvatlortquoindeation;
centralized videoconferencing management services and transfers many
administration and configuration tasks from the individual end points, to

the network, where they belong. The videoconferencing endpoints,

fe42]dingISRYRE @ iMStratesds WeakdiaksrdvEmthedds3P & iste késipry into our
order to participate in 15 the multipoint calls through the MCU.

proposed video conferencing system to establish a conference session;

[043] FIGURE 25 depicts a flowchart diagram for the logic flow of the MCU

dialing out to defined participating end points;

[044] FIGURE 26 depicts a flowchart diagram for the logic flow of the MCU

dialing out to undefined participating end points;

[045] FIGURE 27 depicts a simplified block diagram of the various
combinations of scheduled and unscheduled conferences with dial-in and dial

out options for different end points;

[046] FIGURE 28 depicts a block diagram of the end point dial in conference

flow according to our invention;

[047] FIGURE 29 depicts a flowchart diagram of the Gatekeeper Web
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[055] Data Collaboration Server. We propose to deploy a carrier-grade

and highly functional web conference server that allows Service Providers

to deploy 5 a robust, scalable, manageable web conferencing service to
consumers, enterprises and Internet Service Providers (ISP). It provides

the data collaboration service which sygports all the necessary data
conference features such as whiteboard, sharing application, slide show,
dothtaydnseasiogrcéhgl destaoalgoiiean be recorded as a windows
media format into, for 10 example, a Data Connect Live recording server.
[056] Instant Messaging Server. We may use, for example, the

Microsoft(r) Office Live Communications Server 2005 (Live

RasiMmupicUaTs SE i 2L0Rimblicle piaydes sHawetfdvegamiliey conference
instant messaging (IM) and integrated 15 presence awareness solution.
Ydsisienieature enabling the transfer text messages in real time over an
Internet Protocol (IP) network such as the Internet or a corporate network.
Presence awareness is the feature enabling the detection of another

user's availability or status on one or more devices. 20 [057] Video/Audio
RacordirgGIRArchiviepesver. thbke Recgrdingl Jewertendhiesate number of
recording of both the video and audio streams from the

piteopzniey émeingveessimadifld; 3gRistreams) as well as the data

conferencing sessions. The conference may be recorded in the Windows
Media format and can be played back via Windows Media Player. The
complete conference 16 recording functionality may include recordings

j0BDP sef@aRB\Sadpichdedefiledjayrans oretfedneadper web accounts.
Collaboration Server, and the other one created by the H.323 Recording
Server. In order to play back the recorded conference, the proposed

system will create a publish point at the Windows Media Server to

DETAILED DESCRIPTION OF SPECIFIC EMBODIMENTS

[051] An overview of our video conferencing system employing a method of
our invention described herein may be outlined in FIGURE 1 while FIGURE 2
shows a highly simplified schematic diagram of the overall system architecture
of our system. Generally, our proposed system may comprise of the following
listed key system components, each of which we shall describe.

® Video/Audio Conferencing bridge in the form of an MCU,;

(i) 3G Conferencing Gateway;

(i)  H.323 Gatekeeper;

(iv)  Data Collaboration Server;

(V) Instant Messaging (IM) Server;

(vi)  Recording/Archiving Server;
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5 stream out the two Windows Media files simultaneously. [058] Third
party equipment or devices proposed for some of the key components of
our video conferencing system are tabulated in Table 1 below: 10 Table 1
S/N Equipment Brand & Model 1 Multi point Control Unit (MCU) Pol com
MGC 100 2 3G Video Gateway Dilithiulg DTG2000 3 H.323 Gatekeeper
VCON MXM 4 Desktop Videoconferencing VCONvPoint HDDK

Embeqdgd ClmpsanipadpSepllepaiation Server Dataconnection Meeting
Server Microsoft Live 6 IM Server Communications Server LCS 2005 7

H.323 Ragordippifeeiven Senkak\eiGAe0, &abaseNBilnpesteA 4000
[059] SUPPORTED END POINTS. The following end points are

anticipated 15 to be supported by our proposed video conferencing

system. [060] ISDN Room-based systems (ISDN Room). These are the

ISEH)- spegdisicapplinmenesstcyiie ®attpsenving sispests thaissippoldustry-
the ITU-T H.320 protocol. The system normally come with specific

kRO, Vidsophadies Cordeddedigarad bign petitorsyaieam caslegrisvitiee a high
ISDN videoconferencing signals broadcast from and received at an ISDN
perfiaraapesoand Setlisble platform for a converged video, voice conferencing

over multiple networks — IP, ISDN, PSTN, etc.

[053] 3G Conferencing Gateway, which is a Multimedia Gateway that
provides transcoding and proxy functions for call signalling, command and
control, and voice and video transcoding between multimedia systems protocols
including 3G-324M/H.324M, ITU-T H.323 and the IETF SIP. The 3G
Conferencing Gateway provides transcoding tailored to end-terminals such as
3G-enabled mobile phones or video phones, and IP terminals. Our choice of
3G Conferencing Gateway should also support a variety of voice and video
coding standards and connects end-terminals on circuit switched, packet

switched networks, and wireless networks.

[054] H.323 Gatekeeper. This device centralizes the management of Video
over IP communication within the enterprise-wide network. It provides
centralized videoconferencing management services and transfers many
administration and configuration tasks from the individual end points, to the
network, where they belong. The videoconferencing endpoints, recording sever

and MCU needs to register with the H.323 Gatekeeper in order to participate in
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[061] Internet Protocol or IP Room Based Systems (IP Room). These are
5 appliance-based videoconferencing systems that support ITU-T H.323
protocol. The system normally come with specially designed camera,
microphones and dedicated high performance codec for the coding and
decoding of the videoconferencing signgls. These are normally used in a
conference room setup. 10 [062] Personal Computer-based (PC-based).

thees kiR E dalesepueh faseank) running the custom web based

embedded H.323 software client. The client works in conjunction with the
PC based accessories such as USB or Bluetooth web camera and
microphone to provide the highest quality video 15 conferencing and data

[Ostinbondinn EsHabenat & riedio\RBgiepbbese auprymaldeliepkpage and
handsets connected to the fixed line or terrestrial telephone network

RENNfonRidplis fetyicendeiapbaeydleivark)idha Bevide orovithes to deploy

signal transmission only, as well as 2G mobile 20 or cellular phone that

arqwdesaudiossigie) amdtinytethiataveerviagelend] 3> Sbeded honeonsumers,
These are 3G handsets which support ITU-T H.324M protocol for

¥ittenoosdereasinglouandt Beiwiok. PBolifdisA baef)compapsovidéshehe data
audio-video and data features of these various end points is provided in

totldobostiog Sehlze wikibleslgpbitsl &bihtAledios¥igalkid boGfargnderfeatures
IP Room Type Phone Phone Room

such as whiteboard, sharing application, slide show, text chat and recording.
The data contents can be recorded as a windows media format into, for

example, a Data Connect Live recording server.

[056] Instant Messaging Server. We may use, for example, the Microsoft®
Office Live Communications Server 2005 (Live Communications Server 2005)
which provides a powerful, scalable, instant messaging (IM) and integrated
presence awareness solution. IM is a feature enabling the transfer text
messages in real time over an Internet Protocol (IP) network such as the
Internet or a corporate network. Presence awareness is the feature enabling

the detection of another user’s availability or status on one or more devices.

[057] Video/Audio Recording and Archiving Server. The Recording
Server enables the recording of both the video and audio streams from the
videoconferencing sessions (H.323 streams) as well as the data conferencing
sessions. The conference may be recorded in the Windows Media format and

can be played back via Windows Media Player. The complete conference
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(2G/PSTN) (3G) AV conference Feature Connection ISDN IP ISDN IP IP
Type Max 64K 128K 128K 128K 128K Bandwidth 256K 256K 384K 384K
Audio Yes Yes Yes Yes Yes Video No Yes Yes Yes Yes Dial-in Yes Yes
Yes Yes Yes Dial-out Yes Yes Yes No Yes Data Conference Feature
Data No No No Yes No Collaboration f6] Our proposed video
conferencing system is able to support the typical 2 types of scheduling,

ratoRbhgifecoeshese andyihenderreésst@ngd me 1@ eparfatenain@iovs Media

schedule conference is reserved prior the actual conference session. The

fikspuspesi o tleatsarioy Handicunbbmaticarbesian Atgens, cteaiergdegeated by
start date and time, conference duration are defined by the conference

DN EES. Besewipr tBepeeinprt.dhdeigiiayvilbler tierasttrded systérence, the
An ad hoc conference does not require any reservation. A 15

BROIBERIICIDgSEAINAHNCRS AN GE KRBl s et PaY ik aNia doays atteaiat Berver to
access the system to start an On-Demand or ad hoc conference. As there
srearprsut teeewvalvmdbe ONteltin filkg canigtanesigsiyailability is subject

to the availability of the resources of the system. Some of the key
features supported in respect
[058] Third party equipment or devices proposed for some of the key

components of our video conferencing system are tabulated in Table 1 below:

Table 1

S/N | Equipment Brand & Model

1 Multipoint Control Unit (MCU) Polycom MGC 100

2 3G Video Gateway Dilithium DTG2000

3 H.323 Gatekeeper VCON MXM

Desktop Videoconferencing :

4 Embedded Client VCON vPoint HDDK

5 Data Collaboration Server Dataconnection Meeting
Server
Microsoft Live

6 IM Server Communications Server
LCS 2005

7 H.323 Recording Server Starbak VCG400

8 SSL VPN Juniper SA 4000

[059] SUPPORTED END POINTS. The following end points are anticipated

to be supported by our proposed video conferencing system.

[060] ISDN Room-based systems (ISDN Room). These are the ISDN-
specific, appliance-based videoconferencing systems that support the ITU-T

H.320 protocol. The system normally come with specific camera, microphones
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19 of either types of scheduling are indicated in the following Table 3.
Table 3 End Point Defined Dial- Defined Dial- Undefined Undefined
Access Mode in Participant out Dial-in Dial-out Participant Participant
Participant Scheduled Supported Supported Conference Supported
(except Supported (except Computer) fFomputer) On-demand Supported
conference NA NA Supported (except Computer) 5 [067] Referring back

tnhd i daabg g RqseefSitie €8 WomeN P rtHeISEN NigRosedErdtiting signals
video conferencing system are described in some detail below. Dilithium

bletduks: 6200 Meslia dranasadiDyl GaifuranctO drdseng of the key
capability of the MMC system is the ability of allowing 3G users (with 3G

handsets or adaptor cards) to join in the multipoint conference. This is
achieved through the integration with the Dilithium DTG2000 Media

[O@13codingGatemayotbe &I TIE RYNM M isadvsitsnesia (RIRY8NaThese are
provides transcoding and proxy functions for call signaling, command and

applimhcanoageide /rRirbrisigertaosepgirgdreinthan supponedia sy $1es23 protocol.
protocols including 3G-324M/H.324M and ITU-T H.323. A graphical

Thefigysasipnoraly tdagraiinn ispgiusily indsighddEcamera, microphones and
dedicated high performance codec for the coding and decoding of the

videoconferencing signals. These are normally used in a conference room

setup.

[062] Personal Computer-based (PC-based). These are PC (desktop or
notebook) running the custom web based embedded H.323 software client.
The client works in conjunction with the PC based accessories such as USB or
Bluetooth web camera and microphone to provide the highest quality video

conferencing and data Collaboration experience.

[063] Audio Phone. These are normal telephone handsets connected to the
fixed line or terrestrial telephone network (PSTN or Public Services Telephone
Network) that provide for audio signal transmission only, as well as 2G mobile

or cellular phone that provide audio signal and limited data services.

[064] 3G Video Phone — These are 3G handsets which support ITU-T

H.324M protocol for videoconferencing over 3G network.
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20 [069] The DTG performs all necessary negotiation and mediation
between network entities and client devices to allow effortless
communications across 20 network boundaries including Circuit Switch to
Packet Switch Mapping, Capability Negotiation, Command Mediation and
Media Transcoding. The crucial steps ir8configuring the DTG for the
purpose of our invention are described in the following. 5 [070] The basic
|FeaydressismsTigeiapionsdineDHe2a00its-riedoraad ik teattess of these
components being configured. An example of the network IP addresses
VSR6LI 81 Ui FaPOViEl SO thi TERbIAgbRIGNe 20 Table 4
Parameter Setting Description Internal IP 192 Host Controller Card
Ethernet Interface O address .1 68.x.x for telnet purpose Internal IP
X.X.X.X Transcoder Engine Module (TEM 3) (for address DMZ Zone)
network traffic gatekeeper x.x.x.x VCQNIMXM IP address DMZ Zone)
hostname DTG2000 For DNS registration IP subnet 255.255.x.x Subnet
mask IP Gateway 192.168.x.x Default Gateway P address of Primary and
secomary ramesaivdb X.X.X. Xtx/etwork Depmin Naj@ &emer Nt Room

X.X.X.JV® address &hthee Simple Metvgork Tikeem
(2G/PSTN) ' | (3G)

AV conference Feature

Connection ISDN IP ISDN IP IP
Type
Max 64K 128K 128K 128K 128K
Bandwidth 256K 256K
384K 384K
Audio Yes Yes Yes Yes Yes
Video No Yes Yes Yes Yes
Dial-in Yes Yes Yes Yes Yes
Dial-out Yes Yes Yes No Yes

Data Conference Feature
Data No No No Yes No
Collaboration

[066] Our proposed video conferencing system is able to support the typical 2
types of scheduling, namely, (i) scheduled and (ii) on demand or ad hoc
conferencing. A schedule conference is reserved prior the actual conference
session. The resources of the various endpoint type, connection access,
conference start date and time, conference duration are defined by the
conference organiser. Based on these input, the details will be stored in the
system. An ad hoc conference does not require any reservation. A
conferencing chairman or moderator and the participants may attempt to access
the system to start an On-Demand or ad hoc conference. As there is no prior
reservation, the On-demand conference’s availability is subject to the availability

of the resources of the system. Some of the key features supported in respect
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Protocol. Syslog x.x.x.x IP address of server to store system log output.
[071] Session Mediation Module (SMM) must also be configured for all
components in order that the DTG2000 may operate correctly. The 15
configuration of all components must be consistent, both internally
between components, and externally wigh network elements in order for
the DTG2000 to operate correctly. For example, the appropriate types of
grewserds/pBySr Bendalinad, aesismedtisiarsersiendvastiatiapi¢tedule
(SMM), and correspond to the 21 type of traffic carried on connected
circuits. The configuration information may be stored on a flash memory
disk and read upon system startup to configure the system. The following
Table & below shows the SMM configuration. 5 Table 5 Command Setting
Description H223 adaptation-layer A12 H323 video Ivfu Enable Fast
update Specify maximum supported video H323 video max-bit rate 112

bitra 8apal]y it to réarBotF HhaRR:derminal. Ud2Bnedleo qadeetitzak
H32 hﬁ&’éie eg tEU\tideo preferr@Rpacket- Set Birt-out
ti t
preferred payload /
Supported Supported
the IgCheﬂWMK Supported (except Supported (except
onference
Computer) Computer)
Supported
On-demand NA NA Supported (except
conference
Computer)

[067] Referring back to Table 1 above, some of the equipment or devices

proposed in our video conferencing system are described in some detail below.

Dilithium Networks DTG2000 Media Transcoding Gateway.

[068] One of the key capability of the MMC system is the ability of allowing
3G users (with 3G handsets or adaptor cards) to join in the multipoint
conference. This is achieved through the integration with the Dilithium DTG2000
Media Tanscoding Gateway. The DTG 2000™ is a Multimedia Gateway that
provides transcoding and proxy functions for call signaling, command and
control, and voice and video transcoding between multimedia systems protocols
including 3G-324M/H.324M and ITU-T H.323. A graphical configuration of such

integration is shown in FIGURE 3.

[069] The DTG performs all necessary negotiation and mediation between

network entities and client devices to allow effortless communications across
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Rtp audio gsmamr Octet- payload-format rfc3267 aligned ISDN Call
Signaling and H.323 Gatekeeper 10 [072] With reference to FIGURE 4,
while our video conferencing system is configured to accept and integrate
signals from disparate multiple terminals to which calls can be routed via
address ranges, the H.323 GatekeeperR@ nevertheless configured as a
separate entity under the Call Agent. The 15 Gatekeeper provides

eEtRBA cedurdtneseivitesingll ididadclisnitdh addresgeem&iiéh Mapping,
configured in the client to match the rest of the network. [073] Client

CapdsiifangegdanaNdie aseianeshas Nesehbelovard SxedraTrhagddliing. The
client number 22  9xxxxxxxx H.324M client number x.x.x.x H.323 client
druedressps Imthisrsigunay the H)323 Maeligné npurpesea@edsr invention are
BXXXXXXX, IXXXXXXX SO that 5 the wildcard pattern is [8-9][0-9]<7>. The
tRisninedTinhleeGdanewipg.used to configure system-wide ISDN signaling
parameters: Table 6 Config mode Command Setting Description ISDN
Signaling Sapi 0 Configure values of Service Access Point Identifier

(SAPI). ISDN Signaling Tel 0 Configure values of Terminal Endpoint
[ozoifieThé IbasitenfaceiBigns|itenisgiv Srirthst interoTe sa@lingerfaened prior

to other components being configured. An example of the network IP

addresses used in the configuration is shown in Table 4 below.

Table 4
Parameter Setting Description
Internal IP Host Controller Card Ethernet Interface O
192.168.x.x
address (for telnet purpose)
Internal IP | X.X.X.X Transcoder Engine Module (TEM 3) (for
address (DMZ Zone) network traffic)
X.X.X.X
gatekeeper (DMZ Zone) VCON MXM IP address
hostname DTG2000 For DNS registration
IP subnet 255.255.x.x Subnet mask
IP Gateway 192.168.x.x Default Gateway
nameserver XXX IP address of Primary and secondary
o network Domain Name Server
IP address of the Simple Network Time
Ntp X XXX
Protocol.
IP address of server to store system log
Syslog X XXX
output.
[071] Session Mediation Module (SMM) must also be configured for all

components in order that the DTG2000 may operate correctly. The
configuration of all components must be consistent, both internally between
components, and externally with network elements in order for the DTG2000 to
operate correctly. For example, the appropriate types of transcoder must be

defined, assigned to a Session Mediation Module (SMM), and correspond to the
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to ISDN. Interface Line-code Hdb3 Set line code of current interface,
Layer 1 (physical) characteristics of Interface line-mode 120 balanced the
interface to match the connected Equipment. interface Polarity user Set
protocol polarity for current interface interface Crc On Enable CRC-4 for
current interface TEM Interface el 20 Agsign the TEM to the El interface.
TEM Smm 1 Assign the TEM to the SMM. Call-Agent coding- ISDN

fyparer GFafrbdiyreeltiivsdaniscirden@itstantarddhtiydratidichife=iBdh may
network provider's capability Settings. Call-Agent Data- ISDN Bearer

bapadity setinasiamisthioiedisk afneionipahyseranadaupasikdhegure the
ISDN network provider's capability settings Call-Agent User- ISDN

Spacen Canatiliniatimasle sisdobesrivfeensiion chididpandbiz45

match the ISDN network provider's capability layerl -protocol settings
Call-Agent Set Layer 3 polarity (interface isdn-bearer- L3-polarity user
direction) for ISDN stack capability Resource Define all channels of the

circuit on management isdn interfacs?-ig 0 gort 0 of the interface as ISDN
bearers. able

Command Setting Description

H223 adaptation-layer Al2

H323 video Ivfu Enable Fast update
Specify maximum supported video

H323 video max-bit rate 112 bitrate capability sent to remote
H.323 terminal.

H323 video codec H263

H323 audio codec G71lalaw

Set the preferred payload size of

Rip video preferred-packet- | , video RTP packets transmitted

siz€ over the IP network,
Rtp audio gsmamr Octet-
payload-format rfc3267 aligned

ISDN Call Signaling and H.323 Gatekeeper

[072] With reference to FIGURE 4, while our video conferencing system is
configured to accept and integrate signals from disparate multiple terminals to
which calls can be routed via address ranges, the H.323 Gatekeeper is
nevertheless configured as a separate entity under the Call Agent. The
Gatekeeper provides external call routing services. All H.323 client IP

addresses must be configured in the client to match the rest of the network.

[073] Client number ranges may be assigned as listed below.

° 8xxxxxxx H.324M client number



Resource isdn 0 hannel_start_id first channel in range management
Resource isdn 31 Channel_end_id mana ement last channel in range
Resource isdn Channel set according to connected 23 Config mode
Command Setting Description management selection order equipment
increase Map the numbers of the H.322M clients (8XXXXXXX, 9XXXXXXX) t0
the Number number-id [8- defined ISDN interface on port 0. All Analysis

isdn 9][Q 9]<7gyineaminoHpackeisyidshadepls from the H.323 client to
these called party numbers are directed to this interface. Number

NumberyH323, 24891103 Analesis P afjgrdaties 9]<7> strip 2 gatekeeper
Ip-address x.x.x.x Define the Gatekeeper IP address. Set up an alias by

which other gatekeeper terminal-alias H323id DTG terminals can identify
the specified terminal Set up an alias by which other gatekeeper

IgrtRisalcdingiblthéd 24 3euninalemenurtilydhgsreakiRdolmiiakxxxx so that
the wildcard pattern is [8-9][0-9]<7>. The following Table 6 may be used to

configure system-wide ISDN signaling parameters:

Table 6
Config mode Command Setting Description
. . . Configure values of Service Access
ISDN Signaling | Sapi 0 Point Identifier (SAPI).
. . : Configure values of Terminal
ISDN Signaling | Tei 0 Endpoint Identifier (TEI).
. . Set the interface signaling protocol
Interface Signaling Isdn {0 ISDN.
Interface Line-code Hdb3 Set line code of current interface,
Layer 1 (physical) characteristics of
Interface line-mode 120 balanced the interface to match the connected
Equipment.
. . Set protocol polarity for current
interface Polarity user nterface
interface Crc On Enable CRC-4 for current interface
TEM Interface el20 Assign the TEM to the E1 interface.
TEM Smm 1 Assign the TEM to the SMM.
Call-Agent codina- ISDN Bearer Capability settings to
isdn-bearer- 9 ITU-T match the ISDN network provider's
o standard ;
capability Settings.
Call-Agent Data- ISDN Bearer Capability settings to
isdn-bearer- . synchronous match the ISDN network provider's
- synchronism )
capability settings
Call-Agent User- ISDN Bearer Capability settings to
isdn-bearer- information- H223 and_H245 | match the ISDN network provider's
capability layerl-protocol settings
Call-Agent . .
i 5 i . Set Layer 3 polarity (interface
isdn b_e_arer L 3-polarity user direction) for ISDN stack
capability
Resource Define all channels of the circuit on
isdn interface-id O port O of the interface as ISDN
management b
earers.
Resource . Channel_start_id | .. .
isdn — — | first channel in range
management 0
Resource . Channel_end_id :
isdn - = last channel in range
management 31
Resource isdn Channel set according to connected




Gateway- gatekeeper service-prefix 24 gatekeeper Listen-port 1721
Number of UDP port. gatekeeper Write-port 1721 Number of UDP port.
gatekeeper Bandwidth 256 Maximum allowed bandwidth for a call in kb s,
gatekeeper Lightweight- yes re-registering with the gatekeeper re on
NETWORK & SECURITY DESIGN 5 [@&4] With reference to FIGURE 5,
the design for Local Area Network (LAN), Wide Area Network & Network

SeoufityrResion

wdhimeamde de

sséthag for our

brepesgtoddeo

coniedgaasy Sy
arious servers

stem. Our LAN
and devices i

gefeasbru ctonde:s
fertlenetwork

cpgaptieconnect the
S0 as to enable all the

talk to each oth

er. Two units of

components to

e iyt B
R e

proposed to be iconfigured to grovide high spee on port 0. Al

SR nodes| 24y [075] In ordéimeesiturdritigab syaiemee QSR calls from
¥&fcing LAN is proposed %8 ¥8gregate dhinto3bsetemainhestwallés party

[he public zone is connected
SR b

C+as-wellas PublicInternet.
e dRLEe USeLs, {riaddition

1 O = 7

p@\lﬂgﬁgr@r\_/ers. TH%@@% A’Hi" S

rYAERETEINY SETHCRARITE | AUOTIOTT O IR AWK SUYEkSEper P .
alancer may also be installed to provide load|angng.-Mae8amSMhnich other
betwien two units of w .serve|[|' G[076] Asmiaditaeidworiy the specified
[ gate eeger ermlnaI— :ﬁs . fa’r}l ] inal
infrastructure, g firewall will' be|in place to segretgitena
Set up an alias by which other
gatekeeper terminal-alias E164 24 :Z:m:gg:s can identify the specified
gatekeeper Gateway- 24
service-prefix
gatekeeper Listen-port 1721 Number of UDP port.
gatekeeper Write-port 1721 Number of UDP port.
gatekeeper Bandwidth 256 Max.|mum allowed bandwidth for a
call in kbps,
gatekeeper Ir_elgé]htwaght- yes (r)en-reglstermg with the gatekeeper

NETWORK & SECURITY DESIGN
[074] With reference to FIGURE 5, the design for Local Area Network (LAN),
Wide Area Network & Network Security Design will now be described for our
proposed video conferencing system. Our LAN infrastructure serves to connect
the various servers and devices in a local network so as to enable all the
components to talk to each other. Two units of Cisco Catalyst 2970 are
proposed to be configured to provide high speed switching between network

nodes.
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10 the sub-networks within the LAN, which will be the first line of defense

to monitor the traffic flow into and out of our video conferencing systems.

SSL- VPN may provide secure access method between users and our

video conferencing systems. Besides security features, SSL-VPN also
facilitates connectivity mechanism bet@gen our system and users through

the firewall. By 15 tunneling the multimedia (H.323) traffic into SSL

EEESion| @ evgkrmer wtnm Bavedo syeeewit) i firRiwall cepPaffidiaion.AN is
[077] In respect of the Wide Area Network, our video conferencing system
prapheaornasieddgrbgatest aithetwedddrinrrawoeria: IMeenglublic zone is
Meg@POP 20 and C+. [078] Redundant switches may support the LAN
byrprevidingdigtespeathguritehingdigivRen NRIYWEROBYIES cannasiiedsoPublic
the same VLAN. In this design, LAN switches are not configured with
layehat(rauin@neBniigutationarfe ingitad, abseiworkidesegsris theis zone will
VLAN must point to firewall IP address as their default gateway so that
senitiTande ejorsidtbecausevadidmdiosieroatiog sepues toethieewstrs. In
before it can reach other network devices in other VLAN. Ethernet
fntdrfieceoneinoaviohitoinesate RiatObaRMhoer ¥HaY MbpvanithitaditdetoSprovide
full- or half-duplex mode. In full-duplex mode, two stations can send and
Ieaeivaldnaific ahtobsaiste tietevdvormallunite- pshpesty @pier &min

half-duplex mode, which means that stations can either receive or send

traffic. The arrangement of network devices connected to LAN switches

are as follow: 10 Table 7.1 - Switch Port Assignment - CS1 CS1 Port

fzAN VAANAR braviteGRaeataatpleture, a firewall will be in place to segregate

the sub-networks within the LAN, which will be the first line of defense to
monitor the traffic flow into and out of our video conferencing systems. SSL-
VPN may provide secure access method between users and our video
conferencing systems. Besides security features, SSL-VPN also facilitates
connectivity mechanism between our system and users through the firewall. By
tunneling the multimedia (H.323) traffic into SSL session, a customer will not

have to face with any firewall reconfiguration.

[077] In respect of the Wide Area Network, our video conferencing system
may be connected to the rest of the world via three media: Internet, Meg@POP

and C+.

[078] Redundant switches may support the LAN by providing high speed
switching between network devices connected to the same VLAN. In this

design, LAN switches are not configured with layer 3 (routing) configuration.
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0/1 Public 100 MMC_FW 1 Auto Auto 0/2 DMZ 90 MMC_FW 2 Auto Auto
0/3 Spare Spare MMC_FW 3 Auto Auto 0/4 Mgmt 70 MMC_FW 4 Auto
Auto 0/5 Private 50 MMC_FW 5 Auto Auto 0/6 DMZ 90 SSLVPN Auto
Auto 0/7 Public 100 Router _1 Auto Auto 0/8 Public 100 Spare Auto Auto
0/9 Mgmt 70 MCU Auto Auto 0/10 DMZ=0 WebServerl Auto Auto 0/11
DMZ 90 VconMXM1 Auto Auto 0/12 DMZ 90 DataconSVR1 Auto Auto

MM AIPadoRViiBE AUt V/LARMAIORIRamIfgeMRIAWEadress as
Auto 0/15 DMZ 90 MCU Auto Auto 0/16 DMZ 90 LBServerl Auto Auto

fHaif Beate §aténay SUlthetedsitan Otk dvatgdtddBsagduletalrwitfics must
0/19 Private 50 ArchiveSvrl Auto Auto 0/20 Private 50 Starbak Auto Auto

g thRiiierROfir&ifahBeAdite huth E22HpmEr PRare RRfsidedonfsitter VLAN.
0/23 Spare Spare Spare Auto Auto 0/24 802.1Q MIMIC 0S20/24 1000

EtHeZet interfaces on the switch operate at 10, 100, or 1000 Mbps and in either
full- or half-duplex mode. In full-duplex mode, two stations can send and receive
traffic at the same time. Normally, 10-Mbps ports operate in half-duplex mode,

which means that stations can either receive or send traffic. The arrangement

of network devices connected to LAN switches are as follow:

Table 7.1 - Switch Port Assignment — CS1

Cs1

Port VLAN VLAN ID | Device Speed Duplex
0/1 Public 100 MMC_FW 1 Auto Auto
0/2 DMZ 90 MMC_FW 2 Auto Auto
0/3 Spare Spare MMC_FW 3 Auto Auto
0/4 Mgmt 70 MMC_FW 4 Auto Auto
0/5 Private 50 MMC_FW 5 Auto Auto
0/6 DMZ 90 SSL_VPN Auto Auto
o/7 Public 100 Router_1 Auto Auto
0/8 Public 100 Spare Auto Auto
0/9 Mgmt 70 MCU Auto Auto
0/10 DMZ 90 WebServerl Auto Auto
0/11 DMZ 90 VconMXM1 Auto Auto
0/12 DMZ 90 DataconSVR1 Auto Auto
0/13 DMZ 90 BU_SVR1 Auto Auto
0/14 DMZ 90 Streaming_SVR Auto Auto
0/15 DMZ 90 MCU Auto Auto
0/16 DMZ 90 LB_Serverl Auto Auto
0/17 Private 50 App_Svrl Auto Auto
0/18 Private 50 DB_Svrl Auto Auto
0/19 Private 50 Archive_Svrl Auto Auto
0/20 Private 50 Starbak Auto Auto
0/21 Private 50 LCS AD Auto Auto
0/22 Spare Spare Spare Auto Auto
0/23 Spare Spare Spare Auto Auto
0/24 802.1Q MMC_CS2 0/24 1000 Full




Table 7.2 - Switch Port Assignment - CS2 CS2 Port VLAN VLAN ID
Device Speed Duplex 0/1 Public 100 Spare Auto Auto 0/2 DMZ 90 Spare
Auto Auto 0/3 SSL 80 Spare Auto Auto 0/4 Mgmt 70 Spare Auto Auto
0/5 Private 50 Spare Auto Auto 0/6 Public 100 Spare Auto Auto 0/7
Public 100 Router 2 Auto Auto 0/8 Pullg 100 Spare Auto Auto 0/9 Mgmt
70 Dilithium Auto Auto 0/10 DMZ 90 WebServer2 Auto Auto 0/11 DMZ
90 VconMXM2 Autp o7 O/ 1 5iplvbh SR AssinndeAiR2 g2 Auto 0/13
DMZ 90 LCS_XS_Proxy Auto Auto 0/14 DMZ 90 Dilithium Auto Auto

0/15 DMZ 90 Spare Auto Auto 0/16 Private 50 Spare Auto Auto 0/17

Private®0 App Svr2 Auto Auto 0/18 Private 50 DBSvr2 Auto Auto 0/19
Privateos0 LiveRSVr AutdyIXiNdDO/R0eRpgate 50 BUSVRSb#aro AD!6¥21
Privat¥150 L CRIPB05 Auf@Puto 0/ZPaRivate 50 LCS Divétetor AutdtAuto
0/2 DMZ 90 Spare Auto Auto
0/3 SSL 80 Spare Auto Auto
0/4 Mgmt 70 Spare Auto Auto
0/5 Private 50 Spare Auto Auto
0/6 Public 100 Spare Auto Auto
o/7 Public 100 Router_2 Auto Auto
0/8 Public 100 Spare Auto Auto
0/9 Mgmt 70 Dilithium Auto Auto
0/10 DMZ 90 WebServer2 Auto Auto
0/11 DMZ 90 VconMXM2 Auto Auto
0/12 DMZ 90 DataconnSVR2 Auto Auto
0/13 DMZ 90 LCS_XS_Proxy Auto Auto
0/14 DMZ 90 Dilithium Auto Auto
0/15 DMZ 90 Spare Auto Auto
0/16 Private 50 Spare Auto Auto
0/17 Private 50 App_Svr2 Auto Auto
0/18 Private 50 DB_Svr2 Auto Auto
0/19 Private 50 LiveR_Svr Auto Auto
0/20 Private 50 BU_SVR2 Auto Auto
0/21 Private 50 LCS 2005 Auto Auto
0/22 Private 50 LCS Director Auto Auto
0/23 Spare Spare Spare Auto Auto
0/24 802.1Q MMC_CS2 0/24 1000 Full

[079] Switch Ports. Switch ports are Layer 2-only interfaces associated with
a physical port. Switch ports belong to one or more VLANSs. A switch port can
be an access port or a trunk port. It can be configured as an access port or
trunk port or let the Dynamic Trunking Protocol (DTP) operate on a per-port
basis to set the switch port mode by negotiating with the port on the other end
of the link. Switch ports are used for managing the physical interface and

associated Layer 2 protocols.
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0/23 Spare Spare Spare Auto Auto 0/24 802.1Q MMC 0S20/24 1000 Full
5 [079] Switch Ports. Switch ports are Layer 2-only interfaces associated
with a physical port. Switch ports belong to one or more VLANS. A switch
port can be an access port or a trunk port. It can be configured as an
access port or trunk port or let the Dyrggmic Trunking Protocol (DTP)
operate on a per-port basis to set the switch port mode by negotiating

[ggothe Resbod Hrtethaneact 8 rpbie ielvngwits RIS ANRUTEARENd carries

managing the physical interface and associated Layer 2 protocols. 27

{A8QlARceFSRANA. AN 8aRLERIREE PHONEIHuAcRRAECHIAbIYE AN ARDort. Traffic
carries the traffic of that VLAN only unless it is configured as a voice

¥Labepeid dnafbensiresatirdfanaiaeniithnasive mKmatiywidh noaftid\biriving on
tagging. Traffic arriving on an access port is therefore assumed to belong

i thedesdipdarny trdvesorionssmtaithe psidnt an taecpasiparareneMesssigned
tagged packet (Inter-Switch Link [ISL] or IEEE 802.1Q tagged), the

rpathketisraropred s Haepintreediddscasigpet [packed(Indhiswgsionink [ISL]
static VLAN access port will be configured for most of the switch ports. 10

NAEEF WP safdad)k thertrerkissisheropfiicanauttiple Mirbdlaaokby is not
default is a member of all VLANSs in the VLAN database. As indicated in

lbernkablas fadalssigne kastiport sivackasivport slitble wihfigured for most of
configured as 802.1q trunk. An IEEE 802.1Q trunk port supports

gimeliaequsrtegged and untagged traffic. An IEEE 802.1Q trunk port is
assigned a default Port VLAN ID 15 (PVID), and all untagged traffic

travels on the port default PVID. All untagged traffic and tagged traffic

with a NULL VLAN ID are assumed to belong to the

[081] Trunk Ports. A trunk port carries the traffic of multiple VLANs and by
default is a member of all VLANs in the VLAN database. As indicated in the
Tables 7 above, the last port of each network switch will be configured as
802.1q trunk. An IEEE 802.1Q trunk port supports simultaneous tagged and
untagged traffic. An IEEE 802.1Q trunk port is assigned a default Port VLAN ID
(PVID), and all untagged traffic travels on the port default PVID. All untagged
traffic and tagged traffic with a NULL VLAN ID are assumed to belong to the
port default PVID. A packet with a VLAN ID equal to the outgoing port default

PVID is sent untagged. All other traffic is sent with a VLAN tag.

[082] VLAN Planning. A VLAN is a switched network that is logically
segmented by function, project team, or application, without regard to the
physical locations of the users. Although VLANs may have the same attributes
as physical LANs, end stations may be grouped together even if they are not

physically located on the same LAN segment. Any switch port can belong to a
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port default PVID. A packet with a VLAN ID equal to the outgoing port
default PVID is sent untagged. All other traffic is sent with a VLAN tag. 20
[082] VLAN Planning. A VLAN is a switched network that is logically
segmented by function, project team, or application, without regard to the
physical locations of the users. AlthoughgVLANs may have the same
attributes as physical LANs, end stations may be grouped together even

Vithey arel neficaBySiraliyiieatethamibricas @addiises@entvAnesiditd flooded
port can belong to a 28 VLAN and unicast, broadcast, and multicast

paskeiscaie seavicridad ansl lopged oy tolend sadismsiderde ¥ ldgital network,

Each VLAN is considered a logical network, and packets destined for

statiqRecieat dgerahbaldog dhendlivdimistie envagdes theowdha must be
router or a switch supporting fallback bridging. In this 5 design, Firewall
fuiheedbe lmreughieemioation der ashitddhAdlipPaetivigAfdlliséed britheing. In this
following table segregate the network devices from other network devices
tesiger Mgl WwiicbeViha Nasepreseniilibieimnioredaonk\anaNheT@¢sVIoAN listed
direct layer two communication between those VLANSs. The following

ihatble BbWiMg thislenssypiagaietihearctiatdiessassanshy bihdriReflibrk devices
Table 8 VLAN VLAN Network ID Subnet Mask Reserved IP Add Available

i dteler R s, 08wh MISaNX rapredehixchffed et dme v kBalfib tkiere is no direct
DMZPub 95 58.185.x.x 255.255.x.x 58.185.x.x-x 58.185.x.x-x DMZ 90

921 66ox corrn Afibatianl B2thaE K. XRodO A/LBME XThdVigidwidg Table 8 shows
192.168.x.x 255.255.x.x 192.168.x.x-x 192.168.x.X-x Private 50

tHZMapping dsiieoxiR 292rEs8esxand 92.A6B8IR.X-X

Table 8
VLAN .
VLAN D Network ID Subnet Mask Reserved IP Add Available IP Add
Public 100 58.185.x.x 255.255.X.X 58.185.x.Xx — X 58.185.x.Xx — X
DMZPub | 95 58.185.x.X 255.255.X.X 58.185.X.X — X 58.185.X.x — X
DMZ 90 192.168.x.x 255.255.x.X 192.168.X.X-X 192.168.X.Xx-X
Mgmt 70 192.168.x.x 255.255.x.x 192.168.x.x-x 192.168.x.x-x
Private 50 192.168.x.x 255.255.x.x 192.168.X.X-X 192.168.X.X-X

[083] VTP (VLAN Trunking Protocol) configuration is also part of the VLAN
planning. VTP is a Layer 2 messaging protocol that maintains VLAN
configuration consistency by managing the addition, deletion, and renaming of
VLANs on a network-wide basis. VTP minimizes misconfigurations and
configuration inconsistencies that can cause several problems, such as
duplicate  VLAN names, incorrect VLAN-type specifications, and security

violations.
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15 [083] VTP (VLAN Trunking Protocol) configuration is also part of the
VLAN planning. VTP is a Layer 2 messaging protocol that maintains
VLAN configuration consistency by managing the addition, deletion, and
renaming of VLANS on a network-wide basis. VTP minimizes
misconfigurations and configuration inggnsistencies that can cause
several problems, such as 20 duplicate VLAN names, incorrect

[dgAN-typecspetiicalinnsfane seewdik, Watetiznfecdinti8AliBYedbBI€onfigured
size of the network, VTP is recommended to be configured in transparent

maggnsphretianspaeentvRtehessgarant paticiwaiedth Ndthhdxtidpie in VTP. A
transparent switch does not advertise its VLAN configuration and does not

YR ransgriithY bt hoidies issioadvestskoinsreteive d @i tafimedtst Soes not
However, in VTP Version 2, transparent switches do forward VTP

sglvertisarentssthatlthey resafiufamormtheisswitcors tewuigbdtheidliettikements.
interfaces. [085] Below is the detail for VTP configuration: 10 VTP

Rowaier, MMC VTP Mydssiohrarspatienid@@tpaiitcbesealo forward VTP
Configuration (STP) is a Layer 2 link management protocol that provides

adieneskmedancythdtlalrgvestivigdodamin traretvatkheld Hooadiaygred trunk
Ethernet network to function properly, only one active path can exist
inednfaepany two stations. Multiple active paths among end stations may
cause loops in the network, whereupon the end stations might receive
duplicate messages. Switches might also learn end-station MAC
addresses on multiple Layer 2 interfaces. These conditions will result in
O8Shstaoneisviik.detail for VTP configuration:

VTP Domain : MMC

VTP Mode : Transparent

[086] Spanning Tree Configuration (STP) is a Layer 2 link management
protocol that provides path redundancy while preventing loops in the network.
For a Layer 2 Ethernet network to function properly, only one active path can
exist between any two stations. Multiple active paths among end stations may
cause loops in the network, whereupon the end stations might receive duplicate
messages. Switches might also learn end-station MAC addresses on multiple
Layer 2 interfaces. These conditions will result in an unstable network.
Spanning-tree operation is transparent to end stations, which cannot detect
whether they are connected to a single LAN segment or a switched LAN of

multiple segments.

[087] With reference to FIGURE 6, our proposed video conferencing system
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20 Spanning-tree operation is transparent to end stations, which cannot
detect whether they are connected to a single LAN segment or a
switched LAN of multiple segments. [087] With reference to FIGURE 6,
our proposed video conferencing system 30 network infrastructure does
not have issues regarding spanning tregp The main reason is that there is
only a pair of switches in the network which connect to the end stations.

haweveinf RedR0rengyeaceot Haeqskeiewitbgating apaneigtkeBOrThe main
configured as Network Bridge. In this case, redundant path is 5 available

tedsashshabpaikeslas seryes. sonbawiviecnes pf the switebas akighredhnect to
bridge will avoid future problem in spanning tree. PVST + (Per VLAN

theaBninGhrRR)dS reraremandepiosieninpbgddoclr iPrapssedVigRe redundant
conferencing LAN configuration. 10 [088] The PVST+ provides Layer 2

Head baapeingderidiedd-Ab Newlvah Bridgs. Difarfotdagisatéopelagitspath is

can be created by using the VLANs on the network to ensure that all of

Hheiliabl ate reseth hbathaimiowae deés. ogvistipsarigeshdachhostanethes as a
PVST+ on a VLAN has a single root switch. This root switch propagates

tbetspadymantiieafiormaioe assbhiatethwibainaings daANPST ath@er VLAN
switches in the network. Because each switch has the same information

8hauhihg nEreoyk.ishiscemoessrelsiires that thppliriwork tepelogyoisosed video
maintained. All ports in the switch must follow through blocking, listening,
temfeirah pimases Nefordidinattioable to forward the network traffic. These

spanning tree processes are required to ensure the stability of the

network, 20 especially if the switch is connected to other network

switches. For the switch port which is connected to end station, running
[088lgh Tihe WiksT procesisiean.ayer 2 load balancing for the VLAN on which it
runs. Different logical topologies can be created by using the VLANs on the
network to ensure that all of the links are used but that no one link is
oversubscribed. Each instance of PVST+ on a VLAN has a single root switch.
This root switch propagates the spanning-tree information associated with that
VLAN to all other switches in the network. Because each switch has the same
information about the network, this process ensures that the network topology is
maintained. All ports in the switch must follow through blocking, listening,
learning phases before finally able to forward the network traffic. These
spanning tree processes are required to ensure the stability of the network,
especially if the switch is connected to other network switches. For the switch

port which is connected to end station, running through the whole process can

cause delay to the activation of that port.

[089] Port Fast immediately brings an interface configured as an access or
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cause delay to the activation of that port. [089] Port Fast immediately

brings an interface configured as an access or 31 trunk port to the

forwarding state from a blocking state, and bypassing the listening and

learning states. In addition to port fast, the BPDU guard feature is used in

the network to prevent an access port fBam participating in the spanning

tree. 5 [090] Various methods of accessing our proposed video

ronfergoging ystemarinpikiee ifthncelletdvringfesenee el GaESing the
7, 8 and 9, the first method to access the video conferencing system is

Ve dnéeiin @b alidirfiy BRadshis agarRMMEHGd fa8e BfcoBPEYStgRd feature is
router will be connected to a Public Internet 10 Provider. [091] For

DRRIGPIEEth & SR RE6eTDVRNt vder cosdasendingsigiripadd the spanning
connected via Connect Plus and Mega POP to provide access for users

fregr these managed networks. The current design allows connection to

these 15 networks via Fast Ethernet link. One of the guideline for users

from managed network is that they have to create special LAN for

multimedia user at their respective conferencing participant end point

[GFE). Biarssignirahbiss Lok oriBsipighbanl Prapdsss vibleyid@dferencing system

conferencing system can avoid having redundant IP address between

ane plssibr. cugtitnoels AN E0BIEIoribe /Y ENGH RESOMEr d1as Mahe tiran method
one video conferencing end points (Room based systems) in their
netedscistovides cenfdethtingpp)stion ds arditienahteubdc |Pradsugs®rt this
for each of the end point. It is important to know

access method, one of our system’s router will be connected to a Public Internet

Provider.

[091] For managed network access, our video conferencing system may be
connected via Connect Plus and Meg@POP to provide access for users from
these managed networks. The current design allows connection to these
networks via Fast Ethernet link. One of the guideline for users from managed
network is that they have to create special LAN for multimedia user at their
respective conferencing participant end point (CPE). By assigning this LAN with
public IP address, the video conferencing system can avoid having redundant

IP address between two different customers.

[092] In the event a customer has more than one video conferencing end
points (Room based systems) in their network, customer is required to apply for
an additional public IP address for each of the end point. It is important to know

that one video conferencing end point require one public IP address. The
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that one video conferencing end point require one public IP address. The

32 exception of this requirement is desktop client. When using desktop

client, the user can use SSL-VPN to encapsulate multimedia traffic. Port
address translation can be configured instead of NAT in this scenario. 5

[093] Our video conferencing system's gpoposed security components
comprises of SSL-VPN Gateway and Perimeter Firewall which are

arsephen dralawy r&RliryinbhEriewaxtcld) dM TveHEIPNIdSiiRyvadsiat client, the
having problem supporting multimedia network traffic (H.323). The
iepdyetioneeSSISVRR Gatewayi@ligwsadd theumvieniediaamiwaPlort address
traffic to be tunneled through SSL, which is typically allowed in most
pEgRMZRIOOar bis ebnfigated ihetaaabpiiEvialiHostdigatiation as well as

lack 15 of H.323 support in the traditional firewall. The SSL-VPN Gateway
provides a secure encrypted channel between users and our video
conferencing system. The primary purpose of the SSL-VPN deployment
[og9g]seanie thedwvoltigatiereneingrksijsfémby qnoppiiag thedaffic components
between the individual clients and service provider. 20 [095] For

eomiprizest, ciuspeneeHke wagusa i\ Feads dOOFBqwaloaeitto dpe described
used as the SSL-VPN Gateway. It provides three different access

betteds. These methods consist of Clientless Core Web access, Secure
Application Manager (SAM) and the Network Connect (NC) adaptor. In

this implementation, 33

SSL VPN Gateway

[094] Tradition firewalls are having problem supporting multimedia network
traffic (H.323). The introduction of SSL-VPN Gateway allows all the multimedia
network traffic to be tunneled through SSL, which is typically allowed in most
organization. This eliminates the need of firewall reconfiguration as well as lack
of H.323 support in the traditional firewall. The SSL-VPN Gateway provides a
secure encrypted channel between users and our video conferencing system.
The primary purpose of the SSL-VPN deployment is to secure the multimedia
network traffic by encrypting the traffic between the individual clients and

service provider.

[095] For equipment, Juniper Networks Secure Access 4000 is proposed to
be used as the SSL-VPN Gateway. It provides three different access methods.
These methods consist of Clientless Core Web access, Secure Application

Manager (SAM) and the Network Connect (NC) adaptor. In this implementation,
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only the NC adaptor access will be used. The purpose of the Network

Connect is to allow the client machine to become a node on the DMZ

network and access the video conferencing gateway. The SSL VPN

would assign a dynamic IP based on the allocated IP pool. It would also

restrict access to certain 5 resources sggh as IP addresses and services.

One precaution for running the Network Connect module is that it

el ies RAiaishiaicacsseswip be irsallethéopihpdistdmiseondiectlienbnnect
[096] In respect of Access Control Policy, two separate access - one each

fortd Gulogvtwieeniergrawshine. thenademeonfereasing usrisENd thetwork and
SSL-VPN administrators, may be set. For User Access Group, the video
SODERKETINS VRYSIEED WIRSES EPIRNGSIdyO MHESBLevRRIigothe &SdigviRNdmamic

the video conferencing gateway are regulated. This method allows

trvsisig ehpassikitocamerate Hivelvaltswasiwiehigs eléviriateadbess to certain
problem reconfiguring such 15 firewalls on the client side. To integrate

agbincetpsrle withroridoregssschividsorowdferemeinprecdati@nesy ding the
method of accessing the VPN may be used. The users will initially

Ret@iish @ohbhedumelldashadl G estpptes talthinisiGitoy Bdcestewayealidtalled
would automatically be redirected to our video conferencing web portal.

fonehestirstwithéhen the alidranticated and be forwarded 20 to the
appropriate video conferencing session page. [097] For Administrator
Access Group, access is allowed for assigned Administrators to manage
the SSL-VPN gateway. The administrators would only be restricted to

fgBiss ther&spled! N Axasb€omml & dlicspavedsesbpil ¢ {resisistedrizy each for
Firewall), DMZ or the video conferencing's private LAN. Perimeter

fReewad main groups, i.e. the video conferencing users and the SSL-VPN
administrators, may be set. For User Access Group, the video conference
system users connecting from the internet via the SSL VPN to the video
conferencing gateway are regulated. This method allows traversing of possible
corporate firewalls, as well as eliminates the problem reconfiguring such
firewalls on the client side. To integrate and incorporate with our proposed
video conferencing portal, anonymous method of accessing the VPN may be
used. The users will initially establish a SSL tunnel (via the NC adaptor) to the
SSL-VPN gateway and would automatically be redirected to our video

conferencing web portal. The users will then be authenticated and be forwarded

to the appropriate video conferencing session page.

[097] For Administrator Access Group, access is allowed for assigned
Administrators to manage the SSL-VPN gateway. The administrators would

only be restricted to access the SSL-VPN from the SingTel Corporate LAN
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5 [098] The perimeter firewall will monitor, protect and segregate the sub-
networks in the video conferencing network. Due to the limited amount of
available public IP addresses as well as to cater for future expansion, the
firewall will do NAT (Network Address Translation) between the public IPs
and private IPs for the server in the Dig4. 10 [099] For equipment, Lucent
Firewall Brick(r) will be used as the firewall for the video conferencing
(resuactedtivilFireavide, Wiz petineelricdetonserandinRfyindaiethaN.
different sub-networks in the designed network configuration. To facilitate
the use of a cold-standby firewall during any possible failure of the 15
active firewall, a distributed configuration was chosen. The firewall
PEiage et snedules, in which Lucent Security Management Server

(LSMS) is proposed, will be placed on a Windows 2003 Server. This
would allow the current firewall policies to be pushed to any firewall.
Details of the firewall module are provided in the following Table 9. 20

[DaigEe 9 Thee\walliMeduldifaetails wilewahManagereent e veedre ksl 8he  sub-
with Windows 2003 Server SP1 Active Firewall Lucent Firewall Brick(r)

A& ObEke dib tered vl dresvalidroneing-iewadrBrickine3td 8% [MdMRalasunt of
- the basic security or firewall rules for our video conferencing network

desighlerepmivded butire sebewig welhlad Qo cater for future expansion, the
firewall will do NAT (Network Address Translation) between the public IPs and

private IPs for the server in the DMZ.

[099] For equipment, Lucent Firewall Brick® will be used as the firewall for
the video conferencing network. It will provide basic perimeter defense and
segregate the different sub-networks in the designed network configuration. To
facilitate the use of a cold-standby firewall during any possible failure of the
active firewall, a distributed configuration was chosen. The firewall management
modules, in which Lucent Security Management Server (LSMS) is proposed,
will be placed on a Windows 2003 Server. This would allow the current firewall
policies to be pushed to any firewall. Details of the firewall module are provided

in the following Table 9.

Table 9
Firewall Module Details
) AS-PE1850 with Windows 2003 Server
Firewall Management Server sp1
Active Firewall Lucent Firewall Brick® 1100
Cold Stand-by Firewall Lucent Firewall Brick® 350
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5 Table 10 No. Source Destination Services Action Remarks 1 NetBIOS
Drop 2 Firewall Drop Stealth Rule Drop Clean Up Rule 10 [0101] NAT
(Network Address Translation) - In order to maintain scalability of the
network due the limited number of public IP addresses, the firewall would
require to do NAT between the internal3snd external networks. Instant
Messaging and Status Detection. 15 [0102] With reference to FIGURE
10, the features of Instant Messaging and Status Detection (e.g. "online",
"offline", "away", "not available", "do not disturb", etc.) may be
communicated within our video conferencing as extended implementation
from public IM servers such as Microsoft MSN, Yahoo 20 Messenger &
BO00[TReRécattRes Hasl: bseaahigver fiewaél Mirreseit bivievideo conferencing
Communications Server (LCS). 36 [0103] Microsoft LCS server

aetpIikeRsigio WrsgIisidn iadtid ol dwihg regbieesdhe Active Directory
server and two SQL instances as indicated in the following Table 11, i.e.
one in the clustered servers and the other in the LCS Archive server. 5
Table 11 Server -CS version SQL Server

Table 10
No. | Source | Destination | Services | Action | Remarks
1 * * NetBIOS | Drop
2 * Firewall * Drop Stealth Rule
* * * Drop Clean Up Rule

[0101] NAT (Network Address Translation) - In order to maintain scalability of
the network due the limited number of public IP addresses, the firewall would

require to do NAT between the internal and external networks.

Instant Messaging and Status Detection.

[0102] With reference to FIGURE 10, the features of Instant Messaging and

Status Detection (e.g. “online”, “offline”, “away”,

not available”, “do not disturb”,
etc.) may be communicated within our video conferencing as extended
implementation from public IM servers such as Microsoft MSN, Yahoo
Messenger & AOL. These features may be achieved via the Microsoft Live

Communications Server (LCS).
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25

-CS Application Pool 2005 Enterprise SQL Cluster -CS Director 2005
Enterprise Archive Server -CS Access Proxy 2005 Standard Not reuired
-CS Archive Server 2005 Standard Archive Server 10 [0104] LCS requires
the Active Directory schematics to be modified. In addition, LCS servers
communicate with each other using Trassport Layer Security. TLS also
requires server certificates. Except for the Access Proxy server's public

joterfacaviotesonl qeriHicatescrardapiessstooedoge eestarshanAgaesfon, LCS
Proxy requires a public certificate as it is required for connections to 15

rthliedd/ishel hetfodopiieg iofprsaation As dequir o penplets ths iHdicated in the
installation: SIP domains names supported: mmclcs.corp 20 Enable

fensnatigmamepub|ic éMapnnechetylfshakie dbiekysrkagldressiher in the LCS
Icspool2.mmclcs.corp Port: 5061 Trusted Access Proxy:
niataedanpaelcs.corp Archive all communications with internal users:

Enabled 25 Archive all communications with federated partners: Enabled

[0105] LCS DNS requirements include requiring a DNS record for each 37
Application and Director pool installed. The record name must match the

pool names. In addition, LCS requiresb@NS srv records to function

correctly. Two service records are used are _sip._tls.mmclcs.corp and 5
_sip._tcp.mmclcs.corp.

Server LCS version SQL Server
LCS Application Pool 2005 Enterprise | SQL Cluster
LCS Director 2005 Enterprise | Archive Server
LCS Access Proxy 2005 Standard Not required
LCS Archive Server 2005 Standard Archive Server

[0104] LCS requires the Active Directory schematics to be modified. In
addition, LCS servers communicate with each other using Transport Layer
Security. TLS also requires server certificates. Except for the Access Proxy
server’s public interface, internal certificates can be used to reduce costs. The
Access Proxy requires a public certificate as it is required for connections to

public IMs. The following information is required to complete the LCS

installation:
SIP domains names supported: mmoclcs.corp
Enable federation and public IM connectivity: Enabled
Network address: Icspool2.mmclcs.corp
Port: 5061
Trusted Access Proxy: mmlap01l.mmoclcs.corp
Archive all communications with internal users: Enabled

Archive all communications with federated partners: Enabled

[0105] LCS DNS requirements include requiring a DNS record for each
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The srv records will respond with the name of the LCS Application pool.
[0106] LCS Application Pool includes the application servers that process
requests, updates and retrieves information from the SQL database. LCS
10 manages all servers in the Application Pool as a single object. Only
unigue server properties such as port, ggrtificate and logging (not
archiving) configuration are to be configured individually on each pool

Asimegtionend\BRtisabehoePrsaaRiG. arheestoedsreiiie hist Ardtéd the pool
Directory. 15 [0107] The Application Pool should send all outgoing

remhiests ie Hirlitios, DusctefsrreONEsripalioationd ReIGRIN&orrectly. Two
requires a Transport Layer Security (TLS) certificate to communicate

sesucelyarbhddaleGisdiraator servers. An internal certificate is sufficient.
Before installing the Application Pool, the following tasks must be

performegh 2014 )nrep Actvedoiegtory Schema and Forest 2) Prep
Domain 3) Create Enterprise Pool 4) Activate Enterprise Edition Server 38

[0108] Tdip faltgwinenigiesnaatipn is required to create the Application Pool:
Pool Name: Icspooll FQDN for the domain: mmclcs.corp Back-end

Diatabrese SSdlisseivesspadsalith nsialbaatabiase 10CS: Wb Ratad n peiall
transaction log to: L:\LC Log\ [0109] The Application Pool requires a

domain account to run its services. The 10 account can be created when
activating the server. To this end the Application

[0106] LCS Application Pool includes the application servers that process
requests, updates and retrieves information from the SQL database. LCS
manages all servers in the Application Pool as a single object. Only unique
server properties such as port, certificate and logging (not archiving)

configuration are to be configured individually on each pool member. The

Application pool servers are members of the LCS Active Directory.

[0107] The Application Pool should send all outgoing requests to the LCS
Director servers. The Application Pool server requires a Transport Layer
Security (TLS) certificate to communicate securely with the LCS Director
servers. An internal certificate is sufficient. Before installing the Application
Pool, the following tasks must be performed:

1) Prep Active Directory Schema and Forest

2) Prep Domain

3) Create Enterprise Pool

4) Activate Enterprise Edition Server
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Pool configuration includes: Maximum contacts per user: 150 Request
compression on outgoing server-to-server connections: Disabled 15
Enable compression on client-to-server connections: Enabled
Authentication: NTLM [0110] The LCS Director is optional but strongly
recommended for any external 20 conrggctions. It directs incoming and
outgoing requests in an LCS system. In addition, the Director
FAtbgNtiTate folls v Gt slirealid thisel@uibedaient psvitaten A Pplitiieio i’ Pob|:
The Application pool sends all outgoing requests to the director and the
Access Psokp&@ads incoming requests to the LA&poector. LCS
Directors@DNrfuenhieatsrodithe LCS Active directonynagicsdmmot house any
25 LCS BadoentsDpoahajenfi@bsenanications betwedsathe Director and its
peers atesiHertpeapesE urely using Mutual TranSpldet Paigdr Security
(MTLS) &l htgnsacieslaki@ificate is sufficient fbrkitel98'S Director. The
LCS Director Pool will be 30 installed using LCS Enterprise edition which
allows two or more directors to be 39 managed as one and requires SQL
Server. The SQL server on the Archive server will be used for the
Director_Pool. Installing the LCS Director is similar to installing the

RS atldie PR SRS RROL R Gl B AHRIRAB AREONPD iR ANt PBBNdGRS. The

be used for the Director. 5 [0112] The following information is required to .=
RRSUNtHEARIRS RS ERISS - When activating the server. To this end the Application

Pool configuration includes:

Maximum contacts per user: 150
Request compression on outgoing

server-to-server connections: Disabled
Enable compression on

client-to-server connections: Enabled
Authentication: NTLM

[0110] The LCS Director is optional but strongly recommended for any external
connections. It directs incoming and outgoing requests in an LCS system. In
addition, the Director authenticates users and directs them to the appropriate
Application Pool. The Application pool sends all outgoing requests to the
director and the Access Proxy sends incoming requests to the LCS Director.
LCS Directors are members of the LCS Active directory and do not house any

LCS accounts.

[0111] All communications between the Director and its peers are performed
securely using Mutual Transport Layer Security (MTLS). An internal TLS
certificate is sufficient for the LCS Director. The LCS Director Pool will be

installed using LCS Enterprise edition which allows two or more directors to be
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Pool Name: Icspool2 FQDN for the domain: mmclcs.corp Back-end

Database SQL server: mmlasOIl 10 Install database to: D:\LC Data\ Install
transaction log to: D:\LC Log\ [0113] Application Pool configuration

includes: Maximum contacts per user: 150 15 Request compression on
outgoing server-to-server connections:33isabled Enable compression on
client-to-server connections: Enabled Authentication: NTLM 20

rReeige@ ab enwer Ml deepiiev Ndan O esY s 180 B BEdesalion fPihe Archive
5061 [0114] The LCS Access Proxy server is used to connect to public
Sdsyandiiip biederrigdilihS DRaRBISPOOE MetelHin d (YL EESVBIrBaHiWe similar to
network interfaces: 25 one interface for public connections and the
pReaMddniREatgstieanent MoteT i seivierseliconusuatlitns fikeaR@plication
from the Access Proxy server are encrypted using TLS. The Access
Pevicadllie iRfetfasetreapirestarl ransport Layer Security (TLS) public
certificate to connect to public IMs and to federated LCS domains. The

private interface requires another TLS certificate. The 30 private interface

TLS certificate can be an internal certificate. 40 [0115] The Access Proxy
fErvel isthe fonbyiniteSisfeoveatibat its reofuipinetbtorthee LRS Bigtiyer Pool:
Directory domain. It will be a member of the management domain

Pool Name: Icspool2
FQDN for the domain: mmpclcs.corp
Back-end Database SQL server: mmlas01
Install database to: D:\LC Data\
Install transaction log to: D:\LC Log\

[0113] Application Pool configuration includes:

Maximum contacts per user: 150

Request compression on outgoing

server-to-server connections: Disabled

Enable compression on

client-to-server connections: Enabled
Authentication: NTLM

Federation Network Address: mmlap0l.mmcsys.corp
Federation Port: 5061

[0114] The LCS Access Proxy server is used to connect to public IMs and to
federated LCS domains. The Access Proxy server has two network interfaces:
one interface for public connections and the second interface connect to
internal servers. All communications to and from the Access Proxy server are
encrypted using TLS. The Access proxy public interface requires a Transport
Layer Security (TLS) public certificate to connect to public IMs and to federated
LCS domains. The private interface requires another TLS certificate. The

private interface TLS certificate can be an internal certificate.
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instead. The LCS Access Proxy requires a service account. The account

can be created when activating the Proxy. The LCS Global properties

must be 5 configured to trust Access Proxy servers. The Access Proxy

can only be managed from the Computer Management - Services and
Applications. The Access Proxy requirgg the following information:

Federate with other domains: Enabled 10 Allow remote user access to

LS etnka Eysad Peo Rublin/ae iy ehle atiyass S1OenI@BtHat iIBM@@ined to the
network address: 192.168.x.x Internal Next hop network address:

nogdpElivamalesteeyind dteinall Sl deenainsssHbppdedHey hgatement domain

Communications servers in your organisation: mmclcs.corp Internal

BRICRIS. TUB UGS NECeeB TR bt RS essdM e &6EuEFit. The account can be
mmldpOl.mmclcs.corp Request compression on outgoing

sesxeicdovBReYEr fanagieiipnpeDiraigd PAENabE: Givipsespiopéties must be
client-to-server connections: Enabled [0116] The LCS Archive Server
eoehiyescdll iostanstmassegingPeoxyessations ieallecegscifcoxgeisard henly be
Archiving Server does not archive video, audio or 25 file transfers. LCS
eaihhgadifgureddoConhpdeciManxgesatinns-@brexiesnahd-GBplications. The
domains. [0117] Both LCS Application pool and Archive servers require
KecdbisrPeokt Meshegeaieuilling iy Hiontaiba:installed. The default

message queue path 30 name will be used. In addition, the Archive

server requires SQL Server to store the archived messages. A copy of

SQL Server will be installed on the Archive

Federate with other domains: Enabled

Allow remote user access to your network: Disabled

Public network address: 192.168.x.x

Private network address: 192.168.x.x

Internal Next hop network address: mmldpOl.mmclcs.corp
Internal SIP domains supported by Live

Communications servers in your organisation: mmclcs.corp

Internal servers authorised to connect to this

Access Proxy server: mmldpOl.mmclcs.corp
Request compression on outgoing

server-to-server connections: Disabled

Enable compression on client-to-server connections: Enabled

[0116] The LCS Archive Server archives all instant messaging conversations
for all or specific users. The Archiving Server does not archive video, audio or
file transfers. LCS can be configured to include IM conversations with external

LCS domains.

[0117] Both LCS Application pool and Archive servers require the Microsoft
Message Queuing (MSMQ) to be installed. The default message queue path
name will be used. In addition, the Archive server requires SQL Server to store

the archived messages. A copy of SQL Server will be installed on the Archive
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41 Server itself. The LCS Archive server requires a service account to
run. The account can be created when activating the Archive service.
Other information required are: SQL Server instance: default 5 Enter
database name: LcsLog Install database to: D:\LC Archiving Data\ Install
transaction log to: D:\LC Archiving Log4110 EXAMPLES OF
CONFERENCING CALL FLOWS [0118] Some of the types of conference

seihiavissurill nove hege gnithek iReppsne spiad yithseiatenaedorneefian. The
process steps. 15 [0119] EXAMPLE 1 - ISDN (H.320) Room Based

Yideoeov@nepeineearRitFAMeniadesatingdHe thefilevwes/ivéh ogfrientermation
to FIGURE 11. Step 1 - Endpoint dials a number that is stated in the

Resaales: Confirmation which corresponds to the assigned ISDN dial-in
20 number for the Entry Queue. Step 2 - The carrier conveys the dial-in
numbersQthseietInStera - According tgetaeldial-in number, the MCU
searcheBrfer tfetabpgr oprise Entry Queuscsimgyconnects the participant to
the Entrips@ilelaéabpise fsarticipant is requestde Aocbivieg thataarget
conferefts&dab 5a0EAEAR 109, [Step 4 - AccB¥likgt¢iMEgdREBrence ID, the
participant is routed to the appropriate conference. The participant is
requested to enter the 42 target conference/chairperson password.

EXAMPLES OF CONFERENCING CALL FLOWS

[0118] Some of the types of conference call flows will now be described in

some detail with reference to specific process steps.

[0119] EXAMPLE 1 - ISDN (H.320) Room Based Videoconferencing Call Flow

is described in the following with reference to FIGURE 11.

Stepl - Endpoint dials a number that is stated in the Reservation
Confirmation which corresponds to the assigned ISDN dial-in
number for the Entry Queue.

Step2 — The carrier conveys the dial-in number to the MCU.

Step3 - According to the dial-in number, the MCU searches for the
appropriate Entry Queue and connects the participant to the Entry
Queue. The patrticipant is requested to enter the target conference
Numeric ID.

Step4 - According to this conference ID, the participant is routed to the

appropriate conference. The participant is requested to enter the
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[0120] EXAMPLE 2 - Public Switched Telephone Network (PSTN) Audio
Only Call Flow is described in the following with reference to FIGURE 12.
5 Step 1 - The endpoint dials a number that is stated in the Reservation
Confirmation which corresponds to the assigned ISDN dial-in number for
the Entry Queue. Step 2 - The carrier cgpveys the dial-in number to the
MCU. 10 Step 3 - According to the dial-in number, the MCU searches for
the appropriatgduitepReascanthappassis hespaidicipant to the Entry
Queue. The participant is requested to enter the target conference
Numeric ID. Step 4 - According to this conference ID, the participant is
routed to the 15 appropriate conference. The participant is requested to

E20he Xagel orferenedic!siipsisarmerssmerie. NtebHE SR EAudio Only
3-3G Mobile End points (H.324M) Call Flow is described in the following

wih Federes e se b eUiR EheFohB\atrpulithEafireintslialF FowRanthat is
stated in the Reservation Confirmation which corresponds to the H.323

service prefix (64) and the Entry Queue Numeric ID. This number is also
fall inside the range of DDI numbers assigned by the 3G mobile network

gied3d MMC T3ageritiepin -didle MStumisbe 8acaristatevieysHeeReservation
dial-in number to the ISDN exchange.

Step2 -

Step3 -

Step4 -

Confirmation which corresponds to the assigned ISDN dial-in
number for the Entry Queue.

The carrier conveys the dial-in number to the MCU.

According to the dial-in number, the MCU searches for the
appropriate Entry Queue and connects the participant to the Entry
Queue. The patrticipant is requested to enter the target conference
Numeric ID.

According to this conference ID, the participant is routed to the
appropriate conference. The participant is requested to enter the

target conference/chairperson password.

[0121] EXAMPLE 3 — 3G Mobile End points (H.324M) Call Flow is described in

the following with reference to FIGURE 13.

Stepl -

Endpoint dials a number that is stated in the Reservation
Confirmation which corresponds to the H.323 service prefix (64)
and the Entry Queue Numeric ID. This number is also fall inside

the range of DDI numbers assigned by the 3G mobile network for
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Step 3 - The ISDN carrier conveys the dial-in number to the Dilithium 5
Gateway. Step 4 - The Gateway sends the dial-in number to the active
gatekeeper where, using the prefix, the gatekeeper identifies the MCU.

Step 5 - The gatekeeper returns the IP alias of the MCU IP-48 card to the
Gateway. 10 Step 6 - The Gateway in &gn transfers the call to the MCU

with the numeric ID of the dial string. Step 7 - According to the numeric

ID, the MCU sgRrchesalgs the appropriate Entry Queue and connects the
participant to the Entry Queue. The participant is requested to enter the
Sregepconfererige MENHMBERD catfprEoARRsding daathis manigsefsehe ISDN
ID, the participant is routed to the appropriate conference. The participant

is requested texehigfigae target conference/chairperson password. 20

[0122] EXAMPLE 4 - IP (H.323) Room-based Video Conferencing Call

Btey 35 descrivrd igie fedavdngwiieseferenceit-inl GluRber 1Steiel bilithium
Endpoint dials a number that is stated in the Reservation Confirmation

which correspeagsiaythe H.323 service prefix (64) 44 and the Entry

Queue Numeric ID. Prior to that, the endpoint must register to the

saipkeeper. Stap Zaldwasak@rtvethat divg-fifematvenicd ias betve gatekeeper
configured to permit calls leaving the MMC network to be placed and for

the media 5 iBrihalsimythepdpintie witskdogbeidaherion the MO,

Step5 - The gatekeeper returns the IP alias of the MCU IP-48 card to the
Gateway.

Step 6 — The Gateway in turn transfers the call to the MCU with the
numeric ID of the dial string.

Step 7 — According to the numeric ID, the MCU searches for the
appropriate Entry Queue and connects the participant to the Entry
Queue. The patrticipant is requested to enter the target conference
Numeric ID.

Step 8 — According to this conference ID, the participant is routed to the

appropriate conference. The participant is requested to enter the

target conference/chairperson password.

[0122] EXAMPLE 4 - IP (H.323) Room-based Video Conferencing Call Flow is

described in the following with reference to FIGURE 14.

Stepl - Endpoint dials a number that is stated in the Reservation

Confirmation which corresponds to the H.323 service prefix (64)
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Step 3 - The number is sent to the active gatekeeper where, using the
prefix, the gatekeeper identifies the MCU. Step 4 - The gatekeeper
translates the prefix to the IP alias of the MCU IP- 48 card. 10 Step 5 -
The call is transferred to the MCU with the numeric ID of the dial string.
Step 6 - According to the numeric ID, tlag MCU searches for the
appropriate Entry Queue and connects the participant to the Entry

Queue. The paiticipat isrieguesieNignesiier [the Rrigeteaniarenseeridpoint must
Numeric ID. Step 7 - According to this conference ID, the participant is

routed to the rapprpriattheqiesrReeper he participant is requested to

enter the target conference/chairperson password. 20 [0123] EXAMPLE 5
Step(H.323) IntagresidaRRelden heresartingh(fhitiasthoddeanfglirew permit
is described in the following with reference to FIGURE 15. Step 1 -

Desktop Usercaligksedwind anéeame betinoriom MMV plauthlasysenthe media
proceeds to establish a VPN tunnel (for security 45 purposes) using
anonymous Sidnagie kBtepnZeneskiom WskIraubits calewndsedesalls
specified on the Reservation Confirmation. The call is made by the

ststoBnized apmdicatiatbandsagivnastat the fietvall ydniskdepebadere, using the
configured 5 to permit calls leaving the MMC network to be placed and for

the media fropretiite knowatekepourtitemifiss thghacaller. Step 3 - The

dial string which comprises the Network Service Prefix, EQ

Step 4 - The gatekeeper translates the prefix to the IP alias of the MCU IP-
48 card.

Step5 - The call is transferred to the MCU with the numeric ID of the dial
string.

Step 6 — According to the numeric ID, the MCU searches for the

appropriate Entry Queue and connects the participant to the Entry
Queue. The patrticipant is requested to enter the target conference
Numeric ID.

Step 7 — According to this conference ID, the participant is routed to the
appropriate conference. The participant is requested to enter the

target conference/chairperson password.

[0123] EXAMPLE 5 — IP (H.323) Integrated Desktop Conferencing (Audio &

Video) Call Flow is described in the following with reference to FIGURE 15.

Stepl - Desktop User clicks Join Conference button from MMC portal.

System proceeds to establish a VPN tunnel (for security
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Numeric ID, Destination Conference Numeric ID and Password is sent to
the active Gatekeeper where, using the prefix, the 10 gatekeeper
identifies the MCU. Step 4 - The gatekeeper translates the prefix to the IP
alias of the MCU IP- 48 card. Step 5 - The call is transferred to the MCU
with the EQ numeric ID of the dial strimgp 15 Step 6 - According to the EQ
numeric ID, the MCU searches for the appropriate Entry Queue and

connects the parpesest ieitite drviiynidurussbtrigin - According to the

conference ID of the dial string, the participant is routed to the appropriate

stepezence. Angdrisify, breed soghats2Ccimgaterefewnagichgpesrian on the
password of the dial string, the endpoint is connected to the conference.

[0124] EXAMREE&Gvalidb (H SariinmigasatetHee sk pCandgeensinghéAoditomized

Video and Data) Call Flow is described in the following with reference to

46 FIGURE Hpphtepidn Raskiaivbisern aieksikaaCanferenes gton deaifigured
MMC portal. System proceeds to establish a VPN tunnel (for security

purposes) usitg perany s | SSlinggine JMep RenidRkiomb $taceddaid for the
conference details specified on the Reservation Confirmation. The Video

and Data call isetiadiedvy the kKnusiendregcinpteasanans tagivaiert the

firewall which has been configured to permit calls leaving the MMC

saipyFk to beTHacdil string which comprises the Network Service Prefix, EQ
Numeric ID, Destination Conference Numeric ID and Password is

sent to the active Gatekeeper where, using the prefix, the

gatekeeper identifies the MCU.

Step4 - The gatekeeper translates the prefix to the IP alias of the MCU IP-
48 card.

Step5 - The call is transferred to the MCU with the EQ numeric ID of the
dial string.

Step6 - According to the EQ numeric ID, the MCU searches for the

appropriate Entry Queue and connects the participant to the Entry
Queue.

Step7 -  According to the conference ID of the dial string, the participant is
routed to the appropriate conference. And lastly, based on the
target conference/chairperson password of the dial string, the

endpoint is connected to the conference.

[0124] EXAMPLE 6 — IP (H.323) Integrated Desktop Conferencing (Audio,

Video and Data) Call Flow is described in the following with reference to
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and for the media from the known endpoint to return to the caller. 10
Video Call Step 3 - The dial string which comprises the Network Service
Prefix, EQ Numeric ID, Destination Conference Numeric ID and
Password is sent to the active Gatekeeper where, using the prefix, the
gatekeeper identifies the MCU. 15 Stead - The gatekeeper translates the
prefix to the IP alias of the MCU IP- 48 card. Step 5 - The call is
frrmgiREedsto the MCU with the EQ numeric ID of the dial string. Step 6 -
According to the EQ numeric ID, the MCU searches for the 20
spipopriate EpyKeussandeierseltthepaeienastsaton Erdm MMC portal.
Queue. Step 7 - According to the conference ID of the dial string, the
participant is $ggtechtoghscapaeptiateseiisance. Amiastlyineasedensecurity
the target conference/chairperson password of the dial string, the 47
endpoint is cqnipeiessioukiagantaipntsus B8R GaihStep 3 - The
submitted Name, Conference Ref and PIN is sent to the Load Balancer. 5
Step 2 - The ImsskBplanessrosigmine reanasierioeongetéilge Eperiffetd on the
Servers. Upon external authentication by the Web server, the Data
conference isRegied NGO RfiomiaEod. Stwerideierrd DaeRamarynade by the
Master Server starts the Data conference and

customized application and arrives at the firewall which has been

configured to permit calls leaving the MMC network to be placed

and for the media from the known endpoint to return to the caller.

Video Call

Step3 - The dial string which comprises the Network Service Prefix, EQ
Numeric ID, Destination Conference Numeric ID and Password is
sent to the active Gatekeeper where, using the prefix, the
gatekeeper identifies the MCU.

Step4 - The gatekeeper translates the prefix to the IP alias of the MCU IP-
48 card.

Step5 - The call is transferred to the MCU with the EQ numeric ID of the
dial string.

Step6 - According to the EQ numeric ID, the MCU searches for the
appropriate Entry Queue and connects the participant to the Entry
Queue.

Step7 - According to the conference ID of the dial string, the participant is

routed to the appropriate conference. And lastly, based on the

target conference/chairperson password of the dial string, the
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assigns the conference to one of the Conference Servers. 10 Step 6 -
Conference data (presentation slides, chat transcript) are hosted on the
assigned Conference Server which also handles the running of the Data
conference (broadcasting the media streams, synchronizing the input
etc.) until the conference ends. 15 JOIMING A CONFERENCE FROM
VARIOUS END POINTS [0125] Joining a video conference session in our

video conferegqtfsbfinsis Borfrettvatiourebdrmeratscare graphically
illustrated in FIGURES 17 to 20 wherein 20 joining from 3G Mobile end

pairtg slesktop clients, audio device (PSTN line phone), and
Room-based system are respectively shown. [0126] The flowchart in

BIepRE 21 siipws gemtitaly Naenerdoisernchpoirist drkl B RSSENt to the Load
phone, ISDN Room, IP Room, 3G Video Phone and the Web 48 based

Embedded Clegadidling into the system via the MCU (1) to establish a
conference session. Details on how our video conferencing system

stapages- and adocetes Banivalrdtaonieraagadsaotincendoovai®uront End
end point types are further elaborated in the next flowchart, i.e. FIGURE

22. 5 [0127] Bosigsly, aussysttepracesshentietionegneedeveéb server, the
checking first, followed by participant resource checking. If the requested

conference isDalteadyfengodtgisenteneadsy the FysienEmdlSeieen the
MCU to allow the on- going participant to extend participation in the
swbedence aglengrrintbeye Maifesuficiest resatscelalloCatian ciiliféédhice and
the requested conference is an on-demand conference which has yet
assigns the conference to one of the Conference Servers.
Step6 - Conference data (presentation slides, chat transcript) are hosted
on the assigned Conference Server which also handles the

running of the Data conference (broadcasting the media streams,

synchronizing the input etc.) until the conference ends.

JOINING A CONFERENCE FROM VARIOUS END POINTS

[0125] Joining a video conference session in our video conferencing system
from various end points are graphically illustrated in FIGURES 17 to 20 wherein
joining from 3G Mobile end points, desktop clients, audio device (PSTN line

phone), and Room-based system are respectively shown.

[0126] The flowchart in FIGURE 21 shows generally the various end points,

i.e. 2G/ PSTN phone, ISDN Room, IP Room, 3G Video Phone and the Web
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started, the system will inform the MCU to create a new conference based
on predefined conference template and allow the participant to join
conference as 15 long as there is sufficient resource allocation. If the
requested conference is an invalid conference, MMC will inform MCU to
reject the participant. [0129] Information®n the exact end point type is
important in order to make sure the resource calculation is accurate

baseyEerdifériest eTibpeNalNRg iRfbaprssyResHl ilfierené eaafierence establish a
resource. However, such information is not passed to the video

conferencingsysiem dueiradVEirxiesial ddderieadashciNieBeeifinganages
of the pertinent information is instead achieved by querying the MCU

gntnafiuese ahnet deeiandpoddrietai der ibaserveiting parfinigashwipdint types
the same alias and conference reference. 49 [0130] Although there is no

gitefipns ioldeonstet tinetlewdagowseareitner FPSURET B 3G, IP Room
and/or ISDN room join the conference, the computer or PC end point type

needs to be treated as a special case. Please look at the 5 condition box
"Is end point type a computer?" in FIGURE 22 in respect of both the
[gaingBssitens cedlowyansho prisipasescanie rderboe [fighis aemstitiny first,

is true, there is no need to check the resource for computer and MCU will

wioweebrifgrectitgpete ssdocom miiecklingetlylf Theereagaedwsdheonference is
computer's exemption from resource availability check is that the

aheyuitesmpsdgdctinfegendd, tththe yeenpaviil inedare iheoMiG Vatbiriiotlethe on-
MCU entry queue. Thus all the necessary resource checking has been

goimg) chaitigipaamvebeadat pattieipa@sionflave Torffatbrcexpaiorifias there is
situation whereby a computer-based end point joins a conference
sefintwesomdd aditeratidrl GURE 23 wherein is shown a PC-based end

point in the form of a web-based embedded client dials

[0128] If the requested conference is an on-demand conference which has yet
started, the system will inform the MCU to create a new conference based on
predefined conference template and allow the participant to join conference as

long as there is sufficient resource allocation. If the requested conference is an

invalid conference, MMC will inform MCU to reject the participant.

[0129] Information on the exact end point type is important in order to make
sure the resource calculation is accurate because different end point type
consumes different conference resource. However, such information is not
passed to the video conferencing system during MCU external authentication.
The acquiring of the pertinent information is instead achieved by querying the
MCU entry queue about the end point detail for those waiting participant with

the same alias and conference reference.
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15 into the system to establish a conference session. [0131] The flowchart
diagram in FIGURE 24 depicts the detail flow for the Web-based
Embedded Client dialling into the system to establish a conference
session. This flow further elaborates the steps in FIGURE 23 in respect of
how 20 the video conferencing system4g@anages and allocates the actual
AV conference resources for computer end point types. [0132] Our video
conferencing system processes the conference level checking first,
followed by participant resource checking. If the requested 50 conference

fo EdmadhbaeingsRiescAeed iieruitteo ipotdareneiNehay e lodlciniden either
the MCU to allow the participant to join conference as long as there is

sEfrsTNIesnureRlneainn/d [SLI3lHdhejons uasteshtoniacenerdcamputer or
on-demand conference which has yet started, the system will inform the

MCria psiatergoeenceariesepeetzaged ag aregetiacdgonfer@aage look at the
template and allow the participant to join conference as long as there is

sofftittnt rsotrce adqseiiony petheoempested canfREUREIRaNNniRvabdct of both
conference, our video conferencing system will inform MCU to reject the

fHe patjoipgntoltfiésdh ddh éitsnisaad authismtiaatiosopiféthder fomputehis condition
participant, which need to key in the PIN at the login web page. The

comterdpadschentbpdind \whdk tieguesbihesysiavnpatghantictethaill grant
PIN, the PIN authentication for the rest 15 end point types is done by

dtatdréhumgsunarssiut@utbenicetiodirteMCU el rdid aut fior thikeerdmputer’s
points, as depicted in FIGURES 25 - 26 to establish a conference

erspipriod fawificakyurte Wikl 25ilkhamme tkadvaad thellbagnpuitée raafthetito login
participating end points while FIGURE 26 shows the MC dialling out to

to the web portal before it could call into the MCU entry queue. Thus all the
necessary resource checking has been done during the web portal
authentication flow. To further explain this situation whereby a computer-based
end point joins a conference session, we would refer to FIGURE 23 wherein is

shown a PC-based end point in the form of a web-based embedded client dials

into the system to establish a conference session.

[0131] The flowchart diagram in FIGURE 24 depicts the detail flow for the
Web-based Embedded Client dialling into the system to establish a conference
session. This flow further elaborates the steps in FIGURE 23 in respect of how
the video conferencing system manages and allocates the actual AV

conference resources for computer end point types.

[0132] Our video conferencing system processes the conference level

checking first, followed by participant resource checking. If the requested
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undefined participating end points. 20 DYNAMIC RESOURCE
ALLOCATION [0135] One of the key feature of our video conferencing
system is the ability to 51 dynamically allocate conferencing resources to
the various end points. In a simplified manner, FIGURE 27 illustrates the
various combinations of scheduled angmnscheduled conferences with
dial-in and dial out options for different types of end points including: 5 -

tBrifrenbasiedapedrsy (HhoilsPhb neereneaseH«C oiteso(ISdaheken@igPyBtém will
audio phone (AP); - 3G; and - PC-based participant. 10 [0136] With

iefenengetveG WiR BId%tehel GRMRE pih ced geliyalynteeciegic Vo ref B there is

dynamic allocation of resources for the Gatekeeper Web Account may be

deswibed dsthedelowtagiolh [0137] A PC participant would typically join a
conference via the video component embedded in the web page. The

participant may be a scheduled or ad hoc participant. The video
component embedded in the web page for conducting the audio/video

[Ergelenceis e irbSk3l alienfcteaisbisrafeveditoramd daddrerbecligiich has yet
which need to register with a H.323 gatekeeper (hereby 20 referred to as

Sgatekkaperdysithewviviefousetiame antb passiteo il aerouohféhenekybased on
called gatekeeper web account) before the PC participant initiate a

predefined conference template and allow the participant to join conference as
long as there is sufficient resource allocation. If the requested conference is an

invalid conference, our video conferencing system will inform MCU to reject the

participant.

[0134] There is an authentication of PIN for computer participant, which need
to key in the PIN at the login web page. The computer-based end point which
request the system to authenticate the PIN, the PIN authentication for the rest
end point types is done by MCU. Upon successful authentication, the MCU will
dial out to the end points, as depicted in FIGURES 25 — 26 to establish a
conference session. Specifically, FIGURE 25 shows the MCU dialling out to
defined participating end points while FIGURE 26 shows the MC dialling out to

undefined participating end points.

DYNAMIC RESOURCE ALLOCATION

[0135] One of the key feature of our video conferencing system is the ability to
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audio/video conference call. [0138] The gatekeeper web account used by

the video component is 52 provisioned or registered in gatekeeper in

advance. There is no limit on the maximum number of web accounts that

may be created in gatekeeper. However, since it is not feasible to

provision an unlimited number of web Bgcounts in gatekeeper, a fixed

number of web accounts is preferably 5 provisioned into gatekeeper

dyhiag Bydieralseie stoaeerbstiaglddsnaied athwisdipdofartpiihis. In a
only used for the H.323 web client (PC participant) to login to the

sintpkaenenahteb)eiSURBtAINGH dirthesvidec aAbies&ReEN NSRS scheduled
database to store the same account information for purposes of the

didamischecoisd abetatiantdynivichjdiaing eerfelianoatstpgiovsfarelifadat types
10 [0139] The total number of gatekeeper web account provisioned in

ghteiteppritsisnelatingbly double the total number of concurrent calls
limited by licensing. This is a preferred quantity in terms of the searching

performance on tiferaepeuzseteconds, (IR);having too many accounts
would result in slower search 15 performance during the process of

dynamically alloc8hy respuHicasdsa daeleactSDNY; Besides, the concurrent
call license limit would be always be hit first before the number of

gatekeeper web 2GRS Xptaldtorpaohed APRgnce, there is no point in
provisioning a number of accounts far too many than the license limit. 20

[0140] The licensgd@inaihan the maximum concurrent connections (say, for
example, 100) in the H.323 gatekeeper means the total number of the
connected call aP@rpaswitieticipdhe gatekeeper should not exceed the
license limit. This license limit would apply to all the H.323 clients,

including the combined total of

[0136] With reference to FIGURE 28 to FIGURE 32 collectively, the logic flow
of the dynamic allocation of resources for the Gatekeeper Web Account may be

described in the following.

[0137] A PC participant would typically join a conference via the video
component embedded in the web page. The participant may be a scheduled or
ad hoc participant. The video component embedded in the web page for
conducting the audio/video conference is an H.323 client (hereby referred to as
“H.323 web client”) which need to register with a H.323 gatekeeper (hereby
referred to as “gatekeeper”) via the given user name and password account
(hereby called gatekeeper web account) before the PC participant initiate a

audio/video conference call.

[0138] The gatekeeper web account used by the video component is
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H.323 web clients, 3G mobile phones and IP room based codecs. 53
[0141] There are two approaches to allocating the gatekeeper web
account to a PC participant: (i) the conventional pre-allocation during
conference reservation time, and our novel (ii) dynamic-allocation upon a
PC participant 5 joining the conferencggtime. [0142] For the pre-allocation
approach, when the conference chairman tries to extend the conference

priakaihdaegaieliRepridVeb geeieripneser fatikmceomestedi$Go limit on the
participants in this conference session might have been 10 allocated to

apatieipalinista secard castaients whichnmguprossddastai gatekeeper.
immediately after the first conference ends. As one gatekeeper account

FvenY, bsingedtbisonetPleadiisipanpringsiemfeienagimiteaswmmber of web
request would be rejected due to the conflicting allocation of the

getekeepemvefartempr, 1% [0h4sd] Dynamée-adpoaion weetdisglvesthiseferably

conflict as it guarantees only the free account would be allocated to the

peavieiiinguR P ydirikespend e gadpsriedsacapusitywilitbenealid far thsted that
whole conference duration, including the extended period. In our

tiepkised sy aigiouthegaiekeaped Vieh thecelBR 8anebnlyidet PRIpHaitypant) to
allocated to the H.323 web client after the conference 20 authentication is

lamsetbantethgaecisetipeirearcaaplgrént erlldicimse anvatablesitdih tenferencing
gatekeeper. The steps involved in the dynamic allocation process may

gychte’ shadrllmwsego[Gldd T saeratocvaytbiedinmatioa RE Parpiogsniof the
logging in to the join 54 conference at the login page. The system
dytheniicates dine Mo qaidicigarihbyjoirgnfy tuhfbeeoorfstageaieiownpertal.

code and PIN. If passed, the system would

[0139] The total number of gatekeeper web account provisioned in gatekeeper
is preferably double the total number of concurrent calls limited by licensing. This
is a preferred quantity in terms of the searching performance on the accounts
records, i.e. having too many accounts would result in slower search
performance during the process of dynamically allocating resources to the
accounts. Besides, the concurrent call license limit would be always be hit first

before the number of gatekeeper web account total is reached. Hence, there is

no point in provisioning a number of accounts far too many than the license limit.

[0140] The license limit on the maximum concurrent connections (say, for
example, 100) in the H.323 gatekeeper means the total number of the connected
call at any one time via the gatekeeper should not exceed the license limit. This
license limit would apply to all the H.323 clients, including the combined total of

H.323 web clients, 3G mobile phones and IP room based codecs.
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check the following information in order to determine if there is any free
gatekeeper concurrent call licenses available in the gatekeeper: 5 1. The

total number of the reserved PC participants in the video conferencing

system for the current time slot is determined. 2. The total number of

connected ad-hoc PC participants in theavideo conferencing system for

the current time slot is determined. 10 3. The total number of the reserved

3G participants in the video conferencing system for the current time slot

is determined. 4. The total number of the connected ad-hoc 3G

articiparisie the tvidegpproiaeasing Systamhipribeyatsiendgineveletdscount to
determined. 5. The total number of the reserved IP room based
pamcpgARitiphet: 15 yifemeonienoantighay sigre-floheicnrrenk e siference
is determined. 6. The total number of the connected ad-hoc IP room
hasgdapticipassain toevidegecqnjedynaiftcsyBivation thediuraepTiparticipant
slot is determined. 20 [0145] If the sum of the above participants, each of

Julmong el sbikecuig@tihegatekeeper concurrent connection license, does
not exceed the maximum concurrent license limit, system will look up the

table and find an available gatekeeper web account from the account
pool. The selected account will then be passed over to the H.323 web

s foFbteHeginetahetakoapgssene, Whda1he]dbtiferBacpattiaipaghisries to
an ad-hoc PC participant, the gatekeeper web account will be released

orEntd the asmtfent poo| dnceithe e pgaickssdoontibfrasttmt used for the
conference. The released account can be then used for a new

connected PC participants in this conference session might have been
allocated to the participants of a second conference which is supposed to start
immediately after the first conference ends. As one gatekeeper account can

only be used by one PC participant, the conference extension request would be

rejected due to the conflicting allocation of the gatekeeper web account.

[0143] Dynamic-allocation would solve this conflict as it guarantees only the
free account would be allocated to the requesting PC participant and the
allocated accounts will be valid for the whole conference duration, including the
extended period. In our proposed system, the gatekeeper web account can
only be dynamically allocated to the H.323 web client after the conference
authentication is passed and there is still free concurrent call license available
with the gatekeeper. The steps involved in the dynamic allocation process may

include the following.

[0144] The scenario may begin with a PC Participant logging in to the join
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5 allocation. [0147] If the PC participant is a scheduled PC participant, the
gatekeeper web account will be released back to the account pool after
the whole conference ends. The released account can be then used for a
new allocation. 10 [0148] Although specific models of hardware, such as
the MCU being a Polycom MGC-100Tk4and the 3G gateway being a
Dilithium DTG-2000TM, are described as specific embodiments, it will be

epRr@TaRI AVt ReRIGPNIRENIT REdKANE K UM BIRiasERAITBINT Pliftiegsant by

devices or hardware may be 15 substituted with equivalents or

venpiap e deyifasavaileiledndbaebtrkai@Phich parde, mrdEigdan would

adapted from suitable devices or built from components with ordinary

engoreeriagfshilming LAdbiaate ef thegiatrorss dutdsypiens ageat RNGiny free
method disclosed herein 20 may also be alternatively configured,

gaediireper adaptecbacealdioghysies quingseswtiasihgrdrganacific

preferred features. These substitutes, equivalents, modifications,

adaptations, reconfigurations or alternative embodiments which are not
specifically described herein are nevertheless to be considered as falling

within the $pepeciad miarbe tbe tkowegalatnR 6 pekilyimtdVirative video
claim are: 5 1. A method of regulating number of concurrent participating

end pointscomfeushiom§ Sydtens FINtHE emaeiEthaseadoeis distists:italtl of
which are hereinafter referred to as "participants”) in a video conferencing

sysgem emhoyorgl multihediaf dasarsistamiad-toderdn palitipdndsnigiviaek video
protocol
conferencing system for the current time slot is determined.
3. The total number of the reserved 3G participants in the video
conferencing system for the current time slot is determined.
4. The total number of the connected ad-hoc 3G participants in the
video conferencing system for the current time slot is determined.
5. The total number of the reserved IP room based participants in the
video conferencing system for the current time slot is determined.
6. The total number of the connected ad-hoc IP room based participants

in the video conferencing system for the current time slot is

determined.

[0145] If the sum of the above participants, each of whom would take up one
gatekeeper concurrent connection license, does not exceed the maximum
concurrent license limit, system will look up the table and find an available
gatekeeper web account from the account pool. The selected account will then

be passed over to the H.323 web client for it to login to gatekeeper server.
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standard, said number of concurrent participants is regulated to within a

10 predetermined maximum number at a H.323 gatekeeper, said method
comprising the steps of: (a) authenticating whether a participant

attempting to login has pre- registered with the system with requisite

information provided and stored as sagparticipant's gatekeeper web

account, said authenticating 15 includes verifying one or more of

participant's identity (ID), password (PIN) and conference reference code;

(b) determining from the conference reference code whether said
atigipantheape sriredigent denserenradeser Bifidpimseeiingaackeeper web
conferencing; (c) if said participant has conference reservation, using said
Qecieinenils hegil éasetastR Y thddesttiMansbstorre the Patigapacipant logoff

gatekeeper web account to be presented as an H.323 client and

frgisteimochefermeavithiderbl s daiekeanperciiupimamesingisaidl for a new
participant into the video conference; (d) if said participant is seeking ad
Biscedierencing (hereinafter referred to as "ad hoc participant”),

checking for free concurrent participant 57 available in the H.323

gatekeeper, wherein the free concurrent participant available is a pool of
balance of the predetermined maximum number less the number of other

@y rrentheanCipantsipagaged schadgRidgElpeotitiiancingesgasiies ier web
the teleconferencing system; 5 (e) upon availability of free concurrent

aecucipantilladeniidlegisad lBathao prartatpanininisoticaseughe whole conference
teleconference session by identifying and retrieving said ad hoc

padiciPastisgriske epeoweicaccoanhfiomssaidoc how pddicipant's login

ID and PIN, and presenting said ad hoc

[0148] Although specific models of hardware, such as the MCU being a
Polycom MGC-100™ and the 3G gateway being a Dilithium DTG-2000™, are
described as specific embodiments, it will be appreciated by a person having
ordinary skill in the art that many of these devices or hardware may be
substituted with equivalents or comparable devices available in the market or

which may be modified or adapted from suitable devices or built from

components with ordinary engineering skills.

[0149] Some of the networks and systems layout and method disclosed herein
may also be alternatively configured, modified or adapted accordingly for
purposes of achieving specific preferred features. These substitutes,
equivalents, modifications, adaptations, reconfigurations or alternative
embodiments which are not specifically described herein are nevertheless to be

considered as falling within the scope and intent of the following claims.
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participant's gatekeeper web account as an H.323 client and registering

10 the same with the H.323 gatekeeper server; and (f) upon each

participant, whether ad hoc or having reservation, leaving a

teleconferencing session by logging off, deregistering said participant's
gatekeeper web account from the H.328sgatekeeper and releasing the

number of leaving participants to the pool of available free concurrent 15
participants. 2. A method of regulatigg Ajmgnber of concurrent participants

in a video conferencing system according to Claim 1 wherein the
predetermined maximum number of concurrent participants admissible by

the H.323 gatekeeper is 20 predetermined on the basis of resource
Allegalienclsietugiteg at least one of bandwidth capacity, traffic volume,

devices or device firmware, software or codecs, including user licenses
allowed and like copyright issues. 3. A method of regulating a number of
concurrent participants in a video 58 conferencing system according to

Claim Awhetkotitioe pegdeignyinetnbexioiuconaumder phaanigetiegtend points,
participants is base on the number of codec licenses allowed and each
irstodmis IREKRY haN onRhendnberisdgeiti@panisoenscu@adnity which are
registered with the H.323 gatekeeper. 5 4. A method of regulating a

hereheifel coslelireenttpadicippaisicl pavitse) Gonferginidogystermdncing system
according to Claim 1 wherein a participant having conference reservation
ompylsgiely torertencdibe datafesaraentegstuticy axteénd hispartispaton iprotocol
the conference session, at the end of the reserved time slot 10 by
seelidagiassaidachbotbparitipeoiagierstemadipants is regulated to within a

predetermined maximum number at a H.323 gatekeeper, said method

comprising the steps of:

(@)

(b)

(©

(d)

authenticating whether a participant attempting to login has pre-
registered with the system with requisite information provided and stored
as said participant’'s gatekeeper web account, said authenticating
includes verifying one or more of participant’s identity (ID), password
(PIN) and conference reference code;

determining from the conference reference code whether said participant
has a scheduled conference reservation or is seeking ad hoc conferencing;
if said participant has conference reservation, using said participant’s login
ID and PIN to identify and retrieve the participant’s gatekeeper web account
to be presented as an H.323 client and registering the same with the H.323
gatekeeper, thus inducting said participant into the video conference;

if said participant is seeking ad hoc conferencing (hereinafter referred to

as “ad hoc participant”), checking for free concurrent participant
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5. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 1 wherein the participant has pre-
registered his particulars at a webpage which is retrievably stored in the
form of a 15 gatekeeper web account, wherein said account may be
provided to be registered with the H.3Z¥ gatekeeper in accordance with
the aforesaid method steps. 6. A method of regulating a number of

concurgeailaBIECipaNteE HVEI gariRERMENG SYIsteBIraCafsdiR@éo concurrent
Claim 1 wherein at least a multipoint control 20 unit (hereinafter referred

to as "M&riCipartrapkaiacosriqaiaie rBEI@h feogeaéeghaiBtelimesiemaximum

data streams from multiple participants in various network format,

including iitberiest nele el i eividerdieteiedrie mspaititifauscehigageesin on-
Telephone Network (hereinafter referred to as "PSTN"), Integrated

Servicepifjaisi ddetenskdings svailensafetrectéeasifelRNCrngydtem,;

cellular network. 59 7. A method of regulating a number of concurrent
Eorticingiia invaligdsiiyconferncionQystam paetcihagtioddaimitgvbaieiad hoc
a MCU is employed to integrate and/or moderate data streams from IP,

PSTN, SRt peiviiks, ted sod@t gekevonidecenyleyeditnirbggragntifying and
and/or moderate data streams from 3G cellular network. 8. A method of

regulatiggisuignssid ¢ tloeupmnicpriticip gate ke epeidae bcavteiamcirgn said ad

system according to Claim 7 wherein the MCU is a Polycom 10

MGC-HKa T Marfcipanethodgihregulading amMmbeicdf pessenitienf said ad hoc

participants in a video conferencing system according to Claim 7 wherein

the 3G@atRiyaniSagdddkbirpe DIEh 200TNM B5 an H.323 client and registering
the same with the H.323 gatekeeper server; and

) upon each participant, whether ad hoc or having reservation, leaving a
teleconferencing session by logging off, deregistering said participant’s
gatekeeper web account from the H.323 gatekeeper and releasing the

number of leaving participants to the pool of available free concurrent

participants.

2. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 1 wherein the predetermined maximum
number of concurrent participants admissible by the H.323 gatekeeper is
predetermined on the basis of resource allocation, including at least one of
bandwidth capacity, traffic volume, devices or device firmware, software or

codecs, including user licenses allowed and like copyright issues.

3. A method of regulating a number of concurrent participants in a video
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10. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 7 wherein the data streams from
the MCU and 3G gateway are seamlessly integrated and moderated. 20
11. A method of regulating a number of concurrent participants in a video
conferencing system according to Clairgg7 wherein the MCU includes any
one or combination of applications, firmware or hardware including built-in

EbRRF ARIRIE SPSte rBcd ot eIMYS tol TIREND Witk iR Biewtb dal switelitgaximum

forwarding 60 and transfer; data network management for quality of

REMiser (oSonhaneiighriapagemsntasad atapeniinenSeprovidedds theenses

form of components or modules of the videoconferencing system. 12. A

aiethed airageladindisghsaber abheragusastpadicipadtsihsbeided participants
conferencing system according to Claim 1 wherein the number of

panidcipantsy (ceastioipatinghene poBRS haaskdegate based on the total or
combined total of 10 each of the following end points types: - PC-based
VolIP applications and accessories; - IP end point, including room-based
hardware, accessories and codec; - ISDN room-based codec - audio

phone Angladiod 266 (egolliagdePsimbbeetobdenclirevidsarifipasts in a video
including 3G networks. 13. A method of regulating a number of concurrent

parfisipadisgn syeiden eeotatingins\Glaim accantisgio Claipadivipeneirhaving
the number of gatekeeper

conference reservation may seek to extend the conference session, or extend
his participation in the conference session, at the end of the reserved time slot

by seeking as an ad hoc participant as in step (d).

5. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 1 wherein the participant has pre-
registered his particulars at a webpage which is retrievably stored in the form of a
gatekeeper web account, wherein said account may be provided to be registered

with the H.323 gatekeeper in accordance with the aforesaid method steps.

6. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 1 wherein at least a multipoint control
unit (hereinafter referred to as “MCU”) is employed to integrate and/or moderate
the multimedia data streams from multiple participants in various network format,
including Internet Protocol (hereinafter referred to as “IP”), Public Services
Telephone Network (hereinafter referred to as “PSTN”), Integrated Services

Digital Network (hereinafter referred to as “ISDN”) and 3G cellular network.
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web accounts allowed provisional reservation status in the pool to be 20
considered for video conferencing services to be double the number of
predetermined maximum number of allowed concurrent participants. 14. A
method of regulating a number of concurrent participants in a video
conferencing system according to Clairggl3 wherein the first available 61
gatekeeper web account from the pool is picked to join the video
conference session. 15. A method of regulating a number of concurrent
participants in a video 5 conferencing system according to Claim 1

whereip theepsticijarigugatregnfimibed acauiisresat eiaielcabingiared video
in a database managed by the video conferencing system, wherein upon

eopdetieinant bejreeaccaptedindoin a0lgiad EonfIRNGESaISON iSaénployed to
participant's gatekeeper web account is retrieved and sent to the H.323

gaéeiarpanthdieniedisiatediatl $GeAmiethnd obregsiatingsbNUAMRIBks, and a

concurrent participants in a video conferencing system according to
Snigatewhgraireatipaytenanistdgeatecinding ioerstbataandtesas from 3G
having reservation) requests are channeled to an MCU entry queue. 15
ddllfamaddied regulating a number of concurrent participants in a video
conferencing system according to Claim 16 wherein the MCU entry queue
implements a single dial entry sequence so as to process and approve

each request in turn according to the aforesaid steps to keep in count the
8umbea ah &b e rsfiuregil paticipanimisewithiodhewpredeteamicipants in a video
maximum number.

conferencing system according to Claim 7 wherein the MCU is a Polycom

MGC-100™.,

9. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 7 wherein the 3G gateway is a

Dilithium DTG-2000™.

10. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 7 wherein the data streams from the

MCU and 3G gateway are seamlessly integrated and moderated.

11. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 7 wherein the MCU includes any one
or combination of applications, firmware or hardware including

- built-in H.323 gatekeeper,

- call manager, including video PBX with call switching, forwarding
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18. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 1 executed in the order recited.
62 19. A gatekeeper and/or a (or link to a) network proxy server,
implementing at least one of steps (a) to (f) as part of implementing a
video conferencing system according gpa method according to one of
Claims 1 -18. 5 20. An MCU and/or call manager implementing at least
one of steps (apdar@hggepart of implementing a video conferencing
system according to a method according to one of Claims 1 - 18. 21. A

gateway, inclygirgrrmedicrgateryarneantslign v 60 stnatemeusy at

10 least one of steps (a) to (f) as part of implementing a video

conferencing ysi@mdaratidigeiaenmaipd according to one of Claims 1
- 18. 22. An end point implementing at least one of steps (a) to (f) as part

of implementingauvitdeg conferencing system according to a method
according to 15 one of Claims 1 -18. 23. A video conferencing system

preofipedatnaanenst eoepoheratiar afdbielcdarichs acrerchrdeie fdrigsystem.
19 - 22. 20 24. A video conferencing system incorporating a method

according to one of Claims 1 -18 as part of implementing a video

conferencing session.

12. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 1 wherein the number of participants
(“participating end points”) counted are based on the total or combined total of
each of the following end points types:

- PC-based VolIP applications and accessories;

- IP end point, including room-based hardware, accessories and codec;

- ISDN room-based codec

- audio phone, including 2G (GSM) and PSTN networks;

- video phone, including 3G networks.

13. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 1 wherein the number of gatekeeper
web accounts allowed provisional reservation status in the pool to be
considered for video conferencing services to be double the number of

predetermined maximum number of allowed concurrent participants.

14. A method of regulating a number of concurrent participants in a video

conferencing system according to Claim 13 wherein the first available
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61
gatekeeper web account from the pool is picked to join the video conference

session.

15. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 1 wherein the participants’ gatekeeper
web accounts are retrievably stored in a database managed by the video
conferencing system, wherein upon a participant being accepted to join a video
conference session, said participant’s gatekeeper web account is retrieved and

sent to the H.323 gatekeeper to be registered.

16. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 1 wherein all participants’ (i.e. including
both ad hoc and those having reservation) requests are channeled to an MCU

entry queue.

17. A method of regulating a number of concurrent participants in a video
conferencing system according to Claim 16 wherein the MCU entry queue
implements a single dial entry sequence so as to process and approve each
request in turn according to the aforesaid steps to keep in count the number of

concurrent participants to within the predetermined maximum number.

18. A method of regulating a number of concurrent participants in a video

conferencing system according to Claim 1 executed in the order recited.
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19. A gatekeeper and/or a (or link to a) network proxy server, implementing
at least one of steps (a) to (f) as part of implementing a video conferencing

system according to a method according to one of Claims 1 — 18.

20. An MCU and/or call manager implementing at least one of steps (a) to (f)
as part of implementing a video conferencing system according to a method

according to one of Claims 1 — 18.

21. A gateway, including a media gateway controller (MGC), implementing at
least one of steps (a) to (f) as part of implementing a video conferencing system

according to a method according to one of Claims 1 — 18.

22.  An end point implementing at least one of steps (a) to (f) as part of
implementing a video conferencing system according to a method according to

one of Claims 1 — 18.

23.  Avideo conferencing system incorporating any one or combination of the

devices according to Claims 19 — 22.

24. A video conferencing system incorporating a method according to one of

Claims 1 — 18 as part of implementing a video conferencing session.

*kkkk
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