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invention generally relates to systens and nethods for securing wreless
communi cations. More specifically, one feature of the invention provides a
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such as General Packet Radio Service (GPRS), nown net wor ks,
whi ch of f er&igned{eths assignsaheise! anddershy Renresshisiseorperard byrefercase liaein GSM
networks. GSM and GPRS are wused for nmany types of wreless comrunications
i ncluding voice, Internet browsing, e- mail and nultinedia data. GSM

i ncorporates various security nmecBAUISGROUNIprotect the content

comuni cat gver such systens. Service providers and users alike rely on
t hese securlety mechani snms for the privacy of their comrunications and

prot ed00@h of UTheipreselatiavernidt asrdlif LclRePYd GRKidmd 88 LR S6C c'uﬁ?(
measures to.authenticate their subscribers for the purposes of bi %i ng.

These secuMEPSHEXRRHISAEODSy dYles) spgciticidlyapre fpptureyof Heninverdionryoidesra mobi | e
t i nal ]SS t ed.
erm nal s hevel RenhBRIMRSKand a%'r%ﬁ%ﬂyﬁﬂémé E(?%WC%S %@ggﬁﬁgﬁe%ag}? Pgtev%ggp <
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| Background
[0003] One type of cellular technology for wireless communications is defined by the
Global System for Mobile (GSM) protocol, which operates on second generation (2G)
wireless telephony networks. GSM is further extended by newer networks, such as
General Packet Radio Service (GPRS), also known as 2.5G networks, which offers
Internet content and packet-based data services for GSM networks. GSM and GPRS are
used for many types of wireless communications including voice, Internet browsing, e-
mail and multimedia data. GSM incorporates various security mechanisms to protect the
content communicated over such systems. Service providers and users alike rely on
these security mechanisms for the privacy of their communications and protection of
their data, and service providers use these security measures to authenticate their
subscribers for the purposes of billing. These security mechanisms typically operate by
authenticating user mobile terminals to the network, and subsequent transmissions may
be encrypted. However, GSM security measures are vulnerable to attack by third

parties, owing to weaknesses in GSM security protocols, such as false base station



2 attacks arising froma |ack of network authentication, the possibility
of replay of the security protocols, and weaknesses in GSM encryption

al gorithns. [0004] These security weaknesses were addressed in the
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with its inherent s rity inmprovenments conpared to 2G or earlier |egacy
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reveall000fd keysThndeahpiggey vademniiovslopment rely on the 3G authentication and key
agreement methods, such as those supported in a UMTS Universal Subscriber Identity

Module (USIM), with its inherent security improvements compared to 2G or earlier
legacy systems such as GSM. For instance, Generic Authentication Architecture (GAA)
and the Generic Bootstrapping Architecture (GBA) are specified for 3G networks and
build on the security infrastructure of 3G mobile networks (i.e., USIM-based security)
to provide secure mutual authentication between mobile user equipment and a network
server that facilitates network applications and/or services.

[0007] However, these mutual authentication techniques (e.g., GAA and GBA) are not
available to earlier-developed (e.g., 2G) communication systems, such as GSM
Authentication and Key Agreement (AKA) protocols, for instance. These GSM
protocols are susceptible to replay attacks, so an attacker may force re-use of keys, and
possibly exploit weaknesses in some contexts to reveal the keys and thus undermine the
security. Thus, a method is needed for bootstrapping application security keys from
GSM authentication and key agreement in such a manner that is not susceptible to

replay attacks and keys may not easily be revealed.



security. Thus, a method is needed for bootstrapping application security
keys from GSM aut hentication and key agreenent in such a manner that is
not susceptible to replay attacks and keys nay not easily be reveal ed. WO
2006/ 084182 Fo6eldstis3 52006/ 003947 3 [0008] Thus, there per/asihHegshssso
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server fungs | Qf 4R &?&L(%Dpﬂnég ﬁét?{?ﬁgﬂﬁ%]di( M) . The BSF receives froma

Home Location Register entication paraneters
corresponding to this nobile termnal (e.g. GSM RAND, SRES, Kc) and
generates an authentication chall em (y ving RAND and sends it to the
MI' under a server-authenticated pu & mechani sm Thi s aut hentication

chal | l00e9]may i AchudRl hithéMRetRRMBIRBE & SroSieA f&Ssechi@ é?ﬁg@ﬁﬂi% fidndentity
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whet her it (o0 (@i 0 3 ' .
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certificate. fthe MI fornulates a response aut’hen
based on keyshallengeredpdnsorkey frackanghénimplameand betvadeh enpeotfteapging rveandom
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boot st r appiRegisser EER) nowiotio nubieaedion ﬁah@nét@:@d&fﬁé%maﬁfgk%l\%sr ﬂfogﬁé’ ed in
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involving RAND and sends it to the MT under a server-authenticated public key
mechanism. This authentication challenge may include further parameters such as
random numbers, identity information, time stamps, sequence numbers and Diffie-
Hellman public keys.
[0010] The MT receives the authentication challenge and determines whether it
originates from the BSF based on a bootstrapping server certificate. The MT formulates
a response to the authentication challenge based on keys derived from the authentication
challenge (e.g., a random number) and a pre-shared secret key (e.g., in the GSM SIM).
That is, the SIM in the MT can derive secret keys (e.g. SRES and Kc) used by the
bootstrapping server function based on the random number RAND received in the
authentication challenge and the pre-shared secret key stored in the SIM. The
authentication response may include further parameters such as encrypted random
numbers, identity information, time stamps, sequence numbers, and Diffie-Hellman
public keys. The BSF receives the authentication response and determines whether it
originates from the MT. The challenge-response mechanism makes use of public-key
mechanisms to verify the origin of the challenge and pre-shared secret keys to verify the

origin of the response. For instance, the BSF can independently recalculate one or more



aut henti cati on response may include further paraneters such as encrypted
random nunbers, identity information, tinme stanps, sequence nunbers, and
Diffie-Hell man public keys. The BSF receives the authentication response
and det erwiomees/osmssher it originates fromthe MI. Thepchu$doennss4r esponse
mechani sm nmakes use of public-key nechanisns to verify the origin of the
chal | enge and pre-shared secret keys to verify the origin of the
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parameter computed with a first key generated at the mobile terminal, (d) verifying

whether the authentication response originated from the mobile terminal by re-
computing the first parameter at the bootstrapping server function based on a second
key provided to the bootstrapping server function, and () comparing the first parameter
received in the authentication response to the first parameter re-computed by the
bootstrapping server function. The authentication response is deemed to have originated
from the mobile terminal if both first parameters are the same.

[0013] The first key may be obtained from a subscriber identification module, which
may be either a Global System for Mobile (GSM) Subscriber Identity Module (SIM) or
a CDMA2000 Authentication Module, stored in the mobile terminal. The second key
may be obtained from a home location register communicatively coupled to the
bootstrapping server function. The first and second keys may be generated based on the
same secure algorithms and a pre-shared secret key known to a subscriber identification
module in the mobile terminal and a network database communicatively coupled to the
bootstrapping server function. The authentication challenge may include a random

number as a parameter, and the random number and a pre-shared secret key, stored in a



fromthe nobile terminal if both first paraneters are the same. [0013] The
first key may be obtained froma subscriber identification nodule, which
may be either a d obal Systemfor Mbile (GSM Subscriber ldentity Mdule
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a pre-shared secret k‘%] known to a subscriber identification n
t he nobi | e IfiFrsion medpletorgenwpiekhaimblsyssed toraoumiutathe Viedt pacoefer edtheo t he

boot st r appi i B, ication chal |l enge may. include a
random nur’?gglre ﬁ%ﬁgﬁ E%Pgr%%t g%, S%%gi ]'?%teg} rg‘?'}ﬁé of% ﬁﬁ %&ﬁgr%ngsﬁl%ﬁWg%d
secret key,masthergederated HaiMDoR GROP D 82IhE PreR(BhfdS2QOBEYRBRLT outkids the sedbilber

identification dul.e in the bile term pal, are used by the subscriber
i dentifi catt?rgﬂn%ﬂﬁl}ﬂh@r nflogehERLe & &‘ﬁé‘“@%@@“%w&%&? t'eddmnarametes ol f i r st

par anet er ithe ifiBentidatioAaBijon @l @ idcRRIB ANE&sacENRIRaEORHn kEe¥e E’Jrﬁ%dtgie?itﬂ o the
boot st rappi ng_server function nay be generated based on a copy of the
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aut hentication response nmay include a nessage authentication code conputed
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verify the origin of the. authentication response. [0014] In sone
i npl ement atslrgﬁlg¥un§8?rh?3Psﬁdk°é&&Wa C‘Eﬂéiag?é’né?%? REARHE 15oGTOmPRisHi ghe ser ver
functi on basestrapilgereefnttbkaitig thdaildikegt paraneter is re-conputed at

t he tt@ t trapp:égg_ seryer function using the third key. [0015{(
Addi t | ly, tREYePHEE heayethed mee fusthes infuse(@) c giarfguish keyuatithe key at

the boot sthbepRipPehoSREWST nety d . L.ch ks al so
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(b) sendi n§ompaeed biirtht mobile tdrminml wbisg oo fist kappindy(bs sending fherfotuitiokef 0 a
requesting I I ton.function so that the nobile termnal and
net wor k apgﬁaﬁ%ibléﬂé?@%’fﬁa Stoeﬁ‘%g ﬁ%nrcgo? Ko 2 FEUPTHR sl ‘?IE APPICELR fpgtion so
comuni cat thehshd efohde nertrhean anfl Gdibdrk Applidieion faadtoneshafO e IRErHR KeGtYPr K
devi ce conprisi n?: a%é a. communi cation interface to conmunicate with
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interface to communicate with wireless mobile terminals, and (b) a processing circuit
coupled to the communication interface and configured to implement a bootstrapping
server function to authenticate the mobile terminal. The processing circuit may
authenticate the mobile terminal by (a) generating an authentication challenge including
a random number, (b) sending the authentication challenge to the mobile terminal,
wherein the mobile terminal can verify the origin of the authentication challenge based
on a previously obtained bootstrapping server certificate associated with the
bootstrapping server function, (c) receiving an authentication response from the mobile
terminal, the authentication response including a first parameter computed with a first
key based on the random number, a pre-shared secret key and an algorithm, wherein the
pre-shared secret key and algorithm are known to a subscriber identification module in
the mobile terminal and a network database communicatively coupled to the
bootstrapping server function, (d) computing a second parameter at the bootstrapping
server function based on a second key provided to the bootstrapping server by the
network database, and (e) comparing the first parameter and the second parameter,

wherein the authentication response is deemed to have originated from the mobile



server function to authenticate the nobile term nal. The processing
circuit may authenticate the nobile termnal by (a) generating an

aut henti cati on chall enge including a random nunber, (b) sending the
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the bootstrapping server function, (c) generating an authentication response based on a
first key generated by a legacy subscriber identification module in the mobile terminal,
and (d)> providing the first key from the subscriber identification module to the mobile
terminal in response to receiving the random number received in the authentication
challenge. The method may further include generating the first key at the subscriber
identification module using the random number, a pre-shared secret key and an
algorithm. The pre-shared secret key and algorithm are both stored in the subscriber
identification module and a network database communicatively coupled to the
bootstrapping server function. In some implementations, the first key may be generated
using additional parameters transmitted in the authentication challenge and response.
[0018] The method may further include computing a third key at the mobile terminal
based on the first key. The third key may also be independently computed at the
bootstrapping server function based on a second key provided to the bootstrapping

server function by a network database. The third key is sent from the bootstrapping
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[0020] The subscriber identification module may be a subscriber identity module (SI™M)
compliant with the Global System for Mobile (GSM) protocol. The pre-shared secret

key may also be employed to allow the mobile terminal to establish communications

over a legacy wireless network.

BRIEF DESCRIPTION OF THE DRAWINGS
[0021] Figure 1 is a block diagram illustrating a communication system in which a
bootstrapping server and a legacy mobile terminal can mutually authenticate each other
according to one implementation.
[0022] Figure 2 is a block diagram illustrating a mobile terminal configured to perform
mutual authentication with bootstrapping server function operational on a

communication network according to one implementation.
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DETAILED DESCRIPTION

[0028] In the following description, specific details are given to provide a thorough
understanding of the embodiments. However, it will be understood by one of ordinary
skill in the art that the embodiments may be practiced without these specific detail. For
example, circuits may be shown in block diagrams in order not to obscure the
embodiments in unnecessary detail. In other instances, well-known circuits, structures
and techniques may not be shown in detail in order not to obscure the embodiments.

[0029] Also, it is noted that the embodiments may be described as a process that is
depicted as a flowchart, a flow diagram, a structure diagram, or a block diagram.
Although a flowchart may describe the operations as a sequential process, many of the
operations can be performed in parallel or concurrently. In addition, the order of the
operations may be rearranged. A process is terminated when its operations are
completed. A process may correspond to a method, a function, a procedure, a
subroutine, a subprogram, etc. When a process corresponds to a function, its
termination cotresponds to a return of the function to the calling function or the main

function.



inpl enentation. [0027] Figure 7 illustrates an alternative nethod of
perform ng a chal |l enge-response protocol between a GSM conpliant nobil e
term nal and a bootstrappi ng server function to securely authenticate
each ot hewd moe/usetsaor K appl i cati on functions accor di Nngr¢TYUS086/003947

i mpl enent ati on. DETAI LED DESCRI PTION [G928] In the follow ng description,
specific details are given to provide a thorough understanding of the
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| npl ement e%atia,n arguments, parameters, or memory contents. Information, arguments, parameters,
data, etc. may be passed, forwarded, or transmitted through a suitable means including
memory sharing, message passing, token passing, network transmission, etc.
[0032] In the following description, certain terminology is used to describe certain

features of one or more embodiments of the invention. For instance, the terms “mobile
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terminal”, “user equipment”, “mobile device”,

wireless device”, and “wireless mobile
device” are interchangeably used to refer to mobile phones, pagers, wireless modems,
personal digital assistants, personal information managers (PIMs), palmtop computers,
laptop computers, and/or other mobile communication/computing devices which
communicate, at least partially, through a cellular network. The terms “legacy” is used
to refer to networks, protocols, and/or mobile devices which are pre-3G, operate a pre-
3G protocol, or employ a GSM-compliant SIM or a CDMA-compliant Authentication
Module or MN-AAA Authentication Module. Additionally, the term subscriber
identification module is used to refer to a GSM-compliant Subscriber Identity Module
(SIM), a CDMA-compliant Authentication Module or MN-AAA Authentication
Module, or any other module typically included in a mobile terminal to identify the

mobile terminal to a wireless network.



software, firmware, mddleware or mcrocode, the programcode or code
segnents to performthe necessary tasks may be stored in a
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- [0035] MT 102 may be a legacy wireless communication device that registers or

connects with a sérvice provider using a predefined protocol (e.g., a pre-3G protocol) in
order to communicate over the network 100. In some implementations, this process of
registering with a service provider may involve authenticating MT 102 by using a pre-
shared secret key (e.g., stored in a GSM SIM, CDMA Authentication Module, or other
legacy module). For instance, MT 102 may contain a GSM-compliant SIM or a
CDMA2000-compliant authentication module to enable MT 102 to operate in GSM or
CDM?2000 networks and allow it to be authenticated by the network for over-the-air
communications.

[0036] Once the MT 102 is authenticated by the service provider for communications
through the network, one aspect of the invention adds another layer of authentication to
enable secure network applications. This additional authentication mechanism is
independent of the underlying network bearer or authentication mechanism of the
bearer. The additional layer of authentication uses existing keys, in the SIM or
Authentication Module, together with a novel protocol to establish keys that are

independent of the network or bearer security services. This new authentication
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aut henticate each other according to one inplenentation. A network
architecture 100, such as a GSM conpliant or CDVA2000-conpl i ant
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106. The NAF 108 may be gn i gxéhgnéela over a wireless
medium to perform commercial and/or confidential transactions between an MT 102

and a NAF 108.

[0040] One feature of the invention provides a protocol that enables BSF 106 and MT
102 to agree on a public or shared secret key in a manner which is not susceptible to
inherent GSM and/or CDMA2000 weaknesses. In particular, the MT 102 is first
provisioned with a digital certificate to authenticate the BSF 106. This allows the
communications from the BSF 106 to the MT 102 to be digitally signed or carried in a
server-authenticated channel, thus allowing the MT 102 to ascertain that the keys or
parameters received during the authentication process are coming from the BSF106 and
not from another entity attempting a “man-in-the-middle” or replay attack. Thus, the
present method may be applied to extend the authentication scheme of the 3G Generic
Bootstrapping Architecture to protocols, other than UMTS AKA, which do not
themselves benefit from network authentication.

[0041] Figure 2 is a block diagram illustrating a mobile terminal (MT) 200 configured
to perform mutual authentication with bootstrapping server function operational on a

communication network. The MT 200 includes a processing circuit 202 (e.g.,



application that operates on a networked device, such as comerci al
transaction applications and/or |ocation-based services, for instance.
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302 (e.g., processor) coupled to a communication interface 306 to communicate with the
wireless network, and a memory device 304. The processing circuit 302 may be
configured to execute the bootstrapping server function while maintaining the keys
and/or parameters to implement the Diffie-Hellman key exchange with an MT. For
example, the processing circuit 302 may be configured to perform part or all of the
methods illustrated in Figures 4, 5, 6, and 7.

[0043] Figure 4 illustrates a method of performing a challenge-response mechanism that
mutually authenticates a mobile terminal, having a legacy SIM, and a bootstrapping
server function according to one implementation. This challenge-response mechanism
makes use of public-key mechanisms to verify the origin of the challenge and pre-
shared secret keys to verify the origin of the response.

[0044] The bootstrapping server function (BSF) generates an authentication challenge
and sends it to the mobile terminal (MT) under a server-authenticated public key
mechanism 402. The authentication challenge may include a random number (e.g.,
RAND) and is derived from a pre-shared secret key (e.g., Ki) known to a network

database and a subscriber identification module in the MT. For example, the pre-shared
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random numbers, identity information, a Diffie-Hellman public key) to calculate the
keys used to formulate the authentication response.

[0046] The BSF receives the authentication response and verifies whether it originates
from the MT based on secret keys (e.g., SRES and Kc) independently obtained by the
bootstrapping server function 408. For example, the BSF may use the secret keys (e.g.,
SRES and Kc) generated by the network database based on the random number RAND
and the pre-shared secret key (e.g., Ki.). Thus, a bootstrapping server certificate is used
by the MT to verify the origin of the challenge while keys (e.g., SRES and Kc) are used
by the BSF to verify the origin of the response. This ensures that no attack by a third
party is taking place.

[0047] From the verification and independent calculations of keys (e.g., SRES and Kc),
the MT and BSF a shared key can be computed. An application key may be generated
at the mobile terminal and the bootstrapping server which the bootstrapping server can
provide to a requesting network application function to enable secure communications

between the mobile terminal and the network application function 410. For instance

the shared key, or an application key derived from the shared key, can be sent by the
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chal | enge MRvided toethe BSE. tg. anthemizSteathe SK)insdide theseghesting MT. The BSF then
challenges the MT with a random number RAND (generated by the HLR) and other
parameters 506.

[0050] The MT verifies whether the authentication challenge originates from the
expected BSF based on a bootstrapping server certificate 508. For instance, this
verification may be performed using a public key or digital server certificate of the BSF
which has been provisioned in the MT. If the authentication challenge does not come
from the expected BSF, then the process terminates. Otherwise, an authentication
response to the challenge is formulated based on a secret key provided by the SIM of
the MT 510. For instance, the MT passes the random number RAND to the SIM (in the
MT) which calculates one or more secret keys (SRES and Kc) using the pre-shared
secret key Ki and random number RAND with the algorithms A3 and A8. The secret
keys SRES and Kc are then provided to the MT to formulate the authentication
response. In one implementation, the secret keys SRS and Kc may be used to compute
a message authentication code, or derive or encrypt one or more parameters, that is sent

as part of the authentication response.
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[0053] Once the authentication response is verified, the BSF and MT independently

compute a shared key based on one or more keys and/or parameters (e.g., SRES, Kc,
and/or other parameters) known to both the BSF and MT 516. This shared key can then
be provided to a requesting NAF to establish secure communications or transactions
between the MT and NAF 518,

[0054] The MT authenticates transmissions from the BSF by means of a public key
mechanism. The BSF challenges the MT with a random number RAND and establishes
that it is in possession of the corresponding secret keys SRES and/or Kc in order to
authenticate the transmissions from the MT. Thus, the BSF and MT are mutually
authenticated in order to share information from which keys may be derived for the
purpose of bootstrapping.

[0055] Figure 6 illustrates a method of performing a challenge-response protocol
between a GSM-compliant mobile terminal 608 and a bootstrapping server function 604
to securely authenticate each other for network application functions according to one
implementation. GSM Authentication and Key Agreement (AKA) are based on a
challenge—response protocol. In order to bootstrap based on a legacy SIM, the

HLR/AuC and SIM perform similar calculations based on the existing secret key Ki and
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computes a Diffie-Hellman public key P”, where P is a generator of a cyclic group
previously provisioned to both the BSF 604 and MT 606, such as the multiplicative

group of a finite field or the additive group of an elliptic curve. The BSF 602 then

sends a triplet (RAND, P¥, SIG) 610 to the MT 606, where SIG is a digital signature
computed using the BSF 604 RSA private key. The message 610 may be further
enhanced to include other server-authenticated parameters such as a transaction

identifier.

[0057] The MT 606 receives the triplet (RAND, P*, SIG) 610 and uses the BSF 604
digital certificate to verify the SIG. The MT 606 is assumed to be provisioned with the
digital certificate to enable it to authenticate data transmitted from the BSF 604. If the

data is deemed to have originated at the BSF, the MT 606 generates a random number y

and computes PY. The MT 606 also passes RAND 612 to the SIM 608 which returns a
pair (SRES, Kc) 614, generated based on RAND and Kj, to the MT 606. If the SIM 608
is authentic, then it should generate the same SRES and Kc as was generated by HLR

602. The MT 606 then computes a message authentication code MAC of PY, keyed



conpute a shared key based on one or nore keys and/or paraneters (e.g.,
SRES, Kc, and/or other paraneters) known.to both the BSF and MI 516. This
shared key can then be provided to a requesting NAF to establish secure
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provided that the MT 606 does not support algorithm A5/2. The A5/2 algorithm allows

a near-instantaneous break in GSM protocol which may undermine the protocol above.

However, the A5/2 algorithm is being phased out in 3GPP Release 6 specifications.
[0061] Note further that a man-in-the-middle attempting to attack the protocol cannot

change the initial challenge (RAND, P*, SIG), because of the SIG, so an attacker cannot

. . VA .
Insert 1ts own P or use a different RAND. It could at best replay these messages, but it
cannot impersonate the BSF as any replay is tantamount to using ephemeral Diffie

Hellman. Conversely, if the BSF ensures that the RAND used is fresh, from one use of

this protocol to the next, and ensures that the response (Py, MAC) is received in a short
period of time, then an attacker does not have a chance to derive the SRES and Kc
through other means such as challenging with RAND in the typical GSM scenario and
attacking the A5/1 algorithm to derive the keys.

[0062] Figure 7 illustrates an alternative method of performing a challenge-response
protocol between a legacy mobile terminal (MT) 706 supporting a GSM-compliant
Subscriber Identity Module 708 (SIM) and a bootstrapping server function (BSF) 704 to



response SRES and 64-bit output secret confidentiality key Kc,

resBecti vely. The HLR 602 then provides the triplets (RAND, SRES, Kc) to
the BSF 604, corresponding to the identity IMSI 600 of SIM608. The BSF
604 generwbesocmssiandom secret exponent x and conput esp@r/@i2bddoesdsel | man

: . ly
ublic key Px, where P is a generator gk a cyclic group previous
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the Diffieand SIG 710 to the MT 706. Upon receipt of the (RAND, SIG) 710, the MT 706
venfles the SIG using the digital certificate of the BSF 704. If the data is deemed to be
from the BSF 704, the MT 706 sends RAND 712 to the SIM 708 to retrieve the
corresponding parameters SRES and Kc. That is, the SIM 708 generates an SRES and
Kc pair by using the pre-shared secret key Ki and RAND as inputs to the A3 and A8
algorithms with which it has been provisioned. The MT 706 may then generate a key
PSK, encrypting PSK under a public key-based mechanism, and apply a message
authentication code MAC to the result. Further parameters such as a time stamp,
sequence number, random seed or identity information may be included in the response.
'The MAC may be based on a function or algorithm (known to both the MT 706 and
BSF 704) which may include Kc and SRES as input parameters, and is used to prove to
the BSF 704 that the MT 706 possesses the correct SIM 708. Note that the operations
of public-key based encryption of the data and the MAC keyed with SRES and Kc may
be performed in either order. The MT 706 then sends (encrypted PSK, MAC) 716 to
the BSF 704, which verifies that the MT 706 is in possession of the correct SRES and
Kc by verifying the MAC. This verification of the MAC is made by using the SRES
and Kc received by the BSF 704 from the HLR 702 to recalculate a MAC and compare



Hel | man cal cul ati ons take place, or the resulting key is stored, in the MI
606 rather than the SIM 608, this key Pxy and the resulting agreed key
shoul d be deleted if the SIM608 is renmoved fromthe MI, or the MI is
power ed oWwouwsisn84@3di fferent SIM 608. [0060] Note thatpdhiSosiatatol
protects agai nst standard weaknesses arl'bsi ng from GSM provided that the
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(Mobile Node Authentication, Authorization, and Accounting). It is assumed that the

MT is provisioned with a public key or digital certificate which enables it to
authenticate digitally signed messages from the BSF and a pre-shared secret key Ki and
Authentication Code identifier IMSI is known to both the Authentication Code Module
and the HLR.

[0065] Those skilled in the art will appreciate that this approach applies equally in the
circumstance that bearer authentication is based on CAVE, and again offers the
advantage that these bootstrapping operations may be carried out using symmetric and
RSA operations throughout and may thus offer implementation advantages over
protocols requiring support of both Diffie Hellman and RSA.

[0066] One or more of the components and functions illustrated in Fi gures 1, 2 and/or 3
may be rearranged and/or combined into a single component or embodied in several
components without departing from the invention. Additional elements or components

may also be added without departing from the invention. The apparatus, devices, and/or



enabling it to authenticate data transmtted fromthe BSF 704. [0063] The
BSF 704 receives the triplet (RAND, SIZES, Kc) fromthe HLR 702. The BSF
704 then conputes a digital signature SIG of the RAND (and possibly ot her
paranmeters, such as a time stanp, sequence nunber, random seed or identity
i nf or mat i W0 2pocus#nsg a publ i c key based.nechani sm whi chr@Emesb@otdae MI 706
to authenticate the source of data reegived fromthe BSF 704. The BSF 704
sends RAND and SIG 710 to the MI 706. Upon receipt of the (RAND, SI QG
710, the MEo#@6nenteilivkirasd i @igGhds LS, Nhdldes eliagigea&org@wédfﬂo;@érﬁnﬂft the BSF
704. If the data |s deenmed tQ be fromthe BSF 704, the MI 6 sengs RAND
712 to the &t d‘?(fﬁatf"@s’r%ﬂep%ﬁlémfﬁ%dmcfégﬁf%%‘bén@i%ﬁé/opar aneters SEES and Kc.
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PSK, encrypt. . a blic key-based hanj sm and apply a
nessage agéthﬁg%? F%{% #@%?%gcel’eao tfoohrfl%g]ersgglfﬁ qrﬁg‘?:gl@ﬁ‘i‘?ermp%lﬂéﬂ ¢ BE€S uch as
a tinme stampchingecuebe eatilyrhpsliedrtant@mGRe &f Appdrstessi dif hifyolRltion My be
i ncluded in tﬂe tespoqge” ,The.gﬂc may be based on a function or algorithm
(known to B EHMSNGFEatens WiBEe appgnt ihihese skillediipéletle ke and SRES as

i nput paranmeters, and is used to prove to the BSF 704 that the MI 706
possesses the correct SIM 708. Note that the operations of public-key
based encryption of the data and the MAC keyed with SIZES and Kc may be
pet-fornmed in either order. The MI 706 then sends (encrypted PSK, MAC) 716
to the BSF 704, which verifies that the MI 706 is in possession of the
correct SIZES and Kc by verifying the MAC. This verification of the MAC
is made by using the SIZES and Kc received by the BSF 704 fromthe HLR
702 to recalculate a MAC and conpare WD 2006/ 084183 PC1W52006/ 003947 19
it to the MAC received fromthe MI 706. If the MAC is deened correct, the
PSK is deened to have originated fromthe MI 706 and SIM 708, and a
confirmati on or acknow edgenment 718 is sent to the MI 706. Thus, this PSK
is agreed between MI 706 and BSF 704, or further key derivations may be
made using PSK, Kc, SRES, identity information and possibly other
paraneters. [0064] The chal | enge-response nechanismillustrated in Figures
6 and 7 for GSMbased nobile termnals nmay al so be inplenmented on ot her
types of nobile termnals. For



i nstance, the invention may be operational on a CDMA2000- conpli ant
network and nobile termnal (M. In such inplenentation, a

CDMA2000- conpliant nobile term nal contains a cdna2000 Aut hentication
Module, tIMor RUMto agree on a pre- shared secret key which can be used
for security of network applicationsyg;In one inplenentation, the
pre-shared key may be generated using an authenticated Diffie Hell man

al gorithm where the public paraneter Px, provided by the BSF, is

aut henticated by means of a publi cCkaIM@§i gital signature mechanism(i.e.,
a bootstrapping server certificate known to the MI), whereas the
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features, or.steps illustrated i.n Figures .4, 5, .6 nd/ or, 7. [0067] It
Shoul o' be HGHSHEThatner 8 bRl Efisl R Rafbtrridhess 2o BEmoRYe Kemisgl Rfeand ar e
not t oputm@nsd fidephrasetkd atithd BibtdABpin S YE D& fRfbtioh Mascd™C deBbddaryof t he
enbodi nents is intended to be illustrative, and not to limt ghe scope of

t he cPEivifsd tadie bgetstrapping ssFes &pction;
generating a mutually authenticated key at the bootstrapping server function based at

least in part on the first random number the second random number and the private key.

2. The method of claim 1 wherein the subscriber identification module is one of either a
Global System for Mobile (GSM) Subscriber Identity Module (SIM) or a CDMA2000
Authentication Module.

3. The method of claim 1 further comprising: comparing the fizst parameter received in the
authentication response to the parameter re-computed by the bootstrapping server function,
wherein the authentication response is deemed to have originated from the mobile terminal if

both parameters are the same.

4. The method of claim 1 further comprising: obtaining the private key from a home



teachings can be readily applied to other types of apparatuses and nmany
alternatives, nodifications, and variations wll be apparent to those
skilled in the art. 21 CLAIMS 1. A nethod for authenticating a | egacy
nmobile termnal to conmunicate with a network application function
conprising: generating an authenticatphon chall enge at a bootstrapping
server function, the authentication chal l enge including a first random

number, %\?tngceo‘;n&rﬁ cczja?i%lgl o Ed tFth B%tc}?aé)?ﬁ%é sBR5PMnc@ln, | €ast in part on the

r andom ture ase east I n part on the random
nunber, the publlc key and a prlvate key; sending the authentication
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comput private key generated at the nobile term nal
basedtﬁ€b¥%%£?§mggaﬁ?ﬂigﬁn)he first random nunber and a pre- shared secret

key stored in a subscrlber identification nodule in the nobile termnal;
and verifyi et h r t he tlcatl res onse originated fromthe
mobi | &t er riHAIC lal’B&r?%]?ﬁ‘?IH G308y P tprlffg &reprided tq H@dbe%t%&wr}ﬁp pi ng
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server function; generating a nutually authenticated key at the

bootstm@tpbmrrgm@élaméﬁﬁefr@mbm ormbpa sredic authentwagon ¢hallpaget on the first random
nunber the second random nunber and the private key. 2. The nethod of
claiml1l wherein the subscriber identification nodule is one of either a

G obal7. Syst@emidaodMIRii@ 1(WaRMin BubEer pabehetérddilid uthdMbieitlon réspoMe iBludes
CDMA2000 Aut henticati on Mdul e. 3. he nethod of claim 1l further

conpr i @n@ﬁgage@@ﬂfﬁatﬂ@aﬁgn eode thatgs uged byt kaotstiapping serverfungion tayemiyilke cat i on

respo Lonputed by the bootstrapping server
functQE%[{QahpgnP e gﬁ%%g%tlcatlon response is deenmed to have

ori gi nat ed fronlthe nobile termnal if both paraneters are the sane. 4.

The thod f claiml furt conpr.i.sing: obtaining the private key froma
hone égFgF@Fﬂégﬁﬁﬂﬂldﬁ?#qéP?pESH%Ied to the bootstrappi ng server

function. sending the mutually authenticated key from the bootstrapping server function to a
requesting network application function so that the mobile terminal and the network application

~ function share the fourth key for securing communications between them.

9. A network device comprising:

a communication interface to communicate with wireless mobile terminals; and

a processing circuit coupled to the communication interface and configured to implement
a bootstrapping server function to authenticate the mobile terminal by

generating an authentication challenge at a bootstrapping server function, the
authentication challenge including a first random number as a first parameter, a public key based
at least in part on the random number, and a signature based at least in part on the random
number, the public key and a private key,

sending the authentication challenge to the mobile terminal, wherein the mobile terminal
can verify the origin of the authentication challenge based on a previously obtained

bootstrapping server certificate associated with the bootstrapping server function,



5. The method of claiml| wherein the private key and the copy of the
private key are generated based on the sanme secure algorithnms and a
pre-shared secret key known to a subscriber identification nodule in the
nobil e term nal and a network database communicatively coupled to the
boot strappi ng server function. 6. Thesmethod of claim| wherein the copy
of the private key provided to the bootstrapping server function is
gener at ed res: 3 . gut.si de the
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t he Ol’llgl n of the authentication challenge based on a previously obtained

boot stABpitiediogdyiodde.certifi cate associated with the bootstrappi ng server
function, 23 receiving an authentication response at the bootstrappi ng
server function that includes a second random nunmber and a second

par andtler dhopetedk dévide o ctapy) wlieréih ehepirbseating kieynit @afigiad &ﬂirrgﬂerhéiﬂ? mobi | e
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application function so that the mobile terminal and network application function share the

mutually authenticated key.

12. The network device of claim 9 wherein the processing circuit is further configured to
implement the bootstrapping server function to authenticate the mobile terminal by comparing
the first parameter received in the authentication response to the first parameter calculated by the
bootstrapping server function, wherein the authentication response is deemed to have originated

from the mobile terminal if both first parameters are the same.

13. A network device for implementing a bootstrapping server function to authenticate a

legacy mobile terminal, comprising:



provi ded to the bootstrappi ng server function; generating a nutually

aut henti cated key at the bootstrapping server function based at |east in
part on the first random nunber the second random nunber and the private
key. 10. The network device of claim9 wherein the subscriber
identification nodule is one of eithgr a G obal Systemfor Mbile (GSM
Subscriber ldentity Module (SIM or a CDMA2000 Authentication Mdule. 11.
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15. A method for authenticating a network application function to communicate with a
legacy mobile terminal, comprising:

receiving an authentication challenge at the mobile terminal, the authentication challenge
including a first random number as a first parameter, a public key based at least in part on the
random number, and a signature based at least in part on the random number, the public key and
a private key;

generating a mutually authenticated key at the mobile terminal based at least in part on

the first random number a second random number and the private key
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19. A mobile terminal comprising:

a wireless communication interface to communicate with a bootstfapping server function;
and

a processing circuit configured to operate a legacy communication protocol and
authenticate the mobile terminal in a challenge-response protocol with a bootstrapping server
function by

receiving an authentication challenge at the mobile terminal, the authentication challenge
including a first random number as a first parameter, a public key based at least in part on the
random number, and a signature based at least in part on the random number, the public key and
a private key;

generating a mutually authenticated key at the mobile terminal based at least in part on

the first random number a second random number and the private key
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subscriber identity module (SIM) compliant with the Global System for Mobile (GSM) protocol.

23. The mobile terminal of claim 19 wherein the pre-shared secret key is also employed to

allow the mobile terminal to establish communications over a legacy wireless network.

24. A legacy mobile terminal comprising:

means for receiving an authentication challenge at the mobile terminal, the authentication
challenge including a first random number as a first parameter, a public key based at least in part
on the random number, and a signature based at least in part on the random number, the public
key and a private key;

means for generating a mutually authenticated key at the mobile terminal based at least in
part on the first random number a second random number and the private key

means for verifying whether the authentication challenge originates at a bootstrapping
server function based on a previously obtained bootstrapping server certificate associated with

the bootstrapping server function; and



means for receiving an authentication challenge at the nobile termnal,
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