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FIELD OF DISCLOSURE

[02] Aspects of the present disclosure relate to computer systems and networks. Particular
aspects of the present disclosure relate to securing and protecting the integrity of

computer systems and networks.
BACKGROUND

[03] In today’s information age, protecting the security of information or data in computer
systems or networks can be challenging. Intrusion Detection Systems (IDSs) and
Intrusion Prevention Systems (IPSs) are commonly implemented in order to protect the
security of information or data in computer systems or networks. IDSs and IPSs
monitor network or system activity, and indentify, report, and/or attempt to prevent
malicious or suspicious activities. However, conventional systems for securing the
computer systems and networks still have vulnerabilities. For example, conventional
systems for securing the computer systems and networks may still be vulnerable to

internal threats, such as tunneling.

[04] Tunneling is a when a first network protocol is encapsulated inside a second protocol.
For example, a Secure Shell (SSH) tunnel is when an encrypted tunnel is created

through an SSH protocol connection. In order to create an SSH tunnel, a user may



[4] Tunneling is a when a first network protocol is encapsulated inside a
second protocol. For exanple, a Secure Shell (SSH) tunnel is when an

encr ypt edwounnetl3oi2zg created through an SSH protocol conmegitiseo1/05251Hr der to
create an SSH tunnel, a user may WO 2011/130524PCT/US2011/ 032515 2
configure her conputer to forward a spécific local port to a port on a
renote machi ne. Once the SSH tunnel has been created, the user nmay connect
to the specidbhfigh@arl cOapltct B REEHIAS §PRBIFRALYA GBrtQD at fift 6:1LAREMofRehyWide. [ 5]
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i ncl ude el eafrpatitatiah lbgingenewwicrnd thentd-arsmidsicnrorfdisammaponxy server,
extracting information regarding a CONNECT function of Hyper Text Transport

Prot ocal ( P) fromthe electroni.cally received infoynmation, determ ning
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conput er as giotngidllyrdethiowentah pelfayidrte thei axgdnicheionf ldencsait voofd hdaslvantagenms to one

destinati OMN:have a system and method which detects tunneling (e.g., encrypted tunneling) in a

—

computer system or network. Further, it would be advantageous to have a system and
method which detects and analyzes tunneling (e.g., encrypted tunneling) in a system or

computer network.
SUMMARY

[07] Aspects of the present disclosure relate to a computer assisted method for detecting
encrypted tunneling or proxy avoidance which may include electronically receiving
information from a proxy server, extracting information regarding a CONNECT
function of Hyper Text Transport Protocol (HTTP) from the electronically received
information, determining at least one destination to which the extracted information
regarding the CONNECT function of HTTP corresponds and attempting to negotiate a
standard HTTPS session with each of the at least one destination. Further, the computer

assisted method may further include, for ecach of the at least one destination,



WO 2011/ 130524PCT/ US2011/ 032515 3 determ ni ng whether the destination is
hosting an encrypted tunneling or proxy avoi dance application, wherein such
a det er mwonrgivgys2he based on characteristics of an Secwce/USeali®s2sianyer
(SSL) certificate associated with the destination or a response received
fromthe destination over a TCP/IP condection. [8] Further aspects of the
present disclosure relate to an encrypted tunneling detecting apparatus
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BRI EF DESCRI PTI ON OF THE NGS [10] Figure 1 illustrates a di agram of
gener al - pur pesenst grtiacd ompbe desgnamn ovenadiGiP/IPrconhéationcer t ai n aspects of
the present disclosure may be inpl enented;

a

[09] Additional aspects of the present disclosure relate to a computer assisted method for
detecting encrypted tunneling which may include electronically receiving information
from a proxy server, extracting information regarding a CONNECT function of HTTP
from the electronically received information, determining at least one destination to
which the extracted information regarding the CONNECT function of HTTP
corresponds and attempting to negotiate a standard HTTPS session with each of the at
least one destination. Further, the method may also include, for each of the at least one
destination, determining if a SSL certificate associated with the destination has been
issued by a trusted certificate authority and determining whether the destination is
hosting an encrypted tunneling application, wherein the determining may be based on
characteristics of the SSL certificate or a response received from the destination over a

TCP/IP connection.



[11] Figure 2 is a diagram which schematically shows a network connection
to the Internet through a proxy; [12] Figure 3 is a diagram which
schemat i caibDI2g11gt30828 a tunnel through the proxy shown i nPErgise@12325143]
Figures 4, 5, 6, 7 and 8 show flow charts of illustrative exanpl es of

met hods for detecting and anal yzi ng endrypted tunneling according to
aspects of the present disclosure; [14] Figure 9 is a flowhart of an

illustrative exanpl e of gaipEbigsdripTIGeBCTiRORAW IR Yzi ng encrypt ed
tunneling according to aspects of the present disclosure; and [15] Figure

10 is a flowhart of an illustrative exanple of a nethod for detecting and
anal yzilh8l erddeystledlustintae ki degramcdr @l eenrpralduargse cligitabfcoppatipg ggwpnment n

di scl osure. \DETALLER) PESCRLPH.ON LASL iR 105,] 8 L. Ag,dgscri ption of the
ments, r made ?o ﬁl ﬁ%

vari ous enbodi erence 1 s e’ acconpanyi ng draw ngs, which
forma part hereof, and in which is shown by way of illustration various
enbodi bk s Higuretd ch dihgramnwkich isolmenmaigalbye shorvescd hetedrk Eonnestidrotobthe untdarest ood
t hat ot her epbodj nents nay be utilized and structural and functional
nodi fi cati of8TOMRY 2BE%¥ade. [17] Figure 1 illustrates an exanple of a

sui tabl e computing system environnment 100 that nay be used according to one

or nmorq12] | uskiRt & @ERaR WERH SciRimdaly hentd RAncARUGRTRUbIORY shYwA &M
environment 100 is only one exanple of & suitable conputing environnment and
is not interfdgdet?o suggest any linmitation as to the scope of use or

functionality of the invention. Neither should the conputing system

. of th n . .
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exenpl ary calepdting andly shatyaieg vencomeseintunh@lng A0€drding to aspects of the present
2011/ 130524PCT/ US2011/ 032515

disclosure;
[14] Figure 9 is a flowchart of an illustrative example of a method for detecting and

analyzing encrypted tunneling according to aspects of the present disclosure; and

[15] Figure 10 is a flowchart of an illustrative example of a method for detecting and

analyzing encrypted tunneling according to aspects of the present disclosure.
DETAILED DESCRIPTION

[16] In the following description of the various embodiments, reference is made to the
accompanying drawings, which form a part hereof, and in which is shown by way of
illustration various embodiments in which the invention may be practiced. It is to be
understood that other embodiments may be utilized and structural and functional

modifications may be made.

[17] Figure 1 illustrates an example of a suitable computing system environment 100 that
may be used according to one or more illustrative embodiments of the invention. The
computing system environment 100 is only one example of a suitable computing
environment and is not intended to suggest any limitation as to the scope of use or
functionality of the invention. Neither should the computing system environment 100
be interpreted as having any dependency nor requirement relating to any one or

combination of components illustrated in the exemplary computing system environment

100.



5 [18] Aspects of the disclosure are operational w th numerous ot her
general purpose or special purpose conputing system environnents or

conf i gur avpansl/138eanpl es of wel |l known conputing syst enPCTASINOBFH S,
and/or configurations that may be suitable for use with the invention

i nclude, but are not limted to, persofal conputers, server conputers,
hand- hel d or | aptop devices, multiprocessor systens, m croprocessor-based
syst engpgpetadpRis LX 8, dibEI0d &M@ R Erafiens UNEE RInRESIsOBIhES geRM@hMBlidoRCor

m ni conput ers, nai nframe conputers, distributed conputing environnments that
i ncl ude any speciglhpuragroveemppsing sstom deypeaents gngonfguratides. Hxpoplasyewels of
the disclos owiR rnb%tilq & 30k irxtl)segn\iiipoénp GtIGH 6rac|:on%oﬂl;a?1x}1 t%];trn be suitable fo
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obj ects, conmponents, data structures, etc. that performparticul ar tasks or
i mpl ement  paepaiAra hapdrdeldartlaptap devigpe s1ultipracespreysicas. MiFoRI0sessgebased
practiced i i.st.ribut c ti i er. r r fpr med
By T empte prigiist no ol oo nap egr Rt o R R aRte AR

net wor k. | n raindbiostputdos) tredn Tanp vdmpgesndistribatedrdompotiog caviranbetntsethatnaylubhe

| ocated in both_|ocal and renot conpuéer t orage nedi a i ncluding nmenory

st or age devﬁ@%éﬁﬂFﬁgPV9W¥$@?%ﬁr ditee o theliSre 1, the conputing system

envi ronment 100 may include a conputer 101 having a processor 103 for
controlihong AWRER! bf BREHREIOOeOhal N ASiTRYEL in 1Ad @Reral tonRREQF @nffhter-
conponents, including RAM 105, 107, input/output nodule 109, and nenory
115. Conput excagable yipstomkipys, i such Ldeprograyamiastujesofbemgnpisceted risadagsinepuierndi a.

Co bl di i | abl di h b db
NGB S R R R ST AR SR S AR TR O S rat e el

non- r enovablsgubRedsaetc Biat\gyfodin Rt raaska dd implemehthdrail@uabseaiiRlatatipes.
readabl e nedi a nay conprise conmputer storage media and conmuni cati on nedi a.
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ot or mat 1 on ‘Sa B el TR G Fiockse 8} NEE oY RS IARL00Y cofim HiQHBRE
progr am nodulecesorkr Intahdstridatd coapung atvishmeag eropedh anddutdsuneshe loghted $n not
limted to, random access nenory (RAM, read only nmenory (Eg%%,.

el ect roni call @P%Jéélﬂﬁ%%%@ﬁ@ﬁéﬁBﬁoygeé%@l%wpw?imwpoqyé@ CVigepash
menory or other menory technology, CD-ROM digital versatile disks (DVD) or
ot her qppj calitfli Bkr&lcer BB guRRINGLI onfR%REdSCm BRIRBHcAt 1180 Snay RENRI £

di sk storage or other nmagnetic storage devicCes, or any other nedi um which
can be used dompstanrl@] thheingd esirpextsan0 03001 QB RB2PTR-AIBeRE 4 @BREHS cémputer

i nformation d i.ch can accessed conmput e 1 icati.on i
Lyptcally. erbBarbt Gorsaners FORuRnrat: FOTRI Rend. 10t ROME 2, PR r am
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ot her transport nechani sm and includes any information delivery nmedia. The
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i ncl udes wi raad nvademosatttindiaa By hag ofekwmplk, aid dotr leaitativing esmpasneaiibdn,

and wirel ess nedia such as acoustic, RF, infrared and other w reless nedia.
Conbi nat i ondMeHa thly SHYPTEE OMP U oVRIAghawE dserpRuNiGRl BN ¢ hPRPEKE
scope of congytar deﬁﬁ%&h&es”?&ihﬁe aﬁhtﬂi‘)ﬂy&gtﬂﬁﬂerﬁ&%ﬂf& and WL ovaYie  RGlisde
one or nore are applications representing the application data stored In
RAM nenory liofplontdnitesl by coethart er teclsnodopyafod soorgead pofodnatiprsaifch wa cemputer

appl i cations .., software tasks), are runni on the conmputer 101. [21]
bt fout puteiiphliBEagoRm g e e P ErLEOHE: SR (G e Rt
and/ or styl Ygedi iRUQRS, Wik ok 1iHSRH t& frafdmPiicess m&ho? Yol RiorRnd
may al so include one or nore of a speaker for providing audi o output and
vi deo di spl dROMyi dectfonrcally ovasdblegprogsempadble acadi owlysmamorn dEBPRGMap iashl

out put. Software may be store i thin 15 and/ qr, _stor Q qQvi de
Chstr et Fond eboryrg puBE aReritss Yy pb BP0, e EPehahe AR BT B B BB oue
functions. FRticaxdgpkbBragBemBgeti Lasstays, Shapnhetis bt Wakghctis lkkDtotahe of 6ifRHt er
101, such as an operating system 117, application prograns 119, and an
associ at ed datesHS storaze dexjces raiany WwEley magihrs varictafdn bf usedrip ytase theodesyed
conput er executable instructions may be enbodied in hardware or firmnare
(not shown). As described in detail below the database 121 may provide
centralized storage of account information and account hol der infornmation
for the entire business, allowing interoperability between different

el ements of the business residing at different physical |ocations. [22]
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WO 2011/ 130524PCT/ US2011/ 032515 7 environnent, conputer 101 is connected to
the LAN 125 through a network interface or adapter 123. Wen used in a WAN
net wor ki ngoenuieszrent, the server 101 may include a no@emub2v 108250t her
means for establishing comruni cati ons over the WAN 129, such as the
Internet 131. It will be appreciated tbhat the network connections shown are
exenpl ary and ot her neans of establishing a communications |ink between the
conput er s NByfRRaticeshd Whigh @%h 8éR5ee b9fcoﬂ1%)zite@f101/a_CbQM§m\1&|tlbn MMy?i’CQHPC()' S
such as TCP/I P, Ethernet, FTP, HITP and |ike is presuned, and

system can lﬁ@lh@ﬁasmog@wter raafiﬂbnleemstrg@trqnér defe ritiugiyrest PRI rp@duRSt omothser to
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to an illustrative enbodi ment of the invention may include conputer
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comuni cat i ofy, RUGHEASaGSR! ih tl'?eh§ ré‘ 323139 SETof %9 r%ﬁ%/s)andaggt Vlﬂh&ﬁ dnPUt

and speech recognition applicati erm nal may also be
nobi | e t er moovalmsunicetiondnedja vmimdms/vmdﬂmedxacnmpb mermtmreé uctwoalks oa dhmttherryd

speaker, and antennas (not sho nput / out put. .ndul e ncl u

user .nterf&@@n?%lewdﬁdn@lr%l%r{n%%wé S a6 (RS dgnd Gihes Wiy it € one
or nore arr %rﬁlﬁﬁ%oﬂs%ﬂlb%‘ﬁ satha Boo¥ fhollBUTR bé hdi@ledb@lthin ﬂl@%@pé%f een,
or the like. [25] It is noted that throughout the disclosure, the term

organi zatio n:onrmyltdn ecadglld nadlizer 4 llzngbaiok §rhamt, IR AN € 06 enaysinclodnkne 61 marreciral

institution, busi Th n| y4 on.i s, not
|t ended ©o BETTTRN remenlie B Sutiteiin B st RMGhEARLT 04 Shiking)
embodi ment %ﬁ%ﬁbrrhg &0 aAd R@%ﬁ)o@ﬁmfgh@bfma%@'dlpﬁliéa%onﬂ{é. hedoftwake |t§sk§'}?ta@§i
that throughout the disclosure, the term enployee nay be used

|nterchangea’bn1$ﬂn8\/ptllﬁhet¢9énli’tué€rfri§1 associ ate, user, etc. The term enpl oyee is
not intended to be limting, but instead nmerely describes a single

pot ent Hgi abo@ﬁ/ﬁa&& nfbda Y Rj9r}9@; ﬁ’lcﬁ‘lﬁ %Inﬁr Bhoﬁe{zﬁe)&llaacﬂoﬁay c?een[ %{?(i/ofoﬁylus

descri gani zat1 on SUC as a nanci a I'ns uti1on

busi ness, etthroug‘ﬁyvmcﬂoa/ ugte oif temeunet 6§ Eamywrdvidaopes Stnﬂ andyhedsd imtridaehe oaka,
the World Wde Vb (web) . For exanple, for some org ations,_ their

enpl oyees mEYCTdd S@é@@gsfort oy #udie outpyan %V{dﬁ% ayr drvicei fRr prayisting o
conduct theigy gt L& oaaﬁrmhfay hidg¥ Bﬁ@ﬁf SSRWErOhIRRBE %?&rb@%hi@ﬁleﬂﬂo%h to

provi de access to the Internet a conveni ence or benefit for
2011/ 130524 RC%/ 40820 ]Sﬂdrﬁlgé%lp'roﬁde hesitnucéorp! toypeassoT HOB dboembling eornputer 101

or gani zati ons rovi de.enpl oyees with access one o

or gani 2at1 oo P EBRPUCHPE IR er ool STy s T SBHmEE aEs Uigeby

Internet.  the computer 101, such as an operating system 117, application programs 119, and an
associated database 121. Alternatively, some or all of computer 101’s computer
executable instructions may be embodied in hardware or firmware (not shown). As
described in detail below, the database 121 may provide centralized storage of account
information and account holder information for the entire business, allowing
interoperability between different elements of the business residing at different physical

locations.

[22] Computer 101 may operate in a networked environment supporting connections to one
or more remote computers, such as branch terminals 141 and 151. The branch
computers 141 and 151 may be personal computers or servers that include many or all
of the elements described above relative to the computer 101. The network connections
depicted in Figure 1 include a local area network (LAN) 125 and a wide area network

(WAN) 129, but may also include other networks. When used in a LAN networking



[27] For exanple, typically, in such an environnment described above, an
organi zation will provide access to the Internet via a proxy, such as a
proxy serwonroliA3pi2axy server is a server that acts as amCiraisesimpsisasy for
requests fromusers attenpting to access resources from other servers. For
exanple, in the situation described ab@ve, enployees of the organization
may use a conputer to access the Internet via a proxy server. Figure 2 is a
di agr am whi clyvirbhtdt! @nfsut&UeN idc&HRERE td AR 1hetves ﬂlrau%pﬁﬁé’c%fk ARG rdcher
Internet. As seen in Figure 2, an eqfloyee's_conputer 01 accesses the

| nt er net 203dgptar d2pr o¥Wcr asedin 208 AN 28twaking gavifonaons rthereprvicnp0émapy  a
proxy server, Gonl L gUrAL] i o SHER. 83, HERETLEHAROYE nl R afdleTo Loytaka N
advant age of feat tres g proXy ServVver nay prOV|J§ interns o nalékalnlng
control overi2ohaichrag & akhddn3 . anflbe@hpiy Biteth arthdeétworiKconnodtions sl e, a
proxy server may be configured to provide the ability to determ ne and | og
enpl oyees' 13i¢ SxpEPlaps apd Otlres rmeaps | establipling rap cgmeapigationyakinky Setevean itheir ed
to provide regonds. nd b|e‘?19§d. YU GRS 'o?ggri@%%ﬁqf-ﬁn&;/n tn%rtcﬁcroﬁ chagge,

i ncl udi ng how often e oyees are connecting to e I'nternet, how long the
I nt er net sesBCRIR Htashet, ETE, HTHRred dicdjkehy plteavmedgindghd hstdnogm 1of opicnetedpr oxy

server, an arganization has the ability to nonitor vayious aspects of the
Internet ses8 %cﬂlm@n‘offer‘fqﬁ @O%ﬁw@we@.pef{ﬁér Wﬂﬁfrfpﬁéﬂw%wﬁi’:’ BRYSERY v e
configured t@BESt AhGloRGEERR EhVRARSHE WA bRRIHCREn W G BN isphBF and
exanpl e, an organization may wish to restrict enployees from accessing

particul ar webspilets dae.ap webapdgsst es whi ch the organi zati on deens
i nappropriate for the enployee to be accessing over an organi zation's

conmput such..as bsites.w.th pornographi ¢ material  f asy sports
webar 4231 pas CyfnatEdh 1RiD B RET PN Al M T SR o TR L oy
be confi gur gfudtatips eMSOEINRAPbOIREEVerGOARLEISIUHE QBMPEERESSdcItbR: nSBRLiohs Ve
web server if the user attenpts to connect to a restricted website. [30]

Hence, basedobrvekiagawse/anetionshivesslated toj nmpeEsaiosotch g s SHYaMCHaLs on
may i npl ene i i . i bed above, in
order to en%tgﬂgceeo(rcsmf %FJ%O\?Eeer ﬁ? E%dnggégéﬁlﬁlgg%qggﬁ&g a@@rlr%ﬁt% ggr system or

net wor k. However, as discussed above, avail able technol ogy nmay al |l ow

enpl oyde4] t ol amimalimidit ot heSlcondy dl® drd mohie 2 GthinbB0 524 RGHE USRAHE/ 6082615 9
restrictions that the proxy. server provides the organi zatjon. For ex | e,
as ment i onedHBRUE SuEh#CA By respelker pAdATSIIMEOSDEYEY. InpUeURY MO use
a tunnel (e. @9 naySrElulidnNglor i&lﬁ"rfwghnélﬂdiﬁggs%@h ZRHyh Al SoRPoRMEsChs Sy 94igEn or
networ k. As di scussed above, by tunneling tThrough’the organization's
conput er syshienfres, onebwaoks arenp koyse gy shiey dhippdes, oonse, odlécr dal, toedt sdremi ons
that the proxy, server has been configured to inplenent. [31] It is noted

t hat establﬁgﬁ?$ % tunnel (e.g., a SSH tunnel) may be relatively easy for
an enpl oyee to acconplish. For exanple, there are multiple software

appl i cgRfpndt Wi GdtedraiatC Gbighoue e Usietlosur€OMU @M lodgMiRBbE May Uk alsed

whi ch, thereby, allows the user to transnmt data or allows the user to

access bl ockbB@rdgngeshly, withche &amsinbank. Ainpngial pstypdon cempany.disingssa¢aiiyabl e

on the | nternpet - f i-clkl. I i . t hem
on hor commue, TR a8 i 6 Sl AR AU SAMHRAT Rl WBRHBE L PET
t he concept sifglapbtamie lentbodmumgin atdoedipg ox gspeets o thesdissiosurel  Fughareit 2 nddsd seen

uter 201 accesses the Internet, 203 unnel

I?)B 1F: %g{ gag ’tgz;tr‘}ﬁqgggkgqr%ilgﬁc(ggﬁ%ué% thagyterm employee may be use 1nterchangeab\{3ll %vit% the

terms: associate, user, etc. The term employee is not intended to be limiting, but instead

merely describes a single potential embodiment according to aspects of the disclosure.

[26]  As described above, an organization such as a bank, financial institution, business, etc.
may provide its employees with access to the Internet, aka, the World Wide Web (web).
For example, for some organizations, their employees may need access to resources,
such as the Internet in order to conduct their duties as employees. Further, some

organizations may wish to provide access to the Internet as a convenience or benefit for



[33] It is noted that a tunnel can be thought of as a tool which may shift
control for Internet usage outside of an organization's control. Once the
tunnel iswonredtBai24an enpl oyee is able to bypass any coRCTaiSg010/032515
limtations that the organi zati on has established via the proxy server.
Further, as the enployee is no | onger @sing the proxy server, the
organi zation nmay lose visibility of where and how an enpl oyee accesses the
Internet. [3gfdir /éﬁlpm&soy%reﬁ)ye,%@@&@n@z@aoﬂsmhgrﬁ%ﬂid@eﬂ@ 8ds Wwih¥Ras o t he
controls and restrictions of the proxy server Tor a variefy of reasons. For
exanpl e, theonenpl Bigeergapivatinn’ scomppicine vudcaderdle welpbiyces tavspetechdy dhbeen
bl ocked by tIh organi zation. Alternatively, or additionally, an enpl oyee
nternet. . h .
may have a nalicious intent. For exanple, the associate may intend to
breach security and di ssem nate confidential conpany information.
Ther ef deg] ddreaampk, wpdeillst oosichaseshvironinbet dd3oniesdextanp) asorgarigatich @sls of
the enployee's intention for creating and using a tunnel through the system
or network, NOVidearEsHle RavaiRish¥BLsPIOSY> WA 37 JAHPDaISTGH: t/b PEREY STV Fed

encrypted t i i M : ag,.p i :

20111 130524800 0001 b6t TR TRy SRS o S afermptioeio, arst e
rel ate to detsutrdiendroandthansiryers.njorenampid, @dthesitnatianndesactiddwbbye, chpldyees |
aspects of tl%ef\ di sclosure related to detecti n&einc%gt.ed tunneling activity
in near real® {RRRFSIPSHFIOMERYEY 114 PORYLETI0 apGeihie IHCHTEHAaZP TR Y Be b Ehove,
where a user jss REQWeI Wkich NRisheE5t@ta WnRe@ioNERPERVS &I mpdteind SR Int&ntSi Ng
Hyper Text Transport Protocol (HTTP). HTTP is an Application Layer protocol
for distri bukestendoFigaubo?.am sreployseiecarepliter 30ifageeracs tha IefpwiceR@3 VIRETRPoxmy be
transmtted via 80 (Transm ssion Control Protocol, or TCP). HTTP

i ncl udes ei gsﬁ{vefu ctions which indicate the desired action to be perforned
on an identified resource (e.g., a web server). For exanple, the "CONNECT"
functi o8] WA brgahizhtiGiemde sepichedt Hptaxy,sehvar catEfigatationesdctng deanided bbdVET P.

[37] It is noted that HTTP is not secure. In other words, another persgn or
entity can MBn?ist Qridkhedwnisegngt fetiRech Ay SSFT MAYoRPIE: hriermishel web

server with { T I i . I St ure
Socket Layer{aEHE ghff BT R, SR RRRiGHE B b OO S Ae S ffR
a protocol faomprenagivog nidye bsecanfigiyedoto proeds afe dbilapsto ssiconinovend tibe

I nternet. For exanp| e,[ S%L, anq: nor e rectgntl , Trans[gogt Layer dSecuri.é%
(TLS) (whi cHMEOXE e‘_&%‘?ﬁ a50°. For examRIp B PLaSHSE VT BE% 86 PRI 95Oy
security ovegci@OTBHNbeatwaRs sRYR vaRBhiasdests HCht@Sett R8ad, ThALMEE - hoWT SRePver
SSL (HTTPS) is a Wb protocol that encrypts and decryp%s user page requests
as wel | as tdmeplpyngesire lranneatieg rtetthe dettriey, hére vep tBedntemet Messpms lagientcan

enpl oyee i s ysi TPS t0.co nicate with the Internet.. the o
commn; cat § oEris: LAty s s Poaf seGr B iotRrind i i Ry 5y
server is i mmbERRLE6Us Bbdctd GAHEHitSmaN@sdiel Jfeise MbyddETPS are not visible
at the proxy server. Instead, only the web session itself is |ogged. [38]

It is noted, that there may be benefits for enpl oyees to have access to
such sdédk e Fuathatirf PRy SRE/Cr Py @Sk soRiTearedetppresiyict dcqpay thagdclar sawmiges or
confidential_ r i . r . : i i ure
and any oquiFatLRE PO ah RO RIRR) iR e bR b ol SR

or gani zat i orpartenéar wetsitem(c g. owebsteamdaeidthe rgR Gz dtioaf deems (iRapgropriacnfor the

mal i cious traffic ma%\ be considered by the. organization ho have .a .
potential ri¥RIOYSOP A AHCILHER OB O 19%ey CBRPYSEASUE BstaBTiCE AV
comuni cat i gfy el ARG | MBS WERISA WBSHCsS WESomI OURET SBKLi0C P

server wwth which'it is communicating. In
Therefore, the proxy server may be configured to prevent employees’ computers from

accessing a respective web server if the user attempts to connect to a restricted website.

[30] Hence, based on the above examples, it is understood that an organization may
implement a proxy server configuration, such as described above, in order to enhance
control over the organization’s computer system or network. However, as discussed

above, available technology may allow employees to circumvent the controls and



WO 2011/ 130524PCT/ US2011/ 032515 11 an environnent, such as di scussed above,
where a proxy server is enployed, the proxy server connects the session

bet ween tWe 20si¢13082ad t he proxy server and the proxy ser Per/tsaaiobzsisveb
server using the "CONNECT" function of HTTP. [40] However, the "CONNECT"
function of HITP may be used in other 9ays as well. For exanple, the
"CONNECT" function of HTTP may be used to convert a request connection into
a TCP/ I P tung@hictisidahdthd prokfgbivit @beldleﬁ%r%hﬁ%h FoP ELAN18 &l BEntiohod
exanpl e, the "CONNECT" function of e used to connect to an r oxy
awar e appl i ceéwmntechm?&gydmgs tthed sdloas i w@fatttpoqrsatq%d use achiaatle(cah, @ pt ed
tunnel (e.g unnel or der o tunnel t etvvo 41
vence, 1t R PElish 47 i iasBeR S Smabfr bR o b o Ra REITRE e o o
t he " CONNECT nﬂdlllﬂgttlhﬁtmlgﬁfthHTo'E@amﬂ_?hﬁ)nstg@rnpﬁteﬁ byast@homynaezbﬂgrerﬂplbyeds dtﬁﬁl}tl fy
any "CONNECT" function of HTTP generated on the network. However,

di scussed aldtwess qpEols gpd rwrrth%thabﬁhé@na@ Feuief hay begacanfiged mlamlml%n
regardi ng the session, such as requests and replies. In the case of the
"stand ) LEEH he
pr oxy 32?]ver|ﬂ- an@t&{ ﬁ{aﬁgﬁ%ba{fssg Jﬁhﬁélt ur%n tﬁ%ﬁ%ﬁﬁ?\ﬂg@?&ém yg’a n%p%
proxy ser verempltigread aceymilish. tho)r tehanp]enﬂtemjane nmdtlphtso&wam/amhahmmsfwldnh t he

| ogs of the prox erver with res ect t he nctlo

0 T cul 't ohoy STIRGE Sty TS vt TR sthd PGP SR &t i on
traffic in thesRitQiys bolRwsl i lisdiabR¥ESss bﬁ)’%ﬁ&?&&n&ft tdueh dbBwhi@SppBedidhat €
to a nethod and system whi ch detect non-"standard" HTTPS traffic using

i nformati on a¢ owreriley amada@e bo gl InBynetemndrasai mgy sigely andruickinddenigad RIAPS
traffic, the %E'HE\ @r;‘éSte have the ability to identify encrypted
tunnel i ng. GUPRLTAPEPHE f1ow charts which illustrate a nethod for
determ ni ng such non - "standard" HTTPS traffic and detecting encrypted

t unnel q32ccdrigunG it @ dappan i@l schb@atiiadio libstaes tRcAcehtvg atmnashealeh thé t he
di scl osure the net hod nay be. perfornmed aut ononmpusly by a conputer or

manual |y vi PTECHHYRISEPWA I iy mis e i Figyre A ﬂseé@ﬁr p ﬁO@P‘étﬁf AQlyaccesses
|n|t|aIIy t ( rwer) may be searched
and new Coﬁﬁlé@fag?tungt\{l%ﬁt@%??%ql1§Strgr%dy0fttng t?acr'tv$% 2\()fgomthe | ogs.
According to aspects of the disclosure, new "CONNECT" activity may be
extract[@8] It is noted that a tunnel can be thought of as a tool which may shift control for Internet

usage outside of an organization’s control. Once the tunnel is created, an employee is
able to bypass any controls or limitations that the organization has established via the
proxy server. Further, as the employee is no longer using the proxy server, the

organization may lose visibility of where and how an employee accesses the Internet.

[34] An employee may create and implement a tunnel to bypass the controls and restrictions
of the proxy server for a variety of reasons. For example, the employee may be
attempting to access websites which have been blocked by the organization.
Alternatively, or additionally, an employee may have a malicious intent. For example,
the associate may intend to breach security and disseminate confidential company
information. Therefore, as can be understood based on the above examples, regardless
of the employee’s intention for creating and using a tunnel through the system or
network, it would be advantageous for an organization to detect the encrypted tunneling

activity as soon as possible.



WO 2011/ 130524PCT/ US2011/ 032515 12 fromthe logs of the proxy in real tine
or alnost real tine (e.g., virtually imediately after the new " CONNECT"
activity wocuorisigos2kor exanpl e, according to aspects of Phe/use@iclosxsus e, a
process may update every tine the logs roll fromthe proxy servers. This
all ows analysts to nonitor activity alrnbst as soon as it happens. According
to other aspects of the disclosure, new "CONNECT" activity nmay be extracted

from thes| ogsheBdfoich@asPéc@XoratheadREIBSRE SrclkN@d ddit@myahnd ﬁmgl?zingoéﬁdry%ted [ 45]
e

In step 403, the new "CONNECT" activity extracted fromthe [ogs may

stored in a tdenchibasestivityy stuesther 0Bpeath ef [ty disaleyuts oitasddh tondetestpligecratynteds
for each des[tlinpe%%i Qn; & d,1 “%qur‘é%tgeéti nation informati on may be extracted
therefrom It 15 ROted tRat accor I'ng to aspects of the disclosure,
destination informati on may be an I P address in conbination with a port
nunber .[3646] Tylpicaslyy cip A&liiatibineudhew diesibedabbod) svivey a hieeriie bgedinghthe Intemeor
nore exi sting dat %base tabl es which contain previous _uniq desti natians.
In step 409,VieacroriEareaRsticdet BrisimgHmer Jegt Ewagnprt Prgfocak dibl®): HiTBden in

step 411, acCORALRG+ el 0 Ry de
o Dt g i ACBAREP ROy o LR B g hE, BRIk

dest i nat i onssysteehd] HTTR nstyardaardnitfeiPEaRERT & (TsamabiissidnoChetral dyotorcalt ed
with a new [ on, then jp.step 413, according to aspects of the

di scl osure, oo pTEbE i Cihrduasdnain il hhdenen RO Qb ot o
associ ated Wyutdh ﬁi@[ﬁiﬁe@%@%&éevgéd %S\sz‘?érlz&%bF& Laped tRy-@NNEg e Gunction,
Certificate Authority (e. Rl SI GN of untain View, California or other

trusted cer tWhiblmafdlébad@SngéCi baday, is oagpf the futmsiogspl JETPi fi cat e associ at ed
with the respective destination is issued by a trusted Certificate

h the respect i trusted ate
val i a, 8¢ Hog ohBoShERRT2AR gl 0P GRET MK (RO obEOT AL 0

such in a dahafiasen thtetidefige Wewerndiha @sdras @sEREdraint hiee @l sdrosukeh whichnay
determ ned that the destination does not need to be processed again.
Therefore, d§Ce®ENNG3tiag dyring the MBI SeHdAN: oRcquEs POcket &gy HSSE)-HXaloRed h

el o e T e e

desti nat i on.of A\McROEa thBOABRAPCTOVEISARIIMEAGBAS 1Borl&ample, SSL, and more recently,
Transport Layer Security (TLS) (which is based on SSL), are cryptographic protocols
that provide security over communications over networks such as the Internet. HTTP
over SSL (HTTPS) is a Web protocol that encrypts and decrypts user page requests as
well as the pages that are returned by the Web Server. Hence, when an employee is
using HTTPS to communicate with the Internet, the communications are secure.
Therefore, in an environment in which a proxy server is implemented, all requests and

replies over HTTPS are not visible at the proxy server. Instead, only the web session

itself is logged.

[38] It is noted, that there may be benefits for employees to have access to such secure
communications. For example, employees may need to send confidential information
over the Internet. However, since HTTPS is secure and any requests and replies are
neither visible to nor logged by the organization, even “normal” or standard” HTTPS
traffic (e.g., non malicious traffic) may be considered by the organization to have a

potential risk.

[39] At a basic level HTTPS may be used to establish a communication channel directly

between a user’s web browser and the web server with which it is communicating. In



[49] If, in step 415, it is determned that the SSL certificate associ ated
with the respective destination is issued by soneone other than a trusted
Certificave2uttsos2sty (e.g., the SSL certificate is sel PCIiugp@dp3zsnsif no
SSL session is able to be negotiated, then the process proceeds to step 501
wherein the destination is determned tlo be invalid. Further, as seen in
step 503, the destination may be recorded as such in a database. [50] In
step 505, i taniviBhRERT QRH dsfdidchRcdaBbid AR YRR Y SBELTs dnplBRSL R raxknown
t unnel i ng/ proxy avoi dance application. According Fo aspects of the

di scl osur e, sehics celatceisriiqsgssion batyeeh dhapsge dnd fheuypryg sareerandghe prrytshereneb
server and o feLLh (LeaRGAhL ECORAAHF! A dle GPtpessi on negotiati on.

[ 51] For exanple, accord]ng 0 aspects of he'dt'scl osure, information from
the SSL certificate may be used to determine if the destination is hosting
a knowl40unnébwagt,pheoxg OanNi CBEhimca@pbf HATPanay botiscdXawiice waly$ aawSbL For
certificate is self signed, then there be an incre%sed probability that
the desti nat$8MPleayee Efrd "~ afureiémn OEE J#@i’irﬁ@/ PeokiFdalporemisiied request
application. : rdi : t ' ess
of "uhet her eGSR dRr e e ah AP R LGIR e RIS TEDARN L Trat R B
exan ned t o letesampleethief CAONNECT 2 gurtctiom b€ HTHPr mex bepsed, to destdchat angrmoxhi ch

host tunneling/ proxy avoi.dance lications ma enerate fake ,SSL
cortif 1 ont canhi ity &G fe ARRs ERiAEO ROl sf Fhith 2oear ERATTEY (e i ch
i dentify thendast nati) ANsdbN@YRE oASHAGIAk&E. Wi th as hosting

tunnel i ng/ proxy avoi dance applications. For exanple, in a fake SSL

certificate, the nanme of: to whomthat SSL certificate was issued, who
i ssued [Hhle d8inceeittis fundersieod tthet brabrdutelingandelstandardt FET TS eyt ¢replggithe

certificate d e b i d,wt y all ¢ al i - .
characterist§§§%$ﬁggﬁ g@%ﬁl}Egﬁfﬁggsgb%%gﬁ%i&%g%tg%égEggghKﬁﬂ%ﬁg?U@hgg%by,
identify thecaRsNECal efinctemt oNATTPNgaRrdtédk ohythb@stwdil. aHbwevne] hddispliey
avoi dance application. For exanple, the fake SSL certificate may |ist the
nane of the aREB%itheloghatill paEpragide dwithr detaged infermagiiop seeding threscatien el ed
W th as www. *** I N (o | ¥ t ..are
uninteIIigiS?é?qﬁéﬁbﬁ?pgﬁﬂgia%PﬁP%gag%éﬁ akgﬁéé%hggg???sggﬁgg ?%ﬁWgﬁgﬁ%ar
t hat such a aesftadadnidomt vsille kethy phast senger and unthel dasgéo ftho xynnal ohdaaitie is
application., Further, the particul ar. aspects of .the SSL characteristics,
sUch as the WRANHIECGEN Suve, THRSIOIIGHE 19 JIGHMER. THPETAON- o ghle i

tunnellng/pqggk€$%@& g @&9&!@33k&%e&%h@ségﬁhﬁkﬁﬂ’ﬁ%&ﬁb&ﬂ%ﬁhmgﬁéhﬁﬂéﬂton-
WO 2011/ 130524PCT/ US2 1/%32515 14 [53] Therefore, according to aspects of
t he di scl osupdjstinpuish petwces Sstafdaek AT PR gnd hamakreapdichteen wiffiche theSiroxy
certificate may be may be done autonmatically by a conputer which conpares

t he characté?gstics of the SSL certificate with a |ist of those respective
aut hentic characteristics in order to determ ne whether the SSL certificate
i s aut Hapf i Howdfer,exspeqs of thidegisclasEe @latche wakgiddeandnsylsteen SSichcéstédtfioaat e
may be conpared with a predetermned list of nanmes of authentic websites in

order to det ékhfl#e” T iPRetrafiresioe infeematimsirere thmpiors last RBedstemiigigsurlty

| egitimate. _t hi ! e ! : pfi-cate
is fake anddtoets gg?ﬁﬁﬁ?Tgﬁs?§¥1$k%935ﬁ%§¥?ﬁg %gﬁﬁgﬁ%Y%ﬂ§?§$OQ§%gé%%%nce
appl i cati on.enpSgtedithnicdings det erm ned that the destination is hosting a
known tunnel i ng/ proxy avoi dance application, then in step 509, a

notifi jon.i s generated. For ex I accor di t o aspect.s. of the

G scl odask HiETEarT o G SRty REHChc ST chtoat vy BATGUREERLER T
forward to a;f@8RaC HVEP PR Q- EtoctifE GHElybYd BRI adddidifElo a@febRIHtRY 1O
aspects of the disclosure, in step 511, all "CONNECT" traffic fromthe

dat abase f ordisgdeshrainifpgerdingto jaspasist phthedisalodursuibh methad ingays bormsidformed new
tabl e or datagase. ﬁurther agcording o.aspectstthe.gkfchgs re, it may

det ermi ned thAFOFIRSNESH WENUEH O4 88Tt VRESITPE I &>SHTSLEELRE agai n.
Therefore, as seen in step 513, a destination retry flag associated with

t he dequipatAopccimy ey 461, indiallpothe 1Bdliof itanptdxy, (cigh tht gRo5A Servédendyr beess
may end or the system executing the process nmay exit the process for this
dest i nat i on.scpsBdd Apd dewat C%ﬂ\ﬁ’;CTf funco taspvisnanayn §e sortracted fram fhabess. ¢ o
be det er m ned. whah hed ah{k‘étsd&sﬁle AR %GQO%ON@E%"#{]%@R]&%%QW bt %Q{r%t&?aéy
avoi dance apﬁflcat on, then the process proceeds to step .~ I'n step 601,
the process may include attenpting to identify the service of the
destination using various techniques. For exanple, according to aspects of

t he di sclosure, the process nay include enploying the techni que of "banner
grabbing."™ Further according to aspects of the disclosure, the process may

i ncl ude enpl oyi ng the techni que of service "finger printing."



[ 56] For exanple, according to aspects of the disclosure, a connection may
be opened with the destination (e.g., to the port). For exanple, the
connect i omoreay/13es2zaade of TCP/ I P protocol. Once, the comaogatsean/osxsiiade,
the destination may respond with a nessage, or banner, containing the
service at the destination, including the capabilities, the version

runni ng, on which operating systemits running, etc. Such a banner may
provide WO 284 Ml RS BieThboZ B daD 8RR 1 almodtnbArime (0f, Whivally Teclmens i fy
it as a tunneling/proxy avoi dance application. For exanple, it a connection
i s opened t afisudie evdeSONMEG Dhactivity ogews ). nBet axamplyy apensgiogdo whncktsaofsheiner
such as * SSl_(ﬁ'iszc'l 0suir : 'a" rérchegs r%%H WY BREN GRS ¢ %rloi sdl%ri'lt -rc];rin%e tpo‘%t ter@%rs IS
desti nation % HoS iﬁb 2 secare shel 7t Unne in% applrca i B nce;r?he
desti nati on anNewsthnbEstseadhbitdrdetitity akostas ROSH NGt RappBMMNA dcortigd kdgther oXy
avoi dance application. This process is referred to as banner grabbing. [57]
Further, accSPHinef the disslosvicsneyy “CRNNEGET aginiy, myhbe cxiractdreen itimlogs ofrmde
with the desti i i , vice finger printing process
may be aIso%hépﬁéggp%gﬁﬁg%§§%$%gg?ﬁgq§§?§@3§9%rovided at that destination.
Service finger printing is a process that | ooks at characteristics of the
ser vi cd45] n lorsthpr 4030 thitetov HCOBNEE S antvityexprded ded dic [ogramay ds tstonat inom.
For exanpl e,, characteristics uch as port or,channel hoppin atterns
Fongth or ¢ iR b vtoe RS- e M s B e ISR 7 ot JrameliShatd o
those of or djnf@felc§hidtion iftotR@ioRl hayphdeiR¥cREh @6 @t ik RPicA MR abRRIBERYI CE
provided at that destination. [58] In step 603, if fromthese and/or ot her
t echni ques, dspedtsoldibt eliseiosers, tésgmatidreinderstatinamiayrbesay B adlr¢ss im chkmbimation
tunneling/pro%y av idagce application, then in step 605, a notification is
gener at ed. ForT &R% P@;méccording to aspects of the disclosure, an enai
alert or other conmmunication may be generated and forward to a respective
party ([@6Q. ,Insepuad,thd aaw)destmutiohe mayascoethcdgnlotors@enbs fistirpedatabase

di sclosure, in step 607, all "CONNECT" traffic fromthe database for each
uni que user (RRIGS HAIBXGONER BEFVIONE WURYS ¢ratinationy de Stpatie cpeh BemERIgHPR or
dat abase. F , di e h 1.5C41GS 1 1 hed
that the deatinarigos nat CRadRerb st “Bal i hfbnsik (Texog Rt SEINET
FI G 609, a deddsurmthoprocessmyayf inapdasgompatet mdohatechestekekntd RATTIPSnserayn be
set to "no". ddihigg?ll , . in step 611, the process may end or the system
executing tﬁ@ﬁbWH & eﬁE&’@?P?mFﬁ%'process for this destination. [59] In
step 603, if it is unable to be determ ned that the destination is a known
t unnel i[ag) Priey YtadNad NS @R§bh S0l O, bel et dtdewith AGRSSIBYatRhOBeR ¢h §tep St ep

701. In step 701, the destination may be scheduled to be reprocessed. For
exanpl e, as Héence¢aidivgely FUBct efedrc Aiaelosner dier profewgmasy soelude algtepinihng he

destination be s to t‘yes", Additionall in.step 705 the process nay
o or 2t he oYt s Sy Rt R assp RN LOE e rash Bkl B Riion i 3y RER 155

desti nati on.triAeeoC ehtifigatt O\ ABEEGL(S.cQf VERESIANs 6f PRouh&in Vidy,Vi@ilifornia or other
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trusted certificate authorities).

[48] If the SSL certificate associated with the respective destination is issued by a trusted
Certificate Authority, then in steps 415 and 417, the destination is determined to be
valid. Further, as seen in step 419, the destination may be recorded as such in a
database. Further, according to aspects the disclosure, it may determined that the
destination does not need to be processed again. Therefore, as seen in step 421, a
destination retry flag associated with the destination may be set to “no”. Additionally,
in step 423, the process may end or the system executing the process may exit the

process for this destination.



destination scheduled to be reprocessed (e.g., destinations associated with
destination retry flags that are set to "yes"), such reprocessing may occur
peri odi caWbyeo(1e130524 daily). [60] Figure 9 is a bl ock di agmrarseahiosisis
illustrates aspects of the present system and nmethod for detecting
encrypted tunneling in a conputer systBm or network. The process descri bed
in Figure 9 may be done for each new destination extracted froml ogs as

descri had) alevig. stdput 1N is dekerhBnddoh@Ckht A &drERGtOhssBLiamanysh o fhptifs any
ot her process may be rearranged conbi ned, elimnated or otherw se nodified

as desired t@smmueelswedé)yrspe@omee@tbﬁtthar[ M}lstﬁé CsddipaicrA ghelpty 40, then¥SL
system may PLOGESR tgglfge%te nai no Sﬁsse(sjs?osn 18 l%Iﬁedto bove tchg tﬁe Sﬁl'enagle(ggl may
be an | P addes§*and u) I§rocessr ngat ST ERAF o ray i'n Mertde
attenpting tpoastiakl Bt&}b’l sam vﬁﬁkelﬁ ebs Hestinwiidrhist decreesdd malfod RalifoFugKaps e,

in step 903, the systemattenpts to establish an SSL Session with the

dest i nat i on.Se¢¥ It §4@p 2035 therdeptinatign gnaypeageaiptd aprpugh ingsdatalasei on with t he
destination, then the process proceeds to step 905. In step 905, the system

det er my wWhe r Sk crtrhn‘iﬂ ajeyas t &) tﬂf‘gﬁta' o]y
has beegmrsssuegglgysog trusstc&-ee te%orr th% ggsq#gescrr é’dg%fﬁ?ﬁép W? e 1gi;?/(;sdt]em
det er m nes tthla’telmg@rcESLa@demcé|a@§h®tlaasoecmé1dgvrmdrsptdne ofighe destoswmat itlosn has

b [ d t he t t .St
007 1 n ot e BuTE A TEpebe AR Rk gL FHE B DR SN af T
General ly, idnthed &,S,llﬂgq%tsrgtrsggasti&@sggggﬁcﬁlt ed with the new destination has

been issued by the trusted authority, the destination is considered as

valid. If the systemdeterm nes that the destination is valid, then the

dest i ndflbn Eﬁeiyewelplecw@ehn&@aa&mrts dofdéhst disslosers., anf@rmetiorbdiom dhedSSle. g. |
stored in dat rof S t 9, a
retry flag §s§§%?§% h V\gcgttﬁer %ﬁﬁmge fﬁﬁgt ?éosﬁn%us %gl?opsrt% gsg Vzlgal n

is set to r’tﬁnnelﬂi@@ﬁ)xytah@ldan%@ﬁﬁlc@ﬂimel&dsethp&t le S0 certificatt espseﬁﬂﬁgnddbe
process is ended for the particular destination. [62] Aternatively, [
step 903, t Hhers%reelﬁry be i tsreesebDiebrably G thp dsenaden iy heiotng b own

destination, %ﬁ:pa[ 5 ® s to step 911. In step 911, the
destination |s c %épsr iggﬁ%séereﬁ;\?aFﬁgﬁand may be recorded as an invalided
destination and nay be stored (e.g., stored in database). Further, it is
not ed t[R2k, Acfcordimg &t etherdBhects héths;dmcmwm‘etegardlersesf wihathet ireSSSkertidicttefis cat e

is invalid, en t ess ceed to ste 91

011 130524Peh UesBr T 53R A Y B0 et bl eI FoT 1 1
not si gned té‘xkaﬁ fel WSttt Iich wst(t@mg:hn ﬂp?oﬂysav%ﬁiaﬁceshﬁﬂ'i‘%ﬁiﬁo@rmé}f gdlepie 1S
not SSL certrfrcate at all. d&@g] Once the destination is classified as
invalid in Sekep SSElceﬂtfrr@tqgr S f@ireo%%le@grtltﬁ@at@s epyoaBLain ﬁhzmaetprlgms Whlbha
\?\%ZE ﬁrenr dﬂ]grlglerﬁﬁ‘s él}ev ersﬁrei\gthl%lts St ey are assgoﬁt ?edm lﬁﬁ ra],Se Posstlng ne? )P?oxglga;{va é na(I:l e

appl i cati on.apbficdtioas.s ¥et exansit, eﬂhra n&s SSIabemﬁcaae,rthelslemtehﬁ weehb@nhaessi | s
to determ ne whether the web server is hosting known tunneling or proxy

avoi dance apisttificatd s, istusd. whosaucd the 8%%@@%1frce>testbeﬁamef thepvabsigpthyphich he
system proceg ﬁgrﬂ {lﬁnﬁ@ﬁ '150E'u St 1S e a s%&%%r' i}ﬂh Lh, §ﬁ‘%81afaﬂl Qr?atr@dt&%tﬂcé)

determ ne V\/ne er 1s nown "t unnel i ng or prox
avoi dance ap;plhlclcademﬁylthecﬂﬂle calslﬁdetscas laeﬂke mnde&mrbbﬁhdmﬁlfy[tﬁé] aslsqsmaladap

917, based op the fin of the session detallsrn st ep 5, the system
det er ni nes étﬂrrélpn@ﬁgk%@%og%r%runpe Ingdrrerpgveyd rerrswﬁplmrrﬁe } RS smRle: dﬁ

avoi dance appkd &/ B&ifibite (g WEP RENMAE fStHIOREDAG BakRRWSE UAREEEAG iOT
proxy avoi dance application, then the process proceeds to step 925. In step

925, the sysupposgériertat @so@atséouth aywar\er*f‘* n@cwberdinng*¥ as astpeddzm sfing o€

di scl osure, generat t he .security alert i.ncl n | ert. and

Forwar di ng' (EMEIRa [1af Bea pReEs v RpEry Ty hhe BT AR ST sereRent & ne

security al ejldar hidg sheeR danRrish edlikdlPRoRiRCL ffinERYg/PoR§ @eHidhRccSiphcAdh.
Further, the particular aspects of the SSL characteristics, such as the example given
above, may identify which particular type of tunneling/proxy avoidance application is

associated with that destination.



[65] In step 927, the systemmay collect data for potential escal ation.
According to aspects of the disclosure, collecting data for potenti al

escal ati omormay/isn2hude extracting all "CONNECT" trafficpCrarseaih®3zkas abase
for each unique user and store such data in a new table. Once the data for
potential escal ati on has been collecteld the process nmay proceed to step
909. [66] In step 909, a retry flag associated with whether the destination
nust bespf OCHRHEErcadacOrdisy SBt abRctsN®f. thEN@IscldshR, PIAC §8cRE Oseedamimngt ep
929. In step 929, fhe process is ended for the particular destination. [67]
Al ternat i veloylarapferlsm% of tthp SBL ZertBiggednanbe ey fhicriging gutoptaticly kes spoputer
details in st egh915 shﬁles asl}a%{g l!St%CSu Qe gS]E etqeflc w1tea\1\'hte fht%r e:[r%(sa eV\f
server is hos 'ng a PRROWS TARRES ing or proxy avor dance app i ca hen

t he process gutiRagedbarb@cBitep i19 dbRer kddst@pin® Ldhethar fiet S tédigicas SQ@]!ltﬁérﬁii with
whet her the destinatigon nust be processed again is set to "yes".

2011/ 130524 PCT/MEp0les fheapsesotiihe Trbsite ppdhgP ok ssiifispisdawabe fompties “9@921
step 929, t t

Al tornat] vellje R RRRRT F oPAGHES Bf‘)?utﬁﬂf“m%é%%%‘3a§fg?fnﬁn%62&%t§{lfit%@?%maﬁgbl e
to use the sths svcbritecleh ahd §SLOcedteﬁi®|tafnmEgmhmmerlntthe wel) is erayele dstehnoatd Nng a

known tunneling or 0 avoi.dance. applicati t he proces oceeds to
step 921. |nW%ﬁ‘?lée¢ 921 S8l o ceigati ot PieedBd e dSHIIER BaniEl dRame a

fi nger pri nt s, As$96/pa8:§hviidaficd fiplieawndesti nation as described in detai
above. The process then proceeds to step 923. In step 923, the system
processes the service details as described in detail above. [69] The

pr ocesdS#herf pr vodetatmined t@a@pe aleptingtiongs élpstgl.‘gn kbawe dugnelingprdxynaiondpscof

t he service det.ails te her the
service is apRh%%tvlﬁn l‘hrﬁ’ﬁel NG %‘3" gt %?%%2039811 asaﬁ%%efaa%%” %Jée?éte %‘H&e %‘CCPF]&én%é?vu ce

i's a known tadpstdd oMlie QiscRisOy aﬁ%ﬁhﬂ&%ﬁo@&ﬁéﬂ coirh@ficatidiefay Be gPiPfes and
proceeds to step 925 and follows the procedures described above.

Al t er nat i velfprward to pgespedyearity (Bas secusity 938D f | Fthegcetrdingdo spagtscaf the
detall s, LN, ShhadhZ i WOF s2Y SHETORNIRAP €0 ol BTN WIEF Rl SRR
server is hos ‘unnel ing or proxy avol dance a |ca 10

t he process ip remﬁeas andswhequtDkSstaned i (al ﬂe@)&/\&bteh@r @HtﬂmeduFeﬁhdeamordlegl to
above. [70] Figure 10.is a block dj agran1mh|cgplllustrat s aspects of the
present systaSREhEIHEHFoI HAY SR EnErY Picetestinina ?@ 1ot Beceotpbe er

system or nei}réﬂ‘&rsé%d aEaﬁ’l Prfr&sre, 9@&% '11??% '5'1‘3 R @ééﬁﬁatgo(ﬂ gags%@f%tefd%ltl?“h
new destination extracted fromlogs as %scrl above. Fur

not ed t hat shepanmmn@ﬂem@ﬂmSROﬁ)ﬁhé phatesmllynin siep bearthapgedss mayrbided,

el i m nat ed OL ot herw se i fied as desi d toﬁp %B ? % desired result.
The steps or' %f‘}égﬁeélh’?’ée%?n% Pﬁ‘?%&%@éyg% R éﬂﬁ BUYPO%i milar to the

steps or elenents of the process described above and, therefore, for the
sake of[58F eVAltatnaiely, Nt indStef e bRESOTNitf 145 hiltdle detiai dethetified whether the

destination is hosting a known tunneling/proxy avoidance application, then the process

proceeds to step 601. In step 601, the process may include attempting to identify the
service of the destination using various techniques. For example, according to aspects
of the disclosure, the process may include employing the technique of ‘“banner
grabbing.” Further according to aspects of the disclosure, the process may include

employing the technique of service “finger printing.”

[S6] For example, according to aspects of the disclosure, a connection may be opened with
the destination (e.g., to the port). For example, the connection may be made of TCP/IP
protocol. Once, the connection is made, the destination may respond with a message, or
banner, containing the service at the destination, including the capabilities, the version

running, on which operating system its running, etc. Such a banner may provide



[ 71] According to aspects of the disclosure, once the secure tunneling
traffic is detected, it my be stored. Further, the secure tunneling
traffic e 2ba/ddepl ayed such that it those who view it parasaiiim3zses qui ckly
vi ew hyperlinks, expand and col | apse data and navi gate from tunneling
activity to a Person of Interest's (PA) User Profile. Tunneling activity
is captured, organized and available for viewin a relatively short tine
span. WO 2034ih30GR4ARET MIR0ud032615 alRnhdiRle/f6xflias6Mas@daoN on. AFBECE S
of the above described nethod and systemmay relate to US Patent

Appl i cat i on Semple if\upgrmection @gzp,e@v%,to puchesd dgrtinatzony tixedespigat@namey eespprd ed
"I nsider Threat rrelathon " the n s of which are incorporated
her ei n by ré?%hghég?mﬁgp é%anp é?‘égpecﬁgegsetngaegv%a%%%é&F%@%r9@?&%% and
system may hRstinigion ROR@tied aised@c Shirdl tanndhidg@pplicatibe. Heatd)resdeefindtidg would

di scl osure described in_US Patent Application Serial Nunmber 12/694, 075,
entitled théeepdiiyguientifigdeas hesting & ltoaventungeling/ Py pvad@cs aprbeaions tHe
features of i i in US Patent Application Serial Nunber
12/694,075,]%€§$%§§§%g§gg? ré%%%ggﬁ?%' which is a result of diverse data
feeds and security controls inputs into one or nore of the features of the
di scl od67f desiter, bedoidmgUs Bptentof Appldichtsiven oBer kadonhintioeris IR4d8o#(th ibe
According to %%P.cts f %Be i sclosure, this Threat Rating ”3%@39 a rea
nurber  based SO 2 de1T RIS 2 GET Gh4MER PEUIE HPEs MHY eV e Pt O
Threat Rati n3tdfRyncSBEYEvaR RoPaBe MMLKJI&RHatinar $dride FRLAL pdfingadal predcss

i nvestigation. Each associate's activity generates a Threat Rating out put,
whi ch may behat 1bgksait chaieterisics of ¢haoservios, an ofder he détemning g ssfviehprodidsdlabsur e

et or m nat | OO HEPh PP B R flon BN S phteP S RE o e e

provi des a Yusgh BE trafits OB bthen s&tuis tpréfilalkherabiefigits Qfe kitdin By 8lkOUBbiMita@Pk
associ at es Ion? periods of time to create. According to aspects of the

di scl osure, ssillpuheart ppdrinapbe geedleotindpate the sgeviecrigrided atthel designatioas fi ¢ may
be incorporated into one or nore of the features of the disclosure

descri b[gg][ i ggglﬁﬁg@f[a%ﬁr&%ﬁhés%aatnh%? ot it@éhnm'd ,q{ ﬁ]t%ée%ﬂlegzcﬁ%}?tﬂg l’de&inﬁﬁon I nto

the Thre e or nore aspects o0 e present disclosure
descri bed hecsiice naya hkaowsedmnnligy/paky edvwoidincd ugiphiestmas tben ahhaep 605, a

or gani zati ons.. For exanpl e, one or re aspects of the. present disclosure
descri bed hé‘roéliﬁﬁatHDévsl%nR?ﬁtéﬁ-_ 5gr SHyehle: A6 ding B nessivild e gBER e ?f&%g
related to Qﬂ§{6r§ﬁpﬂ&Mﬁ&ﬁmﬁ&ﬁhﬁh&@bég&xﬁ§bﬁgn@ﬂﬁﬁﬁﬁiﬁﬂaRﬁﬂgﬁbépﬁﬁyaygld

control and hide their proxy activity.” Potential nmarkets ere one” or nore
aspects of tsheurpyesem). dFetheosac@rdesdoi pdctherfeihe dmglobec.applsiepd6@hcilude

conpanies th ncerned with their. data and take strides rot ect
ond keep t hot O To R EROmht dpb Pisirar e yRBis hES T b FiftRuRyRuS
confi dent i aldatbhgymed k@FedViLl b chdierefid tor fdaitaiche Fambée okt pdsts the
descri bed above. For exanple, financial institutions, investnent banks,

hedge funds,disohesurant ensorpiarmasd theathendetivatioonpessi Bat pecdnpingpisad gigain.
Jystem and HEtTB5e STk 16 K O PRI RSt PascBinstirDabl b Bt
may be set to “no”. Additionally, in step 611, the process may end or the system

executing the process may exit the process for this destination.

[S9] In step 603, if it is unable to be determined that the destination is a known
tunneling/proxy avoidance application, then the process may proceed to step 701. In
step 701, the destination may be scheduled to be reprocessed. For example, as seen in
step 703 a destination retry flag associated with the destination may be set to “yes”.
Additionally, in step 705, the process may end or the system executing the process may

exit the process for this destination. According to aspects of the disclosure, the



[75] It is noted that the systemfor detecting and anal yzi ng secure
tunneling may be an electronically based system For exanple, the system
may i ncl wle 2a11ce0dt er (such as descri bed above), a net womRISod11o85plt er s,
software that configures a conmputer to performthe above descri bed
features, etc. The data may be electrordcally transmtted and received by

the different elenents of the system [76] Wile illustrative systens and
net hods as Ma&lgﬁ@cﬁl&fu%dnto%@%%dégse&% QURsAFRIBRS SssBbiatcdew i @s®Mation
i nvention are shown, it will be understood by those skilled in the art,

that the i nvefy flags that avesctitd iyasdl sedh reprosessingiyoe orsht periadinily (e at Heihs. may
be made by those skilled in the art, particularly in light of the foregoing

teachiny l‘tﬁOCke& W QE 11 r%§ e%{s e e%lﬁ E{Eﬁloaﬁ'ﬁqnethod
L gl o HePon

il lustr xanp es nay one In co

subconbi nat IfOﬂ detctting leeospicd mfmetlhng mt hledfonqm&ﬂ‘pslye&m ot n@td/cbrkal The eocess

appr eci at eddgnd u derstood t hat m)dl fi.cati ons rr&v be made wi t hout departl ng
fromthe tr if TERrCst gl o dette Qs raas M ARAEATIIInCX i ddEQmrIpgY fon i s

thus to be r [ f V, nt
I nventi on. ({\%\%ag%?l ?2%5%!}1&%/ Bl 00?610} {(1)1%{2%%5513 %lel%_ﬁ%{t%\/gﬂhhs & Q{}CJ&H”%JR é}fe%?

assi st ed netrhgdbd marralr@edetomlgned)cehymaeﬁ‘zﬂ onthamilsegnedifipd asdesged to produce a

el ectroni cal({’% %d’ecel ving information froma proxy server; extracting
i nformation a CONNECT function of Hyper Text Tr ansport Protocol
(HTTP) fromt he el ect ronically received information; determ ni ng at

| east qee) desd ideatih Qfe tgmwfhecsisvsﬁeﬁlemg%w@e&semId@itﬁfaﬁaﬁI A} des@dedi adgvé, Be

CONNECT function of HJI)'TP corresponds;
destination may be an IP address and port number. Processing the destination may
include attempting to establish an SSL session with the destination. For example, in
step 903, the system attempts to establish an SSL Session with the destination. If the
system is able to establish an SSL session with the destination, then the process
proceeds to step 905. In step 905, the system determines whether a SSL. Certificate
associated with the new destination has been issued by a trusted authority as described
above. If the system determines that the SSL Certificate associated with the new
destination has been issued by the trusted authority, then the process proceeds to step
907. In step 907, the system determines if the destination is valid. Generally, if the
SSL Certificate associated with the new destination has been issued by the trusted
authority, the destination is considered as valid. If the system determines that the
destination is valid, then the destination may be recorded as a valid destination and may
be stored (e.g., stored in database). Then, the process proceeds to step 909. In step 909,
a retry flag associated with whether the destination must be processed again is set to

no”. Then, the process proceeds to step 929. In step 929, the process is ended for the

particular destination.

[62] Alternatively, if, in step 903, the system is unable to establish an SSL session with the
destination, then the process proceeds to step 911. In step 911, the destination is
classified as invalid and may be recorded as an invalided destination and may be stored
(e.g., stored in database). Further, it is noted that, if, in step 905, the system determines
that the SSL certificate is invalid, then the process proceeds to step 911. An SSL



attenpting to negotiate a standard HTTPS session with each of the at | east
one destination; for each of the at |east one destination,

det er m niwgQ 20f1/1@0Bacur e Socket Layer (SSL) certificate asTasc@atossnéth the
destination has been issued by a trusted certificate authority; and

determ ni ng whet her the destination isl’hosting an encrypted tunneling
application, wherein the determning is based on characteristics of the SSL

certificate déftlﬁbafeefﬁ%%@é‘oﬂsﬁ&?éd\ﬁﬁdalfdﬁ@[ﬂﬂohﬁgﬁ'&%y Nahiteha@utityde FCR/ ik Belf
connection. 2. The nethod according to claim1,” wherein the at i east one

dest i nati on signed) o ié&fsre ismet SSL gertifisats abell.at | east one | P address in
combi nation with at |east one port number. 3. The nethod according to

claim fur r f ti pat n r

nor e d(]—:I(’% ({)Il&%n%lg;a (I%B vdr?ﬁbﬁg‘? @gsgx rac I&gh#n %e%%?llbﬁ%r rggers %frrlogctelfg %Se%C%e\ﬁlECT

function of g-ﬂ’BTanmg esnahe sydtam aletterinien atticdrer ihedn hadetbeeined rsitigoiesdiyn

i dentified the t hod as desti nat I on hOitl ng an ?ncrypt ed tunneling or
&%Etheatthw g

proxy avoi d G?élsa SR NOGNE He KRR tHaRslge o PIOXY ARiEHSke of
previously a%?ﬂ&dtlohedif 4RS §yAdh IR Fmined tha-mf Jﬁﬁ&%e%@&%@ﬂ&%ﬁ R Glidinfhd

further conprising: for each destination o | east one destinati on,
conparing t hvehatless tthe ssteb ovarvier ushhtaastldgtaa]hm ohngireyvoropsky awdldmmef apapdicatlon

destinati ons i dentified gs hostj n_.en ted tunnelin i cat and
ot er moni oo bt DRSS B 018 Bungl 3 0AT Sl Rk P PR Ret R,
Processing the session details to determine whether the web server is hosting a known

tunneling or proxy avoidance application is done as described in detail above.

[64] In step 917, based on the findings of the session details in step 915, the system
determines whether the web server is hosting a known tunneling or proxy avoidance
application. If the web server is hosting a known tunneling or proxy avoidance
application, then the process proceeds to step 925. In step 925, the system generates a
security alert. According to aspects of the disclosure, generating the security alert may
include an email alert and forwarding the email to a respective party (e.g., security

team). Once the security alert has been generated, the process may proceed to step 927.

[65] In step 927, the system may collect data for potential escalation. According to aspects
of the disclosure, collecting data for potential escalation may include extracting all
“CONNECT” traffic from the database for each unique user and store such data in a
new table. Once the data for potential escalation has been collected, the process may

proceed to step 909.

[66] In step 909, a retry flag associated with whether the destination must be processed again
is set to “no”. Then, the process proceeds to step 929. In step 929, the process is ended

for the particular destination.

[67] Alternatively, if, in step 917, based on the findings of the session details in step 915, the
system is unable to determine whether the web server is hosting a known tunneling or
proxy avoidance application, then the process proceeds to step 919. In step 919, a retry

flag associated with whether the destination must be processed again is set to “yes”.
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[69]

[70]

[71]

runnin oy :
system processes the service deq[alls asgdescrlbed in detail above.

The process then proceeds to step 917. In step 917, based on the findings of the service
details in step 921 and 923, the system determines whether the service is a known
tunneling or proxy avoidance application. If the service is a known tunneling or proxy
avoidance application, then the process proceeds to step 925 and follows the procedures
described above. Alternatively, if, in step 917, based on the findings of the service
details in step 923, the system is unable to determine whether the web server is hosting
a known tunneling or proxy avoidance application, then the process proceeds to step

919 and follows the procedures described above.

Figure 10 is a block diagram which illustrates aspects of the present system and method
for detecting encrypted tunneling in a computer system or network. The process
described in Figure 10 may be done for each new destination extracted from logs as
described above. Further, it is noted that steps or elements of the process may be
rearranged, combined, eliminated or otherwise modified as desired to produce a desired
result. The steps or elements of the process shown in Figure 10 are similar to the steps
or clements of the process described above and, therefore, for the sake of brevity will

not be described in further detail here.

According to aspects of the disclosure, once the secure tunneling traffic is detected, it
may be stored. Further, the secure tunneling traffic may be displayed such that it those
who view it are able to quickly view hyperlinks, expand and collapse data and navigate
from tunneling activity to a Person of Interest’s (POI) User Profile. Tunneling activity

is captured, organized and available for view in a relatively short time span.

?H?E?Eﬂaome SYPEF™M The



11. The method according to claim1, wherein the determ ning whether the
destination is hosting an encrypted tunneling application includes

det er m niwgQ 2at1/13ex28t one of: a port or channel hoppi ng PaTtsSeeIg/08551H
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[73] One or more of the features of the disclosure described in US Patent Application Serial
Number 12/694,075, may produce a Threat Rating which is a result of diverse data
feeds and security controls inputs into one or more of the features of the disclosure
described in US Patent Application Serial Number 12/694,075. According to aspects of
the disclosure, this Threat Rating may be a real number based on an algorithm that
weighs an associate’s activity. The Threat Rating may serve as a benchmark and
starting point for analysts’ investigation. Each associate’s activity generates a Threat
Rating output, which may be a focal point of one or more of the features of the
disclosure described in US Patent Application Serial Number 12/694,075, and
determination of what warrants extra attention. This Threat Rating number provides a
succinct answer on questionable behavior that previously took associates long periods
of time to create. According to aspects of the disclosure, outputs from the detection of
the secure tunneling traffic may be incorporated into one or more of the features of the
disclosure described in US Patent Application Serial Number 12/694,075 and, also, into
the Threat Rating.

[74] One or more aspects of the present disclosure described herein may be used in a variety
of businesses or other organizations. For example, one or more aspects of the present
disclosure described herein may be used by anyone who is concerned about the risks
related to their employees (internally) using encrypted tunnels to avoid control and hide
their proxy activity. Potential markets where one or more aspects of the present
disclosure described herein may be applied include companies that are concerned with
their data and take strides to protect and keep their data secure. In particular, companies
with private or confidential information would benefit from the systems and methods
described above. For example, financial institutions, investment banks, hedge funds,
insurance companies, healthcare companies or hospitals, government agencies, credit

card companies, etc. may benefit from the systems and methods described above.



extracting informati on regarding a CONNECT function of Hyper Text Transport
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negotiate a standard HTTPS session w t2) each of the at |east one
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the features of the aforementioned illustrative examples may be utilized alone or in
combination or subcombination with elements of the other examples. It will also be
appreciated and understood that modifications may be made without departing from the
true spirit and scope of the present invention. The description is thus to be regarded as

illustrative instead of restrictive on the present invention.
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further cwoRpiisi3ngps upon determ ni ng the desti nat iPOm/US201hO315IHIg an
encrypted tunneling, recording the destination in a database of previously
identified destinations identified as Xiosting an encrypted tunneling
application. 17. The apparatus according to claim 13, further conprising:
upon detiesmiQi ng the destination is hosting an encrypted tunneling
application, generating a security alert. 18. The apparatus according to
claim 13, wherein the determ ning whether the destination is hosting an
encr yptledA compeler argistadunsetbed fasreicadngiencsyed wpnsliigrrgmietnger t he SSL

coriLl oo e dgaklupkans phim e gaReo 19 Lo claim s,
tunnel i ng apptaaaty difornmationd egathidte amMOONNEQTS &metice dfeHpperopextalesspdrt t he
dest| nal;[rlot%rgél (HTTP) from the electronically received information;
determining at least one destination to which the extracted information regarding the
CONNECT function of HTTP corresponds;
attempting to negotiate a standard HTTPS session with each of the at least one
destination;
for each of the at least one destination,
determining if a Secure Socket Layer (SSL) certificate associated with the
destination has been issued by a trusted certificate authority; and
determining whether the destination is hosting an encrypted tunneling

application, wherein the determining is based on characteristics of the SSL certificate or a

response received from the destination over a TCP/IP connection.

2. The method according to claim 1, wherein the at least one destination is at least one IP

address or at least one IP address in combination with at least one port number.

3. The method according to claim 1, further comprising: determining if a destination, of the
one or more destinations to which the extracted information regarding the CONNECT function
of HTTP correspond, is a destination that has been previously identified by the method as a
destination hosting an encrypted tunneling or proxy avoidance application by comparing the

destination with a database of previously identified destinations.

4. The method according to claim 1, further comprising:
for each destination of the at lcast one destination,
comparing the destination with a database of previously identified destinations
identified as hosting an encrypted tunneling application; and

determining if the destination, is a previously identified destination.



20. A conputer assisted nmethod for detecting encrypted tunneling or proxy
avoi dance conprising: electronically receiving information froma proxy

server,
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6. The method according to claim 1, further comprising: upon determining the destination is

hosting an encrypted tunneling application, generating a security alert.

7. The method according to claim 1, wherein the determining whether the destination is
hosting an encrypted tunneling application includes determining whether the SSL certificate is

self signed.

8. The method according to claim 1, wherein the determining whether the destination is
hosting an encrypted tunneling application includes determining a name of a website associated

with the SSL certificate.

9. The method according to claim 1, wherein the determining whether the destination is
hosting an encrypted tunneling application includes determining a service being operated at the

destination.

10. The method according to claim 9, wherein the response received from the destination over
the TCP/IP connection includes at least one of: capabilities of the service, a version of the

service, and an operating system on which the service is running,.

11. The method according to claim 1, wherein the determining whether the destination is
hosting an encrypted tunneling application includes determining at least one of: a port or
channel hopping patterns of a service being operated at the destination, a length of traffic of a

service being operated at the destination.

12. The method according to claim 1, wherein the extracting information regarding a
CONNECT function of HTTP from the electronically received information and the determining

at least one destination to which the extracted information regarding the CONNECT function
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of HTTP occur immediately upon the electronically received information from the proxy server

being received.

13. An encrypted tunneling detecting apparatus comprising:

at least one processor; and

at least one memory storing computer executable instructions that cause the at least one
processor to perform a method for detecting encrypted tunneling comprising:

electronically receiving information from a proxy server;

extracting information regarding a CONNECT function of Hyper Text Transport
Protocol (HTTP) from the electronically received information;

determining at least one destination to which the extracted information regarding the
CONNECT function of HTTP correspond;

attempting to negotiate a standard HTTPS session with each of the at least one
destination;

for each of the at least one destination,

determining if a Secure Socket Layer (SSL) certificate associated with the destination
has been issued by a trusted certificate authority; and

determining whether the destination is hosting an encrypted tunneling application,

wherein the determining is based on characteristics of the SSL certificate or a response

received from the destination over a TCP/IP connection.

14. The apparatus according to claim 13, further comprising: determining if a destination, of
the one or more destinations to which the extracted information regarding the CONNECT
function of HTTP correspond, is a destination that has been previously identified by the method
as a destination hosting an encrypted tunneling or proxy avoidance application by comparing

the destination with a database of previously identified destinations.

15.  The apparatus according to claim 13, further comprising:
for each destination of the at least one destination,
comparing the destination with a database of previously identified destinations
identified as hosting an encrypted tunneling application; and

determining if the destination, is a previously identified destination.
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16. The apparatus according to claim 15, further comprising:
upon determining the destination is hosting an encrypted tunneling, recording the
destination in a database of previously identified destinations identified as hosting an encrypted

tunneling application.

17. The apparatus according to claim 13, further comprising:
upon determining the destination is hosting an encrypted tunneling application,

generating a security alert.

18. The apparatus according to claim 13, wherein the determining whether the destination is
hosting an encrypted tunneling application includes determining whether the SSL certificate is

self signed.

19. The apparatus according to claim 13, wherein the determining whether the destination is
hosting an encrypted tunneling application includes determining a service being operated at the

destination.

20. A computer assisted method for detecting encrypted tunneling or proxy avoidance
comprising:

electronically receiving information from a proxy server;

extracting information regarding a CONNECT function of Hyper Text Transport
Protocol (HTTP) from the electronically received information;

determining at least one destination to which the extracted information regarding the
CONNECT function of HTTP corresponds;

attempting to negotiate a standard HTTPS session with each of the at least one
destination;

for each of the at least one destination,

determining whether the destination is hosting an encrypted tunneling or proxy
avoidance application, wherein such a determining is based on characteristics of a Secure
Socket Layer (SSL) certificate associated with the destination or a response received from the

destination over a TCP/IP connection.



