1 5 JUL 2005 THEFT PREVENTI ON USI NG LOCATI ON DETERM NATI ON Backgrog;gd Lﬂ.f 2005
the Invention Technical Field of the Invention The present inventi J

rel ates generally to preventing theft of devices. 5 Background Art
Location determ nation and notion detection devices are known, including
such nechanisnms as nercury swi tches, accel eroneters, and gl obal

posi tioning syst¢MEFEERRE ' : [ | i devices in a
passi ve, queri edTm)de to \6?§g*|1§§slt}|sql§? L%ﬁmbﬁﬁwgﬂﬁﬁe,
aut onobi | es equi pped with th St ar em can be renotely t0 disabl ed
after the theft has been det Sﬁ;ﬂ%ﬁ!’"‘ﬂé\%ﬁ? MVEIMIAR [ equires that the owner or
ot her person fdethnie! Flektof tHadnwautionobi | e has been stolen. Furthernore, if
the thief di saﬁ_hes the, OnStar System before the owner phones in a report
of the theft, t'HEPEHEE Mvepdionseiatabeengially to preventinptheft bHdeliceabl e t he vehicle
renotely. 15 Brief Description of the Drawings The invention will be
understood nore fully fromthe detail ed description given below and from
t he actonpanyi Backtrawmiidgs of enbodi nents of the invention which, however,
shoul d not be Laka‘?n to limt tﬁlgf i nvention to the specific enbodi nents
described, butOEFan fgermisation gud mgtion defeqtiqn devisea arsikngworingludiag sithG, 1
i |1 ust r at @gciRneneH akidiBNvikthe i Llizes . the pringlples of
this invention, includi nﬂ_ an Sgicgﬁ%fcglﬁgﬁyg’%ﬁ?ié%%gosaé?ﬁ%esyrq%"b@ﬁ&sot ected
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agai nst t $fges. Jrisdmopnitg wilize suchatevispeinarastiemrtiedfoge fRirbade kfroper ati ng
t he devic [ t agalk nst theft. Fl 3 il lustrates anot her
enbodi men%t%r? engg‘n%"? ﬁ’g%i’%gﬁ’ 3%8'@33‘??3 ﬁ&"‘Pﬁ%‘I Wik the gﬂﬁ@r Bstenp cansheyemetedsy
Det ai ited deshded gfter ez thdfihas ednl detb‘éfeﬁﬁﬂ@ﬁc@r,Q%i%eﬁﬁrilrés%a"i‘ﬁ-&%vﬁlepgr difert NI S
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i nvention, including an exenplary device 'l pe protected against theft.

For si npl FETamnotics diatfae aematilajap beasestoler. Eprteeimore, ifithe thief disables the
OnStar System before the owner phones in a report of the theft, the OnStar personnel will

be unable to disable the vehicle remotely.

15 Brief Description of the Drawings
The invention will be understood more fully from the detailed description given
below and from the accompanying drawings of embodiments of the invention which,
however, should not be taken to limit the invention to the specific embodiments described,
but are for explanation and understanding only.
20 FIG. 1 illustrates one embodiment of a system which utilizes the principles of this
invention, including an exemplary appliance device to be protected against theft.
FIG. 2 illustrates one embodiment of a method of operating the device to be

protected against theft.

FIG. 3 illustrates another embodiment of a method of operating the device to be
25  protected.

Detailed Description
FIG. 1 illustrates a system 10 according to this invention, including an exemplary

device 12 to be protected against theft. For simplicity, the device 12 will be referred to as



1 5 JUL 2005 an appliance, but the reader will understand that it may be
any type of device whatsoever, such as an autonobile, a home appliangejysugls
as a refrigerator, a conputer, or a television. The appliance is coupled
over a communication link to a central agency 16 service or device which
may, in turn, be coupled over a notification link 18 to a |aw enforcenent 5

agency device 20 such as a central dispatch conputer,.radio, or the |ike.
The readéin whlancea%{}@dF%’jeWt?ﬂweWaé BB AY BT GWA J6 e Aheipsver
noti fi catd,gn,d a}mﬁm&hiut 4 hdrﬁ@ap’fﬂliﬁlﬁ::e;%ﬁﬂﬁ%@ﬁreﬁl@ér&‘@f,lé’cpﬁ@{ﬁﬁﬂbﬁﬁ el K, the

internet, wreless, cellular, 'satellite, lasér, audio, or any other

sui t abl e nmechdrtiespplidsfhe isapoppledoe aicominunieation linktab centrial aggneniioeie 30, a

| ocation determ ner 32 ich, 10 be a.locat i.on termnatio evi ce or
2 ot | on UEBE MBI i s PRyt BrtfRh G 8 o R it enllaf

di sabler / eyl @Wice 20 badhcdsia@Bital didpitciddmpaie] radie, v likeaThoBadenivill f ace 39.
The | ocal policy enforcer may constitute a software-programed

i cr opr ocapgEseiate thartheicommaricatiogiliak ap the petiicaten kiniyney wHlEA 2 1¥9¢rhees f or mi ng

t he functj i : [ r ' AN'E scri bed
bel ow., 15 %@(1 %%nagq‘?%ﬁ?gﬁétrgﬁ% 1Htee9fé'}fa\\§i/1§é§gs’,‘g@fugaﬁh%fe:{@%,ﬁé’segg ugo’br?gra cury swtch,
whi ch det®hkdrsuitatid petBahispn but not relative position nuch | ess absolute
position; or it may be a nore conpl.ex device such as a GPS receiver, which
detects absol Ukhe 3pBEanCe Hisludes fiopql P&Lcyrﬁ‘} s 30, aglpedtion ﬂﬁﬂ?“%efs’&?é?ﬂﬁ ng in
bet we - (RG] Bvice ¥ h GRLSCAREE RN BBNiED D use duthéficabt Ve

posi tﬁgnslg%{}oﬁ%lt&gatb@g%ﬁng n%ggrlgtivécr?. 20 ‘Il'he uselrnaut]héntui ca?tlor r?ay be as

si npl e as3daakaypltiesd disabldnienablarpe/funetivdillupit 38, andesoawsmeratign mteyfaces®r ; or it

L e T
passwor d p5y54eMNodid, oFBihet SathbiEl fcsTip bitfiRmiiliRe SALABRIIAG, MRAbANI sm but it

may al so include nmeans for applying policies or conparing the data
agai nst, pobicy endemsf,evhich widicheldegerbedbaev-copy of 25 known-valid data, such

o O PR Rt Rl Ao Dt SR P ey odop o
t he functémnabtitnbht neayeifRe pbsidorahchubds asdohttepasiticnl sribimapbas more i | t he
enabler/dl S all)el:xeéev?créaseflsheass ai (EPS lcgei%r,h \%lrﬂche gg&gsi argg&%tse, pogi?lgn ];su\ggﬁ aizsonqgtlon? nit may
be enabl e&fmp
or it may be something in between such as an accelerometer, which detects motion and
relative position but not absolute position.
20 The user authenticator may be as simple as a key device which may readily be
possessed by any user; or it may be as complex as a biometric identity analyzer which is
specific to a single individual user; or it may be something in between such as a password
system. It may include simply a data gathering mechanism, but it may also include means
for applying policies or comparing the data against, for exampie, a locally-stored copy of
25 known-valid data, such as from a previously sampled user input.
The enabler/disabler is adapted for enabling and/or disabling the functional unit. In
some embodiments, the functional unit may be in a default state of disablement until the
enabler/disabler enables it. In other embodiments, the functional unit may be enabled
unless the enabler/disabler disables it.
30 The functional unit provides the functionality of the appliance and would typically

be found in an appliance which lacks the features of this invention; for example, in the
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unl ess the enabl er/disabler disables it. 30 The functional unit provides
the functionality of the appliance and would typically be found i?SfﬁJ 2005
appl iance which lacks the features of this invention; for exanple, i tI' rg 2
1 5 JUL 2005 case of a television, the functional unit mght be the tuner

or the display or the on/off switch  The appliance' s, I&ation

i nt er f 6 ofe ElGYisign, the %amhw%m@b?ﬁqftﬁﬁ F”@g’{)?rﬁge &ff{}ér g@ﬁg&%os en
commnisg@{c' on link. In one enbodinment, the |ocation determ ner and user 5
aut henticator may be coupled to the local policy enforcer, .and the |ocal
pol }py enI _or’Ehsempplﬁpcéje;:mnpmedlmgmﬁﬁ@eéw@:ivéfﬁ%ﬂ“‘é‘rﬁﬁ ?R%‘F“Flﬁg’f.“ga h:cart y
configurations will, of course,. be i +HEAs o i's
pat ent .OVFHQ’GGE?FFP &?‘“‘&{j‘é‘ﬁ%‘_&f’“ég‘f‘vlr“cc’ © 6V Bge@?@éth%é%ﬁﬁ%rf ‘ﬁ}gees a coarlfg'r%%i cation

i nt & f ag@efficarthSibel dusied {oahé Wocaldalite¢hférosr, anntheilocalgolicgenfortér t he
appliance over the comunication 10 link. It further_ in Iudesb a renote
pol i cy reayf by capled @ tha sompshicatinianterages Pihgr oonfigumtiens:Widnad cogse,be

aut henti cator .43, and a |: notification interface 46. The renote

pol i cy W@&Pﬁ%wn tprﬁi}a%?r%gﬁﬂtﬁ)gﬁémsof t war e- progr anmed mi cr opr ocessor,
hard-wi red | g @ntrQag@ichedrvistibi ddvice 16imanss otopanfioativnrigtetfis 4unct i onal i ty
of the renote policy enforcer, which wll bel. described bel ow. The

appl i anwhich égfugably adapied;froquernicatiag wigh dhe ABPHIR 8Yer IR PIEIEEEPR 15 st orage
and retyie ¥, G8 apsianbOleBistig 42,ha opasmbase, such
as Jhai"&"\&ztll“étﬁ%ﬁ%&@ae%g rcﬁf\:/g&f&g%%%ﬁgﬁ %ri vgl,g sem %gﬁ%uct Qrogrrermry, or

ot her sudet althentishtor 48y end aregmional Totification interfase A6 Tharenog olign anfHet t ypi cal | y

i ncl ude a user data_i nput gathering device . i LC

appar at B8y S?HSBB%%%\WaP%EBg’ af?gé?ﬂ@‘grpp]foﬁ%ssﬂrs%arrﬁaqﬁ&ﬁZérﬁl%’g) gto @F ’Oﬁg%}s‘%f t he

appl i angg nsTcngcx“f&H{iﬁcaﬂhe AGRNGHAIISy SR redidte RIILy erefbreer, YBickrayiilgat her dat a

t hr ough 6 such user” data input” gathering device, and apply,locally-held
know edgecrivedieldveiTas apmiante registrbimay mejyde p Aafabase of Hasr SRR T

i nformati on agai nst a stored database. gelelllsy oo i on

i nt ¢ f aéer3ss a@ﬁﬁﬁF&BPWﬁ&‘&ﬁ“@& 3 05%533%% %t}:}g‘? 1Ty %)3aet?ﬁtgﬁes G{(E:Hhéc";;saerpr??cI

noti fiCgfsk Oftabd Mifve, ED?DR &Rewemohiwa eemtoryyor ofhei duitable statags one exenpl ary

enbodi nent” of " a net ho ) . . ) .
means. The user authenticator 43 will not typically include a user data input gathering
device, such as the biometric apparatus or password input means of the user authenticator
34 of the appliance. The central agency’s user authenticator 43 may gather data through

20 such user data input gathering device, and apply locally-held knowledge or policies, such
as by comparing the user’s biometric information against a stored database (not shown).
The notification interface is suitably adapted for communicating over the chosen
notification link.

FIG. 2 shows a flowchart which illustrates one exemplary embodiment of a method

25 of operating the appliance of FIG. 1, to which the reader is also referred. FIG. 2 should
also be understood to represent one or more information storage devices having stored
thereon instructions, operations, routines, control codes, or the like, which, when loaded
into or executed upon a programmed computer device, 2 programmable logic device, or
the like, will cause such device to execute the exemplary method.

30 The method begins (59) with the appliance being disabled {60). The appliance

determines (61), via its location determiner, where the appliance is presently located. In



25 of operating the appliance of FIG 1, to which the reader is also
referred. FIG 2 should also be understood to represent one or noid JUL 2003
i nformati on storage devices having stored thereon instructions, :
operations, routines, control codes, or the like, which, when |oaded into
or executed upon a progranmed conputer device, a programuabl e | ogic device,

or the like, wl|l cayse such device 1.0 e : y nmethod. 30
The met hthe SRplisis cassPf e&i 1 MEFHY SHESTaRe & %ﬁ@eﬁgg’aﬁ%gﬁ '(t ﬁ6"53). The

appl i anc | N84 (Glar that & dbbSlule@e adlitive pastie ni ner, where the
appli ancgp?l%ﬂ%fysyently’ Iocrat ed. In 315 JUL 200

f t he sitnéjl.i 1ic case of
e.g. a mercur Themitheclocal phitey enforese elacks wahwhethezjthah [AFaligRPe 1%%5‘F? ance has
noved, rather than ap absolyte,or. el ati . It LRk dH 8 inbdigiohocal policy
enf or cer °§Hé‘?,°€LP°(€¥') Mﬂ@?)h%ﬂo?aﬁﬁ@ﬁmgélgggib\éﬁnlﬁg%t@bfgagti!%gjiﬁ]rlles of a | ocal

pol i cy. %x\égﬁ:ie‘é‘}giv&fby'\%@'f {IR@fritivnesd reyexhaustivé ¢numsthtion, ipeladsi cing this

I nventi on. Exanpl es, given by way of illustration and not exhaustive
enuner ation, include:nomgiginoti on notion over short enough distance that

the appliance is likely.to still be .wthi Lnée iDOKER 1o fATlEe ousl y
approved | ocation 20 rf‘%/t“’t“r?gerl 5&8ﬁte$%uﬁh\rgé%%}'§9%g;ﬁf g@%l pol i cys,? then the | ocal
pol i cy enforcer enablgghif 8dusdrnchoudppl i ance. I n various enbodi ments, this
may constitute providing power to the functional wunit. In other

enbodi ments, it may cwegeusivapprayad BERBGy t he functional unit. The reader

w il appreci g_%g\ghgc%' alingeg%@g?olcgll '1é§ﬁﬁé}%§m€£ltpoﬂ%ﬁé?ﬂé&érenmys @eptie| y be

chosel for a en“the teachings of this patent. The
reader V‘H#gli%lc‘é%%ﬂb@%ﬁb@inﬂtdﬁal thisanayouosstittre peokdrs paver e fachartbt ed to
di sabl e t appliance, to enable the apgliance, .or. derlviitis the
term " di smnam@mmbodmaﬂ@eﬁm%Ca'b*b‘ﬂt%\ﬁ@%"‘ﬁ“ég tﬁ%%fté%?l lElﬁte Thrrgﬁ%gﬂ nmay end
(64) until a nexg {l L& aEBhAisnl hay @adipvsrchdsenrfor aogiven next tine
that it i%ppﬁfiﬂ?%&’aﬁg@ﬁ‘gpﬁ%’ggtt?o% does not neet the |ocal tsgtl i cy., then the

1 bl s ntguiine s RS M o1
the i i¥ or maghasismsany hegdanis g g%ﬁeﬁ‘arhaeaaagﬁ%@gﬁﬁ%%}“‘% Yiafsoragiaal ments,
both; thus the term “dis/enablement”. Once the appliance is enabled, the method may end
(64) until a next time that, for example, it is powered on, or a next time that it is moved.

If the location does not meet the local policy, then the appliance will communicate
information over the communication interface and communication link to the central
agency. In various embodiments, the information sent to the central agency may be, for

example, the location of the appliance, the fact that the appliance has moved, an indication

of in what manner the local policy was failed, a unique identification of the appliance, an

identification of the owner of the appliance, a most recent location which did not fail the

local policy, or any combination of such information or other suitable informationl.
25 The central agency’s remote policy enforcer will make a determination (65) of
whether the new location (or other submitted data) meets a remote policy. A variety of
remote policies may be utilized in practicing this invention, such as, for example:
e motion over a short enough distance that theft is unlikely
« motion to a pre-approved location such asa repair facility

30 « motion to a new location authorized by the owner pursuant to a sale of

the appliance

e Nith instance of motion where N is less than a predetermined value
4



exanple, the location of the appliance, the fact that the appliance has
nmoved, an indication of in what manner the |ocal policy was failed, 18 JUL 2005
uni que identification of the appliance, an identification of the owner of

t he appliance, a nost recent |ocation which did not fail the |[|ocal policy,
or any conbination of such informatjon or other suitable information. 25
The central agency" s remsiier aingdhe bistipe of thewppliangrmik desathéeeer ni nati on ( 65)
of whether the new ' 3 e ] ets a renote
policy. A variety of br@?@%@?{e}dg’gd?‘fr@%’ﬂéguﬁggpﬁr%a?ﬁeg%ie@@é%pr acticing this

i nvention, such as, fotioremanaton sutbivithin a@eedtryavighp WhicRneaghs diest ance t hat
theft is unlikely m)s,i on.to a_@gr % approved |l ocation such as a repair
facility 30 notion FREIECAEPBREE O¥EYut hori zed by the owner pursuant to a
sal e sof the agply ' | yl\%gr ' han a
predet erm nedgelgll%%ﬂsﬁmel&%mﬁ bﬁﬁ%gg@ﬁc}?{h&a aﬁ%gel nelg’ﬁ{rgll),n%apﬁ?e(%l‘sﬁfeti me of

t he applthasmpdiangs. Thissnaylbadore prsedding nmensbtneaxdignahor valve badsovar theepai d

rental ml e ..motion to | ocation still w thi.n a country within which
usage o;g ofxﬁg‘g“%aﬁlﬁﬂ’alh@ég}( gtgﬁresruﬁ?aql? Bi§chiapism, [ spmeringtances, § i bsn meets the
renote piekiraye totHae GRAPFIRhccARBRF YRR LAleYs tﬁ@@é?xln%ﬁag@@c@)disabggﬁﬁppl I ance.

This may be done by sending an enabl erent signal or value back over the

communi crPiiage] Upaa reenipt iat the eoremurigitioatinter fane i theidisienablamemtsignaln teances, it
may Qe ' ve the:. | ance sel f.-epahl in nl.ess the central
agen@y d?‘g"m@ et?'ﬁ&égerg%?? ristéhnecdégg%l%e KF%’@B@;?{ glﬁ?blff ﬁ’& PPt i on interface

of the di s/ erabbreenbodimeiq it miyte dedirdtdcdluppal favyzr@@f,ﬂraﬁséretgrs&ggers the
di s/ enabler to enable or disable the functional unit. | n sone enbodi nents,

it may DEUIES PYdetienonpgienindoEpn prryidsg B thervprlianegoraieriyed fibmisucthe new
Locar ! im ek RPSMAAT BIUE0 bk Al BB B 20 1T
r egi st emeadhod ey embiRodhtihayexe nche (68 utilizddi | a next tine it is utilized. 15
1 e ocat o R G e ind Mot pdliy, 15 %ome mbodiments e applanee may © P! ! ance
may

simply be disabled (not shown). In other embodiments, it may be more desirable to

provide for a mechanism to allow the appliance to be used even though its movement has

failed both the local and remote policies. One suitable choice is by authenticating (69) the

user. This may involve the user inserting a key into the user authenticator, or the user

20 entering a password into the user authenticator, or the user authenticator gathering
biomeitric data about the user, such as via a thumbprint pad or an iris scan.
If the user is not authenticated, the appliance notifies (70) the central agency, which
in turn may notify (71) law enforcement. In some embodiments, the authentication may be

checked at the central agency rather than at the appliance; in this case, the appliance will

12
wn

not need to notify (70) the central agency. The central agency may provide to law
enforcement any of the data which the central agency has about the user, the location and
identity of the appliance, and so forth. In some embodiments, the user authenticator on the
appliance may be simply a data input device (whether it be a key, a password, or a
biometric input device), and the logic to determine whether the user is authentic may

30  reside at the central agency. This would help prevent a thief from altering the output of the
user authenticator, or sending back simplistic “he is authentic™ types of messages. In such

cases, the notification (70) to the central agency wiil be data to be used in a determination,
5




sinply be disabled (not shown). In other enbodinents, it may be nore
desirable to provide for a nmechanismto allow the appliance to be used
even though its novenent has failed both the local and renote polibﬁd§L2M5
One suitable choice is by authenticating (69) the wuser. This nmay involve
the user inserting a key into the user authenticator, or the user 20

entering a password into_ the user. aythenticator ' : henti cat or

gat her i ngthenthanat pytgorpphe f“a?%%hfé@?%hog&?ﬁe%%? %ﬂgt#ﬁaﬁ%ﬁd% nt pad or

an 111 2600 bi 2 UG PGHe P i\RincRuithERichBabeH cnithel wpallh somecasat | f1 es ( 70)
ra y I C

t he cent agency, in turn may notify (71) |aw enfor,cFrrent. In sone
enbodi metht Sunctitvealizuofibndavicat(suoh anngetibeillaton it pariant epprgh e itis Pelegency

rat her than at the, appli.ance; .in thiss.C ' W 5 not need
to noti fS‘Pl%a?’G)thet%é”cég‘ﬁ'tc ‘8?‘“%5’64%%@@%’%% @Eﬁplre gﬁaég%%yf%%g’ ‘qu“(l%i\//}%e to | aw

enf or Cengpni 0% Rivd heddadeapuhiishl §draatanthiciis ungeame yhahths thefbhes be¢re user,

the l'ocation and identity of the appliance,.. and gt% forth. In sone

embodi memdtised arvbrepertad ta iavharierceraanbIn seme srabodiments. rda FAOTERCRY 1y a data
| nput devi ce (whether it RS SUREAhar br B adBiGAR, bi thei NpUt

devi ce),n%’ﬁe&a'g%m%g?%mtcg%g%@g M e %/l\ﬂgt’?{er thaéeurser i s aut h%ntic may 30
resi de ateghheagepdit.ral agency. This would help prevent a thief fromaltering

t he out put of the user authentjcataor, or sendi back. Si hstic "he is

aut hentic" tylidhe wer Wé%@%@%t?dalﬂﬂz%g?‘ficcbsaeél@?gmg ﬁﬁ%@%’?‘?tﬁ?k%ﬁ% 70) to the
central ] to be used in a determnation, 5 1 5 JUL 2005
rat hé?,jl tﬁ%ﬁ’rbglﬁt%gu%%%%ge%?t(g)'determ' nati on. The net hod [@%ﬂ&ndﬁééﬁ with the

appl i ance bei bosolefdmbiodingentsi ta fceldpodienens/or semets palifyanay e in an
enabl ed state. In sonme cases,. the functj i tRandeyE&Rrissuch as a
def i bri | paiR#rtle guidphigss, (A efeth%ﬂ‘gaﬁ’pﬁeh%% %O[mlgllé' ‘@eétf?%rn to Feave the device
functi Onhl}ged(fh e dieRsmapleqair@oost Rltkentibitieh. Tlen, ssdores asalsegolf dart may be 5
desirabl e to [éave the device operational, i‘ﬁ that the thief iscunaware that
the thef dotsamt leawethegoneral airinitydmeayieg thaidt sdkely e Silk s BirsAPe 8918 sone

enbodi nents, .the | aw .enf or - poth fi ' Yudienldaateslioraect |y by the
app! iléncé?“rf?it%%?utﬁwgﬁglogrn?a:;h%g%%f ?‘?ggglt’ga&%%tcﬁ ucerrlr?ral cag;enc‘y. 1 f the

user is khenbert adihedthatiannphy apmdeirsquinmdibusthep. @) secons qré\wdsq'@r i s
Updated tc} 8‘1 eZeArfx)t ’cou%gecsi, vtvirt]hein tnlgtsggg ci%fr,] gt?thénziation may not be required; the policies
may learn that the legitimate user has recently changed his playing habits.
FIG. 3 illustrates another embodiment of a method for practicing the invention. The
26 method begins (80) and the appliance attempts to authenticate (81) the user. If the user is
not authenticated, the appliance is disabled (82), law enforcement is notified (83), and the
method ends (84). If the user is authenticated, the location of the appliance is determined
(84) If the location meets the local policy (86), the appliance is enabled (87) and the new
Jocation and so forth may optionally be registered (88), then the method returns to
25 re-checking the location, providing continuous location policy checking. If the location
fails the local guidelines, then it is checked against the global guidelines (89). If it meets
the local guidelines, the appliance is enabled (90) and the new location and so forth may
optionally be registered (91), and the method returns 1o re-checking the location
continuously. If the remote policy is also failed, the appliance is disabled {92), law
30  enforcement is notified (93), and the method ends (94). Alternatively, the method could

disable the appliance at the start, so it would be disabled until one of the policies enables

it.



In sonme enbodi nents, the local policy and/or renote policy may have

dynam cal ly adjustabl e guidelines. Consider the exanple of a golf ggyu

The first time the golf cart is turned on, the policies may requir &SZ‘Q\QE
aut hentication. Then, as long as the golf cart does not |eave the general
vicinity (neaning that it is likely to still be at the sane golf 15
course), no alRHEAMST ¥l PRCGS thakthe aiguals erdvalupp Eansmifehoehtecart suddenl y

moves tocam%itétg{n%ktaﬁ@gs tmi&vﬁ.p@md,g SRbE o5y b2 gkl %y sEitkpler €d. But

t hen, on a second or rop fferent courses, within the sane
city, autdeenst suchtas byndaraynanyyttiobeUseadaipnilit; keylsgstpo byveitescommaynidaem n t hat t he
| egi timat.e user has recently .changed his, playing habits. EIG 3 illustrates
anot her - SRbBAY REHIEH PEVHBATRR 0T SE e ARyt an ROLRE R ™ e 20 et hod
begi ng (@@ic%ﬂinﬁhﬁpﬁ@@bf BO&5p113hde IR hibllcked U st WilF%a%{e(tﬁéLéenfrﬂe user. |f

the user 1s not authenticated, the appliance is disabled (82), law

enf or cemegency to awthenfi¢agaithgaRy applinetetihwhat itetlhimg tebrls (84). If the user is

aut henti cat ed he location.of.the,appliance is term v« (84) If the

| ocation neet Refefpacy IB(C@T Spﬁ%‘iﬁfzgﬂf’n(t%@“,cg—lbﬁgm&ﬁbl iog%%gn P@n{e}ﬁgblsé €(87) and the
new | oCab&iimeie > 99 "dthéricthboBiheat meanithat aberticelg feh@feSstn(ch8, ort hen the

nmet hod returns to 25 re-checking the location, providing continuous

| ocat i on chastaeistie Reserbadgn cpaneetinn Wigethe poROdimERTT & inpladedde a1 Icgfipemed i nes, then
't '%o?h%&'é&ﬂ 2R, ﬂﬁ?hm%&&ﬂ:ﬁ?%’n B@%gﬂ?@h%}%?mg%mﬁ&{ e VIRl the |ocal
es, e ap napbl e an

gui del’in plrance’is & the new [ocation and so forth
may  opt appeatahyesBen emppdiment® dofeleybodmmeht,t bie”shmt emthodietentshsretnot r e- checki ng
the location contjnuously. If the renote policy is also failed, the

appl i ancé‘e‘ieésaﬂiysaé}cfleéﬂuwg)d?e PR eBHOUREBEcenent is notified (93), and the

met hod ends ( ﬁ‘_@[;e s{@kilhgit%ts{al’c@ |a3éomg&?enﬂ%ah9& sFRsthd, oithadbeBstichaagnpl i ance at

the start, so i ul'd be "di sabled unfil one of the policies enables it. 6
1 5 JUL 26Gght”, Shiconkdd de inchided, thas particila ecomplongnt.t fhature grvatuse, 07 val ues

transnitted ogver. the conmuni gation, |i and .poti fi cationeg ik
advan’?agégﬁgq??“ﬂ&‘ 6fe@3{’%d(}°g’§ ’%cglfdtc%bﬂghe Sﬁggﬁ%%logﬁéﬁta%gre&/’g af *;B)éncr ypti on.
Use of argitkidntenk eat Syt MnexMtherk MortporBLTiieadldridht. [fithdkspeEificdtienused to
prevent a thief fromstealing the appliance and | eaving a dumry 5 device

behi nd i slapgnexséer it "anisdditippl| elpment, thaelopi it preclidy thepeshiedts MPIEhag98B| e t he
central of the additional element.
The various elements of the appliance and/or central agency may be constructed in
20 hardware, software, or a combination thereof. The phrase “device” is not necessarily
limited to hardware devices, nor to discrete, stand-alone mechanisms.

Those skilled in the art having the benefit of this disclosure will appreciate that
many other variations from the foregoing description and drawings may be made within
the scope of the present invention. Indeed, the invention is not limited to the details

25  described above. Rather, it is the following claims including any amendments thereto that

define the scope of the invention.



agency to authenticate that the appliance i s what it clainms to be.
Reference in the specification to "an enbodi nent," "one enbodi nent ; SJﬁom
enbodi ments, " or "other enbodi nents"” nmeans that a particul ar feature
structure, or characteristic described in connection with the enbodi nents
is included in at |east some lo enbogi ggpks, but not necessarily all

enbodi nents, of the invention. The various appearances "an enbodi nent,"
"one eng,gdl me ar "some enbodi ments” are not necessarily all referring
to the ﬂﬁ’c?ﬂﬁdrfénts If the specification states a conponent, feature,
structure, or, char "mght", or "could" be included, that
par ti cul ar c&rrponﬁ? p]?ar&%?%mg}s?ét{rﬁctureg or 15 characteristic is not

requi red to be inglfugedonal tnithe specification or claimrefers to "a" or
"an" elenent, that does not nean there is only one of the elenent. If the
sped fication or alogitinn §ReTERNAENAENIEHdi ti onal " el ement, that does not
prec) ude there being caﬁbﬁ@eﬁmnﬁmn\dmmus
el erf’L:nts of the apapl C%O?lcggﬁbo&qgeen}ltg%‘gwg%l ng(i/{dntgs%)e constructed in .20
har dvar gy gff fupetichal @hitda@onbi nati on thereof. The phrase "device" is not

necessarily limted to har dwar e devi ces, .nor. to r.et
mech‘ianl SmE. Those atArumBgicehon peertace Cﬂ‘é@F‘ﬁ&’ El’r‘?éo‘i?g f?)f rng ‘isetﬁ?és]]qgl sc?osur e

Wl reC| te tch 13%%1%’ 1?% atlgﬁgé]%li@@§ fM&Eﬂté hRef DIREPpSKLyERsiaci pti on
and B% \134! t € Scope of 1pl‘ esent inventi on.
I ndesed, 1&6&&16 ﬁw]arthe eehti apeicyl anmnh]ﬁdmtem 4 fen] déthamll oTpEtQReFPhedVEbAve.

Rather, it is the follow ng clains including any anendnents thereto that
def i he wérgod@®deYof the invention. 7 1 5 JUL 2005 CLAIMS What is claimed
is: 1 1. An apparatus conprising: 2 a functional unit; 3 a |location

determ nation device;, 4 a local policy enforcenent device. c c‘]‘é" ed to the
| ocation detem naTh&)mpmamsef claim 1 wherein the Jocation determination device COmprises

2 aposition detection device.

3. The apparatus of claim 2 wherem the position determination device comprses

—

2 aglobal positioning system receiver.

4. The apparatus of claim 2 wherein the position determination device comprises

2 an accelerometer.

1 5. The apparatus of claim 1 wherein the location detection device comprises a

2 motion detection device.

1 6. The apparatus of claim 1 further comprising:

2 a user authenticator coupled to the local pelicy enforcement device.

1 7. The apparatus of claim 6 wherein the user anthenticator comprises a password
2  device.

1 8. The apparatus of claim 6 wherem the user authenticator comprises a biometric

2 input device.



5 and the functional unit; and 6 a comruni cation interface coupled to the

| ocal policy enforcement device to 7 transmt to a central agency 15 Jul 2005
information related to a failure to neet a local policy and to 8 receive
fromthe central agency an enabl enent signal if the information conplies
with a 9 renote policy. 1 2. The apparatus of claim1l wherein the | ocation
determ nation device conprises 2 a position detection device. 1 3. The
apparatus of claim2 wherein the position determ nation device conprises 2
a glpbal positi onimg $YekeMofcRERIRhereih the 10baR0oRPEBAAINEE0R Bedibatompises
wherein the position determ nati on device conprises 2 an acceleroneter. 1
5. The agpiebpostiofingkpbstemireathverei n t he | ocation detection device conprises
a 2 notion detection device. 1 6. The apparatus of claim| further
conprising: 2 a user authenticator coupled to the |ocal policy enforcenent
devige. 1 7. 14he a]ﬂE%gBM&sfoc%lﬁimﬁeféﬁﬂh@ildtaﬁb@dbt%ﬁ’ﬁilﬁtjbxhlﬁéﬁbeasbxﬁprises
conpri ses a password device. 1 8. The apparatus of claim®6 wherein the
user? authecdeleramsterconpri ses a bionetric 2 input device. 8 1 5 JUL 2005 1
9. The apparatus of claim®6 wherein the |ocation determ nation device
conprises 2 a global positioning systemreceiver. 1 10. The apparatus of
claim 6 wherain th&e‘@%&tahgrbf@ﬁéiﬁrlnw%irﬂnem\ﬂ i oamioicement devace

accel eroneter. 1 11. e apparatus of claim 1l wherein the | ocal polic

enf &2 cenemprigesuneasordeipminieg Wheshes thoippgeates wiviing apsuKeTone 19&?&8?’/at us
is wthin a distance froma location. 1 12. The apparatus of claiml 1
wherein the distance is a predeterm ned distance. 1 13. The apparatus of
claim 11 whenei n thg dppeahis®T dHmal Iovkdenahaiisesick dcapiedatermined distance.

1 13.  The apparatus of claim 11 wherein the location is a predetermined location.

1 14, The apparatus of claim 11 wherein the Jocation is a previously-determined

2 location of the apparatus.
1 15. The apparatus of claim 14 wherein the distance is a predetermined distance.

16. The apparatus of claim 1 wherein the local policy enforcement device
2 comprises means for dynamically adapting a Jocal policy in response to previous location

determinations and previous applications of the local policy.

1 17. The apparatus of claim 1 wherein the local policy enforcement device

2 comprises means for determining, in response to a determination by the location

3 determination device that the apparatus has been moved to a new location, whether the new

4  Jocation complies with a local pohicy.

1 18. The apparatus of claim 17 wherein the local policy 1s whether the new location

2  isapre-approved location.

1 19.  The apparatus of claim 17 wherein the loca) policy is whether the new location

2 is within a distance from a prior location of the apparatus.
9



1 14. The apparatus of claiml 1 wherein the location is a
previously-determned 2 |ocation of the apparatus. 1 15. The apparatus of
claim 14 wherein the distance is a predeterm ned distance. 1 16. Thé JUL 2005
apparatus of claim1l wherein the |ocal policy enforcenent device 2
conprises neans for dynam cally adapting a local policy in response to
previous location 3 determ nations and previous applications of the |ocal
policy. 1 17. The apparatus of claim 1 wherein the |ocal policy enforcenent
device 2 conprises nmeans for determning, in response to a determ nation
by the location 3 determ nation device that the apparatus has been noved to
a naw | ocati @, wiet apparttne ofiehaim 49 vdesain dre disapte 2 RipdHeBINLASEapER i cy. 1
18. The apparatus of claim 17 wherein the local policy is whether the new
|l ocation 2 is a pre-approved location. 1 19. The apparatus of claim 17
wherjei n the bhocal ApRliY Jrepiaghd e fuddienfawid, @ekahedod cdmbasingt hin a

di stance froma prior |ocation of the apparatus. 9 1 5 JUL 2005 1 20. The
appa atus of cl ai pefferming mefhentidatiodiof enadempied asgrrefdbe BRI ned di stance. 1

21. A nethod of opgratin functional uni ih nprising: 2

per for mi ng aut hent‘§e @EPF'HES g‘Fte’é\’ﬁ”’S‘!ll ?ogﬁ%]?%{c?‘uﬁjsog%e%}() lt%?gﬂgﬁlﬁ]‘t?’; 3 if the user
is determned to be noty;aufiR@fHeamdt; bfd use the unit, 4 disabling the unit;
and 5 if the user is determned to be authorized to use the unit, 6

det & mi ni ng a | ocaf themsefis geiermimed to e anbemzeddo Wpet¥e s he | ocati on
conplies with a local pplicy. 8 adni.ni red.by the unit, 9 if the location
corrﬁ% ies with the Iocald%kﬁ@g}?a ‘?chhglrllgg }eﬁlgmt he unit, and 11 if the

| ocajion does not conplgheMiihdwhb@et Bledbcanohicomplidlwithgubealpgliof an ext er nal
agent whether the location conplies

8  administered by the umt,

9 if the location complies with the local policy,
10 enabling the unit, and
11 if the location does not comply with the local policy,
12 inquiring of an external agent whether the Jocation complies

13 with a remote policy administered by the external agent,

14 if the location complies with the remote policy,
15 ' enabling the unit, and
16 if the location does not comply with the remote policy,
17 disabling the unit.
1 22.  The method of claim 21 further comprising:
2 the remote agent providing an electronic notification to a law enforcement
3 device; and
4 the remote agent providing an electronic notification to the law enforcement
5 device;
6 wherein the notifications to the law enforcement device include providing data
7  identifying the location of the unit.
1 23.  The method of claim 22 wherein the notifications to the law enforcement
2 device further include providing data gathered during the authentication of the user.

10



13 with a renote policy adm ni stered by the external agent, 14 if the

| ocation conplies with the renote policy, 15 enabling the unit, apg bf hJ
the |l ocation does not conply with the renote policy, 17 disabling HAL 2005
unit. 1 22. The nethod of claim 21 further conprising: 2 the renote agent
providing an electronic notification to a | aw enforcenent 3 device; and 4
the renote agent providing an electronic notification to the |aw
enforcement 5 device; 6 wherein the notifications to the | aw enforcenent

device include proyxiding data, .7 Ly ;00 e LRG st 1
23. The net hgg of eaﬁlﬁqg‘ﬁg O&ﬁlé’}néi‘?% ﬂeté&{rll)c{)}w&?%g??%ﬁgé%%&?ﬁﬁeg% Aty enf or cement
2 device further include providing data gathered during the authentication

of the user. 10 1 5 J UL 2005 1 24. The nethod of claim 23 wherein the
dat al conpri s&§. bi dretmebod whglaim gl urthermomprisgigret hod of claim 21 further
conpyising: 2 the renote agent r.edi.sferi e ion of the unit. 1 26.
The thod of clai ﬁj%ﬁégs% e#ﬁ%”ﬁﬁ?{z’fllgggfﬁc%/ﬁtggﬁﬁpfﬁ ses determning 2
whet her the location is in conpliance with a policy selected fromthe group
conprising: 3 the location of the unit is within a predeternined.area; 4

the 1ocation26f tHEeumethodofickeis 2l haberain She e tHASITRISELAEE PFYR a pri or
5 locatign;. and 6 the |ocation_ of t. S - I don. 1
57 e B A RC S 17 fotEraen Tra P Sed P B ARR BT [
2 whether the | ocahi Mtahidn ol (i ik &HtEn Wpidietentimideares - based policy. 1 28.

The method of claim21 wherein the |ocal polic¢y conpri.ses determning 2
whether the | ocat itbaleaation of Gt dess Hianie RS ElPRANEY SipNGE Q) 2 prioT

5 location; and

6 the location of the unit is a pre-approved Jocation.

1 27.  The method of claim 21 wherein the loca] policy comprises determining

2 whether the location is in compliance with a distance-based policy.

1 28. The method of claim 21 wherein the local policy comprises determining

2 whether the location is in compliance with an area-based policy.

1 29.  The method of claim 21 further comprising at least one of:
2 dynamically adjusting the loca] policy; and
3 dynamically adjusting the remote policy.
1 30. A system comprising:
2 a conumunication link,
3 an appliance including,
4 a functional unit;
5 a location determination device;
6 a Jocal policy enforcement device coupled to the communication link and to
7 the location determination device, the local policy enforcement device to transmit 10 a remote
8  agent device information relates 1o a failure to meet a local policy; and
9 the remote agent device including,
10 - aregistry adapted to store information regarding the apparatus; and

11



1 29. The nmethod of claim21 further conprising at |east one of., 2

dynam cal ly adjusting the local policy; and 3 dynamcally adjusting the
renote policy. | 30. A system conprising: 2 a communication |ink, 1 BJEn2005
appliance including, 4 a functional unit; 5 a |ocation determ nation
device; 6 a local policy enforcenent device coupled to the comunication
link and to 7 the | ocation determ nation device, the | ocal policy
enforcenment device to transnmt to a renbte 8 agent device information

relates to a failure to neet a.ocal tLy. 819 8Nk kel Cce
i ncﬁjdi ng, 10 a r eag’iegﬁ(i?/{@&%?pﬁa}gﬁ%g ]gxeg dc))ér\ éaccei T gj}rq}étgiﬂ%@n&rnglglg? %i rllg t he

appp? al WS redfry, tk rdmptelpdlicsforcdited deeirelie trpminic yo Erfappamiesan ehablegent .
coupled to the comunication link and to 12 the registry, the renot olicy
enf b3 ceninti ek devite)inlfwlmﬂéwhtdDP%HQtHBeeéﬁd‘a‘FaépegcléWté-‘r?&ﬁ?[léq%ﬂf em‘f’lg%é’ﬁbﬁal i f
the device informati on does not neet a |local policy but does neet a renote
policy. 1 31. The system of claim 30 wherein the information includes

| ocat i on inf opymat i PRk systen33f ciAie 36 ¥aietsin dfe inf@hmisi ivdhedesilocativs afspivkaose
further incl uc}es a user 2 authentication device coupled to the |local policy
enforcenment device. 1 11. The systemof claim 32 wherein the information
further includes er identifi i I @At i d yst em of

cl ai lh 30 wher¥in t efﬁieé? Pgﬁ'ﬁa%?g%%egégq?]{(E}Q{gg\%%ée)ﬁgg%%fﬂﬂuggglﬁzr gl obal
posi 4 i oRLARLBYSIEIAEERIoTed td 11dblocdllpRlisy shfomeanient ldaviee30 wherein the

| ocation determ nation device conprises 2 an acceleroneter. 1 36. The
system of claim 30 wherein the |ocal policy enforcenent device 2 conprises

{nﬁgnf For detse:{.rn' nil‘ﬂgsy\l/g&%ti heL i 82 ARk ARSEinfSmidtiod fhAR@tiheRdesgdcer m ned by

2  identification information.

1 34.  The system of claim 30 wherein the Jocation delermination device comprises a

2 global positioning system receiver.

35. The system of claim 30 wherein the Jocation determination device comprises

2 an accelerometer.

1 36. The systemn of claim 30 wherein the local policy enforcement device

2 comprises means for detenmining whether the appliance is in a location, determined by the

3 jocation determination device, which location complies with a policy sel ected from the group
4  comprsing:

5 the location of the appliance is within a predetermmned area;

6 the Jocation of the appliance is less than a predetermined distance from a prior
7  Jocation; and

8 the location of the appliance is a pre-approved Jocation.

1 37. The system of claim 36 wherein the remote policy enforcement device

2 comprises means for determining whether the location complies with a policy selected from
3 the group comprising:

4 the Jocation of the appliance is within a predetermined area;

12



3 location determ nation device, which |ocation conplies wwth a policy
selected fromthe group 4 conprising: 5 the location of the applizQFﬁH;@U
within a predeterm ned area; 6 the |location of the appliance is |ess %
predeterm ned distance froma prior 7 location; and 8 the |location of the
appliance is a pre-approved location. 1 37. The systemof claim 36 wherein
the renote policy enforcenent device 2 conprises neans for determ ning

whet her the | ocation conplies with a policy selected from 3 the group

conprising: 4 the |ocation of the.appl. an IS, Wk hi r I ar ea;
12 155 3 0 L 2005 18 Io¢80D 6Ltk %’Hl’ngﬁ‘ﬁZ&g@’pﬁ”ﬁ r%gégf’g“ﬁggs‘??%ﬁg% fga“%%%{
predgt engidpegd: di stance froma prior 6 location; 7 the location has been
pre-approved by a register owner of the appliance. 8 the |ocation is an
aut hori zed repair fradodatioy hpbearhespprdvan dy;a Togisler opseh e BPREYE heen
pre-approved until .a first .registrati.on at .a.fir I -j.on;, 10 total

noti &n of the appl p’&de‘@“gpﬁ%@gﬁu%?lé%?éit%?%% ﬁaecgnbif%{ethlegﬁﬁféé%%t han a | 1
predgt erm ned cunmubRidcdgost 1phaMeen prelaiphéyanphil afes rbgistri@naoiindldceter,
times than a predeterm ned nunber;_an&_ 13 the appliance is within a
perddtted country. talal38otickhef thy epaianet sisrap predetermpeldime st $2Ag: 2 neans
for dynam cally adjustin . local policy of the |ocal policy enforcenent 3
deville. Pi'e‘%é‘?m%‘ﬂég§V§P%H?%$Ist‘al”5?’m 30 further conprising: 2 neans for

dynapi cal |y adj ust ifatip@lifi a8 bl inYedfevidd EinfedMDirea pdezymirddenintirer,ement
device. 1 40. A nmethod conprising: 2 determning a |ocation of a functional

uni 13 the appliance is within a penmtted country.
1 38. The system of claim 30 further comprising:
2 means for dynamically adjusting a Jocal policy of the local policy enforcement
3 dewvice.
1 39. The system of claim 30 further comprising:
2 means for dynamically adjusting a remote policy of the remote policy

3 enforcement device.

] 40. A method comprising:
2 determining a location of a functional unit;
3 the unit determining whether the location complies with a local policy;
4 if the location complies with the local policy,
5 enabling the unit;
6 if the Jocation does not comply with the Jocal policy,
7 transmitting to a remote device information related to failure of the
8  unit to comply with the local policy;
9 a remote device determining whether the location complies with a remote
10  pohcy;
11 if the Jocation complies with the remote policy,
12 enabling the unit,
13 if the location does not comply with the remote policy,
14 disabling the unit.

13



3 the unit determ ning whether the | ocation conplies with a |ocal policy;

4 if the location conplies with the local policy, 5 enabling the unit; 6 if
the |l ocation does not conply with the local policy, 7 transmtti ng 5t Ay1ag
renote device information related to failure of the 8 unit to conply ngsh
the local policy; 9 a renpte device determ ning whether the |ocation
conplies with a renote 10 policy; 11 if the location conplies wth the
renote policy, 12 enabling the unit, 13 if the | ocation does not conply
with the renote policy, 14 disabling the unit. 13 1 5 JUL 2005 1 41. The
met hod of claim40 further conprising, if the |location does not conply 2
withy the renatie poflicyethdd REk f% RN rtaat dvaniristas, i tihe dbcationsiees pét advgluni t ;
and 4 if the user is authenticated, 5 enabling the unit. 1 42. The nethod
of c ai midlthkwemhwrpadioitpri sing, if the location conplies with the 2 renote

poligcy: 3 the renvote.device feqisteri i nf J: rovided fromthe unit
to the renote 4 d?ﬁfoéjél.mglmﬁg@%%é&ﬁé %8%98? mg@ll%gﬂ wherein the

infog mation conpri;ges bdaf Rraidn@pated, i dentifying the location. 1 44. The
met hod of claim4l further conprising, if the user is not authenticated: 2
t he ¥enote devi ce sendieigbangdid ¥ication to a | aw enforcenent device. 1 45.

The nmethod of claim44 wherein the notification conprises an identification
of 2 the location of the unit.

1 42.  The method of claim 41 further comprising, if the location complies with the

2 remote policy:

L)

the remote device registering information provided from the unit to the remote

I

device.

1 43, The method of claim 42 wherein the information comprises mformation

2 identifying the location.

1 44, The method of claim 41 further comprising, if the user is not authenticaled:
2 the remote device sending a notification to a Jaw enforcement device.
1 45, The method of claim 44 wherein the notification comprises an identification of

2 the location of the unit.

] 46. The method of claim 45 wherein the notification comprises information

2 gathered during the authentication of the user.

i 47. The method of claim 46 wherein the information comprises biometric mput
2  data.

1 48.  The method of claim 40 further comiprising:

2 the unit dynamically adjusting the local policy.

1 49. The method of claim 48 further comprising:

2 the remote device dynamically adjusting the remote policy.
14



1 46. The nmethod of claim45 wherein the notification conprises information
2 gathered during the authentication of the user. 1 47. The nmethod of claim
46 wherein the information conprises bionmetric input 2 data. 1 48. The

met hod of claim40 further conprising: 2 the unit dynam cally adjusting the
| ocal policy. 1 49. The nethod of claim48 further conprising: 2 the
renote device dynamcally adjusting the renote policy. 14 1 50. An
apparatus conprising: 2 a functional unit; 3 means for disabling the
functional unit; 4 neans for identifying a |ocation of the apparatus; 5
means for communicating with a renote agent; and 6 neans for checking the

| ocajion agaiygst aad egshainobbgysisingd for causing the 7 neans for disabling
to enable the functional unit If the |ocation conplies with the | ocal
poliZzy 8 and for afwsiengl vad; neans for disabling to disable the functional
unit,if the location does..ngt. : ith.the local policy. 1 51. If the
appa?l‘ atus of clai rﬂj%%],s?&h%ls%rlrlﬁlf’gl\j/%ﬁemr%t]&%%nru%‘ﬁér conprising: 2 neans for

aut henticating a usedns@br st Bied Ricaison efitle Appdretugepans for checki ng
further for causing the nmeans for disabling to enabl 4 the functional

uni t5if the user imeanstieermBINEAWS BHD@IECHPIRE Means for disabling to
disaple 5 the functional .unit i : 1SR - B Gar : met hod
of operating a furﬂ?ﬁ%ﬁ% dherr%hn,g 1%,%%0'}%%%%1%%%%%?ﬁg&%ﬁhg&%ﬁ#ﬁ]ﬁ%ﬂﬁ% a

| ocat i oy &hs trhieditebiihg 1S estate e fahaipriaf uiihd tholatiionceopids with did local pobexnl
policy; 4 if the location fails to conply with a local. policy, . .transmttin
i nf 0% naihédor Guswigdberress Padisapeng © Qﬁfﬂ% thefhpgiopghur b@?ﬂ’e %PF%’;‘/g?‘iﬁ ”zgt‘ °

centy al A %:initthé ﬁ)(&g]i ﬁ’d]flg enabling information fromthe central agency if
t he Tocati ’

1 51.  If the apperatus of claim 50, the improvement further comprising:

2 means for authenticating a user of the apparatus; and

3 the means for checking further for causing the means for disablin g to enable

4 the functional unit if the user is authentic, and for causing the means for disabling to disable
5  the fupctional unit if the user is not authentic. '

1 52. A method of operating a functiona) unit, the method comprising:

2 detenmining a location of the umt;

3 determining if the location complies with a local policy;

4 if the Jocation fails to comply with a Jocal policy, transmitting information

5  related to failure to comply with the local policy 10 a central agency;

6 receiving enabling information from the centra) agency if the location

7  complies with a remote policy; and

8 receiving disabling information from the central agency if the Jocation fails to
9  comply with the remote policy.

1 53. A method as defined in 52, wherein the information comprises the location of
2 the unit.

1 54. A method as defined in 52, wherein the information comprises the most recent

2 location of the appliance that complied with the local policy.
15



7 conplies with a renpote policy; and 8 receiving disabling infornation from
the central agency if the location fails to 9 conply with the re

policy. 1 53. A nethod as defined in 52, wherein the information coﬂﬁwm@%s
the location of 2 the unit. 1 54. A method as defined in 52, wherein the
information conprises the nost recent 2 |ocation of the appliance t hat
conplied with the local policy. 15 1 5 JUL 2005 1 55. A nethod as defined
in 52, further conprising: 2 disabling the unit in response to receiving
disabling information fromthe 3 central agency. 1 56. A nethod as defined
in 52, further conprising: 2 disabling the unit in response to receiving

di sapl i ng i nfgy mat k QRethb @B BEned3In GEMul@kr égBMcyngl 57. A rret hod as defi ned
in 56, wherein the user is authenticated by a password. éﬁ t hod as
defided in 56, whetdiedblinglibe yswin I%P@lﬁ?ﬁ@mqebé@%@swmﬁIBF%W"IF’@D ‘a1 s0.
A mefhod as .defined in 56, wherein the user is authenticated by a key. 1
60. mEEHO 288 Def i ned in 52, further conprising: 2 dynanically adjusting
the local policy. 16

1 56. A method as defined in 52, further comprising:

2 disabling the unit in response to receiving disabling information from the

3 central agency.

1 57. A method as defined in 56, wherein the user is authenticated by a password.
i 58. A method as defined in 56, wherein the user is authenticated by biometric

2  data.

1 59. A method as defined in 56, wherein the user is authenticated by a key.

1 60. A method as defined in 52, further comprising:

2 dynamically adjusting the Jocal policy.
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