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(54) Title: SIGNALING RADIO BEARER SECURITY HANDLING FOR SINGLE RADIO VOICE CALL CONTINUITY OP- = 
ERATION 

= 
(57) Abstract: The exemplary embodiments of the invention provide at 

4A: DETECTING A SINGLE RADIO least a method, apparatus, and computer program to detect a single radio = VOICE CALL CONTINUITY ACTIVATION voice call continuity activation event indicating a handover of a user equip- 
EVENT  INDICATING A HAND OVER OF 

ment between a packet switched domain and a circuit switched domain 
4 USER EQUIPMENT BETWEEN A 

PACKET SWITCHED DOMAIN AND A (4A), consistent with a serving radio network subsystem relocation proce- = 

- 
= CIRCUIT SWITCHED DOMAIN dure, suspend control plane signaling radio bearers (4B), reset the suspend- 

ed signaling radio bearers (4C), and resume the suspended signaling radio 
bearers in the domain handed over to, where resuming comprises protect- 

- 
V' ing control plane signaling radio bearers of a domain handed over to using 

4B; CONSISTENT WITH A SERVING a same mapped security key that is used to cipher user plane radio access 
RADIO NETWORK SUBSYSTEM bearers in the domain handed over to (4D). = 

RELOCATION PROCEDURE, 
= SUSPENDING CONTROL PLANE 

SIGNALING RADIO BEARERS 
= 

=- 
4C: RESETTING THE SUSPENDED 

_ 
SIGNALING RADIO BEARERS 

= 

11 
4D. RESUMING THE SUSPENDED SIGNALING RADIO BEARERS IN 

THE DOMAIN HANDED OVER TO, WHERE RESUMING COMPRISES 

11 PROTECTING THE CONTROL PLANE SIGNALING RADIO BEARERS 

N OF THE DOMAIN HANDED OVER TO USING A SAME MAPPED 

SECURITY KEY TI-IAT IS USED TO CIPHER USER PLANE RADIO 
11 ACCESS BEARERS IN THE DOMAIN HANDED OVER TO 
71' 

11 ,-.E.,. 
11 FIGURE 4 
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