AMETHOD FOR ASSOCIATING WIRELESS SENSORS TO PHYSICAL LOCATIONS

TECHNOLOGICAL FIELD

The present disclosure relates generally to sensor networks. More specifically, the present

disclosure relates to mapping wireless sensors to their physical locations,

BACKGROUND

Artays of sensors may be deployed over an arca or throughout an environment to sense changes
in variables within that environment. There are many examples of such arrays, ranging from
seismic sensors deployed over a wide geographical area, to safety and security detectors used as
part of a home security system, to electrodes attached to the scalp of a patient about to undergo
neurological monitoring. The map locations of the sensors in an array may be important because
both the amount of a change in a variable and the location where that variable changed may be

important, such as in each of the three simple examples given above,

In an enclosed or partially enclosed environment, sensors may be connected by wires or cables
to a server that receives their signals. In such an environment, the server knows which sensor is
sending a particular signal because the sensor’s media access control (MAC) address is part of
the message from the sensor and the sensor is linked by a physical wire. However, a MAC
address only identifies a specific picce of hardware on a network, hardware electrically
connected to the server, but it does not identify its physical location in the normal sense of an
address. However, the wire lead runs to the physical location of each sensor. Thus, when
setting up a hard-wired network, the physical location of each sensor is confirmed as its wire is
run. However, ruiining wires is not always possible. Wireless sénsors may be needed instead.
An example of where wireless sensors are needed is the first of the three examples given above,
when there are seismic sensors deployed over a large area, perhaps one crossed by roads or
completely inaccessible by vehicle. Wireless sensors are also preferred when wiring takes up

space or adds weight and cost but they still need to be mapped.



An effective way to map the locations of wireless sensors would make it easier to use wireless
sensors and thereby speed deployment of them, and obtain the advantages of reduced installation

time, costs and material requirements.

BRIEF SUMMARY

The present disclosure describes a network of wireless sensors in an environment, each sensor in
communication with a server and its database and mapped for that server to its physical location
so the server knows where each sensor is. In that environment, a configuration of objects is
established. Radio frequency identification (RFID) tags are attached to those objects and include
both information about the objects and also the machine-readable MAC addresses of nearby
sensors. The sensors may be attached to surfaces of the same objects as their RFID tags are
attached or to those objects having a known relationship with those objects. The physical
locations of the sensors can then be determined, or inferred, from the locations of the RFID tags

of objects that are assigned locations in the configured environment.

A machine, such as an RFID scanner, reads the RFID tags to obtain both the MAC addresses of
the sensors and the location-related information of the associated objects and downloads that
information to the server. The server stores the MAC addresses in its database in association
with corresponding RFID tag. Thus, the server knows where each sensor is in the environment
through the association of unique MAC addresses with particular RFID tags on specific objects
assigned to specific locations in the environment dictated by the environment’s configuration, so
that, if any specific sensor detects a change, the server can respond to that sensor’s wireless

signal in the appropriate manner.

An aspect of the system, in combination, is a server configured for receiving and processing
digital - information and wireless signals, a database in communication with that server
configured to store and retrieve the information, tags and sensors deployed throughout the
environment, each of the tags storing position-related digital information and the identity of
nearby sensors that are in wireless communication with the server, the wireless sensors being
configured to sense changes in variables and to emit signals upon sensing changes to which the

server is programmed to respond, and a machine configured for reading the tags and -oufputting
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the information to the server, namely, the position-related digital information and the identities
of the wireless sensors, wherein the server stores information and identities in the database so
that it can associate the wireless sensors with the positions in the environment in responding to

signals from those sensors.

An aspect of the disclosure is the use of radio-frequency identification tags to facilitate storage

and transfér of information about the sensors and objects.

Another aspect of the disclosure is that the sensor environment includes a configuration of
objects. The configuration of objects is stored in a configuration database and the tags and
sensors are deployed in the environment with the objects to which they are attached. The
sensors and tags may be on the same object or on different objects but in spaced relationship to a

tag on one of the objects.

A particular aspect of the disclosure is that the environment may be the interior of a vehicle such
as the cabin of a passenger aircraft and the objects may be a row of passenger seats. Each tag
may be attached to a unique row and the sensors may be attached to a unique seat in that row.
The tag may store the identities of the sensors for each seat in the row in a pre-determined order

such as the seat’s position in that row.

Another aspect of the disclosure is 2 method for setting up a wireless network in an environment.
The method includes deploying wireless sensors in the environment, each of the sensors having
its own identity in the form of a MAC address and configured to sense a change in that
environment and emit a signal related to that change. The signal contains the MAC address.
Machine-readable tags are also deployed in the environment. Each tag includes location-related
digital information to which the identity of the sensors may be added. The tags are scanned to
obtain the location-related digital information and sensor identity. This information is output to
the server and stored in the database. The server associates the signals from the wireless sensors
with the location-related digital information of the tags and to the identities of the sensors

sending wireless signals, and responds as programmed.

Still another aspect of the method includes the steps of configuring the environment, encoding

tags with location-related digital information and attaching them to objects in that configuration.



Another aspect of the method of the disclosure is defining a configuration of objects in the
environment and using a server to store that configuration. The wireless sensors are attached to

the objects that carry the sensors’ identities added to the RFID tags on the objects.

The objects contemplated in the present disclosure for the wireless sensor array installed

according to the present method include, but are not limited to, vehicles such as, aircraft.

The use of RFID tags to carry sensor information in addition to information about the objects is
an advantage because RFID tags are often assigned to objects as a matter of routine quality
control to carry information about the manufacture of those objects with the objects, which
information is sometimes referred to as the objects’ birth records. Adding additional
information, here, sensor MAC addresses, ties sensors’ identities to that object and the
information regarding both can be easily read by an RFID scanner at one time and then
associated automatically when loaded to a configuration database. The verification of
configuration of the objects by reading the tags thus automatically maps the sensors to the

configuration.

In certain environments, such as the interior of a cabin of an aircraft, passenger utilities such as
fans, lighting, entertainment, may be controlled by switches that could be position sensors or
capacitance sensors so that passengers can operate these utilities from their seats without having
hard-wired sensors, thereby saving weight, reducing materials, and simplifying interior design

and assembly.

These and other features and their advantages will be apparent to those skilled in the art of
sensor mapping from a careful reading of the Detailed Description accompanied by the

following drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Having thus described variations of the disclosure in general terms, reference will now be made

to the accompanying drawings, which are not necessarily drawn to scale, and wherein:



FIG, 1 is a schematic diagram of an aspect of the disclosure illustrating the establishment of the

system;

FIG. 2 is a schematic diagram of an aspect of the disclosure illustrating the. operation of the

system established in FIG. 1;

FIG. 3 is a flow diagram of an aspect of disclosure illustrating the establishment of the present

system,;

FIG. 4 is a flow diagram of an aspect of the disclosure illustrating the operation of the present

system as established in FIG. 3

FIG. 5 is a schematic diagram of an example of the present system established in the cabin of an

aircraft;

FIG. 6 shows the diagram of FIG. 5 showing an example of the operation of the system
established in FIG. 5;

FIG. 7 illustrates schematically an aspect of the disclosure, namely, content of a wireless signal

from a wireless sensor; and

FIG. 8 illustrates schematically another aspect of the disclosure, namely, content of an RFID tag
including information about the object to-which the tag is attached and the identity of a wireless

sensors on the object.

DETAILED DESCRIPTION

Aspects of the present disclosure are directed to networks of wireless sensors, and to the
establishment of wireless sensor networks in which the locations of the sensors are mapped

according to the present method.

Referring now to FIGS. 1 and 2, the present system and method maps the location of a wireless
sensor 10:in a wireless network within an environment 14 so that a server 18 can identify sensor

10 and respond to wireless electrical signals sent from sensor 10. The term environment means a



two-dimensional or three-dimensional space that is the subject of interest as distinguished from
space outside environment 14 that is not of interest. Environment 14 has a configuration that
includes an arrangement of objects such as object 12.  Objects are physical abjects, such as
walls, floors, windows, and furnishings. The term sensor includes devices that are intended to
detect changes in variables such as physical, chemical, electrical, and magnetic changes, and in
this case, a wireless sensor, which emits a wireless electro-magnetic signal in response to
sensing the change in the variable. The term server refers to a computer server or integrated
circuit programmed with firmware or software for receiving and processing electromagnetic
signals carrying digital data. Server 18 is associated with a database 22, or memory, that enables

server 18 to store and retrieve digital information.

In environment 14, sensor 10 is associated with a tag 26. Tag 26 carries location-related
information relevant to an object 12 and also identity information relevant to semsor 10. A
reader 30, as seen in FIG. 2, is able to read the information carried on tag 26 and can thus read
tag 26 to obtain the location-related information regarding object 12 and the identity information
about sensor 10 and then forward that information to a database, such as database 22. The
information may be passed via another database 34 that is in communication with database 22
and server 18. Database 34 may be used as a configuration database storing information about
the configuration of environment 14, including information about its objects 12 and their
locations within environment 14. Sensor 10 and tag 26 may be associated with object 12 in
environment 14 if location-related information relevant to object 12 is on tag 26 and when
sensor 10 is either physically close to an object 12 or spatially separated from object 12 but a

rule relates sensor 10 and object 12 functionally, as will be explained in detail below.

When sensor 10 senses a change, it sends a wireless signal, as indicated schematically in FIG. 2
to server 18. That signal contains the identity of sensor 10 in the form of a media access control
(MAC) address in addition to the message 74 or “payload” of the wireless signal, as shown in
FIG. 7. The MAC address uniquely identifies sensor 10.

On receipt of the wireless signal by server 18, it accesses database 22 to find identity
information in database 22 that corresponds to the MAC address in the message from sensor 10.

A MAC address is the identity information associated with a sensor in database 22 and every



sensor 10 has its own, unique MAC address. Server 18 then finds the location-related
information associated with the identity information of sensor 10. The location-related
information relates to the sensor’s identity, as given by its MAC address, to the location—related

information, which comes from tag 26.

Tag 26 is attached to object 12 in environment 14, It carries, in addition to the MAC address of
sensor 10, information about object 12, which may include the so-called birth information 78
about object 12. Birth information 78, as indicated in FIG. 8 includes the manufacturer’s
identity, part number, part serial number, and date of manufacture. Once server 18 knows this
information about object 12, it can reference the configuration to determine where object 12 is
located in environment and the location of sensor 10 will be known by inference. Server 18 may
then respond to the wireless message from sensor 10 that informed server 18 of a change in a

variable. That response may be particular to the location of object 12 in environment 14.

For example, sensor 10 may detect low lubricant levels in connection with a manufacturing
process. Perhaps there is a sensor that detects lubricant level in a vessel deployed along a
production line required for that manufacturing process. The production line thus defines an
environment configured with various machines. Each machine is an object, and conducts one of
the processing steps requires lubricant. A signal received by server 18 from sensor 10 near one
such machine indicates low levels of lubricant. Server 18 may respond by activating a transfer
of lubricant from a lubricant reservoir to vessel. When searching database 22 for location-related
information about sensor 10, server 18 identifies tag 26 as being associated with an object — in
this example, the vessel —, which has a known location on the production line according to the
line’s known configuration. The lubricant level sensor may be attached vessel, but the MAC
address for the sensor is carried in an RFID tag on the vessel along with location-related
information, such as the birth record for the vessel, so the mapping of the physical location of
the' sensor to the vessel is based on a relationship, namely, that sensor senses a variable
important to that production line. Accordingly, sensor 10 sends a wireless message identifying
itself by its MAC address that will enable server 18 to associate that MAC address with the.

location-related information of the RFID tag corresponding to vessel that is low on lubricant,



and respond as programmed to the wireless signal received by transferring additional lubricant to

the vessel.

If this manufacturing facility has ten lines, sensors are mapped using an RFID scanner to read
the tags on the vessel of each line and uploading that information to the configuration database

34 which can be transferred to database 22 where it can be accessed by server 18.

The steps for setting up the present system for mapping a wireless network are shown in FIGS. 3
and 4. Referring now to FIG. 3, first, the environment 14 is defined to be the two- or three-
dimensional space that is of interest. Environment 14 is configured, which means that sensors
10 and objects 12 are arranged within environment 14. The configuration information is stored

in configuration database 34.

Each sensor 10 has its own media access control (MAC) number so that each sensor 10 has a
unique identity and one that is sent by each sensor 10 as part of a wireless message when it
reports a change in the variable sensed by a wireless electronic signal. FIG. 7 illustrates such a
message which may begin with the MAC address to identify sensor 10 and then the payload of

the message follows,

Tags 26 are prepared by encoding location-related information for each object 12 and identity
information for each sensor 10 onto tag 26. The location-related information may be birth
information particular to object 12 and relates to location because object 12 is assigned a
particular location in environment 14, so that information relates to the location of object 12

through the configuration.

Tag 26 is applied to object 12 by attaching it to the surface of object 12 or embedding it in object
12.  Sensor 10 may also be attached to object 12 or attached proximate to object 12. Object 12
is installed in environment 14 in accordance with the configuration in configuration database 34.
The particular sensor 10 whose identity information has been added to a tag 26 is that sensor

attached to or positioned proximate to tag 26.

The location of object 12, or, more precisely, tag 26 on object 12, serves as a proxy for the

location of sensor 10, and the location of sensor 10 is therefore be proximate to tag 26. In



particular, the position of sensor 10 is the result of a rule that satisfies the requirement that when
sensor 10 sends its wireless message to server 18 in response to sensing a change, and server 18
responds to that message, the response addresses. the change sensed by sensor 10. In a simple
case, if sensor 10 senses that a light switch has been changed from the “off” position to the “on”
position, and sends that message to server 18, the light that is turned on by server 18 is the one
that is effective to respond to the message from sensor 10 because it illuminates the area
proximate to sensor 10. In another example, if sensor 10 senses that a passenger in a seat in an
aircraft cabin has summoned a flight attendant by pressing a contact switch, the message sent by
sensor 10 may result in a light going on in the galley area of the aircraft identifying the seat
where the passenger is sifting. The rule is again satisfied because the response addresses the
change sensed by sensor 10, namely, a passenger wanted an attendant and the response notified

the attendant.

Tags 26 are read by reader 30 which is configured to read location-related information and
identities of sensors 10 from tags 26. FIG. 8 illustrates the content of a tag 26. Tag 26 contains a
MAC address for sensor 10 and birth information for object 12. Tags 26 may contain this
information in the form of bar coded tags or radio frequency identification (RFID) tags which
are both passive devices. The latter respond to a radio frequency signal by emitting a radio-
frequency response containing the coded information. RFID tags 26 enable reader 30 to read
the coded information without having to be aimed directly at the code on tags 26. Reader sends

the information to configuration database 34, which stores the configuration for environment 14.

The information stored on tags 26 is uploaded to on-board database 22 from configuration
database 34. Configuration database 34 verifies that the actual configuration of objects matches
the configuration design for environment 14. On-board database 22 responds to server 18 once

the configuration of environment 14 has been verified,

In FIG. 4, the steps in the operation of the present system in a configured environment 14 are
illustrated. Sensor 10 sends a wireless signal in response to a sensed change in a variable. The
signal includes the identity of sensor 10 and a message payload as shown in FIG. 7. Server 18
receives the signal and compares the identity of sensor 10 to the sensor identities in on-board

database 22 to identify sensor 10 and the object 12 associated with it. The locafion-related



information stored in database 22 in association with the sensor’s identity establishes which
sensor 10 in environment 14 is the sensor that sent the signal. Server 18 then responds to the

message sent by sensor 10 in accordance with its programming.

For example and as illustrated in FIGS. 5 and 6, the interior of an aircraft cabin 38 is defined as
an environment and configured with rows 42 of seats 54. To each row 42, an RFID tag 46 is
attached and a sensor 50 is attached to each seat 54 in row 42. Sensors 50 may operate overhead
lights 58, for example, and, when sensor 50 senses a change — an increase in pressure, a change
in capacitance, or movement of a switch from off to on — it sends a signal that turns on an

overhead light.

A reader 60 reads RFID tag 46 and sends the results to a configuration database 62 to confirm
that the configuration of cabin 38 is proper. Tag 46 contains the birth record for seat row 42 and
MAC addresses for each of scats 10A, 10B and 10 C in a pre-determined order, such as
alphabetically, as shown in FIG. 8. An on-board database 66 receives the information regarding
the sensor jdentity associated with seat 10A and the location-related information from tag 46.
When sensor 50 sends a wireless signal, server 70 receives it and extracts the identity of the
wireless sensor 50 that sent the message. It accesses onboard database 66 to locate tag 46
associated with sensor 50, and determines sensor 50 is associated with seat 10A in row 42
because its identity is listed alphabetically first in tag 46 of row 42, as shown in FIG 8. Server
70 therefore activates light 58 which directs light to the area of seat 10A.  Sensor 50 may be a
button that senses pressure or a change in capacitance or other detectable change caused by the

passenger.

Because sensor 10 is wireless, it can be placed close to seat 10A — in the armrest for example
rather than overhead near light 58 -- so that the passenger can easily reach it rather than if it were
placed near light 58 where it may require the passenger to unbuckle a seat belt and stand up
while the aircraft is in flight. The present system, in this example, thus removes a source of
inconvenience for the passenger -- and potentially a safety hazard — and also the need for
additional wiring fo the armrest. The present system would also simplify aircraft construction,

reduce weight, and minimize the use of material resources.
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In the foregoing example, the interior of the aircraft cabin is an environment, in this case a
closed environment. The cabin environment has a configuration, which may include surfaces
such as the floor, walls and ceiling and the surfaces of objects such as rows of seats and
overhead compartments. A closed environment is not required in the present invention., The
environment may be open or partially open. For example, the environment may be a parking lot
or parking garage with individual parking meters or parking spaces. The parking lot and parking
garage however define a space of interest for placing sensors. Beyond the parking lot and
outside the parking garage are of no interest in these environments. The sensors in this example
may be motion detectors that sense the presence of cars near parking meters in the parking lot or
in parking spaces in a parking garage or sensors that detects whether a particular vehicle is

parked in a particular position assigned to it.

Tags in this example may be placed on the floor of a parking space, on the car, or on a parking

meter, depending on what the sensor is to measure.

For a computer server to respond to a signal from a wireless sensor that has detected a change, it
must know the location of the sensor that sent the signal. If location-related information about
that sensor is in a database that can be queried by the server, it can determine that location. A
server on the floor of each parking space may be able to tell when the garage is full by the
number of sensors sending a “car present” message and the server may respond by illuminating a
sign at the garage entrance saying “Parking Lot Full” or, alternatively, messages can be sent
from two sensors for each space and one tag on the floor of the space saying whether (1) a car is

in the space and (2) there is money inserted in the parking meter.

Variables sensed by sensors may be the position of a switch or button, the temperature,

humidity, air pressure, motion, contaminants, radiation, or any other detectable change.

Location-related informatibn is information that can be associated with a location so that
location is determined or is readily determinable once the location-related information is known.
The information on the RFID tags can be either location information or information that is not
strictly location information but relatable to location (i.e., through the known configuration of

objects in the environment of interest). It must be information that associates or “maps” the
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physical assets to their locations. Location-related information may be the location itself or it
may be information that, when evaluated in connection with the configuration of an
environment, such as a rows of seats in an aircraft passenger cabin or the number of a particular
parking space on the third floor of the parking garage, uniquely determines a specific location in
the configured environment. Location-related information acts as a proxy for the location of the
sensor so that the response to a wireless message from the sensor is relevant to the sensor, as

defined by the user.

Relevant to the semsor means that the location identified by the server receiving the wireless
message is associated with the sensor that sent the message so that the response by the server is
appropriate for the signal received from that sensor. In many examples, the location-related
information will be relevant to the sensor if it identifies the location or is in the vicinity of the
sensor. In other cases, the connection is based on a rule rather than physical proximity wherein,
by following the Tule, the response by the server is the appropriate response required by the
signal. In the foregoing example of an aircraft cabin, an RFID tag on a row of seats may include
a set of MAC numbers, one for each of the seats in the row but a rule is required to know which
of the seats carries the sensor that sent the signal. The result depends on the rule that relates the
seats to the MAC numbers in the set of numbers carried on the tag for that row. That rule may
be that the first MAC number is seat A, the second is seat B, and so on. Seat C may be most
proximate to the tag but not be the sensor that sent the signal. If that sensor is the one associated
with seat A, the most remote seat to the tag is listed first, the signal carrying that MAC address

will result in the light above sear A being illuminated.

In another example, in a multi-story building that has an air handling and conditioning system
run by a computer server, there may be an array of sensors attached to the walls of every floor.
Some of the sensors sense temperature; others sensors sense humidity or ambient light levels.
As the sun passes overhead, shining first on one side of the building and later on the other side,
the temperature sensors may sense a change in temperature throughout the day from the external,
solar heat through the windows, and perhaps from changes in humidity and from the level of
lighting. The air handling system may shift the flow of colder air to favor the warmer side of the

building to. compensate for the heat loading on that side and perhaps dehumidify the air to
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achieve a comfort level despite warmer or cooler temperature levels in different parts of the
building in order to minimize energy demands for cooling the building. It may also lower
ambient light levels on the side of the building receiving the most sun, to further reduce heat and
energy loading. These sensors may be located anywhere within an area of a particular floor as
long as they are close enough to the area the server is to affect when they sense and report the
changes in the ambient conditions because there is sufficient mixing of the air for the micro

climate of that area of the environment of the building.

When introducing elements. of the present disclosure or exemplary aspects or embodiment(s)
thereof, the articles “a,” “an,” “the” and “said” are intended to mean that there are one or more
of the efements. The terms “comprising,” “including” and “having” are intended to be inclusive
and mean that there may be additional elements other than the listed elements. Although this
disclosure has been described with respect to specific embodiments, the details of these

embodimenits are not to be cornstrued as limitations.
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WHAT IS CLAIMED IS:

1.

A systern, comprising:

a server configured for receiving and processing digital information and wireless
signals;

a database in communication with said server and configured to store and retrieve
said digital information received by said server;

a plurality of tags deployed in an environment, a tag of said plurality of tags
storing position-related digital information;

a plurality of wireless sensors deployed within said environment; said wireless
sensors being in wireless communication with said server, a wireless sensor of said
plurality of wireless sensors having an identity, said identity being stored on said tag, said
wireless sensor being configured to sense a change and to emit a signal upon sensing said
change, said server receiving and responding to said signal; and

a machine configured for reading and outputting to said server said position-
related digital information and said identity of said wireless sensor on said tag, wherein
said server stores said position-related digital information and said identity in said
database so that said server associatés said wireless sensor with said position-related
digital information of said tag and responds to said wireless sensor associated with said

fag.

The system of claim 1, wherein said tag is a radio-frequency identification device.

The system of any one of claims 1-2, wherein said environment includes a configuration
of objects, said configuration being stored on said database and wherein said tag is

deployed in said environment in association with an object of said objects.

The system of claim 3, wherein said tag is attached to a first surface in said environment

and said wireless sensor is attached to a second surface in said environment.
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5. The system of claim 4, wherein said first and second surfaces are on an object of said

objects.

6. The system of any one of claims 4-5, wherein said first surface is in spaced relationship

with said second surface.
7. The system of claim 4 or 6, wherein said first-and second surfaces are on a first and a
second object, respectively, and said first and said second objects are in spaced

relationship with each other.

8. The system of any one of claims 1-3, wherein said environment is the interior of a

vehicle.

9. The system of claim 8, wherein said vehicle is a passenger aircraft.

10. The system of claim 9, wherein said tags are attached to seats in said passenger aircraft.

11. The system of any one of claims 9-10, wherein said sensors are attached to seats in said

passenger aircraft.

12. The system of any one of claims 1-3 or 8, wherein said tag stores more than one identity.

13, The system of claim 12, wherein said more than one identify is stored in a preselected

arrangement on said tag.

14, The system of claim 13, wherein said more than one identity corresponds to more than

one adjacent seat in a row of seats.
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15.

16.

17.

18.

19.

A method, comprising the steps of:

deploying a plurality-of wireless sensors in an environment, a sensor of said
plurality of sensors configured to sense a change in said environment and emit a signal
related to said change, said sensor having an identity;

deploying a plurality of machine-readable tags in said environment, a tag of said
plurality of tags including location-related digital information and said identity of said
SEnsor;

reading said tag to obtain said location-related digital information of said tag and
said identity of said sensor; and

outputting location-related digital information and said identity read from said tag
to a configuration database, wherein said data stores said location-related digital

information and said identity in said database.

The method of claim 15, further comprising the step of configuring said environment
containing objects and sensors before deploying said sensor and machine-readable tags to

said environment.

The method of claim 16, further comprising the step of verifying said sensors are

deployed in conformance with said configuration.

The method of any one of claims 16-17, further comprising the step of attaching said

machine-readable tags to objects in said environment.

The method of any one of claims 16-18, further comprising the step of confirming said

configuration of objects and sensors in said environment.

20. The method of claim 19 further comprising the steps of:

a. confirming said configuration of objects and sensors in said environment by
reading information on said machine-readable tags; and

b. uploading said information read from said machine-readable tags to said database.
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