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DATA COLLECTION DEVICE FOR MONITORING STREAMS IN A
DATA NETWORK

10001} The present invention relates to the technique for monitoring

communication streams in data networks.

{0002} In the context of monitoring data streams in a data network such
as the Internet, equipment is faced with the increasing number of protocols
in use and the amount of data transferred, in addition to the multiplicity of

transmitiers/receivers.

[0083] There are currently two types of devices for implementing such
monitoring of streams. Devices of a first type collect a set of packets
during a set period of time then, in a subseguent step, analyze and
nrocess the collected packets. An example of this type of device is based
on the software distributed under the trade mark Wireshark, formerly the

trade mark Ethereal.

[oo64]  The second type of device uses hardware mechanisms to capture
the data then transmit it to analysis devices. Frequently the transmission of
information between the capture and the analysis devices is based on the
IPFIX protocol standardized by the IETF (internet Engineering Task Force)
under the reference RFC 3917.

feoos5] In "incorporation of Application Layer Protocol Syntax into
Anomaly Detection”, Information Systems Security, Springer, pp. 188-202,
December 2008, P. Dissel et al. describe the incorporation of an
application layer protocol syntax into a process for detecting anomalies in
telecommunications networks. An infrusion detection system called "Bro"
captures packets on the network and reassembles TCP segments in order
to fransmit incoming packeis to a proiocol analyzer using a syntax

analyzer language (yacc) called "binpac”.
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[0006] The Applicant has developed technologies for monitoring networks
of the internet type. It has in particular filed patent applications
EP 1722 509 At and EP 1 722 508 A1 describing multi-level architectures
enabling complex protocol stacks to be examined in real time in order to
extract from them the streams, i.e. the structured data set transmitted

between a ransmitter and a receiver.

[06071 In view of the guantity of information to be processed at the data
collector level, the latter must be restricted to carrying out the processing
that is absolutely essential for transmitting the relevant information, and

only that information, to an analyzer.

[0008] Some solutions load the data collectors with processing operations
allowing a transfer of structured and relevant information. However, these
solutions require the development of high-performance hardware
architectures, taking account of the amount of information to be inspected

in real time by the data collector,

oogg; Other types of solutions limit the processing carried out by the
data collectors, by making them transfer unstructured data, including
redundant and/or unnecessary data, which leads to other constraints at
the level of the analyzer and its interface with the data collector.

[0010]  Another possibility consists of carrying out deferred processing at
the level of the analyzer. Nevertheless this resuits in a reduced reactivity
of the application that performs the monitoring of sireams.

[0011] It would therefore be advantageous to propese a data collection
technique which makes it possible to transfer to the analyzer only
structured and relevant data while limiting the hardware resources

required for processing the capture and editing of these data.

0612} According to the invention, a data collection device is proposed for

monitoring streams in a data network using a packet transmission mode.
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This device comprises:

= an exiractor of data contained in packets belonging to a stream defined

by a transmitter, a receiver and a protocol;
* a syntax analyzer arranged for:
- receiving the data from the extractor in real time;

- breaking down the data received into elements according to
syntactic rules of said protocol, the syntactic rules making it
possible to represent said elements as a tree structure, said
tree structure being a data structure comprising a root data item
and child data such that a child data item is only linked fo a
single higher-level parent data item, a data item having links to
child data items being cailed a tree node and a data item with

no child data item being called a leaf; and

- associating respective tree stafe indicators with at least some of
said elements, where the tree state indicator associated with an

element labels said element in the tree structure: and

* an interface for transmitting the tree state indicators to a stream
analyzer, together with the elements with which they have been
associated.

(06131  In an embodiment of the device, the tree state indicator associated with

an element comprises an identifier of a parent node of the tree structure to which

is attached a site receiving said element in the iree structure representation. The
syntax analyzer can be arranged for:

- allocating a node identifier to a current element if it is

determined according fo the syntactic rules that the current

element is received, in the tree structure representation, at a

site situated at a node of the free structure; and

- including the node identifier allocated to the current element in

the tree state indicator associated with said current element.

[0014] In an advantageous embodiment, the syntax analyzer is arranged



10

15

20

25

30

-4 -

so as to contain in memory, for a given stream after transmission of an element
and its associated tree state indicator, only each node identifier encountered
when moving up the free structure from the site receiving said element in the tree

structure representation.

{0015} Another aspect of the invention relates to a system for monitoring
streams in a data network using a packet transmission mode. This system
comprises a data collection device such as defined above and a stream analyzer

receiving the transmitted elements with the associated tree state indicators.

[0016] Yet another aspect of the invention relates to a method for monitoring
streams in a data network using a packet transmission mode. The method

comprises:

+ exiracting data contained in packets belonging to a stream defined by

a transmitter, a receiver and a protocol;

+ breaking down the data received into elements in real time, according
to syntactic rules of said protocol, the syntactic rules making it possible
to represent said elements according to a tree structure, said tree
structure being a data structure comprising a root data item and child
data such that a child data item is only linked to a single higher-level
parent data item, a data item having links to child data items being
called a tree node and a data item with no child data item being calied
a leaf;

* associating respective free state indicators with at least some of said
elements, where the tree state indicator associated with an element

labeis said element in the tree structure; and

= transmitiing the tree state indicators to a stream analyzer, together with

the elements with which they have been associated.

[00171  The method can comprise moreover the construction of at least a part of
the free structure, at the stream analyzer level, from the transmitted elements

with the associated {ree state indicators.

o018} Other features and advantages of the present invention will become

apparent in the foliowing description of a non-limitative
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embodiment, with reference to the attached drawings, in which:

- Figure 1 is a diagrammatic view of a monitoring system in
a data network according to an embodiment of the

invention

- Figure 2 is a functional diagram of a data collector device

of the monitoring system in Figure 1;

- Figure 3 is a flow chart of the operation of the collector
device in Figure 2;
- Figure 4 is an illustrative example of breaking down an

HTTP request into a dynamic tree according to a
embodiment of the invention: and

- Figure & shows an example tree structure in the case of

an email protocol.

[oet1s]  With reference to Figure 1, a monitoring system contains a data
collector 1 connected directly onto a data network 3, for example the
Internet, using an 1P ("Internet Protocol") packet type protocol to capture
the packets flowing over this network. This data collector 1 uses for
example the architecture detailed in Patent Application EP 1 722 509 A1
or Patent Application EP 1 722 508 A1. It sends structured data exiracted
from the packets flowing over the data network 3 via a data connection 5
to an analyzer 7.

[00201 The transmissions on the data network 3 conventionally use a
transmission protocol stack. Thus, for example, in the context of website
search, an IP packet contains a TCP ("Transmission Control Protocol™)
protocot data structure, itself containing an HTTP ("Hyperiext Transfer
Protocol") data structure. In the context of email, the TCP data structure
contains an SMTP ("Simple Mail Transfer Protocol") data structure, efc.
According to the type of stream in question, many other application layer
or transport layer protocols are used, as is well known in the field of IP
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66217 The information flowing in the context of a given stream is rarsly
contained in a single IP packet. On the contrary, this information is
segmented in order to be sent in several successive packets. These iP
packets flow across the network, the packet header containing routing
information, in particular the IP addresses of the source and destination of
the packet. Other packets belonging to other streams may be intercalated
between them. The packets can follow different routes within the network,
and/or be received in a different order from that in which they were

transmitted.

[oc22] In order to monitor a given stream, it is convenient to identify
packets belonging to the stream in guestion, fo extract from them the
relevant information, and analyze it according to the requirements of the
monitoring application in question. In the architecture in Figure 1, the
identification and the extraction are provided by the data collector 1 while

the monitoring application itself is executed by the analyzer 7.

[0023]  With reference to Figure 2, the data collector 1 contains a data
extractor 11 connected to a node or a link of the network 3 in order to
observe the fraffic. The data extractor 11 has a nefwork interface suited to
the low protocol layers used by the network 3 at the node or link level
where the extractor is connected. | extracts the data contained in the
packets belonging to a specified stream, the stream being defined by a
sender, a receiver and a protocol (for example, SMTP for email, HTTP for
web browsing, etc.).

fp024] The data collector 1 moreover contains a syntax analyzer 13
which receives in real time data exiracted by the extractor 11 for a given
stream. The syntax analyzer 13 has software resources incorporating
syntactic rules for the relevant protocol for the stream in question. It breaks

down the data extracted from the stream into elements, also called evenis,
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respecting the protocol syntax of the stream. The elements thus obtained
are provided to an interface 15 which is responsible for transmitting them
to the external analyzer 7 with tree state indicators.

foozs]  Breakdown of the stream data into eiements is carried out by the
syntax analyzer 13 according {0 syntactic ruies applicable o the protocot,
which make it possible fo represent these elements according to a tree
structure. In practice, the tree struciure is not stored in a complete fashion
at the level of the data coliector 1. It is reconstituted by the structured data
analyzer 7 if required by the application. The data coliector 1 merely stores
the tree states, the indicators of which are respectively associated with the
elements resulting from the breakdown carried out by the syntax analyzer
13. '

foezs}  The tree state indicator associated with an element labels this
element in the tree structure so that the structured data analyzer 7 is able

to locate it in the monitored stream.

00277 By tree is meant a data structure within the meaning of graph
theory'comprising a root data item and child data such that a child data
item is only linked to a single higher-level parent data item. A data item
having links to child data items is called a tree node and a data item with
no child data item is called a leaf of the tree. A tree is therefore a graph
with no loop.

0028] The general operation of the data collector 1 is illustrated by the
diagram in Figure 3. In a configuration step 21, the parameters required
by the extractor 11 are provided to it, in particular:

- the relevant iransmitier, receiver and protocol for a

monitored stream;

- an indication of data types to be exiracted (ali the data,
certain messages only, data conforming to this or that

configurable condition, etc.). In a simple configuration, ali
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the data of the stream are extracted, any filiering being
carried out at the level of the analyzer 7. Specifying that
certain types of data only are to be extracted makes it
possibie, optionally, to reduce the load on the collector 1
and the quantity of information to be transferred over the

connecition 5;

- identifying an instance of the syntax analyzer 13 handiing
the stream in question, since in practice, the extractor 11

and the analyzer 13 can examine several streams at once.

06291 In step 23, the exiractor 11 inspecis the packets as they are
transmitted over the network 3. To this end, it uses for example the
recognition and protocol analysis method described in Patent Application
WO 2004/017585 A2. It is thus capable of extracting, in step 25, the data
belonging to the protocol specified during the configuration and flowing
from the specified transmitier to the specified receiver, and transmitting

these data in real time to the syntax analyzer 13,

(06307 In order fo illustrate the functions of the syntax analyzer 13 in the
breakdown step 27 shown in Figure 3, the particular case is considered of
an HTTP protocol-compliant stream between a given transmitter and
receiver. In this ilustrative example, the extractor 11 analyzes the packets
and extracts from two successive packets, after deletion of the headers,

the information shown in Table |,
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Packet number | HTTP content of the packet

P1 GET /search?hl=Ffrs&
P2 g=brevet HTTP/l.0\nHost: google.fri\n
Table |

[0031] In this particular case, the complete HT TP request:
GET /search?hl=fr&g=brevet HTTP/l.0\nHost: google.fr\n

was segmented into two packets so that it can be transported while
respecting the limits imposed by the protocols of the lower levels (TCP, 1P,
layers 1 and 2) in terms of payload size.

10032;  Semantically, this HTTP message is broken down into a "GET"
reguest command and a URI ("Uniform Resource ldentifier"). The URI
itself is broken down into syntactically relevant elements or events. These
elements are arranged in the data placed in the packets according to the

syntactic rules appropriate to the protocol in question (here HTTP).

16033] For example, the data from packet P1 can be broken down as

shown in Table Ii,
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Event number content
1.1 request
1.2 uri=/search?hi=fr&
1.3 uri_param
14 name = hi
1.5 value = fr
Table I

while the data from packet P2 can be broken down as shown in Table [Il.

Event number content

2.1 uri = g=brevet

2.2 uri_param

2.3 name = g

2.4 value = brevet

2.5 ‘ server = google.fr
Table

[0634] Event 1.1 corresponds to the detection of the "GET" command.
Then, the syntax analyzer 13 determines that the remainder of the packet
P1 forms part of the URI resource identifier, which constitutes the next
event 1.2. This event "uri=/search?hi=fr&" must itself be broken down into
events as it reveals a list of parameters which may be incomplete. This
fresh breakdown means descending one level in the free structure to add

event 1.3 which declares a UR! parameter. Then, events 1.4 and 1.5 give
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the name and value of this first parameter. On receiving packet P2, it is
apparent thét the URI (event 2.1) is followed by ancther parameter (2.2)
the name and value of which are given by events 2.3 and 2.4. Finally,
after the version number of the HTTP protocol, which can be ignored in

this example, the last event relates to the server queried ,' here "google.fr".

{6035} The syntax analyzer 13 carries out a breakdown of this type in
step 27 according to the syntax of the analyzed protocol, in order to
convert the raw data provided by the extractor 11 into events. Each
application protocol (SMTP, SIP, RTP, etc.) uses its own syntax, generally
different from that of the HT TP protocol given in the example. The syntax
analyzer can have a modular architecture allowing it to analyze different
protocols on different streams. Thus a new protocol can be analyzed by

the syntax analyzer by developing a specific module for its syntax.

[0036] It is desirable to transmit sufficient data to the external analyzer 7
to allow it to reconstitute the stream, in particular according to the tree
structure, but with the minimum of additional information. If the data
coltector 1 transmits only the contents of events shown in the right-hand
columns of Tables I and lil, ambiguities will remain. For example, the
analyzer 7 cannot know whether event 1.2, 2.1 or 2.5 relates to the same
request as event 1.1. In order to avoid these ambiguities without the need
to transmit information originating from lower protocol layers (such as for
example sequence numbers of TCP segments), the event contents are
transmitted by the data collector in step 31 in a structured form with the
tree state indicators associated by the syntax analyzer 13 in step 29,

1060371 The tree states can be dstermined in the manner illustrated in
Figure 4 in the example already discussed above. In Figure 4, the left-
hand column shows the breakdown of packets P1, P2 exiracted from the
stream into elements or events such as those summarized in Tables 1] and
lit. The central column in Figure 4 shows the events as transmitted by the
data coliector 1 to the external analyzer 7 in step 31, together with their
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respective tree state indicators, and the right-hand column shows the
manner in which the analyzer 7 is capable of reconstituting the tree
representing the monitored stream. In this right-hand part, the bold
characters denote the elements that the analyzer 7 adds to the tree as

they are received from the collector 1.

[o038] The tree can be constructed by the analyzer 7 as the events are
received, starting from a root node corresponding to the analyzed stream.
The root node is denoted by "hiip" in Figure 4 and bears for example a
node identifier {id) 15C4. In this example, the tree already has two
received reguests before the one carried by packets P1 and P2, denoted
at the top of the right-hand column by the two "request” nodes, the
branches of which are not shown in order to avoid overicading the

drawing.

0039  On receiving event 1.1 indicating a fresh request for the stream in
question, a new "request” node is added io the tree, having the root "http”
as its parent node. As this is an event for which, following the HTTP
protocol rules, the syntax analyzer 13 knows that there will be child data, it
allocates a node identifier thereto, in this example id = 38FA. The tree
state indicator associated with event 1.1 by the syntax analyzer 13 in step
29 contains in this case the node identifier 38FA that it has just allocated
thereto and the identifier {p) of its parent node in the tree, here p = 15C4.,

[0640] On receiving event 1.1 with the indicator (id = 38FA [/ p = 15C4),
the analyzer 7 will be able to add the new node to the tree, storing
therefrom the identifier 38FA in relation to its position {child of the root
node 15C4),

foo41] In the next event (2.2) resulting from the breakdown step 27 a tree
state indicator is also allocated in step 29, containing the identifiar of its
parent node in the tree, in this case p = 38FA. As the syntax analyzer 13 is

able to determine that this event corresponds fo a leaf of the iree, it has no
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need to allocate a node identifier thereto and its tree state indicator can
therefore be restricied fo' the identifier p=38FA of its parent node

denoting the current HT TP request.

[0842] The third event 1.3 declares that the following contains parameters
of the URI. It can therefore be represented as a child node of the "request”
node (38FA) which will have links with other child nodes. As a
conseguence, the syntax analyzer 13 allocates a unique identifier thereto,
for example id = 8853, so that its associated tree. state indicator is
(id = BB53 / p = 38FA).

[0043] The next events (1.4, 1.5) which give the name and value of the
URI parameters are attached in the form of leaves to the node 8B53.
Their tree state indicators are simply p = 8853, without specifying any new
node identifier.

00441 For events 2.1-2.5 extracted from packet P2, the logic of
construction of the iree by the analyzer 7, shown in the botiom part of
Figure 4, is similar to that which has just been described. The syntax
analyzer 13 of the coliector 1 therefore allocates new identifiers on the fly
to the nodes that appear (without the need to do so for the tree leaves),
and it associates with each event transmitted a tree state indicator
containing the unigue identifier of its parent node and, if it is itself
represented by a node having descendents, the identifier freshly allocated

to this node.

i6045] 1t should be noted that the URI, which in the example was
fruncated in packet P1 following packet segmentation, has been
completed after event 2.1 has been received by the analyzer 7. The latter
can in fact note according o the previous leaf "uri=/search?hi=fr&" that the
URI is truncated so that on receiving a fresh event of the type URI (2.1), it
will proceed by concatenation onto the corresponding leaf rather than by

creating a new leaf. This processing by the anailyzer 7 does not require
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00481 The entire processing for the construction of the free using tree
state indicators is shown in Figure 4. The HT 1P request analyzed can be
represented in the form of a free as shown at the bottom and on the right
of Figure 4.

[00477 This transmission advantageously makes it possible to transmit
only the required items of information while retaining the structuring, or the
context, of the data transmitted using the node identifiers. It is carried out
as the packets are received by the collector 1 and allows the analyzer 7 to

reconstituie the monitored streams, immediately if required.

j0048] Another advantage is that the data collector 1, which is subject to
the most demanding processing speed requirements, needs to store in
memory only the minimum dynamic information corresponding to the
identifiers of the nodes that are found in the tree when returning to the root
from the current event, The syntactic ruies of the protocol in question, by
examining the continuation of the stream, allow attachment to the
appropriate node. The items of information relating to the “brother” or
“cousin” nodes of the current event in the tree do not need to be stored by

the collector 1.

[0048] It should be noted that the methods and devices according o the
invention are in no way limited fo the HTTP protocol, which has been

mentioned only in order to illustrate an embodiment in concrete terms.

foes0]  To give another example, an email application protocol such as
SMT®P can be considered. A stream of this protocol between a sender and
a receiver gives rise {o successive messages (email in the tree illustration
in Figure 5) each having a subject (subject), a sender (sender) having an
email address (sender_emaif) and an optional alias (sender_alias), one or
more receivers (receiver) each having an email address (receiver_email}

and an optional alias (receiver_alias), a message body (message) and
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optionally, other fields (indicaiing urgency, confidentiality, attachment(s),
etc.). It is possible for the syntax analyzer 1 to label these different fields if
it is provided with the appropriate syntactic rules of the protocol used.
They are often sent in different IP packets, according to the segmentation

used at sender ievel.

feesi]  Figure 5 details the branches of the tree that can be constructed
by the structured data analyzer 7 to represent a 'simple message example
having two receivers. It is assumed that the elements framed with broken
fines are extracted from a first packet P1' and that those framed with dash-
dotted lines are extracted from a second packet P2’ (which can be
foliowed by one or more further packets containing a continuation of the
body of the message, attachments, efc.).

{00521 In this example, the breakdown step 27 gives rise to seven events
1.1-1.7 for the first packet P1' and four events 2.1-2.4 for the second
packet P2'. In step 29, the syntax analyzer 13 allocates identifiers to the
successively detected nodes (represented by ellipses in Figure 5) and
attaches these nodes as well as the leaves (represented by rectangles) to
respective parent nodes. These identifiers and these attachments are
transmitted as tree state indicators to the external analyzer 7 which will
reconstitute all or part of the tree shown in Figure 5 if the application so

requires.

jo0s3]  Itis noted that after processing the first packet P1' which ends with
the address of a receiver (event 1.7}, the syntax analyzer 13 of the data
collector 1 needs to store in memory only the identifier of the parent node
(1.8) of this event, in case a subsequent packet may contain a pseudonym
of the receiver in question, the identifier of the grandfather node (1.1), in
case the next packet of the stream may begin with the body of the
message, the dafe, an attachment or other, and the identification of the

root node, in case a new message may appear in the stream.
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10054] The above method of representing as a tree structure the data
transmitied in a stream and transmitting a minimum structural description
of the elements that can be piaced in the tree is applicable to any type of
protocol on the basis of a description of the relevant syntactic rules for the

protocol in question.

100551  The invention has been illustrated and described in detail in the
drawings and the preceding description. The latter must be considered as
iliustrative and given by way of example and non-limitative of the scope of
the invention to this description alone. Numerous embodiment variants are

possible.
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CLAIMS

1. Data collection device for monitoring streams in a data network

using a packet transmission mode, the device comprising:

= an extractor of data contained in packets belonging to a stream

defined by a transmitter, a receiver and a protocol;
= a syntax analyzer arranged for:
- receiving the data from the extractor in real time;

- breaking down the data received into elements according to
syntactic rules of said profocol, the syntactic rules making it
possibie'to repre.sent said elements as a tree structure, said
tree structure being a data structure comprising a root data
item and child data such that a child data item is only linked
to a single higher-level parent data item, a data item having
links to child data items being called a tree node and a data

item with no child data item being called a leaf; and

- associating respective tree state indicators with at least some
of said elements, where the free state indicator associated

with an element labels said element in the free structure: and

= an interface for transmitting the {ree state indicators to a stream
analyzer, together with elements with which they have been

associated.

2. Device according to claim 1, wherein the itree state indicator
associated with an element contains an identifier of a parent node of the
free structure to which is attached a site receiving said element in the tree

structure representation.
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3. Device according to claim 2, wherein the syntax analyzer is

moreover arranged for:

- allocating a node identifier to a current element if it is
determined according to the syntactic rules that the current
element is received, in the tree structure representation, at a

site situated at a node of the tree structure; and
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- including the node identifier allocated to the current element
in the tree state indicator associated with said current

element.

4, Device according to claim 3, wherein the syntax analyzer is
arranged so that it only stores in memory, for a given stream after
transmission of an element and its associated tree state indicator, each
node identifier encountered when moving up the tree structure from the

site receiving said element in the tree structure representation.

5. System for monitoring streams in a data network using a packet
transmission mode, the system comprising a data collection device
according to any one of the previous claims and a stream analyzer
receiving the transmitited elements with the associated tree state

indicators.

6. System according to claim 5, wherein the stream analyzer is
arranged to construct at least a part of the tree structure from the

transmitted elements with the associated free state indicators.

7. Method for monitoring streams in a data network using a packet

transmission mode, the method comprising:

» gxtracting data contained in packets belonging fo a stream defined

by a transmitter, a receiver and a protocol;

» breaking down the data received into elements in real time,
according to syntactic rules of said protocol, the syntaclic rules
making it possible to represent said elements according to a tree
structure, said tree sfructure being a data structure comprising a
root data item and child data such that a child data item is only
linked to a single higher-level parent data item, a data item having
links to child data items being called a free node and a data item

with no child data item being called a leaf;
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« associating respective tree staie indicators with at least some of
said elements, where the tree state indicator associated with an

element labels said element in the tree structure; and

« transmitting the tree state indicators o a sfream analyzer, fogether

with the elements with which they have been associated.

8. Method according to claim 7, wherein the tree state indicator
associated with an element comprises an identifier of a parent node of the
tree structure fo which is attached a site receiving said element in the tree

structure representation.

S. Method according o claim 8, further comprising:

+ allocating a node identifier to a current element if it is determined
according to the syntactic rules that the current element is received,
in the tree structure representation, at a site situated at a node of

the tree sfructure; and

* including the node identifier allocated to the current element in the

tree state indicator associated with said current element.

10. Method according to claim 9, wherein, for a given stream after
transmission of an element and its associated tree state indicator, no more
is retained than each node identifier encountered when moving up the tree
structure from the site receiving said element in the tree structure

representation.

11. Method according to any one of claims 7 to 10, further comprising
the construction of at least a part of the tree structure, at the stream
analyzer level, from the iransmitted elemenis with the

associated tree state indicators.



