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SYSTEM AND METHOD FOR SEARCHING A SYMMETRICALLY ENCRYPTED 

DATABASE FOR CONJUNCTIVE KEYWORDS 

Field of the Invention 

This invention relates to a system and method for searching a symmetrically 

encrypted database for conjunctive keywords. More particularly, this invention relates to a 

system and method for searching a symmetrically encrypted database using an encrypted 

index table having encrypted keywords and their associated index pairs and a Bloom filter 

having elements that represent encrypted identity-keyword pairs. The index pairs and the 

encrypted identity-keyword pairs are generated using keywords from the database and their 

corresponding location or locations in the unencrypted database. 

Summary of the Prior Art 

Most users tend to store various types of documents, including documents that 

contain private and sensitive information, in remote data servers. Such data servers are 

typically managed and owned by an external entity. While contractual obligations would 

compel the external entity to take security measures to ensure that no unauthorized access 

of documents stored within the data servers occur, there may be little that prevents the 

external entity itself from accessing the sensitive information contained within these 

documents should they wish to do so. Further, although the external entity would have 

taken security measures to prevent unauthorized access to documents stored within the 

data servers, security breaches may still inadvertently occur resulting in access to the 

documents being granted accidentally. 

This problem may be addressed by encrypting the information contained within the 

documents and storing the documents in the data servers in an encrypted format. By doing 

so, the owner of the document would be the only person who would be able to access the 
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information contained within the documents as the user would be the only one who would 

possess the secret key to decrypt the document. A common way to encrypt data is to use 

strong encryption methods such as the Advanced Encryption Standard (AES). AES is a 

standard of electronic encryption of data that utilizes symmetric keys to encrypt data. AES 

functions as follows. Data in a plaintext or clear text format is first inserted into a database. 

A user then uses a secret key to encrypt data in the database into a ciphertext. To retrieve 

the data, the user obtains the cipher-text from the database. The user then uses his secret 

key to decrypt the cipher-text to produce the original text. 

The downside of this approach is that the user is prevented from carrying out any 

remote operations on the encrypted documents. For example, if the user wanted to carry 

out a remote search of the encrypted documents for specific data, the user would have to 

download all the documents into their local device, decrypt all the documents, and then carry 

out the search using the decrypted documents for the specific data. This methodology 

would only be useful if a small number of documents were to be searched. If the user is 

required to download a large number of documents to their local device before these 

documents may be decrypted and searched, this would run counter to the user's original 

motivation for storing a large number of documents in a remote data server. Ideally, the 

search should be carried out at the remote server whereby encrypted documents stored on 

the remote server are searched, and only the relevant encrypted documents and/or pages 

are returned to the user. This would mean that the user only needs to download encrypted 

documents and/or pages that contain the queried information and in spite of carrying out the 

searches at the remote server, the administrator of the remote server would not be aware of 

the queried information or the information contained within the downloaded data. Although 

there are many challenges in searching large volumes of encrypted documents for specific 

data, the encryption of documents or the information contained therein is widely recognized 
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as an optimal method for protecting data at rest and for preventing the unauthorized access 

or theft of data. As such, those skilled in the art have come up with ways to search an 

encrypted database at a remote server for specific data without having to download the 

documents in an encrypted database to a local system before commencing the searching 

process. 

A solution that has been developed to address the problem of searching large 

volumes of encrypted data for specific information is the Searchable Symmetric Encryption 

(SSE) solution. This solution utilizes a secure index that allows the user to search in real 

time for documents containing specified keywords. In short, a secure index allows users with 

a "trapdoor" for a "WORD" to test the index for only the "WORD". During the search process, 

the secure index does not reveal any information about its contents. As the user is the only 

person who holds the secret key to generate trapdoors, the secure index safeguards the 

contents of the encrypted data from unauthorized access from unauthorized users. Most 

practical implementations of SSE only support the searching of documents for a single 

keyword. In such implementations, the remote server's work scales according to the size of 

the result set and the leakage to the server is limited to the set of encrypted documents that 

are returned and some global parameters of the system such as total data size and number 

of documents. 

Another solution that has been proposed to address the problem of searching large 

encrypted databases utilizes secure two party protocols in which the remote server is 

provided with secure indices to encrypted documents and the client possesses a list of 

keywords to be queried. As the solution pre-computes parts of the protocol's messages and 

stores them in encrypted form in the remote server, the solution does away with multiple 

rounds of interactions between the remote server and the user. Due to the pre-computation 

that has taken place prior to the search, the user sends information to the server that allows 
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the pre-computed information to be unlocked during a search without further interaction 

required between the user and the remote server. When the remote server is queried with 

the keywords, the remote server uses the secure indices to provide the user with encrypted 

pointers that point to documents that contain the queried keywords. The user then decrypts 

these pointers to obtain the documents that contain the required keywords. This solution is 

secure as the remote server is not unable to decrypt the pointers on its end nor can the 

remote server learn of the keywords in the client's query. However, these solutions do not 

allow for the searching of conjunctive keywords in a symmetrically encrypted database as 

they deal mostly with single keyword searches or multiple keyword searches. 

For the above reasons, those skilled in the art are constantly striving to come up with 

a system and method that allows a user to search a symmetrically encrypted database for 

conjunctive keywords in a computationally efficient manner. 

Summary of the Invention 

The above and other problems are solved and an advance in the art is made by 

systems and methods provided by embodiments in accordance with the invention. A first 

advantage of embodiments of systems and methods in accordance with the invention is that 

data and/or information stored on the server always remain in an encrypted state thereby 

ensuring that no unauthorized person will be able to access the data and/or information 

stored in the server. A second advantage of embodiment of systems and methods in 

accordance with the invention is that for the queried conjunctive keywords, trapdoors are 

generated by the user device only for the keywords contained in a shortest clause without a 

NOT operator. This increases the efficiency of the system as trapdoors need not be 

generated for all the other keywords contained in the other clauses. A third advantage of 

embodiment of systems and methods in accordance with the invention is that the server is 
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never made aware of the conjunctive keywords that are being queried as all data 

transmissions to the server are in an encrypted format and when the server returns the file 

identity or location of the queried conjunctive keywords, this information is also returned in 

an encrypted format thereby reducing the possibility of data leakage. 

The above advantages are provided by embodiments of a system in accordance with the 

invention operating in the following manner. The system has a processing unit and a media 

readable by the processing unit. The media is configured to store instructions that when 

executed by the processing unit, cause the processing unit to decrypt the encrypted 

database and associate each keyword from the decrypted database with a file identity and to 

generate an encrypted index table comprising encrypted keywords and their associated 

index pairs, wherein each encrypted keyword that is encrypted using secret key KT is 

associated with at least an index pair and wherein each index pair comprises an e parameter 

and a y parameter. The instructions when executed by the processing unit also directs the 

processing unit to populate a Bloom filter with elements that each contain a symmetrically 

encrypted keyword from the database and a symmetrically encrypted file identity that is 

associated with the keyword. The instructions when executed by the processing unit also 

directs the processing unit to receive queried conjunctive keywords and select a shortest 

clause without a NOT operator from the conjunctive keywords, and to generate trapdoors for 

all keywords contained in the selected shortest clause and retrieve corresponding index 

pairs from the encrypted index table using the generated trapdoors. The instructions when 

executed by the processing unit also directs the processing unit to compute a group of 

search tokens for each of the keywords in the shortest clause wherein each group of search 

tokens is associated with an index pair retrieved for a keyword from the shortest clause and 

keywords from the other clauses in the conjunctive keywords, and to determine whether 

conjunctive keyword permutations are available in the encrypted database by evaluating a 
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group of computed search tokens with operators contained in the other clauses, and if the 

evaluation of the group of computed search tokens with operators contained in the other 

clauses returns a positive result, decrypt an e parameter of an index pair associated with the 

group of computed search tokens. 

In accordance with embodiments of the invention, the instructions to generate the 

encrypted index table comprise additional instructions for directing the processing unit to 

compute the e parameter in the index table using the following equation: 

e = Enc (KE, file ID) 

where KE = F(Ks,Wi), F is a pseudorandom function, w, represents a keyword from the 

database, file ID is a file identity associated with Wi, Ks is a secret key and Enc is a 

symmetric encryption function. 

In accordance with embodiments of the invention, the instructions to generate the 

encrypted index table comprise additional instructions for directing the processing unit to 

compute the y parameter in the index table using the following equation: 

_ xidfile ID 
y ~ Fp(KZlWi\\ C) 

where xidfiie ID = FP(K|D, file ID), FP is a pseudorandom function, Kz and K,D are secret keys, 

W| represents a keyword from the database, file ID is a file identity associated with W|, and c 

is a counter to track the number of index pairs created for Wj. 

In accordance with embodiments of the invention, the instructions instructions to 

populate the Bloom Filter comprise additional instructions for directing the processing unit to 

compute each element in the Bloom Filter using the following equation: 

gFp{Kx,Wi)-xidfueiD 

where xidfiie ID = FP(K|D, file ID), FP is a pseudorandom function, Kx and K|D are secret keys, 

Wi represents a keyword from the database, and file ID is a file identity associated with Wi. 
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In accordance with embodiments of the invention, the instructions to compute the group 

of search tokens for each of the keywords in the shortest clause comprise additional 

instructions for directing the processing unit to compute each search using the following 

equation: 

token[c][j] = gPp&xAjWp&zAilWy 

where q, is the jth selected keyword from the other clauses, qi is the ith selected keyword from 

the shortest clause, c is a counter showing the number of an index pair retrieved for qi; j is 

the number of the selected keyword from the other clauses, FP is a pseudorandom function, 

Kx, Kz are secret keys and y is a parameter obtained from the selected index pair. 

In accordance with embodiments of the invention, the instructions to generate trapdoors 

for all keywords contained in the selected shortest clause comprise instructions for directing 

the processing unit to encrypt each keyword in the shortest clause using secret key KT. 

In accordance with embodiments of the invention, the instructions to determine whether 

conjunctive keyword permutations are available in the encrypted database by evaluating a 

group of computed search tokens with operators contained in the other clause comprise 

instructions for directing the processing unit to create a test array for storing an array of 

TRUE or FALSE results, compare each search token from the computed group of search 

tokens with elements contained in the Bloom filter to determine whether there is a match, 

and populating the test array with the results from the comparison, evaluate the populated 

test array with an operator array, wherein the operator array contains operators from the 

other clauses, and provide a positive or negative result depending on the evaluation 

outcome. 

In accordance with embodiments of the invention, the instructions to decrypt an e 

parameter of the index pair associated with the group of computed search tokens comprise 

instructions for directing the processing unit to generate a decryption key for a keyword from 
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the shortest clause that is associated with the group of computed search tokens using the 

following equation: 

KE = F(Ks.qi) 

where qi is the ith selected keyword from the shortest clause, Ks is a secret key and F is a 

pseudorandom function; and decrypt the e parameter using the following equation: 

file ID = Dec(KE,e) 

where file ID is a file identity associated with q, and Dec is a symmetric decryption function. 

Brief Description of the Drawings 

The above advantages and features in accordance with this invention are described 

in the following detailed description and are shown in the following drawings: 

Figure 1 illustrating a block diagram of a system for searching an encrypted database 

for conjunctive keywords in accordance with an embodiment of the invention; 

Figure 2 illustrating a representative unencrypted database and a list of identity 

keyword pairs associated with the data in the unencrypted database; 

Figure 3 illustrating a block diagram of modules contained within a user device in 

accordance with an embodiment of the invention for generating an encrypted index table 

and a corresponding Bloom filter using identity keyword pairs from the unencrypted 

database; 

Figure 4 illustrating an encrypted index table and a Bloom filter generated using the 

identity keyword pairs in Figure 2; 
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Figure 5 illustrating a block diagram of modules contained within a user device and a 

server in accordance with embodiments of the invention for generating trapdoors for queried 

conjunctive keywords and for retrieving related secure index pairs. 

Figure 6 illustrating a block diagram of modules contained within a user device and a 

server in accordance with embodiments of the invention for generating search tokens and for 

determining the availability of conjunctive keywords in the encrypted database. 

Figure 7 illustrating a flow diagram of a process for generating an encrypted index 

table and a corresponding Bloom filter using identity keyword pairs from an unencrypted 

database in accordance with embodiments of the invention; 

Figure 8 illustrating a flow diagram of a process for searching a symmetrically 

encrypted database for conjunctive keywords in accordance with embodiments of the 

invention; 

Figure 9 illustrating a flow diagram of a process for generating trapdoors for 

keywords in a shortest clause, the shortest clause being selected from the queried 

conjunctive keywords in accordance with an embodiment of the invention. 

Figure 10 illustrating a flow diagram of a process for generating search tokens for 

keyword permutations where each search token comprises a keyword from the shortest 

clause and a keyword obtained from other clauses in the conjunctive keywords in 

accordance with embodiments of the invention; 

Figure 11 illustrating a flow diagram of a process for determining whether a queried 

conjunctive keyword is present in the encrypted database using a search token generated in 

Figure 10 in accordance with embodiments of the invention; and 
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Figure 12 illustrating a block diagram representative of processing systems providing 

embodiments in accordance with embodiments of the invention. 

Detailed Description 

This invention relates to a system and method for searching a symmetrically 

encrypted database for conjunctive keywords. More particularly, this invention relates to a 

system and method for searching a symmetrically encrypted database using an encrypted 

index table having encrypted keywords and their associated index pairs and a Bloom filter 

having elements that represent encrypted identity-keyword pairs. The index pairs and the 

encrypted identity-keyword pairs are generated using keywords and their corresponding 

location or locations in the unencrypted database. 

Figure 1 illustrates system 100 that includes modules and devices that execute 

processes to provide a method and system for searching a symmetrically encrypted 

database for conjunctive keywords in accordance with embodiments of the invention. 

System 100 includes server 101 that is connected to user device 102 via network 111. 

Network 111 is a communications network that allows processing systems to communicate 

with one another either through wired means, wireless means or a combination of both. 

Wired means may include a wired network such as a wide area network (WAN) or a local 

area network (LAN), while wireless means includes connections established via Radio 

Frequency (RF) signals, infrared signals, or any other means of wireless transmissions. User 

device 102 may include any computing devices that have a display and an alphanumeric 

input device such as smart phones, laptops, tablets, computers, workstations, game 

consoles and so on. One skilled in the art will recognize that user device 102 is only 

provided as an example and other types of devices with displays and alphanumeric input 

means may be used to interact with server 101 without departing from this invention. 
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Contained within user device 102 is EDB setup module 113. EDB setup 113 is a module 

that is used to generate record database 107. Record database 107 is then subsequently 

transmitted to server 101 via network 111. The other module in user device 102 is user 

search module 115. User search 115 is a module that interacts with EDB search module 109 

in server 101, via network 111, to search encrypted database 105 for conjunctive keywords. 

Server 101 may comprise computer servers or cloud computing servers that are 

used to host large amounts of data. Such servers are typically located at secure data 

centres whereby access to data or modules contained within is limited to those with the 

appropriate authorization. Server 101 is able to store data and execute various processes 

such as transmitting data to and receiving data from user device 102 via network 111 and 

perform other types of computer related processes. A user of system 100 will first 

symmetrically encrypt database 104 using standard encryption mechanisms such as, but not 

limited to, Advanced Encryption Standard (AES), before encrypted database 105 is 

uploaded to server 101. By doing so, the entity managing server 101 would not be able to 

access the data contained within encrypted database 105 as the user would be the only one 

having the decryption keys for symmetrically decrypting data within encrypted database 105. 

Figure 2 illustrates information about parameters that may be obtained from data 

contained within database 104 before database 104 is encrypted and loaded into server 101 

as encrypted database 105. One skilled in the art will recognize that even though reference 

is made to the encryption of "data", the one skilled in the art will understand that the term 

data has a broad connotation and may be used to refer to any unit of information of any 

nature that may be catalogued and stored in a database format. For example, the term data 

may refer to a document or an item that includes a subset of works that form an integral part 

of a document or it may refer to any form of text bearing item, a picture with text, a financial 

record or any combination thereof and so on. In accordance with embodiments of the 



12 

invention, certain parameters have to be set up before the search system may be utilized by 

the user. The setup process is described below with reference to Figures 2, 3 and 4. 

As shown in Figure 2, content 205 in columns Item 1-5 may be considered as "data" 

for the purposes of this invention. Data 205 is first organized into columns and rows, with 

each row being accorded a file identity, i.e. a file ID. A new parameter, which is the 

"keywords" column, is also added to the database and all the keywords belonging to a 

particular row are set out in this keywords column. For example, for file ID = 1, the keywords 

in the corresponding column will comprise wi, w2, w3, w4, w5, or when file ID = 2, the 

keywords in the corresponding column will comprise w6, w^ w2, w5, w7 and so on. In the 

example shown in Figure 2, each keyword Wj (where i = 1... 12) refers to a unique keyword. 

For example, may refer to "Adam" and this would mean that the name Adam appears in 

multiple locations within data 205. In order to identify the location where each keyword 

appears, an identity-keyword pair record is generated using information contained within the 

keywords column and its corresponding file identity. Such an identity-keyword pair record 

based on data 205 has been created and is illustrated in Figure 2. A user may then 

efficiently obtain the location of a particular keyword by obtaining the identity-keyword pair of 

that particular keyword. For example, for keyword-pairs {(I.WT), (2^), (6^)}, the 

user would understand that the keyword occurs in rows that correspond to file ID 1, 2, 3 

and 6. 

Figure 3 illustrates the operation of EDB setup module 113 within user device 102. 

After the identity-keyword pair record has been generated by the user using user device 102, 

the identity-keyword pair record is used by EDB setup module 113 to populate a Bloom Filter 

and to generate an encrypted index table. Index table creation module 304 first creates a 

blank index table. This index table is then subsequently populated with indexed keywords 

and index pairs that are created for each indexed keyword. 
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In accordance with embodiments of the invention, index pairs corresponding to an 

indexed keyword may be generated by index table creation module 304 as follows. Creation 

module 304 begins by selecting the first keyword in the identity-keyword pair record. In the 

example illustrated in Figure 2, the first keyword would be w1f as obtained from identity 

keyword pair (l.wO. Creation module 304 then indexes the keyword from the selected 

identity keyword pair into the index table. In this example, this would mean that w-i is indexed 

into the index table. 

Creation module 304 then selects all identity keyword pairs that contain keyword w1f 

e.g. {(1 ,Wi), (2^), (3.W.,), (6^)} from the identity keyword pair record. A counter, c, is then 

initialized to 1 and each time creation module 304 selects the next identity keyword pair from 

the list set out above, counter, c, will increment by 1 until all the identity keyword pairs in the 

list have been selected. In the list above, for keyword w1f this would mean that counter, c, 

would increase to a maximum of 4 as there are only 4 identity keyword pairs in the above list. 

Using secret key Ks and keyword as inputs, a pseudorandom function generator 

provided within creation module 304 then generates an obfuscated keyword to represent 

keyword Wi. This operation may be carried out by the following algorithm: 

KE = F(KS,W1) ...(1) 

where KE is the obfuscated keyword, and Ks is the secret key used by pseudorandom 

function, F to obfuscate keyword Wi. 

Creation module 304 then selects the first identity keyword pair, e.g. (1,Wi), from the 

previously selected identity keyword pairs. The file identity of the selected index keyword 

pair is then obfuscated. This operation may be carried out by the following algorithm: 

xidfiie ID = Fp(Kio, file ID) •••(2) 
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where xidfiie |D is the obfuscated file identity of the selected index keyword pair, and FP is a 

pseudorandom function generator that uses secret key K|0 to obfuscate the selected file 

identity, file ID. In the example provided above, this would result in xidi = FP(K|D, 1). 

The identity keyword pair is secondly used by creation module 304 to generate 

element "y". The generation of element y may be carried out by the following algorithm: 

= xidfilelD 

* FP(KZlWl\\c) "" V 

where xidfj|e|D is obtained from equation (2) above, FP is a pseudorandom function generator 

that uses secret key Kz to obfuscate the selected keyword, w1( that has been concatenated 

with counter, c. In this example, the value of counter c is 1 and as such, the resulting value 

xidi IS y = 
FP(Kz,w ill 1) 

The identity keyword pair is then used by creation module 304 to generate element 

"e". The generation of element e may be carried out by the following algorithm: 

e = Enc (KE, file ID) ...(4) 

where e is the encrypted file identity of the selected index keyword pair, Enc is a symmetric 

key encryption scheme that uses secret key KE (generated using equation (1) above) to 

obfuscate the selected file identity, file ID. In the example provided above, this would result 

in e = Enc(KE, 1). 

The elements e and y that were calculated using equations (4) and (3) respectively 

make up the elements in an index pair, i.e. (e,y). As this is the first index pair created by 

creation module 304, this index pair is accorded with the subset value of 1 resulting in index 

pair (e^). This first index pair is then appended to the index table in a row corresponding to 

indexed keyword Wi. The subset value that is accorded to the subsets of the e and y 
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elements in the index pairs will increase by 1 for every newly created index pair until all the 

index pairs have been created. In other words, this means that the next newly created index 

pair will have a subset value of (e2, y2) and the next index pair will have subset values of (e3, 

y3) and so on. 

After the index pair has been appended to the index table, creation module 304 will 

then transmit the selected keyword, w^ and the obfuscated file identity of the selected index 

keyword pair xidfi|e ID = FP(K|D, file ID) to Bloom Filter creation module 302. Creation module 

302 will then use the received information to generate a Bloom Filter element using the 

following equation: 

gFv(Kx,Wi)xidfaeiD 

For the example above, this would result in the generation of the following Boom filter 

element, The generated Bloom Filter element is then added to the Bloom 

Filter. The purpose of setting up the Bloom Filter as such is so that a user may use the 

Bloom Filter to efficiently check whether a particular identity keyword pair is present. 

The processes above that involve equations (1)-(4) and the steps of creating the 

Bloom Filter element are all repeated by creation modules 304 and 302 on the remaining 

identity-keyword pairs in the list. Continuing from the example described above, this means 

that the remaining identity keyword pairs (2,Wi), (3,Wi), (6^) in the list will produce index 

pairs (e2,y2), (e3,y3), (e4,y4) and the following Bloom Filter elements: 

gFp(Kx,Wl) xid2i gFpiKxwJ-xid-i ^ gFpiKx.w^-xide 

The index pairs will all be appended to the index table and will be associated with indexed 

keyword Wi while all the Bloom Filter elements will be added to the Bloom Filter. 
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Creation module 304 will then proceed to select all identity keyword pairs that contain 

the next keyword in data 205 which in this case would be w2, e.g. {(1,w2), (2,w2), (3,w2), 

(5,w2)}. The previous counter, c, is then reinitialized to 1 and similarly, each time creation 

module 304 selects the next identity keyword pair from the list set out above, counter, c, will 

increment by 1 until all the identity keyword pairs in the list have been selected. The 

processes described above that were carried out in relation to keyword are now repeated 

for keyword w2. In particular, this would mean that processes relating to equations (1)-(4) 

are repeated, with keyword w2 replacing the parameter \N^ in these equations. Further, the 

step of creating Bloom Filter elements is also carried out for all the selected identity keyword 

pairs for keyword w2 

This process continuously repeats itself until Bloom Filter elements and index pairs 

have been created for all the identity keyword pairs contained in the identity keyword pair 

record. Once this is done, this would result in populated Bloom Filter 310 and an index table 

whereby all the indexed keywords would be listed with their corresponding index pairs. This 

index table is then passed from module 304 to index table encryption module 306. 

Encryption module 306 will then process the received index table by encrypting the indexed 

keywords in the index table to produce encrypted index table 315 and secret key, KT. 

Encrypted index table 315 is then transmitted and stored in server 101 while all the secret 

keys, i.e. Ks, Kx, K|D, Kz, KT, used by processes within EDB setup module 113 are then 

passed to the user. 

To better understand the initial parameter setup process described above, an 

encrypted index table was generated and a Bloom Filter was populated using the processes 

described above based on the example provided in Figure 2. Figure 4 illustrates the 

generated index table and the populated Bloom Filter 406. Both of these components were 

created using the identity keyword pair record provided in Figure 2. Column 402 of the 
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encrypted index table sets out the indexed keywords that have been encrypted. As for 

column 404, this column sets out the index pairs that are associated with each encrypted 

keyword in the encrypted index table. 

Upon completion of the parameter setup process, the search system may then be 

utilized by the user to carry out searches on the encrypted database for conjunctive 

keywords. 

Figure 5 illustrates the processes that take place between user search module 115 

and EDB search module 109 to search encrypted database 105 for conjunctive keywords 

queried by the user. When conjunctive normal form conversion module 502 receives a 

query from a user, module 502 will determine whether the query is in a conjunctive normal 

form. If the query is determined to be in a conjunctive normal form, the query will be 

considered as conjunctive keywords. If the query is not in a conjunctive normal form, module 

502 will run a conversion process to convert the keywords and operators in the query into 

conjunctive keywords. The workings of the conversion process have been omitted as such a 

conversion process is known to one skilled in the art. One skilled in the art will also 

understand that a query is considered to be in a conjunctive normal form if it is a conjunction 

(sequence of ANDs) consisting of one or more conjuncts, each of which is a disjunction (OR) 

of one or more literals. The only propositional connectives a formula in conjunctive normal 

form can contain are (AND), (OR), and (NOT). The (NOT) operator can only be used as part 

of a literal, which means that it can only precede a propositional variable or a predicate 

symbol. An example of queried keywords that may be considered as conjunctive keywords 

is the query for {(Adam OR Eve) AND (Flu OR Fever OR Headache) AND (Teen OR Child 

NOT OLD)}. 
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Once it is determined that the queried keywords are conjunctive keywords or after 

the queried keywords have been converted into conjunctive keywords, module 502 will then 

select the shortest clause amongst all the clauses in the conjunctive keywords that does not 

have a NOT operator. Module 502 will then assign the remaining keywords in the other 

clauses into array S and the operators found in the remaining clauses into array <t>. Array <t> 

is then transmitted to EDB search module 109 and stored within for later use. One skilled in 

the art will recognize that references made in the description to the "other clauses" refers to 

all the remaining clauses in the queried conjunctive keywords after a clause with the least 

number of keywords and does not contain a NOT operator has been selected and 

designated as the shortest clause. 

As an example, under the assumption that the queried conjunctive keywords 

comprises: {(q7 OR q9) AND (q6 OR q12 OR q2)}, the shortest clause in this query that does 

not contain a NOT operator will be selected by module 502, which is the clause (q7 OR q9). 

The keywords in the other clauses will then be assigned by module 502 into array S = [q6, 

qi2, q2] and the operators found in the remaining clauses will be assigned by module 502 

into array <t> = [OR, OR]. 

Module 502 will then pass the keywords from the shortest clause to trapdoor 

generation module 504. Trapdoor generation module 504 will then generate trapdoors for 

each of the keywords in the shortest clause. In accordance with embodiments of the 

invention, a trapdoor for a keyword may be generated by the following algorithm. 

stag[i] = TSetGetTag(KT, qi) ...(5) 

where stag[i] is the trapdoor for the ith keyword in the shortest clause, i = 1...number of 

keywords in the shortest clause, KT is the secret key that was generated by encryption 

module 306 (see Figure 3), qi is the ith keyword in the shortest clause and TSetGetTag is a 
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function for obfuscating the ith keyword in the shortest clause using the same secret key, KT, 

that was used to encrypt the index table. 

Trapdoor generation module 504 then proceeds to generate decryption keys that 

correspond to each keyword in the shortest clause. In accordance with embodiments of the 

invention, the generation of the decryption keys may be generated by the following algorithm. 

KE[i] = F(KS, q.) ...(6) 

where KE[i] is the decryption key for the ith keyword in the shortest clause, i = 1...number of 

keywords in the shortest clause, Ks is the secret key that was used by index table creation 

module 304 to obfuscate keywords (see equation 1), qi is the ith keyword in the shortest 

clause and F is a pseudorandom function. The generated trapdoors are then transmitted to 

EDB search 109 via network 111. 

The transmitted trapdoors for each of the keywords in the shortest clause are 

received by index pair retrieval module 506. Index pair retrieval module 506 then uses the 

received trapdoors to retrieve index pairs from encrypted index table 315 that correspond to 

the keywords in the shortest clause. The retrieved index pairs are then stored in an array 

"t[ ]". In accordance with embodiments of the invention, the retrieval of the index pairs from 

encrypted index table 315 may be carried out by the following algorithm. 

t[i] = TSetRetrieve(TSet, stag[i]) ... (7) 

where t[i] are the index pairs that are retrieved from encrypted index table TSet for the ith 

keyword in the shortest clause, stag[i] is the trapdoor for the i'h keyword in the shortest 

clause, and i = 1...number of keywords in the shortest clause. Index pair retrieval module 

506 then transmits the retrieved index pairs for each keyword in the shortest clause to user 

search 115 via network 111. 
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The transmitted index pairs for each keyword in the shortest clause are then received 

using search token computation module 602. See Figure 6. Computation module 602 

begins the search token computation process by generating a token array for each keyword 

in the shortest clause whereby the size of each token array is determined using the following 

formula: 

Token size = (number of retrieved index pairs for a keyword from the shortest clause) x 

(number of keywords in the remaining clauses) ... (8) 

For each keyword in the shortest clause and for each index pair retrieved for each keyword 

in the shortest clause, computation module 602 will generate search tokens for each of the 

keywords in array S using secret keys Kx and Kz. In accordance with embodiments of the 

invention, the generation of the search tokens may be carried out using the following 

pseudorandom code. 

Select the i,h keyword in the shortest clause, where i = 1...number of keywords in the 

shortest clause { 

Counter, c = 1 ... number of index pairs retrieved for the selected keyword { 

For each keyword in the remaining clauses { 

token[c][j] = 

where j = number of keywords in the shortest clause + 1 ... number of 

keywords in the remaining clauses, qj is the j'h keyword of the conjunctive 

keywords queried, qi is the ith keyword in the shortest clause, FP is a 

pseudorandom function, and Kx, Kz are secret keys used in EDB setup 

module 113. 

The generated search tokens, the value of "i" and the value of "c" are then 

transmitted to EDB search 109. } 



21 

the value of c is then incremented by 1 and the process above is repeated until c 

equals the number of index pairs retrieved for the selected keyword. } 

the next keyword in the shortest clause is selected by incrementing i by one} 

the process then ends 

The search tokens for each of the keywords in array S together with the present 

value of "i" and the present value of "c" are received by specific index pair retrieval module 

604 found in EDB search 109. Retrieval module 604 then uses the received "i" and "c" 

parameters to retrieve the corresponding index pair from array t[ ]. To recap, array t[ ] 

contains the index pairs that were previously retrieved from encrypted index table for each 

keyword from the shortest clause where t[i] refers to the index pairs that were retrieved for 

the ith keyword in the shortest clause. Retrieval module 604 does this by retrieving the c,h 

index pair from the list of previously retrieved index pairs associated with t[i]. 

The retrieved index pair and the received search tokens are then passed to 

comparison module 606. Comparison module 606 will raise each search token to the 

exponent of the "y" element from the retrieved index pair and each resulting search token is 

then compared against the elements in the Bloom Filter to determine whether the resulting 

search tokens match any elements in the Bloom Filter. If a match occurs, an array test[j] will 

be set as TRUE for that resulting search token else, if a match does not occur, the array test 

[j] will be set as FALSE, where j equals to the number of keywords in shortest clause + 1 ... 

number of keywords in remaining clauses. In accordance with embodiments of the invention, 

the processes described by comparison module 606 may be carried out using the following 

pseudorandom code. 

For j = number of keywords in shortest clause + 1 ... number of keywords in 

remaining clauses { 

If token[c][j]y is in the Bloom Filter, set testjj] = TRUE else set test[j] = FALSE 
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} 

where y is obtained from the retrieved index pair. 

The result, array test[ ], is then passed to evaluation module 608. Evaluation module 

608 will then evaluate the result using array <t>[ ]. To recap, array 0[ ] contains all the 

operators found in the remaining clauses. If evaluation module 608 returns a TRUE 

evaluation, the retrieved index pair is then transmitted to decryption module 610 found in 

user search 115. Alternatively, if evaluation module 608 returns a FALSE evaluation, 

evaluation module 608 will not transmit anything to user search 115. 

Decryption module 610 will decrypt the received index pair using the appropriate 

decryption key to obtain the file identity that corresponds to the index pair. In accordance 

with embodiments of the invention, this process may be carried out by the following 

algorithm. 

File identity = Dec(KE[i], e) ... (9) 

where KE[i] is the decryption key for the ith keyword in the shortest clause 

Once the user receives the decrypted file identity, the user may use this information 

to retrieve the exact file that contains the conjunctive keywords required by the user. 

In order to provide such a system or method, a process is needed for generating the 

initial search parameters that are used by the search solution. A process is also needed for 

querying a symmetrically encrypted database for conjunctive keywords using a computer 

server and a user device and for returning a location of the queried conjunctive keywords in 

the encrypted database, if available, to the user. The following description and Figures 7-11 

describe embodiments of processes that provide processes in accordance with this invention. 

Figure 7 illustrates process 700 that is performed by a computer system to generate 

an encrypted index table and a Bloom filter in accordance with embodiments of this invention. 
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Process 700 begins in step 705 by receiving an unencrypted database. Identity keyword 

pairs are then created for the keywords in the database at step 710. Using the newly 

created identity keyword pairs, process 700 then generates an index table at step 715. As 

the index pairs in the index table are being created, process 700 will populate a Bloom Filter 

with elements that represent the corresponding encrypted identity keyword pairs. This is 

done at step 720. The generated index table is then encrypted by process 700 at step 725. 

Process 700 then ends. 

Figure 8 illustrates process 800 that is performed by a computer system in a user 

device and process 801 that is performed by a computer system in a server whereby these 

two processes are utilized for searching a symmetrically encrypted database for conjunctive 

keywords in accordance with embodiments of the invention. At the server, process 801 

begins at step 805 where process 801 receives an encrypted index table associated with an 

encrypted database that is to be searched. Process 801 then proceeds to step 806 where 

process 801 receives a Bloom filter that is also associate with the encrypted database that is 

to be searched. Process 801 that idles until process 801 receives a query from a user. 

At the user device, process 800 begins in step 810 by receiving a query for keywords 

in a conjunctive normal form or conjunctive keywords. If the query is in a Boolean format, a 

conversion program may be run to convert the query from a Boolean form to a conjunctive 

normal form. Process 800 then obtains the shortest clause from the queried conjunctive 

keywords that does not have a NOT operator. Trapdoors are then created for each of these 

keywords in the shortest clause at step 815. These trapdoors are then transmitted to the 

server. At the server, process 801 uses the received trapdoors to extract associated index 

pairs from the encrypted index table stored in the server. This occurs at step 820. Process 

801 then tabulates the number of index pairs that are retrieved for each keyword in the 

shortest clause in step 825. This information is then transmitted to the user device. 
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At the user device, process 800 then uses the received information to compute 

search tokens for each of the keywords in the remaining clauses. This occurs at step 830. 

The computed search tokens are then transmitted to the server. At the server, process 801 

receives the search tokens at step 835. Process 801 then utilizes the search tokens to 

determine whether a particular queried conjunctive keyword is present in the encrypted 

database. If process 801 determines that the queried conjunctive keyword is available, 

process 801 proceeds to step 840 else process 801 will end. At step 840, process 801 

selects the index pairs that match with the queried conjunctive keywords and transmits the 

selected index pairs to the user device. At the user device, process 800 receives the index 

pairs at step 845. The received index pairs are then decrypted by process 800 to provide 

the user with the location of the queries conjunctive keywords within the encrypted database. 

Process 800 then ends. 

Figure 9 illustrates process 900 that is performed by a computer system to generate 

trapdoors in accordance with embodiments of this invention. Process 900 begins in step 

905 with process 900 first selecting the shortest clause from the queried conjunctive 

keywords that does not contain a NOT operator. Process 900 then proceeds to step 910 

whereby process 900 encrypts the keywords in the shortest clause using secret key KT. At 

step 915, the encrypted keywords are added to array stag[i] where i = 1 ... k, and where k is 

the total number of words in the shortest clause. The keywords from the remaining clauses 

in the queried conjunctive keywords are then added to array S[ ] at step 920 and the 

operators from the remaining clauses are added to array <t>[ ] at step 925. Process 900 will 

then generate decryption keys for each of the keywords in the shortest clause at step 930. 

These decryption keys will be used by the user at a later phase to decrypt the received index 

pairs to obtain the exact location of the queried conjunctive keywords in the encrypted 

database. 
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Figure 10 illustrates process 1000 that is performed by a computer system to 

compute search tokens for keywords in the remaining clauses after the shortest clause 

without a NOT operator has been selected from the queried conjunctive keywords in 

accordance with embodiments of this invention. Process 1000 begins in step 1005 with 

process 1000 receiving the total number of index pairs that have been retrieved for each 

keyword in the shortest clause. At step 1010, process 1000 selects the first keyword in the 

shortest clause. Process 1000 then selects the first keyword from another clause in the 

queried conjunctive keywords at step 1015. Process 1000 then acquires the number of index 

pairs that have been retrieved for the selected keyword from the shortest clause and goes 

on to initialize a counter to track the search tokens that are generated for each retrieved 

index pair. When the process is first initialized, the value of the counter is set as 1. This 

occurs at step 1020. A search token for a first retrieved index pair (i.e. counter =1), the 

selected keyword from the shortest clause and the selected keyword from the other clause is 

then generated at step 1025. The generated search token is then added to array token [ ] 

at step 1030. Process 1000 then determines at step 1040 whether there is another keyword 

in the other clauses. If there is still another keyword in the other clauses, process 1000 

proceeds to step 1045 whereby process 1000 selects the next keyword in the other clauses. 

Process 1000 then returns to step 1025 where a search token for a first retrieved index pair 

(i.e. counter = 1), the selected keyword from the shortest clause and the newly selected 

keyword from the other clause is then generated. Process 1025 to 1045 repeats until all the 

keywords in the other clauses have been selected. Once process 1000 determines at step 

1040 that there are no more keywords in the other clauses to be selected, process 1000 

proceeds to step 1050. 

At step 1050, process 1000 determines whether there is another index pair that has 

been retrieved for the selected keyword from the shortest clause. If process 1000 
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determines that there is another index pair that has been retrieved for the selected keyword 

from the shortest clause, process 1000 proceeds to step 1055. At step 1055, process 1000 

transmits array token[ ], the number of the selected keyword in the shortest clause to the 

server to be further processed. Process 1000 then proceeds to step 1060 whereby the 

value of counter is incremented by 1 and process 1000 proceeds to select the first keyword 

from the other clauses. This would mean that process 1000 is now going to generate search 

tokens for the next index pair that has been retrieved for the selected keyword from the 

shortest clause. Process 1000 then returns to step 1025 where a search token for the next 

retrieved index pair (i.e. counter = 2), the selected keyword from the shortest clause and the 

selected keyword from the other clause, which has been reset to the first keyword, is then 

generated. Processes 1055 to 1050 repeats until process 1000 determines at step 1050 

that there are no other index pairs that have been retrieved for the selected keyword from 

the shortest clause. 

Process 1000 then proceeds to step 1065. At step 1065, process 1000 determines 

whether there is another keyword in the shortest clause. If process 1000 determines that 

there is another keyword in the shortest clause, process 1000 then proceeds to step 1070 

else process 1000 ends. At step 1070, process 1000 will then proceed to select the next 

keyword in the shortest clause. Process 1000 then returns to step 1015 whereby the search 

token generation process is then repeated for the selected keyword from the shortest clause. 

Processes 1070 to 1065 repeats until process 1000 determines at step 1065 that there are 

no other keywords in the shortest clause. Process 1000 then ends. 

Figure 11 illustrates process 1100 that is performed by a computer system to 

determine whether a queried conjunctive keyword is present in the encrypted database 

using search tokens that were generated by the processes described in Figure 10. Process 

1100 begins in step 1105 by receiving array token[ ], the value of counter and i, where i is 
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the number of the presently selected keyword in the shortest clause. At step 1110, process 

1100 then retrieves the relevant index pair from array t[i], i.e. the counter-th index pair in t[i], 

and where t[i] corresponds to the retrieved index pairs for the ith keyword in the shortest 

clause. At this stage, it would be useful to recall that each index pair comprises of two 

elements, a first element "e" and a second element "y". Process 1100 then proceeds to 

select the first search token from array token[ ] at step 1115. The selected search token is 

then raised to the exponent of the second element of the index pair, i.e. y. Process 1100 

then compares the result of step 1115 with the elements contained in the Bloom filter. If a 

match is found, process 1100 proceeds to step 1135 where array test[j] is set as TRUE and 

where j is the number of the keyword obtained from the other clauses in the queried 

conjunctive keywords. Process 1100 then proceeds to step 1140. Alternatively, if a match 

is not found, process 1100 proceeds to step 1130 where array test[j] is set as FALSE and 

where j is the number of the keyword obtained from the other clauses in the queried 

conjunctive keywords. Process 1100 then proceeds to step 1140. 

At step 1140, process 1100 determines whether there is another search token in 

array token[ ]. If there is another search token in token[ ], process 1100 proceeds to step 

1145. At step 1145, process 1100 will select the next search token in token[ ] and then 

proceeds to step 1120 whereby this newly selected search token will be raised to the 

exponent of the second element of the index pair, i.e. y. Process 1145 to 1140 will keep 

repeating until there are no more search tokens in array token[ ]. Process 1100 will then 

proceed to step 1150. 

At step 1150, the array test[ ] will be evaluated with the array <t>[ ]. To recap, array 0[ ] 

contains all the operators from the remaining clauses. For example, if test[ ] comprises 

{FALSE, FALSE, TRUE} and if array <J>[ ] comprises {OR, OR}, when these two arrays are 

evaluated, this would result in a TRUE result, because (FALSE or FALSE or TRUE) = TRUE. 
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If step 1150 returns a TRUE result, process 1100 will progress to step 1155 where the first 

element of the index pair, i.e. "e", will be transmitted to the user device. Process 1100 then 

ends. Alternatively, if step 1150 returns a FALSE result, process 1100 will then end. 

Processes provided by instructions stored in a media are executed by a processing 

unit in a computer system. A computer system may be provided in one or more mobile 

devices and/or computer servers to provide this invention. The instructions may be stored 

as firmware, hardware, or software. Figure 12 illustrates an example of such a processing 

system. Processing system 1200 may be the processing system in the mobile devices 

and/or servers that execute the instructions to perform the processes for providing a method 

and/or system in accordance with embodiments of this invention. One skilled in the art will 

recognize that the exact configuration of each processing system may be different and the 

exact configuration of the processing system in each mobile device may vary and Figure 12 

is given by way of example only. 

Processing system 1200 includes Central Processing Unit (CPU) 1205. CPU 1205 is 

a processor, microprocessor, or any combination of processors and microprocessors that 

execute instructions to perform the processes in accordance with the present invention. 

CPU 1205 connects to memory bus 1210 and Input/ Output (I/O) bus 1215. Memory bus 

1210 connects CPU 1205 to memories 1220 and 1225 to transmit data and instructions 

between memories 1220, 1225 and CPU 1205. I/O bus 1215 connects CPU 1205 to 

peripheral devices to transmit data between CPU 1205 and the peripheral devices. One 

skilled in the art will recognize that I/O bus 1215 and memory bus 1210 may be combined 

into one bus or subdivided into many other busses and the exact configuration is left to those 

skilled in the art. 
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A non-volatile memory 1220, such as a Read Only Memory (ROM), is connected to 

memory bus 1210. Non-volatile memory 1220 stores instructions and data needed to 

operate various sub-systems of processing system 1200 and to boot the system at start-up. 

One skilled in the art will recognize that any number of types of memory may be used to 

perform this function. 

A volatile memory 1225, such as Random Access Memory (RAM), is also connected 

to memory bus 1210. Volatile memory 1225 stores the instructions and data needed by 

CPU 1205 to perform software instructions for processes such as the processes required for 

providing a system in accordance with embodiments of this invention. One skilled in the art 

will recognize that any number of types of memory may be used as volatile memory and the 

exact type used is left as a design choice to those skilled in the art. 

I/O device 1230, keyboard 1235, display 1240, memory 1245, network device 1250 

and any number of other peripheral devices connect to I/O bus 1215 to exchange data with 

CPU 1205 for use in applications being executed by CPU 1205. I/O device 1230 is any 

device that transmits and/or receives data from CPU 1205. Keyboard 1235 is a specific type 

of I/O that receives user input and transmits the input to CPU 1205. Display 1240 receives 

display data from CPU 1205 and display images on a screen for a user to see. Memory 

1245 is a device that transmits and receives data to and from CPU 1205 for storing data to a 

media. Network device 1250 connects CPU 1205 to a network for transmission of data to 

and from other processing systems. 

The above is a description of embodiments of a system and process in accordance 

with the present invention as set forth in the following claims. It is envisioned that others 

may and will design alternatives that fall within the scope of the following claims. 
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CLAIMS: 

1. A method for querying a symmetrically encrypted database for conjunctive keywords 

comprising: 

symmetrically decrypting the encrypted database and associating each keyword from the 

decrypted database with a file identity; 

generating an encrypted index table using keywords from the decrypted database, the 

encrypted index table comprising symmetrically encrypted keywords and their associated 

index pairs, wherein each encrypted keyword that is encrypted using secret key KT is 

associated with at least an index pair, and wherein each index pair comprises an e 

parameter and a y parameter; 

populating a Bloom filter with elements that each contain a symmetrically encrypted 

keyword from the database and a symmetrically encrypted file identity that is associated with 

the keyword; 

receiving queried conjunctive keywords and selecting a shortest clause without a NOT 

operator from the conjunctive keywords; 

generating trapdoors for all keywords contained in the selected shortest clause and 

retrieving corresponding index pairs for the keywords from the encrypted index table using 

the generated trapdoors; 

computing a group of search tokens for each of the keywords in the shortest clause 

wherein each group of search tokens is associated with an index pair retrieved for a keyword 

from the shortest clause and with keywords from the other clauses in the conjunctive 

keywords; 

determining whether conjunctive keyword permutations are available in the encrypted 

database by evaluating a group of computed search tokens with operators contained in the 

other clauses; and 
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if the evaluation of the group of computed search tokens with operators contained in the 

other clauses returns a positive result, decrypting an e parameter of an index pair associated 

with the group of computed search tokens to obtain a file identity associated with the queried 

conjunctive keywords. 

2. The method according to claim 1 wherein the e parameter in the index table is calculated 

using the following equation: 

e = Enc (KE, file ID) 

where KE = F(Ks,Wi), F is a pseudorandom function, Wj represents a keyword from the 

database, file ID is a file identity associated with W|, Ks is a secret key and Enc is a 

symmetric encryption function. 

3. The method according to claim 1 wherein the y parameter in the index table is calculated 

using the following equation: 

_ xid/geID 
y ~ Fp(Kz,wi\ \ c) 

where xidfi|© !D = FP(K|D, file ID), FP is a pseudorandom function, Kz and K,D are secret 

keys, W| represents a keyword from the database, file ID is a file identity associated with 

Wi, and c is a counter to track the number of index pairs created for Wi 

4. The method according to claim 1 wherein each element in the Bloom Filter is defined by 

the following equation: 

gFp(Kx,w{)-xidfue ID 

where xidfii© iD = FP (K,D, file ID), FP is a pseudorandom function, Kx and K|D are secret 

keys, Wi represents a keyword from the database, and file ID is a file identity associated 

with Wi. 
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5. The method according to claim 1 wherein the computing the group of search tokens for 

each of the keywords in the shortest clause comprises computing each search token 

using the following equation: 

token[c][j] = gFp(.KxAj>Fp(KzAi\\c)-y 

where qj is the jth selected keyword from the other clauses, qi is the ith selected keyword 

from the shortest clause, c is a counter showing the number of an index pair retrieved for 

qil j is the number of the selected keyword from the other clauses, FP is a pseudorandom 

function, Kx, Kz are secret keys and y is a parameter obtained from the selected index 

pair. 

6. The method according to claim 1 wherein the generating of trapdoors for all keywords 

contained in the selected shortest clause comprises: 

encrypting each keyword in the shortest clause using secret key KT. 

7. The method according to claim 1 wherein the determining whether conjunctive keyword 

permutations are available in the encrypted database by evaluating a group of computed 

search tokens with operators contained in the other clause comprises: 

creating a test array for storing an array of TRUE or FALSE results; 

comparing each search token from the computed group of search tokens with elements 

contained in the Bloom filter to determine whether there is a match, and populating the test 

array with the results from the comparison; 

evaluating the populated test array with an operator array, wherein the operator array 

contains operators from the other clauses; and 

providing a positive or negative result depending on the evaluation outcome. 
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8. The method according to claim 1 wherein the decrypting of an e parameter of an index 

pair associated with the group of computed search tokens comprises: 

generating a decryption key for a keyword from the shortest clause that is associated 

with the group of computed search tokens using the following equation: 

KE = F(Ks,qi) 

where qi is the ith selected keyword from the shortest clause, Ks is a secret key and F is 

a pseudorandom function; and 

decrypting the e parameter using the following equation: 

file ID = Dec(KE,e) 

where file ID is a file identity associated with q, and Dec is a symmetric decryption 

function. 

9. A system for querying a symmetrically encrypted database for conjunctive keywords 

comprising: 

a processing unit; and 

a media readable by the processing unit, the media storing instructions that when 

executed by the processing unit, cause the processing unit to: 

decrypt the encrypted database and associate each keyword from the decrypted 

database with a file identity; 

generate an encrypted index table using keywords from the decrypted database, the 

encrypted index table comprising symmetrically encrypted keywords and their associated 

index pairs, wherein each encrypted keyword that is encrypted using secret key KT is 

associated with at least an index pair, and wherein each index pair comprises an e 

parameter and a y parameter; 
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populate a Bloom filter with elements that each contain a symmetrically encrypted 

keyword from the database and a symmetrically encrypted file identity that is associated 

with the keyword; 

receive queried conjunctive keywords and selecting a shortest clause without a NOT 

operator from the conjunctive keywords; 

generate trapdoors for all keywords contained in the selected shortest clause and 

retrieving corresponding index pairs for the keywords from the encrypted index table 

using the generated trapdoors; 

compute a group of search tokens for each of the keywords in the shortest clause 

wherein each group of search tokens is associated with an index pair retrieved for a 

keyword from the shortest clause and with keywords from the other clauses in the 

conjunctive keywords; 

determine whether conjunctive keyword permutations are available in the encrypted 

database by evaluating a group of computed search tokens with operators contained in 

the other clauses; and 

if the evaluation of the group of computed search tokens with operators contained in 

the other clauses returns a positive result, decrypting an e parameter of an index pair 

associated with the group of computed search tokens to obtain a file identity associated 

with the queried conjunctive keywords. 

10. The system of claim 9 wherein the instructions to generate the encrypted index table 

comprise: 

instructions for directing the processing unit to: 

compute the e parameter in the index table using the following equation: 

e = Enc (KE, file ID) 
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where KE = F(Ks,Wi), F is a pseudorandom function, w, represents a keyword from the 

database, file ID is a file identity associated with Wj, Ks is a secret key and Enc is a 

symmetric encryption function. 

11. The system of claim 9 wherein the instructions to generate the encrypted index table 

comprise: 

instructions for directing the processing unit to: 

compute the y parameter in the index table using the following equation: 

_ xidfiie ID 
Fp{Kz>wi\ \ c) 

where xidfiie ID = FP(K|D, file ID), FP is a pseudorandom function, Kz and K|D are secret 

keys, W| represents a keyword from the database, file ID is a file identity associated with 

W|, and c is a counter to track the number of index pairs created for W|. 

12. The system of claim 9 wherein the instructions to populate the Bloom Filter comprise: 

instructions for directing the processing unit to: 

compute each element in the Bloom Filter using the following equation: 

gFpiKx.wO-Xidfiie ID 

where xidfneiD = FP(K|D, file ID), FP is a pseudorandom function, Kx and K|D are secret 

keys, W| represents a keyword from the database, and file ID is a file identity associated 

with W|. 

13. The system of claim 9 wherein the instructions to compute the group of search tokens for 

each of the keywords in the shortest clause comprise: 

instructions for directing the processing unit to: 

compute each search token using the following equation: 



36 

token[c][j] = gFp^KX'<iJ>Fp(.Kz>flt\\c)y 

where qj is the jth selected keyword from the other clauses, qi is the ith selected 

keyword from the shortest clause, c is a counter showing the number of an index pair 

retrieved for qi; j is the number of the selected keyword from the other clauses, FP is a 

pseudorandom function, Kx, Kz are secret keys and y is a parameter obtained from the 

selected index pair. 

14. The system of claim 9 wherein the instructions to generate trapdoors for all keywords 

contained in the selected shortest clause comprise: 

instructions for directing the processing unit to: 

encrypt each keyword in the shortest clause using secret key KT. 

15. The system of claim 9 wherein the instructions to determine whether conjunctive 

keyword permutations are available in the encrypted database by evaluating a group of 

computed search tokens with operators contained in the other clause comprise: 

instructions for directing the processing unit to: 

create a test array for storing an array of TRUE or FALSE results; 

compare each search token from the computed group of search tokens with 

elements contained in the Bloom filter to determine whether there is a match, and 

populating the test array with the results from the comparison; 

evaluate the populated test array with an operator array, wherein the operator array 

contains operators from the other clauses; and 

provide a positive or negative result depending on the evaluation outcome. 

16. The system of claim 9 wherein the instructions to decrypt an e parameter of the index 

pair associated with the group of computed search tokens comprise: 
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instructions for directing the processing unit to: 

generate a decryption key for a keyword from the shortest clause that is associated 

with the group of computed search tokens using the following equation: 

KE = F(Ks.qi) 

where qi is the ith selected keyword from the shortest clause, Ks is a secret key and F 

is a pseudorandom function; and 

decrypt the e parameter using the following equation: 

file ID = Dec(KE,e) 

where file ID is a file identity associated with q, and Dec is a symmetric decryption 

function. 


