does not exist in the identification database, adding the identification to the

identification database.

[11] In some embodiments, the method further comprises: in response to
determining that the timestamp is within the validation range and the identification
does not exist in the identification database, adding the candidate transaction to a

cache for storing candidate transactions.

[12] In some embodiments, the method further comprises: in response to
determining that the timestamp is not within the validation range, returning an error

message to a computing device that submitted the candidate transaction.

[13] In some embodiments, the method further comprises: in response to
determining that the identification exists in the identification database, determining

that the candidate transaction is associated with the replay attack.

[14] In some embodiments, the method further comprises: performing consensus
verification, wherein the candidate transaction is included in the consensus
verification if the candidate transaction is determined not to be associated with the

replay attack.

[15] In some embodiments, the method further comprises: synchronizing the
identification database with one or more other blockchain nodes; verifying if the
timestamp is within the validation range and if the identification of the candidate
transaction exists in the synchronized identification database; in response to
determining that the timestamp is within the validation range and the identification
does not exist in the synchronized identification database, determining that the
candidate transaction is not associated with the replay attack; and in response to
determining that the identification exists in the synchronized identification database,

determining that the candidate transaction is associated with the replay attack.

[16] In some embodiments, before obtaining the at least one candidate
transaction, the method further comprises: synchronizing the identification database

with one or more other blockchain nodes.
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consensus verification. In any of the disclosed blockchain systems, performing the
consensus Vverification may not be able to detect replay attack, and the disclosed

methods may achieve replay attack detection.

[74] In some embodiments, the method 400 further comprises: synchronizing the
identification database with one or more other blockchain nodes; verifying if the
timestamp is within the validation range and if the identification of the candidate
transaction exists in the synchronized identification database; in response to determining
that the timestamp is within the validation range and the identification does not exist in
the synchronized identification database, determining that the candidate transaction is
not associated with the replay attack; and in response to determining that the
identification exists in the synchronized identification database, determining that the
candidate transaction is associated with the replay attack. For example, in ethereum
system, optionally, the timestamp and identification verification may be performed again
after the consensus nodes perform the round of consensus verification. By the
consensus verification, the identification database and/or the pool database may be

synchronized among the blockchain nodes.

[75] In some embodiments, before obtaining the at least one candidate transaction,
the method 400 further comprises: synchronizing the identification database with one or
more other blockchain nodes. For example, in the PBFT system, a single blockchain
node (e.g., the primary node) may be in charge of initiating consensus verification. After
receiving candidate transactions, non-primary blockchain nodes (e.g., backup nodes)
may forward the candidate transactions to the primary node. The primary node may
perform the method 400 after receiving the candidate transactions and before the
consensus verification is performed. After the consensus verification is performed, the
non-primary nodes may synchronize their list of candidate transactions with the primary
node to execute the candidate transactions. Thus, the non-primary nodes may or may
not perform the method 400 after the consensus verification and before executing the

candidate transactions.

[76] For another example, in the HoneyBadger or Hashgraph system, each
blockchain node may not forward the candidate transaction that it receives. Each
blockchain node may initiate consensus verification for the received candidate
transaction. Thus, if an authentic transaction and a replay attack transaction are sent

respectively to two different blockchain nodes that each perform the method 400,
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services, and provide a user interface functionality, such as a graphical user

interface (“GUI”), among other things.

[88] FIG. 5 illustrates a block diagram of an exemplary computer system 550 for
detecting replay attack, in accordance with various embodiments. The system 550
may be an exemplary implementation of node 1, a combination of node A and node
1, node 2, ... , node i of the system 100 of FIG. 1 or a similar device. The method
400 may be implemented by the computer system 550. The computer system 550
may comprise one or more processors and one or more non-transitory computer-
readable storage media (e.g., one or more memories) coupled to the one or more
processors and configured with instructions executable by the one or more
processors to cause the system or device (e.g., the processor) to perform the
method 400. The computer system 550 may comprise various units/modules
corresponding to the instructions (e.g., software instructions). In some embodiments,
the computer system 550 may comprise a first obtaining module 551 configured to
obtain at least one candidate transaction for adding to a blockchain, the obtained
candidate transaction comprising a timestamp; a first verifying module 552
configured to verify if the timestamp is within a validation range and if an
identification of the candidate transaction exists in an identification database; and a
first determining module 553 configured to, in response to determining that the
timestamp is within the validation range and the identification does not exist in the
identification database, determine that the candidate transaction is not associated
with a replay attack.

[89] FIG. 6 illustrates a block diagram of an exemplary computer system 560 for
detecting replay attack, in accordance with various embodiments. The system 560
may be an exemplary implementation of node 1, a combination of node A and node
1, node 2, ... , node i of the system 100 of FIG. 1 or a similar device. The method
450 may be implemented by the computer system 560. The computer system 560
may comprise one or more processors and one or more non-transitory computer-
readable storage media (e.g., one or more memories) coupled to the one or more
processors and configured with instructions executable by the one or more
processors to cause the system or device (e.g., the processor) to perform the

method 450. The computer system 560 may comprise various units/modules
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corresponding to the instructions (e.g., software instructions). In some embodiments,
the computer system 560 may comprise a second obtaining module 561 configured
to obtain at least one candidate transaction for adding to a blockchain; a second
verifying module 562 configured to verify if an identification of the candidate
transaction exists in an identification database, the identification database
comprising a plurality of identifications within a validation range; and a second
determining module 563 configured to, in response to determining that the
identification does not exist in the identification database, determine that the
candidate transaction is not associated with a replay attack.

[90] FIG. 7 is a block diagram that illustrates a computer system 700 upon which
any of the embodiments described herein may be implemented. The system 700
may be implemented in any of the nodes described herein and configured to perform
corresponding steps for detecting replay attack. The computer system 700 includes
a bus 702 or other communication mechanism for communicating information, one or
more hardware processor(s) 704 coupled with bus 702 for processing information.
Hardware processor(s) 704 may be, for example, one or more general purpose

MICroprocessors.

[91] The computer system 700 also includes a main memory 706, such as a
random access memory (RAM), cache and/or other dynamic storage devices,
coupled to bus 702 for storing information and instructions executable by
processor(s) 704. Main memory 706 also may be used for storing temporary
variables or other intermediate information during execution of instructions
executable by processor(s) 704. Such instructions, when stored in storage media
accessible to processor(s) 704, render computer system 700 into a special-purpose
machine that is customized to perform the operations specified in the instructions.
The computer system 700 further includes a read only memory (ROM) 708 or other
static storage device coupled to bus 702 for storing static information and
instructions for processor(s) 704. A storage device 710, such as a magnetic disk,
optical disk, or USB thumb drive (Flash drive), etc., is provided and coupled to bus

702 for storing information and instructions.

[92] The computer system 700 may implement the techniques described herein

using customized hard-wired logic, one or more ASICs or FPGAs, firmware and/or
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program logic which in combination with the computer system causes or programs
computer system 700 to be a special-purpose machine. According to one
embodiment, the operations, methods, and processes described herein are
performed by computer system 700 in response to processor(s) 704 executing one
or more sequences of one or more instructions contained in main memory 706. Such
instructions may be read into main memory 706 from another storage medium, such
as storage device 710. Execution of the sequences of instructions contained in main
memory 706 causes processor(s) 704 to perform the process steps described
herein. In alternative embodiments, hard-wired circuitry may be used in place of or in

combination with software instructions.

[93] The main memory 706, the ROM 708, and/or the storage device 710 may
include non-transitory storage media. The term “non-transitory media,” and similar
terms, as used herein refers to media that store data and/or instructions that cause a
machine to operate in a specific fashion, the media excludes transitory signals. Such
non-transitory media may comprise non-volatile media and/or volatile media. Non-
volatile media includes, for example, optical or magnetic disks, such as storage
device 710. Volatile media includes dynamic memory, such as main memory 706.
Common forms of non-transitory media include, for example, a floppy disk, a flexible
disk, hard disk, solid state drive, magnetic tape, or any other magnetic data storage
medium, a CD-ROM, any other optical data storage medium, any physical medium
with patterns of holes, a RAM, a PROM, and EPROM, a FLASH-EPROM, NVRAM,

any other memory chip or cartridge, and networked versions of the same.

[94] The computer system 700 also includes a network interface 718 coupled to
bus 702. Network interface 718 provides a two-way data communication coupling to
one or more network links that are connected to one or more local networks. For
example, network interface 718 may be an integrated services digital network (ISDN)
card, cable modem, satellite modem, or a modem to provide a data communication
connection to a corresponding type of telephone line. As another example, network
interface 718 may be a local area network (LAN) card to provide a data
communication connection to a compatible LAN (or WAN component to
communicated with a WAN). Wireless links may also be implemented. In any such

implementation, network interface 718 sends and receives electrical,
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CLAIMS:

1. A computer-implemented method for detecting replay attack, comprising:

obtaining at least one candidate transaction for adding to a blockchain, the
obtained candidate transaction comprising a timestamp;

verifying if the timestamp is within a validation range and if an identification of
the candidate transaction exists in an identification database; and

in response to determining that the timestamp is within the validation range
and the identification does not exist in the identification database, determining that

the candidate transaction is not associated with a replay attack.

2. The method of claim 1, wherein:

the candidate transaction comprises the timestamp and transaction
information; and

after obtaining the at least one candidate transaction and before verifying if
the identification of the candidate transaction exists in the identification database, the
method further comprises: determining a hash value based at least on the timestamp
and the transaction information, the hash value serving as the identification.

3. The method of claim 1, wherein:

the candidate transaction comprises the timestamp, transaction information,
and a hash value determined based at least on the timestamp and the transaction
information, the hash value serving as the identification; and

after obtaining the at least one candidate transaction and before verifying if
the identification of the candidate transaction exists in the identification database, the
method further comprises: verifying the identification by verifying the hash value
based at least on the timestamp and the transaction information.

4. The method of claim 1, wherein:

the timestamp is configured by a user terminal that initiated the at least one
candidate transaction; and

obtaining the at least one candidate transaction for adding to the blockchain

comprises receiving the candidate transaction from the user terminal.
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5. The method of claim 1, wherein:
the timestamp is configured by a blockchain node; and
obtaining the at least one candidate transaction for adding to the blockchain
comprises:
receiving at least one initiated transaction from a user terminal; and
adding the timestamp to the initiated transaction to obtain the at least

one candidate transaction.

6. The method of claim 1, further comprising:
in response to determining that the timestamp is within the validation range
and the identification does not exist in the identification database, adding the

identification to the identification database.

7. The method of claim 1, further comprising:

in response to determining that the timestamp is within the validation range
and the identification does not exist in the identification database, adding the
candidate transaction to a cache for storing candidate transactions.

8. The method of claim 1, further comprising:

in response to determining that the timestamp is not within the validation
range, returning an error message to a computing device that submitted the
candidate transaction.

9. The method of claim 1, further comprising:
in response to determining that the identification exists in the identification
database, determining that the candidate transaction is associated with the replay

attack.

10. The method of claim 1, further comprising:
performing consensus verification, wherein the candidate transaction is
included in the consensus verification if the candidate transaction is determined not

to be associated with the replay attack.

11. The method of claim 10, further comprising:
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synchronizing the identification database with one or more other blockchain
nodes;

verifying if the timestamp is within the validation range and if the identification
of the candidate transaction exists in the synchronized identification database;

in response to determining that the timestamp is within the validation range
and the identification does not exist in the synchronized identification database,
determining that the candidate transaction is not associated with the replay attack;
and

in response to determining that the identification exists in the synchronized
identification database, determining that the candidate transaction is associated with

the replay attack.

12. The method of claim 1, before obtaining the at least one candidate
transaction, further comprising:
synchronizing the identification database with one or more other blockchain

nodes.

13. The method of claim 1, wherein:
the identification database comprises information of transactions with

timestamps within a recent time period corresponding to the validation range.

14. The method of claim 1, wherein:
the validation range is based on another timestamp of a latest block of the
blockchain; and

the validation range is included in a genesis block of the blockchain.

15. The method of claim 1, wherein:
the validation range is based on an internal clock of a blockchain node that

performs the verifying if the timestamp is within the validation range.

16. A system for detecting replay attack, comprising one or more processors
and one or more non-transitory computer-readable memories coupled to the one or
more processors and configured with instructions executable by the one or more

processors to cause the system to perform operations comprising:
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obtaining at least one candidate transaction for adding to a blockchain, the
obtained candidate transaction comprising a timestamp;

verifying if the timestamp is within a validation range and if an identification of
the candidate transaction exists in an identification database; and

in response to determining that the timestamp is within the validation range
and the identification does not exist in the identification database, determining that

the candidate transaction is not associated with a replay attack.

17. The system of claim 16, wherein:

the candidate transaction comprises the timestamp and transaction
information; and

after obtaining the at least one candidate transaction and before verifying if
the identification of the candidate transaction exists in the identification database, the
method further comprises: determining a hash value based at least on the timestamp

and the transaction information, the hash value serving as the identification.

18. A non-transitory computer-readable storage medium configured with
instructions executable by one or more processors to cause the one or more
processors to perform operations comprising:

obtaining at least one candidate transaction for adding to a blockchain, the
obtained candidate transaction comprising a timestamp;

verifying if the timestamp is within a validation range and if an identification of
the candidate transaction exists in an identification database; and

in response to determining that the timestamp is within the validation range
and the identification does not exist in the identification database, determining that

the candidate transaction is not associated with a replay attack.

19. The storage medium of claim 18, wherein:

the candidate transaction comprises the timestamp and transaction
information; and

after obtaining the at least one candidate transaction and before verifying if

the identification of the candidate transaction exists in the identification database, the
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method further comprises: determining a hash value based at least on the timestamp

and the transaction information, the hash value serving as the identification.

20. The storage medium of claim 18, wherein:

the candidate transaction comprises the timestamp, transaction information,
and a hash value determined based at least on the timestamp and the transaction
information, the hash value serving as the identification; and

after obtaining the at least one candidate transaction and before verifying if
the identification of the candidate transaction exists in the identification database, the
method further comprises: verifying the identification by verifying the hash value

based at least on the timestamp and the transaction information.



