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We claim:

1. A container monitoring system configured to monitor access to and conditional status

of a container, the system comprising:

a first door controller module disposed in communication with a controller module,

the first door controller module configured to receive a first random generated code from the

controller module and further configured to store the first random generated code;

a second door controller module disposed in communication with the controller

module, the second door controller module configured to receive a second random

generated code from the controller module and further configured to store the second

random generated code,

wherein the controller module comprises a lens and a photodetector, the lens being

configured to receive an optical signal having a corresponding light pattern and direct the

optical signal to the photodetector, and wherein the controller module is configured to:

separately interrogate the first door controller and the second door controller;

establish one or more alarm conditions based on one or more signals received from

the first door controller and the second door controller; and

detect a shift in position of the light pattern of the optical signal along an axis of the

photodetector in response to the first door controller or the second door controller moving

with respect to the controller module,

wherein the one or more alarm conditions comprise an alarm condition wherein a

change in a position value, associated with the shift in position of the light pattern of the

optical signal, is above a predetermined threshold.

2. The system of claim 1, wherein the one or more alarm conditions comprise an alarm

condition based on errors in reception of at least one of the first random generated code

from the first door controller and the second random generated code from the second door

controller.
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3. The system of claim 1, wherein the one or more alarm conditions comprise an alarm

condition based on a power level of an optical signal received at the controller module from

at least one of the first door controller and the second door controller.

4. The system of claim 1, wherein the controller module contains a first optical

transceiver to optically communicate with the first door controller and a second optical

transceiver to optically communicate with the second door controller, and wherein the first

and second door controller modules are configured to transmit optical signals toward the

controller module.

5. The system of claim 1, wherein the controller module, the first door module, and the

second door module are configured for installation within a container and in arrangement

wherein the controller module is configured to be positioned proximate a middle header

region.

6. The system of claim 1, further comprising a wireless transceiver configured to

transmit data from the controller module to a wireless device that is remote from the

controller module.

7. The system of claim 1, wherein the lens of the controller module comprises a plano-

convex lens configured to focus optical signals received from the first and second door

controller module onto the photodetector of the controller module.

8. The system of claim 1, wherein the first and second door controller modules are

arranged so that optical transmitters disposed within the first and second door controllers are

configured to transmit light in a normal direction toward the plane of the photodetector of the

controller module.
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9. In a container monitoring system configured to monitor access to and conditional

status of a container, wherein components of the container monitoring system are configured

to be affixed to internal locations within the container, the system comprising:

a first door module comprising a power supply, an LED array, a photodetector, and a

first-door-module processor;

a second door module comprising a power supply, an LED array, a photodetector,

and a second-door-module processor;

a controller module assembly comprising a power supply, an LED array, a

photodetector array, and a controller-module processor, the controller-module processor

configured to generate psuedo-random code words for provision to the first-door-module

processor and the second-door-module processor, and wherein the controller-module

processor is further configured to determine an alarm event based on a shift in a position of

at least one of the first door module and second door module relative to the controller

module, wherein the shift in position of the at least one of the first door module and second

door module is determined based on a shift in position of light received at the photodetector

array from at least one of the LED array of the first door module and the LED array of the

second door module.

10. The system of claim 9, wherein the controller module is attached to a header portion

of a container, the first door module is attached to a first door of the container, and the

second door module is attached to a second door of the container, and wherein the

controller module determines positioning status information of the first and second doors by

communications with the first door module and the second door module.

11. The system of claim 9, the LED array of the controller module assembly comprising a

first LED positioned to communicate with the first door module and a second LED positioned

to communicate with the second door module.
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12. The system of claim 9, the photodetector array of the controller module comprising a

first lens positioned to receive an optical signal from the first door module and a second lens

positioned to receive an optical signal from the second door module.

13. The system of claim 9, the controller module further comprising an RF transceiver

enabling the controller module to wirelessly communicate with a remote wireless device, and

wherein the controller module is configured to receive wireless arm and disarm commands

from a wireless device, and in response to the commands, arm or disarm the system to

monitor a container.

14. The system of claim 9, the first door module and the second door module each

comprising a reflective surface positioned to reflect a light signal received from the controller

module back to the controller module.

15. The system of claim 9, wherein the controller module is configured to generate the

pseudo-random code words using the Park-Miller-Carta pseudo random number generator

(PRNG).

16. The system of claim 9, wherein the controller-module processor, the first-door-

module processor, and the second-door-module processor are configured to communicate

with each other using a segmented, pulsed optical communication protocol.

17. The system of claim 9, wherein the controller module processor is configured to

determine an alarm event based on data received from at least one of the first door module

and the second door module.
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18. The system of claim 9, wherein the controller-module processor is further configured

to select one or more particular LEDs from the LED array of the first door module and one or

more particular LEDs from the LED array of the second door module for optical

communication with the controller module.

19. The system of claim 18, wherein the LEDs in at least one of the LED array of the first

door module and LED array of the second door module are configured to transmit, in

sequence, light to the photodetector array of the controller module during initialization of the

container monitoring system.

20. The system of claim 18, wherein each LED of a plurality of LEDs in the respective

LED array of at least one of the first door module and second door module is positioned to

transmit light, having a respective light pattern, to the photodetector array of the controller

module, and wherein the controller-module processor selects the one or more particular

LEDs for optical communication with the controller module based on the respective light

pattern.


