PCT/US2016/062173
1/11

WO 2017/091399

I 'Old s~ -

SUOIJOBUUOY) JBJj0JIUOY) |
e
N | Jabouppy
Y Y UORDZIDNUIA
auibu3
sjuloq [ouo) M Buiyosd sUIYION H JONIQ 2000 | |
JosinadAH J - : JosiuadAy
F: yz1 | [ IPPHIA Onuowag Mﬁ ] - oLl
9|0Su0)
) [0z eoods jpsy) | oy} soods puy) | Ofl sods ALy uawoBoUD
o71| 84 900dg Jas() ge| @o0dg Jaspy gz| 9oodg Jasy > oA
soppayu) aubug | [* 30D L3
buijyold auiydop \4 Jonug 9omeq Rl
jorip opuowes || L JosinadAy el Zil
suonaijddy \J |oo] Buipjold \.4 |oo] sisAjouy A4y,
¢cl wl L
SOUIYIDH
SOUIYODJY [ONUIA }s8ng JUBUIRINSDAN vsmw: | SOUIYIDI HNDA [ONHIA [e—| JoBoitby
» joaly]
uMouY
Y01 801
001

vil



WO 2017/091399

To Vault
Management

Console 112
e e |

PCT/US2016/062173
2/11
From Known Threat
A Aggregator 114 106
Virtual Vault Machine
Y 132 > 202
. Database To Trusted
AnT(le?'S SO — - Measurement
00 e« Machine 108
-
Hypervisor
Device Driver ,\_/134
Interface
User Space 128 | _ ______________ .
Kernel Space 130
Hypervisor /\/135
Device Driver
A

FIG. 2




WO 2017/091399 PCT/US2016/062173
3/11

To Known Threat

Aggregator 114 108

) /

Trusted Measurement Machine

To
Virtual Vault v 142 — 300
Machine 106 »
~—— > Profiing [~

| . Tool
To Vault
Management ?
Console 112

v

Semantic Virtual Machine 144

Profiling Engine Interface Bl
| User Space 138 __ | ________________
Kernel Space 140

Semantic Virtual Machine | 146

Profiling Engine

FIG. 3



WO 2017/091399 PCT/US2016/062173

4/11

Guest Virtual Machine

Applications ~—122

User Space 118
Kernel Space 120 404| 126 406
~ e

wa ooy | [l ] | [T o
T o L]
126 126 126
Hypervisor Control Points | ~~ 124
A
-~ 152

To Hypervisor 102

FIG. 4



WO 2017/091399

PCT/US2016/062173
5/11
/402
Core 1 Core 2
402A ~— Available to Available to —~——-402B
Guest Virtual Guest Virtual
Machine 104 Machine 104
Core 3 Core 4
Available to Available to
4020—" Gyest Virtual Hypervisor Control 4020
Machine 104 Points 124

FIG. 5



WO 2017/091399 PCT/US2016/062173

6/11

600

602

Detect a trigger that indicates to measure

one or more virtual machine operating
characteristics metadata from a guest virtual
machine at hypervisor?

Send a measurement request to a hypervisor control point of the guest J‘*
virtual machine to request the virtual machine operating characteristics
metadata from the guest virtual machine in response to the trigger

Receive the virtual machine operating characteristics metadata from the ,\906

hypervisor control points in response to the measurement request

Forward the virtual machine operating characteristics metadata to virtual ,\_6/08

vault machine using a secure virtual network connection

END

FIG. 6



WO 2017/091399 PCT/US2016/062173

7/11

700

START

702
Receive a measurement request that identifies virtual machine
operating characteristics metadata from a hypervisor using a hypervisor connecting interface
, . ¢ . 704
Select one or more virtual machine measurement points to collect the L~
virtual machine operating characteristics metadata identified in the measurement request
¢ 706
——————>| Query one or more of the selected virtual machine measurement points
— ) . ¢ — 708
Receive virtual machine operating characteristics metadata from the L ~_~
queried virtual machine measurement points
¢ 710
Determine whether all of the selected virtual machine measurement points L~
have been queried and retumed virtual machine operating characteristics metadata
712
All virtual machine operating

characteristics metadata received?

714
Generate a packet that comprises at least a portion of the | _ 7

requested virtual machine operating characteristics metadata

¢ 716
Send the packet to the hypervisor

END

FIG. 7



WO 2017/091399 PCT/US2016/062173

8/11

e

808

802
Virtual vault machine receives a packet comprising virtual machine operating
characteristics metadata at a hypervisor device driver
. — , - 804
The hypervisor device driver forwards the virtual machine operating
characteristics metadata to an analysis tool using a hypervisor device driver interface
_ . Y 806
The analysis tool analyzes the virtual machine operating characteristics metadata |~ "
using a machine learning algorithm ’
812

Do the virtual machine
operating characteristics

metadata correlate with a
healthy cluster of known
guest virtual machines?

816

Do the virtual machine
operating characteristics
metadata correlate with a

compromised cluster of known

guest virtual machines?

The analysis tool classifies the 814 \,\ v
quest virtual mochine as healthy fJ The andlysis tool classifies the guest
virtual machine as unknown

The analysis tool classifies the guest
virtual machine as compromised

818
! The analysis tool removes any virtual machine operating characteristics metadata | /\/
Lo that are not relevant to the determined classification 3
; 820
The analysis tool generates analysis results by combining the virtual |~

machine operating characteristics metadata with the determined classification

Y 822
The analysis tool sends the analysis L~
results to a voult management console

END

FIG. 8



WO 2017/091399 PCT/US2016/062173

9/11

900
START l

y 902
Trusted measurement machine receives virtual machine operating L~
characteristics metadata for a guest virtual machine at a profiling tool

!

The profiling tool forwards the virtual machine operating 904
characteristics metadata to a semantics virtual machine profiling engine using | ~_

a semantics virtual machine profiling engine interface to generate target

profiles based on the virtual machine operating characteristics metadata

906
The semantics virtual profiling engine sends the target profiles to the profiling L~
tool using the semantics virtual machine profiling engine interface

908
The profiling tool compares the virtual machine operating ~_
characteristics metadata to the target profiles

914

Do the virtual machine
operating characteristics
metadata match a
healthy configuration?

Do the virtual machine

operating characteristics
metadata match a

compromised configuration ?

9%2 918
The profiling tool classifies the | | The profiling tool classifies the guest| | The profiling tool classifies the guest
guest virtual machine as healthy virtual machine as compromised virtual machine as unknown

I J

- y 920
The profiling tool sends the determined classification to ~_
a vault management console

i The profiling tool stores the virtual machine operating 4
L characteristics metadata and the determined classification _J




PCT/US2016/062173

WO 2017/091399

10/11

0101

«

O "Old

sjuiog
JUBLIBINSDIN
SUIGODH [NV

8001

N

9001

(

¥001

(

c001

&

Kiousop so/qp] 9604 fowap s9qp] Kiowsp
D2ISAl -t - paIshl ] [DRLIA
_ @L_n_ papua)x3 _ﬁswn_ abpg 3s9n9) o003y
20MpIDH |DA1sAYd JosinadAy SUIYODW [DNUIA 158n9
¢lol A 701

000}




PCT/US2016/062173

WO 2017/091399

11/11

LE Ol

aN3
6 SISA|DUD JO} BUIYIDUS }NDA [DNHIA
91117 ULDD U Jabbli ZL L1710y vjopojw Alowsw sulyoDWw [onpIA 3} PusS
pasiwoidwod st DYDPOW pasiwoidwod jou si DJOPDJAW
L1171 fowsw suyopw [RUIA 2y} DY} SUILLISKRQ 0L 117 ™1 fiowsw auyopw {oNuIA 3y} JoY} AulLa}eq
Jowos ay} oyppojew Alowaw
JosiuadAy sy} pup ojopojsw Alowsw
BUIYODW [ONYIA BY) Bl
8011
901 1™ 0yopojaw Klowsw JosiaiadAy sy} 0} DIDpDISW AJOWSW SUIYODW [ONHIA 3y} aindwo)
aUIYODW [DNIA 3S3ND BY} YYM PaIDISOSSD
FOLI™™1  1osmadfy o wouy ojopojow Kiowaw Josiniadky 30e)j0)
2011 2uoow jomua }sonb D W01} DIOPDJSLU KlOWISW SUIYODW [DNYIA }08]j0)
LIS
" s |



