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o N ooz oo nerves

This invention rel at essids0 a net wor k efdevices—which
communi cate with each other via radio fre uenc
BACKGROUND OF THE | NVENTI ON 10 A netvvor MWHW

can be created by arranging a group of h
can communicate wth each other via rad| o*mowq'uency
(RF) nmeans to transmt data between the devices.

Pr ovRAdIQ@ R TWORK GONMMUNECATEON SYSTEM ANDPRAIOECOL
of the maxi mum conmuni cati ons range of each devi ce,
each device can effectively comunicate with each

Tﬁgﬁgg%i/gmn the network. 15 In many such networks,

y all be transceivers, ie are each

'ITﬁ§ﬁﬁRJn?ioﬁfrelaQé§ 15 4 AANITKJf I RgiRE qsffl'[xg‘f ‘%Mﬁucftg wftﬁ' 8ach other
purpose of transferring an i1temo at one

viacidiofrefi@mcpant |y as a transnitter while other

devices act predominantly as receivers. 20 The
present invention is to be used in a "point to

G
A ABML 6880 Alevifes dalibe Jr@atgmnelfi ar%éingﬂ % glo@tdgv%ces which can

conmuni cati1 on system coO

coatrautiRate®ithighch\wehey v1HQﬁ@10Q§ec§1h§\cg (RBJ midams €S frahsinitifata

network 25 sinultaneously. Arelia point to
between st deviceso ftronidest theheaghsofdive aielvms ig withim et fange of the

of. a
maximum communications range of each device, each device can effectively

communicate with each other device in the network.

In many such networks, the devices may all be transceivers, ie are each capable of

both transmitting and receiving. For the purpose of transferring an item of data, one

device acts predominantly as a transmitter while other devices act predominantly as

receivers.

The present invention is to be used in a “point to multipoint” system as opposed to a

“point to point” system in which communications occur between only two devices at

a time. In a point to multipoint communication system,' communications occur
between one device and two or more of the other devices in the network

simultaneously.

A reliable “point to multipoint” communication system allows the creation of a
shared network variable. This is a variable which is known to all of the devices in
the network. For example, if one device wants to change the value of the shared
network variable, it must transmit a request and be guaranteed that all devices

receive and process the updated variable simultaneously. If the update cannot be



15

30

shared network variable. This is a variable whichis

known to all of the devices in the network. For

§ &%'J%u'f one device wants to change the val ue o f
he shared 30 network variable, it nust transitA% Fuovaonoss

request and be guaranteed that all devices receive

and process the updated variable sinmultaneously. If

t he update cannot be 1 V1 :0 2003/ Q5811 1 :

1/:1L""2UU~/ A U 3 nade si nultaneously, or not all

mad@%ﬁﬁﬂtaﬂ@épﬁﬁsof Rot ?oﬁ@r%(&e rﬁet%xmhg Qdfg‘t{?e ! hecPate, then

e netwo floes nho ave a S

the narwsﬂadmtr_mmsv&arshakacpﬁetw&RWaHasle@r eation of a
net wor k whi ch has no central 5 controller. Al of the

essential data about the operation and control of the
twork is _known by each device in the network

Shar W%ke%@b}es aliqa the Geetion pta ngwedawhich Wcueenuaé

ot her, devi

contrbflet. SRR RPESeRfalibte phiR FiaribratiGh P cgRiol 9 e network is
knowd bpWach Bévie@i fHé' néiivo‘i'l?!irﬁﬁﬁacﬁl{%&éfg Iy? T g&% chwﬂé dfuditéa by

sinplified, nore flexible,

any dewmqmmdhe wietworledtanykimeavidregd] athep deeiebs afe g&d‘thfl@zbﬂ 26 update
si ngl e_comuni cation action between each of the

their éétﬂ %@rqhs\gbé r B aflewsthe gontgobef devigesanishirt themetwork to be
bet d
simpl[fi88 A8k BRBRTAAG IS LIS wheBirontiasad itk natvarks haying a

centrl cdHM Sl anscei ver/recei vers of the data. The
Transaction also 15 i ncludes data sent fromthe
transcei ver /receivers to the transceiver/transmtter
as to each other of the transceiver/ receiver

. a wel |
A Smﬂ&ﬁ%@g‘w aediondekweemeadly ef theslevises is hergigvraferred to as a

f.0 ion, ;,transmts the,data to
rarsfR, OB POBRSIRY AN AR A0S 00 which
transiifse 6 @b bAé bi’ hejie %én%@élvel")‘?éée@v&s 7 heE Qata I Transaction also

receives that data within the Transaction, is returne 8

includes dstaaseﬁf)frbnaﬁedemex/vee,&etmeérs tbtthwddns&ﬂveﬂ)/dﬁr@hﬁﬂé’r as
t hat wbt e same Transaction, a given
well 35 G gacbiafher of the Erapsceivier/ reqeiverdeyieasiin thnalvkorswile die

conte§# %%vex?:% g/rl'x}(lfi\:fggl \y%ven anrgsggt' | Oncfzﬂgrmts the data to be shared
throuigh@ns ¢ied Netiwdrk a9 fdfeirb@ o as a “transceiver/transmitter” while a device
which receives that data within the Transaction, is returned to as a

transceiver /receiver. It will be understood that within the same Transaction, a given
transceiver/receiver may also transmit an acknowledge signal. In the next
Transaction, the transceiver/receiver may become the transceiver/transmitter.

When transmitting to more than one transceiver /receiver simultaneously (also
known as a broadcast or multicast), it is important to know that all
transceiver/receivers have successiully ieceived ihe data. if even one
transceiver/receiver has not successfully received the data (for example because of a
bit error causing data corruption in one transceiver/receiver), then all other
transceiver/receivers must be informed that not all of the other transceiver/receivers

have successfully received the data.
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When transmtting to nore than one transceiver

/receiver sinmultaneously (also known as a broadcast

or nmulticast), it is inmportant to know that all

PiBP8eRISHEr / recei ver has not successful |y receP¢@hURp/01053

data. If even one transceiver/ receiver has not

successfully received the data (for exanpl e because of

a bit error causing data corruption in one

transceiver/receiver), then all other transceiver/

receivers nust be informed that not all of the other ,
Such aekwerkasan alseopidonallyusea Gapemission syytena yeith deminant and

. .30 2. 2005/ 11 PCT/ AL2003l 10 Such.

infiBlof IS TRimeRR Tt hih Pyt ol a1 e RAeyicss Sepultangovsly

tratshilt 4 ATRiRAAt Minféﬁ&e%i't,%eﬁ'v&ﬁen &Bhﬁo%%trﬁetcgﬂ@bfﬁcaﬁon
there is a conflict, and two devices sinuPtaneously

médians sath dedivgiwilirsee deltrantissivn 6f the doasinanbbit. The device
moni toring the conmunication medium each device w |
transanitting thednferiardibknows thas thereihasbeeniatconflie aeldapedake

5 transntt.ing the_inferior bi nows that there has
Witk ELE i P AHPIOITIRE. ROt XDl ST VY et S pesation of al

mﬁ?\&fr}%&@tjgi or exanple, this may nean the cessation
of all urt%

er transm ssions. In conventional point
to point communi cati on protocols, a general procedure
is to 10 have each device transmt an acknow edge
Inspaventional point toi prentdonamunicadiontprotocols; a geaeral prheesiure is to

has t dr awback .t hat the transmtting device st )
hag ¢l H5UICP FTATGBN H RUIOVEIcIPE SV 908 Lot ReifeReipt of the
e taQr .
datd TRE e dRbA P URORLASHERE MeplosER InoW ractly the

nuitbér ¢f iRcéiPBR dévitesdeithiiethe iRkl andRéW to contact each of them.
transm ssions of the same data, and a correspondi ng

Theateliablsrtransfer afthe same Fiecs efrdate tomudtiplearceidingidevines requires
titive.t i ssi f ot dat@a to .
mpgR i Gscetde RS Sn 4 2. SRS ine Bt g bach
. . . 4 . !
S RHALG36 *b%%cﬂﬁﬁvg{a edMfe r%%gftﬁgtqgax%bggs&ﬁ O ltl‘i([esarﬁ@ Qata to

transmtter to o and st ut exact
muhy ebcipients wastes the available bandwidth of the communication medium. This

approach also requires the transmitter to obtain and store data about exactly which

receiving devices are to accept a given transmission. This approach allows the

creation of a chared network variable, at the expence of unnecessary complexity and

poor use of the available bandwidth of the communication medium.

Alternatively a point to multipoint transmission can be used to transfer data to many
recipients simultaneously, without any acknowledgment being returned. This
renders the data transfer unreliable, and the transmitter will not be able to determine
whether all of the receiving devices have successfully received the data. Unreliable

transfer of data means that a shared network variable cannot be created.

In such systems it is also necessary to be able to accurately determine a time or point
in a data transmission where the type of data changes (for example a change from a

control data transmission timeslot to an acknowledge timeslot).
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receiving devices are to accept a given transmission.

Thi s approach allows the creation of a shared network
variabl es at the expense n unnecessary conplexity and
WOPpEbSILse of the available bandwi dth of thedCI/AU2004/001053

comuni cation nedium Alternatively a point to
mul tipoint transm ssion can be used to transfer data
to many recipients sinultaneously, w thout any
acknow edgnent being returned. This renders the data

trapsfer unreliable, and the transmtter will not be
Many wed-knowe cemmureicationaeathesls arq a&ymchmwmd/macter based.
Vi ces hav suc ssfu he data
The bEJﬁreéﬁaP%]FéSE} S%‘aatl .5 shared

network vari abI e cannot be created. In such systens it
is also necessary to be able to accurately determ ne a

Such prdtecols danibetusedwathdHffculfyd 66 frafisavam ?ﬁdlﬁxéd/ ffhe
of data changes (for exanpl’e a change fTro

portionsatHoweyer, it isimponiant that the asygichronausantexfdcecolrgegent

et S
oS8T B O A B

invariage: dFoWeJ‘ceitn?lef , hhg lvhh}itloﬁ ok ! M’r}{h‘t&ér r\éé’édﬂ) R ﬂ@ﬂ\él‘-&%}acter
tine ions. However, it is inmportant that the

gap timg wohwlad wetastrophicabecavsertomenld meae thatrdifferentatevices would
ni ver sal chr onous Recel \ Transm tter or UART) .

fix digRpi¥ fies for Meares Faen] mwtngfhmm @yot be a common time

refere%'&@?@?ﬁ?e@té#_oﬁheﬁ%ﬁﬁ& ttajose characteristics remain

nvari ant any variation (for whatever

reason) to the |nter-character gap tinme woul d be

catastrophic, because it would nean that different
Charagser b@@dvmomjwl@slfqdd be piblertercartyi angsinfarmatihen femethat fits into

the digRa(E A LERSP e s EORCetierthitie Begd HoRGYeiage means of

. t Ny

e 6 AL P, AR B A

porticthalhisic@hflidt zeised beausOn the@haravtérbdsbe pregitol, %oﬂfé‘kﬁf the
sonme nmeans of 15 signalling inportant points in the

charagteznpaed &0 take anspepdcil nyeaniiieg inardsi to hignahthealohportant point.

This means that the special character cannot be used for data. The combined

dtqadvanfaopq of the asvnchronous character-based protocol make it very difficult to

use when a fixed time relationship is to be maintained between a variable and fixed

time portion.

An alternative is to consider the protocol as a stream of bits, organised into
characters by grouping (in other words, overlaying the character structure back over
the bit stream). Each character can be inspected to see if it is significant or not. When
a data item is to be transmitted which looks the same as a significant character, extra
bits can be inserted to change it. The receiving device recognises the patterns of extra
bits, and removes them, restoring the original character. By performing the
recognition of the special characters at the correct point in the decoding path, both
data and special characters can be separated. This is known as a bit-stuffing, and is

4
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portion. This conflict arises because in the character
based protocol, sone of the characters need to take

on. a special meaning in order to signal the inportant
DAY Hi s neans that the special character BRERWGR004001053
be used for data. The conbi ned disadvantages of the
asynchronous character-based protocol nmake it very

di ffucult to 20 use when a fixed tinme relationship is

to be mmintai ned between a variable and fixed tine
oytion.. An altglnative IS_to consider the protocol as

widelyi rotcols like i i(s eBitistifbing dipayever eean by complicated and

: [ i.n_other words, overlaying the character
_pr@{e?ﬁi&gﬂﬁte(ag\ggbgk over 25 the bit stream). Each

~har . i D S C ¢

It AR G A0 BRpREMIRPERASH 1S Provile  bydtee M ploct o0

impeokinigtthe commeurisatiorss igftivieen dlevviced Bt &CRBpoifiktd Multdbdint
can be inserted to change it. The receiving device

coMppieRYQRS $ystePat t erns of extra bits, and renoves
them restoring the original character. By performng
the recognition of the special characters at the

SLW@R?((E?’I?{ENVENGH@?%O& ng path, both 30 data and
speci al characters can be separated. This is known as
Aceoftlihg3b afirsNgspeat st the présen¥vinbiohOthedd & provided a
1' C fTAU2004/ 0010 3 w dely used in protocols like
compranicatiensspretedal foresesinar netweork ioé devieps,ithe peotoaakhaving a
rocessi.ng intepsive. It is an object of the, present
frapig A HRB TS BIACHO L8 [ransmitting dafarastespnd dishe siof, after the
Gt R ok REnSAY £tk AL ERrP S E 3hd SiiaRine s,
aftéFthe-fecbhtVExlé §Ibt, AScEbAmitihg adebdrid hcldmRfetigbinchPftate.
present invention, there is provided a comminications
protocol for use in a network of devices, the protocol
Vi 10 franme.incl udj a first. ti sl qt  for
PrdIBiARY, e it kv L EneRt Aielng Roplive k@ ledse. rndhe second
acltdd®led entfs%%its:agﬂﬁa&aé ndwlédgel acknow edgment

state, "and a t me sl ot,
Preferably, the first time slot is variable in length and the second and third time slots
are fixed in length. Preferably, the positive acknowledge includes the transmission
of

* . . .
o YV a a [ad C‘I‘Fif“aﬂ"' v-oAvn-\ mrey
“ uy\.\.a F S WA/ VAL Y AL AL LA LGl aa bas xb AL AAAALL A\_umlda‘. L\.J tC 3 ]C‘;IY

in the presence of received errors. Similarly the negative acknowledge includes the

‘transmission of a specific coded value containing sufficient redundancy to allow it to

be recovered in the presence of received errors.

According to a second aspect of the present invention, there is provided a radio
communications system including a transceiver/transmitter and at least two
transceiver/receivers, wherein the transceiver/transmitter transmits data in a first
time slot to the transceiver/receivers, and wherein upon receipt of data, each of
transceiver/receivers returns either a first acknowledgement state in a second time
slot, after the first time slot, or a second acknowledgement state in a third time slot

after the second time slot.
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after the second tine slot, for transmtting a second 7

acknow edgenent state. Preferably, the first
acknowl edgment state is a positive acknow edge, and
\'?ﬁgﬂgébégd 15 acknow edgnent state is a negath‘yésUzid4/001053

acknow edge. Preferably, the first time slot is

variable in length and the second and third tinme slots

are fixed in length. Preferably, the positive

acknow edge includes the transm ssion of a specific

coded val ue containing sufficient redundancy to all ow

it to be recovered 20 in the presence of received

M ' e 4 ncl ude

PrefeRiB! fae RRTuLRIGHICHRRATIAN K AL iR dEh ST iegecond
acknewléd ginent stardy adripativé ché{dvﬂédgé. to be recovered in

the presence of received errors.” According to a second

aspect of the present invention, there is provided a
P frqgio 26 comuni cations. system i ncl uding a ]

referabily the st Hme siatisivariapledndength anskthesagond and third time slots

are fixt@N3 §&IoHRT / recei vers, wherein the transceiver/ '

transmt?er transnmits data in a first time slot to

the transceiver/receivers, and wherein upon receipt of

data, each of transceiver /receivers returns either a
Preferably; upor each trageeiver/ sécaiver detarting aadrdctlyRoded @tansmission

after the firﬁ; time slot, or a second ackhow edgenent

in the;pegatiye,acknoyyledee time slptpeachdmangceivier f1egeiver disdandsrthe data

R ; RPN | [, 1 i . U2 604M 1053 .
previhdly setgived Sythe fifit thme ot Sl franecdivei/dramtier retransmits
the da@stotdach cfeké awhedSfer /adtdiviele second acknow edgment

state is a negative acknow edge. 5 Preferably, the

first time slot is variable in length and the second

Accol dthird.tjnme si o{}g are fixed in |ength. Preferably,

ccofilify t0.acthind Shnegtehsbe Presest idendenciharnis provisadse | y

t ded E SS) i i.y-e_acknow.e i

ransGROEH) b NEHIH O A0 IO B S ARHRSAGE Mt one

transguiest fAraigymitiee ahd &l 1dabt dieothief &tankééi@ex?’ FQivernd ddaeth
transceiver/ transmtter retransmts he data to eac

transegiven/geceinesupdn eeceiving invdatspacket in a first time slot from

transceiver/transmitter, either transmits a first acknowledgment state in a second

time slot, after the first time slot, or transmits a second acknowledgment state in a

third time slot, after the second time slot.

Preferably, the transceiver/receiver further receives the first acknowledgment state
in the second time slot from the at least one other transceiver/receiver in the
communication system or receives the second acknowledgment state in the third
time slot from the at least one other transceiver/receiver in the communication

system.

Preferably, the first acknowledgment state is a positive acknowledge, and the second

acknowledgment state is a negative acknowledge.
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According to a third aspect of the present invention,
there is provided a transceiyer/ receiver for use in a
radi o conmuni cations systemincluding at |east one 15
transceiver/ transmitter and at | east one other
WO 2WS8EBYer / recei ver, in use, the transcei vBET/AU2004/001053
/receiver upon receiving a data packet in a first tine
slot from transceiver/transmtter, either transmts a
first acknow edgnent state in a second tine slot,
after the first tinme slot, or transmts a second
Upf EARMIRE IR RiGolledhe fthifle fy st bromd 1 & 11E
trarfscaivesAlevavér, &@ara&@eelﬁz@fﬁra@verren@hymhb Rt p&&kt received in
acknowl edgnent state in the second tine sl'ot fromthe
the firstitine slobne ot her transceiver/ receiver in the
comuni cation system or receives the second
acknow edgnent state in the third time slot fromthe
L e
Acc@& ;z:)gaft@flgch% @cg;/)g tﬁ@f’#&%érn\é f%e\/reggﬁﬁ’ fht\éﬁée is fﬂ}owa‘éd a
trar&cklnew[ teatgmétter or asein 5 cemposiidatioss systeradheddding aAdehst one
t he second, acknowl edgnent state is a negative

Other EARRHEYETE e BV HOVISTEN iR Bet thedmanseepisp/fansmtier Eppmits a
dat& Sﬁiéf'urﬂg fl"i‘strlﬁﬂélglb fo t@i%l%?@%te&%%ér{sggﬂvg /q‘e@etlvélr%ﬂﬁtregéq\?es

her transcelver receiver e transceiver Trecerver
e1thdr atfmstt&khhwledigbatqtankesecbad ¢inveslot, aftet the first the Klof¥rom one
sl ot E Accord to a fourth aspect of the present
or MpRFeht %FFaf‘f‘I‘i’é‘feé TeSeIgPRAATBREIvES 2 sesPrRéE arkpavyledgment state ina

tthHrt & Yok LR t ﬁw]Q el tifle @10? ﬁiggk‘{x‘t' 1624 BB ﬁyeSt em

|nc dlng a east one transcelver recei ver,
transhe@ver frecaivers.e, t he transcel ver/transmtter transm ts

a data packet in a first time slot to the at [ east

one transcei ver/receiver and receives either a first

Acc@ﬁfs W%):i‘rir‘gﬁms i Et?orfiotfr?ﬁ gﬁ%gﬁmg?ﬁt?%? éﬁéo?tls %I%fv'i@erd hSwireless
netWanHmhldmg A trems&iiwerv srapsmiter andas laasswedtransceivers/receivers,
a mgﬁ'\ V?(ﬁssggnqutxtu?é ata to be €ghared by the at least two
transceiver/receivers, the method including:

Transmitting from the transceiver/transmitter, the data to the at least two
transceiver/receivers;

Upon unsuccessfully receiving the data at at least one of the at least two
transceiver/receivers, transmitting negative acknowledge data to indicate
unsuccessful receipt of the data;

Retransmitting the data from the transceiver/transmitter; and

Replacing the data received by the plurality of transceiver/ receivers with the

retransmitted data.
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third tinme slot after the second tine slot from at
| east one of the transceiver, /receivers. According to
a fifth aspect of the present invention, there is
provided in a wireless 15 network including a
WO 98B EBUMer/ transnitter and at |east two  PCT/AU2004/001053
transcei vers/receivers, a nethod of dissem nating
data to be shared by the at |east two
transcei ver/receivers, the nmethod including:
Transmtting fromthe transceiver/transmtter, the
data to the at |least two transceiver/receivers; 20
Upon unsuccessfully receiving the data at at |east one
of the at least two transceiver/receivers,
transm tting negative acknow edge data to indicate
unsuccessful receipt of the data; Retransmtting the
data fromthe transceiver/ transmtter; and Repl acing
the data received by the plurality of transceiver/
receivers with the 25 retransmtted data. 30 7 WO
2005/ 015811 PCT/ AU2004/ 001053 5 The system and
Thepysteat ahd profobeél df1the prisentineentici hdafanipiies is@Sding
including applications in controlling donestic,
aPPihﬁ@FE@tSrm&PnHﬁﬁHIﬁ domestigpipduatiiad and offire EppESER PTI ON
OF THE DRAW NGS 10 Figure 1 shows one network
architecture according to a preferred enbodi nent of
BRIEFDESTRIPAION OFErHE DRAWINGSe 2 shows the network
_ protocol nodel used in the environnment of the present
Figunedeshowsrenenewiosk srchifeqtreadeording $¢ a poafenred embodinerny of the

e%tiam%rn%foggred enbodi ment of the present

preg
Figure 2 shows the network protocol model used in the environment of the present
invention;

Figure 3 shows a frame structure according to a preferred embodiment of the present
invention;

Figure 4 shows a preferred structure of a transceiver device used on the present
invention; and

Figure 5 shows parts of the ISO 7 layer model in which certain functions of the

transceiver device of Figure 4 are performed.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

An exemplary architecture of a network is shown in Figure 1, in which the network
10 is made up of nodes 1, 2 and 3. Nodes 1, 2 and 3 are transceiving devices and may
act as transmitters and /or receivers in a given communication Transaction. The

network 10 may communicate with other networks 20, via gateway 11.

The protocol design of the present invention is based on the ISO seven layer model
and some terminology is common with that used by ISO. The protocol used in the

present invention is connectionless, meaning that once a single data transfer has
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15 invention; Figure 4 shows a preferred structure of
a transceiver device used on the present invention;
@nchFl/glur\el 5 shows parts of the 1SO 7 |ayer nodel in
| S E8PYai n functions of the transceiver deVfeUgfi+001053
Figure 4 are perforned. 20 DETAI LED DESCRI PTI ON CF THE
PREFERRED EMBODI MENT An exenplary architecture of a
network is shown in Figure 1, in which the network 10
is made up of nodes 1, 2 and 3. Nodes 1, 2 and 3 are
transceivi ng devices and may. . act, as transmtters
takﬁﬂ-dﬂri%‘ier thereiisRe expertation obaddisienaknielated datarransfarsgither before
ora'zl'(g& 25 network 10 nay communi cate with ot her networks
, 'via gateway 11. The protocol design of the present
invention is based on the |ISO seven | ayer nodel and
sone termnology is common with that used by |1SO The
Thepootocol modeliofi thetpreferpdeaabodintare i basedich the 15O seven layer
connectionl ess, neaning that once a single data
mogdehagd és shoyen in Figyre @o%;mgpghqanor@'d,xsttimeoem@ nodes, each

PRS2 HHGAT BT OB ¥ g, e
LAl 0l b OISy MORHLIRII BBIE Pt

andraddajtp lomaapiatosoldontrol foesiative (PCHield.dRS eaddaler, the protocol
rotocol layer has a virtual connection to the

datgquﬁtxﬂi’l%m is either the datreona packagequrovinled oy theresxt dégher layer.

Th g 5t RS LRSS0 e, 5 DRS00

: sralpryif ormation (PCl) field. At each | ayer, the
Bag%g%lgggmﬂ&ata unit (PDU) is either the data, or a
package provided by the next higher layer. 10 The nane
of the PDU is prefixed by the layer to which it
Thgpbyqsl@gl l@)zgrr redatasris the mpghanical and electrical network interface in the

ISO system. In the system of the present invention, the physical layer refers to the
hardware and firmware elements used to transmit and receive bits over the

communication medium.

In the ISO system, the link layer is used for data link control (for example, framing,

anmarmaranmr amenar rnandeall T thao rivacant invrantian tha 15al lovar 36 yvand 64
;mwru;\-At\.J, TAAWA LNJARVAN AL AAL SaL r;\-u\‘;u. ALY L ALGAN/AL, LAAN. RALMAN Au] LA AU MUV AA VU

break bytes up into bits, bit stuffing (if required), framing, collision detection,
prioritisation, error detection, positive/negative acknowledge generation, checking

and retransmission.

The network layer in the ISO system is used for networking routing, addressing, call

set-up and clearing while in the present invention, the network layer is used for

network routing, addressing, Transaction set-up and clear.

In the ISO system, the transport layer is used for end to end message transfer,
connection management, error control, fragmentation and flow control. The

transport layer is not used in the environment of the present invention.
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is a session PDU). The physical layer relates to the
mechani cal and el ectrical network interface in the
wih SQ:sysEem In the systemof the present invention, ... _.
tﬁ'eQ pﬁgbé?cal |l ayer refers to the 15 hardware ‘a‘h‘dﬂ“"“/“”‘(‘“
firmvare el enents used to transmt and receive bits
over the communication nedium In the | SO system the
link layer is used for data link control (for exanple,
fram ng, data transparency error control) In the
present invention the link layer is used to 20 break
bytes up into bits, bit stuffing (if required),
The dessioirigyerciol the $350RySRhERhiseR 16 a!iaiag ’
det ect i@%n, _posi ti vgg?nega%#véoggid%%% ge 9&3%%?’3‘?%‘2‘?%} control
for applicatiorgentities bruttis nosusebinthe ehivironsien® bk theyREeht b Bftion.
| SO systemis used for networking routing, addressing,
call 25 set-up and clearing while in the present
' k:an, n rk | ayer is used for network
The prBYERia R lapotds U R frarf S i Seiotiafonrha Fata . 1 n
represBftakiof ¢ : &r r o ed f.or end t
PN B %r?ftsﬁﬁz}\%'gé}gsr],h tﬁ(@) gﬁ?es &'P #e% thél' 5 g’é gﬁ%‘?ﬁ?‘,'“%‘FF‘SPt of the
presend imveritior, the preseatation laper iheed ¢ dptinal A& ypHBn of
transport layer is not used in the environne oi}.l t he
appligatiandata. nvention. 9 \'. O~UC r i15Si i |I''::
i1 A% ) ULl U(J1033 The session layer in the |1 SO system
is used for dial ogue and synchronisation control for
The appitichigh 18feranthd 1 ¥ ' he
g%‘i ronmsﬁj{é ggtﬂlg%gﬁ?) r gés%rr#téil%g%rf] I@g_tfag\sﬁqg,eaccess Mmanagement,
document andanessage interchangy b tfakfdraalThakipaHt R while in the
negotiati on, and data representation tPansformati ons

envirp of das preseRiinKRNtien, theapplication layeesipmdrts $ending and

. | tion, the presentation |ayer is used for
receuéi%gisag;ﬁ%chg}é:grﬁ?ﬁi on of application data. 0 The

application layer in the 1SO systemis used for fil-e
. transfer, access managenent, document and nessage
Finallynthe usearapplicaton fayenss esedibothianhplf@uharhdbhtRohdhent of the

the . .
presenp Invention for whatever is needed to achieve a specified function or

behaviour.

It is predominantly in the link layer that the features of the present invention reside.

In the protocol of the present invention, use can optionally be made of a dominant
bit, and an inferior bit. If two devices simultaneously transmit a dominant and an
inferior bit, then receivers and transmitters (monitoring their own transmissions)will

detect only the dominant bit.

Media access is obtained by a transmitter first monitoring the media, and if no
existing transmission is detected, the transmitter will try to claim media access by
transmitting a preamble stream. This preamble starts with at least one detectable bit.
The claim for media access defines the start of a Transaction. A Transaction consists

of all data transfer, acknowledgement and repeating of data. All nodes in a network
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| ayer supports sending and receiving application
lata 15 Finally, the user application |ayer is used )
geT%uV%D?He | SO and the environment of the prEsEi2004/001053
invention for whatever is needed to achieve a
specified function or behaviour. It is predomnantly
inthe link layer that the features of the present
invention reside zO0 In the protocol of the present
i nvention, use_can optional|y be made of a dom nant

mugf; gponiton t ;edia pontinyally an lfttgﬁY gg(ﬁct;@g"ransactmn occurring they

R R I e —

Traf¥ctigransm ssions)wi || detect only the dom nant bit.
Medi a access is obtained by a transmtter first
nmonitoring the nedia, and if no existing transm ssion
Is detected, the transmtter will try to claimnedia

Trapsactionsire asyneluanous, thatis,they eph ecetrrasamy tithe and the time

..l ea e arts. wth at | east one detegtable bit. The
aitBrRA e sl B ere Sranshrion 1 the renc o ipoibave to be'an
intePrals@sibef Bf b action consists 30 of all data

Eransfer, ackngvvl edgenent and repeating of data. All
nodes in a network 10 WO "~UU~iul ~811 1'O

AU'L004/ 0010 3 nust nonitor the nedia continually and -
In this appljcationea ranspctian ixspesifically defined ashayntinubiis period of

timE Brikes Pl SOREs O T UAE Sk SRR AIont trensl faits A
: ot j . . i

TraB A R DR eahl IR BBBAH Ly, AL B e

spedifitndeia tvisich iotd betrarxhittbfionod taay@ive /Bansmitter to two or

i ntegral nunber of bit periods. In this application, a
mong gaBsel Yo receivgracThe Sanesjotahiringwhich thegtata fstransmitted is
vl s e T R B S5 E BbBRe, Follown
the data transmission is a repeat timeslot tag (details of which will not be described
as they are not relevant to the present invention) followed by a timeslot during
which positive acknowledgement can be transmitted by the transceiver/receivers,
followed by a timeslot during which negative acknowledgement is transmitted by
the transceiver/receivers. The structure of this frame is shown in Figure 3.
As described above, a Transaction is asynchronous and can start at any time.
However, once started, the Transaction has a time-based structure. Special markers
in the Transaction are used to show the beginning and end of the data portion. This
will be discussed in mc‘)re detail later. The time slots during which positive and
negative acknowledgement are transmitted, are fixed in time. By coding and
redundancy of data encoded into these timeslots, a positive acknowledgement by
one or more transceiver/receivers and a negative acknowledgement by one or more

transceiver/receivers can be conveyed. All of the devices involved in the

Transaction see both of the acknowledgment times]ots.
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Transaction wll begin with a preanble for a set
period of tinme, followed by the specific data which
Ny i %u\'}i%;pﬁlt ransm tted fr_om a tran_scei ver /tra_n)sm t tg\p e
Y6 FWo™sf nore transceiver/receivers. The tilfedftio4i061053
during which the data is transmtted is variable in -
| ength, and includes a portion used as a franme check
sequence. Following 15 the data transm ssion is a
repeat tineslot tag (details of which will not be

O SETEHE RS S o R B mlcat 1 n Figar
. it t. i t.t by .t h
Y i RO B SO O BRTRA R AT EF B o} gy 20na

wﬂlaulahchrlma@aédc\f@ssﬁglg@@gqbgdgenent is transmtted by the
transcei ver/receivers. The structure of this frane is

shown in Figure 3. 20 As described above, a

Transaction is asynchronoys and can start at any tine,
If datpdrpma Trapsaction i received wathmersemby: o tnserivery receiver, then that

. 7B st pucture. Special rkers, in the
trmﬁlg%s/gg%?gﬂ‘g &E:E%‘H“t %Wetaﬁngn%‘@&q&?i ng and end of
the data portion. This wll be discussed in nore

detail later. The tine slots during which positive and

Transgéivee frectiverawishing eslgesieinelyeicknbwdddiad, Widrardhit 4 bp&sal
iin tine. codi ng and. redundancy of data encoded

Ay By. :
code dytigsithe positiveaskpewledgetimpslotand dining thd gegative agknowledge

. . .a iver/ receivers and a negat.ive .

timesfii b1 et eediPE B Gt ant HE FalSinfafivs ot Rl trapsnit

inferi6ABith Gif GORURNRL/ iffetioPbith Bfe A& ces 1 nvol ved in the
Transacti on see both of the acknow edgnment tineslots.
30 11 VI; O 200f:JJ1 _1SIl PCI I AU20( Ai 01033 Once

.. dilta transmtted by the transceiver /transmtter (for
Similanly HRRSCRIEE/ TECRivers Wishing 19 negativeleadkawvladgewill either

o I G RE e A P
transrniiBreis Kotsag)-H@Ank $hé Eg%h;(rﬁ gtcﬂ&pleﬁrg@i‘fm@fotaand transmit a

_transceiver/receiver, t
special code during the negative acknowledge timeslot.

The fact that the devices monitor the timeslots during which they are not

transmitting. ensures that by the end of two timeslots each device hag detected eithar

positive acknowledges, negative acknowledges or both and can therefore determine

the overall acknowledge state of the network.

For example, the transceiver/receiver which transmits a positive acknowledge will
be able to detect some other transceiver/receiver which transm‘its a negative
acknowledge. For the case where dominant bits are used, this is because the
transceiver/receiver positive acknowledging will attempt to transmit inferior bits
during the negative acknowledge timeslot but will detect dominant bits due to the
other transceiver/receiver which is simultaneously transmitting an appropriate code
during the negative acknowledge timeslot. For the case where dominant bits are not

used, the transceiver/receiver positive acknowledging will receive during the

12
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transceiver/receiver will transmt a negative

acknow edge. Transceiver/receivers wshing to

bositively acknow edge, will transmt a special code
W P?‘H@’l?’ﬂg posi tive acknow edge timesl ot and dRE¥/AG2004/001053
the negative acknow edge 10 tineslot will either

receive (if domnant bit transm ssion is not used) or
transmt inferior bits (if domnant / inferior bits

are used). Simlarly, transceiver/receivers wishing to
negati vely acknowl edge will either transmt inferior

negptive aekﬁo‘ulﬂﬁgﬁahneslogwdede@_ﬁt X bitﬁdée tethp otherr ecei ve
L e T
gt e R S e
trandhihieting A @egative Beinowledgem tting; ensures that by the

end of "two timeslots each device has detected either
20 positive acknow edges, negative acknow edges or

oth and.c t herefore .determqine .the overall .
At @em&@ Trensaction; 1l eviset dpmet kg RO ipany, pesitive or

i . . . P L .
nesb 0P Blec e R St oy NS A BB e weresome
posit[@mgm@/ﬂegﬁﬁby.er which transmts a negative Zb
acknowl edge. For the case where dom nant bits are
used, this is because the transceiver/ receiver

positive acknow edging will attenpt to transmt,
If there avqrganyinegatiyg ackpowledgse gheﬁdynagwhemrméhom then all of the

tinesl ot t W te ;nan its .due to .
trarleRer eshiea bhov AR PATHIER B duf ¥oushlec Sfgrtany. the
trafidcaiVeRy irhhdiflithet IRV OB AL E cHPBfemptté AOril theTRGRLAMRN.

acknow edge tineslot. For the case where dom nant bits
are not 30 used, the transceiver/ receiver positive

know.edgi il i duri h o
ThgRgn 1 2 ReRtRaAsERPHUTEe I By af Follovs dTBan sesgiving data, a
nodd WRP ggﬁeﬁ&d? gggiﬁ‘% a8 @'2: edd{ﬁ¥tv$héxpe ot her

transtei ver ecel ver | s transmtti ng an
appr-ge Hataarimesiot Hay bag dHeekod gghingfits embkddud 6dge check

timeslot. The reverse case applies for the
t r arseqeienes and faundeto be valid; and
-any addressing information present in the data timeslot matches an
addressing information used by the device,
Each device transceiver generally contains at least two different types of address, as
follows:
- A Unit Address, allowing the device to be uniquely addressed in
isolation; and
- A Multicast address, allowing those devices in a network to be addressed
simultaneously for the purpose of updating shared network variables.
In addition, devices can also optionally contain:
- A Network Address, allowing physical devices to be grouped by the

logical network to which they are allocated.

13
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transmtting a negative acknow edge. 5 At the end of

the Transaction, all devices do not know how many

wBOoSH L or negative acknow edges there were_ all
F)hgy%l\gslé to know is that there were some poSftiyaiusto10s3
and sone negative. 10 If there were any negative

acknow edges at all during the Transaction, then all

of the transceiver/ receivers know this, and can

discard the data received. Simlarly, the transceiver

Other Wafasioht his p%% By tﬁ{a?en ﬁilr&fﬁ Q%&%tag tg?éggrbxg%a; el sis for

Transact 1 on. e qenera ron o

othemirldre Bophistit4tbd Qﬂﬂreés‘ﬂ?‘sd}@ﬁ@syi ng data, a 15 node
will generate a positive acknow edge only when: -the

data tinmesl ot has been checked against its enbedded

frame check ~sequence and found to be valid; and -any
Use é@?;}h‘@e qm»ﬁmw yseld @ dt prpvides arnadditiomebeartainty to the

: SSi i nfor ion used by the device.
funcSERTE B nBHICRC 3t B HOEPIT he HAnSoS berteansenisier oessnot
iveva phisttivy fikin el - A Unit
recelAddng: s, all o&%g&ﬁﬁﬁ glfoéjg%ﬁ g g&?é&bén%%t?éd{ u‘g&@g %%‘&F%“é%%a
negative arknowiledge framdny devitd, therass nadetisingy tltladyidi¥ice received
t hose devices in a network to be addressed 25

the transmyissieRous | y for the purpose of updating shared
network variables. In addition, devices can al so
optionally contain: A Network Address, allow ng

It wilbb¥ ai igted iHeRve i cal, net
Wlt o which t hey ar e‘;eg'l ?‘gggﬁ%p%%%ﬁlﬁég‘? “O‘%’tﬁief Rl o the
broadust agpt of fHelesent ifvbetionaFusheansre it POSGVEhSmdbdge

dthese t hree address types are used as the basis for
could appear after the negative acknowledge.

The processes involved in generation of a negative acknowledge are as follows. A
receiving device (transceiver/receiver) will generate a negative acknowledge only if
the data timeslot is determined to be corrupted, by checking the received data using

the embedded frame check sequence.

Where a device determines data timeslot corruntion. there is no point further
I y » point fiurther

examining any fields inside the data timeslot.

Acceptance of the data transmitted by the transceiver/transmitter is only made by
the transceiver/receivers if the condition for generation of a positive acknowledge
are met and if no other transceiver/receiver has generated a negative acknowledge.
This ensures that all transceiver/ receivers receive a given message only once. For
point-multipoint messages, this may mean that a message is discarded by a

transceiver/receiver, even if it appears valid and was positively acknowledged.

In practice, it is beneficial to construct all devices in the network in the same way.

This means that each device (generally referred to as a “transceiver”), whether it acts

14
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ot her nore sophisticated addressing schenes. Use of
the positive acknowl edge is useful as it provides an
\a;.gl}d,iogj_,ﬁqal certainty to the 5 functioning of the . _
network.“Tf for exanple, the transceiver/ tranSal/pygp+0010s3
does not receive a positive acknow edge, from any
devi ce, and then does not receive a negative
acknow edge .from any device, there is no certainty
that any device received the transmssion. 10 It wll
196} t it acknow edge
o B et AL MUY frandh o B R T il B PSRRI B the same

IS not essentla

way &ubedn beseptraely efdbléd & ngIfSrmttﬂg dBgiPéd Fffetion. This provides

. acknowl edge ~ coul'd appear after the negative
sigaificaisaviggs iTHe @mplesity androost yftahiif2a0e fsﬁ{de_%hlg lon® type of
d negatl(\i alxiﬁlgnow\e’ag‘%/e are as fol!ovvs. A 15 receivi g
eyice ree ?’F gned\and manefaghiredwi | | generate a negati ve
acknow edge only if the data tineslot is determ ned
to be corrupted, by checking the received data using

The b@e@ﬁ%@ﬁﬁﬂefﬁeﬁ%&%e wahdEdivér dé‘yi?{]ﬁ)@u&%\é' r%%b%{eﬁ{aiver, a

determ nes ‘data timeslot corruption. ere1sn
radigittansmitted,Ginebeemicropepcasyorf imed@ﬁfﬂl%@v@ﬁtérﬁ@ca@%?ﬁonally be

tinmes| ot. Acceptance of the data transmtted by the
COIPbH}%lc%ﬁ & Eansmitigrd rceiver 129, asrshpwmineFigyre 4,hehich shows device

100 IR NS RRatBh Tulend BRremiRer sipiver 1 ot her
. ) : fi
TrleRINER eLeP L Yot BT DECR G VP Bivele 3,
receivers receive a given nessage only once. For

Qi.nt-mul tjpoint messages, this may nmean that a
It ‘ﬁ’i’s‘%ﬁa@m@a&%@w yeeioby micrapraeesser iseot mearalatery,. Eoraxample the
[ f it K | nd .positivel cknow edged.
ProtbedticoBRP B i enetpd i n BRIR nsgiete Ol o b erermmable
logid\déviee BEh\WRbEranimbbIR ¥ t ;
oglclaach d%vi c\gi( grgner al | ?é;%érﬁ?)ééj Stﬁ% ggﬂl ngH{-BE&s&Pﬁ convenient
becausaitsdloiwea tgadilphaodifiabld safowsre itdplef@ontatiodd hhd RET4As the

2004/ 001053 as_a transceiver/ transmtter or
OVRIARREE i Spantr Bloayayer thegaftwake implementation is wriheuitatite for low to

moderate data rates.

The function of the transmitter/receiver 120 is to receive or transmit information.
The choice of transmitter/receiver will be determined by a range of factors, including
(but not limited to):

a.  The regulatory environment of the market into which the producf will
be sold.

Each country has regulations that determine factors including

allowable frequencies, transmit power levels and bandwidth.

Transmitter/receivers suitable for use in some countries may be illegal

in other countries.
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way and can be separately enabled to performthe
desired function. This provides ti significant

weavwikngs:in the conplexity and cost of nanuf QLM £G2004/001053

since only one type of device need be designed and
manufactured. 5 The preferred inplenentation of the
transcei ver device 100 uses a radio receiver, a radio
transmtter, and a m croprocessor. These first two
items can optionally be conbined as a transmtter/

recei vepr g?&iuﬁ witPBrddl éﬁil&q{fg)eéln g\"‘étﬂ %%%eﬁﬁéﬁepﬁ%@ #Ss

100 including mcroprocessor 1

I r ecei pessibRGhateverdrtiffetent tane8@itd9rededPers WAillSBel o be
and receives data via antenna 130. It will be

appr eciseleeted: appropsiatefo eachiconnpiyocessor i s not

mandat ory. For exanple the protocol could be

i mpl emented in a dedicated integrated circuit, a

p{,00r a : ' evi ce. rogr.a | e gat .

b 2y PERR Sons Bk fiohi SR Btk R BN R i iratians that

it al | defermin€ gt dnoGREbS pebbLavilifabyar e
i mpl enentation, and reduces the overall parts count.

However the software inplenentation is only suitable
for lowto noderate data rates. The function of the

t r ansnt PF S¥anpiee Hrpgmitierg receiviess pthea highopowen pensumption
i nfor j . ' of transmitter/receiver

wi l | ggdﬁke?@ﬁég’f%@gdﬁtg%@%’@%%m ors, including
(but not limted to): a. The regulatory environnent of
the market into which the product will be sold. 25
Each cdime for thasrarsmittat /reosivéhiat svwietlebstweniracdioe snd

i ncl udin al | owabl e frequencies, transmt power

| evel s 8@Fth. Transmitter/receivers suitable
for use in some countries may be illegal .30 in other
countries. 15

In the communication protocol of the present invention, the time to
switch between receive and transmit is important, because the protocol
includes a set of fixed time slots. Depending on the overall transaction

being performed, a time slot may need to be received or transmitted.
The time to switching between receive and transmit constitutes an
overhead (dead time). Large switching times have the effect of wasting

bandwidth.

d. Interface type.
Maiy {ypes of Waisituticr/ receiver are avaiiable. A type that provides
digital data input and output gives the simplest interface with the

MiCroprocessor.

e. Data rate.
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1. C t 7:LO.;i104;0010 3 For products with a broad

sal es appeal in a range of countries, it is possible
veral different transmtter/ receivers W||

\£qu’ﬁ&t§i sel ected, appropriate to each countlGA/AU2004/001053

5 b. Power consunption, in conjunction with any other

consi derations that determ ne the anobunt of power

avai |l abl e. For exanple, transmtter/receivers with a

hi gh power consunption may be unsuitable for battery

operati ofie &angmﬂ?e PJceHeg ntegIr iy qﬁ)aéé all}/qicrela}qgroprlate to

switch between rece ve an
conmmuni cﬁieldmfg[ e t
tinme to 15 swi tc bet vve&L réﬁg}&\&@?&%ﬁ%@éﬁ%ﬂé thnﬁlbgggYWhere
i mpor t anketwieen utrentehelow ot extoémelyisghides a set of
fixed tinme slots. Depending on the overall transaction
bei ng perforrred a ti me sl ot may need to be received
r ansg, ne to tch| n ween receive
transrh’s% cons %h é’Pﬁ%ﬁ%ﬁ@é@fd time).
Large swtching ti mes have the ef fect of wasting
bandwi dth. d. Interface type. r1 C,r _ Many types of
t r gsmi tCest/ recei ver are available. h type that
provides digital data input and output gives the
sinplest interface wwth the mcroprocessor. e. Data

ragge. 31Qm%)§m¥\9f 89895/ 0 <5)§t11 PCl / AU2004/ 007053

At the very least, the transmitter/receiver needs:

a. A Transmit data input, used by the microprocessor to place a

communication state onto the wireless medium;

b. A Receive data output, used by the transmitter/receiver to indicate to

the microprocessor the state of the wireless medium; and

C. A control input, used by the microprocessor to select a receive or

transmit mode of operation of the transmitter/receiver.

'Control inputs can range between very simple, and very complex. At the simplest

extreme, it is used to select between receive and transmit. Some
transmitter /receivers support a low power “sleep” mode. Others allow complex

setup and configuration o be made for transmitter/ receiver operating behaviour.
For the protocol described, the type of control input is not critical.

Some suitable transmitter/receivers include RFM ASH series TR1000 to TR3100,
Chipcon CC1000 and Nordic NRF401, NRF403.

17



15

20

The transmtter/receiver needs to support a data rate
appropriate to the overall product requirenents. This
Opta- fatg could be anywhere between extrenely |ow or
\éﬁ?eﬁmfj‘ high. 5 f. Physical size, and the ai&dht“‘&?*““““ﬁ
space available. g. Cost. h. Amount of design effort.

10 At the very least, the transmtter/ receiver needs:

a. A Transmt data input, used by the nm croprocessor

to place a comunication state onto the wirel ess

medi um 15 b. A Receive data output, used by the
transmtter/ receiver to indicate to the

The Fi€fPROEESSSPI0 sfed E@g@pggnélﬂthc&?%%@%ggﬁgé %%tg%gl(,j using the

c. A'control input, e mc _
transAlteanY/ récel g @is Re Bieans Of pI: SmARAGcR{orPRRIR NP td wireless

the transmtter/receiver. Control inputs can range
medjanyaed reivingicopimunixation erayescivoni e wittleshimesliviml est

extreme, it is used to select between receive and

transmt. Sonme transmtter/receivers support a |low

1 . h compl ex 25. p, and

The nf i ch?lg ?%ﬁ)f p&g)gr&nggg%{r o?‘bt?a sﬁ#ﬁ) rHrlo&%%/ titcan
perfeipe bpletatibrizakith ipRbdise tiftifig.! TRe Bégféé‘}ﬁlpr@&ﬁ‘bh' cﬁﬂ? e{z@seto be

type of control "input is not critical.” Sonme sul AT e
enoug}femsaﬁqxd ereatingdhiv errers indthe demBRivhidStios @irb@esol[R1000 t o

TR3100, 30 Chi pcon CC1000 and Nordi c NRF401, NRF403.

17 \'v0 2! ~ .,"C Sl PCf; A U200410 11053 The

' I | S .used. to. i ement the .

The @%ﬁ 1% gg?ctgiﬁ{pdélé}%xateg 1H Y Slh;?élefl manner,tb.ecause this allows the
point aBwHiRH fHerthesRity BégiA%o bl %aﬁWP&ogEis%h?C' ng

comuni cati on states onto the ‘W rel’ess

The microprocessor is responsible for implementing at least some of the following

functions:

a. A data encoding and decoding scheme used for transmission and

reception - for example, Manchester coding;

b. Recovery in the receiver of the transmitted clock - for example by

synchronising onto a preamble;
c. Detection of collisions;

d. Creation of each time slot, and appropriate transmission or reception

during the time slot to exchange the relevant acknowledge information;
e. Implementation of an error detection scheme that can be used by a

receiving device to determine if a transmission is received with or

without error; and
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medi um and recei ving conmuni cation states fromthe
wreless nedium 5 The type and choi ce of

i rogessor is not very critical, provided that it
65%&%gg?lgrn1operations With precise tining. THet/AU2004/601053
degree of precision only needs to be enough to avoid
creating bit errors in the comrunication protocol. 10
The protocol is best inplemented in a bit-oriented

manner, because this allows the point at which the

[ begin to be easily recogni sed. The

t | qt
i dr o;r L N{adioNf S AITOf %)rf%sﬁowﬁh@nﬁ thateangke used by a

| east s . the.follow functions; 15 a.. A data .
encodi n gggeﬁg{n%%gld%ené& C% %eggéorusg fe]noe II’%IP%?F gg’éerﬂebvﬁdoq{ g fluring a
recepti qransnligdiogxanpl e, Manchester coding; b.

Recovery in the receiver of the transmtted cl ock -

for exanple by synchronising onto a preanble; 20 c.

Det ection of _collisions; d. Creation of each tine

As preyiously, deggsihedh aicammen methed foroiessribing st fupations used in
during.the tjne,slot change, t.h l.eva

COI‘HBHH{E%PQB é)é'o*oﬁlpl?rlﬁ,gﬁ‘ 1£§g) 7% réxgocﬁlrp M@?’f@aﬁq areestrycture based

on g MlodePisGidt nah B BA/Gs W3R ki B AEHEHRArLY dBsien. Using this
receiving device to’determne It a transm Ssi Eh i

model¢thefeaictibhdperformed hothe ssttdin fewalyeks are skdwn in Figure 5.
2005/ 01811 PCT/ AU2004/ 001033 f. Inplenentation of an

error correction schene that can be used by a
receivi de to correct

The FEEPUIRLettR Setduhfe VIO e et QB eTRRE (Physical layer).

-~

The microprocessor software performs the functions of all higher layers.

In particular, the software MAC-B portion of the Link Layer is responsible for all
time - critical functions of data transmission and reception, including at least some of

the following:

a. Starting a new transmission (including generation of any preamble);
b. Transmitting data bits
C. Transmitting frame markers;

d. Starting reception;

e. Synchronisation onto the transmitted data stream and clock recovery;

f. Reception and decoding of data bits;

8 Reception and decoding of frame markers;
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5 As previously described, a comon method for
descri bing the functions used in comunication

wpretocadis is the 1SO 7 layer nodel. Wil st a softwarne. .3
) Jt- S Pk 1

structure based on this nodel is not mandatory, |
use sinplifies the overall design. Using this nodel,
the functions perforned in the bottomfew | ayers are
shown in Figure 5. 10 The m croprocessor hardware
provides the electrical interface (Physical |ayer).
THe ni dNofificttessof a edlfisiony € perforns the functions of
all higher layers. In particular, the software MAC- B
portion of the Link Layer is responsible for all 15
ti;me - &ritical . functjons of data transm ssion and

r dcept i BAIEAGHNE SIOf andhst some of the fol I owing:
a. Starting a new transm ssion (including generation
of any preanble); b. Transmitting data bits; c.

Tjans nTrahsgissice: RBEMESSof dita b%‘s%éihg 9 IRE SRy lon; 25

e. Synchronisation onto the transmtte ream
and clock recovery; f. Reception and decodi ng of data

Lis:_ q. eptij.on d decodi ng of frame markers; 30
The S?’?“E’ewgﬁp%m ef thechink ligyeRiaatisodbmenriticala It is responsible
for hi \SeP Ries! ' ach tine slot; and 5 j.
or higfet 1eve? Mesrage A raQEtnt iRLHiRe 2t et sreha ofi e

shot . Umm&@lfcﬁmroeapga@ﬁi PS8 vad dé{ég’igf nk Layer is

not so tine critical. IS responsi or hi gher
| evel message-oriented processing, including at |east

sgms o% gﬁ Construction of a packet fromreceived
ddt a br A§xet ggrorshegkdnger r or checki ng;

C. Determination of when to acknowledge, and the type of
acknowledgement to be generated (using the time slot services of

MAC-B);

d. Based on packet structure, scheduling and operation of a repeated

transmission;
e. Starting the transmission of a new packet;
f. Generation of packet error-check sequences;
g- Transmission of a packet, bit at a time;
h. Examination of acknowledgements, and collisions, and determination

of whether a packet should be re-transmitted and when that re-

transmission should occur.
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c. Determ nation of when to acknow edge, and the type
of acknow edgenent to be generated (using the tine
whot;sgkyices of 15 MAC-B); d. Based on packet .
structure, scheduling and operation of a repea‘t‘e
transm ssion; e. Starting the transm ssion of a new
packet; f. Ceneration of packet error-check sequences;
g. Transm ssion of a packet, bit at a tine; 25 h.
Exam nati on of acknow edgenents, and collisions, and

det,er.m nati.on _of whether a cket shoul d be .

Mot SRR ies i are rraldbic Scrmg Rt Sascel hamdpge functions
‘whi mievelshMeld 5 i .

Vel i cenbve o o ho Prioordost KN b fibhtions, such as
genbatibresfetihe itterils, geReitiorDdfpulbisCind STBHE WRIR tRbsd iftdware

processor |load for tine critical functions, such as
fungféonerareinit nedndatony, theiensegeatly simphifieothecbfiwdre elesign and

and so on.. Wi |l st these hardwaye  functions are not
codifin SRME JICTAREPFessers hrtarRISpEPIRfor Hpein thsiaveptihanaude the

' ' . h GLOProgessors that. are.
TexE s Aeis MOPLIT iy Ml B BRER SFREY g PRanfaedy 1B/ v604
fanﬁlgystrunents MBP430 famly, Atnel Atnmega famly and the

Hitachi H8/ 3644 famly. As previously nmentioned, and.

according to a further aspect of the present

invention, 10 specjal'’ rkers_are used in the . )
As BIEYRURLY FiSO5edrend AP torh Hather @seasd 0bfha present invention,

g = | ' [ ransaction frane.
speliB ARk sFORAIH HOGR AR OB 6 chO (F BRBAIADlnd ER e
variaBROleh@H dh@ pdrkiohin théPrditacstfame he variable

portion, because this forns a reference point that

defi nes when the fixed

Ld;‘al':fiﬂt’)%/i}ﬂ 1033

In the protocol of the present invention, it is important to fix in time the end of the
variable portion, because this forms a reference point that defines when the fixed
time slots can begin (for acknowledge transmissions). According to this aspect of the

invention, use is made of the concept of encoding data to provide “states”.

It is desirable for communication media to require some form of balanced
tranemigsion to avoid accumulation of a dc offset. This balance requires that the
number of ON and OFF states on the medium be equal, when considered over a

moderate to long time period.

There are a number of encoding schemes that can be used to translate the data bits
into states on the medium. These vary in terms of the bandwidth they consume on

the medium, and the ease of recovery ot the transmitted data in a receiver.
One of the most common is Manchester coding. This coding uses two states on the

medium for each data bit, and has a simple process for data recovery in the receiver.

This codes a 1 bit as the state pair (OFF, ON), and a 0 bit as the state pair (ON, OFF).
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15 tinme slots can begin (for acknow edge
transm ssions). According to this aspect of the
vwnventi-on, use is nade of the concept of encofji"pg\udt%ts-‘aumss
to provide "states". It is desirable for conmuni'cation
media to require sonme form of balanced transm ssion
to avoi d. accumul ation of a dc offset. This bal ance
requires that the 20 nunber of ON and OFF states on
t he nedi um be equal, when considered over a noderate
The Mahé@tér dRleRBh : i f enca .
..Schemes that can g&ejh%ssgg{at?e o&téfl gﬁgﬁgﬁgﬁtt%g;%’a?raaﬁ {E)SOFF ) in the
mididie of eacht datadit whichrgrdatlyrsinTplefies tha b¥odeds LiEtHEeREivhPEf data
bandwi dt h they consume on 25 the nmedium and the ease
TeCO¥Lry apgp¥p faionarge the trepsmittaralock. a recei ver. One
of the nbst common i s Manchester coding. This coding
uses two states on the nmediumfor each data bit, and
In tHe¥faRichl f 9L P AT F nytihe .
" recei ﬁ?%f%ﬁ@g&; etseng L'."Lsd(ti;?}t@r;'as t%dg)&{@“géﬁern?mmtfed-
ON), and a O bit as the state pair (ON, OFF). 30 21
U1053 The Manchester code al ways has a state

- The Maprhiestesisodercen be egploited, Shthiad taFegalstateaifi Adhgedto

hedata.bit ich greatly.sinplifies the process in
Contésemfg%ggv%?ag?u lﬁg’q%é £3NG&nd synchroni sati on
onto the transmtter clock. 5 In the Manchester code,
- the state pairs (OFF, OFF and ON, ON) are not
e preaatichbix. of thb tlldgansthrsdeqiie iugﬁ&l ' it i
that the ill egaldg?{]at e padi rs%%er&ﬁls%gget é%?}tf,/gglor%oas tis
used; gansistemilipn Patferably sherds belanse ghittid Manceestaktoligg SHAHH be
presgl,h‘pi ce of the illegal state sequence is not very
mﬁ ftant, so long as it is wused consistently.
Preferably, the dc bal ance of the Manchester coding
should be preserved. A suitable coding to represent
A suithbleerraling to inepreseritahié en@of thotardfble BSrﬁdx@Bpﬂﬂe%%{%ﬁlikscion is to
ta 5 use a sinple illegal sequence: (ON, ON, ,
use agmpletlegal seguencee©ONHINIOFRIQHRe This preserves the dc balance,

and can be easily recognised by the Manchester decoder.

If additional information needs to be conveyed, this sequence can be used as a “lead-

in”. So, for example, other possible sequences might be:

(ON, ON, OFF, OFF, ON, OFF) = first point of significance
(ON, ON, OFF, OFF, OFF, ON) = second point of significance

When the methods and advantages are considered together, the preferred protocol

tomm e :

e hm LD e S Ll
AALE AL AL LU RIULL 1D DAL

——iaa . ¥ ~ ~ . S - -
i-Olieiied, synuuonous, and expioits llegal coaing to denote

points of significance in the variable part.

This has the advantage of providing a high level of time-based precision in finding
the end of the variable portion, is relatively easy to implement, removes any reliance

on characterisation of UARTs, and does not need escape sequences or bit-stuffing.
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and can be easily recogni sed by the Manchester

decoder. If additional information needs to be
nv d,..this sequence can be used as a "lead- in"

‘ég &Mﬁ &anpl e, other possible sequences m gh¥ CHAU2004/001053
120 (ON, ON, OFF, OFF, ON, COFF) first point of

significance (ON, ON, OFF, OFF, OFF, ON) = second

poi nt of significance When the nethods and advant ages

are considered together, the preferred protocol 25

ipl enent,atj on s hit-oriented, nchr onous, and |
FulfiBrEOtE: 14 high e dhabed presionin BABorE Ahe eoi of the variable portion
Ak £ d ' s . has .t he
alsg Gf¥Ates £RI1eYA JriteliBlon TR BriRlibing B ief fircfited time slots
thapfellive A éxarhpRYMEe uEéiSf @&an%aim mglfzéfd {i'i\hm&r (13) is
is relatively easy to inplenent, s any reliance
shogon omFighwe dct eri sati on of UARTS, and does not need

escape sequences or bit-stuffing. 22 WO 200/ 015811
PCTI AL2004/ 001053 Furthernore, the high tine-based

Thé)flg%dg Iggs %‘eﬁglﬂ Lhe %Eq% oﬁ{r@g@f ; g?y\é%; L ab S pmﬁgged states
or Bike 'H{eaféceﬁifedttli}ﬁe Eldﬁfﬂeghu@% FlaQkR st&h?élc?figl- hglvﬁéﬂ% need to

exanpl e of the use start nar
suplpar ke i{l@gal statess hndna timefHinghe @ade ﬁhereTﬁ&lﬁﬁ%(fQQréﬂsﬁﬁtted
slots are easily transmtted, sinply by counting the
during thgpent °§ﬂéﬁ veseivgd tine slot.The received tine slots
require a Manchester decoder (w thout the need to
support the illegal states), and a tiner in the case
Quity f the
Tt w0 it AP ol B HE B NG R Bhseihg o paeterred
emabdivieeritasdohen ndegordrbridnsiahll hed #icefi6Rs iRy dbeth88EWiln the
enbodi nrent and that many vari ati ons and nDdifications
scopa ¢t Hie presentivENHORhe
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waevigessy; it he protocol having a frame incl udi NG ,\f

scope of the present invention. 23 CLAIMS: 1. A

comruni cations protocol for use in a network of

i

time slot for transmtting data, a second time 5 2biheioss
slot, after the first tinme slot, for transmtting a

fi r_st acknow edgenent state, and a third time slot,

after the second tine slot, for transmtting a second
acknow edgenent state. 2. A conmuni cations protocol

CLARWERrding to claim1l1 wherein the first 10

acknow edgenment state is a positive acknow edge and

the second acknow edgenent state is a negative

acknovvl edge. 3. A conmmunications protocol according to
Aiconzmphigations phietocok foir sk ireasletwotlsof devi¢eabiie prdtocol

I t.h and the ond and third tinme slots are fixed
ﬁ‘% Tame 1MC uéc‘%@fﬁfﬁfltgﬁ? slog éo fpﬂ‘@tsml@illn@debt disagpnd time

t { |t|v ge .i ncl udes

tgséS{' ?Q@as?nh ss.s[%ﬁ' 518F§§%E‘FP?’BI 5{} wﬁ'fla?rnﬁwgstate

Sudrld &tRiE tiRESRAAIRY the

the presence of recel Vedséégpgﬁﬁg%g,ﬁﬁg{aﬁgﬁ% asecond

adckonidddgemant stdies t he transmi ssion of a specific

" 20 coded val ue containing sufficient redundancy to

al | owit to be recovered in the presence of received
erx

| udi
t r anscel ver /a hf) %gﬁg%%o arccgffﬁngg qsag‘ﬁgtw I@\’/Zr;?(‘:n the first
L TARRAOAEEErhERLINRIiS o PV 1khBled e and the secon
3¢ st

transceiver/transmtter transmts

t iacknehdedgemeniestateds s negutivé adariwledge.and wher ei n
upon recei pt of the data, each of the transceiver
/receivers return either a first acknow edgenent state

in N after. the i me o] or a
2 SRS bIE BBk SELRo} IS by B e it B
afvagiabld th RRAGEHD ﬁ!n& ti@setbAl -and third time slots are fixed in length.

A communications protocol according to claim 2 wherein the positive

acknowledge includes the transmission of a specific coded value containing
sufficient redundancy to allow it to be recovered in the presence of received
errors and the negative acknowledge includes the transmission of a specific
coded value containing sufficient redundancy to allow it to be recovered in

the presence of received errors.

A radio communication system including a transceiver/transmitter and at
least two transceiver/receivers, wherein the transceiver/transmitter transmits
datd i a first time sioi to the transceiver/ receivers and wherein upon receipt
of the data, each of the transceiver/receivers return either a first
acknowledgement state in a second time slot, after the first time slot, or a

second acknowledgement state in a third time slot after the second time slot.
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10.

11.

24 ii U <Ou~'u] ~511 PCh' 1AU20441001053 6. A radio

communi cati on system according to claim1l wherein the

il St %]D,(HOV\A edgenment state is a positive acknO\_/‘\Aﬂedge. -
and the second acknow edgenent state is a neghtFigpd2064/001053
acknow edge. 5 7. A radi o communications system

according to claim6 wherein the first time slot is
variable in length and the second and third tine slots

are fixed in length. 8 A radio conmmunication system

o SR SRS RGO AIEGTARET Ly hereinhelfse

U ARG ARG Yotk SRBELINR ARG Gielond

transmitti conmunit C

ac cazmbmedgenaé@ SRR vk aegaﬁv@moeﬂea e.

transcei ver/recei ver detecting a correctly coded

transm ssion in the negative 15 acknow edge tine

slg%, gach transcejver/ receiver discards the data -

pr b TBEK) SpMMEgGalions pystemeadeprding t glainy whetdin the first time

a8 & VAHRleR LA R L TGRS Rl deredin

in 1bﬁgtmegat ive acknow edge tine slot, the 20
transcei ver/ transmitter retransmts the data to each
of the transceiver/receivers. 11. A transceiver/

recei vg_r for use in a radi o connunication system
i nch dadiogcommunicasionsivstert agrosdingdo/clainnf shereisveaghdransceiver

[
at | ther. transcegi ver/r.ecei ver 25 in . use,, .

¢ nd"BRRRECEE rind Ristof RS iSE By e sloBg Hripg vhich each
Inx«aséédftﬁf*e&ar[g%e_ i%EPfs_rfd’thHﬂsErﬁttH@nsce' ver/ transmitter
either transmts a first ackno dgenent state in a
second tine slot, after the first tine slot, or

transmts a second acknow edgenent state in a third
ti rfé Tafigrcomynupication sysleghacqordingsioslainpg wherein upon each

transceiver/receiver detecting a correctly coded transmission in the negative
acknowledge time slot, each transceiver/receiver discards the data previously

received in the first time slot.

A radio communication system according to claim 9 wherein upon detecting a

correctly coded transmission in the negative acknowledge time slot, the

transceiver/transmitter retransmits the data to each of the

transceiver/receivers.

A transceiver/receiver for use in a radio communication system including at
least one transceiver/transmitter and at least one other transceiver/receiver,
in use, the transceiver/receiver upon receiving a data packet in a first time slot
from the transceiver/transmitter either transmits a first acknowledgement
state in a second time slot, after the first time slot, or transmits a second

acknowledgement state in a third time slot, after the second time slot.
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12.

13.

14.

15.

16.

17.

1L~i ~ isl C11-1. 1-.: 12. A transceiver/receiver
according to claim 11l wherein the transceiver/receiver

viurtheririecei ves the first acknow edgement st at-e ke 033

the second tine slot fromthe at |east one other
transcei ver /receiver in the comrmuni cation systemor J
recei ves the second acknow edgenent state in the third
time slot fromthe at 5 | east one other transceiver
/receiver in the communi cation system 13. A

[ r ANFBCYiveL /1ol eiccOfBiIRE 4 ROl 10WARBIH thd\Bah&levdr P feceiver
first acknow edgenent state is a positive

adiandwir geiesivesahd firbieackaowed genndntotdte dy ehesicontiaife st from
a E‘e%ﬁi ve acknow edge., "-10.14. A o
t riaR &L &5k PNe ather FEanSeRiver/aeeriverdndhe comneunivation system or

ey ) o8 et o ERRelri? sty 8 The e 810k from the at
e G- RSO A it O i tine s ot fr
L anaearany Saee R Aol i RTRR R ioh bybtm,

upon receiving a negative acknow edge fromthe at

| east one other transceiver/receiver, the
t rta BSreiEeT/reaiveraccanding telslaimd 2duherefra thecfirst ecei ved

sk e FeasB 5 pdfive Ak dMicien i Hieacanls
2QickABWAEEEE it AtAlR ifa h@ﬁ&tﬁf@éﬂl&h@ﬂe@%? the

transceiver/transmtter.”17. A transceiver/transmtter
for use in a conmunication systemincluding at | east

one other transceiver/receiver, wherein in use, the

t PhHapgeejeer/reedgnaseording i alaim 13 whergipthekeanscaivar /receiver
fi oL t t e at l|,east, one 25 ) )

t rhShitbsTRe PhRimiich BhEedBiR i £ Rmre slot dpzing which the
AR iOEE/ae8difb isirdbt FradSRQiifhel | MB sl ot after the

first tinme slot fromone or re of the _

transcei ver/receivers or receives a second

acknow edgenent state in a third tinme slot after the

s &t HRESTSIVRF/ Lecsiverasronaing kxelping 4d wheretreupon receiving a

t1RPEAGE YAIJWRARY Hoin tREat least one other transceiver/ receiver, the

transceiver/receiver discards the data packet received in the first time slot.

A transceiver/receiver according to claim 15 wherein the discarded data is

replaced with data retransmitted by the transceiver/transmitter.

A transceiver/transmitter for use in a communication system including at
least one other transceiver/receiver, wherein in use, the transceiver/receiver

transmits a data packet in a first time slot to the at least one

bmnenmmnivene famaniveme A JONRUE, B TS EY o S 1 v Co. -
CLULIOLLL Y ULy ALY UL Al 1CCCLIVEDS CHULEL a LiIdt daUKl luwn:uge Stdie 1n a secona

time slot after the first time slot from one or more of the transceiver/receivers
or receives a second acknowledgement state in a third time slot after the

second time slot from at least one of the transceiver /receivers.

26



e

10

15

" 20

25

18.

19.

20.

21.

22,

theodinst; acknow edgenent state is a positiveg

O2i (:. JI >11 VCLiA1J-" i0ol"!'lii" Uo3 18. A
transceiver/ transmtter according to claim17 wherein
acknow edge and the second acknow edgenent stét R
negative acknowl edge. 5 19. A transceiver/ transmtter
according to claim 18 wherein the

transceiver/transmtter nonitors the comunications

medium during a tinme slot during vvhi ch the

tr 2 BaRscRtcr/ ol ol dinB S chI7 Areit it o
up@ekewtidgeRterd sthfe RROPGIMOe aals{&vieaﬁa find ‘the econd

transceiver/transmtter retransmts t ata to

at atknewlaigenent sateisendégativeiacknowltigel n a wirel ess
network including a transceiver/ transmtter and at
I east two transceivers/receivers, a nethod of

ARSI uAR R Adfodig £6 ﬁ@?ﬂf}%ﬁ%ﬁ‘ by
Tr mbéﬁ/éfﬂrd‘.d’sﬁqhéﬁﬁlo&ﬁ@%ﬂ@ 6 Bhi hfddiudd (;ng a time

data to the at east two transceiver recel Vers;

unslot cesirfgiwhichr the ¢fansogjvehMrataisittat isatot teasini

the at |east two transceiver/receivers. transmtting
negati ve acknow erlge 20 data to indicate

f. ul i f th tt th
dath AR VT bR ten AP REPE AL PP W TEn HEpH aReeRjns a
th
r cfepiife SATRMIEHEC nt WanBeoH @ /falsflndd B3GR E e datp to the
acabladshgné trandceiver 2tdcelverei n t he negati ve acknow edge

data is also received by the transceiver/transmtter.
23. A nethod according to claim21 wherein upon

recei ving t acknow ed the oth
tr grﬁscel %ler n?t&:%?ver ddinga %Pﬂs‘feﬁ‘geréwl?‘ét Hi a\'ﬂéjdatflf:%two
r32 ttxfraghﬁgér#t@lggg&gg@gé LAY dfdisfeiRhBng BaE] 1 BISsHAIE by the at

least two transceiver/receivers, the method including:

Transmitting from the transceiver/transmitter, the data to the at
least two transceiver/receivers;

Upon unsuccessfully receiving the data at at least one of the at
least two transceiver/receivers, transm_itting nega tive acknowledge
data to indicate unsuccessful receipt of the data;

Retransmitting the data from the transceiver/transmitter; and

Replacing the data received by the plurality of transceiver/

receivers with the retransmitted data.

A method according to claimn 20 wherein the negative acknowledge data is

also received by the transceiver/transmitter.

A method according to claim 21 wherein upon receiving the negative
acknowledge, the other transceiver/receivers discard the data received from

the transceiver/transmitter before receiving the retransmitted data.
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27 WD 2005/ 015811 PCT/ AU2004/ 001053 24. A nethod

according to claim21 wherei.n the step of transmtting

data is done in a first time slot, the step of
ransnmtting the negative acknow edge is done in

V%%&%’ﬁ’& ¥l'he sl ot and the step of retransni ttPﬁHApg"“‘/"”l““

done in athird tinme slot. .5 25. A nethod according

to claim23 wherein upon successful recei pt of data,

the transceiver /receiver transmts a positive

acknow edge. 26. A nethod according to claim25

wh in f th '
T CON TR R -
théh § ik SR Sol, BRe &8p D2 HARSMIAE R Rlgativi Ickbwidge RRone

in a second time slot and the step of retransmitting is done in a third time slot.

5 25. A method according to claim 23 wherein upon successful receipt of data, the

transceiver/receiver transmits a positive acknowledge.

_ 5-—) 26. A method according to claim 25 wherein the step of transmitting the positive
" acknowledge is done in an additional time slot between the first and the

10 second time slot.
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