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[000dLFigure] Etrioreirt)s akﬂﬂgram ppasingld ﬁdé\k)@ﬂkddl&ﬂ&xtﬁ fwith virtual routers.
ased on .

rf rwar di_ ng
In Figur BB, LBl 10 f s itasat Poutors AT L SAUB 13, and VR.C

115, anlrrﬁaf&hé axsi'grliajlﬁuatfzefgé/@g\llgé ialngr lqtgﬁbf%?%gﬁﬁzlf%&g&t H_fﬁq from dngress
ports IOBd!p Eﬁg&ﬁg fesggglvely transmit traffic out of the egress ports 151A - 151C as
illustrated in Figure 1. The virtua] route;_ VR-A 111 receives fraffic 109A from the ingress
port 103A and transmits the traffic 1094 out of the egress port 151A. The virtnal router VR-
B 113 receives traffic 109B from the ingress port 103B and transmits the traffic 109B out of
the egress port 151B. The virtual router VR-C 115 rcceWes trafﬁc 109C from the ingress
port 103C and transrits the traffic 109C out of the egressport 151C.

[0005] Network elements that support virtual routers, performed mter—VR forwarding
based on the forwarding scheme described (i.e., with standard interfaces). IfVR-A 111
received a packet for transmission to VR-B 113, then the VR-A 111 looked up the next hop
in its routing table, found an interface that was associated with the ingress port 103B, and

forwarded the packet based on that interface.
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[0012] Figure 3A is au exemplary diagram illﬁstréﬁng’ paeﬁﬁg of v1rtual routers
according to one ernbodiment of the invention,

[0013) Fignze 3]3_ is-an exemplary diagram illustrating additional peering of virtual
routers according to one embodiment of the invention. |

[0014] Figure 3C is an exemplary diagram illustrating inter-VR interfaces as local area
network interfaces according to. one embodiment of the invention.

[0015] Figure 4 is an exemplary diagram illustrating external route distribution between

virtal routers according to one embodiment ofthe _ii,wenticn. g
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gateway|rauting wbloileand/a maut fonfing tOlOZIE. InRERE B §£§¥ {-cﬁrtigg protocol
o

| S, bui | d h
processa?i%” g 5 ioéérﬂip %@P 6‘%}% rﬂc .) gug;@] g@h%l(ﬁ the nen%;or gateway)routmg
tables Z@at'HMﬁtchaﬂ BateGay ASLRS A 2%@?&% tr&%ﬁtg m%nalgpcérf, fior reashing

i.nformation for reachrng

a destinafion cas dejerminns ar@rmpmdmg mgatoewwas* wuting rﬂﬁt@bﬂ%ﬁb cess,

ystem

that is m&i‘ﬁ%ﬁ &5 % \‘%H g &f{{g@v ﬁiﬁ:&iﬁcl}l oiﬂq? vnl%glgoumr 205A. A

|nc

process lpqum:esmngmnl m&ht‘ gﬂ@wajﬂ ;Jﬁjéﬁclﬁﬂ '(e% B@Pe%‘\@ﬁdi" %ﬁ:&c@xldg The

et c. ds"the .exteri ér
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routing table 213 is bunilt using route cntnes fmm lhe mtenor gateway rout).ng tables 209, the

exterior gateway routing table 211, and interfaces from an interface manager 271.

[0020] The interface manég:r 271 includes a data structure that indicates interfaces and
their corresponding reachable IP addresses via the interfaces. In certﬁin embodiments of the
invention, the interface manager also associates lower layer hardware information learned
from lower layer protocols with interfaces. Each routing process exchanges routing
mformation with other networic elements through. interfaces and install Ieamed reachable
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[0024] Ap deter-virmakbron?d nixt s a2 @highke
that ide; st i nat l ns may al. Solﬁg;g ano e@&?hlgﬁﬁ?tﬂreg{ﬁ%?&ﬁlﬁ?% 202 .
niRes 3 specific virtual rouier, W‘hen an admxmstrator creates a virtual router, the

administrator provides a user-friendly virtual router identifier (“VR name™) for the created
virtual router. In response to the creation ofa. virtual router, the network elernent 202 creates
and associates 8 unique virtual router identifier (“VR identifier) to be ntilized by the network
element 202 to identify the created virtual router, While g one embodiment inter-virtyal
router next hops in the routing tables are VR identifiers, _aiternaﬁve embodiments of the
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networ k el enent (eg , |D1 may be VR-B) Wile in one
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' virtual router, an IP address, etc.), then the packet processed accordingly (e.g:, if the next hop

is a physical interface, then the packet is processed at lower layers in order to forward the

:

packet along the appropriate hardware lines to the egress port). In another embodiment of the
invention, a switching module is implemented separately from the forwarding module. If the



011

01/19/2005 10:27 FAX 408 720 185 BST&Z, - S
desti nation o? t he packet 251 is IDl, then the

forwardi ng nodul e 207 forwards the packet 201 to an
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.det er.mi-ne whet her .t he next hop is a al router,
[oodEFf higie STSOMSTS L ATieierc M wiler e O She sammginpawork element with
virtual fontegs, HEGEintePI ¥R réifting 48 d Foe; LQvention, an
: addi t i on_aln' fi el‘gl' i sngl ncFuded @%E{é%\bg%s']%é%t#%g%gﬁa arca, and/or
infra-copfpental grivgte nagriagewithgut ntiliziag phiysicalllines mod/sepdtsaoloppfeot

I n anot her enbodi nent of

: t he outgoing interface.
Vlmﬂ{oﬁ{glmf nvention, the value of the next hop inplicitly
[0032)durenVEsrantiep land firerdig) blsé plovides 3RS apRARE QY with respect

. hon- V ext hop. - . N :
to testing and 1:.211'|z:\1>11e:f1 ncton( inter-communication, Since virtual ronters can be connected

without wires, then numerous virtual routers can be peered or connected to represent the
topology of actual networks. The inter-VR routing and forwarding can then be used to
simulate routing in different network topologies without cables and wires, .For paralle] .
network inter-cormmunication, a service provider with an operational legacy networ]; and a
next generation network can utilize inter-VR routing and forwarding for experimental, trial,
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[0 bling . inter-VR routing and.forwarding

@o12

029] Ena
provi des additional functionality. A service provider

that is a custonmer of a -network.provider, which owns a
woastworksdel enent with inter-VR routing and ?CT!ES'ZOil3/11204-1(

forwarding, can allow its virtual private networ
In addition,

. rs o exchange routes,
;nfij c'il( %@g%q@%f %’g‘%ﬁ%ﬂﬁ Oiﬁﬂlt?%lﬁ%ggﬁ th@ %Ef?f'ﬁﬁ‘?té@t@fke fassuming the
erqut oefvebeks mckidBNieuss FATBE Wi i R R0
the semgLor k forc In,t,érnet aCCe;ﬂi?’]_&'i'ﬁ?‘lﬁéém. ryﬁ?gﬁbe‘nghdMorewer’
¢ S ISR REP HARR Candilier igen ¥Ruputing e fovaldinpo EEWLE Pheir customers
mers' routes if they

. ‘P t
from ﬂé@&ﬁy%f@ox?&qto%g{égy | f;a\/lg]‘gla%géogﬁspace, [ 0030] Inter-VR

are part o

[OHIdigrgeshal 10 weretbimnglasy asiagxmbll@ﬁravﬁégﬁxgtéﬂioﬁ%ﬂﬁ?ﬁgng
tablesﬁ&ﬂ%g&ﬁt ‘c#%t %ng{mgprem se equi pment (CPE) routers. _
service proviter RAARESrCREHDS Fors embaiimenta thit invédtiona Figure
3A is mti exbrplary Qitigein 0. REAHPSILE S FLARKP. Lypi cal | .
T Torre s R R BT BAP o e o one

performed by a CPE rou :
embodjmpznt Sﬁﬂ}eslﬂi’MtODa]dﬂ: Efswm b, areirmerdoufer SUBAYVRLRY & peercd with
, - ) iple custoners of a hetwor
I‘;ﬁiﬁ“ﬁ%@fs 3998 20a383¢] e Bl Btk SEA MR endp O3 raspectively have
addressos 80.9,1.1,H@N1.1.0f £id MR .1 SUTHBYAN et £O30LES
i lL.ocal area, netro area, and/or In{é@%f%ﬁ]%eﬁg%f\ﬁhstam
routing (1.¢., an sonfiguretihe gondctiomcb tivyar thalvirtiAfiters). Ag
administasHrQh . G ghoo Vigital routers. [0032
o o ek o 00 ekt it B Vgl 3034 o reach tre
virtuel rgyier 803R ahd ea it VRinesfad 3 1511 B SRSy thi 9irﬁ1%ffclurﬂ? 36{4‘& to reach
rtua

t“em@ihﬁé@ﬂégﬁt% k inter-comunication. Since Vi

le gom g theintebroes o theyirntdh esuterBPS AQ Hie

adminisithtot MR coRELRESInFE! CcO to .
regr eser?t t%lge 1tﬂgﬁgo ogﬁaggegg%%% ﬂﬁ%ﬁﬁg?eﬁﬁgweb’mﬂw

virtual rowfers303B; and, 3930 iy respdnskao ey ddinfiguefion e i
tables oisthwjrﬁnta?ror Q#E 'apeq-wl n(ﬂgi fferent nétgumr'kn’t opol glg?@%a&%umg
[093\|:lmht hout  capTad s ga res. For parallel network
HhAenateronzateway fodfing th]<3 86 VA M {3? | (33N
include P81t i onal Ie%\c ngt\_/v%)r.k é#’rg&atﬂégex éog#gﬁg'ﬁﬁdﬁupdatedto
¢ %@F&B%Eﬂ"&éﬂmam GaiRs deptinetion/iR0A du2 TeaghabikelvioiewBld) VIRLB and a
005 10: 27 EAX 408 720

destinatidD10 £N0LFRERIALg rbd o0} é@fﬁxg X prspichodioent fo488t hops

658 BS T

to a virtuakrgntsr agpiarizatedivith £YRNAAREETer OfltchRNlve et
ma inditlgi ffe{.}ﬁ.l% nlﬁt' wor ks (assuming t he ' dl"g%glrggél %é@ﬁi?veﬂmn

Y e p TG Fouterient R with the virinal rowier’y namelor FReaddoes.

[0035] 2B for -0 2D _ rafee provider can utilize
, ?nt er-'M rgca)’ut_iq_ g&%n(f ?%Ps\%’é]r%g%t&'tec}p ’?ﬁ’%(@{fgrfq%qsupdated to
include 2 geufingrrsity thatindivates 2 destivatival Y01 .11 RadhaBRNia SRACVR YO se

. 0033l Figyres 3A - 3C are exenplary diagrans”
= A;;’iiﬁfiﬁ;%;fﬁ?@ﬁp L e
ables ¢ irBiieF 30" . I o one . .

., enbodj nent _of the | n\fé’g?%tg%t@@?%@r 3qgut§ng cuiry that indicates the
destination 10.1.1.1 reachable via inter-VR interface VR-A. :

[0036] In an embodiment that processes packets sent over inter-VR interfaces with a
single routing process, a packet can be processed without inter-process communication. For
example, if RIP is configured on inter-VR interface 315L.A and the RIP process sends a
packet over the inter-VR interface 315L.A, the RTP packet immediately considers the packet
as received on the inter-VR interface 3 15A.L.by the single RIP process, ROufing processes
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3A 1s an exenplary diagramillustrating peering of Qo013
virtual routers according to one enbodinent of the

Wqi)nventi on- In Figure 3A, a virtual router 303A (VR-A
g0dae@ed with “virtual routers 303B and:303 -
virtual routers 303A, 30313, and 303C respect ?gg{ﬂ;ﬁousmzmm
othHaéSior &k : Ae1.1 10, and 10.1.1.3. The
;ﬂbf Vi ! t SE&J I}ﬂrl %ﬁ?%r ? ge:“éﬂ}%g‘é?%l"i%‘?ﬂf BIP5ESeS) ray £¥9hgngd Togting
orgateiRthsintert R interfidegumhs rduhia GORREGE | .
main &_ﬁm ehtual. routers). An adm nlgstrat%% dgon @g&%g&gﬁ%m&’ the
I nt er- RIRUFRERPEVR iterBicesps@gxt apsyi r t ual rout er 303A
(00371 Bigats 3106 arlchiy WAL 5% RORR AN AN, AL L VR
L ointerface 315L.B also o ﬁlelﬁl\(%ﬁr e%ﬁ?%ﬂ‘é@é@“?%?ﬂlat are
not Vipglaputer fpsal,aacotding tooukembBiingdt ofWiclive@ihi TN I89ho
irtual Fiy Lvirtual router 303A the T w07
e mﬁ{ﬁ g??%?ﬁ‘?b?@&a‘éﬁo%ﬂ@%gtereint@ﬁ rtual renten 303Bdms been

config1siito remcthe 3R] fouke S0SC L ) 24kl '
e i 2 SOSC VB B VR et 5B and the virtua
A BFSR OB SuTed do Teacke theorirtend renter 3038 b ik gk inte2 OV $ntefface

315B.Ah&/arekt ‘ dated. [0034] Ap interior
vy ettty S BIERTP trhenl et resmecsions being
createdpriweets Vi htoaters.oln drembbdiden: 08 HieHvERbhY, LML is performed
whent%g%ﬁﬁﬁ até;lesgi nat i ot? ,10.1. 1.2 reachable via next? Aopme
“B and a - qedt P oRTsRgatay that bindy interfacdsl of twd avintest bouters,
[0038p Vi dther\MhiYodirhéhi ' . 2 next . hops. to a
. virtual rout e_ro are 1?‘%}8?2?@%5%1115&5&( PRIy ”Fﬂ‘P‘FIIPEﬁ’?P)
mterfacyip @Pﬁﬁ‘ﬂ- vEhedpisstirermansgen bnsubes dnily £ Bnp T bind BYmbaidl G
DOﬂnecﬁaﬁMBP%'&P%%l? next %}% Wi %\?1 the virtual router’s fed to
» fn anle;m; EF a oért %ggt.éo'f STnaiye prbedimsntspfitbodmyention may
ow feropuitiple ¢oxnketions ®éRrdeg Fite rotidit Uak ; 303F |
ocessupdated to include a rout ﬁ]déhéer%]t?‘)% tﬁgﬁleé&ﬁglg%yaﬁogﬁn%pmtom]
pr Jgélf 10 [Eprest i the configused intdsfaces fom sack wirmyVrbtlee HiB B
interface ¥Rndyer, W r&shol : jdentifier.for the virtual
o ac?out_ﬁ%GISOSA%BOA%&f Eﬂtgg?tuy‘??‘fég'g %&P@Bﬁ‘%ﬁﬁlﬁ TeRlslsrag imerior .
gatewayping pratis] processibith thet oeRVAGirshidPSRhSe:, bolidd ptifl Sourer
i ndi cates the destination 10. ’

' t t hat
and the Bp6 B ot siaiipley aspumthei fallawing senReukation BGHGked: n

rea
an enbbdtaebiotipal Arocesses packets sent over
inter;VR interfaces with a single routing process, a
packet™cHRE 82 pf HEbsirbeni Viepepi hirdipr ocess -
l'e, if RIP is configured on

comﬂ&g’;s S @ e FRL: .
inter-V,R 1nter ac‘g ISL. A and the RI P process sends.

a packet over the inter-VR interface 315L.A the

R P et_-i_nmedi atel y considers the packet as
rece?@%&%ﬂﬁ%?%t%r-IVR- interface 315A. L by the _
si nglimtiRZae0ceas AU g IACasses 01/ 19/2005 10: 25
FAX 408 720 1653 B S T & Z \%’%%%7%0654 a 013 PCT/1;
52003882 FFates tsemerik® eri or . and exterior gat eway

routing protocol processes) can exchange routing

[0039] The fizst set of con.ﬁgufation c_onnﬁands ;bﬁﬁgurés_ the interface I/Fi on the
virtual router A. The second set of commands configures thé.mterface VF2 on the viﬁuﬂ
router B. The interface manager creates a fuple that reflects the configuration of these
interfaces on their corresponding virtual routers; When the interior gdteway ‘routing: protocol
Process learns this inter-VR interface binding from the interface state manager, the interior
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rmation via the |nter- VR Interfaces. The routing

processes dow oad these routes into the main routing
tabl e using inter-VR interfaces as next hops. [0037]

WERYMIOE6SB s al|l exenplary diagramillustrati ﬁ@l‘/mzm)s/uz(u-q(.
peering of virtual routers that are not V|rtua

s S 8 B, EESESL R ] R e i

VRHﬁeréac:emsﬁfh’am abé@m-amaec@edepaﬁtenwo&y 1311{eggt er 303B
al router 303C

%?en onflgggrquﬂto reach the virtu
(D1 gl s diagramiliustpting dnteinW Rintet fads as local area
: nemﬁoiﬂma&@acmng Snd ARBIBHER ot 1Re LSRR 18 ket 48! cach of the

A router 303B via e In
virtual oufess §°%c3rﬂ3ﬁwﬁs306@mrbeomptedmaman RouBér Y brea notwork

creat ed between virtua

' (VR- mﬂ?@% nhi“"%xggn’@g dr H@H&E?ﬁ ag KB-LAWVeht Alfrough théreirtual routers

ers

303A,i393 ekl GOBEhryAIBRIrEBE a2 BEth P baiigeRlel'to \?ﬁ '.3128 for this

uration _that binds ihterfaces O

xampl EI?W g’{ VOBYP VEHuA FOHers mayrHeowinaented tofthe WR-LANE i 2dBition, -
muliip WRULENS V&, BOUBndy Qv@%bir%)aoﬁé gﬁgrgq{;g?ﬁt:%fa% %1%91' air(g;tqu cennected

lized. The interfa

1o the tﬁiifﬁm?m MR&BAN& Elirlelxam Iy VR-BCVROEGhd ¥R
al tgr nati ve enbodi mn?sﬁ%ﬁe %AI[“E&% to VR-

LAN-L YRR ANEWGE Sl et o RA2 c@ummmnysvmmnmay
compriw: VRIA|L VROBLRESVR Awhilk ORI E nﬁn%p@cém@% %p&%{ﬁ Cé)nld

rocess reglisters an |ntere

[0641] Aferthsa s@aghcanﬁgtlml\mmmtwid&s BIsT. Vi Big4 RAGRq

315]3"{]%55‘?%%’. 3{ er@%%ﬁﬁﬁ? ’é:i"\tt hgo%&m%@%nagmgﬁ@ggggteway

routingprofoesiproseshrdgivtere af sRANE iR file 91"#12 Ex%%r?ual router

pe of inte

303AWé ual err out er, ano]I:l the t
ébati}ﬁ face maRagem el eflglerf@vﬁ mgmgﬁnprug’uﬂwathmgisﬁenn mtenor
I nter-VR-

gatewa%ﬂu%ﬁ%mt&‘,’dl 3{5%%%; v%iétp%e -’:ES%IE:‘}FE &ﬁf@g&ﬁuﬂm ext VRFAN-T, wlnch

igp T
1dent1ﬁqs/ﬂiQ VR?LAN 32R Whilp in biéinbodifidiest tﬂ@in‘ﬁ@ﬁti‘oﬁ 1113%%%1)1{ gateway

routine S84 Lst..set_of configuration commands conf i gures
mg :pro %t‘fql BEosess aoepsseyp data S‘l‘h!ﬁtvltedmg adimked ligt) whivh indicaesleach
VR-LAN@htcsfhcs [ AL
tePhc AABE RS ﬁ@%éwm}rﬁc éﬁ%@b %&m fage, ranager,

vi rt ual router ‘B. The | nter

alternatiye gmbodimsnts off the invsntidremay pavide thé iﬂ!éh(ﬁ'f%aﬁe‘r%%u frgutmg protocel

process gﬁtaggc{c%g&}s X?‘ehkge {fg{ég%ﬁﬂ% E@?}gi’ E\%g \p/)h’rﬁilgf@fface IDARREESELZY
?::j:ﬁggggggggﬁeﬂigﬁgggggw e nt er I OF 918& ;\@g}‘ é&ggteféacgg

B igpospIbegssApdereR (19 it & (ghbedvay routing tables to
indicate the associated VR- LAN interfaces as illustrated in Figure 3C, In an .alternative
embodiment of the invention, the interior gateway routmg protocol process accesses the VR-
LAN data structure that indicates associzted VR-LAN interfaces instead of i Inserting the data
structure in the interior gateway routing table. When the interior gateway routing protocol

t Process transmits a control packet, the interior gatewzy routing protocol processes transmits

to each VR-LAN interface associated with the VR-LAN. After transmitting the control

packet, the interior pateway routing protocol process marks the associated VR-LAN

interfaces as received. For example, assume OSPF is configured on interfaces 3151,V
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J014 PCTU52003/ 020- 156 gat evvay routing prot ocol
process can do peering between VR-A and VR-B across
i nter- VR interface as if VR -A and VR-B were

W?mi4§é?j”§#ate network el ements, [00401 Figure %E'I‘h?s:@dlmzn.; 5
- exenpl ary diagramillustrating inter-VR interfaces ?
ALVl smvear ordl to _one
30 a;(;odl nment 85?%:\?%2“& \}%: Fléli)ogl%ell%#ag g eV BEAN32R for the MR-B
3B tsa%n $16Ep@qut BOBAlCIEYIE A HOARO 1Rk e @Qgg{zea%ﬁ AsB.v.
an emboliny %m@* ﬁtal .area network (VR- LAV\§ In
VR- 3 el ropingRrocass oy matre thanghe sl router, the

smgle\mutmgaprocwt(e B3 Oﬁ@f}'ﬁaﬂlﬁgg’ @ﬁgﬁ%}{ﬁg %!% liaeé?elvinlﬁlvlél toru?gnetgr-process

bei ng connected to the
mm%?% T, fewer or nore virtual routers may be
multiple

Qﬂp@gﬁﬁﬁ' he- . VR- 1. ANS. ddi t
- LANs s %E%g‘ @mﬂsﬁ‘l{lﬁg?}gs P'Iﬁﬁﬂilsggikﬁﬁébmdgib&rmen

can

algputpryare phssed direciy sowaariieds
proces %IS or X 4 VR-13, Vzlg IB%%%%%E Jt-’% gcﬂ,é?,WB gor lower layer
o <Reociments of isiitreenien, ApackeRs fagbe passed down for
may

o h s Re- ely, VR LAN
- t]e; SJWI?? Segﬁ\l}g e f T g’kgﬁlgﬁ%;}:ﬁcrﬁp ﬁlﬁ%@ gﬁo@gmmcgﬁﬁayhamel between
%ﬁfﬁﬂﬁ@eandmhe xiatawans a1 Gae ARSI i Jg@%gm routing or

it gl o P0nbh o feomive piprenals e vi r LU

[0043] Figure B3, ex30BRR B 303 fus ustifd &L Orlétggis(%-ﬂplﬁl%tween

ot ocol process Fegls

virtual ;QHIIE%:;. @%ggén\;g & ong emhnﬁmhﬁt ofi thci m&fbnﬂ‘dinu R Figu3®32 Yirfull router
4 e interface manager provi des
01 withB 2iltes €8, e E@?rgﬁ V.BYI-L Vla‘g{léwgyrsﬁaﬁl qng%}QBBﬁua u:lter—VR

he regi sterlng

mterfacgﬁwés.s anid 4 SLIB; résp eg LAN@E@E\I/&&&? Ihed vﬁlg!\‘ AN static

identifies the
routing %@Epﬁ%?r e Hrouing pratens] ptduesst e virQiia] SRHENAN1, 403 A and
data structuré€

4038 rebgivalg RO RG er Dl0 R BEEBRER 308 A st 4oV e bolded

alink

entei (89
os iR Fccartes gatevayirantint tableh 404) LOYR; &ﬂ\hﬂﬂ%&ﬁa) fﬂeg .
terface manager, alter native enbodi men o1
otherv roultéi-
I'nventi on may provi de the interior gateway rout| ng

(0046} Theoeiptua RUREEOPRIRARAOGA B Nﬁ%ﬁﬁg B2 And ERT

ferently the Interface

directly lgﬂfa Yzl rodiess &pgAtamamoasdmpsme@h ThYRirk AN @Rg 4034 has
: The, . int'erior e
camed 18RO Bréiflal sm]& HOBF Ej? ﬁ?ﬂaﬁ' em the glITunt mtamogatmw&;;tual

rotating proto
router 40818 s legricdltberss textiradl dkilat a e LAN
I_Du,ﬁ:_'l_w!;(nterfaces as illustrat edﬁjlgan E’gguré & 4 gEﬁﬁﬁ'Dmthevma]
Iternati ve enbodi nent of .the invention, the interior
ses the VR- LAN

[004% Maﬁﬂﬁé’r&ﬂé’&isﬂﬁmﬁ&?ﬁagﬁ(aﬁ e o SE%&"&%@B Wﬂ.ﬁ‘sﬁ\toutes between

ata structure

virtual roytpse i{f acmomctsdmdoo&amtrfg@teg ﬂ.gﬂ] 4 r e in
eway routing t 14 Jﬁr@@éﬁ“@i& 5 then the

.t he terio t
customer 5% P, Pﬁ@ 19t 8¢ Bewsrd withepy sther vat@hichfora 10 H& bl fant
r ot ocol

under the P&EELérs & n et
sk es&ﬁog n%%dlﬁff nga"i}beevi%?falementec{] ou & network elernent that
allows the virtnal router local to learn routes but not distribute routers.. Altematively, certain
routes may be tagged as either restricted or unrestricted. for inter-VR route distribution.
[0046] Figure 5 is a diagram of an exemplary network element according to one

embodiment of the invention. Iu Figure 5, a network element 500 includes 2 control card 503

10
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_ BST&Z . .
to each VR-LAN i nterface associated with the VR-LAN. drotg

After transmtting the control packet, the interior
gateway routing protocol process marks the associ ated

' faces as received. For exanple, assu [
w%{gﬂ‘wr}’éﬁ({zéd on interfaces 315L.V, 01/19/2005 ﬁg%@@;&%ﬁzmss
408 720 1658 B S T : Z Q015 WO 2004/010654
coupfrdwitlsz gef i dipg £etds 316A ~515C3vig B insmisgiomgrdium SAl - 5. a packet

. . t e .~ R for.th VR- B
el 35 ok ihodit QbrTot Bt ol posle L iifpe gfigRises sosa -
505 &1d donfegydndiesexbarinr lgkteans radtneBibled 507 28R ST OThéedtitrol card 503
i npl enents a single.r ogqt)%ng process for. nore than

hat , .
also Rores ipteehd AP RIPeSSED0d e & MO PBEdBITIOR gatgvay routing
tablefBHA - 09 IER%h b e ORI AuBRY plAESLY SO WohBPUhd trei

I nter-process ‘Communi cation. 00421 SS 0
correspranding ¥Rfiniegor gajenmiayating tabdesuod — 58 Fart wsdddrynmdidferknt virtual

ooy BB 53306 BRI RS hes s054

S0SFpind elesis editbspbritliag VR HaérioraRaRgdbiiittsbled S07e— SO7F are used by
nvention, packets may be passed down for [|ower |ayer

the d{ﬁ%ﬁg’ rquécronfigeretior thenatwprisdenet S00hi ch is a
TASES By RE Ao QUL BEATERAES B, e

ane t inclu
line cagh®lsSiA includes VRgfoowardingtabilies £1 TA e 5afBuThe Bfe card 515B includes

VR tireeding Bl bR (i i et P et e P o bl

51740 THeToRUHr iR tAREVRIA Vist T gle QST din 3G9RESLE thibAnAG

mbodi nent of the invention. In Figure 4, a Virtua

e
downjosded fromuthe comtrel cprl 2% rineh of thelVR farwiagdipg tablag opiresponds to a

it S SRR SRR VDb 11 Bt
of thedivetionsieittual foltee ubdanottain sne VR EIwABLE tabid, VR interior

i nterior gateway routing protocol process. The virtual
gatowaeuting 1ok, anles AR AXLeAOBEaleRALONTRE Bhle- HBpRolbRY dieruptive

embo@@l<nfBY the %U‘eiuﬁgn,t aaé?ﬁgé effdrhal S04 iRi3fhaf %%gg l-ﬁgcgceg%% ffled by

entries I1n the exterfor gateway routing t
differqd virfuzd meittet®7B have been | earned from other virtual

R 010 8 Sl il S0 BB s e

netwosl Elefiehté db§cRTPeM it tHedHigresRutle MR8 Prdék3fbrs, and/or ASICs.
respectively. The virtual router 403Ahas |earned '

Such mgmergs melvdr ranarhinedesddblampdinm @Dvhich instered a sbt effingthigtions
. ' I . TheVvi | o I [, ;403 S .

e PR Bt Pae PREIIF 0B onH RS o4R8Eed B, ot

can resitle] colripletély@iat Rest\Hartidlly with@ithis mettbly and/or within the processer

and/or ASICs. Fer the purpose of this specification, the term. 'machine-readable medium"

shall be taken to include any mechanism that provides (i.e., stores and/or transmits)
information in a form readable by a machine (e.g., a computer). For example, a machine-
readable medivm includes read only memory ("RQM“, , Landom acoess miemory ("RAM"),
magnetic disk storage media, optical storage media, flash. mcmory_detriées, electrical, optical,
acoustical, or other forms of propagated signals (e.g:, carrier waves, infrared signéls, digital

signals, etc.), etc.

11
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100451 Various route distribution policies can be

applied. to distribution of routes between virtua
routers. |f a customer does not want routes fromits

woizpexmabexout er  distributed, then the custonq,rm%sz{mmzmsﬁ
virtual router should not be peered with any other

uh4 i t: : o npt fall _under the custoner's
_ [c 0 ngt]?'gqn.lﬁr %lér‘)ﬁg)f ?El(t:l %ﬂ %&E@g%eg c%ﬁ‘ﬁfl'b&qéﬁ fegs 9hseyer eqbpdiments, those
skilled|in fgrart withtecoghizoviet Hednveédtional ncrtcnie\x?i@erd th m¢&$$€é n
ely,

oyt but. npt distribute routers. ternativ
desory$4l T St ind orases ot i Bereationesanihe praceised it chfication and

alteration @aihin Glep; i - .striRution.. [00461
o e it ahd s tarthl LMbEAIAR: b dBRiciipudhns to be

regardedasrilivsigtive instrad ofiMoutingren thetifivédieni nventi on. | n
Figure 5, a network el ement 500 includes a contro
card 503 10 01/19.2005 10:29 FAX 408 720 1658 B S T &
Z WD 2004! 010654 L] 016 PCT/ US2003/ 020456 coupl ed
with a set of line cards 515A -- 515C via a
transm ssion nedium 551 (e. & a packet nesh,
sw tching nmedium etc.). The control card 503 hosts
external routing processes 505A - 505F and ' '
correspondi ng exterior gateway routing tables 507A -
507F. The control card 503 also hosts interna
routi ng processes 506A -- 506F and correspondi ng
interior gateway routing tables 509A-509F, Each of
the internal routing processes 506A - 506F and their
corresponding 'Minterior gateway routing tables 509A-
509F are used by a different virtual router
configured on the nettwork el enent 500. Each of the
external routing processes 505A- 505F and their
corresponding VR exterior gateway routing tables 507A
- - BO7F are used by the different virtual router
configured on the network el enent 500. [0047] Each of-
the line cards 515A - 5150 i ncl ude' one. or nore
forwarding tables. The |line card 515A includes VR
forwardi ng tabl es 517A - 517F. The line card 515B
includes VR forwarding tables 517B.-- 517E. The |ine
card 515C.includes the VR forwarding table 517A. The
forwardi ng tabl es 517A- 517F are created from
forwardi ng i nformati on downl oaded fromthe contro
card 503. Each of the VR forwarding tables
corresponds to a different virtual router configured
on the network el enment 500. In, an alternative
enbodi nent of the invention, a virtual router uses
nore than one VR forwarding table, VR interior
gateway routing table, and/or VR exterior gateway
routing table. In another alternative enbodi nent of
the invention, a single external and/or interna
routing process is shared by '

#o17
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di fferent virtual tou% grg.& [20048] The control card 503
and line cards 5117A - 517C illustrated in Fire 5 and
the network el ements described in the Figures include
WORRpi@ss processors. and/or ASICs. Such menpgiRS2003/020456
i ncl ude a machi ne-readabl e medi um on which is stored a
CLA%@E of instructions software) enbodying any one, or
, of the nethodol ogi es described herein. Software
We ctva: r esi de, conpletely or at least partially, within
this menpry and/or within the processor and/or ASICs.
L dogryaRgle aetwak slemsateamprisingn, the term

Fot
" ll ' ) LI ;be taken t.o i nclude
: i Ao SotiBEHe U et el o r i et 2 secona
tr aﬂ_s mvig)alirofiersaive eﬂ;ta't_am): addéfeﬁ_fspadie@ aulda B Rrday r(ﬂ:_tti.ng tables;
. chi,ne, (e.g., .a conputer). For exanple, a machine-
F@ﬁ&%‘b‘ﬁ?ﬁ%ﬁﬂt GRPIHeT TiaReFobten foBy g st tirfual rowtane the second
r andomyRE&R $SuteE WeYeik 3 BAYIOF the SIPOASkIS 14l "R
medi a, opti cal eigt or aegea?g}/: a‘ﬁefﬁgﬁ%{&%%%ﬁgggghgé%&%mal
el ect r T@HPT 237pnext dbp of tredirstrivuia) saidfirsbrdwe irfohrdimy Dlestination;
pr opag%&d signals (e.g., carrier waves, infrared
signal S, digital signals, etc,), etc. 11 01/19/2005
1Qo@AlokdiNz 408 séP8Y cHeDP mbte forvailis Mbfas 280 ﬁéﬁ%@ﬁéﬁa@f&e next
PMUS2, 11031020456 [00491 Wil e the i nvention has been
descri B®R in terns of several enbodi nments, those
skilled in the art will recognze that the invention is
not limted to the, enbodi nents described. The,
2. nEbdmethedblapiar bvberehf saldypeding ebinpgiescan be practi ced
ipn an _alteratjon within the spirit and

ith di fi
SETEAIGE & 7S HReTEACE it ndicpts the HEF PRALIPWS { hus

P L SRl Pl Rot B Ui e Bt Wl

Ssgocgatihoothe Grstdogic d i@ fadeiwith GEScRaH WBALG341B2 466

Fesictin e Shtoiodiea b0 Ruchrsd VIS OGO ¢

3. The method of claim 2 further comprising a routing protocol process exchanging

routing information via the first and second logical _inte:faces._ ,

4, The method of claiqé 1 wherein the next hop is.a logical interface that indicates the
first virtual router,

5. The method of claim 1 wherein the next hop is the first virtual router’s identifier.

6. The method of claim 1 further comprising associating the first and second virtual
routers with a virtual local area network (VLAN). |

7. The method of claim 6 wherein said associating comprises:

.13
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peering a first virtual nuter to a second virtual

router. wherein the first and second virtual routers
have separate address spaces and separate routing
wballsRgacse di stributing a set of one or nore ro‘ﬂcﬁ%sfz&ﬁ%huha
the first virtual router to the second virtual router
wherein a flrat of the set of roytes identifies the

f | §0Frap iy aid seeond SHTHual TORIFESEOUHBR tabile ¢ ARt Foute that mcludes said
route, VE

0L TP L IR L9818 i

t he destifthakrooter;zasd t he next hop. The met hod of cI a| m

sai. [ ri s nerati irst ]
" GARELRRD i &uif 6RF Sih rR AR LRARe (Y e tnd Sl fiaf Botuces snia
rout er ; VLABN&Y AddsBfattor>R@WecdrittliofiRh] nfirké aeﬁ@n{di&tes sald
i ndi cates the second virtual router; associating t
first I5epndyirpaheefcace with the second.- vi rtual -
router, and associating the second |ogical interface
W th the first virtual router. 3. The nethod of - claim"
8. 2 Themdthed obelpini §ifinghea cbmpnsmg spid dirsicaild spsopdedtual routers
exchangi routj ng.inf tion via the first and '
excha&%’@ﬁﬁﬁ‘%’%?@%?@%“ﬁ%lg? gé-‘ The nmethod of claim 1
wherein the next hop is a Iog| cal |nterface t hat

i ndicates the first virtual router. The nethod of
9, cIAamﬁtthMemmg]ﬁnmededbmhmonmmhg first .virtual

i L G RS Bl b

rout er ﬂemﬁalﬁoﬁ a¥d b bR hdpDSaad nét eop MednYikg b \YedINH. virh® router,

nmet hod of claim6 wherein said assoc:| at [gﬁg_ conpri ses:
13 01/ Ywpap said dirsyistmel rager compsness agdress spagy different

\S/EC ggg%lg%ggéﬁ%nr 2 uéﬁ’?@%g?% %%?ﬁd?pes%%ﬁﬂ % ﬁie g?ﬂwm q’outer; and

tﬂmjoadﬂngdhsmmmmafowm@staﬁedest ination and a first

| ogi cal interface that indicates said first virtual

router; and generating.in sai:d first- virtual router's
10. reHé hi@:ﬂlotdaﬁ'c@mﬁl SRRt §a911ﬁé§ct'h fsd gladﬁﬁ%rﬁ%d ULAN

as a destination and a second ogl cal” interface that

i ndicates said second virtual-.router.

1. The method of claim 9 wherein said next hop i is the second v1rtual rouier’s identifier.

12, The method of claim 9 further comprising said first virtual router éxchgnges routing

information with said second virtual royter via said route.

13. Themethod of c]alm 9 further comprising forwardmg a packet from said first virtual
router to said second Vlrtual router in accordance w1t]1 said next hop mdlcated In said

forwarding table.
14. A method in a single network element comprising:

assoclating a first virtual router and a second virtual router to a virtual local arca

network (VLAN); and-

14
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. The nmethod of claim®6 further conprising said first

dez20

and second virtual routers exchangi ng routing
information via the VL A nethod in a single network
wcelzqnmmt:msconpr! sing: inserting in a first virtgak, 2003/020436
router's routing table a route, said route indricating
a: -1 nat | . nex op,. sai d next hop
" AR R AARERR RN AP8 et inuaheenis to giseeond virmay
first woutetglatheWIgyN.corresponds to a first address
space different froma second address space that
corresponds to the second virtual router; and
15. d g .ding table. 10, Th ]
o pea ol L el AROUNES i Beperelpeculst logica
nterfaoqifer thedist vittual Thetenthahindicafes HeEV AN adaes @E&@B?im%face for
fhe sep&:ah\i'i%ut he ise ond wvirt @V@ er's identifier- I2, The
R nOH B roRten gt dicates gﬁ%rising said first
virtual router exchanges routing information wth
saj d second virtual router via said route. 13. The
16. HBEToH aficlaim 1 Whereiheniddimmidsomds rualroitg exchange routing
t .virt, router to said second

inforrRAGH $ia the %t%ﬂhgegoigg it%ﬁl%% TEE9Sh said next ho P

virtual router in
indicated in said forwarding table. 14, A nmethod in a
g: associating a first

i.ngl e net k el ement conprising: a
17, JIHeImEshon gh laim A duhes semmasing fomtardinpe perkd t the second virmual
Touter Md 4 #idd A6l . AN): .and 14 01/19/2005 |,
10 30 FAX S8 rofif o e WP birbagh BV 4R Bt foriip il ety i the
first virkerd 40006 G aRITE LBR) OB AiDARAtos b gkt CoditA1Gntbiacd as 2 next hop to

il LQHti ng table a_routefromthe_firs-t virtual router
laVLfﬁoi't he second virtual router via the VLAN 15. The
met hod of claim 14 wherein said associating conprises

12 &Snera ing.a first logical interface for the first

- A F_ Oq_’ Sfaleim 1 hwhereuthe padkst fShgceiWAN ?Edeﬁnﬂ@ﬁﬁgﬂmuter

i e cond victual router that )
via a sep Ol ofloal Photfacd i ¥ ehich VP SE0RE o elies Bhepaplaneia o i ogical

interfacoswherein sl sbcbnd bigicahihtE20 tMbn¥ifiEd e lsedond ek 1?&& dGhe
irst and secon ogl ca

. -QUL.i i nf t] ia the f
third loéﬁéié:b%g@gé&d%ageas tﬁeotgjrﬁlv?rrqa] ?outer. S

19. A single network e_le;ﬁent comprising: _
a control card having a set of instructions toﬂ caﬁsc.the.conﬁol card to,
insert in a first virtual router’s ronting table a route, said route to indicate a
destination and a next hop, said next hop to identify a second virtnal
Touter, wherein said first virtual router corrcspoﬁds to a first address
space different from a second address space that corresponds to the
second virtual router, and
download the route to a forwa;djﬁg table; and . .
a set of one or more line cards coupled with {he control cﬁrd, at least one of the gef of

Iine eards to receive said route.

15
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17. The nethod of claim-14 further conprising
forwardi ng a packet to the second virtual- router and

Wa t(hi rd virtual. router fromthe first virtual router
Or20dtisédance with an entry in the first vi rtﬁ@hv%zuusmzn.ns(,

router's forwarding table, which indicates a firs
to.,the VLAN. |IS. The

20. | omj | : ext. ho \ \ )
ot e BBl Bl oA i & tsansissiomorediym fo carry

routes fie said setrof linerchrdal router via a second | ogi cal
interface and the third virtual router receives the

packet via a third logical interface, wherein said
21. seTiebth o Q i a6 Ldentifies the,second virtual
router and tﬁ[gﬁttrb Eiqafgﬂl I%g‘%vgeg‘?? it&? Ry hom iy ‘hﬁ’@%ﬁﬂ iderfage.

third virtual router. 19. A single network el enent
d having a set of instructions

22 cqmgr' ' cont . car ( _
toc a{:{lﬁ@é‘;}?heze‘%%ﬁ P? gﬂ*“”& 3?6”1166?111 ithesrerct hppisze Vittnaltrouter handle.
virtual router's routicng table a route, said route to

23 izﬂi{ecate E destinatjon and a next hop, said next hop
=3+t oI AENYOTE Flemant ebelainy i P Miwtein theistieof inyWARNSHH fifBlef cause the
corresponds tp a first address

. : fer
contrdl ichifto ‘ﬁ'o%tté@ét o%” &#{er %r Y IR ProinsPLrrocesesoeach af the set of ronting

space differen
PIOtOCG'EprO@sqsmdsrr&spom tSL 8iFffent kit p; e .
rocesdQl 0ad t he rouc?ggto a_forwar dtfi%d)régg‘%lé?wasgpdgfamgt&g]Z)tPtoc‘:']
PTOCCESRRIO BT O TST Bagkelsdoraphsality o Misthalvouters supporiad bpkhamtwork
eleme@i | east one of the set of I|ine cards to receive said

route. 15 01/13!2005 10:30 FAX 408 720 1658 B S T & Z

WD 2004/ 010654 | n 021 PCT/US2003/020456 20. The
further conprising a

{,.cl aim 19,
2. PRl ABRM: o t1atn T oRath bt e atdinog agisiink s st of

tTransm Ssion
instructibnetocanststhe EoRepBhARE fing! f | 9 raher el
f he next hop is gg ogi %al icﬁiﬁgtrﬂ g%eﬂ%%&%&”ﬁ‘é%ﬁ%
OTWArENg PEYfESOIe REpPessheerdinghadaiereiving ofie phcitvd Petwed vithial Hikers,
router handle. 23. The network el enment of claim19

vvherei‘n the set of instructions further cause _the
25.  domaclohe-paddblioanddfgh tant pedviads iﬂiﬁ%c%ngr;ﬁrhr?c(])l&?ﬂ%@ﬁcuted by a set

rotocol processes , each of the set 6

of one rIB?r_gé)(WG S fansssaidyet eEprosessory to pecfonti bf@afdts comprising;
Ir@idating f Dot oglddPint@hcQhs L QUL h%% fors Eigs%i%lation, said logical
Interface identifying 2 first virtual router, said first virtual router including a
first ronting table; and -
imgerting said route mnto a second routing table of 2 second virtual router, wherein said

first routing table is for a first address space different than the second routing
table’s address space. -

26.  The machine-readable medium of clajm 25 further compﬁsing:
indicating for a second route a second logical interface as a second next hop for 2
second destination, said second logical interface identifying the second virtual
router; ' '

inserting said second route into the first routing table; and

16
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processes to process packets for a plurality of
virtual routers supported by the network elenent. 24.
w;gﬁnﬂ?tv};mk el enent of claim19 each of the set of
d%%ds includes a set of instructions tor%q“l‘t%’i(rrrsrnz(;4<r
the corresponding line card to host a forwarding

Prexeksfinddutt m&'ﬁ'ﬁiﬁﬁﬁﬁik : %é?h 4 %rﬁr T ‘?L%qulgggtlerggga the

and receiving of pac

A nac hisseondeadafirselogiedi intarfabes pr ovi des i nstructi ons,
whi ch when executed by a set of one or nore
processors, cause said set of processors to perform

- 27. oﬂ'é:atachnﬁ-xeaﬂme Sibdigiy out
destin @‘?‘H aéo interface as a %ﬂé&;"? op o}rezoé0 gﬁtwlgﬂadmgthe
ga5nyand the logical ipferfagedo @ datrepinie anc?ﬂ’gﬂﬁarﬂiﬂgﬁiack’étﬁ LY the second

‘ virtual i@ fo theare: ut e uding a firs
routing tabl eJ]M1 #ﬂrﬁéwﬁwmm%@f’% into a second
routr ng table of a second virtual router, wherein said

't#n,’? t|n Igabl is for a first address space
d ACle medivs 6 glaim 36 |fh@h6rtcampabmgaddr ess

mﬂ@qp&aﬁalm clai,m 25 further
conpri si ng:” i ndi catl ng ?M%e‘ﬁagé%‘ﬁ] rd Virtugl sepiter via a
| ogi caﬁecvrrﬂlegrcab@teﬁqcaﬂmmnﬂﬁme VIQSNfQId a second

nd |.Qgical i nterface identi fying

FRh g Ml P 25 TPl M aspontodnit i VBAN and the

r out e thind eirtlaerdukgrst routing table; an 16 01-°19 "2005
10: 31 FAX 408 220 1658 B S T & Z X1022 WD 2004/ 010654

PCT/ US2003/ 020456 exchangi ng route i nformati on between

29, headHirs: virtual routers via the second
an daf%s%eaa%%i?ﬁ% 3 il provides insructions, whish ehaneadatibdby 3 sof

o e s S U A U S e
ce 10 a

%@hkgaﬁ)son a the log cal interf
AN F Srvar ATt 5‘ TRUEK it 3 Sacprshyirivel soutsnwhervinrthe ftst BRUSRbnd

to t heirkiXBhred ki e lodi cal
4‘ Srface Thee rmv*g%%: E[ergllrétgg%ra\ég %ﬂﬁes ate roptinetables;

SIFPRERe & sat9f 08¢ aymote mukwifioh the mstmif@tmﬁt&o@ tﬁé‘?ecogd

seco A | _r,out.er third virtual router
seco ng i éolgr&gta whefein Pﬁé’%t c&l’i‘%ﬁ set gEroutesiidentifive thol AN virag

r eceiroutegad NBeRGH OF HR First interfac .
ass ocﬂi]:l 3t ed with t Ee VLAN aﬂrir)gief %ﬂ& ﬁgslt %‘“te mc'i éﬂg a Sestlnatmn;

downloading to a set of one or more fomardmg tabl_es,‘ the destination and the next
hop. |

30. The machine-readable medium of claim 29 wherein said peering comprises:
generating a first logical interface that indicates the first virtual router;
gencrating a second logical interface that indicates the second virtual router;
associating the first logical interface with the second virtual ronter; and

associating the second logical interface with the first virtnal router.

31.  The machine-readable medium of claim 30 further comprising a routing ;prot-ocol

process exchanging routing information via the first and second logical interfaces, .
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third virtual router. 29. ‘A machi ne-readabl e nedi um
that provides instructions, which when executed by a

W e%e.g&fé’é:%ge or nore processors, cause said set of
r to perform operations conpri sing: '
first virtual, router to a second virtual. rou?ﬁ‘?f/bgg'"g}"z“ﬁ“
.wherein the first and second virtual routers have
32 Zegﬁé%ghigddrésgbspea;es and separate routing tagl es;
= di frgeagiabletmatin@Re cRim MBIven . mthe, . ..
thati&ﬁfcﬁfes‘ﬂer Al rauter to the second&%ﬁ%)&?‘%fsﬁkgmdmtelface
eretn afir Utehe set of routes identifies the
first virtual router as a next hop of the first
33 r%e, said_ first route including a destination; and
© doWifi Belan#rginesicadaide nufivmnef cleinDe &bk e HeRbhd AR S H <
viral BsutdesigeR@tdon and the next hop, The

machi ne-readabl e nedi um of claim 29 wherein said

@toza

peering conprises: -generating a first |ogical
34, [ Zﬁerfaﬁﬁ that jndicates the first virtual router; -
| JeHePReig & L"’d'f By o 19 Brhecorigiiting A9 GAR e firs
and s¢ semendumdrs Wual, & [.y.associalin e firs
| ogical interface wi § Ealﬁ%dealg@éélﬁﬁ’ﬁwgéw)r outer; and

associ ating the second logical interface with the

35 fq Lrtual, router. 31. The nachine readabl e medi um
o@%ﬁ%#ﬁﬁ% gegﬁﬁl?lt" ﬁ%‘?‘{‘% b FleimAd veheraju it gsqociuting ebmprises:
pgeneﬂﬁ_ﬁgﬁxg‘dj@ggjoﬂgﬁlﬁihﬁ' j .nmatton via the first
and S%ﬁ%ﬂ%l oa%i1 cal int eﬁlg%ﬂégs?ogﬁ%%a%&% SEroRte thgt inpludes said
1658 % ZBtingPRANMA REOKERADB4EEH at ind; :
USZOOQ/%%L@(&JFE machi ne-readabl e medi am or L g dist
wher ei n the néex ﬂop is a logical inteface that
BRekratigin siiefifst vistuaMoutaal ‘”Séls 33 n1e ’ .
mac hi madab e medi um of Igfn‘g#n a\ﬂ%%?néjliqr uﬁéatﬁ%‘;&ldes said
hop i 3 pdegtinalip endik secont dogisal interfhds thef indddies TG

machi @oheHakl & iumof claim29 further conprising
associate the first® and second virtual routers with a
virtual |ocal area network (ULAN). 35. The

Lne-rea | e dium of claim34 wherein said
virtual wmmtsmbhmﬁ{g?rohﬁng %MIOB%A&GWt r‘clnut e that

i ncl udes sai

37. A machine-readable medium that provides instructions, which when executed by a set

o .
f one or more processors, cause said set of processors to perform operations comprising:

mserting in a first virtual router’s routin g table a route, said route mdicating a
destination and a next hop, said next hop identifying a second virtual router

wherein said first virtual router corresponds to a first address space different

from a second address space that corresponds to the second virtual router: and
downloading the route to a forwarding table.

38.  The machine

-Teadable medinm of claim 37 wherein. said next hop is a logical
interface.

18
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ULAN as a destination and a first |ogical interface
that indicates said first virtual router; and
W‘?enerati ng in said first virtual router's routing
AYPUSLecond route that includes said VLAN 25122003
39 destination and a second |ogical interface that /020456
.| riiiecA4@Bn&Adad s ' uter, .3 6. The
r[accGi ne-r eadabl%lgrre | um\éggﬁ@?‘%ﬂ %IZFEF Eﬂlgﬁéﬁtb@ﬁﬁﬁ)tﬁessbwgd virtual
routegsidentifies; and second virtual routers exchanging
routing information via, the ULAN. 37. A
machi ne-readabl e nmedi um t hat provi des instructions,

40. wiThe machie- i
e rexdbls REdi & Sk 3Pk R0 SORRAINGE i e irtusl router

rocessors, cause said set of process
ox R F QT R Abion S iffusaid Scoamst tirtogl dotteRvid it royi t Ul
router's routing table a route, said route 1ndicating
41 a desti];}gti on and a next hop, said next hop
- i YervoatlyinegeaalableanetiumiorcliahsT AWEEE [k, sal.d
ﬁomsﬁdrﬁ%t‘ﬁﬁ@ua' router corresponds toc%\m]\fﬁ?srﬁ%%ﬁéﬁ'afdé‘%%apa"ket
SPRIT 0 yadtrcand vewakroatidimasornaeewitakid next hop

space

indicated)hfﬁﬁd)ﬁj}d@rdiggﬁm_second virtual router; and
downl oading thé route to a forwarding table. 38. The

machi ne-r eadabl e nedi um of claim 37 wherein said next
is 01/10/2005 10: 31 FAX

42, PoRal . pcal _.interface, ]
. 40%%%9 f%%b% %Edf'l‘a tﬁﬁfﬁ%@ﬁ IpgruEgony, e@bwhen executed by a set
01 one MUTHIISROOBE62 ehnbe 9 seb L.ne- abl e medi um of
cl ai.m.37 \%er'ei n sai d‘scng?;P fBﬁg%b{bgog, E&g’éﬂé%‘?‘mmﬁsﬁowsmgi
FElYammE 2 itHeintesl sputenand ditesombreitiusiootRR LAY RLIEELH Thes
of cl pbiRo¥ {;Em\@egndcorrpri sing said first virtua
i&gytggg_excﬁange Youting information with said second
eeiiag ar arausngtitde s adile FORT B -11-;%@ :
machi ne; readabl di um of cl giﬁ?hgtS LR o tsisieond vigpual
|eﬁalaa§‘ﬁa ‘- fromsaid first virtual router to

f or war _
said second virtual router in accordance with said

indicated in said forwarding table. 42. A

ext hop
43. Tﬂzg.gglqh@q-@gddﬂe eiadiami ufmlhﬂnﬁfz %f@:\é'ﬁrﬂfa%d hAAaLibied e Nprises
) e se of one or nore
gener a*“gl%c eé!}@%?%‘,l BiEhet Bt Gabvigpa pP@eribabindicttes fiRr VDAN and

o e et R ey BRSO LB RS ]

router and a second virtual rou
area - network (VLAN); and

4. The machine-readable medium of claim 43 wherein said first and second virtual

routers exchange routing information via the first and second logical interfaces

45.  The machine-readable medium of claim 42 further comprising forwarding a packet to
the second virtual router and z third virtual router from the first virtual router in accordance
with an entry in the first virtual router’s forwarding table, which indicates a first logical
interface as a next hop to the VLAN,

46.  The machine-readable medium of claim 45 wherein the packet is received by the

second virtual router via a second lo gical interface and the third virtual router receives the

19
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i ndi cating in a routing table a route fromthe first do2s
virtual router to the second virtual router via the
PLAN. 43. The machi ne-readabl e nedi um of cl aim 42
WP EYI6ai d associ ating conpri ses generating a first
|l ogical interface for the first virtual router®¢HY$2003/020456

ackédtRAl : VLAN and a . second | ogical interface for

Pirt: ;t @ g?ﬁ%’%@ PE%’E“P@HF@F%%& sepopst logicekinteniacbliddifiddthe second

V. meutmaatd the thied Qi L m.43 . rein said
first and secong@§1rtUal H?%ﬁ%%%%ﬁ%g%ﬁgﬂaggﬂﬁﬁﬁFng
information via the first and second | ogi ca
interfaces. 45. The machi ne-readabl e nedi um of claim
42 further conprising forwarding a packet to the
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