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| mproved Condi tional Access and Content Security Method BACKGERANNG (& M‘Z:'U

"o I NVENTI ON *¥81883%%i . 1. Field of the Invention *@0002* s The pr esent

invention relates to the field of content security. More particul@rly, this
invention relates to a system and nethod For providing conditional ‘&cess
to incomng digital coptent. 1 éw%s_cri tion of Related Art For many
years, there has been n’ng@Meﬁb bOTnrAecess apdi Cogyeilens provi di ng

vi sual and/or audi ble content to consumers, Typjcally, content providers
have supplied consunmers with cont alvl%thﬂéfty of fornms! (e.S.) novies, |
.tel evision progranmng, etc.). Wen transmitted in an anallog f n“"mmmmmm;
National Tel evision Systeng Comittee ( ar.. Bhase Al t er nat

A e : Aner ent nat ur eididsr

(PAL), the content is somewha Siepueivic i :
.anal og signaling. For exanple) analog content is troubl esonme to il lic '
copy and redistribute. Al so,”the recorded copi es have poorger |Wﬁﬁwmgﬁmmw
t han the origi nalFi®Bf @BtinveXiofccasi on, copy protection signal

added to the content in order to prevent its successful recordati oWy a
vi deo cassette recorder. Over the | ast decade, there has been a grow ng
demand for digit dhc PaseRiinventigndelates ¢y thsficdd osermedseayryy + Morsatel lite

Syst em ( DSSTHChAHG S PARYn CORROTSE Lo R d Bl HPBANIGIGLOIAMNOLE

received infa d rmat and i s coﬁverted m@j rior
to display atcepd mythesking dipital @nadnog content possesses the sane inherent
protective nature as descri bed above. Prior to conversion to an anal og
faormat, the digital content nay be encrypted. Recently, original equipnent
manuf act urers ( .are ovi di open, reprogranrnable digital platforns
as part of the e RN, L or exanple, set-top 14 JUN 2002 WO
99/390-i PCT/US99100a02 2 conputers (e.g., WEB TVIM are currently being
sold in the mar k%r}r&n??EﬁkMﬁer’é‘R%@&%35%46Wirfg3cleh%@rf5'reéled?fd?ﬁ@§y§!cn{s| P)
commands) downl oad i magé(s), audio and the |t ke. Unfortunately, these

di gital pl apfoidisg vewdkeandimtaldibie ehatand taeahssoetswdryg)callpodonttinh groyvédens i t y
applicati on?] obse[.#bl e and nodifiabl.e bg.alm gaut Qorvi zed.use; oL a

mal i ci ous , prBYT HPITHEPSPRFGY U EYUCT PRAVPYCY r‘h%}I B e MBRANSIOR
digital con arflingld, eRU! IVReDeGRMHE:dliR QR @ndlSg RPmABSIRARE A ibal TeRh/26dn
content providers from unauthorized copying and distribution of their

di gi tal contSeatems|Geramitge (WHSE) poPhase iAdtereatina dinh@A Dethesopignhly of di gi t al

content) certain,electronic tens_now are . nplenent,ed with a receiver
having a renBUSHIE FigFEd dls B 0R IRt Do ehlloR PR e Lo PRPEA ™ smart
card" is a fag518ykagknis Foibleddmd ® iflicteeigy maredistibiiel Pabdid@sreasrdedt egr at ed
circuit (1C instead of a magnetic strip. The IC provides one or nore

par anet ers GoRigs hoye papssitimppe awalionthan ghejorigiaal icpnignt dPn desepippt Gy of di git al
content provyj fr ] SSI QN : rCE. . I smart

car ds provi 3@8385:0&53@%0’&1%?8 égg&eergg@?r}é@cﬁart]él?xgrﬁ ?@egﬁ’&@eﬁ%ﬁé?ﬁ/&e%]i gate
iFlicit accessrdaiofityid diecensiatitrecbudert 0 their repl aceable nature. To
protect the digital content, it may be appropriate to redistribute

repl acenent smart _cards to subscribhers of the. electrqnic,.systemif one of
two conditions od®(frihe lastssrage, ‘E‘F?ﬂﬁs E?@oae&r&"ﬂﬁgréﬂ‘at“ﬁ ‘fi%‘}/‘?ﬁ&amﬁ‘é‘s 18| apsed:;
or (ii) the gl j Vi [ as
been uncoverng {BB oag{/ée{{e?lgtg P?@mrl gg*lésﬁ%(ﬁ :sgﬁ??‘gﬁsgf le);%(%\?% Sgtg?%cgg@gasﬂ@%nmunber
of di sadvantTukegs, Japai, cenantik escenré inda dgitabfiotragieind gs tdreertedmto auathlagippl y  of

repl acenent smart cards. is costl o.hoth content providers and.

subscri ber s:foﬁﬁﬁtﬂﬁ@!" ‘ij§a'&¥8ﬁ9£¥éjéa‘it}‘s %1?"3?‘?% oL PRPYGERES iﬂé". 215 iBR¢rery

| nereased dipabiebiVd dadlte GO8EriBS SR BABE BhvallbB TIPS affloflorimRnt

el ectronic systens 1 ncrease and as the nunber of subscribers increases each
year. Yet anbgirsrcodicsaduabt egwyptsdt hat many subscri bers nay experience a

| oss of services upon failing to receive replacenent smart cards in a
timely manner. Therefore,. it would ble de%i rtabl eiogg/séreate ﬁln Llectronic
system oper ati ng 778 LA gL EYPPRN BRI g A O SR 28¢ BioY HR OReRTe

di sadvant asggoglasehdbhesipARPIRforms as part of the electronic system. For example, set-top
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one enbodi @559555@? present invention relates to a system CORpihEbe)ghsn
t”connected to a progranmabl e unit. The interface unit is

capabl e of containing a tinme-sensitive key. The programrabl e unit receives
digital content fromthe interface unit jipon establishing that the

tune-sensitjy ' ' ain . 4 JUN 7002. WO 99/ 39s0
PCT/ US99/ ooé-‘ﬁ"g“ﬁl&%(ée%r %@%&é@? %I'F:%%EWEF#E ERA ﬁ]&é““i#’e‘ ' ELELF SR

advant ages gth bhBitgheseotocoNdBNEdrRnaids| Boxbrﬂ@ﬂffﬁn@\?ﬁwa@ﬂfo dridame tike fol | owi ng
detail ed description of the present invention in lch: Figure 1 is an

i |1 ustrativiéniorigexely thesadison! platformay readgs baibniand wast and sefitwerer ippludingy st em
tilizing t ' ' Fi L2 i || ustrati nbodi nent of
the i nt oot sl EpBlta i Wk bic B WS Pl o 8 W oFAPS S, TP ©

i |1 ustrati vaalisidedirognin. oThis lecnhagpranplhsdedite exbatsich 6f Bgikd@BhensSySt em
of Figure 1. Figure 4 is an illustrative enbodi nent of a technique utilized

by tanper rdsfibuten beapt et I Jadessharismde grotgah coptentoroydersfedshe unit of
Figure 1 to Lt]ve. ndor Fon. Fi.gure 5.is an illustrative
enbodi ment ¢ E%%@%%deggﬁ%ﬁazﬂé&&&{'g’?ég e'ﬁ;glgt‘%rrﬁ%nrte“rt'esi stant software to
I ncrease the difficulty in ascertaining the contents of sensitive

i nformation | oad@thn ditehdi (¢ BiiPEhe tRItSIrRBY c6BfihNET dgitdticgtieat, @érais a first
enbodi nent of a key | oading procedure for the tine sensitive key (TSK). .)
Fi gure 6B iYedrosEcysemMsMostiaamplearenisdraih 3 saeivedapingcaamesatile pmameard ne

sensitive kil ohlls tnE gl & cbften? A shab il 8L s eABRALIRNG (08 cRafechni que
ofy appl yi ng counter neasures by the progranmmabl e uni 0 detect iTlicit
sof t war e nuodird,iboainichrigs an integrated circuit (IC) instead of a magnetic strip. The IC

provides one or more parameters used for identification and possibly for decryption

of digital content provided from a remote transmission source. As a result, smart

cards provide a conditional access mechanism to substantially mitigate illicit access to

digital content due to their replaceable nature.

To protect the digital content, it may be appropriate to redistribute
replacement smart cards to subscribers of the electronic system if one of two
conditions occurs; namely, (i) a predetermined time period has elapsed; or (ii) the
global cryptographic key used by every electronic system has been uncovered.
However, this redistribution of smart cards poses a number of disadvantages. For

) example, one disadvantage is that continued supply of replacement smart cards is
costly to both content providers and subscribers. Another disadvantage is that this
technique is subject to increased distribution costs as the number of attempts to
circumvent electronic systems increase and as the number of subscribers increases
each year. Yet another disadvantage is that many subscribers may experience a loss of

services upon failing to receive replacement smart cards in a timely manner.

Therefore, it would be desirable to create an electronic system operating in

accordance with conditional access without the disadvantages described above.
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Figure 7B is an illustrative embodi ment of a technique. of protectingt N 200
integrity of a conmunication lint: between the interface unijcp{8heliddso:
‘progrannabpﬂoa%#?@‘Figure 7Cis an illustrative enbodi ment of an

aut henti cation schene is based on an established zero-know edge protocol to
aut henticate the progranmable unit. 1.4 J U N 2002 WO 99/ 3950.t

. : . . I3 . .
PCT/ US99/ 00a02 j  Figure 8 k di agram of a second
enbodi nent of the el ectroni MARY or'TH v Qk ﬁesent invention to
receive information froman external source Figure 8B is an illustrative
bl ock di agram ofin bhees®egintngMhoshe s invehtidhelfRtLolar9RLH @Wiirieifgn | i zi ng

.the present invention to transfer information to an external source. Figure
9 is an il Injerfacgtunitecopnetitd @i oRPaIHTGIable wiHi. r Ehearsfarhemt is sfpablfeofel ect roni ¢

systemutil | zing t r A4 dvent i . . . i

PCT/ Uso9 10658 |5§>§‘§% ke ?E\E p%&é?&éﬁ@ﬁ]“éh‘/%%f \I\%/gﬁl%'éﬁ%é)%%}’ggg%t

i nvention el inteefacé anAnpeh egiblizhing tsyshernmandnsitidiad if ko psaxiaed i on an
open, re-programmable digital platformfrom accessing, content, possibly
recei ved ftS#$1B content provider) until one or nore predeternined

condi tions have been satisfied. Upon satisfying these conditions, the
digital platformis secure. It should be apparent that certain details are
set forth in order to provide a thorough understandi ng of the present

i nvention; however, to a person of ordinary skill in the art, the present

i nvention may be practiced through many enbodi nents other that those
illustrated. Also, well-l:nown circuitry is not set forth in detail in
order to avoid unnecessarily obscuring the present invention. In the

foll ow ng description, sonme termnology is used to describe certain
characteristics of the present invention as well as cryptographic
functionality. For exanple, "content" is generally defined as (i) data
(e.qg., video and/or audio) and/or (ii) control information (e.g., Internet
Protocol "IP' comrand, an identifier) etc.). A "comunication |ink" is
defined as one or nore information-carrying nediuns (e.g., electrical wre,
fiber optics, cable, bus trace, etc.) or wireless comuni cations through
establ i shed techni ques such as infrared (IR) and radi o frequency (RF)
signaling. Wth respect to cryptographic functionality) a " key" is

i nformation used by a cryptographic function for encodi ng and/ or decodi ng.
A “'cryptographic function" is a mathematical function used for encryption
and decryption. Exanples of cryptographic functions include (i) a symetric
key cryptographic function such as Data Encryption Standard (DES) and (ii)
an asymretric (public key) cryptographic function such as Rivest) Shamr
and Adl eman (RSA). The term "secure" indicates a state where it is
virtually conputationally infeasible for an unauthorized individual to
access information in a non-encrypted format) and/or no authorized attenpt
ty tanper with software (and perhaps hardware) has been detected. In
addition, a "digital certificate" is generally defined as any information
used for authentication. Normally, this information is a public key
encrypted with a private key (PRKCA) of a “'certification authority,"
nanmely is any person or entity in a position of trust to guarantee or
sponsor the digital certificate (e.g., a bank,



T 4 JUN 200Z WD 99/ 3950 PCT/ US99/00~02 _7_ governmental entity, tradé4 JUN 200
associ ation ogr}' q)gl equi pnent manufacturer and the |ike) A pdiraidoshoso2

. w W 33?} . /
. sighature" | éfined as a transformation) under an public-kev
cryptographi c function, by encrypting data with a private key of the
signatory. The digital signature is used, to authenticate or verify the

integrity of the data (i gRIErisE ST D@@N@@ not been illicitly
nodi fied after being digi Yy SIgn : “provided in its
entirety, or as a hash val ue produced by a one-way hash function. The "one=
' -wway hash funThe fmaturesaral ddvacthgsrof tnegrbemainvemiorowil Dbdtemai apparehhat  t akes
content of vari ahl e-length and converts it into a_fixed-length. The term
" one- way" iﬁ'ﬁi“é ¢ edlaviag d?‘ﬁ\é‘?cgdeéﬁré%“orﬁ‘cﬁf theaprgsany inggpian idnvhiplier se functi on
to convert the fixed-lenbth result back to the variable-lenbth content.

Fi rst Enbodi nent l: i ; f I I first
illustrative enbgguﬁim% %flﬁ%{agpéeglf) %%‘%%@t@ﬁnﬁ tll%goaltdgm&s: [g)\lﬂn%s efeﬁtrglﬁlgs
enbodi nent , sysleat titibning tisysesmt iB@niioic| udes an interface unit 110 and a
programuabl e unit 120) both of which are periodically |oaded with a

desi on aho ce anaHs> agasgy sRRREn o b B B §P1 Sesppici s,

updates to gRfdn gfp%uggﬁr. key updates such as every fraction of a second. O
course, the 'selected periodicity may vary over tinme or may be uniformin
the alternative. In one enbodi nent, TSK 130 may be featured as a nunber
used for encrypt Fignrehiyaorillddstiypembediment ofrit progragrhalde peinof thESK 130 may
gé i mpl emenglec{r as. a fene bl e Iseri es of instructions. These instructions

y be an eXeeliAbie 6’?8@?‘5 $6rming a displayabl e object such as a
periodically | oaded el ectronic program gui de. The series of instructions
may provi de bot hFigeeodisyh idlasttaive embodinegt o @ElMdguconilized By eshpte t he
functionality of a key as well as revocation information. The "revocation
i nf or mat i onesifaRt $¢{Evargdoadsd ableasiwn hedgregrammablerynitafdigws litagrotagte used to

identify, vij QPR Wi th preloaded digital certificates (see Figure
4), certai nge%rs‘?)lgr am"rlr-arﬁ%e%nl]ni ts precluded fromfurther using TSK 130 for

vari ous reasons (e.g.) paynent delinquency, m sappropriation of that

digital certifi cBipgye 2isan)illusfthitive embodiatenoof dnofier rehniqoe nvlyzedebypamped in a
selected location in TSK 130 (e.a.,_in the W) 99/3904 1 4 és U N 2002
PCTNS99/ 00~T85isiaphRft ware 4pincr s ineishifigulty HLASEeriIgng thecehitents plssengifive )
However, to; [k bt | i 1,551 on, revocation information
may be corrb}rﬁbel a\?ivioméa}[ egqgg*%&éﬁﬂgﬂrgﬁé é@gnmﬁi ng information through

bitw se alteration, through an Exclusive-O (XOR) operation, or through

pl acenent in err bigucobhect fiom embddémenhofgpekeyrloading procedirg fnxdheofimgsSK 13.0 is
to ensure that.contegrrskg a digital Format (referred to as 'digital
content”), TAEEVGESYBYSKhterface unit 1 10, is sent to programmbl e unit
120 only when programmabl e unit 120 is secure. This may be acconplished by
pérformng a nuNBRIur®6B RS £sdcbad&mbsdiMRat oftal ke Soddafoasrecdduan®itteltihg t he
digital content to programmable unit 120. Exanples of these operations

i ncl ude, busengitive key (ngKci)-t ed or restricted to (i) checking whether an

aut henti cati on program prel oaded in programmabl e unit 120 has been nodified
w t hout authori zgfj .ongaGLLy): WAL IMAL i N bet ween
interface unit 19%’9€Z{3 ‘%?%‘g”r{’g{ﬁ‘r‘wfa%ég’%@ﬁp’?éni%a S sgléﬁreteéﬁygyr{bé ??‘i"?téw

aut hent i cat ifegsdréschypthe gt cgrambiadleumitito H2@ct iRicimoéwdet rabdididatitlescri pti on of

t hese operations is presented below. As further shown, an input unit (e.g.,

antenna or nodem.. | 50 recejves an incqQnn igital bit stream |60 froma
transm ssion som:tf:’é"‘{ %Bt‘s %BWﬁ‘)’a‘é"G(?ﬁ‘%Q 1"&%{’988%%& &”%%'%@P“’F‘t"_ég, ths capl e
conpany, a {/}ﬁ%ﬁ% gf ago%ﬂu%\édaﬁbﬁnn}pfﬂazg@@ﬁ%_irﬁ%%il%ﬂg_tl{ié‘@'ﬁ%ﬁahﬂnaﬂ[ﬂe I nput

unit 150 ma nstructed separate frominterface uni (as shown) or
possi bly i mphenented within interface unit 1 10. Nornmally, digital bit
stream | 60 features a nunber of conmunication channels, each channel

ol aced i n & pr edEtTRT hateararHABEPodrIIL P oo R B Bh e R ed
under ei t hepnan SRADIRNeH GeloSWhowIYdHeQH6BR41ILS alitHEIaRNhe ProgPREMARS und.
publ i c-key cryptographic function.



I'nterface unit 110 and programable unit 120 are shown as separate hhé il 2801
equi pnent interconnected by comrunication lint: 140. Connun|$%H| /hh@l

. 140 may supP&¥3&%her parallel transmissions or serial transnrssrons over

a Universal Serial Bus (USB), a high performance serial bus and the |ike.

It is contenplated, however, that both |nterface unit 1 10 and progranmabl e
unit 120 may be %nco orate of a srngle perrpheral such as a

ortio
st and- al one di gi f&FF Eﬁﬁwgﬁgkﬂv cﬁWh? secgiRd enbpdyment of ther JUN 2002
WO 991 3950-d;c G S0 0A0Ans AR &Lhl iNGerHRW tb PecEivd odi ment of
interface un?tgﬁlo in accor&%mczir ¥ ]g?g@re C|§ ??@Gﬁ??gﬁgdﬁgﬁs shown,
dnterface unitdmal sbuiei s |nplenented as a broadband recei ver capabl e of
recei ving and perform ng operations on a digital bit streamin order to

sel ect the transg;ssrﬁQ chanpnel av% a desr |tahg@onteq1 Thi s
broadband recei vE8Y ISAT HEtRY Ve a%ﬁﬁgmfra F%ﬁ d empejmeptofgh %ardened
material  (&j&tronf! 83kdnt uf?ﬁzrﬁ% fﬁ%trﬁéseﬁ{ |n9é’r)uonct:§%'aﬁgerj14ﬂfdrn#aﬁor‘?i%sé

i ncl ude one or noré input/oulput ports. For exanple |rst I/O port

1 12 al | owssoarcei ncomi ng digital brt strean) i ncluding digital content and
possibly a time-sensitive key (TSK)) to be routed frominput unit 150 to

internal circuit inte u 10. A ond port 3 al l.ows
information to b}é FE?a%E’dm‘hngraBYc@ %ﬂ% fsartgrﬁj 5‘“}"% fé%e EFTPHeral |
115 such asgy gﬁgn@ﬁmﬂﬁgrmalggﬁtﬁx@mmhe, renovabl e perrpheral 115 may provide
an identifiér) typically a unique assigned nunber) in order to indicate
what digital content of incomng digital bit stream 160 is accessi bl e by
iﬂterface unit 110. Alternatively) renovabl e peripheral 115 may provide a
shared nunmber used for generating a key needed to decrypt the digital
content or for providing the key itself. Athird I/O port 1 14 provides an
encrypted output to programmable unit 120. The internal circuitry of
interface unit 110 includes front-end circuitry 200 and a first controller
250. As shown, front-end circuitry 200 includes, but is not limted or
restricted to, anplification circuitry (AVD) 210, tuner 220, denodul ator
(DEMOD) 230 and parse circuitry 240. The anplification circuitry 210 is
used to anplify any relatively weak signals received at input unit 150. The
tuner 220 allows a subscriber to "tune" to a desired frequency channel

aut hori zed by renovabl e peripheral 115 whil e denodul ator 230 decrypts the
digital bit streamto uncover the digital content associated with the
desired frequency. These circuits are controlled via comunication |ink 260
by first controller 250 which may be a m croprocessor, a mcrocontroller or
a state machine. Also controlled by first controller 250, parse circuitry
240 receives the decrypted digital content from denodul ator 230 and
separates the decrypted digital content based on different characteristics
(video, audio, control, etc.). This allows 1 4 JUN 2002 ' O 99/ 39~0~

PET/ US99/00-102 - 10 TSK to be extracted fromthe digital content and
stored in interface unit 1 10. TSK may be stored in an encrypted or
non-encrypted format, in tanper resistant software | oaded in internal
menory 250, or perhaps in renovabl e peripheral unit 115 as optionally shown
by dashed Lines 270. Mreover, the digital content (e.D.) video and/or
audi o) may be decrypted and re-encrypted with a key recogni zed by
programabl e unit 120. Such decryption and encryption rmay be performed by
software executed by first controller 250 or cipher hardware units 290 and
295 (as shown). Alternatively, tile digital content may be passed through
interface unit 1 10 in its encrypted format as optionally represented by
dashed lines 271. Referring now to Figure 3) one enbodi ment of progranmabl e
unit 120 is illustrated. Programmable unit 120 is an open, re-programuable
digital platformsuch as a conputer (e.g., personal conputer, set-top
conputer, |aptop, hand-held, server) etc.l or any output unit having

di splay, record or playback functionality (e.g.) digital television, a
digital video cassette recorder, or a digital versatile disk "DVD' player).
I n general, programmble unit 120 includes a second controller 300 and one
or nore nenory banks 3101-310n ("n" is a positive whol e nunber).



I'n this enbodi nent, these nenory bank(s) 3101-310n are non-volatile t#MﬂszZ
menori es capabl e _ containing security-rel ated executable p SK

. 130, a preW6§&§§°g{gital certificate 340" and a digital signa%ﬁ?%ﬁgggm#he
"security-rel ated executable progranms” may include (i) an executable

aut hentication prograne 330 to authenticate programmble unit 120 and/or
interface unit 110 o | agre : di gi 1.2 ontent is | oaded,
and (ii) an executab ' Brrogtanwt-ch transf or ms
digital content into an acceptable format for viewing (e.g., a Mtion
Pictures Expert THeQi#gsenMnlénticitaneand as debirasic M¥R an@mdigdd forSt eni ng.  As
shown, authentication program 330 is tanper resistant and conbined with TSK
130 as des®F§vseldng #n FpurePpsraping i digtemiatfaradirem 39@ssine og@entt o i dentify
pr ogr ammabl e it |2 typi |y includes at |east ubl i,c key. ( PUKPU)
assi gned t& Oﬁsﬁ%gérr%cﬁr‘gegﬁfg r]dr‘glliclt% n%g{)méﬁﬁlereﬁ’ggf;%qeeo W't I?retcﬁécl? lfrie\slactoggﬁ'é)iﬁ

( PRKCA) of hav€Bédni satisfdd. Apaikalioyidoyth&dd@BndiSioad) i digitd] Hlat R 8 FBALre.
manufacturer (CEM. Digital signature 350 is used for checking agai nst

sof t war e t B gerkl emapnssaniEhat gerfqe defgisarg splforthvapidsr &f proMideguthhenwghcat i on

0019050n e Behrbl oh s RetaBlrtclfon R Bl X AR ot R il 1 g

now t o Fi gurethd, préseht deknibraganbe ptdctisddriatdugl neanky @aldiditient euRAshat e t hat
TSK 130 of Figure 3 and a security-rel ated executable program (e.qg.,

aut hent i catthesg issgtedn)Alsaovell-knqvanpissuitne i not seitfortramertail frearder tnaveid s
acconpl i shed ugh di st.rihut | i ce as well as in time. For exanple,
t[}e TSK is%%%c{}}é%n 8@4(‘?‘%5‘%9‘3}55%%?{ fsavgﬁg)fl 41 Oni ("'t is a positive whol e
ndnber) and authentication program 330 is partitioned into a nunber of
subprograns 4201n420folloivivet despréptaing sothd ferrsinbfray tisukd @d déskibd cetain t hi s
illustrated, enbodi nent, one subpart, 410l -410mis assigped.to each

cor r espondiCAFAEHRISRIART BESFL ADER]IoN as el %Pﬁp.gra@é}lfpa‘ﬁ&r'%‘tﬂZm’r- 420m ar e

then execu MEE R RO ik QEnedhilyt defied A5G PaAERY. Lviddo U di? TRY; T§Kﬁ' annot
be obser ve?%ﬁ%b i ited lll’sg rémy %i nglce pl)la%tt ﬁ\g ’svﬁace nor q?n'%%%;l/d/m “gl e
poi nt in ticoptrollihfarsiatom{eegrplntdract Proatolt S nsnipgt, oy idens fid28¢-420m nay be

further _" , , interl el’;lvg,cl \gé& unr el at ed t.afsks i.n order to further obscure
the true- naFePEBicatipR IRk sk SeiRad OBe PF BPIfER WPt BREmEd DS 420n- , .
Figure ~ il g tR8y; (oS war e
oaded i n S a0 e Qouipep S e BuBREL, Ble, of KD Bl A RlcA O el

aspect , ~t hesmblstied tevhoiqgs stemammfrdoed (IRpland mdipdrequeasiy(Rahsighalingaki ng its
security-rel ated executable prograns (e.g., authentication program Q0 and
decrypti on/ decode. pl ayer. progr.am 500 a r resistant. as .described above.
Furt%gr nor e, segﬁll‘tgtrﬁ%gft {%H: l?%@?‘?%%%‘bct[@@ﬁé‘rﬁ ﬁ%ey bePUMANER u§?¢ g%@t hened
by providi rwyﬁogrx?ﬁiem;ﬁatoﬁqbﬂ dritod Mg ahd/bE 8ddoihgP O WrAtto g rapME)fufckdnhaya ng a
nunmber of integrity verification kernels (IVKs), nanmely a first VK (IVK1)
5@0 and a geatberdatiogk fyncyira psed3ior ererypion asdisiservten. . Examplesold has a
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500 and 50(dte EaatyptioBStdhdb KD ES) andtighan! BpPaietieGPublieRty)iciyRegRpHRNCE Wi th
the partitioning and perhaps obfuscation aspects of the present 1nvention
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access information in a non-encrypted format, and/or no authorized attempt to tamper

with software (and perhaps hardware) has been detected.

In addition, a “digital certificate” is generally defined as any information used
for authentication. Normally, this information is a public key encrypted with a
private key (PRKCA) of a “certification authority,” namely is any person or entity in

a position of trust to guarantee or sponsor the digital certificate (e.g., a bank,
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I'n accordance with the interlocking trust nechanism for the illustrtedN 200l
enbodi ment, tanper resistant SSF 1 540 ~ and SSF2 540 arc reggg@sw&ogo,for

. the integriVQ%f9®écurity-rel ated executabl e programs 500 an a -
respectively. 1VK1 520 and | VK2 530 are responsible for the integrity of
SIVP ~ 10. Upon verifying the integrity of security-rel ated executable
prograns 500 ~ or 500a SSF 540 ~.or SSF2 540 will call 1V, Kl 520. In
response, | SRETEDENLY; qNtity, HRHG JSSPHRGNPRYARIEAUBMeg| pnwfagrurer @pd the like).
successful | ¥ Gaiingss v s - | k. il

al so veri fyxt ﬂgegl%%ts l@g?tiu%eyP%O%E%I%\Q/Igggfl&ﬁﬁbrﬁe@ 19?%5\:‘% ggbﬁocf kc{yﬁ%@@t’%ﬁﬁ'phw

.appl i cat i onfunatich,hyogaypsingeytabetichpdkedkehofabgbigaitandati ¢ipitplt HEaapdi C
neasures (e.g.,,a ze[]o-knovvl edggnlgrot ocol g described below) in which the
e: cecut abl e!SPISEd RN EicAtE OR g € Py abthfiderr Gepid ersurtiat thgldag of t hat
.program Thys, . PRI e itEy-Lelate a ogr ams
5001, SSF |Ha§4"8§?e%vﬂﬁ“¥2@°gﬁ§p%%&% dgtatly S%”‘*@’Srr@%r%‘ﬁ é&%?lrﬂ%gg?é‘ﬁﬁé;dysane
ti me. Howevarifs dnicetyser ds\idsh 20luapebdubd@bib8Onamnay dhsnfunsesh. byhSShe-5402- and
any ot her SSFs or}]O v g e Lhe s si{em:iﬁ@rvvould 1lj e necessary to

t ai nper ~wi t W2%Nps @H&E‘Ofssﬂf‘gfc‘“f’ﬂé%%‘ fraakqangr athgrwise, that takes poripnt afide

i nterlockin 5 ' edi L W SensLLI NS ; j Ng

Pr ocedures ?’%r;edb%%n%?% ggblﬁf)gétég{jm IR%![ g%ahlgn@;]ft Epggegg E)ﬁlytwa ntlj&ﬁ %ae[ésoﬁg{

pr ogr anmabl therenddes innt @adity elasi@e inverds fanaionbecornferiphofiectiitength fearlt eacknpl e,

as shown in F}l ure (?A} TSK may be | oaded directly into the interface unit
out si de t he'®d gi"f“é?b BiteEY ¢ &M band (S600). TSK nay be transferred to the
programuabl e unit in a secure manner after establishing a session key
(éESS) between the interfagg: efvhd @t bN@e FIQALANRRIS, unit (S605). SESS
may be established using a welT-known zero-know edge aut hentication
procedure described in Figure 7C._ However, before transm ssion of TSK but
normal |y after aRefecungtodoavrani arst dhusiritive enthodineem of he ejscodriasysdhe unit

and the int ace uni as_ becr t iLshed, an . optional operation.is

per f or ned tgé(glétsg?%nhin p\"s ?rﬁ%"d&%‘g'} g‘r%ﬁra HeYEisM “ﬂg' c‘b’ggﬁarﬁg‘icéfatcﬂlf’gd. Thi s
det er ni nat i 010 irfd DpBRehn@ALIO Enik EIMGBEH cWHiEH Q€ FBtidNELIGABhEdNGEh & Kinebe
incoming digital bit streamor a previously transmitted digital bit .1 4
JUN 2002 cvesnsivgdsp (FRX) Ulbofmprersodicify:in updatingah K $34 692 designt ¢heice and

pr ogr anmabl it _h d rti ol t fr. ei.n?. | oaded

into the prg]g"jl g&; ebrcz e%%lgp l.e’ %Sﬁeardvqmg@gl,y &@E']*Tg?p%éaég%ég)%%rgd@ﬂ%% kééss and

transm tt edupdatdstsachadgiamiablicn offd deciEhb 10fcoursd, HR230)ected Poriv@ikithenast or ed at

programmabl e unit 120 in tanper resistant software as descri bed above

(S625). Li k¥ay Saer 1R ofsipy ve uatfera in Be aleaiveace unit | 10 of Figure v | ~
n1lin an encrypted format or in a non-encrypted format. It is

cont enpl at ed, hoyeysd em?m&em%smﬁo%)j Bl fhdileliYas b QAAREr L&g(?oxpr ogranmabl e

unit |20 and subsequently transferred to interface unit 110 after checking
f Qr revocat emmypgtiwh aridforiecepsan.y[n awtheb kindbdimgng TSEC LFemap mimnpleatencad | i nk
bet ween units. . . . . .

as a renewable series of instructions. These instructions may be an executable

program forming a displayable object such as a periodically loaded electronic program

guide.

The series of instructions may provide both decoding and/or encoding
information to provide the functionality of a key as well as revocation information.
The “revocation information” may include one or more digital certificates that are used
to identify, via comparison with preloaded digital certificates (see Figure 4), certain
programmable units precluded from further using TSK 130 for various reasons (e.g.,
payment delinquency, misappropriation of that digital certificate, etc.). This

revocation information may be placed in a selected location in TSK 130 (e.g., in the
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Anot her procedure is to load the TSK through a digital transm ssion1f4 sl A0l
transm ssiQ £e as shown in Figure 6B. TSK is contained ipgrAs99/00402

‘g(ﬁ@ggﬁﬁr%m cation channel of the digital bit stream (S650). The
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al t hough not shown, a session key may be r) negotiated and TSK encrypted
with the sessionink@yieReftBE BuiposdsNTSKIIGD i @ PEGERTTBALE WA dighdGormat _ _
Enbodi ments of Pre-Transfer erations Wien the TSK is contained in the

i nterface uUmtferrethtp 35 sligitaheanicet yipeeitadtbyppieoiace enitll K. insentnt ent i s
transferred N, f ndition eed to satisfied. A
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detect wel | acko@plistedfdyvsor BrininCk Suthp@t dfhd-YranFabetidns BefafCRSSmidng he
'~"Sh'.. For exanple, as shown in Figure 7A, one counter measure may
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ThHi s may beprpladel ingto Myiniisd biguain €2®hasBeee nididifiedalitwu? mahoiRsion @y exanpl e,
during manufacture (tine 1 ) of the programmble unit, the authentication
pro?r am 700vemhyinghat asemmutieationdiné- A petvesn intentaceivat 1103nd rograsamelie a' hash
val ue 710. i I £ o i Qi i.bne i key
(Prcpyy 710 012 SRB 40, (ORI lE ot b Bl RCE G Rl

si gnat ur e 3&d3craption sfibese operdtiqudriepserd®d belotvo periodical ly executing the
aut hentication program 700 (e.g., during power-up), at run-time (tinme 2),

t he one-way hash fynctiop 705 is used by the progra bl e unit to produce

resul tant data 728 IUrls SPQWRy aIRPUHNL{e B @nieans pibmadimht 10 eegHiFAed Wit h

t he hash vaj B ¥ o ot I, G4 S| 1 for
decrypti nga‘ F%Fﬁ%l%?%%g%%gﬂggg éﬁ%%ﬁg&ﬁg@g@%@ﬁ%@@%@% .%I f there
i s a mat ch, ordiingesatellitaf 2 cablp cagpam, Za6tvwealk, anelevis@arbroaitpstrcothpany aridtbee i s a

di screpancy,, aufhenti cat.i rogram 700 has been tampered. Thi s causes the
interface ubf% u{}?f IHPEL/ &t ?gq E'iai' g’F CeBHTHE SFPQS?ﬁegEﬂ”h t?rrfa&ﬁélﬁi‘tnt@(ﬁasl nto the

progr anmabl g W) br p¥isitly i8PReEdntdOWRRiAlRE LN RI N drhafll, &RMAWM cation
| ink 140, as shown in Figure 7B) a session key (SESS) can be“negoti at ed
bet ween consiream K0-feaurasranughibesof hommanicatier dhaoeelurheh ¢hangel ushallyst

cgntroller 250 of. Figure 2). and osr ble unit (e, g.,.seco cantroller
300 of Fi gugating e RnC el eoBle R P Rt sameh’ bt i mgrae Taned

transm tti ngath Becket Srh@afbeshdipdkibh) edc@ypted Liskt 8itR4Q Qinfégdkey3 to the - - - -
interface unit. The digital certificate 340 may include a public key

associ at ed oiyplograpbicBmstdn.comerkapses petRigkry)cryptegraphicHengiongr ammabl e unit .
The digital certificate 340 is decrypted by the interface unit using a

wel | - known publig¢ k (P 730 ochate int.h riif i ut hority
(o g+ Cem publ i a0 anfime 3B RRHE Gl olals hobfiids scplerainditt 1y
generate a sRAFHOM ikRYcdnhESE) by 36maindicaned Nl 14-SSor@anishtidh IMUKRIO hey
produce an encrypted session key "E(SESS)PUKPU' 740 before, trapsm ssion to
t he progr anfHAPPE eithet paraiel tiAnsgisaioRa Bl Eerghiransmyssigns O Ve KatversaleraEss by
decrypting PU 74 i i I kev, (P HadALS Session
key may be EE‘ g:@f%‘g‘n%%‘?“@é‘?‘g%‘%ﬁbg% ‘}\é\?\[/gfléll\(et'ougsvéog:ég%é%% 'hSSEmlS?‘om sed.
14 JUN 2002:HaVeytB 9413026k dniPCT0 biDBlogkaniRable udib 1207y @ aic@rpgoravedas ar r ay of
schenes that can be used to authenticate programmble unit |20, One
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protocol as_generall slgown in Figure 7C. In this enbodinent, interface
unit 1 10 t PAREn ol €% IPna'ssage 750 to the programmable unit requestinb a
hash val ue of the TSK | oaded within tanper-resistant software. In response,
programuabl e unit 120 perforns a one-way hash function on TSh 755 to
produce the hash value 7& and returns hash value 760 to interface unit
110. Then, interface unit 1 10 would perform a one-way hash function on its
TSK 7G5 to produce a result 770 and conpare hash value 7G with result 770.
I f these val ues conpare, programmable unit 120 is capable of receiving the
digital content because both units possess identical TSKs. |If these val ues
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(ASI-1) devices 830I-830k such as dongl es. Each ASH devi ce 8301- 830K 4 sUN 2002
~attached t0w§9885g&'m cation pori of a corresponding interfacecyAishsno4oz

. 8201- 820k and is"assigned a 14 JUN 2002 WD 991390-i PCT/US99/00402 16
predeterm ned identification value. As a result, interface units 8201- S201;
and their correspondi ng ASH devices 83013830k are able to regulate the flow
of digital conte I I el (NPT revent| digital content
from bei n5 downl gtgffke%?(p?&ipt?(gfg not’ oggg@'g%xgﬁéegt @mﬁ?lﬁr f %eeunéteﬁg)clPé'gcor ance

i denti fi cat ixth Rigirad.is DiSirhel. eanhewh, interfatoviiderd rcs@mgrea&rnw@mtal e unit 810
via a selected interface unit (e.g., interface unit 8201 ) after various
.oper ati ons 85ogdRandsesesyer CaRAbRfreTeEAS 2 paformiisnpettinaboea digital 10
internally t i i n jhave he nmodi fi ed

W thout aut RSy tag BRtieddhs fRpREACH BURaIELRLR JUOVE FBR] PRocur o
.comuni cat i PhislbreddbBtikcdiedrvid@nindlinding @ lcagihge o 1i whiel fsafRieWTiathafik@dd and
programmabl e unjt 810 is established. Third, programmable unit 810 is
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access the gjdi These operations nmay be perforned as descri bed
above. Wthmrpgg%gtl@tupﬁzbg%ﬁ?'e 8B, electronic system 800 supports
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event. The HGBing ‘F‘g}‘alect"‘a‘f?ﬁf %‘)dem‘bf%%f'mﬁésc&s‘E%Fn‘ﬁiyt(ﬂ‘gﬁ)vm&cé%ﬁeéérpﬁlmbI e
unit 810 1 SiheehitSe!d A ISERLIGI iftefiate Lt ARETA L AR WY BBAgdy cont ent
sgch as a farlfure to authorize paynent for a requisite key to decrypt a
pay- per - vi enllavgimforfraedn tolbe lodddhinaddmdsrwnlcdded remE eatovalblie peSylsdrain1 5
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i nterface utchifdO oG RIRHIMYRM e, i 20er Bl RGend BidiaPLlhusy be
configured as a receiver wth nodemor wreless capability as shown of
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har dwar e ( AS dgvi ce to jnterface gcgit h91%, Blrbogragrérabl e unit 920 is
altered to 7938k PETRATAWLIPSBY BRI 4 shared pumbgrysed dorgeaeialipaa ke ow. The
hardware pr aceaitddedrPpt the dfal BGlielRS fé prb@idaly (Re REPRLHS 0K tand/OgRYE! atile
menory contained in a single integrated circuit pacKage or a nulti-chip

WO 99/ 39504 | 141 ptivile2 00 ZnPQTited390p 0 0a pograhihabisackddé. Upon downl oadi ng TSK
into progranmmabl e unit 9?0, TSK is | oaded into non-volatile nenory

contai ned in har I rpcessit~= | ogic. 9 TIh efore transmtting
di gital content %r‘r‘}q?'ﬁ'ﬁg‘f'f%g@' %Llnler%fgu 'i?bg %ﬁ’éﬁﬁﬁ%‘?%ﬂﬁnﬁ”ﬁug?&&o and
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in a limti pgathenseeakveiphalsifeceivdd ki mpti wiits] 50f Thbeurier RAGhN@YS ¥ sulgbiisdi nent s,
as well as other enbodinments of the invention, which are apparent to
persons ski 19 dang Howresked fregneppy shannsbaytherezsd by repeyabls pestphel dE2med to
lie within WAl - f ol L 4 J 4 VWhat i s
cl ai med | 5: “hie ReiblipiafR2a08eRTpR ¢ BRieUENARo uncquef it el g
time-sensit asseciaed vaeh thg dasisel frepiendy. i Tisdse vieduivng dingbléduiaed i n space and
able to be executed sequentially in ti ge 6”%@ programmabl e unit coupl ed
to the intefPREWNiFAten Ik 60,py first SRREPIET 3D tVhich hayeRes Picrapigresspr. 2

microcontroller or a state machine.

Also controlled by first controller 250, parse circuitry 240 receives the
decrypted digital content from demodulator 230 and separates the decrypted digital

content based on different characteristics (video, audio, control, etc.). This allows



content fromthe interface unit upon establishing that the time-sengijt N0l
key is alsq contained within the programmble unit. 2. The s aim
. 1, wherein YR&Y#PAE sensitive key conprises a plurality of b??gﬁ%ﬂ%@g a
signal value in a binary format distributed in space and in tine. A system
conprising: an interface unit to contai o time sensitive key, the
“a plurali of _subpart h

ompr g..annel notoro | o e
Subpart assT e oF 6 <a2SRbEPBURA AR S S RERP T I F B dtP AR (0 be
execut ed ovz%%tbie %re@ﬂﬂa@exﬂ&ﬂ%@@ﬁﬁ@r‘x-@g&?ﬁ&d Gt 4 l’\trﬁd)ecté:?tgs %tgrlit%roh%?e uni t,

; i
t he progranmabl e unitxo ~ecelv al content from

t he i nt er f alvedeintinigpeal n@m@bﬁﬁ@mr_n:grhamain. mfl@bablnpexgénsjlmhizd lkay is al so

contained within,th rogr.a l e it, 4. A system conprising: an

i nterface UW?LEO“_FHY 8@91‘?5;82 dﬁ%??r@ﬂgﬂ@i Mo\r/e@"ﬁre@é ‘%&'_&’l &O'ﬂ)t%‘g(;é%r??%‘?o_e uni t

coupl ed to ghgor dl{d%)fxﬁ%ebéiﬂé&ypté@ﬁndpf@ﬂ{c%‘“ﬁ?&piuﬂhHﬁlh%rée‘éuﬁﬁ@@bﬁ di gi tal

content fromthe int'erflace uni't upon establishing that the tine-sensitive

key is al sopogranamaldd unittlB0n Suple derrppuiemandizineryphion may tve: pdifgirhead by ont ent

recei ved by the progr bLe unit further .includes a revaocatiqn_|ist

i ndi cative %Cff{]‘wgfh%i”??% éﬁ'sbﬁ?rﬁmb?%&%ﬁ'i’hﬁrQaﬁlﬁ‘i"ﬁo‘l“}‘?éﬁ t%dﬁgaéﬁ/_e t he

digital Conﬁlﬁmn.ilzeﬁm;vawhﬁmigﬁalfcbﬁtemrﬂéy N8l hi @ hli AR AE R ?"mfn
I gi

conprises one of a broadband receiver, a al versatile disk player and
a neter. 6. itThrcrgptsd éonnuft ag ppiionadly rpbresasitesl byhdaspedblgmesr@vdbl e unit conpri ses
one of a conputer, a set-top box and a digital television. 1 4 JUN
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cantai ning an executa 0 mwstored ITh a 8.
T

e system pfusgatad NPrbgrafiak ik init N0 By AUSRATRRY:Gpritfinhble e ikl BRu RFRIBE Y bank
containing a programpartitioned into a plurality of subroutines, each

subpart of & premBLET (£.Hf PHHYFAELBPBET.ShetopicampygndantPmaarghelbiseryspondi ng

to one of the.plurali of.. suhroutines. The systemof .claj. , erein the
pr ogr anmabl %tcl.]pr?ffﬁmgﬁ?’{pﬁé‘r‘m'f E\%‘Fﬂ‘gé?pgg 'ie%c?arstoré’%aé'g?%r@w'%éh&](?t?"\égg%‘tt in a
di gital cerfeldvisia, @ dgithl diddo@hisalte Sdcgniat, wr e digl@l velsaiitd digd-HoD HHisgey.i ng

unaut hori zed access to digital content, the nethod con‘gri sing: periodically
transm tti nip geneiahepragragmableauniel 20yaeligesr ssppridrroairglies 00 and orgmer more

progr anmabl %c%ﬁ bafifid; 101-310p (“n” is a positive whole number).

In this embodiment, these memory bank(s) 3101-310p, are non-volatile (NV)
memories capable of containing security-related executable programs, TSK 130, a
preloaded digital certificate 340 and a digital signature 350. The “security-related
executable programs’ may include (i) an executable authentication program 330 to

) authenticate programmable unit 120 and/or interface unit 110 of Figure 1 before the
digital content is loaded, and (ii) an executable decryption/decode player program
which transforms digital content into an acceptable format for viewing (e.g., a Motion
Pictures Expert Group “MPEG"” standard such as MPEG2) or for listening. As
shown, authentication program 330 is tamper resistant and combined with TSK 130
as described in Figure 4. Digital certificate 340 is used to identify programmable unit
120 and typically includes at least a public key (PUKPU) assigned to programmable
unit 120 and encrypted with the private key (PRKCA) of a certification authority
such as an original equipment manufacturer (OEM). Digital signature 350 is used for
checking against software threats and normally includes a hash value of the

authentication program encrypted with a private key of programmable unit 120.
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perform ng pre-transfer operations to ensure that the programmabl e u -tJU-Nsl(]UZ
aut hori zed %J%Sg:&ve the digital content, the pre-transfer Qpghraihos:
I'Tyr'ng that a conmunication |ink between the interface unit and
the progranmable unit is secure. nil. ..: ,... v. Jl.. .. . m_ ~ .., ~ ~
11. A method for hindering unauthorizgd access to digital content, the

nmet hod conpri sing: periodicall yT{dﬁggrsﬁlsti%!;lrﬂgo@twtairene sensitive key between
an interface unit and a progra ) sensitive key conprises
a series of instructions periodically updated; and perform ng pre-transfer
operations to enfefeeribfadwtdBigareoy maroakbligramiltusirstirgaul BeHHigetoteasurecei ve

-the digital coné&nt. JfZF Thg rrgt hod of claim 11, wherein the series of
i nstruct i ondhabl ot PO TagE 413n8 A SEHEY FadtpderecWablgdmaray (a8 east one
progr anmabl bk fi2 s ng; I: ensLid ya; . 13.
A ot hod 1 or e T L Al gy T AT B o
conpri si ng: tipenglodisteiblitiyn trr graserag velhgs @ timaEF S eranplevihe KOK Ratavkiisnedn -

interface unit and a programmgbl.e unid . -and perform ng pre-transfer

oper ati ons frﬁoéﬁ%ﬂﬁf‘é 4%1511%16%5( Py 047 RASHRYA whelpppmper) éﬁ‘?h@ﬁ?&‘é&“% recei ve
the digital content,.the .performng of the pre-transter.,operations includes
checki ng mgfc}gé%rggﬁoé% %néﬁgrilegg ggoan'glﬁlr]%edrogﬂ!i' %(5%&5%@5 ﬁ?\élt'ﬁj‘e&fﬁ?}?)“droaﬁﬁ‘?gebl e unit
has been ”Dwiﬂch's%gpari]sgﬂor%%ﬁ%#No?&%ill%ﬁralé% %&J&‘?ﬂe&:%né‘égg %'4@51-%16““@9“ zed

access to digital conte e nmet hod conprising: peri cally trafsmitting
atine sensbﬁs'ig&ﬁdk@yadwoweepmrﬂmgisubp:rofg,aﬁeumuzoﬁmesge&fvg%t BIRRIRLaryi t; and
g

performi ng pre-transfer operations to ensure that the pr rammabl e unit is

ayt hori zed #3071-42&h e thhe eskayiadadvecaperatt f tine Aver fesulithgcahpleleeTSK
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It is contemplated that these subprograms 4201-420; may be further

interleaved with unrelated tasks in order to further obscure the true.nature of the tasks

being performed by subprograms 4201-420m.

Figure 5 illustrates an optional aspect of the tamper resistant software loaded
in programmable unit 120 of Figure 1. In accordance with this aspect, the electronic
system may be made tamper resistant by making its security-related executable
programs (e.g., authentication program 500, and decryption/decode player program
500,) tamper resistant as described above. Furthermore, security of the electronic
system may be further strengthened by providing a system integrity verification
program (SIVP) 510 having a number of integrity verification kemels (IVKs), namely a
first IVK (IVK1) 520 and a second IVK (IVK2) 530 in this embodiment.

IVK1 520 has a published external interface for other tamper resistant security
sensitive functions (SSFs) 540 and 5405 of the security-related executable programs
500} and 5002 to call. Both IVKs are made tamper resistant in accordance with the
partitioning and perhaps obfuscation aspects of the present invention described
earlier. Together, the (i) tamper resistant SSFs 540, and 5407 and (ii) [VKs 520 and

530 provide an interlocking trust mechanism.
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circumvent the interlocking trust mechanism.

Embodiments of Time-Sensitive Kev Loading Procedures

The TSK may be loaded into the interface unit and the programmable unit in
accordance with a number of procedures. For example, as shown in Figure 6A, TSK
) may be loaded directly into the interface unit outside the digital bit stream band
(S600). TSK may be transferred to the programmable unit in a secure manner after
establishing a session key (SESS) between the interface unit and the programmable
unit (S605). SESS may be established using a well-known zero-knowledge

authentication procedure described in Figure 7C.

However, before transmission of TSK but normally after a secure
communication link between the programmable unit and the interface unit has been
established, an optional operation is performed to determine if the programmable unit
has been decertified. This determination is based on the revocation information

contained in the incoming digital bit stream or a previously transmitted digital bit
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SESS and transmitted to the'programmable unit (S613 and $620).

TSK may be stored at programmable unit 120 in tamper resistant software as
described above (S625). Likewise, TSK may be stored at interface unit 110 of Figure
1 in an encrypted format or in a non-encrypted fo{-mat. [t is contemplated, however,
that TSK may be initially loaded into programmable unit 120 and subsequently
transferred to interface unit 110 after checking for revocation and, if necessary,

establishing a secure communication link between units.

) Another procedure is to load the TSK through a digital transmission from a
transmission source as shown in Figure 6B. TSK is contained in a predetermined
communication channel of the digital bit stream (S650). The interface unit retrieves
TSK, and possibly decrypts before storage therein such as within internal memory or
within the removable peripheral as described in Figure 2 (S655, S660 and S665). Next,
the interfaceunit may transmit a message to the programmable unit réquesfing the
digital certificate associated with the programmable unit (§670). Upon receipt of the
digital certificate, a public key of programmable unit (PUKPU) is obtained (S675).
Thereafter, TSK may be encrypted with PUKPU and transmitted to the
programmable unit for decryption and loading of TSK into its tamper resistant
software (S680 and S685). Alternatively, although not shown, a session key may be

) negotiated and TSK encrypted with the session key before transmission to

programmable unit 120. =

Embodiments of Pre-Transfer Operations

When the TSK is contained in the interface unit and programmable unit but
prior to digital content is transferred therebetween, a number of conditions need to be
satisfied. A first condition is for the programmable unit to apply counter measures to
detect well-known software tricks typically used to gain access to the TSK. For
example, as shown in Figure 7A, one counter measure may involve ensuring that the

integrity of information critical to the secure operations of the programmable unit
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For example, during manufacture (time 1) of the programmable unit, the
authentication program 700 may be input into a one-way hash function 705 to
produce a'hash value 710. This hash value 710 would be digitally signed by a private
key (PRKPU) 715 associated with the programmable unit to produce digital signature
350 also shown in Figure 3. Prior to periodically executing the authentication program
700 (e.g., during power-up), at run-time (time 2), the one-way hash function 705 is
used by the programmable unit to produce resultant data 720. The resultant data 720
is subsequently compared with the hash value 710 associated with digital signature
350 obtained for decrypting digital signature 350 with the public key (PUKPU) 725.
If there is a match, authentication program 700 has not been tampered. If there is a
discrepancy, authentication program 700 has been tampered. This causes the interface

unit to prevent digital content from being transmitted into the programmable unit.

With respect to protecting integrity of communication link 140, as shown in

Figure 7B, a session key (SESS) can be negotiated between control circuitry of both
the interface unit (e.g., first controller 250 of Figure 2) and programmable unit (e.g.,
second controller 300 of Figure 3). Such negotiation may involve the programmable
unit transmitting the pre-loaded digital certificate 340 of Figure 3 to the interface unit.
The digital certificate 340 may include a public key associated with the second

) controller (PUKPU) 725 of the programmable unit. The digital certificate 340 is
decrypted by the interface unit using a well-known public key (PUKCA) 730
associated with a certification authority (e.g., OEM public key). Once PUKPU 725 is
obtained, the interface unit may generate a sesston key (SESS) 735 and encrypt SESS
735 with PUKPU to produce an encrypted session key “E(SESS)PUKPU™ 740
before transmission to the programmable unit. The programmable unit is able to
retrieve SESS by decrypting E(SESS)PUKPU 740 using its private key (PRKPU)
715. This session key may be stored in tamper resistant software to avoid being

compromised.
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programmable unit 120. One well-known authentication scheme is based on an
established zero-knowledge protocol as generally shown in Figure 7C. In this
embodiment, interface unit 110 transmits a message 750 to the programmable unit
requesting a hash value of the TSK loaded within tamper-resistant software. In
response, programmable unit 120 performs a one-way hash function on TSK 755 to
produce the hash value 760 and returns hash value 760 to interface unit 110. Then,
interface unit 110 would perform a one-way hash function on its TSK 765 to produce
a result 770 and compare hash value 760 with result 770. If these values compare,
programmable unit 120 is capable of receiving the digital content because both units

) possess identical TSKs. If these values differ, the digital content is prevented from

being loaded into programmable unit 120.

Second Embodiment of the Electronic Svstem

Referring to Figures 8 A and 8B, illustrative embodiments of an electronic
system 800 is shown. As shown in Figure 8A, electronic system 800 includes an
programmable unit 810 and a plurality of interface units 8201-820) (“k” is a positive
whole number). This electronic system £00 differs from electronic system 100 of
Figure 1. One distinction is that programmable unit 810 is capable of supporting
communications from multiple interface unit 8201-820);. Examples of these interface
units may include, but are not limited or restricted to (i) a broadband receiver 8201, (ii)
a DVD player 8202 which receives digital content directly from the content provider,
(iii) 2 meter 8203 which calculates and stores the cost of digital content provided to
programmable unit 810 and/or (iv) networking equipment 820 to establish a
connection to a wide area network (WAN), a local area network (LAN) or any other

type of network. An example of the networking equipment may include IP telephony

equipment.

The second distinction is the inclusion of authentication specific hardware

(ASH) devices 8301-830k such as dongles. Each ASH device 8301-830k is attached

to a communication port of a corresponding interface unit 8201-820k and is assigned a
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into programmable unit 810 by preventing digital content from being downloaded if it

1s not associated with the selected identification value.

Digital content is provided to programmable unit 810 via a selected interface
unit (e.g., interface unit 8201) after various operations are successfully performed.
First, programmable unit 810 internally checks whether various programs therein have
been modified without authorization through hash value comparisons. Second, a
secure communication link 8401 between the selected interface unit 8201 and
) programmable unit 810 is established. Third, programmable unit 810 is authenticated

to ensure that an attempt is not being made to fraudulently access the digital content.

These operations may be performed as described above.

With respect to Figure 8B, electronic system 800 supports bi-directional
communications. In particular, programmable unit 8§10 of electronic system 800 is
able to transmit information to a distributed communication link (e.g., phone lines,
network, etc.) in response to an event. The event, for example, may include a
condition where programmable unit 810 is precluded from receiving a TSK to decrypt
downloaded content such as a failure to authorize payment for a requisite key to

decrypt a pay-per-view video feed.
) Third Embodiment of the Electronic Svstem

Referring to Figure 9, a third illustrative embodiment of the electronic system
900 is shown. In this embodiment, electronic system 900 includes an interface unit
910 and a programmable unit 920. Interface unit 910 may be configured as a receiver
with modem or wireless capability as shown of Figure 2. However, instead of
connecting an authentication specific hardware (ASH) device to interface unit 910,
programmable unit 920 is altered to include a hardware processing logic 930 as

described below.

The hardware processing logic 930 includes at least a processor and non-

volatile memory contained in a single integrated circuit package or a multi-chip
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transmitting dlgltal content from mterface unit 910 to programmable unit 920,

programmable unit 920 may be authenticated as descnibed in Figure 7C in which
security-related executable programs are tamper-resistant but authentication being

performed internally within hardware processing logic 930. S

While this invention has been described with reference to illustrative
embodiments, this description is not intended to be construed in a limiting sense.
Various modifications of the illustrative embodiments, as well as other embodiments
of the invention, which are apparent to persons skilled in the art to which the

invention pertains are deemed to lie within the spirit and scope of the invention.
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1. A system comprising:
an interface unit to contain a time-sensitive key being a series of instructions distributed
in space and able to be executed sequentially in time; and
a programmable unit coupled to the interface unit, the programmable unit to receive digital
content from the interface unit upon establishing that the time-sensitive key is also contained

within the programmable unit.

2. The system of claim 1, wherein the time sensitive key comprises a plurality of bits

forming a signal value in a binary format distributed in space and in time.

3. A system comprising:
an interface unit to contain a time sensitive key, the time-sensitive key is partitioned into
a plurality of subparts, each subpart assigned to a subprogram of an authentication program able
to be executed over time; and
a programmable unit coupled to the interface unit, the programmable unitito receive ... ... .. .
digital content from the interface unit upon establishing that the time-sensitive key is also

contained within the programmable unit.

4. A system comprising:

an interface unit to contain a time-sensitive key; and

a programmable unit coupled to the interface unit, the programmable unit to receive
digital content from the interface unit upon establishing that the time-sensitive key is also
contained within the programmable unit, the digital content received by the programmable unit
further includes a revocation list indicative of whether the programmable unit is authorized to

receive the digital content.

5. The system of claim 4, wherein the interface unit comprises one of a broadband receiver,

a digital versatile disk player and a meter.

6. The system of claim 4, wherein the programmable unit comprises one of a computer, a
set-top box and a digital television.
18
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8. The system of claim 3, wherein the programmable unit includes a memory bank
containing a program partitioned into a plurality of subroutines, each subpart of a plurality of

subparts of the time-sensitive key corresponding to one of the plurality of subroutines.

9. The system of claim 8, wherein the programmable unit further includes at least one

memory bank to contain a digital certificate and a digital signature.

10. A method for hindering unauthorized access to digital content, the method comprising:
periodically transmitting a time sensitive key between an interface unit and a
programmable unit; and
performing pre-transfer operations to ensure that the programmable unit is authorized to
receive the digital content, the pre-transfer operations include verifying that a communication link

between the interface unit and the programmable unit is secure.

SR [ P - e, IRy e

11. A method for hindering unauthorized access to digital content, the method comprising:
periodically transmitting a time sensitive key between an interface unit and a
programmable unit, the time sensitive key comprises a series of instructions periodically updated;
and
performing pre-transfer operations to ensure that the programmable unit is authorized to

receive the digital content.

12. The method of claim 11, wherein the series of instructions provides revocation
information to identify at least one programmable unit precluded from further using the time-

sensitive key.

13. A method for hindering unauthorized access to digital content, the method comprising:
periodically transmitting a time sensitive key between an interface unit and a
programmable unit; and
performing pre-transfer operations to ensure that the programmable unit is authorized to
receive the digital content, the performing of the pre-transfer operations includes checking
whether an authentication program loaded in the programmable unit has been modified.
19
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performing pre-transfer operations to ensure that the programmable unit is authorized to
receive the digital content, the performing of the pre-transfer operations includes authenticating

the programming unit.
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