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The present invention relates to policy driven,

credential delegation for single sign on and secure

access to applications, resources and/or services in a

net wor ked conputing environnment. BACKGROUND [00021

Sonetimes, a server application accessed via a client

requires the credentials of a user of the client to
PORIQIEPRIVEN, CBRDENTIALDELEGATEON BOR PIVGLE; SIGN ON AND

scenari os SIHEDRIE AGCERS TR NEFWORK BRESQIROES such a

del egation situation, the password of the user of the

renmote termnal is required on the server side in
TE(ZHDHCAﬂoFIEhB server applications to enulate the

n S
| B, P b R lchoGi e Bl pate et Baletiel i MBketion for
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credenti.al s from aclient to a server application for
compuiipg EnyireNmMEnt A hahi liti es of the server application

are not secure enough; i.e., insufficient protectlon
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application on either {he server or i:llent .. Si
scengiRe EnaRILS iy dhe-Aerial SPpAIN. B § defegalion sigation, the password of

the G4ef € Hel rBindte RAAidal iSrel fifed Sifhe Servef 16 M biled faitRe server
somewhat insecure. In addition, there is currently no

apphestiony taipmylate thafurgsionalifyithe))is ayailablesyhen-a upgsds simply logged in
asaqgéﬁggggogqhggeryé,qu%ﬁgﬁﬁtu als fromthe client to the

server t appl1'es to any type of user credentials,
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server, via server side SSP software in a_ networ

congrghs repgiok Hiri delaaatiar of prer cprdentés arhidsclicpte the sagver that

appiefio shy THHE o Py kARt 419 iteh %sbﬁ%e)‘ﬂa@sw‘iﬁﬁu&hirkaﬁy BRObAe time
Providér  Interface (SSPlI) software, which ma

passoedptifeEP)astpart of an operating system of t he V\D
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of the i1nvention provides a secure soldtion that 1s
be drsiralleitpimpprove ywpon these and other deficiencies of the state of the art.

SUMMARY

[000S] In view of the foregoing, the present invention provides a credential
security support provider (Cred SSP) that enables any application to securely delegate a
user’s credentials from the client, via client side Security Support Provider (SSP) software,
to a target server, via server side SSP software in a networked computing environment. In
one embodiment, the Cred SSP is made available to the user via Security Support Provider

Interface (SSPI) software, which may be included as part of an operating system of the



a set of policies, including a default policy that is

secure against a broad range of attacks, which are
wag@d/1se4control and restrict the del egati on oPCT/ES2007/012512

credentials froma client to a server. The policies

can be for any type of user credentials and the

different policies are designed to mtigate a broad

range of attacks so that appropriate del egation can

occur for given delegation circunstances, network

conditions, trust levels, etcyp Additionally, only a
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[0012] Figure 5 is a block diagram overview of the credential security support
provider architecture that enables the secure delegation of credentials from client to server
based on group policy in accordance with the invention;

[0013] Figure 6 is a block diagram overview of three different types of

credentials that may be considered at a policy level according to threat of attack in

accordance with the invention;



conmputing system environnment in which the present

i nvention may be inplenented. DETAILED DESCRI PTI ON
w@r@rasew [ 0016] As nentioned in the backgroupdy/usiver/e2512

are sonme client/server applications that require the

user's credentials to be delegated to the server in

order to support the server scenarios. Term nal

Server is one such exanpl e where sonetinmes the user's

password is used on the server side in order to

enulate its functionality on ghe client side.
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exi st ng Security Support Provider Interface (SSPI)

infrastructure of an operating system of the client.
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E) 18], The Cred SSP L2 @.DLe secure sol ution
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credentjals at t termnal/client, an
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including, but not limited to username/password, smartcard pin, one time passcodes

(OTP), etc. The Cred SSP of the invention protect the user’s credentials such that the
calling application (of the Cred SSP API) on the server or client side does not have access

to clear text credentials, because only a trusted subsystem has access to clear text

credentials.



operating systens products to the termnal/client. TS

can be thought of as generally including three main
wW@arora39934 mul ti - user core server, the Renote DPGRUS07/012512

Protocol (RDP) that enables the Wndows desktop

interface to be sent to the termnals by the server

and the client software that executes on each

terminal. In one non-limting enbodi ment of the

i nvention, the protocols of the credential security

support provider of the invention may be inplenmented

i N qooI CtMistosdft’h TeahinahSérver(TS)y fos distam@e s an example of a

S%@glenent I ntext.LOOZO. Sone_of the, various dentials at the
seryRidintBrRduCLhat SRS IRIRiEHSRT AP e Vids BiER Q8 Sredsntials
terh®hd T libh@ hnd éle 20 Bickk lsignloid@ tadntial tothd $epse ifborder to authorize

ordinary skill 1n the aythentjcation al}ﬁg, cregenﬁj.gés
theserepe of appligations 4t he “drkoR RPPEFGEL AGT IR ichddai e
opéx%ﬂﬁ% kidtifs bRIdubRo K RWhRADEI &k THOSELOMAERY dTak enerally

_ IT 1nthe art and is to be considered a

inqleding shvae maivpartss panulticuger eRyASETYET dasRempteDeskiqn Bigteco!l (RDP)
' i i ' the AfRliddIOBRIN , and

S i RS A o R 6 b server,

theitlidnt sefivane thitexeortteon eash teimingh & ang pon-linfitingiembediment of the

._enbodi mrents of, t I nvent.ion e ' ' .
3B 020 bEBe Y S A8 bR B Bymipn oy e
impiméniel inalonnwdtivg with rEmiren serakt softkarewn by t hose of

ordinary skill in the art is thus provided herein:

Ker beros, Wndows NT Local Area Network (LAN) Manager

SubPiEkddntal Sorpdxe and Protected Generic Security Service
Application Program Interface ( GSSAPI i ation
MecHAMFEm PaPRESH S Yrous ﬁB‘%P?‘,"g“fPé%%ﬂe déé%’ﬁ‘%ﬁ#’g‘?mm with reference to

terMi QY drk Yehdrafly und®isidbil b%f ﬂﬁfﬁﬁﬁb}diﬁ \skflEfn the hethbaAg@tion and

s La

(SSPI') and Secure_Socke; ayer (SSL) protocol.and an
cr@dceﬂ'pzs delecovioniatis Wihiledhisisetionds not ipfendsd fqeubgtitute for the

lcnléah e QT thés_QQ)%%l‘diKgré@ﬂlp %‘l? aft &@qy{oebc'%ﬁmré‘doi non-exhaustive

aut ticating a request f a service in a conputer N
ovetiew; roneBwlessythisgsertion isdebiefedim adwantageouslyqypeide some additional
- . I { : :
ol B 5 afe] Loy A NG EONE ARGR o8 S v opraion
offvadousembadinfeatst ofahe invention @s dssdribet i enore tetail belows ed

tor t artijcular, secrvi,ce f S er. h
t hat [ODAET, &8Ribnal comexe aRd bitiaraudd for the oligwing toplf generally
kriokvn yethose &f ond@tape skill in ithecdru dauscproeided dierkis:df erderos] Wendows NT

software th I acce server incl ydj a. .
Lgegl nAER e b (b8 Marbess f'9Tuiq 3nd Braseeisd Gnetic Security
Seﬁw’ce DIppWat@quﬁﬂgrang be?eﬁEde}/@SShm\)Né@bthiati&Me' Emis{;in (SPNEGO for

erheros_"ticket" be t onors t request for
Sh&E‘ggs%af%e‘i‘“Péy qrﬁ)ﬁﬁg‘ﬁgﬁ%‘%@ t@@gﬂ}ﬁawgﬁr ’g’éf‘rr {Ace L8SPI) and
Sebaretdckiers LdiRr (FBIYRRO10KET BRY Sexehipil Wildows Authentication
aut henti cation request is made by the client to an '
In i®cation Server (AS). The AS creates a "session

key," which is also an encryption key, basing the

session key on the user's password obtained fromthe

userKerieros and a random val ue that represents the

re??:@t%?ggl ﬁl‘fér?ﬁ:skde%zsm' meth68 ¥t autibftiS SR PREEN fSa service ina
computer network. Borrowing its name from the mythological three-headed dog tha

guards the entrance to Hades, Kerberos lets a user request an encrypted “ticket” from an
authentication process that can then be used to request a particular service from a server,
such that the user’s password does not have to pass through the network. Kerberos

includes client and server side software that allows access to a server including a login



granting ticket." [0023] Next, the ticket-granting
ticket obtained is transmtted to a ticket-granting
W@ e00wasIdGS). The TGS may be physically the se@®EUS2007/012512
server as the AS, but functionally perforns a
different service. The TGS returns the ticket that can
be sent to the server for the requested service. The
service either rejects the ticket if the ticket is
invalid, or accepts the tickgt as a valid ticket and
perfornms the service. Because’the ticket received from
requbs at 7 Ghentdyt 4 nser sThagmedkr, haveever,okaeuires|a Borbernsditickesn gpfore it
requests usi.ng the same L ck L& hi f Nt ;
hoRsE Hir el TR g e E08 e Sl fnafof EbrdicRe 10Bbtain the
propeeKefberbictid@t, Wncaitidhtit ftion 1equeseis. made hhtheatieny tolmanAlythentication

making the ticket vglid.fqr g limted tine perj.od -
SRRk LAS): (1 1F A% STep1R B Jo-E IR Loy oy ST G P ERERPPfiLkey: basing the
ses@%ﬂrlh&ryio%qge US&’s %mls WoltEotiihed fon e uS& rtahee, hind k@indo@nealue that
0

ofdinary skill in_the art can appreciate_that the.
repesentsche saviesipd seRViqke MBSy EtehER kY T eI ey ficket-

gémh&QEkEpterface, protocol, payload and driver |evels
can—-be nmuch nore conplicated and that the user ) .
pr od00RAle Next, thertickeberanting tigket opinRg is fransmitted to a ticket-granting

selgxﬁnpge(?%; ;[2%: :13225 P\(?@&%msiw—ll}%? s RagRker hNHeM S [t dHctionally

ros, M is an authent’ication
pepfonhos differemcservice. e TGS revims totickeh Brahoarkbe sant ¢ Be server for

i mpl e tations,and su r - j t: :
L
thatiéikut as b valid coketrad pegformathesarvide. Beeause ¢hdtickat r¢ngived from the
R D RS R G5 BR8P et it
cettBin@fth@ pesod Witilb &t Isdvilil Rt HRANEAEthe[ 13025 hsd\BL il service of the

enpl oys a chal | enge-response nech?nisn1fqi. . akes it 1
seqier Hamthecahrrdiand; makipgitRn ek st ¥akd fofaiimpd i Rsrigy gnakes it less

lide\Pitat 168 retldtRS thint HRWHPRE &kr WiNBTUMR @ reusk i ticket. One of
server. The chal |l enge-response nechani smi ncl udes .
orginapeskit 4 thyeast canppreniafe that Bierpagtiqylarg o1 the K erberos authentication

b won
T e U A I A

anal thati the isergmokedarenygy varymemsadat acsordieg seimplementation.
i ncl %&y&s%%i%@fﬁngée@twﬁﬁﬂ supported by the client
e

and requested 0 erver. “The server responds wth _
a Ty[ee22] resastgeative toKerbdros NTLMGE adianthentitation pgbtocol used in

featyres supported and reed upen by .t r .
b BV RR s A ET PO W B RIS AP Securiy
Stipgiokd B vider (NELMESH)eOgiginally hsal foy pethdnticatidaagd negotiation of
several .pieces of .informatio t he i en
S AT COMBHAP P EQH oY D B 158 g Trofedure Call (RPC)
cdthhihio26ny, BHIA M 3s alBo us&l ﬂﬁd&ﬁ#&fgrdtgwsiﬁg]ielg@"l-bﬁ éfechaidsm.
t.he pe cha

one Qr nore_responses to y enge,. Th .
respifgel S NTEM sepeyp s challrege Sepoaramerh it F&rém%emwatm n

whicRGicAR rOaVe RS BisVeltReil RnBEEMRTthd %Endih%ﬁ pakdvidit to the server.
user has know edge of the account password. Secure

Thn elrpllens¢-semantrenyeliomes nchdes aeameriages, camarpriy sfprred to as
T?%es g)%ﬁ%ﬁshon | z‘aﬁe 5 ROUHilehYe)SHR i E/3E(§ﬁt}ibﬁt§‘caéi8{1 .\af"%tddq{igh level, with

cont ai fi a set of Secur r ot oco
NI fikst, jagdient sepdaatllypatliroessagsrto the server including a list of features

supported by the client and requested of the server. The server responds with a Type 2
message to the client including a list of features supported and agreed upon by the server
and a challenge generated by the server. The client replies to the challenge with a Type 3

message with several pieces of information about the client including the domain and



and enhanced comuni cation security through

encryption. Schannel is primarily used for Internet
W@ppilz®ed ons that require enhanced security fBCT/US2007/012512

Hypertext Transfer Protocol (HTTP) conmuni cati ons.

Server authentication, where the server provides proof

of its identity to the client, is required by the

Schannel security protocols. Thus, Schannel protocols

utilize Schannel credentials that can be used to

aut henticate servers and, opfionally, clients. Cient
usérnhine of tleadlienhuserand ene egoesd mﬂpdn}ses trethe diype 2 cdiallemge. The

time.  .Sc nel .credentials. are 509 ceptific
respARRE) IRAHE L% APISRAEF Ford FRBTAN PIFS AF e AP 1) B gorver that
the Slidh$ Qskribas RH6WRIARE 68t dcbeurt passvorand, optional ly,

the client. These keys are also used to provide

nmessage integrity while the client and the server

exchapgr ChemeN[senbRidipn required to generate and

exchange session keys.” Schannel inplenments the SSL and

TLS [0p26)t oBesiuse Chamttal cadsq knawn spbehageelaisia ssepmty suppor/service

pr?\gg%é‘és%? ?8‘5 Q%’?%L:ﬁé §g§§§ﬂt gﬁgﬁ%da?%}ap r?g?clﬁa'gﬁ g‘authenncanon

an8enharped Apmimwad dtion SI@clugyahmugm trerfpicen. ScE8nR] )s pnmanly used for
S ER Aeh BT  E Beo

(HITR) lcoirymaOdt k. S\ttrt/h' ztdna:nsbamﬂd wh@f‘sﬁh@lsenvenbmvimproof of its

., The specification fo PN befoun at, the

idgmiitg A CHeRt 1% R ITHLDY HAS R RR st S Protpss 1R, Schannel

préfotdlshtitize SERIMAPErellegRiY @hi i H\ﬂiﬂsbdlﬁi Suthenticded evers and,
Decenber. 1998. [00281 SPNEGO s use be found, for

optigapin clients Cliens aumpcwm%requé%%hx therserygtiat gny dme.

Sd’hﬂnﬁél tcl%%hh&l@hf&ﬁ FO9tcRAAlks! P@licRR Privatd kdyTRGHRAbLE drom
browsing software |Internet Explorer and which

cepnféﬁnwfeél uggdgl anthenggate the sgpeasianty @%pnreﬂbvvhe abentvx’m@smys are also

B B . DR R TR o

regsieedot generabi arebe:whgngel ©8510r kdyse SG8®AR] implemente ¢heaSSL and TLS

n int rf.ace i,ch a0 be layered atop different
prg%gursrff “ﬁg Wget%llﬂgﬁ “Mhat if communi cat i ng peers

acquire GSSAPI cr edentials for the sane security

Vo 200 S0 e o s MRS Mol R GO

Howepoaz7] CSBABGO G a Blahdfrd €ictib Setiirity BRiVioe ApplivdlionlProgram

%%%P:(?g(g%mpg est Sbl B s gv\,het h%reqéhe ha e a ggggys

mbﬂ:ﬂﬂs\hﬁar d¥k BRarkd)- Jéﬁi&d oﬂ\bﬁid‘i&én e&igblish ﬁe@dﬁ@t donkext &hﬁhr t8e shared
ommon GSSAPI secur i t nmechani_s I\n“% bamand if so,
Gﬁﬁ%’k meshanigm. T E%&mﬁcr {5puen MTSENESDIBRY b fumd aftébe Ipternet

ESShEGHROTARTHREES Brstt REC SRR 8tk “@55 WP fdtfation Mechanism,”
otiation of different security mechanisms,

d%!?‘?Dé@@ﬁberdr?ﬂﬁons within a given security mechani sm

Thi o028 P SOt r sh AR RRA Jor BREMEL, i B SR TE AiPiotiare”
exiensEasAich pinavthenticatoomsexigrisoin thatowas firshirhpleplested in browsing
soTtwatt ih]'it)érnet Explorer and which provided single sign-on capabilities known as
Windows Integrated Authentication. Negotiable sub-mechanisms of SPNEGO include
NTLM and Kerberos, which may both use Active Directory.

[0029] The GSSAPI provides a generic interface which can be layered atop

different security mechanisms, such that if communicating peers acquire GSSAPI

credentials for the same security mechanism, then a security context may be established



mechani sms. Once the conmmon security nmechanismis
identified, the security nmechanism nay al so negotiate
wore@hasbgogsm speci fic options during its contextPCT/US2007/012512

establishment. [0031] Wth SPNEGO, the negotiation

data is encapsul ated in context-level tokens. Thus,
callers of the GSSAPI do not need to be aware of the

exi stence of the negotiation tokens, but only of the
pseudo-security nechanism [0032] The negotiation

nodel of SPNEGOvvorks as foll gws: theinitiator :

roposes Qne securi.t hani sm t

bebiash thery. HEERIT GRS APTAGEPHPERPS R BTG Sarhish QS API pecrs
cah Q&aﬂis@xﬂ@ﬁ&ﬁer&ﬁ@ﬁhﬂd’a Exfilon lsédﬁntjbfneehmﬁsﬁs one from

an offered set, or rejects_the proposed val \)vhth h

E o JE0SIr SNBSS eSS SRR Btcsy toioierpting APt whedhditheis
crédggt’%glg' shdle gl)ﬁm%ﬁ(}gsm Qecubity frebhaifh@), anaqpid, @6 irdidke normal

extra-round tri twork connection setu i s
seauity |coaﬂexp@|taﬂmshmebfoe natlseted CPEmMQn %Fmawn%%flk allowing the

neggtﬁ [ASL rtléi?fgrregt %%fégélﬁn{s%n glffe"rérfl%pﬂgﬁi WA 4 5iVER security

10 ne can rea y make a
méhhﬁflﬁfre o dlffdrmtmpdens fromeseyerd] saeutityameebanising. dipigis most useful for

e initial
apﬁ‘[égzﬁgms g.lr}ﬁt AL bz*sEg OP%A%%IFHP% Qtfloegr?be dlgﬁ’ g&tﬁr{ ﬁxqmple security
médNahisils. Dak&the doimhbe sécahg,emechnnm rsndelntmam snurity mechanism
mat ches the initiator's preferre ani :
mAKEIeD PORHAT BEHRATTRoBEE i SPLIRA TR B oHirh g apihment
negofgosi] owikk SPRECO, the Q@éHtlaSBNE@ iskacppilatedde somtext-level

techni que to protect negoti ati when t he nderl
tolsensn ARWS ples € the OB ABREo pal iRer t Be apmpphg existehee of the

né&?hgt%ﬂ %&gﬁ’s{ BLEGLIYIT thePhRldéksteurit) elRaigh! sms
opose the 1hitiator support i ntegrlt protectlon
br W2} s erseiation medn 2k Eghﬁ‘fﬁ@ piorkssas fellgys; thy imtiator

pBPQ{ %113 ggcunttP %ch%srﬂqg%'o?aér&phw RBAIR P RRAEXTESs, and the target

sinte this guarantees that the appropriate
exrm hereptrthe ppprosedsecuyithmechanism, o1 chegsep ebe frog) ax pffered set, or

SRR LRt ) AN E b o,

| 0ogo[003p] ode éts bhasic ftbﬂm,rthsqﬁ'cbfosol\féqldms&ncquaabumgmp Network

system t echnol oqi 0 |bef
TSR AT Sab B T Eo6S SRaTa gt Sy ehqrk dnfragructure and
ehifd duhd&dps cvedl WANDEEks, p@ﬁkﬁSrad'B‘lﬂbﬂvSﬂ(sabtsocaiﬁlemllﬁm’ake a

ol oreS i B anbin e o BB SF) b pr e

pREdFeed 1RBEhaRASS 16 tHe Irﬁ‘uitbﬁm'a? 80 Rnibedd€iin A& irftial token. If the target
information is passed to the LSA_ which then calls

preferredopechanism matchendin ipitiqrorprgieeted gacchipismy, 28 aflditignal round

trips ;ﬁ-@mcuhed%yraeﬁ{gqnehég&iaﬁoﬁg%ts&olkey format using a
one-way hash”function. The LSA then queries the

Secul9834] A&zﬂiﬁlﬁ@%ﬁ@g@vl«e&nycwwsa protegsmegpiatipnayhen the
uﬁ&&gj‘fﬂé nﬁ@lﬁ%%&itsblﬁ,&e%k% tﬁ@ﬁu‘%& Ys Hpgwe%%%tecﬁw When all

one’int returns the user's Securlty
theommhamsms HrSpa3eddydhe ratigbDsuppbrt integritr prafestion onhen the selected

mec gé ok 1%?6};11@1 Srolf c/t'\lohh&xre]n ﬁ?’eer?egibﬁgt?oq\ rﬁleg‘}?’antls?n becomes

pg(?tgcted since thls guarantees that the appropriate mechanism supported by both peers
has been selected.

Local Security Authority (LSA)

[0035] While a generalized concept, the LSA is a key component of the logon

process for Microsoft’s Windows operating system technologies being responsible for



access token(s). This description applies in the case

of a user having a | ocal account, as opposed to a
waloovailseddccount where a Kerberos service ti ckePCT/8S2007/012512

obtained to authenticate the user to the machine.

Security Support Provider Interface (SSPI) [0037] The

SSPI defines the nechanics of authenticating a user,

i.e., verifying that the user is who the user clains

to be, or at the very least, that the user knows a

secret, e.g., the password, &ssociated with a
vaﬂ@zftidg%élsérfokl 66th 1864 @HA remb@ASins [MBe LEAGASS malrtaiHs &} local

for such an authenticated connection can be: (1) the
se@dyPAl¢¥™l s for an existing authenticated |ink between

th e\,ﬁbﬂ'ﬁgnt Dﬁﬂﬁg 5?5%6‘? rlﬁﬁ?&:‘ﬁ'vg g8 F&? td%a macKifle eﬁ(bé’gér[‘&lters their name

pp! ng e credentials for the client
and sesSv@rémtluriogon fialdge Thisrinfarmatien @gmsmsmtth@ L8Apwhich then calls

thea %’]ic’pg-?i]ler%tg Wenéj cattxontpaglg%g%uﬁﬂe géslgbv% dd()i'é%chﬁﬁ a %ﬁ&%&%glﬁ secret key

server
formsat rusmgcoont-wayg histofunttiat. Thefl A thepi3juetibetheBecurity Account

MEHEEE AR Bl or B TRe PP e PR MR, 1680 REF brgyjcd mathes
the!6Rd inSthe SAMAhd SyIdTeRIntS the Dsérty SecﬁhﬁS)eIdchhﬁelcdS'IBmhnd the SIDs of

user's accqount and the acgcou uses. on e Ser
any ggoupsdp e thertser bslonase The Eyabea pEestaesg.S R A Eengtgfe security

acBAS $NRInEY). matde%rgmoayaﬁbhsd inltde PRSHT User m@@mseaocoum as
SSPI  wor ks asking the calling applications

opepHGEHP 2 dareris et BhsteKebprasserviegicket ISo%htamB‘il faughenticate

thO 8 &t haddife.unti | the underlying security provider
Is satisfied. [0039] Having | oaded the security

dynamc link library (DLL) and having selected a

pack f provider, such as
I\i‘ E %ﬁ?}é}?{}é{ﬁ[@]{%ﬁ?&{ﬁs‘ initializes the
I ocalOOB‘V] c The SSPH8efinasrtble nethamcsasf mﬁe:nﬁbatiqtg seder,ofe., verifying
rver

R IhE it iS B0 huted EininS B, ox HE BNy st i R pEEF gi6Ws a secre,

e.§ | thetpassSadrdpissdabred wiktea paticelar isedscduntt 0 t he server

SSPI j C rocesses the.first set, of. data resultin

" ol0038h B redEReiE et Ton il 9 oR e Fpppestion can Be: (1) the
cré@mntialsor an EXie6Hg AgBbMiatddImkWRtwéh/thd 2B8rt‘hnd server machines (e.g.,

PCT/ US2007/ 012512 9 resulting second set of data and

any qigting e manpipgle dhe iedentinls fon theseliept psersagsoyielf the server

re é@é@i’b@ tBESID @fsod i wWith ki a@&duﬁﬂ tthis %Fﬁ& that both '&héﬁeﬂa server
it to the client SSPI. The cllent SSPI then either

tryst Hifesems domaincandthpicthe asergccennt is framdhaidanain (@) the raw
crednYials (eg dafild shd PiSs\A0Ha) 553 b8 ahﬁ ofithd éx‘clﬁt'nq ches both

IS cOo Thi s ‘cont1 nbes unti | the ¢ ent an
the éh@l@trussSPn@,ma and passwiosd (iadhigicase, theeclignt wser @caecoum and the account

hd 4R0bh ) R
Az ght e %g\% e LRR mﬁi& g%'liﬁ%cx% Bl (e :}_}e i 258 %é&l%rd) that are
e:qx!ﬁenlyatasﬁmlntuyetham E&Prbwm_‘kStblyeiskingem calmag; epplicagond(the client
T TN AT T -
providenis,satisfiedsi gn or encr ypt nmessages, and so on. There

IS O r optJ at nmay. erf

end Bﬁg Hﬁeﬁ'&v?rggcfé’ %‘i '@? %B‘t%‘ g%“%‘&éﬁ\?ﬁe't‘{}a‘ar&hr@énglavmg
sel@yed £patkage fanlier term for security provider, such as NTLM, Kerberos, etc.), the
client initializes the local or client SSPI and retrieves the first set of data to send to the
server. Meanwhile, the server has initialized the server SSPI and after receiving the first
set of data, the server feeds it to the server SSPI, which processes the first set of data

resulting in a second set of data. On return, the server performs a check against the



defined finishing step called Conpl et eAut hToken( CAT).

Secure Sockets Layer (SSL) and Transport Layer
wEe@ansty4 (TLS) protocols [00411 The Secure SPCRESH07/012512

Layer (SSL) protocol and Transport Layer Security

(TLS) protocol, its successor, both inplenented by

Schannel, are cryptographic protocols which provide

secure communi cations on the Internet. There are

slight differences between SS|. 3.0 and TLS 1.0, but

the protocol remains substantrally the sane. The term
restBBlg'secanveset ndataa@nd iSthe datags Bregtes thand), she sareersends the second set

of ézi;]ta FS%E{G cqle henﬂ; E’e%gd'félo rdlicht SSPL 958/chieRt §IPI4Ren either

catl on and comruni catl ons privacy

requests thidra tlnm ectmeftdatasbmsg:nc tq,/tpe sgven oy tellsthe mltyanorm that
i s

h
TECRENER T T e
saﬁﬂ%ﬁ@hmgukmtireaﬁ?b@ﬁ?mmblmrnaé be performad VI a t

The Fliovet Bisipoiot e fesk oMot hradle: RS (EROnE other

thlﬁ W ibe Jueribd fét theMsd# Bai@ BT dhd QlienPTSepRAIng on the options used by
vesdr oppi ng, tanpering, and nessage forgery

thalmpl the WWEV alspibepligped dousethe ﬁ%ﬁ%ﬁc‘é‘t‘f*@’ﬁmmﬂt@ the client, to
s1%1‘1nc¥ ' éehpt e F%a% Oa?ﬁ%% S EhELGEBhEYre, BBfioﬁdl r@té%v nt may be

ent’r cat rastructure 1s pr ovid dows
pedouned. iTagersl/tbe emd-re@cmayelg; gome mnnwpmers@wy EFQI§sL a pre-

de e%lﬁgle}@%t aﬂ%?rgoqﬁ%l\éee?‘ggg&so vvare [ 00441 In one

i mpl enment atl on W ndows supports three primary SSPs

descgi bed NTLM Chal |
an3 I ot g%&’ Fi WZF 5? s o'fsgon%ry T'e>® 5 c%g/r%gj‘?%g %gtow[s
t Pﬁ [Qoﬂﬂ;.l Ihlrga Sbh&algloelaéts D,ﬁyétrﬁSﬂDﬂpto{mddil gddamsarisﬁ&ﬁ) Layer Security
ot her met hods can ro e Securi .
(TS pEatecady BVRGEFSSPROOH %@emswe Scnﬂve Riilg ﬂ%’ﬁ"gf?wc protocols

wﬁ%ﬁ pRIVEde sedhRIQMBmMERRatISE drie flﬂbhﬁwmm’lﬁte\&ﬁgkt dfiefences
provi de aut hentication services usin

bemeen S0 § Mpand Tl i3 4b bwt the pratocol ramaingisy tantially the same. The term
ﬁ’tgfideﬁﬂ{eﬁ%fea St Hf&&&@&ﬁwgr&arﬂ;&wadxﬁaw on:

I nt er net aut henti cati on pr ot OCO|
Ext ef08#B] e SBL{F¥lapratecdlsprovidstesdpping sythynticagign and communications

AL R8RSR e Syl !, PERDi 4 30 0 Ol
(i€o m'mlldﬁn_@a! isomsTedhmbileglye clizol rapyaily inauthenGratddthpugh mutual

.1 O [, .
B A Rak B 2% TR 8 BRS80Sk Bment o clcns
The protateds dlowaclkied/served amthcatiomaetowohulyunisa]p poa way designed to
re t hatf%enabl es an

Iprm{i dersd%Cr ed 3 é 2 n
pgﬁ?ﬂ iSBRSC ORI ST %fé‘}gé 51 GEEr Y8 edential s from

the client, e.g., via client side SSP software, to the
target sery si de SSP software.

The Eranrlasher Lifiina s gfﬁOWdMéry"s@ ISEYH)® any

nat i W43pP M eCekenplary! n&{lllmg':\autth&&remfﬁ@traétMre is provided by
third party appllcatlon usi ng the appl.icabl e SSP|

V\@m@ows operauy sxs%@%owq ahﬂ,\paﬁg ,déft‘f?rﬁ@t glygqrgwptlon methods via
AR LGRS RPicBIstbh Ok Provider (SSP) software.

[0044] In one implementation, Windows supports three primary SSPs described

above: Kerberos, NTLM Challenge/Response and SChannel Security Protocols. While
Kerberos is the default authentication method in Windows 2000, other methods can be
used through the Security Support Provider Interface, or SSPI. In addition, for example,

Windows can use the following network SSPs to provide authentication services using



100461 Fig. 1 is a block diagramoverview of the Cred

SSP architecture of the invention that enables the
w@ewanadel egati on of credentials fromclient POI/US2007/012512

server, w thout exposing the clear text credentials

to the calling application(s). In one enbodi nent, the

Cred SSP is inplenented as a set of two packages: a

client (or application) side CredSSP package

Cient-Side CredSSP and an LSA side CredSSP package

LSA CredSSP of a device D, fB either a client
digitahpeitifiogesieDistdbured Basswerd anttpnticatprod@H AP af Biddmit

he. d.ient-side ckage i ent e Cr R.is cl
R ALEE TPy ERRBOPIE AFBOT G SB ST GETAEARAF Areeieision to Point.
to-B8 e FEEP) frofrbl zﬁ{dSPﬂfhctlh:@ HaktEprotsdolls irdhedifig SBLSTDS@nd Private
Provider Interface Cient-side CredSSP Interface 11,
CopgrgunigationsterhnaloBYnegot i ati on and exposes t he
Schannel package functionality, as well as
cormunl cation with the LSA si de package LSA CredSSP

Poli 3 COCIN G SR aALIfg d nagleSi D and HecHES CS%_tO

Re%&ﬁ' d nvention, handling Schannel negot i ati on and
onality in a user process facilitates faster

e n c 1ONE s4 agentinnedd dr ippevionsprgeidep entancesheredential security
o‘jarrﬁp%gdetr QC% gs(t%ﬁ @g%gre%atl Jﬁ%bl(ek géﬁghﬁgagigé é!é gele gate the user’s

ance "W e I nventil on,
crddSﬁtlﬂB EdbSbthe dhieoy e svid bhzerﬁl@i‘cEmsg’otdra,ttb ®lre targkt server, e.g., via

sefigt lF SPRgoTRery e e SOP B bE R ARG 5° efifegiby any native
appli@itioa o flah @pp@lking s Psteriai g thitdparbc splidaniceusihg thet dpplicable SSPIL,
above-descri bed set of policies of the |nvent|on

C§ -uDSPlantegrated yitpn °<Pﬁ€?t’§§ SYHEMPPPHORIQGPIadmyng 28 -
I N 300461 NPigall Ys a BRRK didgiirhiotervedb 0dlti¥atYed SSPearchitecture of the

invention is inplenented in connection with a term nal

inyeatipn that epplelps thEGGCIEé |dél§5w%°ﬁﬁré%ma18afr<§n {cfjent to server, without
exfi&ru@%ﬁ@l cléﬁrte\!)& creftialdRd &QQZM&%%%CBSH(HS%P&YJ Q&%cm the

shown 1n Fig I npl enent ati on of
Cree Sﬁi’naimslemtedcﬂsmqt ofA9® pdckagasaa pbew(ommatsm)\sede CredSSP

pa@ﬁ%%%?en@ S2ae! (e KB Ik AT SRUL Cﬁ%‘m‘e'figgfé' ia%a%re%ihsgﬁ?_%redSSP ofa

izing a -1ocal procedure cal
device |y cfeselthm ashient ¢qmgndmgaleame ®@s seyencEsputhg detiey

Izlzgr Jgﬁ ; 01%%51 enteéclg%_g‘é c%? ?st cgfegg%lge secunty
support ptdvyde@@ﬁftmte thﬁ e @Sﬁﬁeﬂ Sﬁ:):alfdm of ihertlichtadide Séduh:hdy‘:‘ Support
k er/ i i ze Securit ext ..
PrudE Pl el R Side iy SEbiorac &6, R aes SepaRT Rokgsiation and
extﬁ’gi@aﬂfsﬂﬁﬁhel%kﬁgmﬁhzgl@ﬁagﬁﬂ I&Eh}eﬂr? cgﬁﬁn@iéaawgg&m the LSA side
ces and may I nclude a ed
papktae LA SeredS SRt b BondeioredbaP drieises Ben af s vith the
inVédhtion] ﬁ&idﬂiﬂ?%eﬁaﬁ@ﬂ\lﬁ@thﬁbﬁ laAd RAR tSRAIHY ih ¥ uS&Pr6dss facilitates
(SPNEGO | SC) function and a SPNEGO Encrypt Message

festarpaerymtMopsaes sad dsrryridessage greratipngpsicAmpppd to perfgpmance by the
LSApl ementation of a term nal server 250 interacts

with LSA Server process 275 via secure authentication

i brlafly&lsshchprcgmngwaﬂu the mveniern deelLS A pagkage(LSA) CrrESSP

préQggs {hd @Pik?é‘éofi{egéﬁét% ﬂdo&gée%tlgp%q%t}/onggegrypt%n %d Uential

forwarding, as well as performs the policy checks against the policies defined in

-Network

accordance with the above-described set of policies of the invention.
[0049] As mentioned, and as shown in Figs. 2A and 2B in an exemplary, non-
limiting embodiment, the invention is implemented in connection with a terminal server

client 200 delegating credentials to a terminal server 250.



executes on secure authentication process 205 and may
i nclude a CredSSP Accept Security Context

w@ SredBB ASC) function that includes a Secur ePSDURBNT012512
Layer/ Accept Security Context (SSL.ASC) function and
a Secure Sockets Layer /Decrypt Message (SSL.DM
function. Functions 280 execute in LSA Server process
275 and may include a CredSSP Accept Security Context
(CredSSP. ASC) function that includes a SPNEGO Accept
Security Context (SPNEGO ASC) {function and a

po PO o S o FR 353?‘&) Bpfeiot o s Eigg R ctent 200

inferRes Wik USCA S&Q'er pﬂiéegstzzsma Se@i“@mhemxceuemhbmry 205 utilizing a
fashion in the ow _di aqgr

log 3] ipregsduressall (ﬂ§)%ﬁd§ﬁaRéu§§Ms%ftggg dB@t%%gﬁ péocess boundary
2. FRdtioa8 218 eﬁ%d@ fn setire3AthenBCMSAQibrafgE0S &id @By include a

occurs to select an authenticati on mechani sm (f}}ﬁ’g
Ci¢dBBRIuigiabize Saqumity Gontest feredSSR-1S(D) funptiepythaginchydes a Secure

S%T(gg&ﬂya/émrﬂﬁ&i eSS LAY otk kQRELABE) $&IcYiBh)and AlSe3 i Sutktets

sing the negot’i at ed aut henti cati on mechani sm
MMEsxerywe Mﬂssa@lIlSMMd émmonol’wewes 23 hexecutggdn L& Server

pr%lsz‘!ﬁ% r}tZS ay1 qudg %té‘rg P{}ﬁal %nlg[@&ﬁat téred§SP ISC)

roprla e authen |ca achi eved
ﬁheﬁmemat rcleles a SANEGO/nitialiae Secnuhtyl §ontexs {IRNEGMRISC) function and

= BNl Bheom M B GPNEO RN e B . %5507 )

Howeyos1) ad\/s?d‘hb&gﬁﬁllﬁg V2B, iah 1mplerﬁk2ﬁb,t1w|mfra1prmmbserver 250 interacts
i cation h ot been t
Wgﬁ&%ﬁ%%ﬁ Plfoﬁgﬁ ‘glg SequEe, aqtﬁetﬁ&aﬁggg ggrag}/eﬁé\g%mzzi%g pocal
piBdediure QA YLPC) 26 thabitiRANRE cﬁiﬁ@ing pedcesLhdumdarol e Funétions 260
the past, e.g., faqr . past 4) tatl sof tweﬁ t
exgopigs on Sﬁ‘é}%fﬁéﬁfheeﬁf?tt%‘ R)va%esgg ‘é de3 f& rep
Sgt&ﬁ'ﬁ# 2Onidre (GlliSBPIAS©) RaEheH ﬂ]ﬁhﬁl‘&ﬁ@% 4 S§8&ureSoldkadts Layer/Accept
star

rted after a session _was created. |n WO 2007/139944
SearrtySpotert (3315 ASC) fanctinmands Secire Spakstsdeavee tiylgssage

(%él? F{IOJ it @x‘ijs hefex@bute e LS AVERH¢ océs@ 975888 hiHy include a
ween C

i ent and server 1s not created unl ess
CaedSSdhAceept Bosurdy Geintext (Cred§SB ASLSrfunetianothat mgludss e he

SPRNER SRS Sl LRl G RIp IS 8y SR Decr
mm(SPme@mMam@n performed using the selected

aut h icat | ni

Pt AR R A B R B G A oo
it olis/Ehoem, mjelxsmplwy &ashmrﬁnhﬁ%ﬁm*rdil@mwtﬁlga} iAgr300, an initial

SHETLES phdofs R A%hs Vet fPut g e, XPf g Srveco

n@gotititionwleche té sdeetsamtllimnich&ermecrmtsﬁd(dogat Kederas araNTLM, or

nd ser) server i rust ed
e pi e Bip AP TRy PEn t S AL and 315,
usihgahé hégbtlatda&uﬂheﬁﬁc@i@dmsaﬁr@m ttlilesdﬁ/d:raﬂ autiienifidated to the client,

rforms a policy at 340 to determ ne whet her
aflgﬂ?fe?léﬁ‘&tsé‘“lﬂl‘f-’émﬁg'@at% Rfefals. If the server is not

to bqobs:a;st H'dat jdme Bpptbpr4te authBAticatioR %A bea fchidved Between client
del egat e he server relatlonsh Is trusted per
anH SerysT ?@yr@n@&stsps 3 Hhend/embly 3‘?5‘“961??@"5&84 -g-eaggred key) is
&%&hﬁg&tsf %él@ Furtifer mﬁm@mas@a%ebet,& B@lantA%8i4ly, if, at 320, appropriate
| -
authentication has not been established between client and server, then no session is

created at 325, and much computational expense and traffic is avoided. In the past, e.g., for
past implementations of terminal server, authentication was performed more expensively

because the attempt to perform authentication was started after a session was created. In



m ddl e" attacks, where a rogue software object mmcs
t he behavi or and public key of the server. Thus, if
wo b@7pstoki ¢ key of the server is not authenti cBEBUSHD7/012512

350, then the credentials are not del egated according
torisk of man in the mddle attack at 355. At 360, an
encryption format is applied to the credentials that

is understood only by a trusted subsystem of the LSA

At 465, the encrypted credentials are del egated from

the client to the server. Byjgmaking the encrypti on

format understo b {.e
co o AT BB TS A s
beﬁdeﬁftﬂleﬂﬂ’ﬁxmm lis Gt dréuied_ﬁﬂeﬁmilthﬁtleahcﬁﬁﬂ' afent el server
|nvent|on oper .access t.o cle
aceqrmgip ti SPNROIy e ied AGORIriEf et Batidin o Fliateis, | o
| Pl {00%4)t aTh&Y) a¥uniifg aC3IX0@BE dpproprittd e@htativatiph hhoB&n performed

of the invention, as an exenplary, nop-ljmti flow
usigiedhe selected authenticgtiongrochpmismap gaargd key & & e all further

traP6d YEGR ek li&fttand RENIEAVEI0. HRWEvES it Be@iliSE HiédhOM KftMentication
KssurLs i s established between the client and the

has eecuared dqss npt yes mepa thafihe serxenis ngcasparily srugied by the client. Thus, at
thi ﬁ%hh *vﬁﬂé & ses-gfb% as%'éerf' }(Qatea\ﬁ%{wééﬁeclﬁﬂpiﬁ@ge?\%r%%%cr may be

mut ual authentication of the client and
cossidered tlrustedcm'pllnmletdd us¢qogdingly, SsiNEEOUPqitigy S35 of the invention, the

Lée%( tﬁﬁ S?ﬁ 891 ?en‘f xﬂa%ﬂ&{ﬁ_sﬂ% (ﬁ\égxg% &igggaf {:l?écﬁtalt ?5‘6 IEU etgrrtlrtljine whether

ber6s or S negofiate
to dslegatelthe user mﬁdednalhalif thesecas @s nﬁtl_thﬁmegotheatataal‘}S,tth@
rove e of t .
LR L LS b PRI i p g gy oo
34ac et 350 thé pulllisskeyosfithe Kapaeigauthenticatédio elKevdid(‘omn-in-the-

seSS|on or an NTLM,.sessi.on .shared. by both, ..
il Sk WG BREB OB A S B L BE At fiSRic key of the
sefer 412t9.15 iffiRe bh%il(ﬁf@doﬁﬁgseﬁﬂeﬁ i6 Qoﬁﬁﬂtﬁéﬁtlcaﬁﬁmt BSO then the credentials
erforns a policy check _based on Be server! serV|ce
arg Pt ASp e SheaTiRpg sk e R e i lealark Al 19 A 360, an

en@%?dléﬁ%m&%ﬂlﬂe%&a% Sedéndat0f Y iQ bhddrdtood Insby ANitubed
t he ou olicy settings to determ ne whether to
subeysigm gt therloS ol 485, the erperRipd Frsdepfialharedisiagaied fmérﬁhe client to

th@ker3P By hakifig Vi értéxﬁ%&nﬂ%&ﬁﬁﬁﬂéfs&&ﬁﬁhf '39% tﬁgtédhs%bsystem of the

t ar get server and not a man in the md

LpAr adyentaggoushy thoraling applicptions et theslienieand; S@é!’tqr #hthe LSA and
CRATE O3 fveplipiaBinol dyc/ifflondr SERGRR flof Sbrstcindss.

t hat [0R55] r Fig 4 iflustsates a moemdetyiind implementation gbthegredential

e

AGERR bl At Y CRETL &y ofeblciart ShokEimiting flow fiperpon. At 400,
SSW@dSh&en@cmleMemﬁtem aihiaseswuaml &‘Bh/d‘ Lisgergfyption key

th / T t { { t
KT SO RIAE e bn 86 Bt B0 oo Vor, Mo ST R spim he
sepverl sogeridficaBSI ThEh Sat 43100 et thie érioeypmd lsgzmm channelj imuwnal

secure Ker ber os d Cr

oo 8t theiflieny 33 EFIRR i furlaa patedhy SRR biikpee-

Depernding e tHeelipAy derce tArst yelaﬁmﬁhﬁb exiher tieK erbefost® NPRLM package is

trust betweep the SSIJTLS clien d SSL/TLS server.
nego%ated and use(g1 Itis notecf_ t%xatLin case I%Th\/? E]s negotLiate the server proves

knowledge of the password to the client, but other servers in the same domain have access
to the password. Kpncgo 18 either a Kerberos sub-session or an NTLM session key shared
by both sides upon completion of the SPNEGO exchange.

[0056] At 420, the LSA Cred SSP on the client machine performs a pohcy check

based on the server’s service principal name (SPN), server authentication info (PKI/KRB



[0058] Finally, at 440, the user's credentials (e.qg.,
password) may be delegated to the server in a manner

wao bav/1ipoevent s cl ear text credential review exe€pUSipg7/012512
the trusted LSA subsystem of the invention according
to the follow ng synbolic data exchange: C 3 S {
(Password ) Kspnego } KssurlLS [00591 As descri bed
above, for instance, in steps 340 (and group policy
335) and 420 of Figs. 3 and 4, respectively, policies
are utilized to control and regtrict the del egati on

of th client's credentjial s, i accord
Vs WE'M S?) ETAYP RPAICY SS“'BF%?O‘P?%EHBE‘? se}c/:guéeq?%/aqgthe user’s
créichB 8K $o thdSseFRR! TIRS dt 430) 6t ik Séri ReCthagkshfr § belongs to the target

I nvention provides SPNEGO credent i al
SeBISE AYDRPIGHINAR & mmml%mpif?%%%m ﬁm toflaping ﬁﬁeﬁﬁ’laﬁ‘ﬁé“hm“cam“
exkl%ggackage of the invention also perfornms policy

cheCks agai nst %%I@l ci es defined in accordance with
t he ¢ R &tli OReus TRengput Besainf the group policy

set tg ngg. qfy ekfuggln ntlanle S{Tto ensure that = the

user’s cred ral s’ are  not l[segat ed to an
u naumnsn zds sefﬁdéhat Kessgris inuseddneperypheld elignigserver communication.

I%t {hzi% e %rCaQﬁ%Cf!qgilcaﬁgn 8e Oﬂ Qﬁg%c%ras&ﬂm Relbek® GNTLM, if there

e not e le trust may
is m |P§<H Uaeed trast] Thesesusabindimigiof the Mét&méhemweteélchmel to the

K%{SF'H’S E)trag g utl?en%chtlo Sa? %e?&bg@?éa%gg 5&%@8 %uﬁ bn W SSL/TLS.

|on such trust mean that the
Stared glifferently,ahe irvention staycennirtly utitize Kegbéres bassdemtdeatials to

iR a e AU TS TegPyuEe el GOl A R ey ot i

thér! iegatPed tarseBenicen ltise S$INAES] clEngancﬁssls/ms exenpl ary,

non-limtin 0 amofthe

ar ch[ocoégl u aglfy ?%‘}34% ﬂ&e‘ﬁf’f 8 fredpaia %EFa%r B%ssi”ﬂéd)ég%l?eedelegated to
he8LREAT Pafherth@(RBldnd Slediterd Bbdedlihl feQievs &XAePt by the trusted LSA
wi t hout exposing the clear text credenti a{fs to the

subsysteR@L &wﬁve@tqwgsdmstF dpllqwging sypbolic datgexehange:

SSP [s>i g EPRALWRAd PR 8.5 % bstwo packages on both

client C and server 2007] 139944 PCT/ US2007/ 012512

14 SI0059t| iAseseribrd ghavralge instancerin stors 340 anshgnoyp golicy 335) and

4g]of:{1§ Eg a.rgj 4 é@%%c{l{réwso&]ﬁf s drQufitizeanb coﬁﬁgﬁarg Rétrierthe delegation

and Server S, this translates to
of¥he elitntdd etedentiadsisSRcordance vith &edev@t@@ssmtlgﬂegl brgad range of

s%cggm{a%ks%% Jﬁ%ﬁn N eTelotely d@ﬁt. a wtﬁehﬁvérme% bgiggs SPNEGO

user ear exf cre are never
negotigtien,lsiredential mrnaidn/dﬁgr)mplphuao_étcr@nnw foofrarén@ TaaLSA package
og 8e)1rg' dnx?e%?%ﬁgis‘&%eifo?@% x)gglc)g?xgéckg %ﬂéﬁ% gto{igigg Pléﬁrgecpﬁl accordance with
theagmmtonn'@haplmposd: efiths gooupspadivysettings nf tfe inhentloBAs to ensure that

shows th rus dsubs temportlon of t

oA sxpRenfile e 1§ dpleRtiRh &6 R SRR SRRt Ho p priaffine under the
atimistrative e oatdol oftayrolgae desubjai tead atygker. | It shsﬁiddtbleomed that while
Fig. 5 i.llustr. S e LSA P
ey et i Bl muneisaion bithierh Breabenf fd ftver, o & Bhsed on
P'Mlvleaﬂbbﬂi% orNI‘ ThessAiithdigidati oh, BOdEtrake idoed notbﬁéaﬂi/‘ﬂla{ 1he Galréet server is

In thi ard, the grs"\ﬁﬁgogi settjngs, shown bel oW
trusted 3y thFI per Seredontral Eh t gpioryinciudes a palicy,Fersultation to
ehiife Uiae thetafpeE 830 ciinbe RRIASIRIRERE deRightdd®rbdentials! st

of service pr| nci pal namss (SPNs); in one enbodine

wi | d [086Ws Eiged i aneisanplany, eonslipiting bipek dipgram of the Cred SSP

architecture of the invention that enables the secure delegation of credentials from client to
server, without exposing the clear text credentials to the calling application(s). Similar to

Fig. 1, the Cred SSP is implemented as a set of two packages on both client C and server



skill in the string recognition arts can appreci ate,
Wi | dcards refer to characters, such as which can
war@nd3foes any character or string perm ssi bl ePCTIUS2007/012512

al phabet of SPNs. Thus, according to the invention,

the Cred SSP (client side) only. delegates the user's
credentials if the server is authenticated to the

client and the server's SPN passes a policy check,

e.g., as defined by the group policy (GP) settings

shovvn in the Table 111 bel ow.140062] The policy
t| n del egat 4 edent d
s SERA I ARk EPRLLOS ARSIt AL UBh TR BEAIGR Bt

sideiCrad$Se andL.EAdsidg CoedSSPotOn Semvbes tlhm; tradslatatbazii@t-mde

IEEC R ey T —

the hder} cTBae Raxt BfideAGHTS Are xﬂ:vaeétmhtor @E’cesabld mghe v&llmg;hp;ﬂlcanon CA
GP val ues that, may be confi qured adm ni.s ¢ 510.
of g icHent AOgIvFsE N8 @ SEFvehAPRIIBUPRSFSO erF&r‘ﬁ"?\é%é ot a server

The@bUtd Bné mcrﬁﬁigsélﬁhdﬂ&i suBEPdterh PRrtidd &fthe 1S2R! he& sttt only the

host nane, be comruni cating with a rogue
trug@d\sebsystmmmm h QStha kS A4p Baveacaesd® thutes Jle o stedentials, i.c.,

i) Bt i idifilDPig. 5 iifRklSted the IYRINEredSSP on the
thA tg kté ‘%b{% H%g?fl ngs ll\l/l t l%t el[ e] Tghe deci S|ron i
cligmtdeaching @pmshlts;ﬁxecgroremeolms Peof tfufemwmwr» as descoberhifcmore detail
bei’gv&h the invention (defined in exenplary,

non-limting fashion in Table Il below applies to a

gi veaoeljt ukt uhmegmpeﬁwsgrqmpohdyeseamgaeﬂmmxﬁql@n in Table III, define

B35 SRR RELISS Al s Tath oG st s
prindipaligdm®és GﬂRNsI) hm drgpenboidinemdwilticatds .ard-aljpwdd. ﬂm of ordinary

thr exe ar of credentia on.whi ch Lic o>
sk Be Sp e AL B appRatns, B1sels Pt Shghirty Yo as
wlgels gﬁrdﬁﬁﬁdii fou dxl:;gfd)hﬁctegbe Btkiing @cnnmﬂbmrm anéIfa‘bbt of SPNs. Thus,
edent i al s, auj t ve s .
acEP B IOI RS SIveRRRLNG FEHLh HIEnSr 4T LRBHERHeS teppger's credentials

if fHeSetveP il adtRertRated!th R dliedt and HeQERREs BPNUSAEes a policy check, e.g.,
i nterface, such as CredU 610. Saved credenti als are

asdeBneh by fieseronnPohay (P sings Fhown i fhestable LI belows
cr ed@ﬂkt}al T he PBAc dy\@é ﬁ%saﬁ)? dsle4tih dser c@d&lﬂdl@db"ﬂned below in Table
entil a

re-use cre manager, such as CredMa
ITiearg desxgmd @ mijtigates3 vty gfiatbicks, ingludigg hag net 'é‘é‘éﬁ‘i‘ F°a |t%e attacks
hég flered weaker froma security standpoint than

res credentlals Even |ess secure are default
redentials, h

1 c AdEmvjdredrsmalveare may deduriigga andhe ¢liant uyehmy ¢.Be in Epnited User
628 ceesst(hb/Adbmedss gobddmoinher i nstructions to use ot her

2 c| Deénlti GP settifgs vs. mgheaER valDes that may be denfigurkd bymygministrator
i h@hcldingrmibasd ofiwddeaddsy.ed at 1og on tinme. Default

3 cf Ddaiin dlame$ervice (BNS) pbisohing. (héraihe cietitausavesthe host name, it
Whinly bd@onhuniesting with alreged #evesecurity, such as

4 C & Deglial oV édtvite laadifsIEmt KahSero£ K89 DivFiblifon E&fierSEDCE,

default credentials have the advantage of Dbel ng

i medi at e'liébi’é’ﬂ'él?@k?of Attacks Pélley 5&% S Mﬁirgﬁtear €

three type of cr tials that my be utlllzedln
connection with a request by a term nal
[0063] The decision made as to which of the policies defined in accordance with

the invention (defined in exemplary, non-limiting fashion in Table III below) applies to a
given situation depends upon the authentication protocol negotiated between the client and
the server, as described above in connection with Figs. 3 through 5 and the type of

credentials. Fig. 6 shows three exemplary types of credentials upon which policy may be




server client TSC as shown in Fig. 6. Table Il sets
forth the three types of credentials considered in

wao hiog/1z9eenpl ary, non-limting enbodi ment: FresPCT/Bs208T012512
and Default. Fresh Credentials User's credentials
coll ected via user interface, such as CredU, and
passed directly to SSPI (e.g., passed in into Ac
uireCredential sHandl e call). Default Credentials
Credentials that were initially provided by the user
vvhen the user first si gned opsto the system

avail able to t :
vagddyBrscrordoage VAR ot ey PR FlePh b RE, bRk Cldentals
an&@éeed CTrédeatisls cHe st trrdemialage rcralegtials Grat divbimput ifiapaletime via a

- Types of Credenti al r ef rredt
crqdmxel i e 03O APy SHBHET i R hat nave
beef ingth 1/9/ 43Gtdsh erédelials Sdrdi wigish bey stored for additional re-use by a
controlllng restricting the dele‘\%atlon of us

credentishmpagser.isych ag Cresidan 600, ey 95 Limpjt e REOA S Sy Saped

crbd¥ntihRed Eér&ﬂleré? weREerGon? h bty stakdpdint thén 1ﬁ|&§h credentlals Even
conmput er networking arts can appreciate, Ternsr

et el aoic aU 6Tt Arhih e B e s S JaiaubFipdspils that
ar@ﬁgm%&ﬁecbﬁﬁtusgﬁg%gﬁ&ﬂmqn@fné Msehdieoff d?ﬁé’iﬁﬁﬁr&lt@ﬁb to vise other

any et server matching the * wildcard. #
cr&énﬁetst Fqgnn@ehmunefmdtrmdc@ aly mpy inchidegmrdgntialy qptergd at log on

tugg Slgz:@efé rég.n ls %1% ﬂ%L%lh g@qﬁgg%rhlrz gl{r%tgﬂga?égﬁ l@u‘illlidilgdo not require

elevaelbsdcufitys su&leaqcmed“teb site stedigniialnossoowhide tngs sgeare, default

T e b PR GRS g e e

thiP&eTtyplS3 DErédexit s that dfay detuinidined matanngctwrt With Iaaequeat naa terminal

TR IO T AN T N
cSsRReE indhis dR¥mpRdrl] itgh-lithitthg! difbddiment: BEsh( Sﬁsg:ﬂraﬂxkldl‘sﬁ'ault

of all other factors, i.e., authentication schene)
since the policy check will fail. 2

Ff'@sh CIEnEals’ CaqNTid scrddnfiRls Coiledted AdliseStdrfdtd; such as CredU],

Meani ng:  Passwgr ﬁd'mse-ﬁhﬁre@ﬁ 2/55PY .48 pRREH fté he
del egati on of .@ccﬁ; ArtSladnBalsiiah chﬂ)a user's saved

Dot aathmald O (R abREdE tweﬁﬁ Wﬁe&ﬁ WH&C&er when the user
running on any 5’ Bfed o tooBOY sq ava@ﬁb qBl9s3ay.| ng

—w-tHhsnat hat
SAR egreé}"ergtaaé% 0 a} gfd%:ggl&;ﬁ%(iil gﬁgﬁa iﬁ& Z)ér{ééilih i}‘ge H§e§ elected to

Table II — Types of Credentials

[0064] As reférred to above, Table III below includes an exemplary non-limiting
set of group policy (GP) settings for controlling/restricting the delegation of user
credentials by a client to a server in accordance with the invention. As one of ordinary skill
in the computer networking arts can appreciate, Termsrv/* stands for a set of SPNs where
the service is Termsrv and the host machine named after the forward slash “/” can be any

target server matching the * wildcard.

# | GP Setting Default comments
(List of SPNs) value

1| AllowDefCredentials NULL Default setting:
Meaning: Password may By default, delegation of default credentials
be passed to listed (those entered when the user first signed on)

targets when is not permitted to any machine. This means




credentials in Cred

Man.

(Target server
along wiwth the user's credentials in

name is stored
Credhan). 3

wao\Ldoomsr9eshCr edent i al s Ternsrv/* By conpari SonP€DUS1967/012512
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no possibility Meaning: Password may of mal ware
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cOHewSaredSnedsntiatse
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cheppassekbtd lsted Deny
cargetewbasi vel y cov
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hal ware with adm ni
unt rust ed servers f
However, nmalware W
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cMeaning aPagswerd sray of
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r all
his can
Brvers
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e are a

Berorede
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PDef Cr eden
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c

th adm n
JS2007/ 01

nPERuY sgiting:

s. |IfA | owDefCredentials

sThe defaplt yplugpeanitehe;dsirgation of

t thg|u§erng§av|qé credentials to the terminal

| sarvice qunyung en gny machine. It should be
beotedithag thip appliesub aerversghat the user
pprevmwsiyreggeadinid anshelbdted to save his
predentiadsgmCred Mane (arget server name
Desrsydded @longovith tlesiski’s credentials in
CredMan)e privileges is a

p512 17 “"gane over"

nunmber of ways to obtain

[ AfloWdFedshE r@mbRr d

Meaning: Password may
be passed to target. when
authenticating with fresh
credentials

TefGueh

By@afifparison to the above settings, with
AllowFreshCredentials, there is no possibility
of malware performing a silent login (without
the user first being prompted, assuming
AllowSavedCredentials &
AllowDefCredentials policy settings are not
enabled)

DenyDefCredentials

Meaning: Password may
not be passed to listed
targets when
authenticating with
default credentials

NULL

This setting is used to further restrict to which
servers the user’s default credentials can be
delegated, and by itself does not offer an
opportunity for exploit.

However, the administrator should still
exercise caution when constructing a policy
for default credentials via the combination of
DenyDefCredentials & AllowDefCredentials
settings.

If AllowDefCredentials covers a wide set of
servers, the list of exceptions expressed via
DenyDefCredentials may not
comprehensively cover all untrusted servers
in a given environment. This can become a
particular issue over time, as new servers
come online.

Additionally, malware with administrative
privileges can remove untrusted servers from
the DenyDefCredentials list. However,
malware with administrative privileges is a




5 DenySavedCredentials NULL This setting is used to

further
w@e@dasmial s can be
and by itself does

opportunity for exploit.

W th

servers the user'

restrict to which

s

Meani ng:
not offer
ta

s fresh credentials can be

ervers the user's saved
Password may del BOEUSIHN7/012512
not be passed to listed

rgets when aut henticating

saved credentials 6 DenyFreshCredentials NULL
This setting is used to further

restrict to which
Meani ng:

Password may del egated, and, py itself does not offer
prot—be J,aasseér t+o—+stedo Olf‘rcrlll L ,
t argets when aut henti cati ES i & °°“%6 e%l oo er ca d
Al | owDef Credent i al sph NULL Byn lﬂ Way?ﬁ § s‘,‘é'%{he“ o Fpasswor
of f since Kerberos [ enNTLMON| Y *Xf I5?<? “based trust
of fers stronger authenticatfon rethedelo a—NTEM i

5 NBeRySRY cdgredgplon) | NEithent | Chisisgiing it Rseido; fgﬁx‘@fﬁﬁ’“ to which

land user authentichtes wit h| ST HGUSET 8 §ayRd cipdentials can be
pMeaningt Resspastmgyd| to be ppddesgaied, aph é?yllﬁsgltf gdges hot offer
t sotchetpassed talistedSay dCr edent | APROTRBIHEPRAXPIGHS cope
Wiargets when nher ent weakness ip the WienNTLMOnly
antheitivetidg WithM pr of ocol , de| egati on of user

Csaydéntadehtialss al Loywed by default only with Meaning:

6 | DehyitreshiCrgdéitlals doNULIUNj o| Hbid savioigiifn gged(tprﬁqthttrgestnct to which
case, authenticatipn.is NTLMerg¢rsithreaber’sdreshcredentials can be
QMR Padswaind ngayehsur ed t o| Belegated, andy byitsdif doesnoteffer
bAibt eMedsdiytotiiseed ar get st and| epporenitgedfbr exeploit. wi t h
b faygls oheslent i al s, @l l ow the|password to be By
HeftBenticatih@witthRedhorai n j oi ngd case, passed to the

tedestiad LM by itself, is npt allowed (server

7 ﬁmemefc%aeﬁﬁ%wt NUMLLS DaBgHefultleHibedttifig & ofPKinte Kerberos

eﬂJﬁ‘ENﬁbﬁ%hcr edentijal s Ter mbayNd PKI based trust offers stronger
authentication methodology than NTLM.

Meaning: If the only

authentication package is

NTLM, and user

authenticates with

default credentials, allow

the password to be

passed to the listed

targets.

8 | AllowSavedCredentials | Termsrv/* | To cope with the inherent weakness in the

WhenNTLMOnly (unjoined) | NTLM protocol, delegation of user
credentials is allowed by default only with

Meaning: 1f the only NULL domain unjoined machines (in this case,

authentication is NTLM, | (joined) server authentication is ensured to be

and user authenticates achieved by the target stand alone machine).

with saved credentials,

allow the password to be By default, for the domain joined case,

passed to the listed NTLM, by itself, is not allowed (server

targets. authentication is based on Kerberos or PKI).

9 | AllowFreshCredentials Termsrv/*

WhenNTLMOnly
Meaning: If the only
authentication is NTLM, .
and user authenticates
with fresh credentials,
allow the password to be
passed to the listed
targets.




WhenNTLMOnly  Meaning: |If the only authentication is

NTLM and user authenticates wth fresh credentials,
w@bkdoomspie password to be passed to the |istepPCT/US2007/012512

targets. WO 2007/ 139944 PCT/ US2007/012512 18 Table

1l - Goup Policy Settings for

Controlling/ Restricting Del egati on of User

Credentials [00651 In summary, the Cred SSP sol ution

of the invention provides a nore secure solution than

in the past by providing a sefjgof policies that can be

S sy SR SR v

ry, non-limting set of policies of TabIeIII
|Ilustrate the policies are designed to address a
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mmaeag@@dt@yga@ngﬁspart of a conputer network, or in a
di stributed conput|no_enV|ronnent In this regard,
Exenaplaryvclie IAEy conput er system

or e[ms(spn @J&tofhfi%hﬂxgr skﬁmh 1he RS an AppFRIERS thaPlhe ShABA can be
units, and any nunber of applications and processes

implemented in eQESEORh RN IsemPYter o Othgr eligi iof seyer device, which can

b/ QP as WA A B fer4R8forkor MOIMEGTHuRA Wnidhtin envxronment In
processes for delegating credentials froma clie

thys rggw@emeume@eb@wamperwrmﬂmm cpmpytan tsy$tmnewﬂtenmonment having

A BT RO il s

0qeEtTiNg dcress\anyorumber 06st0dagstumtb ot gdlumes, which may be used in

connection with processes for delegating credentials from a client to a server in accordance

with the present invention. The present invention may apply to an environment with server
computers and client computers deployed in a network environment or distributed
computing environment, having remote or local storage. The present invention may also
be applied to standalone computing devices, having programming language functionality,
interpretation and execution capabilities for generating, receiving and transmitting
information in connection with remote or local services and processes.

[0067] Distributed computing provides sharing of computer resources and
services by exchange between computing devices and systems. These resources and

services include the exchange of information, cache storage and disk storage for objects,



conmputing environnment, having renote or |ocal storage.

The present invention nmay also be applied to
wG@@ndadosne conputi ng devi ces, havi ng progranmP@rus2007/012512

| anguage functionality, interpretation and execution

capabilities for generating, receiving and

transmtting information in connection with renote or

| ocal services and processes. [0067] Distributed

computi ng provides sharing of conputer resources and

servi ces by exchange between genputing devi ces and
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étWork transport media that may each support a unique protocol, such as Power line, data
(both wireless and wired), voice (e.g., telephone) and entertainment media. Most home

control devices such as light switches and appliances may use power lines for



infrastructure for wdely distributed conputing and
enconpasses many different networks. Any of the

w0 ndoraswondct ures may be used for exenpl ary PCT/US2007/012512
conmuni cati ons made incident to delegating
credentials froma client to a server according to the
present invention. [0071] In hone networKking
environnents, there are at |east four disparate
network transport nedia that may each support a uni que
protocol, such as Pomer l'ine, pgata (both wreless and
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e | nternet can be descri bed a system
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uses the services of angther class or group to which
servigedtsgl; In acjentfperver architecture, particularly a networked system, a client is

usually a computer that accesses shared network resources provided by another computer,

e.g., a server. In the illustration of Fig. 7A, as an example, computers 110a, 110b, etc. can

be thought of as clients and computers 10a, 10b, etc. can be thought of as servers where



Thus, in conputing, a client is a process, i.e.,

roughly a set of instructions or tasks, that requests
w@2®ensd9ee provi ded by anot her program The clP@nUS2007/012512

process utilizes the requested service wthout having

to "know' any working details about the other program

or the service itself. In a client/server

architecture, particularly a netwrked system a

client is wusually a conputer that accesses shared

networ k resources provided by2mnot her conputer, e.g.,
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of client or renote conputing, devices
invention may apply to any computing device in connection with which it is desirable to

delegating user credentials to a server.

[0077] In a network environment in which the communications network/bus 14 is

the Internet, for example, the servers 10a, 10b, etc. can be Web servers with which the



110a, I I Qo, I I Cc, 110d, I | Ce, etc., such as a
portabl e conmputer, handheld conputer, thin client,
wmedorosdeed appliance, or other device, such aspP@Er/vVERN7/012512
TV, oven, light, heater and the like in accordance
with the present invention. It is thus contenplated
that the present invention may apply to any conputing
device in connection with which it is desirable to
del egating user credentials to a server. [0077] In a
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envi ronnent having client conputers 110a, 1 | Cb, etc.

that can access and interact with a conmputer
EReL Ssutde Pagicserver conputers 1 Ga, 1o, etc.

a rhteract with client conputers 11 Ga, 11 o,
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bel-ow in Fig. 7B is but one exanple, and_the o
networked hosted services in which very little or minimal client resources are implicated,

e.g., a networked environment in which the client device serves merely as an interface to

the network/bus, such as an object placed in an appliance.



present invention may be inplenmented with any client

havi ng network/ bus interoperability and interaction.
wabwg/13e present invention nay be inpl ement eRCT/NSANT/012512

envi ronment of networked hosted services in which

very little or mnimal client resources are

inplicated, e.g., a networked environnent in which

the client device serves nmerely as an interface to

t he network/bus, such as an object placed in an

appliance WO 2007/ 139944 PCT34)S2007/ 012512 23 100801
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sever us struct res N
peviphent buwand p loxmi bue hsleg anypof peamepm of hhis mmtecamd:sa

| oca in rd of b hi t ect
[ 00 Sg)fggnpu{nﬁlt%n% 1cz}fﬁ | nc? v eféy g%\%ar & ér }‘Ieaﬁg'ble media.
Compptat madatﬂamlecmm any av@dnlpia nerdia thatiedol tee medssad bgrwomputer

can be acces by ,. )
L, AR 8L efnste b R la B LR A TERTE% i ppsomerise
compqert Mrggeméabi md‘imﬂm:ﬁuﬂiiag!td 1cﬁQﬁBdhaS(Eom§0ﬁﬁ sfoedgeshédia@tludes both
n C ni cat | | a. ter St or e ne
vaTEe S8 BOpEIARISy 5 aRvEP S S SORSRTBP At Fiecid i GEEd i any method
ofnechriofsBMRP b rafRfanfotipheseSlicBths icBmpiier #@{dABR: inStuctions, data
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struchysh PEOFrAR Ipodyles picotherdata. Gempeier ptetage pedip ippludes, but is not
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digital versatile dlSkS (DVD) or other optical disk storage, magnetic cassettes, magnetic

tape, magnetic disk storage or other magnetic storage devices, or any other medium which
can be used to store the desired information and which can be accessed by computer 110a.

Communication media typically embodies computer readable instructions, data structures,



limted to, RAM ROM EEPROM flash nenory or other
menory technol ogy, CDROM digital versatile disks

w@ DWDi3wu4 ot her optical di sk storage, magneti cPCT/US2007/012512
cassettes, magnetic tape, nmagnetic disk storage or
ot her magnetic storage devices, or any other nedium
which can be used to store the desired information
and whi ch can be accessed by conputer 11 Qa.
Communi cation nedia typically enbodi es conputer
readabl e i nstructi ons, data sbguctures, WO 2007/ 139944

prg%gﬁﬁg%g Qr’l&?.ézdatz Sucﬂa%a;agy Ig%ﬁapgucﬂtap & 'caflfr dvB or other

a Si rrrer wave or
tramspat mechanispend méuctmsmnsmnﬁvmiahmddd@sy megia.

e fofR41 Otnd S sE DXeriBY) ol k1Bl oY Rle HoFREH i in the

fofrh o\beBitlllé mcHdSICHGHVOMIlwmIeﬁiolrjl sudtiesoead enlgmeasonyd®ROM) and/or

SR AR N R FPRSE SRR {hin e b

roli8iSdstthat/elh i @snstdtahformlation Betivedh sfeafentmnmaioumter 110a, such as
bet ween el enents within corrputer 110a, ch as %
dugingstarfryp. may bp stozsdingnemanykifg: Yemasy 134K H@ﬂgﬁ“ﬁ&o contains data

arldyddigrégradh mbaMes Bk atenﬁnﬂaﬁﬁelyadaeééarbwf@afm prednti9 being

that are imedi ately accessible to and/or presentl
opseitedyon by PrefcsHng Hky 202 Jeway pfcxampleagao wm&aés?nomcmory 130a
m&y¥ ama llﬁonu@eﬂgl S¥rating st %pllmrﬁf‘o%%.g@ othBY prdlgSn modules, and
I'nclude an operating system application prograns,
prograet dgrogr am nodul es, and program data. [0085] The

co ”pej'oﬂF X 1eR, 1 llsl 6a hﬁ9l a;l’sd: Fﬁl?@ bther emovable/non removable,

r enovabl €/ non-r enovabl e, nonvo ati |
vqjetiipmoevomllmmgmmcﬂtmga:med@xEmp@e&mm@rvpmlterllJlOa could include a

hard ldis?( dr{lpltﬂgeregds @8{1&1 %le(s grljx n- e‘l{luvtabfeeg oflgtﬁg]am%gnetlc media, a

non-renova HonNvo e nagne
magganetdmk diivekthdt reads frbmtomamtés td & osmavabid, inbeeolatdleanagnetic disk,

SR APl Beg Ry aba FalF BRGL bry Bl 2 PRbudie Joguotatite optical

diEl@,lﬁldlﬁb& £ COvoM| awélheﬁ @El;ahlﬁﬂédla Cﬁ)tﬁkl:bll'@i/.tﬁ/bbhﬁwal—MC, :
er o a nmedal a enov e on-renova .

P Rl R e AR TEar GEGRAGE el o FAEPpiR operating

erVBronfRAt mlddaeb@@@émbﬂmm&pw malgﬁenc ﬁB& bmeﬁ@m flash memory cards,
include, but are not |imted etic

digyalsvariatile disks, dhsital isiep taps a%hd Staie AN, oWf §ais REM and the like. A
ha&tl Ssk driledi & méllyj&ﬁmEétQ& to ﬁ@'syﬁeﬁtlﬁfsq 2A\Mro88H 4 don-removable

state ROM and the |ik drive is

mMEMOTY: Hiterface SHpk as é@lm@f%qeemsq/%ﬂ@mlwsd@széaw % QRfiga] disk drive is

wﬁmlly%ﬁﬁf{&%@to tHE SPtem bk €5 { A6Ea Fotabv AT ARl GltE@%R; such as an
and a magnetic disk drive or optical disk drive Is

inggrficgal | y connected to the system bus 121 a by a
rermgﬁmsf R IRy Mt fimartd R a dttcAfatio td IR mputer 1102

[ 008 A user may “enter conman ormatlon
tlvwgftl@npm@ncei 30¢h ag mk@dpghrd moxme\g @@sces gommenlyreferred to as a

m%ﬁyﬁgﬁélgbaq gr tBE%I{]f)E}J] é\ﬁt degg:%){nélﬁgee LY grogﬁor?e joystick,

raC |npU
gamg padychtetlge disln, srratnpho nethej l[k}:s‘l[‘hﬁc and géiree nmad devices are often

o s 8 TechrB R 700 sl pics g A2 Bpd ra iR imertacets)
thanare chbipleditd lhnfglstemsbllis lmﬁubut]xﬂﬁbabamsﬁdmly&itﬁd' interface and bus
stir\pcttgrre];,as%glg %2 a parallel port, game port or a universal serial bus (USB). A graphics
subsystem may also be connected to the system bus 121a. A monitor or other type of
display device is also connected to the system bus 121a via an interface, such as output

interface 150a, which may in turn communicate with video memory. In additionto a



that are coupled to the system bus 121 a, but may be
connected by other interface and bus structures, such
w@sooa/1pemal | el port, gane port or a universal BEF/U81007/012512

bus (USB). A graphics subsystem nmay al so be connected

to the system bus 121a. A nonitor or other type of

di spl ay device is also connected to the system bus 121

a via an interface, such as output interface 150a,

which may in turn comunicate with video nmenory. In
addition to a WO 2007/ 139944 ﬁCT/ US2007/ 012512 25

maSHiph SRR By A PR0AE SR B IPIERA] oOlpif efiBs ARFAR speaters and
a piiler PPhizh MBLHEEorineted ghroQph putput inteficads04.50a. [ 00871
The CO@EM er 110a ma op erate In.a netwo

di st9987kt ckhe compyen %ps?matﬁargﬁesﬁwcgls%ﬁg&%sswgtﬁﬂo

_ en?iféhrént MBI 164108 conBBRtidhs €9 Bhelbhbre RHEdredfote E@fAPiters, such as
conmputer 170a, which may in turn have. capabilities,

rergefe fromputes di7 4a.c4lish mast indum haye capabalficsy sth aganedia bappbilities,

diff&ent Hin 'HEURE § 162 MPHE Rimdtd @8mPR: b%@mﬂz 'b‘é(&rb%lrsonal computer, a
conputer, a server, a router, a networ peer

senyex; iageuter, amqq‘eprlcbﬁmneqﬁépmp or ﬁ@@écoremoawt\mké}ode, or any other

rex{l&g%&h{@%lsﬂnﬁ)yi%ﬁ o sQirothregﬂﬁ %%9}9 iR G g AR of the

may | nc or el'ement s’ describ
elenrmisedesetibed at@vmeltahee tmflhp gomputet ) 402. The 1pgighicemnections depicted
onpeac [
SO IRHHRE L SRLA 1B, BRI Ao e ik o
(WMNWukma&\AMd) include ofteey netiwarks/pusesiBucbinebwvorking environments are

co;net e S/ b ‘S)%??S’h ?ﬁgegs gxgttfefv;\%sg-WI ggl\é#)%?? gegtr\}vf,(\;%lasé intranets and the
Intéﬁféputer netvvorks |ntranets and the Internet. [00881

Whe d ip a L envi r annent
com0EHi” 1 Whef ueed i ASE ResuOpiY pitotiher e Spmpyigg A 102 s
. coAndt@ddveltke LAIN I T B hrOightdhiqriverk inWieide bs adaptér. WhdNised in a WAN

net wor ki ng envi ronrrent t he conput Qa typi ca
nePWRIKIEEAV FORBERb ke SRRt ¢ ma#fw@@a% ane%akﬁ?mponem

(n&herk c:ﬁB @Bbh&h, 8831% otk nRahaRriestabRéhif® BEMAGRIatiBRSover the
over th WAN, such as the Internet. A neans to

WAdh such a& the dnteEreho kncafR {sPIRES! 1@ Teveikn #hily may be internal or
ex?e’ﬁt)zﬁ I3 be @Eﬂn&?ecﬂ%rmg Q)t's%gx? bis 176 @ix %ﬁee\'igep Hﬁaul Zte@acél F input

he user |nput i nterface |nput 40a, or ot her
lﬁpmrqﬁqr@perqm@mampelmmm In aﬁ@twkké @nrenmentrpragram modules

de%(_:geg{t%mtl%%lh% r&{tﬁﬁer e?? 51’%0@&%&’5%&%0{‘ E{ﬁ )pl%TBUltegrm a remote

or pOI‘tIOI’] toré I'n a renot
merpomyrsjoragodenjec-dewilt be amrewatleﬂ that thppetworlacenhections Sthwn and

CBEIP 4 SRR AP MPEHB A RBIAE S RGO Y e

tho edompetars rhinebe osgalit er s nmay be used Exenpl ary

Di stributed Conputing Frameworks or Architectures

[ 00891 Various distributed conputing franmeworks have
EMamrmsafwtdetﬂﬂpmmaamrkmﬂ Arhiteethrdshe

cony nc I's and er net,.
" DB Yo gl e Eoing hrfSpiorks oyt b ace being
dawélobecalrslegm&' $i5d yoriviet ghoPef ﬁéik(ﬁxaaékdnwmgeﬁﬁfﬁhe dnternet. Individuals

f f I
t e{qﬁaclemoﬁrlikﬁgae%bgqaﬁq%ln\ggﬁ Q gea?x?lnys?)t' inrt]groggr\z/ii)lceeaﬁld Web-enabled

interface for applications and computing devices, making computing activities

increasingly Web browser or network-oriented.
[0090] For example, MICROSOFT®’s managed code platform, i.e., .NET,
includes servers, building-block services, such as Web-based data storage and

downloadable device software. Generally speaking, the NET platform provides (1) the



i ncreasingly Wb browser or network-oriented. [00901
For exanple, M CROSOFT(r)'s managed code pl atform

WO 2@7/1399ET, i ncl udes servers, buil di ng-bl ock BEr/vsmET)12512
such as Wb-based data storage and downl oadabl e
devi ce software. Generally speaking, the .NET platform
provides (1) the WO 2007/139944 PCT/ US2007/ 012512 26
ability to make the entire range of conputing devices
wor k together and to have user infornmation
automati cal ly updated and synggroni zed on all of them

ablifty 1d BEkE Seeeglgé% AlBE BFLONBfAPER; ésﬁw?%ggg%@aque user

infonhitien aabmane;ﬁlyt Uysdatefdend syeclousizedion etl of dloss, A 2h mgreased

. del j.ver f.. pr.o S..and _sernVvi £68.d

infe etV panabiied e Wi RO PRIV ET Brebe sl Br XML b T v,

3 pélineGeiiCdsthatSaatireacustoinized hccefs@ﬁnd%d’ﬁiﬁpble moducts and services to
software, such as Ofice T central i zed dat a.

the,pgsr r9En 2 GRRtER] starting E‘Hgb@rgf T“&ﬁ%g‘?é‘&f‘“éﬂ Ml aBPflca“"“S such as
e-REIESRP ek Anplef G JHREN €] suds ay\OlfficA NED, 14) ¢efrahigéd @ila Sorage, which
i nformati on anong users and _devices, (5) the ahility

ingrgasen eEfiiencey apdieren of acspsniniRiarPaten, shaslles syptionization of

mférﬂﬁh!m a®N g Bserd AAd HEViERN )ake alglﬁ}y fodhtedae b idlisoonimi@nications

to create reusable nmodul €s, thereby
m¢¢\©r$@§é rnermpaib daresi and tyleah@pqsfe@) é@m@mmem ﬂwabﬂefv to create
re&sragﬂ{rﬂmlgg thdrbby thefdin %Q‘r &'i'e(ﬁlrc Flnﬁﬁmfbgf o
anguade i ntegratio eatur as we
prifirairenisg weroexa@ d 7a many eitiardticness tpdatfagmednsl langxagssntpgmlan features
| W n:onnectl on wth software, such as an application
programﬂ ng interface (APl), residing on a conputing
devi ©e91pn @Vlnte somecexeorflanyresnbwidirhérets heregmarneaieseribedah sonnection

Iemen Vi a i Ng_Syst I "m,ddl e
i S RyEoTen 5 f sheP o B el iR Aeifarhilsh o
cdniﬁlﬁiﬁlgﬁﬁvﬁbﬁoﬂe&ﬁgﬁa%@o}wﬁﬁisadfflhé inventisn majy atsodbe llﬁtp(tf]:cmented via an
sSuc that the t S Qr el egatin cre tia rom
L L R A I L Lt A Y e,

infBRYe8idte 13REUHEE Indtfuctiofd GrisHjéctél ekd), Qkhﬂ%ﬂ%ﬁ@th\‘)ﬁ@f&' delcgatmg
of the | anguages and services enabl ed by managed cod

credrapialsdTomETElientie, 2 SERYPTilR agtordancyivath ths dpvation ﬁwttreﬂgcluded in,

su&bmr&sacaésswua alimﬂg]angﬁ%e% 2Rl Seritlels leRAleBY tnadhged code,
enentlng th e resent I nvention, e.g., an

suab 8F IVET gode,apd in p&@r distributeyt poraputingdEameyserks ap Mgl
system control, standal one or downl oadabl e software
obj ect,  etc. V\,hl ch enabl es applications and services
to uk992he Thexesare mo1apld wmlq’éasp\'egmnaeg thgenresegt invention, e.g., an

ap%&@%ﬁz{?é A@I S’to%_ng't‘n cﬂw%l‘ @JJJ ont %%SY&‘{] & h%tandalfon? ﬁr

e i nven |oh at es e ’use
dovmﬁeaﬂabdmsdﬁ:veme ohgect et syhadhnenabies appmtlop@ and srriiees to use the

S)%%frn;dsmrdemg {)&C {’ tdﬁ%?at\{we%éreagntfaﬁs d;% oa de se%er of the mventlon

re o program i
The inylenlamceanmmplatds ghé¢ mearfithomveiitiors fromahe stasdpoint of an API (or

nt a sof the invention d i erein na
ot BT BbisSat el ¥ ity SR of Bradiare uipeh Geqteceives a
ddvaildudedepro Sehnp AT ddcyrdafcs with \the ﬁveﬂﬁoﬂ@hhs a&nloﬁs lmplementations of
hég%%\&%hg ﬁlpgcr&eg%lﬁg%bgg&t I OQ ggpe%tgotx:?t are\g\@hlo yin ﬁerxrr%waré/ partly in

hardware and partly in software, as well as in software.

[0093] As mentioned above, while exemplary embodiments of the present
invention have been described in connection with various computing devices and network
architectures, the underlying concepts may be applied to any computing device or system

in which it is desirable to delegate credentials from a client to a server. For instance, the



i nventi on have been described in connection with
various conputing devices and network architectures,

W bh@7asrdes | yi ng concepts may be applied to anyPCT/US2007/012512
computing device or system in which it is desirable
to del egate credentials froma client to a server. For
i nstance, the WD 2007/ 139944 PCT/ US2007/ 012512 27
al gorithm(s) and hardware inplenentations of the
invention may be applied to the operating systemof a
conputi ng device, provided aspp separate object on the

devyi ¢ a art of .another objiect. as a_reusabl
algpRfifR 253 baldiigke MhnBREMIEoRSGH B8 tnveRfiof nlef R HBbRied to the
operatidg kysterm ol alveinpating dediev, previded abj egpiarata dbjeeton the device, as

network, as a distrihyted ohject, a dware, .in
pal gl apge et & st ls o, Bv4 dppat s P Ct (i a server, as a
“mild1& enadX DBV EnYa ddViQOGragBiechEnd BRG16AY6KK, a2 ARSIRRE object, as
exanpl.es are chosen herein as representative of
hargdyyare j8 marefyed compination of gingiehe forsaeaeafia- %’i'é)ﬁﬁi’“é@l’lafy

prﬁ%ﬁnﬂﬁﬁg 1dh AR ndRePid dxinplddGire EMfRAen Qbrei 84 RPFesentative of

skill in the art will appreciate that there are o
vaﬁglﬁseqlmlﬁesv@yge ]@pg%ggg,i THIHG apgd jeégppleg arecnot aptended to be limiting. One

of BRITRAYsREIUGnE QAW ACIHpRERe fHAEHRA Tre nE&R w s of providing object
equi val ent functionality achieved by the various — )
coderiysbinomenciatyfe thaadhirves thesame] signlat onequiedientoivactionality achieved
Lt ggma'- chibggsherein nmay be
by?{ﬁépflerrer?tee [ nmglgl%r?g?ﬁ l%k W Uh hardware or sof tware
or, [0p2tle Apprempipned,dhe vartdus sechomyups describad bérepoiay be
im}ﬂ%& tétp % C%DCQQ \Q{E}g hERRALE, russoﬁ(v)&faré Q wWheFe entro riate, with a
nVention, or certain aspects or portions Hereot
combynatiak @f bhth. fThuas) thé methagls and apgheatiis ofthe prasint imviehtiors Jor certain
enbodi ed.i n tangi.bl e di.a,.such as flo di skettes,
SRR P RS), B U5 foRE 0 aFOEp SRR 6 R ns)
enfodicdJf tampable Fhedi@nch Bs flvgndibibeted) ODROMEYHErdI dives, or any other
I gaded [ rglo and executed by a machine, such as a i
machsiReadadble ploragg dRFHEMY ¥heieEy e dhg BIograre cpds 1s loaded into and

exBEA&d by b ddhchhif, butheRtd @inpultdt, tHeenschHR: KilcoRie 8h APPpAARS for
execution on _pryl%ir ammabl € conputers, the conputing

PrRFAFInEShg dnentipnyIn the FaRged PEOSSRB R4S Brecution Py pagerammable
cofpdteéNthé @(lﬁﬂ??t:u?g Wil rREAGEESREes(d SYOLLILAG HHhEE eBium

and non-vol atil e menory and/or storage _elenents), at
readaley bynthe pregessordimgluding wolatilgtand agstvolnide sremnry and/or storage
1684t Cat 1908 oRb iffRA QePbO UyB P | fhitte IRy ‘
© uti I%zg theomet1 _o_dsef or’ dglr;ggeaa%l ng creégﬁilcg]ngﬂ% ?gﬁogepmgrms
that|mayamplemeant graitibize thf methodyp farsistegating encentinls from 3 client to a

- t s ' I
sclydl BRES prlbent fitefion < FrolpR IS M o/ fola plcRHIE AP, repsavie
cohtrgls, érthe likps aye peefemblyvimpénentd irz hightledk! progdaraiiongbject
or 38296 4TI A2 5ol BB B UG . However, e
progrsms)| oan e impddmenged angysagisly or imadhficrlatuake, ifidysiesdSH any case,
t he | angua may b conpil ed, or interpyeted .
oo e BN B R T meTied oF (iRt By, ML mERed P erdware
implRdntatidis. met hods and apparatus of the present
i nventjon al so be practice via comruni_cati ons )
enbddPasl"| RS FEtios dg RPBABS Rk EIES R HveTion may aiso be practiced
vid EGtfiftinidalionOsAbodiedh the'fams BT prolgfiin 084H hAR isSHEBmAted over some

over electrical wiring or cabling, through fiber
tl'aélﬁlﬂ'lil%g)’n 1ggdiygm, such as over electrical wiring or cabling, through fiber optics, or via

any other form of transmission, wherein, when the program code is received and loaded

-

into and executed by a machine, such as an EPROM, a gate array, a programmable logic

device (PLD), a client computer, etc., the machine becomes an apparatus for practicing the



any other formof transm ssion, wherein, when the

program code is received and | oaded into and executed
whyooa/1smehi ne, such as an EPROM a gate array, PEI/Us2007/012512

programmabl e | ogic device (PLD), a client computer,

etc., the machi ne beconmes an apparatus for practicing

t he WD 2007/ 139944 PCT/ US2007/ 012512 28 invention.

When i npl enented on a general - purpose processor, the

program code conbines wth the processor to provide a

uni que apparatus that operateggto invoke the

mvcn 18rt1 I \R’ﬂgrll I1rtn Ie entetdho% P g (fﬁl n onlli) sorAﬁlg tp#@ﬂ.@ll éoYle combines

any st orage nr ques Ion w
with s Phdcessvr eo) prcmndermymlqnv appagighy tha¢ operateaite nazpkg theofunctionality

of RIS I RALST AN BEaD? Bete piF e SFRBRe b N Diroption with the

prévef mkéibnafiby thvarably befa ctdmﬂ)maidrmﬁlafrd\gammd sbﬁwa& to
be understo d that other si.m | ar odi. ma

e 0BT BtFIechE PrsRertIPVERAaR For B iy BB gh the

préfesed bﬂ%@dm@éﬂ@&m@ Rhrib@y fifed, o iite1Be hh@ersraa@ tHat BeHek Sitnilar
of the present invention wthout deviating therefrom

enfhpdiragiriay bamsed er Biedifnatipys andbaddiqnsanay Pompenicthgdescribed
entdoRirh UGB hb@horify tHEGIRTe ARG bthe pflBitanverionavithout deviating

net wor ked enV|ronnent such as a peer to peer
therefromr Ketiexasmple. whikeremplae: neky pikemvirAnmgats of the jnyention are
GG % Lty LS RLASRED sURRAGILLR A Rfely Ok fhaorca
enyiresmpt, appskitied imthe mawlélpptqgmzﬁ thatthe prasput inventipaip pet limited
th%x%to ée Eh%? r}%xatgﬁéfg Ils ﬁ?ﬁs bgé‘m H’tg (P??sré\rj\iﬁl 189%\,::?916%‘28?& to any
cowipuahg slsylcam:l emyodmemmlch asi alganﬁIg/cmmnbehamﬁlekmﬂmputer portable
|ng ces gonnected v atlons
Py 1252 sipthcr Cared e AL eCmi, B8 SRRREBied Bhmber of such
coﬁiﬂu‘tﬂﬁg rdﬁﬁfcles c?ﬁneﬁi&dlﬂlda bienﬁmﬁibaﬁbﬂﬁﬁet’ltvgﬂg and Vxﬁétaetlis(g adross the
er atfa ncl u ndhe e
s FRrtBERT e o onbE FRBRaSHRd el TA515L pharrpyer platforms,
m@lﬁﬁfr@tﬂaﬂahel&kﬁét'i@%p&raﬁnﬁ EDhd 6@ler HMRETHG specHic dpeeating
nunber of wirel ess networked devices cqntinues to

sygieBisiareFentemplatesh prpegialyas dhempmbrmplaridesmsht wkpd figyices
cotnﬂnHéétb'p%l'i‘ﬁr&té‘e present invention in the context of
particul ar programm ng | anguage constructs, the
i nvelf0Pgh Méhikgpexempl Wrﬁfnwlmefﬁﬁlfefp%&oﬁéﬂlzﬁwmﬁ@resem invention in

thE Qpﬁt%gp ﬁgtléd]?i‘gﬁxgll pu f Q&@Q%Qﬁ%ltﬂgtsnﬁkﬁmtlgﬂ 1s not so limited,

atl cre oma ¢lient to a server
bt&trmhbr may bh émplenteatqskiaganlanigiegnto pavidgyndshods for delegating

LIPS difdnflo Ssé Rirted! tht %rérgnfnix it %tﬁ@t;ﬁ' i be

I ps or evi ces, and storage ma !
lnaﬂeregmtedl irner awessa plualisy of grogqissam\nh@mssor dﬁhmeafa@d@oragﬁemay

SRR B ARy B LA, AR o o

native lirsitaiie any sigte enthodienent, thint tdtkerasppelddeconktauaisin bréadth and
2007/ 139944 PCTh 52007/ 1% *1‘a 29 What is dained: 1.
SCRPFH} H5QTYRFC H’é SEPNGCGS &P P edentials froma client

to a server in a networked



conputing environment, conprising: request froma
client for an application, service or resource of a
W@ 0073990 t he networked conputing envi r onmeneCT/0s1007/012512
i npli cates del egation of user credentials fromthe
client to the server; initiating a handshake between
the client and the server; negotiating to select an
aut henti cati on package shared between the client and
server to utilize as an authentication nmechanismfor
aut henticating comuni cationsyfetween the client and
W% s ﬁgyer mut ual 'y aut hentl cating the server and the
Rk: ﬁ??ql zing the selected authentication package
as the authentication nmechani sm determ ni ng whet her
1. MUt Wainetiddfon titlegitingudensreaerntialy RImacCeltnttd g sér0esSialathetworked
mut yal | y . aut hentl cating step, and if nutual

COmPPHRE PR LORINE r ed, est abl i shing a session

bet wefiest fGmG d1RME fors a%@ﬁ&aﬂfon' §ili¢d lof BesBfifcBlIflaSeived irfithe
shared secret for encr%/@lél on of nessages conmuni cat ed

nepar b FPIEpEIng Srefrongieat S8t ipnlicajssidglegpion phyrsehrrademipls from the
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3. The method of claim 2, wherein the plurality of policies address the mitigation of a
broad range of attacks including at least one of Trojan or malware running on the client,
default group policy settings and group policy values configurable by an administrator of
the client, domain name service (DNS) poisoning to avoid resolution to a rogue server and

denial of service attacks.
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support provider interface (SSPI).

12. The method of claim 1, wherein the initial handshake is a handshake according to
the secure sockets layer (SSL) or transport layer security (TLS) protocol.
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passed.

18. The client computing device of claim 17, wherein the credential security support
provider component transmits the user’s credentials in a format that only a trusted

subsystem of a local security authority (LSA) can decode to clear text format.



i f nmutual authentication has occurred, establishing a

sessi on between the client and server including
w@2i0ahB49shi ng a shared secret for encrypti on oPCT/US2007/012512

nmessages conmuni cated between the client and server;

and securely delegating the user's credentials to the

server to gain access to the set of resources.
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19. The client computing device of claim 17, wherein the at least one pre-defined
policy addresses the mitigation of any one or more of a broad range of attacks including
Trojan or malware running on the client, default group policy settings and group policy
values configurable by an administrator of the client, domain name service (DNS)

poisoning to avoid resolution to a rogue server and denial of service attacks.

20. The client computing device of claim 17, wherein the at least one pre-defined
policy includes a delegation policy based on a relative strength of the authentication

mechanism.

21. The client computing device of claim 17, wherein the at least one pre-defined
policy includes a delegation policy based on whether the user credentials are fresh, saved

or default credentials.

22. A method for delegating user credentials from a client to a server in a networked
computing environment as part of a single sign to a server’s resources, including:

receiving a user’s credentials via a single sign of a user interface component of a
client to access a set of resources of the server, and in response,

initiating a handshake between the client and the server according to transport layer
security (TLS) protocol,

negotiating to select an authentication package shared between the client and server
to utilize as an authentication mechanism for authenticating communications between the
client and the server;

mutually authenticating the server and the client utilizing the selected
authentication package as the authentication mechanism;

if mutual authentication has occurred, establishing a session between the client and
server including establishing a shared secret for encryption of messages communicated
between the client and server; and

securely delegating the user’s credentials to the server to gain access to the set of

resources.



