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RFI D SYSTEMS TO TRA mmERCDUCTS BACKGROUND OF THE | NVENTI ON 5% 2
Techni cal Fiel.d: Th \ ention relates generally to the area QY 005

i dentification devices. ‘MB & particularly, the present invention provides
a radi o-frequency identification systemuwilth features to reduce a party's
ability to tanper with the identification devices or to track the
identification devices on a global scale. The invention is particularly
useful as a thefizrioaudo ADPRESEI SECURITYIEAND RRRIAQY IEIURNICF SHE /ST as
a neans of inventory control when accuracKAls critical, such as wth an
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Rel ated Art: Radio-frequency identification (RFID) technol ogy provides an
i nexpensi ve and sinple way to mark physical objects with machi ne-readabl e
information. In this applicaBApKGROWND @FMTHEACNVENTIONabl e" refers to
those nedia that are readable only by a nmachine; such nedia are al npbst

al ways machine witten as well. RFID has many advantages over other

machi ne-readabl e infQreRtHoR; ARE.a.

The present invention relates generally to the area
of identification devices. More particularly, the
present invention provides a radio-frequency
identification system with features to reduce a party’s
ability to tamper with the identification devices or to
track the identification devices on a global scale. The
invention is particularly useful as a theft/fraud
preventive in the context of a retéil store or as a means
of inventory control when accuracy is critical, such as
with an inventory of pharmaceuticals in a clinical

setting.

2. Description of Related Art:

Radio-frequency identification (RFID) technology
provides an inexpensive and simple way to mark physical
objects with machine-readable information. In this
application, the term “machine-readable” refers to those
media that are readable only by a machine; such media are
almost always machine written as well. RFID has many
advantages over other machine-readable information media.
ﬁnlike magnetic media, RFID tags do not reqguire a reader
to make contact with the tag to read the information out.
Unlike bar codes, RFID tags can be easily rewritten and

do not require that the tag be visible when read.
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Unli ke magnetic nedia, RFID tags do not require a reader to nmake contact
wth the tag to read the information out. Unlike bar codes, RFI Dqtga @@n
be easily rewitten and do not require that the tag be visible when

15 NOV 2005 2 RFID tags are electronic devices. They are generally
conposed of an antenna and an integrated gircuit. The antenna is used f or
sendi ng and receiving data as radio-frequency signals. The integrated
circuit contains non-volatile menory, nodulation circuitry (for

facilitating radio ﬁ?ﬁﬁ“@hé@th?B)el@B@r@ﬁﬂEreévi@@&C TﬂbgsarBFlD tags are
menory devices that are read and witten to using radio-Trequency signals.

RFI D tags are gassratldevpmpssedhaf apasstehna améyanneetlegottedc| ude a
power supply. RFID tags ceive all .the r they.need tq operate from
the radi o-f1equbFCY e ghar BHEELRA by REFD {95 7RIS SROWFPCRIEingm o
mekes it DOSS'@éeatasngaa&aCEyéauaﬁbp E§%ﬁa@§ Verye SiBtbgraté8. circuit
Advancenents in RFID tag fabrication technology have also nade it possible

for RFID tags ¢onbelnﬁanghaap&a9dlatme@pyysnmbdukategn EvrciupsrantEorearly

RFI D d.l d d iti
ant onnaS. whi cheCARLBE DNt B0 BncORALRAGROCILT NP oRRUEEP e PR 1 o way

that blends inrhus, RFID tags are memory devices that are read and
written to using radio—frequency signals.

RFID tags are paséive devices. That means that they
need not include a power supply. RFID tags receive all
the power they need to operate from the radio-frequency
signal emitted by RFID tag readers or writers. This
makes it possible to manufacture RFID tags of very small
size. Advancements in RFID tag fabrication technology
have also made it possible for RFID tags to be
manufactured at very small sizes. For instance, early
RFID tags used large inductive antennas; more modern tags
use capacitive antennas, which can be printed on
packaging using conductive ink in a way that blends in
with other printed marking. With this new antenna
manufacturing technique the 1ntegrated circuit can simply
be glued on to the antenna looking, perhaps, like just a
“dot” in the product logo or other printing.

RFID tags, because of their small size, are easily
incorporated into other products. For instance, RFID
tags can be easily sewn into clothes or attached to
product packaging, or incorporated into product markings.
This makes them prime candidates for storing product

information, such as universal product codes (UPCs) or



with other printed marking. Wth this new antenna manufacturing te iﬂue
the integrated circuit can sinply be glued on to the antenna IookiﬁBﬁlN V 2005
perhaps, like just a "dot" in the product |logo or other printing. RFID
tags, because of their small size, are easily incorporated into other
rproducts. For instance, RFID tags can be3asily sewn into clothes or
attached to product packaging, or incorporated into product markings.

Thi s makes them prine candi dates for storing product information, such as
uni ver sal pr odpeti csodesf QurRtshoror 6 aNgwe te0ds drosicde  imvicdr et ey, dadess

retail product, h as _bar cqdes do.for supermarket products today.

Anot her use foﬁogll'—tlm% tsé’éjse,r eiethéflf%%cotﬁ ftgp " gai ned wi de acceptance, is
to-use RFID tags as mhdtieid udetest ImMSWHAM dik $Het da8y $188ady

RFI D-t agged nerchandi se, when transported past a reader device in front

of the exit togaigtast evide iqppantanrceal dramtainisss RFIDhe¢aotg avas daft

repr ogrammed at, the .point-of-sale en _.the itemis chased.. Three
problens with f etevﬁtgeogbrsé’a%t%'e O#II\/{]F'?HC[? thgy'® (?H"né&tgpa'ﬁ&igsgéadoccur,

however. The fidestcHandiad, RBBh SHEIHErtRd RdA0% cRARE IRadidyy itranper ed
with. Current RFID tags generally inpose no access control requirenments

and may be readHargmad-hf ivten O 7 refane. THiggers srord aawpl oydesA th
I ess than hono@%@(%dd“ﬁgg'ﬁgghrgéggogrammed at the point-of-sale when

the item is purchased.

Three problems with the widespread use of RFID tags
on merchandise occur, however. The first is that many
current RFID tags can be readily tampered with. Current
RFID tags generally impose no access control reguirements
and may be read from and written to freely. Thus, a
store employee with less than honorable intentions might
reprogram the tag on a particular piece'of merchandise
such that when the employee buys the merchandise from the
store, the employee is undercharged.

The second problem is one that also occurs with some
frequency with bar codes. Sometimes the point-of-sale
terminal at which an item is being purchased is
programmed with incorrect price information. This
situation can result in the customer being overcharged or
even undercharged.' Because the RFID tag is machine-
readable only, it provides no price information to the
cashier. Thus, there is often no way for the cashier to
detect a mistake in a customer’s receipt.

The third problem is that the widespread use of RFID
'tags on merchandise such as clothing would make it

possible for the locations of people, animals, and



reprogramthe tag on a particular piece of nerchandi se such that when the
enpl oyee buys the nerchandise fromthe store, the enployee is 15

under charged. The second problemis one that also occurs with sone NOV 2005
frequency with bar codes. Sonetines the point-of-sale termnal at which an
itemis being. purchased is programed withyincorrect price information.
This situation can result in the custoner being overcharged or even
undercharged.' Because the RFID tag is machi ne- readable only, it provides
no price inforobtjieatst ¢d e trasikesr onThugloblkar @ciad eofit @riR@cyay for the
cashier to detect a mstake in_a custoner's receipt. The third problemis
that the wi despFP¥&Fi9%%e off Oumed lipgyrepyrdi®msndi se such as cl ot hi ng woul d
make it possible for the | ocations of people, aninmals, and 15 NOV 2005 4
objects to be.tracked on a global scale-a privacy invasion of Owellian
proportions. 15 NOV 1005 5 SUMVARY OF THE | NVENTI ON Accordingly, it would
be beneficial if there were a nethod of storing product information in a
radi o- frequency identification tag attached to the product in such a way
as to avoid the problens associated with tanpering of tags. It would al so
be desirable to avoid



t he problens associated with the tracking of RFID tags on a global scale.
It would also be desirable to inplenment an RFID systemthat protect]s; NOV 2005
against pricing errors at the point-of-sale. The present invention

achi eves these goals by enploying a novel nethod for managi ng the storage
of product information in an RFID tag. In & preferred enbodi nent of the
invention, product information is divided into three categories: a

uni versal product code (UPC), a list price; and a tracking nunber. Each of
these categories is stored as aSUMMARSt OFTITEE INVENTIOMCI| udes a type

(whi ch denotes an access control rule associated wth the category), a

val ue (containing the primary information stored in the category), and a

I'ength (of the val ugleoddinddRE and ddipla Rid Gertdl QU1 65 HifeSd Y&tk a5
read-only-type data, to prevent tanpering, and the tracking nunber is

stored under a retd -epditering poditie WHoytmalpdat ein ywperadiows a

gl obal I y-uni que_tracki ng . hunber, used for_inventqr urpgses to.be
overwritten withe %rfcf)\gajr(%ﬁ%% ‘fﬁﬁ“q% l?1‘?’1Lﬁ’rt)aet-'(rataacf eﬁyq“l_e Opo'c}het RFeUF i
prevent gl obal dudeki ngay Ridald Yavdiod nthe fprSeab e | £d 58k il MOV RG05 - 6

m st akes are easily detected by conmparing the read-only list price stored
in the RFID tadtanmperinheopriass st oktedvonld Hel soile -dFskzakele eporiatepid | f

the two prices gle 4ol ¥ndi V&I AU eq WG e ALLANA NG SASIERY {5,21 §lted
to the discrepancy.

a global scale. It would also be desirable to implement

an RFID system that protects against pricing errors at

the point-of-sale.

The present invention achieves these goals by
employing a novel method for managing the storage of
product information in an RFID tag. In a preferred
embodiment of the invention, product information is
divided into three categories: a universal product code
(UPC), a list price, and a tracking number. Each of
these categories i1s stored as a triplet. The triplet
includes a type (which denotes an access control rule
associated with the category), a value (containing the
primary information stored in the category), and a length
(of the wvalue).

The UPC and list price categories are stored as
read-only-tvoe data, to prevent tampering, and the
tracking nurber is stored under a‘“short—update” type.
The short update type allows a globally-unique tracking
numbef used for inventory purposes to be overwritten with
a globally ron-unigue number at the point-of-sale to

prevent global tracking. Finally, point-of-sale pricing



Broadly, the invention provides a method for secure el ectronic |abeling,

the method conprising the steps of. (a) witing a value to a flrst1mpﬂgvnm5
having a length, the first nmenory being part of a machine-readable
identification device that is part of an electronic label; (b) witing a
type to a second nenory in the machine-readable identification device
wherein the type witten to the second nory identifies a type of access
control rule that is to control overwiting the value witten to the first

: _ . _ N . ot S
ont T ol e B rapdL (R b by LIRARE B M IR AEPER g
nmenory. Th é’itihrfgé REiPQ pfoTedrin [ qunbﬁz@@steanmhpli_ttm ltwmtr) p?pamrp {\xﬁde]y tdive'r%v:na,
conput er - [ . r ectroni c | abeling, e conput er

pr ggr am pr gggg?@%%r?pﬁﬁlgscgérﬁéer lgélseﬁ?%{é&ttﬁ%ﬁtsc%@cy( a) witing a value to a

first nmenory haBrougly thecingértiontpheviddsrashethibdfrchift BRctrHaE labRfing the method
machi ne-readabl.e identification device that is part of an electronic |abel;

(b) writingPEPEHRICSIERS 8Econd nenory in the nachi ne-readabl e

i dentification evi G&iti Lol YREL M 88 & e :
identifies at S‘g of leélgégg‘ra?loé:\ttor%ﬁr&r ul .ed/lv? g\lg%ﬁgsa ggé@b%}%ﬁlﬁp%&gﬁ% .f’%(ﬁnﬁg
t he val ue patt @%/aama@ldn@-mdablc gtentification dewind that s paefanelectronio 1ites

i nstructions fof,(b)_a C L mpasing a first access. cont . rule upon
the first nermrg/b)bas‘évglﬁg%(att&%e #%esemgtlpgnortydnttﬁg r’%"’é’gﬁ’t‘?tfei%’ﬂﬁ iflentiigation
i nvention geticd wherbiar thprtgpe Weerafd MpRaEaRdURerhery iaRifIe8 25yBS bF Aicss bR i Y.
conprising: ,a,comuni cation unit; a controller, configured to receive data

fromthe cOWmiialisde Fomralaverwrisngtheyajue WEeHE the fishgremoraradconf i gured to
be witten to bg)t heregaupsiveltd @tre{Js (MR @J‘g,nirrﬁbgi%%%hnﬁe?é{lé&%s' i ule lEPﬁ“?‘[ethg s a

val ue, the_controller receives the valu comuni cati on t he
cont r ol | er fistmemarehassd on thedyre wiitien tol the sdcend micerwry.roma plurality of

?ﬁgess control il §5vdnfof GLERLT Bx%vmgtzp%{)m%nf%r Vparl)gr%ms rIla(r)ou u(cj:t, be \'cllvr(ix)tngpe_"urt]e;E ©
readable medium, for secure electronic labeling, the computer program product comprising
instructions for:

(a) writing a value to a first memory having a length, the first memory being
part of a machine-readable identification device that is part of an electronic label;

(b) writing a type to a second memory in the machine-readable identification
device, wherein the type written to the second memory identifies a type of access control
rule that is to control overwriting the value written to the first memory; and

(c) responsive to the instructions for (b) and (c), imposing a first access control
rule upon the first memory based on the type written to the second memory.

The invention yet further provides an apparatus for secure electronic labeling,
comprising: -

a communication unit;

a controller, configured to receive data from the communication unit;

a memory, having a length, and configured to be written to by the controller,

wherein the communication unit receives a value, the controller receives the value
from the communication unit, the controller evaluates an access control rule taken from a
plurality of access control rules to determine whether the value should be written to the
memory, and if the controller determines that the value should be written to the memory,
the controller writes the value to the memory, wherein the communication unit, controller,

and memory are part of a same electronic label.



menory, and if the controller determ nes that the val ue should be witten

to the nenory, the controller wites the value to the nenory, Wnerei1 ﬁ@e
comuni cation unit, controller, and nenory are part of a sane el ectroni 2005
| abel . 15 NO V 2005 7 BRI EF DESCRI PTI ON OF JHE DRAW NGS The novel features
bel i eved characteristic of the invention are set forth in the appended
clainms. The invention itself, however, as well as a preferred node of

use, further objectives and advantages thereof, w Il best be understood by
reference to the foll ow ng BREEF | BERSCREREIOHIOHMRE RRAWINGStrative

enbodi mrent when read in conjunction with the acconpanyi ng draw ngs,

wherein: Figure 1.depicts a typical radio-frequency identification

(RFID)tag. Figure 2q@epifdeI1CHaRRRY Ylale R MM a0 1 AR igal i ons
of RFID technol ogy. Figure 3 depicts, in storyboard format, the use of the -
present i nvent il@ventRBRIrD arecised] dopr i ia rdteaidppenciacextlaifisgur €A i s a

pr ogent. § muent {o o™ LS A s KRG it ck (g 2 RE ST e Ay
contents of a piRfermadiRIbAl M Vs Rl PiRseIHagd NIRRT, iU’ ®edk is
a diagram depicting how a short-update wite-access control rule allows
for local traclkengndapstood by reference to the following detailed
' description of an illustrative embodiment when read in
conjunction with the accémpanying drawings, wherein:

Figure 1 depicts a typical radio-frequency
identification (RFID)tag.

Figure 2 depicts common physical embodiments and
applications of RFID technology.

Figure 3 depicts, in storyboard format, the use of
the present invention’s RFID technology in a retail
context.

Figure 4A is a diagram depicting the memory contents
of a preferred embodiment of the present invention.

Figure 4B is a diagram depict;ng the modified memory
contents of a preferred embodiment of the present
invention.

Figure 4C is a diagram depicting how a short-update
write-access control rule allows for local tracking, but
prevents global tracking.

Figure 5 is a blockrdiagram of a preferred embodiment
of the present invention.

Figure 6 is a C language representation of the
process of writing information to an RFID tag of the

present invention.



prevents gl obal tracking. Figure 5 is a block, diagramof a preferred
enbodi nent of the present invention. Figure 6 is a C |anguage 15\ V 200
representation of the process of witing information to an RFID tag op t%g
present invention. 15 NOV 2005 s Figure 7 is a C |anguage representation of
the process of reading information froman RFID tag of the present
invention. Figure 8 is a flowhart depicting the process of witing
information to an RFID tag of the present invention. Figure 9 is a

fl omchart depicting the process of adding an RFID-tagged itemto a
custoner's order, ipjgaeeordanc i f i ment. qf the present
i nvention. Figure 10 ?g g ?I %gcﬁaﬁi%%%f%%gnlgéﬂt e eﬁ%g%sog (%f eft/fraud
detection in aptefdancefwreadingraibrmet i erbhdinnemt RIID ke gdloEs enk

i nvention. 15 hgg 20?5.9 DEEAILED DESCRI PTI ON OF THE PREFERRED EMBODI MENT
Figure 1 is antexampre*BY*R*+%®i o-frequency identification (RFID) tag

100" (not N o scale). rijertag 1400 inSheitia A NMAHALSE Pl 11O

writing information to an RFID tag of the present

invention.

Figure 9 is a flowchart depicting the process of
adding an RFID-tagged item to a customer’s order, in
accordance with a preferred embodiment of the present
invention.

Figure 10 is a flowchart depicting the process of
theft/fraud detection in accordance with a preferred

embodiment of the present invention.



volatile nmenory; logic circuitry, and comrunications circuitry. This
integrated circuit is attached to an antenna 120, which in this eﬁagﬁl eis
i mpl enented as an inductor coil. Al of this electronic equi pment lisNOV 2005
fabricated onto a substrate, which in this exanple is a clear, flexible
film This tag 100 may be witten to or reall fromby subjecting it to a
radi o-frequency signal. The integrated circuit 110 reads the

radi o-frequency signal fromthe antenna 120 and interprets the signal as a
command to read or VRERAIdE PESERIP TLONMOFe FHE) PREFARKED EMRORIMENTgrated
circuit. Note that there is no power supply located on the tag 100. The
integrated circuit 110 collects all of its power fromthe energy in the

radi o-frequency si gredgurdhi si@ldrovwsxdnisl d ags 4 oriE easidguand,
i nexpensively produced and allows themto be used in a variety of
envi ronment s whet@ &l £ £on heRF Hald tag skl {pat soiralower Beril thdot be

used. An exanpl f. A ge] d -inwhich the bul k of
a power supg}j yfomgujfl(%j&l%ga%o%fglldt{e\%% gﬂ%ﬁ%%r@% d%eonatarle%Hilg 5t of

i dentification wslathl&imgnafy ar dhjedirdudany fizaat iafimui fdetdon can be
witten to an RFID tag, where it becones readable by any 15 NOV 2005 10
conpati bl e readetfherXi ndo? iHFRFEAS DT A trdys REtached to an

antenna 120, which in this example is implemented as an
inductor coil. All of this electronic equipment is
fabricated onto a substrate, which in this example is a
clear, flexible film.

This tag 100 may be written to or read from by
subjecting'it to a radio-frequency signal. The
integrated circuit 110 reads the radio-frequency signal
from the antenna 120 and interprets the signal as a
command to read or write data to or from memory located
on the integrated circuit.

Note that there is no power supply located on the
tag 100. The integrated circuit 110 collects all of its
power from the energy in the radio-frequency signal.
This allows the tags to be easily and inexpensively
produced and allows them to be used in a variety of
environments where a device that had to supply its own
power could not be used. An example of such an
environment would be one in which the bulk of a power
supply would be prohibitive.

RFID tags provide a ready form of identification or
marking of an object. Identification information can be

written to an RFID tag, where it becomes readable by any



stored in an RFID tag are essentially all of the sanme kinds of information
that nay be stored in a conputer or other data processing system' t UV 2005
an RFID tag identifying an item of nerchandi se, for instance, may i nclude
such information as the nanme of the product, price information, a serial
number, a UPC (Universal Product Code), oflOany other data a merchant or
manuf act urer may choose to include. As Figure 2 denpnstrates, RFID

t echnol ogy can take .omny for and be ysed in nany contexts. A tag 100,
such as the oﬁeorqpr?tﬁirﬁglﬁléefﬁ'r edthel FiRGEnOdd 10d ogma tiiggo thGtarey bet o a

variety of produchted iA &30 rRFID MY he @%%%‘h%q.ath&/a%&i}t o g&‘;l]aeprs%%”‘:t

packagi ng 210 or placed wthin thé pages a boo ough Yot t ags
in the usual s&igelsofoft Hefimometimn magf baceessedonty @l cfghuter or
identification Vi C that do not resenble the flat ta% also fall into
the same cateégﬁv? YQREEESANG SHERE-D KBSt oB 28§ I0Mtiaeh is an RFID

tag that is attzehed fQAn %%yi%%ﬂgb%4%er§ﬂgnH@§F,RE%? AL 2% Walch is

often used as an access control device in parking garages or ot her
restricted aredsiclidessushanplfegmatd onokesi nhendedet ofbehex pavsiicte of the

Forms of the {B2HIS S8 CARE  Ehow F5 ek aPuBP=kr cobUFhy (UByerSeq. " Fi gur e
3 shows, in a steeeacddeyr, Mk, sdyhothekevaka avALYBYLQ! fow the present
invention uses RFID tags in a

manufacturer may choose to include.

As Figure 2 demonstrates, RFID technology can take
many forms and be used in many contexts. A tag 100, such
as the one in Figure 1 is readily mounted to or
incorporated into a variety of products. A tag 100 may
be mounted to an item of product packaging 210 or placed
within the pages of a book 200.

Although not tags in the usual sense of ﬁhe word) a
number of access control and identification devices that
do not resemble the flat tag also fall into the same
category. Among these are the RFID key fob 230, which is
an RFID tag that is attached to a key ring 240, and the
RFID card 250, which is often used as an access control
device in parking garages or other restricted areas.

These examples are not intended to be exhaustive of
the applications or forms of RFID tags. Many other
applications and physic&l forms of the technology are
known to exist or are being developed.

Figure 3 shows, in a storyboard format, a high level
overview of how the present invention uses RFID tags in a
retail context. 1In the first frame 305, a retail

customer 300 selects a product 310, in this case a coat,



retail context. In the first frane 305, a retail custoner 300 selects a
product 310, in this case a coat, 15 NO V 2005 11 to which an RFIDtaqggvz
attached. The RFID is preferably attached to the product in such a way @ 005
to prevent an unsuspecting custonmer or a woul d-be shoplifter from finding
and renoving the tag. In the case of a coat}llthe tag could be sewn into

the lining, for instance. In the second frame 325, the custoner 300 brings

the product 310 to a point-of-sale termnal 315. The attending cashier
320 scans the pFBAHBECB1BRWREAPatedglsrabbRenad; t sFh83RF ISt Rgeferably

[ ' i f] [ d up: d
reader/writer 330cheads 2q 9?%2#?%ﬁh9€”iﬁ é&@ﬁ'gnwgg §%(§80$6§§8§t3i ? an

an inventory tracking code e tag attached t e p The
poi nt - of - sal e tensuspkc8ifigt heatadds othe pooidebe 3dRop i fbercesbamer’ s 300
order and overwites the trackingginfornation with the tag reader/witer

330 so as to si gaPPYREhaRdt hEMpY Y ctP81629hasT Bekhe ptfehaséda FRaEhethaird
frame 335 whenthBe 6USHORRS <300 &ﬁeaeéhetbfnfﬁgggf%%tbné‘esne stomer’ s 310

tagged itens of nerchandi se 340, RFID readers aced in front of the
exit 360 scan the tadgethet easoBd0ftamen3d2be thatcidieymehaveobbennpai théor.

If 'th t 'S .t 0 were not id for (in other words, if they
retaiﬁ fEZiSHE;P%PhHEQEPiécEPnG Rﬁhﬁ%?ggfsﬁi?hﬁé¥th% M%7 i h€ounded.

attending cashier 320 scans the product 310 with a tag
reader/writer 330. The tag reader/writer 330 reads a
product identification code (such as a UPC) and an
inventory tracking code from the tag attached to the
product 310. The point-of-sale terminal 315 then adds
the product 310 to the customer’s 300 order and
overwrites the tracking information with the tag
reader/writer 330 so as to signify that the product 310
has been purchased.

In the third frame 335, when the customer 300 leaves
the store with the customer’s 310 tagged items of
mexrchandise 340, RFID readers 350 placed in front of the
exit 360 scan the tagged items 340 to ensure that they
have been paid for. If the customer’s items 340 were not
paid for (in other words, if they retain their original
tracking numbers), a theft alarm 370 is sounded.

Figure 4A is a diagram of the memory contents of an
RFID tag attached to a product 310 as in Figure 3, in
accordance with a preferred embodiment of the present
invention. Three basic pieces of information are stored
in the tag. These are represented by rows 400 in the
diagram. The UPC 402 identifies which product (among
differing products) is attached to the tag. The list



Figure 4A is a diagramof the nenory contents of an RFID tag attached to a
product 310 as in Figure 3, in accordance with a preéeferred enbodi ngrit N(WZD[E
the present invention. Three basic pieces of information are stored 1In
the tag. These are represented by rows 400 in the diagram The UPC 402
identifies which product (anong differing pyoducts) is attached to the
tag. The list 15 NOV 2005 12 price 404 gives an indication of the

manuf acturer's or retailer's suggested retail price for the item this

al l ows a point -pfical 404egivasal ahoindiestig ast €is oisniiPacthiBepr ECHAQ
information by conparing its inforpation to the list price, thus,
preventing a cu’é‘?ggrbie’f)eﬁn@ugﬁ?%’f%@eﬁ‘?wb%el?m% iPeckbeniEged thisan item

The tracking n&ﬂ@@%s496?Hﬂﬁ998kys£9§nﬁéiﬁ fr%%régﬁégylgﬁosgtgp}ggs %g

mer chandi se attached to the tag as anong other 1tens in e store or
anong ot her it eh®s apr acghobihfosnat toif dby ¢drarer nfg Nkt s hfndb 8@a t Dok heo
worl d, for inst}zlaan .. Each of the three pieces of information is
represented as & tr %)f%tpﬁbﬁ?)ri%}i“h@ %r?‘{/%‘gtmgz,aﬂ%%aﬂﬁr Reingand a val ue

416. The type fhekeakdR1yneVvEAL esy tenaahain SNt sdheq) nf prat i g, stored on

the tag may be changed. For instance, the UPC 402 is stored on e tag in
Fi gure 4A usi ngt¥aekregadranbgr 4906 typequdhati dessrist i ¢hathé heatPG-4D2r cannot

be changed. Stoiégg 5Pemé¥§h§£gﬁse attached to the tag as among other
items in the store or as among other items on a global
scale (all items of merchandise in the world, for
instance).

Each of the three pieces of information is
represented as a triplet comprising a type 412, a length
414, and a value 416. The type field 412 indicates to
what extent the information stored on the tag may be
changed. For instance, the UPC 402 is stored on the tag
in Figure 4A using the read-only 420 type. That means
that the UPC 402 cannot be changed. Storing the UPC 402
as a read-only value keeps a would-be con artist (such as
a retail employee with criminal leanings) from changing a
product’s UPC 402 to that of a less expensive product, so
as to be charged less at the point-of-sale terminal 315
(in Figure 3). Other possible types include unlimited
read/write and short rewrite, which will be discussed

_ later in regard to Figure 4B.

The length field 410 denotes how long the
information stored in the value field 416 may be. For
instance, in Figure 4A, the UPC length field 422 limits
the size of the UPC value field 424 to 10 bytes.
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of a | ess expensive product, so as to be charged |ess at the point-of-sd
termnal 315 (in Figure 3). O her possible types include unlimted
read/wite and short rewite, which will beldiscussed later in regard to
Figure 4B. The length field 410 denotes how long the information stored in

the value field 416 may_ pe. For instance, in Figure 4A, the UPC | ength
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val ue 433 i s muomyrite theacdkiaokimobembengtdil WS izs-ishaEdnedi® sonme
predet erm ned | engt.h, and nIIy a new trackjing nunber of |length equal to
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happens to the g Yernhedy a SOH - T8WM id81 W Hat hel. g i itden
to. In Figure 4B, theertracki ng nunber Iengt%l 432%&%%%@5% slﬁ'ggk?enegdéto

three bytes, anderotialeguaf tw tior eordidaternimessl ByerestH endtlh Bwass theens .

stored as the tracki nunb; val ue 433. re, it is the date and order of
sale (the thi .rty-sir"nx]%]mﬂseal &FW%%B@PQ&% tihghdengme of
the rewitten iwiH&d natdidyprouidese HEdd @D #i®k1d is rewritten to. In

Figure 4B, the tracking number length 432 has been
shortened to three bytes, and a value of no more than
three bytes length has been stored as the tracking number
value 433. Here, it is the date and order of sale (the
thirty-sixth sale on January 30, 2001). Limiting the
size of the rewritten information provides protection to
the customer against global tracking.

Figure 4C demonstrates how this protection against
global tracking works. When_a customer 450 is located
within a store 460 and is carrying something storing a
small tracking number containing largely non-unique
information (such as a date, along with a few digits of
tracking number), that customer’s 450 location may be
tracked throughout the store. Even though the amount of
tracking information may be small, because there are few
others within the store, there is little likelihood that
two customers having the same number are in the same
store. Thus, the customer 450 can be uniquely identified
and readily tracked.

A customer 470 who has left the store holding a
small tracking number, however, is not easily

distinguishable from the rest of the population. If the
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custonmer 470. Figure 5 is a block diagramof a preferred ysi
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t he tag-reading or tag-writing device. The signal passes to
a demodulator circuit 520, which separates the
- information-bearing component of thé signal from a
carrier signal. Decode circuitry 530 converts the output
of the demodulator 520 into digital data and instructions
that the control logic 540 can understand.

The control logic 540 interprets the instructions
given to it to either read or write to/from the value
memory 560, which stores the identification information
(UPC, list price, etc.) and the length of each element of
such information. The control logic 540, is governed,
however, by the contents of the type memory 550, which
stores the contents of the type field 412, found in
Figure 4A.

Thus, when attempting to write a data to a location
in value memory 560, the control logic 540 first checks
the type memory 550 to see if the data may be written to
the location and if so, how much data may be written
there. If the location may be written to, the data and
the proper length are stored in the value memory 560.

When an item of data is read, the control logic 540
first reads the length of the data item from the value

memory 560, then reads that length of data from the value



i nformation-bearing conponent of the signal froma carrier signal. Decode
circuitry 530 converts the output of the denodulator 520 into digital data
and instructions that the control |ogic 540 can understand. The COPS\D@!VZ
logic 540 interprets the instructions given to it to either read or !t@5
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in value menory 560, the control 1ogic 540 first che e type e
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data may be witten there. If the Iocatiuﬁ_p may be witten to, the data and
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is read, the copsralnb@disc&A040 ! Shhi@dndiedany h ol stde data i tem from
the value nenory 560, then reads that |ength of data%q{rolmthe a uetor1nS NOV

2005 15 nenory 5eoludhetiontomter el cddX0. t Hire senlislathat sdaprml tics eneade
circuitry 570, whi converts t he, data int form suitable for
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transmi ssion over A ThEreT 13 qATRS W ronghy fdh s Rahsama B «convert ed

data then passes Figure 6 shows a C language representation 600 of
the process of writing a record to memory within an RFID
tag of a preferred embodiment of the present invention.
Those skilled in the art will appreciate that this
representation is only an example of how the control
logic 540 of Figure 5 can be implemented in software,
using a microcontroller, microprocessor, or digital
signal processor as the physical embodiment of the
control logic 540. Those skilled in the art will also
appreciate that such a software implementation is not
limited to the use of the C language but may be
implemented in any of a variety of computer languages,
including but not limited to C++, Java, Forth, Lisp,
Scheme, Python, Perl, and Assembly Languages of all
kinds. Further, those skilled in the art will recognize
that the control logic 540 need not be implemented as
software running on a microcontroller, microprocessor,
digital signal processor; or other stored-program data
processing device; the control logic 540 may as easily be
implemented using application-specific circuitry (such as
digital logic circuitry) with no stored program of

instructions.



to a nodul ator 580, which nodul ates a carrier signal to include the
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control logic 540 of Figure 5 can be inplenented in software, wusing a
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device; the control logic 540 nmay as easily be_.inplenmented using
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stored prograngﬂ%rtngb}&%%gi%Q%:)%5 NﬁMs}ogﬁe}gas in the previous
figures, the type field denoted the write access rule
explicitly, the type field in Figure 6 denotes the write
access rule implicitly, as a result of the association
between each data category and an access control rule.

In the C language representation 600, the data

triplets (type, length, value) are stored together in a
struct data structure 610. The type 615 is stored as a
character string. The length 630 is stored as an
integer, and the value is stored as an array of bytes
{(chars) 640.

The data triplets are stored in the memory of the
RFID tag. 1In Figure 6, that memory is organized by using
an array of pointers to data triplets (structs) 642.
Each element in the array is a pointer that points to a
data triplet stored in a struct.

The writing process is embodied in the function
“write_record” 650. A data triplet struct 652 is paséed
into the function 650. The struct 652 contains the new
information to be written, the length of the information,
and the desired type to associate with the information.
The function 650 defines two variables: a pointer that

will point to an existing struct of the same type (“old”)



Figure 6 denonstrates an alternative enbodi nent of the invention in which

the "type" portion of a data triplet stores the category of |nfornwa.t1|‘tp|,“\mv2005

(UPC, price, etc.) being stored, rather than the wite-access rule

(read-only, short-rewite, etc.). In this enpodinment, the wite access

rules are associated with each category of information (UPCs are

read-only, tracking nunbers are short-rewite, etc.). Thus, whereas in the
access rule

revious figureg,.t type f.ield oted the wit
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structure 610. The t 615 i s .stared as a, character string. The_length
630 is stored agliﬁ %gﬁfef'rfxﬁﬁﬁlpﬁésigpﬁé Pg §38r§amﬁst¥ﬁeaﬁﬁaﬁh@fn@ytes

(chars) 640. Thendatramatiicpl s ale seb@ic@dd !ﬂthanEEHB.‘fyO{lFERg_ aRFI D tag.
In Figure 6,. that menory is organi zed by using an array of podinters to

data triplets ($tPGeion ffindiiemByTamert (Patt hésaedhy i $nalpoien6&B, t hdt
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enbodied in the nction e-reécord’ ‘data .
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to be written, %?et%%”%%ﬁ %&p%he %%goggggkggb gstruct or new struct,
accordingly, is pointed to by variable “0ld” 656.

In line 659, the write access control rule governing
the type of the struct pointed to by “old” 656 is found
and stored in “old_rule” 620. In line 660, if “old_rule”
620- is “read_only” 622, then exit the function, as the
struct pointed to by “old” 656, being of read-only type,
may not be written to. In line 670, if “old_rule” is
“short_rewrite,” then a predetermined length, MAXLEN, is
substituted for the length stored in the struct pointed
to by “old” 656. MAXLEN is defined in this example to be
three bytes, per line 675. In line 680, if “old_rule” is
“read_write,” then the entirety of the data stored in the
passed-in struct 652 may be stored in the struct pointed
to by “old” 656; thus the length stored in the struct
pointed to by “old” 656 is adjusted to the length 654 the
information to be stored.

Finally, in line 690, the data portion of the
passed-in struct 652 is copied into the value array 640
of the struct 656.

Figure 7 depicts a C language function “read_record”

700 for reading values from the RFID tag. A counted loop



and the desired type to associate with the information. The function 650
defines two variables: a pointer that wll point to an existing struct of
the sane type ("ol d") 15 NO V 2005 17 656 and a variable 620 for storl 51@0v 2005
the wite access control rule associated with the existing struct 656. The
execution of the function 650 is as followstg8In 1line 657, an existing

struct of the sanme type as the new information 652 is searched for' in

menory using a unction "findltenByType" (not listed) In line 658, if no
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MAXLEN is defined in this e le to be three bytes, per line 675. In |line
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| particular location within the memory is received (step
800) . if the location in question is a read-only
location (step 810), the process ends (step 820), since
no data is allowed to be written. If not, however, the
control logic 540 must then check to see if the location
is governed by a short-rewrite rule (step 830). If it
is, then the length associated with the memory location
is shortened.(step 840), pursuant to the short-rewrite
rule. If not, then the length associated with the memory
location is adjusted to fit the new item of data (step
850). Finally, as much of the new item of data as will
fit, given whichever length adjustment is performed (step
840 or step 850), is written to the memory location (step
860) .

Figure 9 is a flowchart representation of the
process a point-of-sale terminal would follow'in adding a
tagged item to the customer’s order, in a preferred )
embodiment of the invention. First, the RFID tag is read
to obtain the UPC and list price of the tagged item (step
900). Next, the actual retail price of the item is
looked up in a database by using the UPC as a search key
(step 910). 1If the price looked up from the database is



to by "old" 656; thus the length stored in the struct pointed to by "old"
656 is adjusted to the length 654 the information to be stored. Finally,
inline 690, the data portion of the passed-in struct 652 is copieu5quqm5
the value array 640 of the struct 656. Figure 7 depicts a C | anguage
function "read_record" 700 for reading val s fromthe RFID tag. A counted
| oop 15 NO V 2005 18 | 720 is set up to iterate through each data triplet
struct in menory, Each iteration through_the |oop, the type 730, |length
740, and data cOhfEREsenshy afbosrahlnthtedl s Bt e ssF_red f pRvERar tag
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witing an ite data’'to Aenory o ag 1n a preferred
enbodi ment of theceipsenstepvend) oandFihet chibeomestigicthangéd witeha
particular itemof data to a particular location within the menory is
received (step 1880). {f the rweapréfefnaffesvibhciantly Rt Barent | 62%a® on

(step 810), the ce e ep.8 . £SLAC ta | be
witten. If not?Qggﬁegg?,Qgﬁggé%oﬁ?rﬁgéfgg%g gﬁoggﬁg? %Hg%ngéégﬁggoégie if
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then the length associatea ¥ﬁth the,nennr¥ | ocation is shortened (step
840), pursuant PBEFRBALHBHt EPEWFPEeltem, Tor instance.

Figure 10 is a flowchart representation of the
process the theft-detection portion of a preferred
embodiment of the invention would follow in detecting
theft or fraud. First the tracking number 406 (in Figure
4p) is read from the RFID tag on a tagged item of
merchandise (step 1000). This would normally occur using
reader 350 placed before the exit 360 of a store (see
Figure 3). If the tracking number 406 has been given a
short length (step 1010), this means that the item hés
had its tracking number overwritten (most likely because
the item has been purchased). But if it has not, the
item has not been purchased, and theft is detected (step
1020).

If the tracking number 406 has been given a short
length (step 1010), then the tracking number 406 is
compared with either store records or against the value
stored in an RFID tag affixed to the customer’s receipt,
oxr both (step 1030). If they do not match, then the
tagged item has had its tag tampered with, and store
personnel are notified (step 1040).

A number of variations on the basic invention
disclosed here have been contemplated. Possible

variatiQns include, but are not limited to the following.



rule. If not, then the length associated with the nenory |location is
adjusted to fit the newitemof data (step 850). Finally, as nmuch of the
new item of data as will fit, given whichever |ength adjustnent is 15Ngv2005
perfornmed (step 840 or step 850), is witten to the nenory |ocation (step
860). Figure 9 is a flowchart representatiojyof the process a

point-of-sale termnal would follow in adding a tagged itemto the
custoner's order, in a preferred enbodinment of the invention. First, the
RFID tag is read toToBtaNHeRREOWPEs apdt 1isitedite wiinheradiged item

(step 900). Ne C tal ry of.the itemis Ipoked up in a
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price stored on the tag (step 920), the itemis added to the custoner's
sal es recei pt P2teped485 angommenteatbees Mediyar gebh faddition tsomndf t he

two prices are ffLciept i ( , the cashier is notified
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representation of the process the theft-detection portion of a preferred

enbodi ment of the i nbBfitPBRSWORF dSFRPRHRER N et 'det i FyventHert by Hetud.
First the tracking; puabes #Q8 (58 EF9Y{Ectronic circuitry. For

instance, research is currently being conducted in the
area of optical computing components as a speediér
alternative to electronic components. The present
invention is applicable to such technology or to any
other physical data processing technology that may be
developed.

The physical embodiment is not limited to the use of
monolithic semiconductor chip technology. Research.is
being conducted in the area of chipless RFID devices.

The present invention is applicable to chipless RFID
technology as well as to RFID devices utilizing a
semiconductor chip.

The present invention could also include an ability
for specially authorized users to manually modify the
type and length information on an RFID tag. This would
allow an organization with sufficient authority, like a
retailer or manufacturer, the ability to reset a tag to
its pre-purchase state. Many authentication and
cryptographic schemes, such as secret sharing and various
handshaking protocols, exist in the prior art to allow an
authorized party access without compromising security.

This feature would be useful for handling returned
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al so be used a3
contexts outside of the retail sector. For instance, the

same technology could as easily be utilized in the
context of a circulating library, where books are tagged
with RFID tags. Information regarding the identity and
owneréhip of a volume can be stored as read-only
information and information about the book’s circulation
can be stored in a short-rewrite field that is reset to
its pre-checkout length and value when returned to the
library.

Another use for the present invention is for keeping
track of a pharmaceutical inventory in a clinical
setting. In a hospital or clinic, it is crucial that
drugs are administered in the proper amounts, and that
the hospital or clinic has an accurate assessment of
their drug inventory at all times. By tagging
pharmaceutical products with RFID tags in accordance with
the present invention, a health care facility can ensure
that accurate information regarding the inventory and
usage of pharmaceutical products is maintained at all
times.

It is important to note that while the present
invention has been described in the context of a fully

functional data processing system, those of ordinary



The physical enbodinment of the invention is not limted to the use of
electronic circuitry. For instance, research is currently being conducted
in the area of optical conmputing conponents as a speedi er aIternatﬂﬁdMMjM5
el ectroni c conponents. The present invention is applicable to such

technol ogy or to any other physical data pézfessing technol ogy that may be
devel oped. The physical enbodinent is not Iffited to the use of nonolithic
sem conduct or chip_technology. Research.. is being conducted in the area
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a retailer or aAuRacautetry ohefabinbi &ydt bhaesehe apraged® ihténtion

pr e- purchase st . Many authenticati.on and_ cryptographi c schenes, such as
secret sharing %%gl%%?i%%%aiﬂ%nﬁgﬁﬁﬁ?ﬁﬁsﬁr%foE%%é?a%%}§¥1¢% EYRe pr¥or art
to allow an aushoniZetePBIhy MEGESSavthAOLY &Qé@fN%éﬂ é%%%scgiyr&ﬁy . This

feature would be useful for handling returned 15 \Y mer chandi se
in aretail conteXEribpeient agBxamedesoopecomputer readable media

include recordable-type media such a floppy disc, a hard
disk drive, a RAM, and CD-ROMs and transmission-type
media such as digital and analog communications links.
The description of the present invention has been
presented for purposes of illustration and description,
but is not intended to be exhaustive or limited to the
invention in the form disclosed. Many modifications and
variations will be apparent to those of ordinary skill in
the art. The embodiment was chosen and described in
order to best explain the principles of the invention,
the practical application, and to enable others of
ordinary skill in the art to understand the invention for
various embodiments with various modifications as are

suited to the particular use contemplated.



reset before the nmerchandise is returned to the retail floor. The present
invention is-not limted to the retail context. Indeed, the basic 907%ﬂvof
the present invention, nanely protection against data tanmpering and 0V 2005
agai nst gl obal tracking, are applicable in a nunber of contexts outside of
the retail sector. For instance, the sapge technology could as easily be
utilized in the context of a circulati Tibrary, where books are tagged
with RFID tags. Information regarding the identity and ownership of a

vol ume canWABMSy ed as read-only information and infornmation about the
book's circulation can be stored in a short-rewite field that is reset to
its pre-checkout |length and val ue when returned to the Ilibrary. Another

use Tor tNe. preaGRbhbd IENRR cledrdift ASEHR, Bk mbh8E bofihridnP B ABEEY! | 2l

inventory in a clinical setting. In a pital or cftnrcy It I's Cruci al
that drugs are(@dni wirkingraedlumtot & Eirgp mogeory drawimgt 5 lengthd thehfitst nidheorh dspigt al

or clinic ha n_accur at sses I of .their drug. inventory at'a!l tinmes.
By taggi ngpa‘%ﬂg? W&@é‘ﬁ?’f?ﬁf‘tﬁﬁF‘%&ﬁg&g‘%‘{eﬁlcﬁgﬁb@%ﬁs&aﬁ eirctiopdaRel with the
present inventig), awdgiakhy@ke afREdd H¥mb ineﬂﬂ?%ﬁchiﬁeﬁ%ﬁdeﬁﬁ@ ﬁeﬁﬁﬁc%ion
information regarding the inventory an usdge of pharmaceuti cal” products
i s mai nt ai A&dceawherein theitypeswritten icsthierspamidamemony idetifidshatypetaiflaecdsheomigsent
rule that is to-control overwriting the value written to the first memory; and
(c) responsive to steps (a) and (b), imposing a first access control rule upon the

first memory based on the type written to the second memory.

2. A method for secure electronic labeling, the method comprising the steps of:

(a) writing a value to a first memory having a length, the first memory being
part of a machine-readable identification device;

(b)  writing a type to a second memory in the machine-readable identification
device; and

(c) responsive to steps (a) and (b), imposing a first access control rule upon the
first memory, wherein the first access control rule is that if the first memory is rewritten to,

the length of the first memory is reduced to a predetermined size.

3. The method of claim 1, wherein the machine-readable identification device

comprises a radio-frequency identification (RFID) tag.

4. The method of claim 3, wherein the first access control rule is that the first memory

may not be rewritten.



i nvention has been described in the context of a fully functional data
processi ng system those of ordinary 15 NOV 2005 22 skill in the art MwOVZ
appreci ate that the processes of the present invention are capable of 005
being distributed in the formof a conputer readabl e nmedi um of '
instructions and a variety of forns and thgt the present invention

applies equally regardless of the particular type of signal bearing nedia
actual ly used to carry out the distribution. Exanples of conputer readable
medi a include 5ecBheabtehod pef nelh im stichcampt DPPYg dEBE, sBepand (dj sk

drive, a RAM[ and. CD- ROV, and_transm ssion-type nedia such as digital and
anal og communi c3t1BNEIHY niie FHeSbeaere Dt | epnrolt heubeefsam anvention has

been presented, @, PLEPOSESy eéélﬁéf’%%%f@g, description, but is not
Imt o the

i ntended to ble exhausti've or e Invention in the form
di scl osed. Many nodifications and variations will be apparent to those of
ordi nary skill t he aré The enbodi nent was, chosen and described in

i n .
order to best; eépl%irﬂetf}h% I PTEE L eHF FHentakml ing hetheact i cal
appl i cation, Janﬁe&@o@r@@ﬁ&gﬂ}gj e v st%;?é n¢y skill in the art to

understand the invention f_or_ vari ous enbodi nents with vari ous
nodi fi cations as arelaksuitiding & heepoe tie W afinste mandeyphat ety 15 NOV

2005 - 23 { a length:

; (b) writing a type to a second memory;

’ (c) reading a request to overwrite the first
; memory ;

(d) responsive to step (c), if the type is of
a first-kind, disallowing overwriting of the
first memory;

{e) responsive_to step (c¢), if the type is of
a second kind, overwriting the first memory
and shortening the length of the first memory ;
(f) responsive to step (c), if the type is of
a third kind, overwriting the first memory

with new data and adjusting the length of the

first memory to fit the new data. -

7. The method of claim 6, wherein in sfep (e) the
length of the first memory is shortened to a

predetermined size.

8. A method for secure electronic labeling, the
method comprising the steps of:
(a) writing a value to a first memory having

a length, the first memory being part of a



CLAIMS: 1. A nethod for secure electronic labeling, the method conprising
the steps of, (a) witing a value to a first nenory having a Iengfth,éshaeg
first menory being .part of a machine-readable identification devic _V;l 005
is part of an electronic label; (b) witing a type to a second nenory in

t he machi ne-readabl e identification devgge wherein the type witten to the
second nenory identifies a type of hac?gé contr ol rulje(t;]at eIS[S)Of’lgi ;/go?'z)rol

it t he val witten to the first nemory;, and (c) r \

Stops (a) dnetinsyicad e GRton devicetbetis sa o n dectratielabpon the 111 st

N h d nenory. 2. A nethod for
securs ot et roni T arirciobid GBs yPb RS SRS RERBHL el apal B accesscomi | ng
a val ue t o ralefisristposeeimapon theviireOmemoy)dhhccdrighcki Wil HEAREWRR YherddR e Of

R !

a machi ne-readabl e identification device; (b) witing a’type to a secon

menmory in 2RECSHERMIN sulp cautzals everwaiting of thatvelwe writtenite the firstmémpry: esponsi ve
to steps (a) and (b), inposing a first access control rule upon the first
menory, wherein the first access control rule is that if the first nmenory

is rewittén toA nfetiwdlfen@tlire@iectrbicllavetihg TBEREMol SomBHNAE the Qe of:
predeterm ned size. 3. The nethod of cl ai%n 1, wherei nﬁt ﬁegmacﬂllﬁe-readabl e

i dentification d®vicavritignpraliedo a firsianemerydeavingy langtintthd ficstiemmory Reirid)

tag. 4. Th cl.ai rein the first access control rule is
that the f??@??rgreﬂ%?{?eq%dﬁmﬁgﬁ‘ﬁ@ﬁ?@%‘H"fcén. 15 NOV 2005 24 5. The et hod

of claim3, comi) si agotiating bePpoial(€vith! ths & Ghémétytduen i Sh a%ﬁ&@%?ntrol
control ruIel froma plurality of access control rulés. 6. A nethod tor
secure el efY'f dhiRPPsEHINORghe i@ memory, in accordance with the type value, wherein the

access control rule is such that if the first memory is rewritten to, the length of the first

memory is reduced to a predetermined size.

10.  The method of claim 9, wherein step (b) is executed in response to an execution of

step (a).

11. The method of claim 8, wherein the machine-readable identification device is a

radio-frequency identification (RFID) tag.

12. The method of claim 11, wherein the access control rule is such that the first

memory may not be rewritten to.

13. A computer program product, in a computer-readable medium, for secure electronic
labeling, the computer program product comprising instructions for:

(a) writing a value to a first memory having a length, the first memory being
part of a machine-readable identification device that is part of an electronic label;

(b)  writing a type to a second memory in the machine-readable identification
device, wherein the type written to the second memory identifies a type of access control
rule that is to control overwriting the value written to the first memory; and

(c) responsive to the instructions for (b) and (c), imposing a first access control

rule upon the first memory based on the type written to the second memory.



nmet hod conprising the steps of: (a) witing a value to a first nenory

havi ng anPength? (b) witing a type to a second nenory; (c) readﬂdeaVZM5
request to overwite the first nmenory; (d) responsive to step (c), |f.the
type is of a first-kind, disallowng overwiting of the first nenory; (e)
responsive to step (c), if the type is of,  a second kind, overwiting the
first menory and shortening the length 8? the first nenory; (f)
responsive to step (c), if the type is of a third. kind, overwiting the
first menory wth new data and adjusting the length of the first menory

[ d f claim®6, ein.n ste e). the
R R e e A
met hod for lsetingethekampitenpioghabslodie collpfisingBiddQei&RMe:i sing the steps of:

(a) witing a value to a first nenory having  a length, the first menory
bei ng part of a (&5 NOXitIEDs valps teraclirshmemenyihaving adenpth,f the dirstanerden beng hat

I's part of An @hehiht Cad 8RS uendPhtion device;

(b) writing a type to a second memory in the machine-readable identification
device; and

(©) responsive to the instructions for (b) and (c), imposing é ﬁrst access control
rule upon the first memory, wherein the first access control rule is that if the first memory

is rewritten to, the length of the first memory is reduced to a predetermined size.

15, The computer program product of claim 13, wherein the machine-readable

identification device is a radio-frequency identification (RFID) tag.

16.  The computer program product of claim 15, wherein the first access control rule is

that the first memory may not be rewritten to.

17. The computer program product of claim 15, comprising instructions for (d)

selecting the first access control rule from a plurality of access control rules.

18. A computer program product, in a computer-readable medium, for secure electronic
labeling, the method comprising instructions for:

(a) | writing a value to a first memory having a length;

(b) writing a type to a second memory;

(c) reading a request to overwrite the first memory;



associating a type value with the first nmenory such that an access control
rule is inposed upon the first nmenory, in accordance with the typewa’\’qﬁ
wherein the access control rule controls overwiting of the value w tgqfl
to the first menory. 9. A nethod for secure electronic |abeling, the nethod
conprising the steps of (a) witing a vagye to a first nmenory having a
| ength, the first nenory being part of & fachi ne-readable identification
device; (b) assogiating a type value with the first nmenory such that an
access control (fll e 'PPopsixd Sedthepstragiions i fost (cheifothg, type e obraldinste kiaidf h
the type vaj D i rol rule is such that if the first
e V§lidifow Jx{%%x?n@%oﬁ tgg gf%ﬁqgﬁf)oﬁ'f

menory is rewitt e first nenory is reduced to a

predet ermi ned si(@e. I6sponkiee 1®tthe® dndfucEbdy !Brgﬁc)rV\ﬁfeth‘éi yps i€l ?)se&o?léleﬁﬁlﬁm ed
in response to an execution of step (a). 11. The nmethod of claims§, ’

wher ei n t h@VEREHINgShe S memory aethstiorteniagithmlenghiof thei firstmemani; o- f r equency

identification I D . . Jhe. met hod |.ai. 1, wherein the access
control rule i SQ§EC h)r?ﬁ&?%mf’%éof%? SPSUYRUORS 3{)1?729)’ Hg}tﬁf)etweevlﬁ icif{t1 anthird kipd, A
conput er - pooegmaitingthel liest mdntori wi bR @fta ARPAFRKN IR TRIlHPM Jrle AR Mefiory to

el ectronic . | abeling, the conputer program product conprising iInstructions

for: (a) witthedgwadaial ue to a first menory having a length, the first
menory being part of a nachine-readable identification device that is part
of an electronic label; (b) witing a type to a second nenory in the

machi ne- r eaflabl &hedempufer paigian praliivi 6Rclaithe8, &ierdilen theNBstWckibhE R {(O), tie
second nenpry idegtifies a type of access control rule that is to control

Y
overwri ti nfiBHohiae fitst memansts shertensd te ppsedetesmineg sizend (c) responsive to
the instructions for (b) and (c), inposing a first access control rule
upon the first menory based on the type witten to the second nenory. 15
NOV 2005 -28 A computer program product, in a computer-readable medium, for secure electronic

labeling, comprising instructions for:

(a) writing a value to a first memory having a length, the first memory being
part of a machine-readable identification device that is part of an electronic label;

(b) associating a type value with the first memory such that an access control
rule is imposed upon the first memory, in accordance with the type value, wherein the

access control rule controls overwriting of the value written to the first memory.



14. A conputer program product, in a conputer-readable medium for secure
electronic labeling, the conmputer program product conprising |nsprUfE|ons
for: (a) witing a value to a first nenory having a length, the firs NOVZWS
menory being part of a machine-readable identification device; (b) witing
a type to a second menory in the machine;readable identification device;
and (c) responsive to the instructions 198 (b) and (c), inposing a first
access control rule upon the first nenory, wherein the first access

control rule is that if the first nenory is rewitten to, the | ength of

first genmor reduced to a edeterm e. 15. The conputer
tpngr:a:nsproductyo#oshgfu frrﬂrti%ran\,mgqlgqt A" A78RH ‘??3&@ B’&‘é Of $FSRKE] ql?%rachn
device is fbehal @umpeifing MeNrub@GRtbE;i cation (RFI D) tag. 16 The conputer
program product of claim 15, wherein the first access control rule is that

the first nenor Qa)may “ﬁ'ﬁtngtﬁevalewtq o thiest mcmox&?haviﬂgea bemgthy e fist agmaoTy emguct
of claim1l cp (!11 i.ons f d) selecting the first access
control ruP¥Ptd %‘?lﬁﬁﬂ%@s Vintrol rules. 18. A conputer

progr am pr oduct (b)i n ass%@ﬂﬁﬁh‘é @rtyﬁee%iéé)’wﬁhrlﬁéjﬁ%mén%(rgssﬁgﬁﬁf'at%ea%és?%ﬁtrc%l

| abel i ng, the method conprising instructions
first nenofie hainpesed upengdh first(thymouyi in agroadangpevithotha type onlde, nwlmrem thec)

t t neno
Feaponai ve S ntof oK g Baf dtng &7 mefRaiial rotdictoo fhesiepetheat e s
di sal | owi ngienioey rrbdiced t@ﬁﬁi@ﬂ@teﬁhfn@& sizgnory; (e) responsive to the
instructions for (c), if the type is of a second kind, overwiting the

first nmenory and shortening the length of the first nenory; (f)
22.  The computer program product of claim 21, wherein the instructions for (b) are

executed in response to an execution of the instructions for (a).

23.  The computer program product of claim 20, wherein the machine-readable

identification device is a radio-frequency identification (RFID) tag.

24.  The computer program product of claim 23, wherein the access control rule is such

that the first memory may not be rewritten to.

25.  Anapparatus for secure electronic labeling, comprising:
a communication unit;
a controller, configured to receive data from the communication unit;
a memory, having a length, and configured to be written to by the controller,
wherein the communication unit receives a value, the controller receives the value
from the communication unit, the controller evaluates an access control rule taken from a

plurality of access control rules to determine whether the value should be written



responsive to the instructions for (c), if the type is of a third kind,
overwiting the first menory with new data and adjusting the I ength 015Wb9ﬂm5
first menory to fit the new data. 19. The conputer program product of
claim18, wherein in the instructions for (e), the Ilength of the first
menory is shortened to a predeterm ned s%ée. 20. A conputer program
product, in a conputer-readabl e medium “for secure electronic |abeling,
conprising instructions for: (a) witing a value to a first nenory having a
| engt h, t hd°fin§ Bemasypind Hethegontpeller dsterminesdht rthe velud shbeldi bewtittbn ¢attheon
devi ce that,d a 16 label; (b) associating a type val ye
with the flt“r‘ésnt%rﬁ’e%rcg’hsrg@?{ql{ﬁ%% '{%n%ag%ecg,st © e&?‘%’&l Wﬁ?.FF’él ; Ecg Ugp §Rll he
first menoryntrolierpadaneangarspirbot Hemieydetvalcugbelvher ei n the access
control rule controls overwiting of the value witten to the first nmenory.
15 NOV 2005 -28 21. A conputer program product, in a conputer-readable

di f i c. l,abeling,,.conprising,instructions for: (a
Wity o8 e 18 aBbdiahg 3P chim 28 fhoth e SN Fertth et ik Bebies yalietsny
part of a maitlthne nicargdtbuethed 1'1B'f&@&ﬁéﬁibr&*?s\/ﬂeﬁﬁ‘ded(tbhgl?e%%%ﬁhﬁfeh@&e? type

rule

value with the first nenory such that an access contr I'sS 1 nposed
upon the first nmenory, in accordance with the type value, wherein the

access conbpgol j if the first, neppry is rewititen to, the
| ength of ? e flrl?{gte‘:l pf’a?r%‘?‘%%Cl%is}‘??%ofS@é’&‘S{n& gt ?%@éﬁ%‘i’e‘ﬁh@“ﬂéﬁe DFMOTH i
comput er prfagrdmsingabititegpdted tigduid. 21, wherein the instructions for (b) are

executed in response to an execution of the instructions for (a). 23. The
conmput er program product of claim?20, wherein the machi ne-readabl e

28.  The apparatus of claim 26, comprising an integrated circuit, wherein the controller

is formed using the integrated circuit.

29.  The apparatus of claim 26, comprising an integrated circuit, wherein the

communication unit is formed using the integrated circuit.

30.  The apparatus of claim 26, wherein the apparatus is attached to a substrate.

31.  The apparatus of claim 30, wherein the substrate is a flexible sheet material.

32. The apparatus of claim 30, wherein the substrate is an article of merchandise.



identification device is a radio-frequency identification (RFID) tag 24
The computer program product of claim 23, wherein the access control yﬁv
is such that the first menmory may not be rewitten to. 25. An apparatu 2005
for secure electronic labeling, conprising: a comunication unit; a
controller, configured to receive data fromghe comuni cation unit a
menory, having a length, and configured to be witten to by the controller
whérein the comunication unit receives a value, the controller receives
the value fromthe commnication unit, the controller evaluates an access
control rule taken fhemgspapdtkal bty CEES SOt £.0! I erni ne
whet her the val ue shouIJ@%e witten ﬁ%gﬂﬁvﬁgoé% 2§ﬂ? tﬂﬁegﬁgégrggéand if
the control |l er Het®mkes eharackegird ue should be witten to the menory,
the controller wites the value to the nenory, wherein the comrunication
unit, <controller, and nenory are part of a same electronic |abel. 26. The
apparatus of cl3dmPhe apesritud her acress FONFd M) & s such that the
value is witten to menory, but the length ‘of the menory is reduced to a
pr edet er m ned sFYENUDICatien a;rpvatr atQ&ewe%ltdwmf@GLue:mq)ramr ng an integrated
circuit, mherer for d using the integrated circuit. 28.

The apparatus 6?1 $%%rn%§§g' rréwﬁ ' an integrated circuit, wherein the
controller is formed using the integrated circuit. 29. The apparatus of
claim 26, conp an integrated circuit, wherein the comunication unit
is fornmed usi ngif PRt B %r?%tﬁltalr@@‘llTﬁéleafmiaT dthes of claim 26,
wherein the pmﬂég “9%{ The appar at us of

cl ai m 30, wher ei n t%gﬁﬁéﬁﬁsﬂ%% exi Irlast Jt %mtt erial. 32. The
apparatus of claim30, wherein the substrate |s an article of nerchandi se.
15 BKNIZOQS ' 36. The apparatus of claim 34, wherein the

electromagnetic stimulus comprises radio waves.

37. The apparatus of claim 34, comprising a
photoelectric cell, wherein the communication unit
receives the value as an electromagnetic stimulus

through the photoelectric cell.

38. The apparatus of claim 34, comprising an antenna,
wherein the communication unit receives the value as

an electromagnetic stimulus through the antenna.

39. The apparatus of claim 38, wherein the antenna

comprises a capacitive antenna.

40. The apparatus of claim 26, wherein the

predetermined size is three bytes.



30 33. The apparatus of claim30, wherein the substrate is an item of
packagi ng. 34. The apparatus of claim 26, wherein the comunicati 0395uni t
recei ves the value as an electromagnetic stinulus. 35. The apparat U9 8§V 2005
claim 34, wherein the electromagnetic stimulus conprises light. 36. The
apparatus of claim 34, wherein the electrdiagnetic stinulus conprises

radi o waves. 37. The apparatus of claim 34, conprising a photoelectric
cell, wherein the comrunication unit receives the value as an .
el ect romagneti ¢kt i The wrrramoughof hel piot el edteriedncalHe a3fedkhe appar at us
of claim 34, co tir%fgng{' antenna, .wherein the comunication unit

recei ves the ival le a% a2l et oredhett @ sTSHILIFISugh the antenna. 39.

The apparatus of claim 38, wherein the antenna conprises a capacitive
antenna. 40. 'The apparatus of claim26, wherein the predetermned size is
three bytes.  13ANOIImOoRAratius The elpian adtis Wiersliai oh26 aadeersei n t he

raim 2o whers ik B TG & TP sdest iy & Togic i rouit.
|
! 43. The apparatus of claim 26, wherein the memory is
configured to be read by the controller, and the
communication unit is configured to receive data froﬁ
the controller, and wherein the controller reads the
value from the memory, the communication unit
receives the value from the controller, and the
communication unit transmits the value.
44. The apparatus of claim 43, wherein the
communication unit transmits the value as

electromagnetic radiation.

45. The apparatus of claim 44, wherein the

electromagnetic radiation comprises light.

46. The apparatus of claim 44, wherein the

electromagnetic radiation comprises radio waves.

47. The apparatus of claim 25, wherein the access
control rule is such that once the value is written

to the memory, the memory may not be rewritten to.



43. The apparatus of claim 26, wherein the nenory is configured to be read
by the controller, and the comunication unit is configured to recei Jeb Noy 2005
data from the controller, and wherein the controller reads the value from

t he menory, the communication unit receives the value fromthe controller,
and the communication unit transmts the v3 ue. 44. The apparatus of claim
43, wherein the cormunication unit transmts the value as electromagnetic
radi ati on. 45. The apparatus of claim44, wherein the electromgnetic

radi ation conprd&esrhe ghppadStud hef appaimtans, fongrd@idndf.apvherein the
el ectromagnetii c, radi ati on conprjses radi o waves. 47. The apparatus of claim
25, wherein thetBHREFALeL oM FHL Fuldrereidydihea mamagncd g Hommgdie is witten

to the menory, ﬁé‘ﬁaMéyiﬂr@é(%Mec?ec{xe jdten to. 15 NOV 2005 32 48. The

apparatus of -claim@47, conprising an ‘integrated circuit, wherein the
menory is fornmed wusing the integrated circuit. 49. The apparatus of claim
26, conpri sing integrated circuit, wherein the controller is forned
using the i nt,egfgt e i FRRAY2 LG OfHlaiah At SO iEidignaZ6, conpri sing an

i ntegrated C[rQ&Hﬂegﬂgﬁgéﬂé&féﬁié#”ﬁﬂgyé¥ﬂiéﬂélggﬂtféiler is formed

using the integrated circuit.

5 50. The apparatus of claim 26, comprising an
integrated circuit, wherein the communication unit is

formed using the integrated circuit.

51. The apparatus of claim 47, wherein the apparatus

is attached to a substrate.

52. The apparatus of claim 51, wherein the substrate

is a flexible sheet material.

53. The apparatus of claim 51, wherein the substrate

is an article of merchandise.

54. The apparatus of claim 51, wherein the substrate
is an item of packaging.

55. The apparatus of claim 47, wherein the
communication unit receives the value as an

electromagnetic stimulus.

56. The apparatus of claim 55, wherein the

~electromagnetic stimulus comprises light.



' i i i i tus of claim47, wherein
sing the integrated circuit. 51. The appara _
Iﬁ;nggp;ratgs i's attgched to a substrate. 52. The apparatus of cla;n151,
wherei'n the substrate is a flexible sheet_n?ter}al.rgﬁéngrgeapgira%ﬁiNgvzmm
[ [ [ ticle of ne . .
claim51, wherein the substrate is an ar _ _ >a. oo
: i in the substrate is an itemof packaging.
D e atns o ol ol s i i ni cation unit receives the
apparatus of cla-im47, wherein the co ot
Igﬁuepgs an electromagnetic stinulus. 56. %%e aPPSL?tUiSOktgl?ngSgé -
erei i i mul us conprises Ii . _ 57.
e eomar et us ofcl amoe. opet ,gPectronagnetic stimulus conprises

Thg_apﬁg;ggusSg§7$L25§L§§Pg¥ggﬁg;ggfg MBS comperelmgtlhe phot oel ectric

col | . i ' ' | ' i - ] ue as an

el |, wherein tbkecopbiayaatieNstMh1us € S.dhe.y o .
glectronagnetic stimulus. through t%e phdﬁ@%ﬁec%rlﬁ P | WaBS - The appar at us

of claim55, conprising an antenna, wherein the communication unit

i i timul us through the antenna. 60.
receives the vatge ag electrompgnetic s th tenna
The appar at us oJTE' cl al?n%?a%té‘f%l tFref Wt ThnLonriptinesa a capaci

antenna. - bhotoelectric cell, wherein the communication unit
' receives the value as an electromagnetic stimulus

through the photoelectric cell.

53. The apparatus of claim 55, comprising an antenna,
wherein the communication unit receives the value as

an electromagnetic stimulus through the antenna.

60. The apparatus of claim 59, wherein the antenna -7

comprises a capacitive antenna.

61. The apparatus of claim 47, wherein the access

control rule is stored in a second memory.

62. The apparatus of claim 47, wherein the access

control rule is embodied in a logic circuit.

63. The apparatus of claim 47, wherein .the memory is
configured to be read by the controller, and the
communication unit is configured to receive data from
the controller, and wherein the controller reads the
value from the memory, the communication unit
‘receives the value from the controller, and the

communication unit transmits the value.



61. The apparatus of claim47, wherein the access control rule is stored

in a second nenory. 62. The apparatus of claim47, wherein the acceszﬁnﬁ’&v 05
control rule is enbodied in a logic circuit. 63. The apparatus of cl ai 7
wherein :the nenory is configured to be read by the controller, and the
comuni cation unit is configured to recewe data from the controller, and
wherein the controller reads the value ffomthe nmenory, the communication
unit receives the value fromthe controller, and the conmunication unit
transmts the value. 15 NO V 2005 -34 64. The apparatus of claim®63,

wherein theggco i J it transmts.the value as electromgnetic
radi ati on. %gS. e a@gﬁ"%ﬁ‘gt‘%g 1a§)1¥1 6§r gf?lpﬁeghfhe\mgp%q%cqlﬁg ”@Fté&nﬁﬁﬁﬁ&ﬁe‘fﬂ;@ as
radi ati on etwpomagseticirgdibtiop6. The apparatus of claim 64, wherein the

el ectromagnetic radiation conprises radio waves. 67. A systemfor
inventory control, the systemconprising: an item wherein the itemis

i a i.ne- dahl e and .t he machi ne: readable tag stores a
tracking nimper  ABraraE Prde bR sE e By orgnicraaten pepptes Tet
associ ated with the tracking nunber; a reader for reading the
machine-readabl e tag, a witer for witing the machine-readable tag, and a
data proc eggi ng 149 $pparatup of eleim e ahesin thetdhectiomagretiteraditidn chmptisdstradio
wherein thgteader reads the tracking nunber fromthe tag, the data
processi ng system stores the tracking nunber, the witer shortens the
| ength, and the witer wites a new tracking

67. A system for inventory control, the system comprising:

an item, wherein the item is tagged with a machine-readable tag, and the machine-
readable tag stores a tracking number, wherein the machine-readable tag stores a length
associated with the tracking number:

a reader for reading the machine-readable tag;

a writer for writing the machine-readable tag; and

a data processing system in communication with the reader and the writer, wherein
the reader reads the tracking number from the tag, the data processing system stores the

tracking number, the writer shortens the length, and the writer writes a new tracking

number to the machine-readable tag,

68.  The system of claim 67, wherein the machine-readable tag comprises a radio-

frequency identification (RFID) tag.

69.  The system of claim 67, wherein the data processing system is a point-of-sale

terminal.

70.  The system of claim 67, wherein the writer authenticates itself to the machine-

readable tag before writing to the machine-readable tag.

71. The system of claim 67, comprising a second reader positioned in front of an exit,

wherein if the machine-readable tag is read by the second reader and the machine-readable



nunber to the machi ne-readable tag. 68. The system of claim 67, wherein the
machi ne-readabl e tag conprises a radi o- frequency identification im I %
tag. 69. The systemof claim67, wherein the data processing syst 0 2805
point-of-sale termnal. 70. The systemof claim&67, wherein the witer

aut henticates itself to the machine- re ble tag before witing to the
machi ne-readabl e tag. 71. The system of tlaim67, conprising a second
reader positioned in front of an.exit, wherein if the nmachi ne-readable tag
is read by '3&hRasdot bad) theclspgth of the trackingpwmbes-sherterad, thel®oOVea065rig8as hag
has not haqletﬂﬂaq?&[gngth of the tracking nunber shortened, the second reader
triggers a theft alarm 72. The systemof claim®67, conprising a plurality
of secondary readers, wherein the plurality of secondary readers track
novemnent o& the_jtemthrqughout a geographic area. 73. The systemof claim
67, wher ei 1%t he THE &Hsterg o4 cgﬂﬁar%@@mpn@ag agplwralitt of se¢ondping readstse whereircthai m

fZ i’cpﬁﬁ?ﬁ y, PGP oPladby doollcrs RRECRS Pinlo BT o M isBOVs pbaribicare ¥ ©
acility. ' .

73. The system of claim 67, wherein the item is a pharmaceutical product.

74.  The system of claim 73, comprising a plurality of secondary readers, wherein the

plurality of secondary readers track movement of the item throughout a health-care facility.



