WO 02/ 091311 PCT/ US02/ 14306 SMART CARD ACCESS CONTROL SYSTEM

CROSS- REFERENCES TO RELATED APPLI CATIONS 5 | | [00011 This EL?Q
clainms the benefit of priority m‘\“\m \& . 119(e) to 6@
Pat ent Appllcatlon No. 60/ 289 m& 4, 2001 and Pr V|S|onal u. S.
Pat ent App‘lvpc‘?é’f)? 13H No. 60/318, 385 fids et Septenber 10, 20610 e

I ncorporated herein by reference in their entirety. 10 BACKGRClJND OF THE
| NVENTI ON  Field of Invention [0002] This invention relms ly to
access systems for accessing restrictedyareas, and ITDII Hm Iy to a
one to one conparison access card 15 reader ut|I|Z|ng secy keys for
true authenticated verification of the identity of an access card hol der
attenpting to gain access to a restricted area. Background [0003] Access
readers typically are srRMARIGABRD ACGESS CONGRALSYSTEMe 20 entrances to -
restricted, or secured, areas. To gain access to an area, an access card
hol der nust present § cee d] lLh in turn
verifies the infornm 3 e > Conmonl y used
access cabds include both contact and contactless snmart cards. In the prior

art  systems, the 5603 2tnic SFBIALA'RUIRS 18 barkrt sﬁpﬁ&rﬁg%péﬁgsw ghe each

access card 25 haol der g formation
i dent i fi cati oH(@de FrovsieeallsS. Batent Application Noe 0/285% %%F"pfill\i%)f4 APWr ocess
of the prior ad Proeigiinaet). SnPatent ApplicationNG)i 661318B8%filug Septémbact@ss card

central compae wieh R Beermh BT HeI bl P R e e AR "Car e ot
the cent#@l conputer, 30 comunication of the results fromthe central

conputer to the access readgACKGROUND OF THE INVENTION
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[0002] This invention relates generally to access systems for accessing
restricted areas, and more specifically to a one to one comparison access card
15  reader utilizing security keys for true authenticated verification of the identity of
an access card holder attempting to gain access to a restricted area.

Background
[0003] Access readers typically are small boxes located proximate to the

20 entrances torestricted, or secured, areas. To gain access to an area, an access
card holder must present an access card to the access reader, which in turn
verifies the information on the card with a central computer. Commonly used
access cards include both contact and contactless smart cards. In the prior art
systems, the central computer stores data files associated with each access card

25  holder, includinginformation regarding employee identification, card validity, and
access rules. The verification process of the prior art requires an initial
communication between the access card and the access card reader,
communication betweenthe access reader and the central computer, verification
of card holder data and access card data at the central computer,

30  communication of the results from the central computer to the access reader,
and communication of the results to the access card holder by allowing or
denying access to the restricted area.

[0004] The verification process of the prior art is sufficient for low traffic
35 entrances, such as a gated entrances for a small office building, wherein the
additional time required for the verification process does not cause long queues
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per sonnel ac S68. rights for every door or gate. Installation of a new gated
entrance requires update of the central conputer data bases. In addition,
each 251§hange I n personnel or a change in personnel access to restrlcted

areas requires a[mous}iﬁktalhﬁowef ted pribar saccesy chotroll ystems argaostis, the
changes may ce>h hen' cﬁggs ggt'elt* ‘entrance way requires installation of communication
lines to the central computer. For multi-story or expansive buildings, the wiring
and/or re-wiring process is both time-consuming and expensive. These factors
20 often present cost-prohibitive blocks to converting rooms, labs, or designated
areas into secured access areas. In addition, because each door or gate may
have different access rights, the central computer also must keep track of
personnel access rights for every door or gate. Installation of a new gated
entrance requires update of the central computer data bases. In addition, each
25 change in personnel or a change in personnel access to restricted areas
requires an update to the data bases, and for large companies, the changes may
be required daily.

[0006] The prior art also presents security issues. For example, an

30. access card holder user can enter a secured area with an unreported stolen card
if the verification process is for validity of the card, only. Thus, for security
purposes, entrance ways are often manned to verify the identity of a person
holding the card with a picture identification on the access card. One way to
eliminate the requirement of security personne! at each entrance way, is through

35 the use of automatic identification systems connected to the central computer.
Biometric systems such as fingerprint identification systems are becoming
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SUMMARY OF THE INVENTION | ‘
[0008] It is an advantage of the present invention to provide an access
control system that does not require communication to a central computer for
25 activation, access card verification, and reconfiguration.

[0009] Itis another advantage to provide an access control system which
employs a one to one verification process at the access card reader and does
not require data storage for every access card holder.

30 - _
[0010] Still another advantage is to provide an access control system that
may be configured to emulate a variety of access cards to allow compatibility

with existing access systems.



enpl oys a one to one verification process at the access card reader and
:does not require data storage for every access card holder. 30 [0010]

Still another advantage is to provide an access control systemthat my be
configure ate a variety of access cards to allow ¢ tibility

with exi s%h&@%‘&%s systems. WO 02/091311 PCT/ US02/ 14306P8ﬂ8€%6ﬂ’f It is
yet anot her advantage to provide an access control system which nay be
configured to allow different access rights to a variety of gated

entrances. 5 [0012] A further advantage_js to provide an access control
system having the option for an unattended or attended secured entrance
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of keys provides an authenticated read of data from the access card that is not

provided in prior art access control systems.

20
[0014] The access control system of the exemplary embodiment of the

present invention utilizes four types of contactless smart cards including
activation cards, access cards, deactivation cards, and update cards. In an
exemplary embodiment of the invention, the access readers are pre-

25 programmed during manufacture with an initial activation key. The access
readers may then be initialized by reading data from an activation card encoded
with the same key. The deactivation card returns the access reader to a
production state awaiting an activation card. Modifications in access reader
data, such as keys, are downloaded to the access reader utilizing an update

30- card. Inone embodiment of the invention, the access reader ingludes a serial
port for connection with a personal computer (PC) device. The PC device may
be used for initializing or updating the access reader, or for collecting
transaction, or “log”, data from the access reader.

35 [0015] Access cards are presented to the access readers to gain
entrance to secured areas. The access cards are further formatted to contain



data, such as keys, are downl oaded to the access reader utilizing an update
~30, card. I n one enbodi nent of the invention, the access reader includes a
serial port for connection with a personal conputer (PC) device. The PC
devi ce na be used for |n|t|aI|2|ng or updating the access reader, or for
collectinéyopygﬂgﬂction or "log", data fromthe access r&IdsP14386 [ 0015]
Access cards are presented to the access readers to gain entrance to
secured areas. The access cards are further formatted to contain WO

02/ 091311 PCTI US02/ 14306 -5 applicationgpecific data in a designated
menory blocks Each nmenory bl ock has an application type nunber key, a
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verificationthe blometrlc device with the template mlnutna stored on an access card ¥
actual images from the access card and the biometric device may be used by
20  security personnel to make decisions whether to permit an access card holder
access to the secured area. Thus, the access control system of the exemplary
embodiment provides means for both attended and unattended identification
verification.

25 [0017] The access reader of the exemplary embodiment may be
integrated with existing access contro! systems by programming the access
reader to output a data stream required by the existing system upon verification
of the identification data from an ID device with the application data from the
access card. For example, access control systems that utilize key pads and

30 swipe cards, and which output Wiegand bit streams, may be updated by
providing access readers that output the same Wiegand bit streams upon a
positive comparison of the key pad entries to the entries stored on the
contactless access card. The access reader may be configured to be
compatible with other existing access readers, such as magnetic stripe and

35  serial based access control systems in the same manner. The ability tointegrate
the access reader of the exemplary embodiment with existing systems, enables



of the identification data froman ID device with the application data from
‘the -access card. For exanple, access control systens that utilize key pads
and 30 swi pe cards, and which output Wegand bit streans, nay be updated by
provi di ng g,czﬁﬁ readers that output the same Wegand bit_streans upon a
positive c ﬁﬁ) ¥oh of the key pad entries to the entri esPYE24438% ¢ he
contactl ess access card. The access reader nay be configured to be

conpati ble with other existing access readers, such as magnetic stripe and
35 serial based access control systens ig.the sane manner. The ability to
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i |l ustrati on referttt ke paoanthirswhichan access reader of a first enbodi ment

f th t i L.an; Yol L& ) ' f f d
ohysical’ cont i gur Sgure s el HusirgilPoring Buffieator Gt B adpiet: o o
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enbodi nent ; r S .an ¢ stration of exanple equipnen at may

enpl oy the ustbg%égfe'{rﬁgeg.%coggge bntrol systemof a preferred enbodi ment of
t he present i nventfigure 3 isagillustrationsofdie tompenents pban etcessreadaryf bifistk of a

contact| ess dmbbddifhfof Ak pqg@np;rggﬁﬁérﬁd enbodi nent; and
15 Figure 4 is an illustration of a preferred physical configuration of an
access reader;
Figure 5 is an illustration of an access control system of a preferred
embodiment;
Figure 6 is an illustration of a biometric access control system of a
20 preferred embodiment;
Figure 7 is an illustration of example equipment that may employ the use
of the access control system of a preferred embodiment of the present invention;
Figure 8 is an illustration of a memory block of a contactless smart card
of the preferred embodiment; and
25 Figure 9 is a flow diagram of a method of the preferred embodiment for
an access control system.

DESCRIPTION OF THE PREFERRED EMBODIMENT

[0019]) Figure 5 illustrates the smart card access control system 200 of

30 apreferred embodiment of the present invention. The system 200 includes an
access control unit (ACU), also referred to as an access reader 202, which
communicates by radio frequency 228 to an access card, e.g., a contactless
smart card 208. The access reader may be used for basic applications such as
transit access, loyalty transactions, and health care benefits which utilizes a

35 contactless smart card. However, this basic system has minimum use as the
access reader 202 is limited to verifying the validity of the smart card 208 rather



25 Figure 9 is a flow diagram of a nmethod of the preferred enbodi nent for
“an access control system DESCRIPTION OF THE PREFERRED EMBODI MENT [ 0019]
Figure 5 illustrates the smart card access control system 200 of 30 a

preferred ‘f&gﬁ&‘ll&ﬁnt of the present invention. The syst eTpﬁ%g}'/{'é' udes an

access con unit (ACU), also referred to as an access %2, which
comuni cates by radi o frequency 228 to an access card, e.g., a contactl ess
smart card 208. The access reader nay be used for basic applications such
as transit access, loyalty transactionsyz.and health care benefits which
utilizes a 35 contactless smart card. However, this basic system has
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port 230 for connection with a personal 15 conputer-type (PC) device 212.

The PC device 212 may be utilized with the access reader 202 to program
standard product i {3020F&antiouing withoBigumh 8, ther arpeasmeatler202 of:a geef@®d t hen
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for a desired mode of operation. The PC device 212, or a contactless update
card 62, as shown in Figure 2, may be used to download database material to
20  the access reader 202. Similarly, the PC device 212 or a contactless memory
- device 232 may be utilized to upload log lists from the access reader 202. Log
lists may ing:lude data collected from access cards 208 that are presented to the
access reader 202, as well as data identifying the access reader 230. The
access reader 202 of the preferred embodiment is connected via another serial
25  connection 226 to a central computer 210. The access reader 202 performs the
access identification process in real time, and uploads the results of the
“transactions” to the central computer at a later time, for example, each night

after a business day.

30 [0021] Figure 3 illustrates the electrical hardware components of an
access reader 100 of a preferred embodiment of the present invention. The
access reader 100 includes a microcontroller 104 for performing the access
verification processes, and an RF modem 102 for communicating with a
contactless smart card. Unit power 116 is connected to a DC to DC converter

35 108 which supplies 5 volts internal power 128 to the RF modem 102. The DC
to DC converter 108 is connected to a regulator 110 which supplies power 120



access reader 202, as well as data identifying the access reader 230. The
‘access reader 202 of the preferred enbodi nent is connected via anot her
serial 25 connection 226 to a central conputer 210. The access reader 202
performs t ss identification process in real tine, and | oads t he
results ofaﬁﬁ@g&sf kansactions" to the central conputer at‘%ﬂv%ﬁfymﬁine, f or
exanpl e, each night after a business day. 30 [0021] Figure ,3 illustrates
the el ectrical hardware conponent of an access reader 100 of a preferred
enbodi ment of the present invention. Theg.access reader 100 includes a

m crocontroller 104 for performng the access verification processes, and
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access 10 control systemreader. [0022] Continuing with Figure 3, in one

enbodi nent of the e nvent.t o t he access reader 10Q .[ ncl udes an

opt o-: sol ator 106 [Qé)ﬁi(gémﬁ‘l[ ")flggwt'th EQHW ?oEbﬁPFo?WEP&WE%quc}h?tméswi t
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SSVLL% ) Skt O Sl N g 12

external devices 204, 206, 212, 210, as shown in Figure 5. Ift e microcontroller
104 does not require optical isolation, the unit power 116 and the external power

20 120 may be provided from the same power source by connecting terminals 2
and 8, and by connecting terminals 6 and 7, for the terminal block 130
configuration shown in Figure 3. This configuration uses the external power 120
for the optical isolator and the LED 1086, but defeats the optical isolation by
connecting the signal ground 132 to the power ground 134.

25

[0023] As shown in Table 1 for one embodiment of the access reader

100, terminals 3 and 4 are data outputs. Other embodiments of the invention
may require more or fewer data outputs. For example, if the access reader 100
is programmed by activation card to output Wiegand data, the data appears on

30 termjnals 3 and 4. If the unit is programmed to output serial or magnetic-stripe
data the data appears on pin 3, only.
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TABLE 1. Terminal Block Connections for an Access Reader

[0024] Figure 4 illustrates a packaging configuration 150 for the electrical
components of the access reader 100 of Figure 3. The packaged access reader
150 of a preferred embodiment of the invention utilizes the same area footprint
as a single-gang wall plate having a width, W, of 2.75 inches (6.98 cm) and a
length, L, of 4.5 inches (11.43 cm). The packaged access reader 150 is
mounted onto a surface using two mounting holes 158 that match the holes in
asingle-gang electrical utility box. Another embodiment ofthe packaged access
reader 150 replaces or fits inside the electrical utility box. The packaged access
reader 150 of the preferred embodiment has a depth, D, of 1.5 inches (3.81 cm),
but may be configured for any necessary thickness. The packaged access
reader 150 has a faceplate area 154 whiqh provides a target for the presentation
of an access card. Atleastone LED 152 on the faceplate 154 illuminates to red

to signal an invalid card or a read error.

A valid card and a successful

identification of the access card holder is indicated by the LED 152 illuminating
to green. The LED 152 provides the access card holder with an indication that
the access reader 100 is operational. In other embodiments, the packaging
configuration be of any form factor desired by a customer.




Term nal Functi onComment |Internal 5 Volts; orProvides +5 Volts at up to
*100mA; or Test Term nal for production testing 2External 5 to 28

Vol t sl sol ator and LED power (Requires +5 to +28 Volts at 20 mA) 3Dat a
10ptically,j h d data out 4Data OOptically isolated data out S5LEDH gh =
Red, |ow :w@g/ S“r;inltzielunconnect ed = Yel | ow 6Ext ernal Commonl| FOTAIS8Y 14 LED
power and data signal common 7Power ComonUnit power and internal +5 Volt
common 8Unit PowerRequires from+8 to +28 Volts at up to 2.5 Watts 30 WO
02/ 091311 PCTI US02/ 14306 -10 [0025] Figupe 6 illustrates a bi onetric
configuration 300 of one enbodinent of the invention. The access card

reader 304 is ins deadj acen; of and controls the d |.ock 308. An

access card hol dei&dpér s& .srghés'ﬁ'u%ltg%tggséc@f’@e@% CPBhQLf{@E%C AaPBer eader
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304 conpar es 3CRBSHAT gccesRErid regder 34 whighwepdeprrelptad anseess dat a
on the adiessatmfrdm3bé acoesserdrt\B06i dethis Eomfijuration@oo, bQ:aﬁ%ﬁES@Z%éhés hol der .
I f the image fdl&Si ; o at t hen t he
i dentificati gﬂqg‘%gt@ﬁi acc'es%%c@{ngt'%%fZ‘iér)gﬁgefgbcé?& g&@%ﬁ? theyaeqess Brdner
degree than £63d8ari304- B acoess gardiaadenaf4 gemparesdhe data fiomdbecamena, only.
This validati30R withathenerd-stofste 4eE8Pad89on RS 41288 NQlrd S(ﬁﬂg' r\%ri% )
0 Ppreven

cecur ity br olsihauCBt fhe@Ee8 cafy BBy 58 Jhaph sty FuttchesctrediBba: mont
per f or ms1thddistaresh @cceas datac thenothe identification ofiftecacdelss cardibokdef negtbheon
process. For gaxriftd&d told MigRérRgPe b eXRBAG ottt sPiiSths tdtSkrify one data
component, only. This validation is a one to one comparison, and does not
require communication with a data base of a central computer.

15 [0026] To prevent security breaches, the access card reader 304 of the
preferred embodiment performs additional verifications before or after the
identification process. For example, the access card reader 304 must first
establish communication with the access card 306 utilizing specific protocols.
The communication protocols may also identify particular information about the

20 access card 306, such as the serial number of the access card 306. If the
access card 306 does not respond to the required communication protocols
transmitted by the access reader 304, then the access card 306 is not valid for
that particular entrance way 308. Once communication is established between
the access card 306 and the access reader 304, the access reader 304 can read

25  data from the access card 306 only if it knows at least one application key and
read key stored on the access card 306. In an alternate embodiment, the access
card reader 304 further compares the access card information, such as the serial
number, with access card holder data, such as negative lists, that are
downloaded to the access reader 304 at regular intervals by means of the PC

30  Device 212, the central computer 210, or an update card 62 as. illustrated in -
Figure 5. If any of the validation processes have a negative result, the access
card reader 304 denies access to the secured area.

[0027] In an alternate embodiment of the invention, the access card
35  reader 304 may also write an invalidation code to the access card 306 providing
the access card reader 304 has a correct write key. The invalidation code on the




est abli sh communi cation with the access card 306 utilizing specific
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entrancqsl nto.a slecuer rea usjng an access card 306 that 1s i1nvalid.
However, > a F\S?'?’ﬂé?"%’?ﬁ%&ﬁQfﬁ'%%"ﬂ%eﬂﬁaf?e?ﬁfﬁg'aeﬂ fcatipR werfications. (Thgder s 202
that are conericaladmputer perorms a oaligitt eheck16f, thastrarisaoction tlatd €ireach. The
transacti on 20! el j al
nunber and t?ﬁ%%@'ﬁﬁ?ﬁ@ﬁﬁi%ﬁéﬁ%ﬁﬁ@ ?%@PJJ?HW%OWJ?&?@ 0 or a

menory devi cHetegpined tohe jnya ceBl3lgampiien 410 thendownleads wedatedi ned
nunber of i difidrinfatioatto thre aecdstireaders 292 of ke secured area to deny exit for the

20  access card holder, and alerts security. The preferred embodiment of the
access reader 202 also includes an additional security measure for notifying
security personnel of an attempted removal of the access reader 202. For
example, upon the detection of a loss of power, the access reader 202 sends an
identifying signal to the central computer 210.

25

[0029] Figure 1 illustrates the initialization components 10 for the smart
card access control system of a preferred embodiment. The components 10
include an access reader 14, a standard production smart card 16, and a
personal computer device 12. The access reader 14 includes a serial port for

30  data communication 18 between the access reader.14 and the PC device 12,
e.d., a laptop or hand held computer device. In an alternate embodiment of the
invention, a central computer, as shown in Figure 5, that is hardwired to the
access reader 14 may perform the installation and configuration processes of the
PC device 12. Continuing with Figure 1, the PC device 12 together with the

35  access reader 14 are utilized to create various card types 54 from standard
production smart cards 16. Figure 2 illustrates the access reader states 52 and



central conputer perforns a validity check of the transaction data for each
‘access card 208 against data stored in the central conputer. If the card is
determ ned to be invalid, the central conputer 210 then downl oads updat ed
infornatiqwo%gmhgﬁ access readers 202 of the secured area to degé exit for
the 20 access card holder, and alerts security. The pref &GTEHUMII ment of
the access reader 202 also includes an additional security neasure for
notifying security personnel of an attenpted renoval of the access reader
202. For exanple, upon the detection offga l'oss of power, the access reader
202 sends an identifying signal to the central conputer 210. 25 [0029]
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i nventiorf a cent [@030] Goplinuing withsFighreid) theadeiegsiremder 14 has tweogsratwialed t o

the access rgeaditistdids BRWHH AR tHe Baécti\[&%@é\#?rhﬁﬁhl%?%e%ﬁazthggé@a{ag@i ce 1

processes of the Cont 1 nuj n

. PC deyice, 12.
t oget her wi t PPEfRtiogal § si’qc@aﬂ%‘?’erlﬁp-a% feqass Aeadenp 14r efathe peafersed card
types 54 froemhagdinientindicateslits operationeal state by der éampie Bepirg thrddirheat es t he
2
iy

access readeg and. . L 0§ _- ard es 54
of the p efertcr’ Zﬁéﬂ%ﬁ%é %ﬁg%'nvﬁﬁﬁggggﬁﬁ%ér?t%ggéattgﬁgff/%g% Sﬂt eaﬁgv# ith the
access r@adeppffﬁtpﬂﬁl slete; theracsess reades 4 wails farianadtivatiomaard dtatleck it

pur poses. F (636 aﬁﬂvﬁtédlst'ag@ mdm Fivalid ?ﬁﬂvattdﬂecaﬁfﬁ(qﬁﬁ ;Sregékﬂtéd%‘ulﬁ@stt‘tm
operational _r r eacti yat ed, operational state
alrcl)d t he acti\?gﬁg%q_eggéﬁafm%éﬁceg% g%rﬁﬁé%%ﬁggép{t% e aiyated pesationaer 14
of the prefestald usinghtn Applicationiitype ewimbes, theeread dey) ant adutpityforinat
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[0031] The activated operational state of the access reader 14 utilizes
20  customer specific application type keys which are pre-loaded into the access
reader 14. Upon power-up, the access reader 14 of the preferred embodiment
indicates thatitis in an activated operational state by, for example, beeping once
for a duration of one second. Table 2 lists the actions that an access reader 14
of the preferred embodiment takes upon presentation/detection of an access
25 card 16. In the activated operational state, the access reader 14 only reads
access cards 58 that are encoded by a customer with an appropriate read key
in order to prevent unauthorized cards from communicating data to the access
reader 14. In the preferred embodiment, the read key of the access card 58 is
encrypted to produce a hash key. The access reader 14 reads the hash key and
30" uses the encryption code to determine whether the read key of the access card
58 is valid. The use of the read/hash key provides an authenticated se'curity
which is not found in current access systems. Other systems which provide un-
authenticated Wiegand identification numbers can easily be replicated via
playback attack.
35




state using the application type nunber, the read key, and output format
~specified by the activation card 56. If a production smart card 16 is
presented 15 to the access reader 14 while the reader is in the deactivated
operatlongi §%@;3 52, and the smart card is not a valid activation card
the act® dider 14 will signal an error conditionPCEdF0Y143%0 beeps.
[ 0031] The activated operational state of the access reader 14 utilizes 20
custoner specific application type keys which are pre-loaded into the
access reader 14. Upon power-up, the acggss reader 14 of the preferred
enbodi nent indicates that it is in an activated operational state by, for

St one that - an_olE32L As¥ndbriTRbIE ihe 3080 REY BiPvaliloeradress Hnker BSon
pr esent at i on/14dreees itwisede ingicate dbe invalidignetithemccess chm 58tanda1cedata is
oper ational gshfbueto ddHlroP&ERES (6 frdRicured arahY If efdifecfErmp gt hat

are encoded b r wt a riate r I n order to revent

unaut hori zed® @&Q@?Qjﬁ&%’o‘?ﬁmpﬁ@ﬁf '&%‘tgﬁf@%ﬁ? Qfﬁgege@éggccg@%%ﬁ 5§4'pr n the

preferred enmbusilabieis stored in adap flejn the acbesseadesfor aubsezfiant upl@ﬂd @,ed to
roduce a ha r e ses

!to he gncr ypti %nrpdggéwcé-%%%%@ﬁ%?anle \?\'/ﬁﬁﬁ %rtjaérlﬁt’ E’ggﬁgggﬁﬁ%EM?%éja SXIFE gar d

58 is valid. 'fifermation theya maybeuliizen teperiormactiors suchasalening secwity

secur :j ty whoeplacimgrihé ateesscoard 242rdn@?e€slml%t SY feCread @Mbre%ﬁhﬁlttﬁém whi ch
rovi de un- | n ers can a5|

Iroepl i cat ed v?géég%%é%eqt‘gqs ﬂrg&«;ﬂﬂ%gg%sdﬁg%ﬁ '%%)TBU?/’? &“[0032]

As showdlQ n 'ﬂhﬁﬂ@egs cargl 58 & dataig netgvailablenthe aatess t‘&a@cdés&gna@atmess 14

beeps twice tardi sBlinvalidiyByeoddpidy tvilkd.Y Iffath REaRs ; 168 6g % n;g? gdata is

erre

tput t t | di t
P o 2 BRI R GERR P ubirey ek TRET B the dete 45 Botariiing WoRIRRG nonwss
card 58, if paetyds ¢corraat, Hfial tlveelceumtlmsaadeagef ithem fhe ddcesscaiB8 isqaligr for

b
subsequent ugh@@d é‘t%e&é’rea%eP 14 gﬁt ﬁﬂ&te@d%%ﬁ&@%koﬁ:?ggﬁ%r@ toé?lﬁv}@% ‘o

cont actl ess nenor or nat

per f orm&ct i Bﬁ?%tﬁqﬁg;@?‘%réﬂg% a§6%~°t§r fa the secyedcargg. t rﬁe%laewyclm d 212

on a negat i vincteéased byfmaihtainiegtheksaeresdyosiate ihash lkey anafr36e ORTler 14 is
correct, the access reader 14 can attenpt to read data from 10 the access

card 58. |f pata—is—not—avaable—ihe—access—reader 14 signals access

Correct Data Valid Access Reader Action
Read Key Read CRC Beeps Output

1IN N N 2 none

20 21Y N N 2 none

31Y Y N 2 none

4 1Y Y Y 1 Formatted Data

5 | Other Reader Errors 2 none

Table 2 - Access Reader Actions for an Activated State

25
[0033] Referring to Figures 2 and 5, the access cards 58 of the preferred
embodiment are standard production contactless smart cards formatted for use
with the access control system 200. If desired, these cards 58 can be securely
shared among multiple systems, such as transit system fare-card applications,
30  building physical access controlapplications,equipment access applications and
loyalty applications. The memory in a standard production smart card 208 is
divided into blocks. Each block 400, as shown in Figure 8, contains multiple
pages of read/write memory for storage of application data 408, and an
associated page for storing a read key 404 and a write key 406. Each block 400
35 isassigned anapplication type number (ATN) 402, e.g., transit or access control.



card 58 invalidity by beeping twice. If data is available, the access
‘reader 14 perforns a cyclic redundancy check (CRC) on the data to

determ ne whether parity is correct. If all three conditions are nmet, then
t he accesgg is valid and the access reader 14 outputs formatted
data to perfofmactions to allow the 15 access card hol ddrCHE Y436 access
to the secured area. Security may be increased by maintaining the secrecy
of the hash key and/or the CRC. 20 CorrectDataVal i dAccess Reader Action
Read KeyReadCRCBeepsQut put: 1NNN2none 2YhhRnone 3YYN2. none 4YYY1lFor matt ed
Dat a 5C her Reader Errors2none Table 2 - Access Reader Actions for an

Act ted State 2 d5 th ccess cards 58
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15 [0035] Adding access control capabilities to an existing smart card
requires at least one application block 400 to be unused and available in the
smart card memory. This allows multiple applications, such as transit for subway
and buses, loyalty, payment systems, identity, and/or additional physical access
control applications, to be loaded seamlessly and securely onto the same

20  contactless smart card. Figure 7 illustrates example applications of the access
control system 200. Each application may be connected 382 to a central
computer 380. A first application for physical access control is illustratl'ed as a
door 370 controlled by an access reader 372 having a keypad ID device 374.
An employee presents his or her access card 58 to the access reader 372 and

25  enters a code on the keypad 374. The code is verified with identification data
408 stored on the smart card to determine the validity of the smart card. In an
alternate embodiment of the invention, other identification devices may be used
in place of, or in addition to, the key pad 374. For example, in an alternate
embodiment of the invention, the access reader 372, 352, 360 may require more

30 than one identification device. In such an embodiment, the smart card
application data 408 contains the identification data for comparison with the
data received from each identification device. The access control system may
also be used to control access to equipment such as personal computers 350.
For example, an access reader 352 having an RF interface 354 for reading a

35  smartcard, and afingerprint pad 356 for identifying the access card holder, may
be used with security software installed on the personal computer 350 to limit



identification to up to 32 Kbytes for intensive bionetric identification
“since access reader 202 uses only one application type nunber 402 and read
key 404 from cards that it has been programmed to use. Since each custoner
menory ar s customer specified read and wite cryptographic keys
404, 406 S@)é%%gﬁ the card, each custoner nmenory area iFCTHSONI3Cure and
| naccessi ble to anyone, i.e., an access card reader, that does not have
the correct cryptographic keys 404, 406. 15 [0035] Adding access control
capabilities to an existing smart card_qgequires at |east one application
bl ock 400 to be unused and available in the smart card nenory. This allows

multiple a | i r | £ _faqr subwa and buses, |loyalty,
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354 for  peading spart card, and a fingerprint pad 356 for identifying
t he accéés card ﬁgaga fmﬁﬁyefeﬁﬁdﬁmdw‘?'ht &ainvegtioruprovides theneptiniabd on
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[0036] A netRHRAUIEH witakey osite agcess gard208r o1 step@6Bstheldcasss reader 202 Fi gur e

receives identification data from an ID device 204, and compares the application

20  data with the identification data, step 468. A data match in step 470 results in
the access reader 202 outputting a signal 222 to a secured device 206 to allow
an access card holder access to a secured area. In optionatl s_teps 472 and 474,
the access reader 202 stores the transaction data to a log file and updates a
status on the access card 208.

25
[0038] Although a preferred embodiment of the invention has been
described above by way of example only, it will be understood by those skilled
in the field that modifications may be made to the disclosed embodiment without
departing from the scope of the invention, which is defined by the appended
- 30 claims.

WE CLAIM:



59, with reference to system conponents of Figure 5. In a first step 452,
~the raccess reader 202 establishes communication with a smart card 208
configured as an access card. If conmunication is established

successful | then the smart card 208 has responded to a conmuni cati on

pr ot ocol dgiﬁm3§“ﬂhe access reader 202. In step 454, th&CIABEYBINeader 202
reads and stores access card 10 application data fromthe access card. The
access reader determ nes whether the access card is valid in step 456. If
the access card is invalid, step 458, fqf_ exanple, parity is incorrect or
the read keys used by the access reader 202 are invalid, access to the
secured area is denied, step 464. 15 The preferred enbodi nent of the
i nvention provides the optional stepéﬂgﬁihecording the access card data in
alog file, step 460, and witing an invalid flag to the access card, step

462, providiaqg faq.q qui ' r the
access card g'OSA i&?ﬁﬁg‘fgﬁsel%g t g@@'&g?@gaﬁgﬁ %Zgéaﬁg%&%lggg%%{e%

i dentificati®N"B4%89rom an I D device 204, and conpares the application 20
data witb the i demtsecunsat idevicdafor, aliwing 4fdesd intat theTBb6lrel Naraheipd O

results in the access“_;,l;:agﬁil ratqggstth%%éé%Qg%_@@ziggna 222 to a secured

device 206 to allow an accéss car f 8% a secured area. In
optional steps 472n igdentification demiseferqevidingddentificatiorsdata efan hecassaasdhict i on
data to a log file anchgdstates a status on the access card 208. 25 [0038]
Al t hough a preferred enbodlﬂr%ﬁnt. of .t he invg&t‘}‘(o? has been described above
by way of exanpl é'bAFSESSGATGNAYINg At icastrae 1 MEFRRNY CORPNBBE: i n t he
field tH8t nodificati applicatiorodataederesporiding bizsalinscidentifter of thericcuéd hout
departing fromthe scope OfcaH‘ﬁol?BEgP}ji on, which is defined by the appended
30 clainms. WE CLAIM g 02/091311 PCI/US02/ 14306 -16 CLAIMS 1. A systemfor
provi di ng control | ed &XJe3% eng applicatipr Pegrety keyheorgprsingnancapplicatidmg: 5 a
secured device for allow ngeadkegsmndito the secured area upon receiving at

! 32?\ E i ??gaffgﬁszaﬁgééegg rﬁé%%’éggéqs Ol(f:iétrxﬂgqﬁ M 41628 RB AR L& N siBrr1gl\/f'c>|gl 'ng
15 controlling the secured device, the access reader comprising:
a memory means for storing configuration data and at least one
valid security read key;
an RF interface for reading the application data from the access
card if the at least one valid security read key is the same
20 as the application read key, the at least one valid security
read key providing an authenticated reading of the
application data from the apce'ss card;
at least one input data line for receiving the identification data from
the identification device; and
25 a processor means for comparing the application data to the
identification data and for outputting the at least one access
control signal upon a match between the application data
and the identification data. '

30 2. The system of claim 1, wherein the secured device is 3 transit gate.

3. The system of claim 1, wherein the secured device allows operation of
electronic equipment having a device processor, further comprising:
security software for execution by the device processor, the security
35 software disallowing use of the electronic equipment unless the at least one
access control signal is received by the security software.



hol der; an access card having at |east one bl ock of nmenory conprising: 10
-appl cation data corresponding to a unique identifier of the access card
hol der; and at | east one application security key conprising an application

read key; ﬁﬁ /&B ﬁccess reader for outputting the at | east one access
control si‘g #9381 15 controlling the secured device, tRETAROYEEG eader
conprising: a nenory neans for storing configuration data and at | east one
valid security read key; an RF interface for reading the application data
fromthe access card if the at least QR valid security read key is the
sanme 20 as the application read key, the at |east one valid security read

key providin ' r i of t.he . application data fromthe
access card; g‘atafheg%wﬁ#e&% ﬁ’t‘”f@%ghﬂ%llucLe"ﬁ'g?atP&‘%"{ﬂed@a SUEABYiE cat i on
data from t @@ditaeidentifieationaiataés/image data. 25 a processor nmeans for _
conparing the application data to the identification data and for

outputting t eTg]t Ie%st gnf.a;:ﬂcess co tr,géﬂ_si gnal upon a match between the
appl i cati on dat'Re SYSIPM QL Claing,tiwhergin; the identihicatinn dataeamnprisesdamelate| ai m 1,
wher ei n the swioutiedordprising charagtaristics of thg ddentifiatiohngatay st em of cl ai m 1,

wherein the secured device allows operation of electronic equipnent having

a device processor, further goltgori sing: security software for execution by
the device pPockBesystemhef clain b, (whereip thefnroggssonmeansdar cgmpasngfthe he

el ectroni c eapplicatioh datd Bdutbimated. | east one access control signal is
received by the security software. WO 02/ 091311 PCTI US02/ 14306 -17 4. The

systemof claim1, wherein the identification device is a bionetric device
and t he 1Qent/i fiheaystam abelaim 4, whergin thetaccess reBker Rythiee stombrisesaneands
wher ei n the fslikgidyifgthedaga bataHihi 388 R | sing
characteristic lo‘jf .){'ﬁ% 1,d a?i fi E:at i onbaﬁ?ﬁaﬁgm@ﬁgths%%%* c(ég?%%s,
wher ein t he Bpaggggqﬂtlowaﬁg}og%egy@@%ﬁqnﬁboqrwformaklngadecnsmn regarding

issuance of the at least one access control signal for allowing access to the
secured area.
15
8. The system of claim 1, wherein the access reader has a plurality of reader
states comprising:
an activated state for controlling access to the secured area; and
a deactivated state, the deactivated state having an activation key for
20 reading an activation card.

9. The system of claim 1, further c__om;iarising an update card for updating the
configuration data of the access reader.

25  10. The system of claim 1, wherein the at least one application security key of
the access card further comprises an application write key.

11. The system of claim 10, wherein the memory means of the access reader

further stores a valid security write key for writing to the access card if the valid
30  security write key is the same as the applicatiqn write key.

12. The system of claim 11, wherein the access reader writes an invalid flag to
the access card if the application data does not match the identification data.

35



application data is automated. 10 7. The systemof claim4, wherein the
~access reader further conprises neans for displaying the i mage data and
the application data, the displayed image data and application data for
use by a person for meking a decision regarding issuance of the
at | east gﬁg (@&éés control signal for allow ng access t8CTHEZI4sur ed
area. 15 8. The systemof claiml, wherein the access reader has a

. plurality of reader states conprising: an activated state for controlling
access to the secured area; and a deactjyated state, the deactivated state
havi ng an activation key for 20 reading an activation card. 9. The system

cont 1 gurat | oS HeyPpagonlEind Spledb s Sbind Son RiEiat fecsss coaten 1,
wher ei n t he the method aomeprising thestépsofsecurity key of the access card
further conprises ﬁ)ﬂloﬁl‘lbold'eﬁﬁﬁda%n‘efa'té Eoﬂrfé‘éabg &lfjngf h.fr}]éélcﬁs "Bapd h8l|dg FB| éo

wherein the rrem)ry means gccess er s ores
security wite key for ﬁ/ﬁcf’??r"g'e? €bhe access card if the vali d 30 security

wite kep is the smdingaepplitationmiata caréspondingltetheesccedcarlimeldey sbaarpf ¢l ai m
11, wherein the acceszaogggﬂgérd%{)&ﬁﬁ?lﬁgtﬁ@g@bggrfIag to the access card if

the application data den cation data. 35 WD

02/ 091311 PCTI US02/ 1430ansmiting 3n applieatiopdead kewiiomdhe aoepsaceadar to then
secured area using an accescesSétat; and he method conprising the steps of.
provi di ng |dent|f|cat| data .corr n,access card Ider to

t he access reader; aglré '%OlgBﬂﬁ?fgigﬁBWC&g?gge ff%g%ﬂ?‘iﬁfstcér Wthesccess
card holl@er from an acces dranamittedapplicatiinrgad key siatghesafread keystordd i ng an
application read key from thanhaeae 6ae;ader to the access card; and

al 'owi ng output of the applicati omthe access card if the 10
transnitted appl |%%{P?"’Eﬂl‘g?§§(?pl?h‘§?tl9ﬁt‘g%§° theidspiification datasand
outputting at least one access control signal upon a match between the

identification data and the application data, the at least one access
15 control signal for allowing access to the secured area.

14. The method of claim 13, wherein the at least one access control signal
opens a gated entrance.

20  15. The method of claim 13, wherein the at least one access control sngnal
allows the use ofa processor enable device.

16. The method of claim 13, wherein the step of providing identification 'data
corresponding to an access card holder to the access reader comprises the step
25 of:
producing an image of the access card holder, wherein the image is one
of a facial image, a retinal image, and a fingerprint image.

17. The method of claim 13, wherein the step of comparing the application data
30 to the identification data is perfprmed by the access reader.

18. The method of claim 13, wherein the step of comparing the application data
to the identification data is performed by a security person.

35




on the access card; conparing the application data to the identification
~data; and outputting at |east one access control signal upon a match
between the identification data and the application data, the at | east one
access 1§¥§§q&{ol signal for allow ng access to the secured area. 14. The
met hod of Y43 wherein the at |east one access cont PST/USPHHA opens a
gated entrance. 20 15. The nethod of claim 13, wherein the at |east one
access control signal allows the use of a processor enable device. 16. The
met hod of claim 13, wherein the step of 4groviding identification data
corresponding to an access card holder to the access reader conprises the

step 25 of. 4qP i i access card hal der, wherein the
image is one19bﬁﬂg?§§@?%?PFt g?'§h$§PﬁﬂQP"?H%8§%g§H&Sa fingerprint imge.
17. The nethod of weting an ig/alidiiag 40 the access eprdéparoamaismatch betweppltheat i on
data 30 to [detifi id4 ' i f r. 18.
The net hod of ?%%ﬂ?ga‘té\ggg gfbngﬁlgag‘?%g%f %%ﬁnggwgédjﬁngg%gfpé@?ﬂgn dat a
to the i dent fastictingdise pithe pecesscAil-ned by a security person. 35 WO

02/ 091315 PCTI US02/ 14306 -19 19. The nethod of claim 13, further conprising
the step of. I % My id fiag ard upop a m.smatch

bet ween the z%ezt‘?%‘ gg‘to Po%fala’gh L:ﬁd f@‘ﬁ'égggb’ﬁ‘@g’f‘?’o edgtteg, OFﬁ'é’dP Vhlid fl ag
for at | east coRfigurationdata gfthe aacens reasier gsingraecontactiossdpdate €ardd.  The

met hod of claim 13, further conprising the step of updating configuration
data of the access reader using a contactless update card. 10

10



