Dl SJO NT PATH COVPUTATI ON ALGORI THM TECHNI CAL FI ELD Ei nbodi nents of
the present invention relate to a system for managi ng nul ti protocol | abel
swi t chi ngwower1/@sa1et vor k. Specifically, the enbodi nent sPofi/iBlgo/HFasENt i on
relate to a nethod and system fbr determ ning an optinmal back-up path for a
primary |abel swi tch path. BACKGROUND 10Mul ti protocol |abel sw tching
(MPLS) is a technology utilized to manage traffic over a network. MPLS uses
| abel s that are assigned to a streamof traffic to route the traffic across
t he network. Each node of W network supports MPLS by review ng incom ng
traffic received over tRESHOUMNETIKA B OMBETANION ANLAGORBFAINE based on its
| abel. 1 5M M5 networks with traffic engineering capabilities can optim ze
traffic engi neeri niz resource allocation for custom zed traffic services,

In MPLS net wof l“‘(‘im}t E@ﬁ pc engineering., the primary |abel swtch path
(LSP) is set up or each custom zed traffic service. The primary LSP is

cal cul at ed usi ng & mbREmens neid tshqreest ipatbof i redtte (ICSPRvsangabt thanagTle

primary LSI) usual ted at the 20 is the
oo e s "B ol HE] sSTRHE et antesitembeot <t he Tt FIEOYTISP B De
aut omat ed. Thgy@ubRTERRGo A6HARAY LA s’ fer@for! &atéﬁ% nﬁ@sn aR %pﬁ'l%‘leb&lé—xﬁﬂ%tih £adr end
node or a separate path conputation ‘el ement back-up |.SP tbr
each cust omi zwunary &bk} evisdrpdtiee is utilized |n case of a fal lure of the
primary LSP and nust be configured manually. Each of the links in the
back-up LSP is manually selected to construct a back-up LSP with a goal of
creating a digAokurotpaph that can be relied upon when the primary 1 , SP

isin a state of failure. The techniques for manual configuration of the
back-up L8P i ncl udduitivrroesiade] sigitcmes AdBES kit éltedrelnay H@he%tp mgpes gatfic

techni ques T eCJI‘.XISQ%Q‘M’{U‘K ?@ﬁ’l %nli gg.]r?]g!s tHlta’ rQ I:jSRII g*e'fﬁﬁ Uxaqbnl:XE (Q i Cfg téw gtﬂ{fn tﬁl

back-up | LSP ult, he ¢ Igurati IS prone to
human error. e adminiist nakons ¥td’¢ﬁtmﬁi¥:&3f&$é akbisRi sagpddne \ﬁﬁ(ﬁkbupehsmmave
to verify themsel ves that the back-up :SPs neet al| the copstraints 01
requi rement s BFORHE EAIEE deRered ‘f‘reéf‘\“? é‘f@éﬁ*‘wa&é f‘““ﬁ’i@%n‘ﬂ% TR URASEY on 1t
det erm ne thatyihe back-up LSPs provide the maxi mum possible protection or
have the maxi num di sj oi nt edness fromthe prinmary LS Ps.

15 MPLS petworks with traffic engineering capabilities can optimize traffic

engineering resource allocation for customized traffic services. In MPLS networks witht

traffic engineering, the primary label switch path (LSP) is set up for each customized

traffic service. The primary LSP s calculated using a constramed shortest path first

{CSPF) algorithm. The primary L3P is usually calculated at the head-end node, which

20 s the node where a path originates. The establishment of the primary LSP can be

automated. The antomated generation of an LSP can be done by the head-end node or a
separate path computation element {PCE).

A back-up LSP for each costommzed traffic service 1s utilized in case of a failore

of the primarv LSP and must be configured manually. Each of the links in the back-up
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LSP is manually selected to construct a back-up LSP with a goal of creating a
digjomnted path that can be relied upon when the primary LSP 13 in a state of failure.
The technigues for manual configuration of the back-up LSP mclude hnk coloring and
node exclusion.

However, these techniques relv heavily on an administrator to manually
3¢ configure the back-up LSP. As a result, the configuration of the back-up LSP is prone
to human eror. The admibustrators that are establishing the back-up LSPs have to

verify themselves that the back-pp LSPs meet all the constraints or requirements of the



SUMVA. RY A met hod perfonmed On a network el enment inplenenting

Nsl ul ti protocol Label Switching (INIPLS) to autonatically create an opti nal
det er m niwOi2011EsK3up Label Switch Path (LSP) that is nexiraBiiyosssy oi nt ed
froma primary LSP to provide a reliable back up to the primary LSP. the
met hod conprising the steps of: receiving a 10 request for a generation of
an 1.:SP by the network elenent via a S|g~ﬁallng protocol', determ ning
that the request for the generation of the LSP is for the back-up LSP;

| ocating each link of the primary LSP in a traffic engi neering database in
response to deteaitdl ﬁgﬁ’kh@etnm:aez heguest manky dehembac katphd $Rck-apdi$88 ng
each link of the primary 1.:SP in the traffic engineering database to have
a link cost JTABEE fiamaainule Pestibleinsrteeyy on Bave &%Cdﬁ%\@@ama@ewﬂ%hw 888h
link of the N: MnbSEhn the back-up LSP; executing a Constrained Shortest
Path First ( ‘gorlthm on the traffic engineering database to obtain

t he back-up LSP wherei n the back-up LSP has a maxi num di sj oi nt edness from
t he prlmar;iy Lﬁ ﬂgg Ko a modi fied cost of each link of the primary LSP in
the traffic e plng dat abase; and returning the back-up LSP via the
signal ing prot OCO| A 08 hodp&¥Th@Mohol nétmalLe@i@ﬁlkhtniﬁhﬂl@ﬂudti?z&%fﬁﬁ@katb&@%abd
Switching (MPLS) to autonatically create an optinal determnistic back-up
Label Switch mmn@_sm St hatalmnm*xilmrﬂ'@m einsq)mmml etittnfmmmta. pawknw ¥ aL@P to
provide a rel,i c ;Q c

Pabel “owit ch St PRRadedd b8 boBalbll Yabinncl reb S SEHETLET OB iR o S
and adapt ed tI@anfk badk MRIOULOTRBLRUIIM 1R B dotpPREA e kRes bBRcadnk
return the LSP to a requestor; and the path conputation el enent (PCE)

coupl ed tl§ thé&ltreabéfrr s pieenionottay LSP Ry thomeldul ddang ot shvbhes Wy

t he request g rati.o f el S g in
the PCE is a E)Ltl‘lé'! gn ggg% el légrhfL]g'qﬁn[(L* Lfllf§0ﬂ 8! t?ﬁ? pgﬁE%E& e éri\ w‘Fiﬁ
engi neering da&adnaaa@;h Wheeiie pivexsRAESE & a&aﬁiceeimmeemadldhmbmah rkdpaksofo t he
primary LSP Irf{] the tr ff|c engi neeri ng, dat abase to have nodi fi ed
Rost . Wher ei rfStHENHBRITY B TeYet HTaCOR Paged sk SRR TE ﬁ@@hdfn Kt HehpPHTTARY

LSP in the baaly %Qixé??ﬁm Bliftbtind BRaREELd B RUARKED S AHEXREH DL aduGIRRIGR ned
Shortest Path First al gorTthm on fic engi neering dat abase to
obtain tHé backhisuputagh use o3-eavihéinkiol thhpribackibp ihSke hask-ap ekt rmmuuno a

di sj oi ntedness from the rmdlf d cost of h I'ink
o pe ot e sl ShorRst PRERsIC S alddritlf onhd i aR St e
i s adapted t Qpifh WebhR8ipRanK vuRrdidthd ek 1l 8is d @Qeﬁmﬁw&fzmé&%e%gﬁ;s

A network element for i rrpl ementing M Itiprotocol Label Sw tching,
to create an bppiimaly HEF dunithrnemiidhedst @b&@@b@kk @WM@NHMI HLSQ’LsBFvym thHic i s

maxi mal |y dlsq j rel up to
the primary LS ng%rﬁg %at@%%g% rga‘r‘fxe%? H?Srlr%% g‘f §\< “}f ; SF‘ llérl ng
dat abase zadapt ed tQ sfs@me idrnKn§llﬁ1t@mbﬂfﬁ&mhbt@ﬂ\lf qmma aanm@inl& tzoml&;@gw
including link state information for a prinmary SP: 10 a back- ug ga
cal cul ati on ryHuRBicaldy plcal ‘tﬁo"it‘h?é’ﬁitqfhi‘ilf‘llié"m-éwgi\'ﬁ‘@érﬂi bagSyathBabdlaRd el Ept ed
to process a I | SRy 2R | a
nodul e is adar%‘t q&@gg{» df 8&%%@%‘12?&%#{;“ §$ f t%ré}?@\t?@% erilbg?\%{%ki%ﬁ tglﬂl[“r g‘f@l o
engi neering a 8y cohomphpeif y 1 whithhkowgr ddagtegr onmegv eduest e a

deitahhs eysand ; g f y lead wkith k é eglrd d_SI?{@; fve
traffic engineering dat abg i50 have a cost other than an act ug _c?st_ to
di scour age usEMSRIERERAT [k 28¢ afanedlo R pyPath catppytigdeneniia SRWiHIESSE and
a best pakh dghepmpal ﬂhé’@ sfm@uil @q&&w?' & &0 mm&ﬁﬁkn% Rahdhi g@d F}Jl a&mn
nodul e to determne a best path to a destination ode UuSi ng t state
i nformati on ftndhe tdbe! twadlf ietentgiender |'udqptd:éttcalda®emnBRiiEmﬂDqua?ﬂtm @k THE
DRAWNGS generation of the LSP 1s for a back-up LSP, wherem the PCE is adapted to locate each

tink of the primary LSP in a traffic enginegring database, wherein the PCE is adapted to

modify each link of the primary LSP in the traffic engineenng database to have a

3¢ modified cost, wherein the modified cost discourages use of a Hok of the primary LSP
in the back-up LSP, wherein the PCE is adapted 1o execnte a Constrained Shortest Path

First {CSPF) algorithm on the traffic engineering database to obtain the back-up LSP,



20The present invention is illustrated by way of exanple, and not by way of
Limtation, in the figures of the acconpanying drawi ngs in which |ike

ref erencewoizndiossi7e simlar el ements. It shoul d be not estCrhBro10DI4BEY ent
references to an or "one" enbodinent in this disclosure are not necessarily
to the same enbodi ment, and such references nean at | east one. Further,
when a particular feature, structure, or 25 characteristic is descri bed in
connection with an enbodinent, it is submtted that it is within the

know edge of one skilled in the art to effect such feature, structure, or
char act eri st ixchdrfinabnbegktapohSMhtiha atdrenuanigdinments whetlepriaryidP due to
explicitly describe re.1 is a diagramof_ one nbodlment of
a networ k |nﬁ}%ﬁﬁﬂtfifﬁgwsbofrﬁmﬁiﬁk@é%bowm%é@%’vwéw Hg. bagl-up LSP ca ieilgie 2

s a diagram.gh gAeeRTOSIIIER B RRed R0 1008 OLLPASP GOOUIAL 18D Bl &IEN

-4- Fi gure Is a fl owchar one enbodi ne process for
generating a rbaekup | abel switching path. DETAILED DESCRI PTI ON In the

fol |l owi ng descrlpt rous. s i c.de t

P T Sep Y R I i L AN e A RS AT KR S D S
these specif '&c&'@%ﬁ'dﬁma& r@icé%?ﬂﬂﬁ‘x‘“ stk“@&ﬁ&ﬁﬁ%bo@ '%\Qﬁht Bath %LRP‘\CEME @@nﬁﬂgm Hy

t echni ques have not been shown in detail in order not to obscure the

under st andi nglig@ited is*mdesnmmxplm biP t¢ propiidd a bdic }éb‘pheéll@t @dthe hmm%yteﬁ SPoyheone
skilled in the ar inven racti uch
speci fic det dlf ‘%‘“&ﬂ‘d"’é‘é“ P‘“é‘}‘a‘i“ 59”2@1 fii Xﬁ“ﬁ”i‘hé“‘ﬁff“‘* ‘\}&‘*P‘ﬁg ‘F\é“ ‘n@i“‘ aaty
descri pti ons,inRirhhidefll Rut&kiRlieaeRtiuaRRIOR! deak e ibinaidnanah blivhawy LEBUL
undue experinmentati on. The operati ons of the flow diagramwll he
descri bed®wi tthbater @ﬁ&ieceﬂ@:lmn@ awens ervpledntpotienisdiis wRvERGl dambagigend

Figure 2. HOVX%X&{d b I:n 2BQu] r%q)!?g\t HR9R! 8129 up LSP, the back-up path calculation module
18 adapted to locate each link of the primary LSP in a traffic engineering database and
to modify each Hink of the primary LSP in the traffic engineering database 10 have a

cost other than an actual cost to discowage use of each link of the primary LSP m the
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back-up LSP; and a best path determination module coupled to the back-up path
calculation module to deternune a best path to a destination node using the Ik state

information from the traffic engineering database.

BRIEF DESCRIPTION OF THE DRAWINGS

20 The present ivention s tllustrated by way of example, and not by way of
himitation, in the fhigares of the accompanying drawings i which like references
indicate similar elements. It should be noted that different references to "an" or "one”
embodiment in this disclosure are not necessarily to the same embodiment, and such

references mean at least one. Further, when a particular feature, structure, or
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characteristic is described in connection with an embodiment, it is submitted that it is
within the knowledge of one skilled m the art to effect such feature, structure, or
characteristic in connection with other embodiments whether or not explicitly
described.

Figure 1 is a diagram of one embodiment of a network implemenmting
3¢ muluprotocoliabel switching.
Figure 2 is a diagram of one embodiment a head-end node or path computation

element.



15 that the operations of flow diagramcan be perforned by enbodi nents of
the invention other than those discussed with reference to 'Figure 1 and
Fi gure 2,weandirdse27enbodi nents di scussed with reference POTHBYuo/@54852and
Figure 2 can performoperations different than those discussed with
reference to the flow diagram of Figure 3. 2.0The techni ques shown in the
figures can be inplenented using code and%data stored and executed on one
or nore electronic devices (e.g., an end station, a network el enent, etc.).
Such el ectronic devices store and communi cate (internally and! or with

ot her el ectronic deyivaesisovBrwdhanetf\wae kinbodidenantihe ptaaessshngenerating a back-
machi ner eadabl e or comput er-readabl e nedi a, such as nmachi ne-readabl e or
comput er-read&d?‘@eié’f"&@@épﬁ@di a (e.g., magnetic disks; optical disks;
random access nenory; read only nenory; flash nmenory devices; and
phase-change nmenor)). in addition, such electronic devices typically

I ncl ude a setDBTAMhHEDBERORIPHIOdessors coupled to one or nore other

conponent E such 3s .on iorl_.rr}prhe”storage devi ces, . user. input (‘ _(é)lu\t}ﬁut devices
(0.0.1 a Peyboar o, 174" GUGH TSP ot B B8 T Ui o st ok ke e
connecti ons. JN@qeQuRk Mg cBbodfudhe o8 8ke PhveRROLERSOTE SRiQENelhaaNpeRent s
is typically through one or nore busses and bridges (also ternmed as bus
control | ers) .spftific deerlade cdeyimeanand veillgmaing Garty, sigctubis and techniques have
not been shown i detail in order not to obscure the understanding of this description. It
will be appreciated, however, by one skilled i the an, that the invention may be
16 practiced without such specific details. Those of ordinary skil m the art, with the
mcloded descriptions, will be able to implement appropriate functionality withowt
undae experimentation.
The operations of the flow diagram will be described with reference to the

exemplary embodiments of Figure 1 and Figure 2. However, it should be understood
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145

that the operations of flow diagram can be performed by embodiments of the invention
other than those discussed with reference to Figure 1 and Figure 2, and the
embodiments discussed with reference to Figure 1 and Figure 2 can perform
operations different than those discussed with reference to the flow diagram of Figure
3.

20 The teclmiques shown in the figures can be implemented using code and data
stored and executed on one or more electronie devices {e.g., an end station, a network
element, ete.), Such electronic devices store and communicate (internally and’ or with
other electromic devices over a network) code and data using machinereadable or

computer-readable media, such as machine-readable or computer-readable storage

]
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media {e.g., magnetic disks; optical disks; random access memory; read only memory;
flash memory devices; and phase~-change memory). In addition, such electronic devices
typically include a set of one or more processors coupled to one or more other
components, such as one or more storage devices, user input! output devices {e.g., a
kevboard, a touch screen, and/ or a display), and network connections. The coupling of
3¢ the set of processors and other components is typically through one or more busses and
bridges (also termed as bus controllers). The storage device and signals carrving the

network traffic respectively represent one or more machinereadable or computer-



network traffic respectively represent one or nore machi nereadabl e or
conputer- readable storage .nedia and . nmachi ne-readabl e or

conput er reka@adahlss7emMmuni cati on nmedi a. Thus, the storagePdeaBzao/ef48se gi ven
el ectronic device typically stores code and/ or data for execution on the
set of one or nore processors of that electronic device. O course, one or
nmore parts of an enbodi nent of the inventi“6n may be inpl emented 5using

di fferent conbinations of software, firmvare, and/ or hardware_ As
used herein, a network elenment (e.g." a router, switch, bridge, etc.) is a
pi ece of netwesdabRg s@figk pAedit , addnelauiibageddal éW&T %xﬁﬂﬁeﬁﬁ%ﬁiﬁmr ﬁmuhbmtation
conmmuni cativel y i nterconnects ot her equi pnent on the network

network el emghtdd. Eng. e éfqr%sduéiccpf)d EIVRhHECIHEE QB RC R IVEHBHY gwaﬁfwdwr% pI e
services net Vﬁ?réﬁtaeﬂo?@?&h% Bﬂgﬁe 30 oPHRY bid§io RB%SEOHfi‘)gﬁ}&@giﬁ‘uf&llg dBREIOEKI ng
functions (e.g., routing, Lb sw tchin ation, sessio
bor der cont r aloprseubtd oamdmg;mtamﬂ(moafxmmdmsemn dﬁemennn;afgemnm )n,e xmptb/mem[ed

provi de sypport f mul ti i on services data, voice, and
D Geoy . Sibocisub e sl Fungt pbSghe drveres S Rl BRs 1| apt ops.

- pal m tops, nobil e\ PREAGSyeiS MickwolNAA8SK {tm‘” b IrGREH S RH‘P@)@@% @l $8 (M8l
Internet Protocol 15 (VO P) phones, portable nedia players. "G PS units,
gam ng syst ey, ngebkiep mexve“s*n( Srlagyil,nf:ebsnd\)at&c@;&e‘ssufmmmmcm @errwrueesnd\
provided Over the |nter ser.vi ces

P Dyt o not v rBIE LUy e M Pre et B S TRBL SRR it &1

services are gpphgally Y heedrbY AR Oire MR dest@l RSk @ EnentSehyer
end stations) belonging to a service or content ovi der or end stations
partici pafii ngrpvide spepopely wglipbeictsaikyisc Bincagi (f?ay jorengdeidging: iswitgipg.
bages Lree qapkent o Shalfoh! QRS SERIGH (SR SfnicBif) aoll | KL E0ERe:
pages (e.g. genane r'd "access 6 emal | "servi ces,
etc.), cor pona&mwmhmr.km QV@;ﬁmMBN—@ppde‘EM n&zﬁtﬁ}i e'ﬁy)ph@aabhyﬁnswas@u béita, end
stations are coupl e&n (); t hrough custoner premise equi prent, coupled to
an access net'Wick phiidEg, %%b‘%ﬂ?f’élf‘é’és‘it%i)‘mb dE-8d g VRE: W k“@!‘%’ﬁei%’??wﬂ?ﬁi%

are coupl ed 't“ rﬁzhﬂ@'{%n&n %mﬁf‘t Slm?w;]@s R m@@itavi@\'blﬁeqe I\Qﬂ&n@?‘ett Qu&{véqu‘ ofdge

net wor k elenen to ot tatl ons , server end stations).
The enbodbrrer{f\é)iﬁf pﬁlhmaspmeeebie rivaiie plavers, Fﬁffﬁ&/mdﬂ\ wBYsE e:m;teme.t mmkp émdes

met hod for ava T%:,g the di sacz!vant gges of th e Pl or, art i nl | ng: r
rror. non- of TR oo g S M) SERa L BBy e G Retkf HITSF ') o s
primary and bagkeddRyrbalisd o30HRLET BliiHS hbv RN BV PR 0B Rhicdd 88 khd BukdneSPBhe and
time and resource intensive use of admnistrator to manually set up back-up
LSP. s. content and/ or services are tvpically provided by one or more end stations {e.g., server
end stations) belonging to a service or content provider or end stations participating in a
20 peer to peer service, and mayv mnclude public web pages (free comtent, store fronts,
search services, eic.), private web pages (e.g., usemame/password accessed web pages
providing ematl services, etc.), corporate networks over VPNg, IPTV, ete. Typically,

subscriber end stations are coupled (e.g., through customer premise equipment coupled

to an access network {(wired or wirglessly) to edge network elements, which are coupled
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{e.g., through one or more core network elements to other edge network elements) to
other end stations {e.g., server end stations).

The embodiments of the present invention provide a system, network and
method for avoiding the disadvantages of the prior art mcluding: human error, non-
optimal iabel switch paths (LSP}, non-maximally disjointed primary and back-up LSPs,
3¢ deterministic generation of back-up LSPs, and tume and resowrce intensive use of

administrator to manually set up back-up LSPs.



- 6- The enbodi nents of the invention overcone these di sadvant ages
"poisoning the path of a primary ESP in a traffic engi neering database,
wher e eacwol2onkss®3gi ven a hi gh or nmaxi num cost to di scearagm10/hbussnot
prohi bit the use of the links of the primary LSP when generating a back-up
LSP. Once the links of the primary LSP are nodified in this 5 manner a path
finding algorithmsuch as the constrai ned-%hor t est path first (CSPE)

al gorithm can be used to automatically determ ne an opti num back-up ESP
determnistically that is maximally disjointed fromthe primary LSP. The

| ink costs of the TifamtrodiskeritSHY @e émtehdon es@t@ne Fegulieadhvainags 'shiggiaiof
one enbodi nent of a network jnplenenting MPILS. 10 The exanple network 100
i ncl udes node$thpetR! Pisnatyt Indt InchBRidc PRSIt SYieET caih diEs ngivepa fugh
presented in fhe nebwolk: §00%cofA60 10f b MAAER: SRMBrAR BIY kYRGS Bhary LsP
conputi ng device incl USI ng a conputer or network elenment. The conputing
devi ces can iwlghusecatide s khdpuge bFPubars the dpkopl the ppotzer .S hetawaodifing i this

el enent, router, server or.simlar conputi devi ce. ch of the nodes._can
e Connect ot "BV S AT PG D" U S By Sar s’ BrTCBRE faurEr  on
of a networ k. i JhighRetURr K GRBI bR aulRERlca® SR OBENOTH kil Wiclgpanse
network (WAN), such as the Internet or a simlar conmunication system Each
of the nodes defermirasimetineind is 00xisupyotisisini@ Brorthe pringgr LB chiroliggyostsort t he
managi ng of traffi ¢ . ACLOSS he _network 100 according to a | abel sw tch path
(LSI)). The dét RPRENG mddi'tm S be any wired or wirel ess 20 networKking
technol ogy. The netiapfdki 109 deafarh REloddendobpag ond modakldbiandidg MPLS.
destination node I 1 1. An LSP starts at the head-end node 101 and ends_at
the destilfat i sxately patworkabQt ghises vadesnddedn pibet kabadniisik 200 0uwhey slve
as head- end nodes .or .desti.nat;i: nqde br..sep e ), oPs: .. . The .«
head- end nodg% bist ""‘g'g tbggﬁt}'s"ﬁ%g 1'? ﬁgg%r{’?‘%%ymgsgg%g% :aﬁl 'P'%cgﬁotﬁgeb(’t o 'Btt]?r%a?ffi c
servi ce requeasinpufibe doead-ansdingdecol@ligan wsorkedtabhi Jhe tchanpptingreleyicds SP
107 tor each traffic service on the network 100. The head-end node 101 can
i nclude a pati®é BESEIRPSPBIEIE.. RRIPTEPR RS, PREOTE GRS R AESh SETYRE Y LSP
107. I n anot helenhed MB0t 4o iRE ERGELL O3 L 81cd cSERAIRLEHeVLGE QL Rt b&I M Se
separate f ro%ﬁlﬁgﬂ%@?’(ﬁ@ﬁf&rﬁgé : i(gllzmi?% %tﬁlleg Liﬁnﬁg(ﬁa ﬁgeﬁ?&i\’{;ﬁg ﬁnée{%?\g% YMﬁ“‘ode
101 conmmuidi catebumiant ag aRCEz80t bmdigghntanpdt meconputlat tawodd daarite (IPCE.a)ea

The head-end node 101 j.s al.so responsibl g for establishing a back-up LSP
109. The backet ks 103 Vs et Aot Gy AP REVI Ay Byt o it
di sj oi nt ednesgnfh@MA&de syRfchiTBEALLS! theldes R he whidd hay 'Slﬂgﬂ*)hﬁei\"fl?ﬁ§t ot

nmost efficient or optimal" route fromthe head-end node 101 to the
desti nati on roddaGedibloghhker MEEMRORticant k8 wonpube neherbd R wapoTiiBR © 69,

or i n 1 esponddd o B SGahE LR el Tl 3R abRG 2RI S

be 5cal cuhat a@tworking technology. The network 100 car include a head-end node 101 and a
destmation node 111, An LSP staris at the head-end node 101 and ends at the
destination node 111, Any number of nodes in the network 100 can save as head-end
nodes or destination nodes for separate LSPs.

The head-end node 101 establishes the primary LSP 107 in response to a traffic
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service request. The head~-end node 101 can also establish the primary LSP 107 for
each traffic service on the network 100. The head-end node 101 can include a path
computation element (PCE) 103 that computes the primary LSP 107, In another
embodiment, the PCE 103 is a separate device or otherwise separate from the head-end
node 101, In this embodiment, the head-end node 101 communicates with a PCE
3¢ through a path computation chient {PCC).

The head-end node 101 15 also responsible for establishing a back-up L3P 109,

The back-up LSP 109 is ideally an LSP having a maximum digjointedness from the



In the exanpl e network 100, each of the |inks between the nodes A-F have

t he sanme bandw dth, for exanple, one gigabit per second, except the |ink
bet ween meoes11®@ssatd F. This |ink has a bandw dt h of 0. 5Pgrgailo/ss4per

second. A traffic service request processed by the head-end node for an ESP
fromthe head-end node 101 to the 10 destination node C that has a
bandwi dt h requirement of 1 gigabit per setond_ The primary LSP 107 passes

t hrough nodes A, B and C as the nobst direct route with the fewest hops. To
generate the back-up 1..SP 109 sinply using the same constrained shortest
path first ( @Eﬁh aJ&gbm't hm Terstifli v Epazrthalbgﬂr inhlitmtmldhidmg&qn@xﬁzﬂtz emte hams dne
route as the pri if each prinmary
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gener at es t hes pagkatep oEBRey0BsbI Mveditsengcaagiesofudichénd & bksk-of LERes wrberary
LSP 107 WI th a rr? m cost thereby discouraging the use of these I|inks,
but not pr Ohl“blftlx ‘*ﬁtj{mhem Wth this altered weighting or cost, the CSPF or
simlar path 20 fijpdhog:ahaohbalim 80 exesut ad, lazN{’@'b‘éR\ééﬁ‘ﬂ'xcdn&%k'»*-‘V?ﬂmﬁ@%ebe“
path based on cost for the nmodi fi ed t'opol ogy. The resulting back-up I., SP
109 of fers t henwdrhdudidife) mlnwét;lmesgwbxbmrpnfqnwm wr P tikOiknlesewedrni fddes €

reserving the ! s of t f rvice bei reguested The
backoup 1°, spgdo 36 i f SabbBeh o i a8t R ond ma RS Eim i ¢
the primary Lobelfd, hdanpnshd-ahd neda ft)Jr eaxu DEP i | e URh@gnd HRAE T TS 1Oth he
primary L.SP 107 when necessary gure 2 is a_diagram of one

enbodi el ofdestindiag-wdd (b lm*» Ppomdw “M‘e“ﬁumiﬁﬁ?én@!l f tayadnt pell waput i He,
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head- end nodedewbn lape. Eohedemanthe Menfp the wadaphd uniagdeaht mhermmt&mﬁéay S

30 functionality, the functlwona it still be segnented into a discrete
PCE that is iHeBFHerEtTE (5P8) piseritianer SRRy tenaogs SEPURITARS SR Topts n

the art woul d, L&.ngg«,ﬁtﬁq' sphady. qplemt HQI\S%%QWE{? ﬁaF sPTobhe &@@Qe&ﬂﬂer%@e or

PCE that are |re y televant to t'ion of up LSP are
shown. THé hdadkendShodewonidibeGireednt irhyle tiad link ibm\wsmamdhrfdmfﬁjnmthioin dbest y
and conponents nece

O TNt s R B R S o S R R

LSP nodul e ZQﬂetm}t lﬁ@éﬁx'lﬁkﬂ{‘%eﬂ@ﬁ@% g galalapsr 108 {@fkdexaht@tgﬁ&{c&%Qﬁ‘éjhﬁlbsotﬁtt est
S path first (CSPF) nodul e 205 _ I n one enbodi ment, where the functionality
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20 finding algornithnt is executed, which would deliver the best path based on cost for the
modified topology. The resulting back-up LSP 109 offers the maximum digjointedness
from primary LSP 107, while still preserving the constraints of the waffic service being
requested. The back-up LSP 109 still includes the link between node Band €, shared

with the primary LSP 107, demonstrating & flexibility in using the links of the primary

]
th

LSP 107 when necessary.

Figure 2 is a diagram of one embodument of a head-end node or PCE. The
functionality of calculating the back-np LSP can be implemented m either the head-end
node or in a separate PCE with which the head-end node communicates through a PCC
i the head-end node. In one embodiment, where the head-end node implements this
3¢ functionality, the functionahity may still be segmented mnto a diserete PCE that s
incorporated into the head-end node. One of ordinary skill in the art would understand

that only those components of the head-end node or PCE that are divectly relevant to



The back-up LSP nodul e 201 is responsible for generating a back-up LSP and
establ i shing the back-up LSP between head-end node and the destination
node. ThewoQoihask3up LSP nodul e 2W nodi fies the traffi eCengimeessssy

dat abase 203 to 'poison or give a nmaxi num cost to each of the Iinks of a
primary LSP. The back-up LSP nodul e 201 then requests that the CSPF nodul e
205 cal cul ate the back-up |., SP based on ttfie nodified traffic engineering
dat abase 203. The CSPF nodul e 205 is unaware of the nodified nature of the
traffic engineering database 203 and nakes a normal calculation 15 of the
best LSP. Aftike cilbdai@cks ip bhSPup &.SPekel sinach. tihe hhad-bat Kedepor ISR ﬂmdhdxe 201
by the CSPF npdul e 205, the back-up LSP nodul e 201 again nodifi

traffic enuneh? Aorduddiinageadiy méstwv@ﬂ?iﬁé NS APY v%?tﬁ@gl fﬁleva%ut HeSP
actual cost f, k the
primary LSP, &ﬁe&‘gﬁc lgﬁ b m%:t dcg:lgnﬁ}bdgﬁu%lpﬁ)dggﬁ{mﬁ% Hﬁg&)g?&%‘ll&l ngpéeﬁg]?cngge,’
forward the dmsb@pdt“édnmrimlfefjt)d o dnkrmeaﬂm,y\/dathbaqﬁcxmEungurc&n@musecaqhmtest

fl owchart of one e nt o rocess for | cul atin ckup LSP.
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can be generated by any node in communication with the head-end node or PCE

on the net wortkafti¢ peroie rapbe dinddmwardsihe rnidgue stiatet nedasi ved by t he head- end

node or forwarded

request must be anﬂ?/yl?ég ‘?’qa\gﬁe{’lgq%(@?v{hé‘tbﬂ‘é‘?”’*fi??gmr%d'ﬁ‘é’élfm ‘@”Plg ‘pa{ng)r‘?‘ﬁlar y
LSP or a backstplithdh: (Rl Bak3OBYP Hetwanohdaleng@adiente defibufiofwess Tier a
primary LSP automatically initiates the generation of a back- up LSP after

the conplléti dncktipting’ m»dwiﬁr%}}iusmhﬁwéwbla@‘nu@pmmsmr&a‘#m@ta%eﬂcm\aw& Anti |
the primary Lé{f ?gﬂ%ﬁ%‘t g,gt tbeagﬁﬂ?lhatm? n%/é p?%mt F%p %ebm%p[fg#%au | to

generate a b nk 0O | ocated in
the traffic engidheerdggsddiaabaseSPBlhoskl3SHr) mia' haelthm&&m@fmﬁe Hagahine theby
the label or sim/lar i dentifier associated wt primary,. LSP. Each |ink

of 9 the pPPYHRY tegttiogpngivpenpp flagpdasenihe hter(ag’?} (‘:“‘@ﬁkﬁ ﬁé\ef"l WHWEER Sh¥ge is
modi fi ed (Bl Qﬁ&hﬁgc?)mum t] nghtg%.%‘,ln@@m 18 auﬂh\{@“@ﬂXmYﬁkk@ 41%{&1'1?(:41&1@'&0;}

defining its cost. In one e s cost maxi num cost or any
anount t Hat i thé gent LiSCantiey tigrimat-ap [t mlnezedtthdre backkg 108 trloduleeOMdnk

t opol ogy such t t he e. t.he pri mary nks,is_ heavi |sco ,raged
in the cal cul& f@'ﬁf} K F“‘t‘ﬁg‘ b'*"ﬁ&k ‘*&p bL“SLP“p i *“llkerjéa‘zﬁ‘?“bfmf‘iﬁé‘“l i P‘rké‘ffi

been nodi fi edamxia@mn& BRahRS ko RalRe i GRTRPULAMiY ShAGiInEPRE aQhald o8 5 |e§sfh @iat h

finding algorithmi dentical to that used for calcul ati ng the primry . SP

(Bl ock 305). trhbns SRR pliger kit sy feéur@mftﬂhaﬁrm@ﬁ, S8 tha wi«ﬂmﬂe‘iﬂwmnbm
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t he back-2ep LSP haggheehicofputiogh @ﬂlﬁ}chrﬂx?ﬂidﬂﬁ&m\(ﬁthﬁo@fsa &a&hmfanh@a back-
modified links is restored (Block 311). The back-up 1.:SP is then supplied
to the requestickSE.dp qusenindyreitfihe PRERF dRiHged e FEspRis| i shirby stk sptbov er

the NPLS net walioh Bkl 313} ol 08 ERRS0SE Guhfin BBPET RY Loty O

for back-up e process usin
t he existing sienahfekic hengy neﬂm zngudmhamcﬁkmckusom hedtbiesd pwrddaany){LSRm ﬁxe
returned in re? ¥ tQ the iequestor to establish the p ry L ver t he
MPLS net wor k Betwark. In one em ﬂ iment, this request is received hx t 1¢ “hea en node or
25 forwarded bv the bhead-end node to the PCE. Upon receipt, the request must be
analyzed to determine whether the request is for a primary LSP or a back-up LSP
{Block 303). In another embodiment, the request for a primary LSP sutomatically
mitiates the generation of a back-up LSP after the completion of the primary LSP. The
back-up LSP cannot be computed until the primary LSP computation is completed. If
3¢ the received request is to generate a back-up LSP, then each link of the primary LSP
must be located in the traffic engineering database (Block 307). The links can be

tocated by the label or sumilar identifier associated with the primary LSP. Each link of



Thus, a nethod, system and apparatus for back-up LSP calculation in a
network i nplenmenting | MPLS have been described. It is to be understood that
t he abovewDQoddss278pti on is intended to be illustrativePamaBIa0/054852
restrictive. Many other enbodinents will be apparent to those of skill in
the art upon readi ng and understandi ng the above description. The scope of
the invention should, therefore, be determned with reference to the
appended cl ai s, along with the full scope of equivalents to which such
clainms are entitled. -10- CLAIMS 1. A nethod perfornmed on a network el enent

i npl enent i ng tMiptianol BB elentiéibe in the Iutffie brgigieribyAh@badeds auidomml (Hiald 309).
create an optlmal determini stjc back-up Label Swi tch, Pat h (LSP) that is
maxi mal |y di sjisi RPEHCHEmay swwﬁwd@sm% !ﬁ%@wfa@wsvw 3Kne ORI o

the primry LR .othg amﬂtxﬂgﬁm?@ﬁ? g %L@gu he: %RFR%}QI}?CM{ y gredt&CRMY H0otfer

request for a generation o e network el enent” via a signaling
pr ot ocol ; det§emmzn|thg néﬂmﬂkttds;&aim@qmﬁtthﬁ@ﬂwtah& ogemzepamaqnibf’ ltitke ik BBl f or

the back_— BSLP 10{I§qc§ tlg eacut x‘ltlh g L& ﬂ\ primary LSP in a traffic

engi neeri TEBESES [T &¢ g‘é’ﬁ%@ PoMBBIET W hrfig that the request is for the

back-up 1_ S After each of the links has been modified, then the best path 1s computed using
(CSPF or a similar path finding algorithm identical to that vsed for calculating the
primary LSP (Block 363). The CSPF algorithm relies on the modified hink information
and as a result generates a back-up path that is maximally disjointed vet optimum in

16 meeting the constramnts of the tratfic service request. After the back-up LSP hag been

computed the original value of each of the moditied hinks is restored (Block 311). The
back-up LSP is then supplied to the requestor for use wn traffic forwarding and
establishing the LSP over the MPLS network {Block 313)

In the case where the received request is not for back-up LSP, then the process

ot
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simply computes the best path using the existing traffic engimeering data {Block 305).
This primary L8P is returned in veply to the requestor to establish the primary LSP over
the MPLS networlk.

Thus, a method, system and apparatus tor back-up LSP calculation in a network
mmplementing MPLS bave been desceribed. It #8 to be understood that the above
20 description 1s intended to be illustrative and not restrictive. Many other embodiments
will be apparent to those of skill i the art upon reading and understanding the above
description. The scope of the tnvention should, therefore, be determined with reference
to the appended claims, along with the full scope of equivalents to which such claims

are entitled.



nodi fying each link of the primary LSP in the traffic engi neering database
to have a link cost other than an actual |ink cost to di scourage use of
each | i nkwof2otissy8i mary LSP in the back-up LSP;, 15exec®Cirng20a0/Cassx r ai ned
Shortest Path First ((SPE) algorithmon the traffic engineering database to
obtain the back-up |I_SP, wherein the back-up LSP has a maxi num
di sjoi ntedness fromthe primary LSP due td%a nodified cost of each Iink of
the primary LSP in the traffic engi neering database; and returning the
back-up LSP via the signaling protocol. 20 The nethod of claim11, further
conpri sing tHeLaYess of : restoring a cost value for each link of the
primary LS P in the traffic _engineering database to have an ori %i nal cost
after the back-up # rsphodkpgBrardiogeyieryest sRpepeHbugring Mpinpictosql digel
conpri sing t e, shaRs Oy SMb Gkl NGeRAGK- Uinkal SBid i beSPANSEL Q abel
Gorbet i on of SVIGRS (e aNG S prima g FeatC Rt Wil S ilieRe 8888y, Bael
5. The met hodsvafchcPahnil BP) whatr si matinelist égoofed Goat kngisaghl.iP nk phvithe:
primary L§P Irglighr?g bfg.crl«:aifpftle(éhi?& t%*le%Eir‘\llp%cdlgztﬁtt\){?&)emg%iexggHQ 59{';5 gf:l abel ,
receiving a request for a generagion of an LSP by the network clement via a
signaling protocol;
determining that the request for the generation of the LSP 13 for the back-up
LSP;
16 focating each link of the primary LSP in a traffic engineering database in
response to determining that the request is for the back-up LSP;
moditying each fink of the primary L8P in the traffic engineering database to
have a link cost other than an actual link cost fo discourage vse of each link of the

prumary LSP in the back-up LSP;

15 executing a Constrained Shortest Path First (CSPF) algoritho on the traffic
engineering database to obtain the back-up LSP, wheremn the back-up LSP has a
maximum disjointedness from the primary LSP due to a modified cost of each link of
the primary L8P in the tratfic engineering database; and

returning the back-up LSP via the signaling protocol.

20

2. The method of claim 1, turther comprising the steps of:
restoring & cost value for each link of the primary LSP in the traffic engineering
database to have an original cost afier the back-up LSP is determined.

25 3 The method of claim 1, further comprising the steps of!

switching to the back-up LSP m response to detection of a farure m the primary
LSP.

4. The method of claim |, wherein the request is received from a path

3¢ communication client



6. The nethod of claim11, wherein the back-up LSP includes at |east one
link of 5the primary LSP. 7. A systemfor inplenenting Miultiprotocol Label
Swi t chi ngwQONPLIB)S5176 aut omatically create an optimal det @eCEiIR2E0/HBI8FRACK- UP
Label Switch Path (LS P) that is maximally disjointed froma primary LSP to
provide a reliable back up to the primary 10: ESP, the system conpri sing:

a | abel switch router adapted to receive &ty equest for a generation of an
LSP and adapted to call a path conputation elenent to obtain the I.,SP and
to return the ESP to a requestor; and the path Conmputation el enent (PCE)
coupled to the | abgle seihtd bf chiiger,, whdenREEsitp ddaptiad cheh tak ef niangrimbgt her
the request for the generatjon of the LSP is tor a back-up LSP, wherein the
PCE i s adapt elobwfh%%&% CBgERCTRRIERsE wws ge MY lab8p i n a traffic

engi neeri ng dat abase, wherein the PE is adapted to nodify each Iink of the
primary LSP in the traffic enghteering database to have a nodified cost,
wherei n the nodi f i'de oebdd dif shauriagderas eheofach-dp DS afclitdee apldaparne LBPE n

t he back- gp LSP, .wherein the PCE 20 is adapted to execute a Constrai ned
Shor t est atH"I’:P‘r]*‘é"t‘“}'(}CﬁgF) algorithmon the traffic engineering database to
obtain the back-up 1.:SP, wherein W back-up LSP has a maxi num

di sjointedness fromthe primary ESP due to the nodified cost of each |ink
of the primary 11 ,SPsyswe fon irhpletraokegy pMultip8Rogdl tabdt Sontching WHELS) ntct he

P 15 el S DS TAR B Ll PSR

cost val ue fafig@ahy iisiknef fidaea Pribimy ¥.5P: (SBrdvidd hecllabRi tdck w@ngitResliinkg
dat abase to have an original cost after obtaining the back-up LSP, WO
2011/ 055293PGTPL BROTOROEABE2 ¥R The system of claim 7, wherein the | abel

switch router includes @@ Hmer adapted to recetve a request for a generation of an LSP and
adapted to call a path computation element to obtain the LSP and to retum the LSP to a
requestor; and

the path computation element {PCE} coupled to the label switch router, the PCE

ot
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adapted to determine whether the request for the generation of the LSP is for a back-up
LSP, wheremn the PCE 1s adapted 1o locate each link of the primary LSP in a waffic
engineering database, wherein the PCE is adapted to modify each link of the primary
LSP in the tratfic engineering database to have a modified cost, wherein the modified
cost discourages use of a link of the primary LSP in the back-up LSP, wherein the PCE
20 s adapted to execute a Coustrained Shortest Path First {CSPF) algonithm on the traffic
engineering database to obtain the back-up LSP, wheremn the back-up LSP has a
mgximum digjointedness from the primary LSP due to the modified cost of each Hnk of
the primary LSP used in the back-up LSP calculation and wherein the PCE 15 adapted

to return the back-up LSP to the first label switch router,

25
8. The system of claun 7, wherem the PCE 1s adapted to restore a cost value for
each link of the primary LSP m the traffic engineering database to have an original cost
after obtaining the back-up L8P,

RIS The system of claum 7, wheremn the label switch router is adapted to switch to

the back-up LSP in response to detection of a failure in the primary LSP.



comuni cation client to send the request to the PCE. 11.The systemof claim
7, wherein the PCE is adapted to identify each link of the Spriniary LSP M
t he traf fwo2engissEari ng, dat abase by an MPLS | abel . 12TireTaBati@ns4s$2 cl ai m
7, wherein the PCE is a conponent of a device separate from | abel sw tch
router. 1013. A network elenment for impl irreriti ng Mul tipro co | Labe
Switching, (MPLS ) to create an optinmal d ter mni stic back-up Label S.
,vitch Path (LSP) that. is maximally disjointed froma primary LSP to
provide a reliable back up to the primary LSP, the network el enent
conprising: 10. The syserhr@f tiagnengihestid nie daichbasehadapirethch@lestompath i nk
state information for. a 15network topol ogy .including fink state information
for a pri maromgpnication chgntyja sgrdilie paRssteaiwditdti on nodul e coupl ed to the
traffic engineeri ng database and adapted to process a request for the
back-up LSP, the back-up path calculation nodule is adapted to | ocate each
l'i nk of the pirli marghelsSPenmotacitinaf fwiereinghe €€ ngddatdbasiendivceatlo linb dif the
each link of the prinary LSP.in the traffic engineering database 20to have
S eost ot Rer RHGHY AP dut o Bo SR btk bl o HOaTbP in 11k of t he
primary 1...SP in the back-upand a best path determ nation nodul e
coupled to the back-up path cal culation nodule to determne a best path to
a desti nati oniZnodelysivagnt heckimi, sthatean ihet HCE naticompbromof Redaviaf feperate

engl neering q%;gn% lﬂ:%% Fs wiltc%}d':% uter.

19 130 A network element for implementing Multiprotocol Label Swatching (MPLS) to
create an optinal deterministic back-up Label Switch Path (LSP) that is maximally
disjomnted from a primary LSP o provide a reliable back up to the primary LSP, the
network element comprising:

a traffic engineering database adapted to store hnk state mformation for a

ot
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network topology inchuding link state information for a primary LSP;

a back~up path calenlation module coupled to the traffic engineering database
andd adapted to process a request for the back-up LSP, the back-up path calculation
module is adapted to locate each link of the primary LSP in a traffic engincering
database and to modify each link of the primary LSP in the waffic engineering database
20 to have a cost other than an actoal cost to discourage use of each hnk of the primary
LSP i the back-up LSP; and

a best path determination wodule coupled to the back-up path calculation
modude {o determine a best path to a destination node using the link state mformation

from the traffic engineering database.

25
14, The network element of claum 13, wherem the back-up path calculation module
is adapted to restore a cost value for each link of the primary LSP in the traffic
engineering database to have the actual cost after obtaning the back-up LSP.

3¢ IS, The network element of claim 13, wherem the back-up path calculation modale

is adapted to locate each link of the primary L3P in the traffic engineering database by
an MPLS label.



14. The network el enent of claim 13, wherein the back-up path cal cul ation
nodul e is adapted to restore a cost value tbr each link of the primary LSP
in the trnedfR2ot/smyBneeri ng dat abase to have the actual eotuBa0/e34880t ai ni ng
t he back-up LSP. 3015. The network el ement of claim 13, wherein the back-up
path cal cul ation nodule is adapted to |ocate each link of the primary LSP
in the traffic engineering database by ari*#PLS | abel. WO

2011/ 055273PCT/ 1B2010/ 054852 16. The network el ement of claim 13, wherein
the request is received froma path communication client. 517. The network
el ement of claim11.3, wherein the back-up 1.,SP includes at |east one link
of the .primary 18, The network el enent of claim 13, wherein the best path
det er ni nat i ontSrod e FHPPENEHRETLTCHHEY Haivvsee oy st pafgseispd ffom a path

algorithm  .oomwmication client.

5 17. The network element of claim 13, wherein the back-up LSP mchades at least

one link of the primary LSP.

8. The network element of claim 13, wherem the best path deternination module

implements a Constrained Shortest Path First algorithm,



