LOCATI ON CONTROLS ON PAYMENT CARD TRANSACTI ONS FI ELD The present system and
nmethod relate to controlling paynent card 5transacti ons based on a nobile
devi ce beawvogosuhsicanti al |y co-located with the | ocati onpetnaseoia/opzynent
card transaction is initiated, and the ability for selective controls to be
pl aced on the paynent card by the cardhol der or issuing bank. BACKGROUND
100ne of the nore constant problens within the paynent card industry is the
managenent of fraud in the use of paynent cards. In fact, a significant
portion of card fraud is counterfeit fraud, which |nvolves counterfeit
paynment cards bei ngL@@e&TI@Mﬂ@MTRQLSAﬁ]% l’a@&’/MENT @SR sal e (POS),
often in a foreign country rel at ipRANSAETIENShol der' s hone country. To
address this problem card paynent providers 15sonetines deny transactions
fromcountries where such fraud is common unl ess the cardhol der alerts the
paynent card issuer of his travels to that country. This can be

i nconveni enfIE&D he car dhol der. For instance, when a cardhol der travels to
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or her transactions are nle unl'ess he or s ein ad i nforned the
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(I nt er net wor¥apgae w@@r@%w%@%farédwwon%wtweds@m'fle,f‘eab;sw\fpaafde%vece| | ul ar
tel ephone SgbiiAe PEOMIER oh i o xﬁlh%r@bfﬁﬁfdafmq%%rﬁﬁ%g%aﬂfrSon is in

the country where the transactio s carr wever, “thi's requires
25i nvolving the cellular tel ephone provider, and likely incurring the costs

for the seryjc is limted to nobile phone services that offer
such a servi &€§$¢§N9mwd to nmobil e phones. Further, it may not be
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fraudulently at ATMs and/or points of sale (POS), often in a foreign country relative
to the card holder's home country. To address this problem, card payment providers

15 sometimes deny transactions from countries where such fraud is common unless the
cardholder alerts the payment card issuer of his travels to that country. This can be
inconvenient to the cardholder. For instance, when a cardholder travels to Russia
where counterfeit fraud is currently a problem, it may be that his or her transactions
are denied unless he or she informs or had informed the card issuer of his or her

20 travels.

Another mechanism being proposed is to use mobile phone locator services
such as Ericsson's IPX (Internetwork Packet Exchange) Country Look-Up Service
provided by cellular telephone service providers to provide a confirmation that a
person is in the country where the transaction is carried out. However, this requires

25  involving the cellular telephone provider, and likely incurring the costs for the
service thereof, is limited to mobile phone services that offer such a service and is
limited to mobile phones. Further, it may not be particularly useful if the mobile
phone locator service only identifies a large geographic region, such as a country.
This approach would also involve the complexity of coordinating entities which are

30 not normally in communication, such as the cardholder, the cellular telephone

service provider, and the payment card industry, particularly the card issuer.
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WO 2011/ 022062PCT/ US2010/ 002277 In areas not directly related to the
nmet hod and system di scl osed herein, consuners currently have access to a
range of wersomaebosdevi ces (such as cel | phones, GPS devi @€3,USp@ns0orrat
conputers, etc.), which are able to identify (to varying |evels of
accuracy) the geographic |ocation (based on either of or a mx of GPS
systens, 5 nobile phone cell-phone towers, W-Fi hot-spot, |P address,
etc.). In this respect, a nunber of software applications are available in

t he market which offer consunmers with custom zed services based on the
| ocat i on i nf or matR difagpeisliegtly relatedite thegpethed aed system Hiselossdhgrtia; (1)
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conpri sing gardholders to apply controls on a payment card based on location based information
20  obtained from a mobile device with geo-location capabilities. Further, there does
not appear to be existing bank or issuing services in the market leveraging location
based card controls for the purpose of preventing and managing fraud on payment

cards.

25 SUMMARY OF THE INVENTION
As disclosed herein, the present method and system for providing location
control on payment card use involves a mechanism by which, depending on
particular embodiments, one or more of these problems may be avoided or
mitigated, while, depending on the particular embodiments, providing additional
30  opportunities for the customer or cardholder to impose their own location controls,

as well as potentially other user-defined controls, on the use of their real payment



menory devi ce capabl e of storing data which associates identification
informati on of individual nobile devices with individual paynent card
account s,wendiiz2e@rput er processor, a request from a nercharstom®o02277

aut hori zation of a paynent card transaction agai nst a paynent card account
of a custoner. The authorization request fromthe 10nerchant indicates the
geographic origin of the request for authorization. The nethod and system
are configured to receive, in the nanagi ng conputer system infornmation
comuni cated by a nobil e device regarding a current geographic |ocation as
det er mi ned bymbhe(RFOW) bea gesrido sariminilzie of conyradfpaymentoimber (GBN).c,thevher ei n
the nobil e device has el ectronics capabl e of determ ning a geographic
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and (2) take action t ermt I'n n reques
t ransacti onagondia mmesmdi aéc(mUnQ&BﬁanmemaammmuvhmelnatﬁdﬁEreg&agIﬁ&ﬂht}ﬁ: origin

of the uest does .not tch the geographic | ocation of the npbile device.
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payment card account against which a request for authorization has been received by
accessing data stored in the memory device. The method and system are configured
to determine, in the managing computer system, whether the geographic origin of

20  the authorization request matches the geographic location determined by the mobile
device; and at least one of: (1) permit the payment card transaction to be processed
for authorization when the geographic origin of the authorization request matches
the geographic location determined by the mobile device, and (2) take action to
permit denying the authorization request for the transaction to be processed for

25  authorization when the geographic origin of the request does not match the
geographic location of the mobile device.

Research indicates that cardholders want increased control over their
payment cards. MasterCard has launched card based control capabilities and
services for banks and cardholders. Providing location based card controls to

30  consumers can add value to this effort. Additionally, as efforts continue to use

mobile devices as contactless cards for payment card transactions, and for person-to-



5woul d provide an ability to manage fraud via geo-location based card
controls depending on the particulars of the enbodi nent. This service, for
i nst ance,woaunlidh2emabl e banks and card i ssuers to nanagePpraisdotoioni2vs,

i npose bl ocks or generate alerts based on |ocation information. Thus, the
met hod and systemcould greatly increase the accuracy of fraud detection
and prevention in certain exenplary 10enbodi nents. For exanple, the nethod
and system coul d enabl e i ssuers to decline a paynent card transaction if
the country of the nerchant (as identified in the card transaction
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payment card transaction if the country of the merchant (as identified in the card
transaction information) is different from the country where the consumer is
reported to be (as identified by the information provided to the platform by the
mobile device).

15 These and other features and advantages of particular embodiments of the
location payment card transaction control method and system will now be described

by way of exemplary embodiments to which they are not limited.

BRIEF DESCRIPTION OF THE DRAWINGS
20 Figure 1 illustrates a high level diagram of a system architecture that may be
employed in accordance with an exemplary embodiment of the location controls on
payment card transactions; and
Figure 2 illustrates a high level flowchart illustrating the process by which an
exemplary embodiment of the location controls on payment card transactions may

25  be carried out.

DETAILED DESCRIPTION
The method and system for location controls on the payment card
transactions will now be described by reference to the accompanying drawings in
30  which like elements are described with like figure numbers. It should be noted that

the claimed invention is not limited to these particular embodiments but rather fully



WO 2011/ 022062PCT/ US2010/ 002277 enconpasses vari ations and nodifications
whi ch may occur to those skilled in the art. Dependi ng on the
enbodi nenwo 20hwn2emed | ocation control s di scl osed her ei nPcanuspoiowizie7
consuners with a service to manage | ocation-based controls on their
S5paynent card or cards |linked to a nobile device or devices that have
geo-l ocation capabilities. I n exenpl ary enbodi nents, cardhol ders 150
(and/ or banks or card issuers 120) can be provided with access to a
managenent platform e.g., managi ng conputer system 110, to set and nanage
card cont r okscompassessafintiarsandppddifiaations whicht mipoons uorthose skitied nsthal |, or
can be installed by the manufacture of provider of the nobile device 160,
on one or nﬁ?tiple nobi | e devices with geo-location based capabilities. The

nmanagement conpuiRpesdifif 6AtHelnbRImBhS thelArPRR 8SSEEhntol &sclbsidaiengh browser
on a Mac or PC or nearly any Internet enabl ed nobile device. An exenplary
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transmt geegadaddnidson based information to managi ng conputer system 110;
Link (i.e., associate) one or nore nobile devices 160 to one or 20nultiple

paynent cards; ahuexseplarysmaadimenisseadhobdnrs b5Q (aod/arhenirngimsnd isswarels, by
way of non- g%é‘il(ctahgg 3?6@g%ﬁl§th agcess to 4 nlglngpe?ﬁénqg}a?[%gx}l,n? .,fn!i" LbgL enabl e

anagin
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of the foll owinpgter &t il 06 tpsEsamdaharape catgdicomrbiecad 4 edftasiRappitatidhBdt
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and couh? r yFONSyBIFE cagdustpihAricaRde (pstalied by thepisppfagure af proyidegpgthe  pefine

persenel o s ameRnG Oy B g AR KB il el
desi gned capabilities. The management computer system 110 may also be accessed via an
internet browser on a Mac or PC or nearly any Internet enabled mobile device.
An exemplary mobile device application would enable consumers to perform

15  one or more of the following:

. ‘Register one or multiple mobile devices 160 into the card
management computer system 110 and enable the mobile device 160 to transmit
geo-location based information to managing computer system 110;

. Link (1.e., associate) one or more mobile devices 160 to one or

20  multiple payment cards; and

. Set location based controls on the payment cards, by way of non-
limiting examples.

The application may further enable consumers 150 (and/or banks and/or card
issuers 120) to perform one or more of the following:

25 . Define personal or custom location areas or other location based
criteria, such as but not limited to: home location (city and country), usual
destinations (cities, countries, etc.), etc.;

. Define personal or custom control profiles, such as (but not limited
to): “at home”, “at school”, “traveling”, etc. which include custom controls designed

30 by the cardholder related to the geographic location information identified by the

profile name; and



30by the cardholder related to the geographic location information
identified by the profile nane; and Associ ate different

" per sonalwbaoati2ess” to "personal control profiles" suclectrhmstominenrt he
nobi | e device reports a current |location identified in a "personal

| ocations” data file, the associated "personal control profiles” can be
automatically invoked, as sone additional non-limting exanples. 5Exenplary
types of card | ocation-based controls can in certain enbodi nents include
the ability for consuners 150 (and/or banks or card issuers 120) to set one
or nore of the fall owiAsgocidgtdnfferentdipernontldetasiongntgbipersonali wabbkpoftes”
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t he paynment card who is not the cardhol der. The nanagi ng conputer system
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15 EXEMPLARY SYSTEM ARCHITECTURE

As illustrated in Figure 1, in the financial transaction system 100, the
managing computer system 110 includes a memory device, which may be any form
of data storage device including but not limited to electronic, magnetic, optical
recording mechanisms, combinations thereof or any other form of memory device

20  capable of storing data which associates identification information of individual
mobile device such as mobile device 160 associated with a customer 150 with
individual payment card accounts issued by a card issuer 120 to a cardholder. Itis
noted that as used herein a customer 150 may be the cardholder or an authorized
user of the payment card who is not the cardholder. The managing computer system

25 110 also includes a computer processor, which may be in the form of a stand-alone
computer, a distributed computing system, a centralized computing system, a
network server with communication modules and other processors, or nearly any
other automated information processing system configured to receive requests from
merchants 140, typically through a merchant acquirer 130 though not necessarily so

30  depending on the card processing network, for authorization of payment card

transactions against a payment card account of a customer 150.



30 depending on the card processing network, for authorization of paynent
card transactions against a paynent card account of a custoner 150. The
aut hori zavoamweewsest from the merchant 140 incl udes varcows2aatwe2regar di ng
the identity of the paynent card account, the type and anopunt of the
transaction, nmerchant data information, and additionally the geographic
origin of the request for authorization. This geographic origin of the
request for authorization 5may be generated by a nmerchant term nal
(interface) at a fixed |ocation for card- present transactions, or from
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transmtters which transmt their location information to the nobile device
160. Al t%er ntransaetign, @nd gbdéforeothalréquestt heauthbiitatiodesioriginab@l by clotorabd e t o

determne its ag@?cgrearpl:}i c |l ocation based on transm ssions fromcell ul ar
phone comuni @& ﬂ p 8vi ders via cell towers (either 30 by being in the

coverage area of meﬂqa@agihgicamuie%'ymnimsa&_@&iaéeii@a ihfoPhfiby ee or nore
cellular transmtters) and the like which either transmts the |ocation of

t he cel | ul agoraawisaied i conobiladense ey regardingtaacurrané lavation ef theviatslecan
determ ne | Eigwgél%d a(ljscc?ettei:rPnrllned by the mobile device 160. The mobile device 160 has
20  electronics capable of determining a current geographic location of the mobile
device 160. For instance, the mobile device 160 may include the ability to use the
GPS (geographic positioning system), or to estimate its position by being in the
range of a wireless (e.g., 802.11 or Wi-Fi) local area network transmitter, or
triangulate its position by using the transmissions of Wi-Fi transmitters, the position
25  of which is known or can be derived from either to the managing computer system
110, by the mobile device 160, or by the Wi-Fi transmitters which transmit their
location information to the mobile device 160. Alternatively or additionally, the
mobile device 160 may be able to determine its geographic location based on
transmissions from cellular phone communication providers via cell towers (either
30 by being in the coverage area of one or triangulating its position from three or more
cellular transmitters) and the like which either transmits the location of the cellular

communication transmitters so that the mobile device can determine its own location
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WO 2011/ 022062PCT/ US2010/ 002277 based t hereon, or conveys to the nobile
device 160 the location as determ ned by the cellular systemas to the

| ocati on wb 20h2pasbi | e devi ce 160. The nobil e devi ce 16@ctmskaiobe2pr ovi ded
with an application to open a comuni cation channel or channels to the
managi ng conputer software 110, and optionally that would permt the user
to 5set controls on the paynent card, including controls that are
geographi cal | y based, as expl ained above (e.g., individual controls,
controls based on custoner profiles set by the cardhol der/custonmer 150 or
i ssui ng banlkasegghereon, or seneays o thermelyle dayicedddithe tocatidy andeteminediby theel y
any internet sed devi ce .pr, ot her nmuni..cat i.on th,to the nmanaging
computer oy SR8 Rt G BE ST oCAT RPN 2LLEEa B in Bipbr FREETH hg

t hese contr gbsldibe pr&ddéedweth usppil&igioa R bp & E@AmMEAIthHomtBMneNVhani¥ls

di sabl e the transm ssion of the |ocation of the nobile device 160. This

appl i cat i ont¢Hs managing| compaigersaftvaee hidhpndopfionaly thag &vawd peranihidiguserdour e or

tail f i ' ,. inst all h
Cust oner 1500 GREBR G Rl LB RIS EAEHAC0¢ e 0BLBNE AN Pl o 1
its menory tosleined @béve (egderihdividual cdresd, comeolibiied @ndRyioater bedtilagspsiyat ed

with the paynent card account agaj nst which a request for authorization has
been recei v&f Rrdlderrustemend 59 2nissng bards E¥hiforaastanie: ek caurse. geogr aphi ¢

s £t e . . . .
conveyeq by HRIdriRhBil ES N ShisfRl G353 L. SPOREEEIRBULRERMA B, 1 o
t he aut hori ratheomarmging dsatipuketr sy ftem20§eogidiphitiized dgtthotustahar 1sioiad by t he

nobi | e vice .either b et erm nin ther they are within a given
di st ancg(? of SYHBS thsse ﬁf@‘yttfﬂwt?le & l%sw Be applcaboB rovid agraRlc AR dIseRI t ude
i nfor mati on gty ffsh@lorAStIhE RR8SoP6 Mt *iig‘;{bil%?i'e@ifc:e?{gb.ygﬁg%gg%ﬁioﬂrcaﬁ'b%ed

physi cal |ocations. Alternatively or additiona ographic origin of

t he transacpraerdedquélst mobghdevies t6) bhthegeaogiapive or reteider afthofoblie nobi | e
do o It e 2 By TR BT R ISp oo phi e fogat fon of
town, a city, an¢h§%hgin§!’coﬁfpﬁ_t€r@9§em3510%l%%rﬂéjcc%§es Pid SoPRLh R INYerRbry
additionally, the geographic origin of the transaction authorization
r equest liay deweeto ighrélfg@@@aatmeomldbmqvm 160 assnsiatethivith thkepd yorerit fardt
account against which a request for authorization has been received from a merchant
140, and determines whether the geographic origin of the authorization request
matches the geographic location conveyed by the mobile device 160.
As used herein, the geographic origin of the authorization may “match” the
20  geographic location determined by the mobile device either by determining whether
they are within a given distance of one to the other, and may be based on longitude
and latitude information or street addresses or other relatively absolute or fixed
physical locations. Alternatively or additionally, the geographic origin of the
transaction request might match the geographic location of the mobile device if it is
25  in the same local community as the geographic location of the mobile device. In this
instance, the same local community may be a town, a city, and county or province,
as examples. Alternatively or additionally, the geographic origin of the transaction
authorization request may match the geographic location of the mobile device if it
occurs in the same country, for example. Further, rules can be set up, based on
30  transaction details (e.g., the amount, frequency of use, merchant, type of merchant,
type of transaction (e.g., ATM, POS, etc.), country of origin of the transaction, etc.),

the sophistication of the transaction equipment and/or communications equipment,
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occurs in the sane country, for exanple. Further, rules can be set up,
based on 30transaction details (e.g., the anount, frequency of use,

mer chant ,WOppH/@BR06Zer chant, type of transaction (e.g., ARTWUSRP@800{T.),
country of origin of the transaction, etc.), the sophistication of the
transacti on equi pnent and/ or communi cati ons equi pnent, WO

2011/ 022062PCT/ US2010/ 002277 the quality and the information being

provi ded, etc., and conbi nations of these factors) to flexibly match the
geographic location with the geographic origin at different |evels of
speci fi ci ty terepeahidy anyl ba infoaatigriaing Brovidsd, ¢tas artheembinandwsraf thesgrent  of

suni o tne TERrLRAGTATREen Bedthe B IRRER SiARE S daPOE ofTHCL: oo

5whi ch t he nobi | I was re cat ed,

wher eas a mdiffershtdevdld 6Bspecifi@tirdeperdingbdiOhedOfa0m. dFrhytakie, apieeved i f the
geographic | ocation matched within a radius_of several hundred feet of the
nobi | e devi daymertafisdA-00eordess, forexapplel might be appravedbasst oprle ¢ymsRyiipn

det ecti 0g Ciyigu] hiY dUIRlaQ0RS € RRAYCH Sk 1) FopBr O VPR LB RERdOEL 5 £ O

provi de a coup exanp ment’| on e CuUSt ORer 150 or the

i ssui ng bankndk2Gigaffivanepayuenpod 00260 wbuldhedebé aggroval if thiegqozadphices bei ng
sel ected by the custoner 150 or _the_ issuing bank 120, or invoked by
| ocation pr é?5afies matched yyithip airadius efsexprahhyrkized st pthgsiabile degseand/ or t he

origin of t W@cakiaag%g?Eﬂ%%élﬁst%mwb@oﬂhxmagsrps&aamncci}c%ﬁ?}t {H30wa®

r
conbi nati ons ther he managi ng conputer system 110 can permt the
paynent car depor@dsadtin egiviehttondperprd) teepeediefacrouale dxaripiest i Ameditemetihe

geographjc origin of an aythorization re t mat ches | exi bly or

ot e B0y ok Dt 5P OF S on bR s 55t MRS O SIB RS o
al ternati velpye §3KfsellgQR1LRIMHE buds¥ 1D drhRe ?s'dﬁih@%‘aﬁl@ﬁ?@,rbrri%k%ét for
the transaction to be processed for authorization whéen the geographic

origin of t e leegoeyrofdesthahae triggared when teogotiedayidedditandfor dlie otiginmobi | e
device. It 2Qshould be noted.that in certain epbodi ments pern.tting the
vt car 8 TR bERLA Bivh 2S8R0 ThrlBR Grroprn RS el ok e no
actual action bUtTh@'n!lQng,ﬁ% doliputdransiamt 110t ah Pefrhi® heAsa N Bdrd tlahsdcddh omer
conveni ence at the tine of the transaction can be viewed as being nore

i mpor t ah? t fabe prosossad farquthasizatiomwhpmthesogiaphicarigimoban afthenizationct i on f or
exanpl e. Thgfque%ﬁﬂ%&r(ﬁe%’ﬁ?& i{qﬁgﬁiglé@?l!ﬂel q%)%lgap:hpc l%;ltcgt?o% c(!‘iéff'ee t efnez gt}ggﬁpayrrent

card transactton progresses gra ocation and geo ic
origin are modbilkakoRecdrotemasiecltgkd attion tapéraiit dasinthe suftorigaedi | y or
timely provided. In exenplary enbodinents, the action to permt denying the
aut hor i zat i &¢fluegifaedie tiayagsienity be REocesserhier authargaiory sipn Hie gaegraphic

sutfo 2| aRgfEfelo onelfoNoBE L ABeAlE S TSR RROb AR
noti fi cadi oshdudd bhaotedyhanh cerainl embodindnts Sgunétting 20 payment card transaction
to be processed might be in the form of taking no actual action but allowing the
transaction to flow as normal. If customer convenience at the time of the transaction
can be viewed as being more important than preventing fraud in that particular level
of transaction for example. Thus, exemplary embodiments could be in place where
25  the payment card transaction progresses if the geographic location and geographic
origin are not matched because the information was not sufficiently or timely
provided. In exemplary embodiments, the action to permit denying the authorization
request may be in the form of simply denying the authorization request directly by
sending a denial message to the merchant 140. Alternatively, the managing
30  computer system 110 can send a notification to the payment card account issuer 120

that the authorization should be denied. In the latter instance, the payment card

account issuer 120 may decide to authorize the transaction despite the indication that
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that the authorization should be denied. In the latter instance, the
paynment card account issuer 120 may decide to authorize the transaction
despi te twe 2ondizewki on that the geographic origin of tireTas2MONIRZATI ON
request does not match the geographic |ocation of the nobile device. This
can be done, for exanple, by way of a set of rules that nmay be geared
towards the type of paynent, the type or history of the nerchant and/or
custoner, the amount of the transaction, the country of origin, other
S5factors as may be appropriate to reduce frustrati on anong custoners

wi t hout i nctitergeegranbieiarighmaf thermutherizaten feanest dagschsit aratch thargsagtapbias, or

ot her facto . vern. the.setti olicies.and rules by the
paynent carIi gégﬁh%@%ﬁ%@gr&ef%& erlhfs %nlq%%ggg’afgf)?’éaﬁ‘gf’e@' Wﬂyi?}.?ﬁ%

comuni cat i ewles thagmagbegeirbe thaatae e tope of fayaRanehd OPe 6ARiskey BRER t hr ough

| egacy or a future iteration of the card paynent 10network 1%0_._ Wth
respect to fEChpbandéoraiomer,the amounisofdhe Hamsactien. de etvatrytaferigibiother devi ce
110 can be f ' ' i.Qn: devi ' 20- | pcat i on
capabi 1111 ecetors af Hlsd be'tBplopRalaBPklor Pl it ot ARV HRLET Ces "aucn
as a cel | ul arcutrélgepldities) undueaiskSor framhilént devsacasns; ve bihas fatdsk ackaerry(r) ,
personal digital J15assi st | apt ops, wi.th a wirel ess conmuni cation card,

tan&.s, p ] . .

or nearly aR9veR s seitienieligics and rules by hgpaymery gard acoeypt 1saieg dAfuni cat i on
devi ce that woul ' | O ' r when
making or initi a?t .”Eigl a nglérrcgér%t%i%:h\glr g{étscflansagltﬁ?%%?&%%dtfgglg%? B?L}éﬁéhv\%%% owns or
control s t hgammbiidrecahehd mede hfowghubghcher alfimrd veragbeof iheehyd Liyatdne or

di sabl e 6he m)billﬁg (gevi ce 160 from providing a current 20geographic

| ocat i oh’ t o"tX@ ™ rhA%gi ng computer system 110 if for no other reason than

customer pref er engigh Risp& ty/ 4 MGARRYRS-160, it should BE nBRAIhA HE¥E8e 160 can
comuni cate the information regarding its current geographic location to

t he managi ngedemplit ean beyanydam 6 mobile ggmnamycation device having igko-docation

conmmuni cati on. pr,otocol.s including TCRP/IP .of the I.nternet or a private 25
network thr g%?ﬁﬁllﬁﬁg IP%IP@P%WL{ s gé%td&e,lesé\?é??l{] VIEEP Py {) ‘éqné‘%‘ione
system enaidlephBaeR9a2lRY emdihgevidts8uélehs PBlaRkBrHFabersBRiIRSill and any form
of point-to-point communi cation, whether encrypted or otherw se, as

exanpl ek assistantg-laptopsyith pavipdasa gpmenuninepion eardsgeneanhy Bny oty forkef act i on
et | oSy bRl bbb NSRS A AR 4D

transacti on” or processi ng networ I t he

mer chant r espiElkdlngardied b rai cisfonn waizd makiid &ialtlaying 3@adineat @pdal ert to at
| east one of the custoners and/or the card account issuer. Wth respect to
t he cust onelfansgeiion. ya cyypmsr 1 whg Qavns or controls the mobile device 160 would be

able to selectively enable or disable the mobile device 160 from providing a current
20 geographic location to the managing computer system 110 if for no other reason
than customer preference or privacy concerns.

The mobile device 160 can communicate the information regarding its
current geographic location to the managing computer system 110 through any form
of network or communication protocols including TCP/IP of the Internet or a private

25 network through the Internet, SMS messages, over the cellular telephone system, e-
mail messages over the Internet or a private network, and any form of point-to-point
communication, whether encrypted or otherwise, as examples.

Further, the managing computer system 110 may take action to permit
denying of the transaction by communicating through the card transaction or

30  payment processing network 170 a denial message to the merchant requesting
authorization and, optionally, sending an alert to at least one of the customers and/or

the card account issuer. With respect to the customer 150, the denial-message is
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preferably through the nobile device 160, but not limted thereto. For
instance, if the nobile device 160 is off or left behind, it nay be nore
ef fecti vewdeoowureri cat e t he deni al through various comromiusadio®m2reans

i ncluding tel ephone calls to various nunbers associated with the custoner
150, alternative nobile devices, e- 5mail accounts, software alerts or

ot her conmuni cations as set up between the custoner 150 and the card
account issuer 120, and perhaps identified by the custonmer 150 by order of
pr ef er ence. In this regard, informati on used to associate or link a
payment car prefasadytrough theanotnlsi deyicdepi0cleut 190 limated itherttod & or destemnicé yif ng

mul tiple payment,.card. a unt s t Obe associ ated w th one or nore nobile
devi ces. | nt)fl erl?:%b,lfzerfdl’?lvicfg%g RBiof geﬂél%%‘%(gét T%gﬁwr%g&?ﬁg@g? SLBPUNMPH a
gi ven paynefit deafalithe@eduniioud 86mhidabe nitaysmbludiny tdlepRSRGHIS téray be
associated with a given nobile device 160. In this way, a customer 150 who

typi cal |y c¥ariqusgumbersgssasiaied with faheystomientiSQealtersgivegnobila dryideses ot her s

15”1 noonvery heSAialE M FaE LSRR obifcpptnsab R aeel TP RERT 0 er o 0 5

gi ven paymegustohadrd S0Ra0 tigaddry at@uar isbudr ti 26 dndpetiiaps s@ptifieasyurd Nng a
particul ar paynent. _card account, Further, in exenplary enbodi nents,
t he managi ng}'S JP8bYyderahpiaforesgs t ake action to permit or deny the

transaction by s i ; :
cust omer 150wy Ao S8t Aabl ok APeRRRPbr il PROHEN chfilqch O
aut hori zed withdemitelkt.deVive 168 ray imjudeadmiifeingsysitiple phithecantard ptéound tby

permt qgr deny the transaction due to not recejving the alert or not
respon %ngdlb“e%sé %te% KA QGHAL RIS mQdple ¥‘°ﬁ%t1nrflé%tel’\}‘étbplﬁmorh?6‘t5 dgeicect@y by

the custonepay 5OhssBXRAMRA!Kith § f i ment
card account a?lssuiasr or by théﬁtgu?{ag}%?ﬁgza%g? bgngg?%%tggegg#%gﬁeahe

t ransact i onacgnlgs maiythe assrsiavedewith atdieoen mebild deviter Eits datthiorwayi, tloistoinee gi ven
period of tj or that can autharize the .transaction unless the custoner

i ndi cat es t!rg)tew{l%bpfqaip@&mqsgﬁep S?vﬁr?dén(g’éﬁidgﬁﬂce%i@ﬁ (\R@at‘?]i‘ioﬁz?%‘é‘ﬁﬂisven _
period of twA®haW¥ thbir bR&NAEHI1d ®vides IBOTOQQQTﬁHigﬁﬁéH%%t)chFM&tb%m 100, it
shoul d be noted that it 30 further can include a card issuer 120. Here it
shoul d IBe unReershisoeed hinhavimgtoogmenibss gematthovinelymobdadedcphysigoah card, or

ly virt Lt shoul d be.furth tood that th t card
ay r opr esart ERbSwd seR SRy g dF bt BRSO AR ARG 1y

al ternati vedayd B&oantvi rtual paynent card, and nay have additional controls
set by a user, generally known as a_ controlled paynment nunber (CPN). In yet
anot her al t er natFwher.dngxemplary grabedimentsathg nanagingtcompptdysysismollilatand wi t h

e e, MR TSR AP AL st b e Rl Tl s
nunber )20t haduch that the customer 150 may decide to indicate that the transaction is to be
authorized or denied. The managing computer system 110 can optionally permit or
deny the transaction due to not receiving the alert or not responding because the
communication was not received or not detected by the customer. For example,
system defaults can be set up by the payment card account issuer or by the customer
25  or by both that can deny the transaction unless the customer authorizes the
transaction within the given period of time, or that can authorize the transaction
unless the customer indicates that the transaction is to be denied, each within the
given period of time.
With respect to the financial transaction system 100, it should be noted that it
30  further can include a card issuer 120. Here it should be understood that the card

issuer 120 may issue a physical card, or only virtual cards. It should be further

understood that the payment card may represent the “real” payment card or account

-11 -



have additional controls on use either set up by the paynent card account
i ssuer 120, or by the custonmer 150, or by both. These additional controls
(as identwbizet/aebiwee as i ndividual controls or as partsPafi/ysesisoonrl7 or

| ocation-based profiles) limting the use of the paynment card nunbers are
in addition to the regular paynent card 10authorization process. As
shown in Figure 1, there can also a nerchant acquirer 130, which is
typically the merchant's bank. The nmerchant acquirer 130 receives
transacti on aut hori zati on recluests which are then forwarded on to the
managi ng compiber (RRNY enmey eliemehely 4 pedrua) peymeiircardyandmaydige one ot her

t [ 0 houl d be not.ed here hat , t he
P e e 3 aadiEn 08 bR ANy dsef Henclally KISVH s BOREN T ARt AROLSE |
because t he(€PH).eli yepiandthbyaltamhdtive) £vifRbCH3MendEadiacedmt 39 Hehatocgasd

receive transactl ons for a given payment card account in nost
ci r cunst anc &4th the regh pagngy “}Hf‘hblee?%ltbatlthe woiel pdymantBumhers afstandtineor

managi Ngs Co r r nput er
System 110 Toeasicaly ShRMe ARl phh e ToRTE! o5 itk 0B RIBMATAEE TN 20
shown i n Fi gaveadtitional controlhien mencigienset apryuhepaymyaiteardlddonhdssesr 20, a

mat ch betvveen the report raphlc origin of the transaction
aut hori zat i ShvY E§us %399 q’ré%%‘?t@ﬂ“ﬁé%é‘t“&ﬁhh@“ﬁ@@é@? pisnihicd shovgsbi | e

devi ce 110, 1Md9&9tc%ﬂfrbl§lolr¥sg 18 er%tngpcl)ﬁo@zﬁloﬁ%aspd’ gxfglﬁ;%szgﬁhf?ﬂffm‘mgn the

card custoner 150 or the car arn ove e paynent
card transaof tlmrpaymefnmamanulmhelts(aream(miﬂman%ml&rregﬁﬁrpmymughcaai card network
170 for he nor mal.. approval process. Here, it should be noted that the
managi n§ tﬁ?g?a?ﬂ?ﬂ?g‘?ﬁsilo can be part of the card issuer 120, which is

typically the candhabanin Fidak, th@ﬂétcahfalsafm&féhﬁh%eqh?errl@beahfch% in some

enbodi nents communi cations travel directl y between the merchant acquirer
130 and t hetypagadly3le mseahent'sitokt Ahe megnchant agquineed 3®rdceivedtrhugacagpr ovi ng and
[N the e _enbadi nents, paynent

denyi ng payQ rd tran uest s

card transa(r:?t Rérﬁzailéjaﬁg%l{egtss Whic Ly @% eryardadqp od ?H@nﬁﬂﬂéﬁf)rﬁ‘au@f)rrput er
system 110 eystdien 1@kithdraliRaff of ihiGughOit 1éa@mre%thhﬁswngnetgheh&@dré idsgiguer 120,
whi ch can provide additional information to the card isSsuer 120 regardi ng

whet her 1% he lé@odP ghomidboneted hergfthatiile muaame&wronutcewm 1 bhdart brepagtor aphi ¢
| ocation Of B‘lt agqlgleeY'lgS gu@%e%tsgnleréa‘zlire? geﬂhy ﬁf{p\}é%}%r rmunl cations
rou sy st

can travel he’ nmanagi’ng conpute nmer chant

acqui rer 13®cqmmlr§m®thardinlrsmhertralﬁﬁ)ctmnsafoﬂw@wmd @imérh%aid/&cswr&tlﬁlﬂfﬁ)sﬁan be
provi ded. It shquld be noted that in certal n systens, the merchant

acqui rer 13BITHRRSIES.dbWauide pspfenable inrmBos cirgamptanges dosthimumangaingt er
2L ST i, S0 A B SR AR FPver (1)
20 can be part of the card issuer 120, or be an intermediary, as shown in Figure 1.

The managing computer system 110 checks for a match between the reported
geographic origin of the transaction authorization request and the reported
geographic location of the mobile device 110, and potentially other controls as set
by the customer when the card customer 150 or the card issuer 120. As explained

25  above, the payment card transaction is forwarded to a card issuer 120 through a card
- network 170 for the normal approval process. Here, it should be noted that the
managing computer system 110 can be part of the card issuer 120, which is typically
the cardholder's bank, but it should also be noted that in some embodiments
communications travel directly between the merchant acquirer 130 and the card
30  issuer 120 through a card network 170 for approving and denying payment card

transaction requests. In these embodiments, payment card transaction requests

would also be routed to the managing computer system 110 either at the same time
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10nerchant's bank for these types of transactions. Further, card processors
such as TSYS(r) can incorporate the managi ng conputer system Additionally,
t he managwogotianzpaster syst em does not have to be separareTars2@apani27f r om

ot her card processing facilities, but can be in the form of conputer
progranms running on the same conputers or conputer systens. Furthernore,

t hough shown in Figure 1 and Figure 152 as carrying out its function before
the normal card processing steps for authorizations (e.g., account bal ance,
avai l able credit, fraud detection, etc.), the location controls can occur
after theseohtuted thipusbdbeeard agseeicbith Midhdcaaprevde additiondl ynfohmatea toh, but
normal | y bef,or Qrizatio e I roved.. .| et .ot her

enbodi nent s],ct}%l cfar%%ﬁuegle{tzusre ltr)lg(\:)&(;hr??l?e(rg&r?etéeao Saggflo nggt}ﬁgf%éacﬁ@flenti ally

20 fraudul endquest an@tthdyedgpiphirsipestionvét tie alobilkidedict N0 hat | Oiferfitiveng
custoner's npbil e device against the origin of the paynent card
t ransact i on2ll §empumicaipnyean trayes threpgh ha Mmasgaingicamppisr syitemll 10 bgtverenent

char ges. ¢ As 4 . i in.Fi.gure 2 he
i nanci &t Fsingiehl itold 820 AR beshf oD SRR BH fisyole
managi ng cobppteidelyst em 110, a 25request from a merchant 140 (perhaps

t hrough the nerchant acquirer 130) for authorization of a paynent card
transaction agai Asthopkldenpisrkihat Bpegtamysigms. be mereband peAudter 136raed the

aut hori zat i egqr&QLESI0 %fﬁgn% E%lr}gg}ea#g@éedzf%&mytﬁatgg[e%gpgﬁit}ggchi Jicl udes

t he geographic origin o orrzation (e , nmer chant
transact i on Amnearivandixpfess® amlrlai-spmm%wﬁlidhranssabnthmhirscaralntdda’ybmﬂ( and.the ,

browser).interface 30qf_a conputer .at the user's |location for

car d- no%QprEBe_éw_tanﬁgﬁg‘a thsse jypes of transprors; Xarberear AR St hod al so
i ncl udes 1 eqgiyg®nGniiftorittaltBRAHiaA iﬁ%@&%@t"er _?etrﬁnka&f?iohglflﬁrtﬂ@fdaﬂg%in
comuni cated by the nobile device 16 regardi ng a current” geograp |%

| ocat i on of cemhputens)isiemn dessi roé haGdiods sdpareterrmapelrt fiyom bthenodril peoadtssinge 160,
wherein the m]t%i I qevi f)e. 1ﬁ)gﬁhas gl ectronics caspabl e of determning a
geogr aphi ¢ FSERISS oG PR i DS HPIN O EUTRYCH BGBIABISIYNBINg 0N (g SANG +  shoul d be
not ed t hat E:di}ﬁﬁlrﬂfeﬁl dreofPites Systéfs MBYrtREmBEY, thiigh QhORh iPH el | ¥nd ERRFE TS

5l ocation to the managi hg comnput er e;&(.stem 110. “This means that the | ocation

i nf or mati on2 8k garrYipe opkitefunetombeforathe nermalisars prgcessmgutas feyst em 110
managt ng consTPAARbE R Seb iR bsacheliok fealt ot 1R, ko Beuni 1 the
aut hori zat i eati@fe@siold Canttic Bifa fibt AERE $6EMalAvolsdstaps edrhptediort he
| ast-mentioned possihility, an alternative or _
concurrently therewith, but normally before the authorization request is approved.
In yet other embodiments, it can be used to confirm transactions as being potentially
20 fraudulent or not by retrospectively checking the location of the customer's mobile
device against the origin of the payment card transaction, as part of an investigation
regarding potential fraudulent charges.
As inferred by the above and illustrated in Figure 2, the financial transaction
method includes receiving (in Step 210), in a managing computer system 110, a
25 request from a merchant 140 (perhaps through the merchant acquirer 130) for
authorization of a payment card transaction against the payment card account of a
cardholder. The authorization request, as mentioned above, from the merchant 140
includes the geographic origin of the request for authorization (e.g., a merchant
transaction terminal for card-present transactions, and a user (e.g., browser) interface
30  of a computer at the user’s location for card-not-present transactions).

The financial transaction method also includes receiving in the managing

computer system 110 information communicated by the mobile device 160
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10addi tional feature can be that receipt of an authorization can pronpt the
managi ng conputer system 110 to inquire of the |inked nobile device 160 of
its | ocatwonoiifineossyst em can be set up to require this PoratS2@0/obr77

provi ded, or not, or other criteria applied to determ ne when the updated

| ocation information is required before the process can proceed (e.g., if
the | ocation has not been updated for an extended 15period, or the pattern
of | ocation changes suggests that the nobile device is likely not present
at the transaction origination site, such as a transaction occurring at a
great di st afegardipggcutient ggegrapbisdetation odithe moblids/devacd ifhasi determbesidyyal |y,

the last reported,l ocati bi |. e.devi.c ul used in many. | nstances.
The financi a eTPglrllesgecvfcleo%bﬁg ek %‘ﬁﬁ?‘h%fe (}/\eﬁ/&cleﬂg@iafs Sgﬁ??li“ﬁ ﬁ?j’?gblerf’ t he
20managi ng detepHingig & y¥edeeaphld caddn bEAS imdbile debik 160 gsiep 082\ 6Per@360CIH at ed
wi th the paynent card account agfai nst which a request for authorization has
been recei verwy baseied shat shemehile deyieqil §thmay be setiprty padodically Spep iB14) . The

financiak t i f rodaclhiydes., i ermning in
tho manadi nec Ao s B8 i pRE oI BR RS THl S Rna s REHGOE: " e
aut hori zat i afformajioaahighabehesivel ebe2hgahgmapitiog taaphteosystal e[mdededy t he
nobi |l e device 160. . In Step 218, the financial transaction nethod includes
ei t her per niR3uPriFation fequeyagmas the wamedime ahafiertthe managipg compries s¥stem or

aut hori zati g, o SR ' i+ O t 201 | ' equest
mat ches the g%lé%?aﬁﬁ.h% ﬁglocatzlggﬁlll %&? égrt’?n\!vﬁl(laéé{hﬁfnt O%Q%ﬁ#eéa%%\?ﬁég r taking
action to peratessedergiangtetdimnanfitiolastzabntioned @geebility, an altbmativ@psacti on to

be processed,k 3Qf or aut hori zation when _the geqgraphic origin of the request
does. notd maedditpRRl ERNE ap RF A1t SRSSiRt i 2B AU PARZFHSH 2B PARVPLIBE MAHIZNEp 220,

the paynent .&@apsker d:4tdd0N 1 @ & inQRirk @ﬂﬂﬁﬁqfnk-b@nﬁbh?@%ﬂ%&%@&egs %rscafgﬁi Egje and

the appropriate nessage is sent to the nerchan e seen
above, the bystemicambe sritupdd sequirepbiy ecation he gravidets ac hotpnsothancrditeria

i mpl ement ed _in. nunber aof S j scussed above, or as will occur to
t hose 5ski | P@g‘eﬁﬂgtdﬁtgnﬁw.wq’leﬁlggéug‘??gﬁcg'oﬁ%tfﬂ'blp?%?%? is gguied P%‘Jf’feotﬁg and
modi fi cati OBﬁ)cEMaﬂ?froce\é@ (&8, Wthe IREG histhok BeSPutatdd B ah Bxlhger t. are
enconpassed by the financial transaction nmethod i'nvolving |ocation

control 53 Heereed, or He pattemeofdpcation chengrs guggedtsshatttbenmobile daypice isdiitalng t he
presently dhgtcﬂrgfe%gatl HE %tarils%@tigr? Qltiéi(l;)lla 1onosr}teE) gl}/cr}rleargta t(r:a%rsgction occurring at a
great distance from the last reported mobile device location. Generally, the last
reported location mobile device would be used in many instances.
The financial transaction method further includes identifying, in the
20  managing computer system 110, at least one mobile device 160 associated with the
payment card account against which a request for authorization has been received by
accessing data stored in the memory device (Step 214). The financial transaction
method further includes in Step 216 determining in the managing computer system
110 whether the geographic origin of the authorization request matches the
25  geographic location determined by the mobile device 160. In Step 218, the financial
transaction method includes either permitting both the payment card transaction to
be processed for authorization when the geographic origin of the authorization
request matches the geographic location determined by the mobile device or taking
action to permit denying the authorization request for the transaction to be processed
30  for authorization when the geographic origin of the request does not match the

geographic location of the mobile device. In Step 220, the payment card
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transaction is limted only by the neets and bounds as articulated in the
cl ai ns 10appended hereto. WD 2011/022062PCT/ US2010/ 002277 WHAT IS CLAI MED
| S: 1. A fwoanci/koskr ansacti on system conpri si ng: RCTAIS2@I0OR2CDNPUL er
system conprising a nmenory device capable of storing data associ ating
identification information of at |east one nobile device wth at |east 5one
i ndi vi dual paynment card account, and a conputer processor configured to:
(i) receive a request froma nerchant for authorization of a paynent card
transacti on agai nst a paynment card account of a custoner, wherein said

aut hori zat i ewthpezatestreduessteitbemappediedtor idatied,candghe¢ hpprgpnaie aplssageos i gi N of

t he request f(%r glut hor{lz?éi @n; 10(ii1) receive informati on comuni cated by
said at | eaSttEhECHBECPNd&Yi ce regarding a current geographic |ocation and
identity of the nRRiah@cdedd SR vestheledtioh BatrdlY oh PMBRICLRI Ef¥h&Ons WAL € N
the nobil e device has el ectroni cs capable of determ ning a geographic

| ocat i on of be haplenighiced inlany pember of ways as discussed gbove) of aewill égcuato thesst one
nobi | e devi ge,assogciated.with th aynent J15card. .account ipnst which the
request Tor® Hf%gﬁ%fgpi ?ﬁleﬁea%m%%(ﬁwgpéc%si Ve a%w&?%%?(ﬂ@oggﬁﬁgg‘?sor ed in the
nenory devi @freof, which will occur(tb thosd 8kBIeiif theViE bRedncERipassg8 8¢ iiadfihancedl | 9i n

of the request for authorization matches the geographic |ocation determ ned
by the at | &assacheremesiod)iaveluingdecatiangoniogly) Henes, die scopy opdemethedianday ment
card transagid I L: i r.aphic

ot gin of oot BBt AEESRE s By IRl B BNl B o B0

det er mi ned hynsaaiich ixiimitel sty bgehe mpets Gad bowkd agatticdmtédin@e Biaimslenyi ng t he
aut hori zation request for the transaction to be processed for authorization
when sa gé%“gffﬁh‘?fe@ri gin of the authorization request does not

-15 -



25mat ch the geographic |l ocation of the nobile device. 2. A financial
transaction systemin accordance with claim1, further conprising a paynent
card tramnsaaebilon2@eocessor configured to: r e@erxES2010/002201mL | ON
fromthe managi ng conputer systemindicating that the 30paynent card
transaction is to be processed for authorization, process the paynent card
transaction for authorization by review ng transaction details of the
request for authorization against conditions associated with the paynent
card account of the custoner identified in the request for authorization,
and aut hor i Y6H&T He-AIMEPd$uest for authorization based on said review,
53. A financial transaci| L . W th claim2, wherein the
managi ng conpute#'sysf%ﬁ?@gﬁ%z%ﬁggbg?ﬁgﬁ%ggﬁgﬁﬁségrd transacti on processor.
4. A financial tnangagingoniusirenten RefrisHRCRcbhhdalied dapiblefofstdtiag
conprising a paynent. card transaction acquirer that receives requests from

10 ner chant §2iR@Esositing adensificationmiymatienof ableastong mobaleidsrise ayith 3tdeashr ds

sai d authori ' r ' ) 5. A

i nanci ol 1 Poard LA BAERES S A0 Db AP oEkes B EetBuredtor 20 i ng
a financial transacti @i receine a exquedtditont e amirohaat foe quehstigationosf apryateant s f or
15aut hori zati gn of pa}/lment card transactions, -wherein said nanagi ng

conput er syS¥&H q.ngac‘gig {ERIREh RAyment car ac%?“nAof P AATIEY WHeEHR &8 on system
according t Quﬁbawo&meﬁkg{ £bih he h{%raﬂhﬂi%ic%ék 'tl%'gefo%?d?ﬁ? oridif lofdRs

I nformation that 1 ndic s the geographic origin o equest for
aut hori zat i osqubsifedawhorizatiogeogr aphi ¢ | ocati on of the nerchant termninal

10 (11) receive information communicated by said at least one mobile
device regarding a current geographic location and identity of the mobile device as
determined by the mobile device, wherein the mobile device has electronics capable
of determining a geographic location of the mobile device;

(11i) identify at least one mobile device associated with the payment

15 card account against which the request for authorization has been received by
accessing data stored in the memory device;

(1v) determine whether said geographic origin of the request for
authorization matches the geographic location determined by the at least one mobile
device; and

20 (v) one of: (1) permit the payment card transaction to be processed
for authorization when said geographic origin of said authorization request matches
the geographic location determined by said mobile device, and (2) take action to
permit denying the authorization request for the transaction to be processed for
authorization when said geographic origin of the authorization request does not

25  match the geographic location of the mobile device.

2. A financial transaction system in accordance with claim 1, further
comprising a payment card transaction processor configured to:
receive information from the managing computer system indicating that the
30 payment card transaction is to be processed for authorization,
process the payment card transaction for authorization by reviewing

transaction details of the request for authorization against conditions associated with
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for card-present transactions. 7. A financial transaction system
according to claiml1, wherein said authorization request includes

i nf or mat i\¥A 20HAR206Adi cat es t he geographic origin of an PSTAIS2IPABR7Whi ch
recei ves paynent card account information froma user for card-not- present
transacti ons. 8. A financial transaction systemaccording to
claim1, wherein the nobile device determ nes the geographic |ocation of

t he nobil e device using the 30d obal Positioning System (GPS). WO

2011/ 022062PCT/ US2010/ 002277 9. A financi al transaction systemaccording to
claim1, whéehaymenbearppreaungelthe susiemsy idepulied mahgeesyesifr authedzatiosn of
the nobil e Q{;c?:l ce through at | ast one wireless |ocal area network
transmtter e location of which is known. 510. A financial transaction
syst em accor di ng atthofik@bmichy thb esgakst fohauthaivation Hesddam et eviawnes t he
geographic | ocation of the nobile device based on transm ssions from

cel l ul ar phone conmmuni cation providers. 11. A financial transaction system

according to claism 1, ARGERH t;ahgaca_gf:}%p&émnaééo?&ngg witele! 2 Sahdein,

geographic origin of the authorization request matches the geographic

| ocati on detlermamthdyonmmecmaybicirels ghestiof ¢hd ybmnecdardnraatactioaprocesrof : (1)
the geographic origin of the transaction authorization request being within
a given distance of the geographic |ocation of the nobile device, (2) the

geographi c origin of tAGnidcid13RREAHDN 3KtEANh &k @ihcE QAHEQAINPEl Mgthy thin the
sanme 15l ocal community as the geographic |ocation of the nobile device, and

(3) the geogemptisiog empaginantofard fransaciersaaspuirenthauteheiveywygilests freguest bei ng
i thi t h hic, | ti f Ah bi devi ce.
ARSI SRR R e R

authorization requests to the managing computer system.

5. A financial transaction system in accordance with claim 1, further
comprising a financial transaction acquirer that receives requests from merchants for
15  authorization of payment card transactions, wherein said managing computer system

is part thereof.

6. A financial transaction system according to claim 1, wherein said
authorization request includes information that indicates the geographic origin of the
20 request for authorization based on the geographic location of the merchant terminal

for card-present transactions.

7. A financial transaction system according to claim 1, wherein said
authorization request includes information that indicates the geographic origin of an
25  interface which receives payment card account information from a user for card-not-

present transactions.

8. A financial transaction system according to claim 1, wherein the
mobile device determines the geographic location of the mobile device using the

30  Global Positioning System (GPS).
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20 conprising an interface through which a custoner can associate in the
menory device information identifying one or nore nobile devices wth one
or nore iwodividralezpaynment card accounts. 13. A financi acTtusansacizron
system according to claim 12, wherein said 25interface permts a custoner
to set one or nore limts or profiles of imts on the use of the paynent
card account based on matching at | east one nobile device with at | east one
of the individual paynent card accounts with which the individual nobile
device is associated. 3014. A financial transaction systemaccording to
claim1, further9conpd ﬁnmglaénanméom axséem hegorgiag nd teir lpaeeem theccount
ts or of i | im.t. f the

ssuer 0 selpARSeate PG bLULS 0L REOTLES, O sl AT, e Lhe usg of the

at | east onRsofne wigelegddbydl Akl ndp@ykaRdnsattet tREBRMMSo W hidh Wkitdvit. he _
i ndi vi dual nobile device is associ at ed. 15. A financial transaction

system according to claim1l, wherein said 5informati on communi cated by the

mobil e device 1S1hr oM AR LERLARN HRm BosiEhE RGN, RRLES] Ince! Y

activate or insta f7 an

t ransacti onnepit emia@cﬁeﬂmﬂgs the gebgiaphit losakien ef theiribisileddviic¥basedvrini cat ed
by the nobile device regardln a current geographic 10l ocation of the

mobi | e devi Eénsngssf@@eﬁ%&ekwpbmeéomlan%mm‘eéﬁ%n servi ce and channel
including at | east one of: TCP/IP over the Internet, a SVM5 nmessagi ng
service, an e-mail nessaging service, and point-to-point conmmuni cat i ons.
17. A fi nanci al ftansacfinagiat yrahewtiac systan aceording t@aclaind 1, wheredi thet he

15nanag uter s te takes action to t denying of the
tr ansac gﬁg‘}‘)'%‘@ﬁtb‘? LS SPETPRE W@Hgmﬁ QHPIZafeN 154A¥act i on
aut hori zat i %tc‘ﬂ@@th‘é%@g Eﬁh'c%’catlon determired bA thd RRBAL abviks RNRRES bR Et RYsttem
according to claim Wwherein the 20 nmanagi'ng conputer systemtakes action
to permt derrrmﬁ“nqlbﬂletgaegnapbunmgm ohthbyrapsactiomagthoriraion rdgudsabeingssage to a
card payment withins gel%gr? Eii’stance gp thengeg!gjrgphlcqgcation of the mobile device, (2) the

geographic origin of the transaction authorization request being within the same

15 local community as the geographic location of the mobile device, and (3) the
geographic origin of the transaction authorization request being within the same

country as the geographic location of the mobile device.

12. A financial transaction system according to claim 1, further
20 comprising an interface through which a customer can associate in the memory
device information identifying one or more mobile devices with one or more

individual payment card accounts.

13. A financial transaction system according to claim 12, wherein said
25  interface permits a customer to set one or more limits or profiles of limits on the use
of the payment card account based on matching at least one mobile device with at
least one of the individual payment card accounts with which the individual mobile

device is associated.

30 14. A financial transaction system according to claim 1, further
comprising an interface that permits a payment account issuer to set one or more

limits or profiles of limits on the use of the payment card account based on matching
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deny or authorize a transaction regardless of the action taken by the
managi ng conputer system based on pre-established criteria. 2519. A

fi nanci alworangeaedszon system according to claim1l, wherecm/ush@omeagi ng
conput er systemtakes action to permt denying of the transaction by:
comuni cating a deni al nessage to the nmerchant requesting authorization,
and sending an alert to at |east one of the custonmer and the paynent card
account 30i ssuer. WD 2011/022062PCT/ US2010/ 002277 20. A financi al
transaction systemaccording to claim1, wherein the managi ng conputer

syst em t akeéhegtd¢ashoneompliledevicterith agleasione phhedadivitnabpaigesndicang an al ert
to the cust r ch tha he cust qQner, . j ndi at the transaction is
to be eitheggrcg)u %t){’?liltﬁhz\eV lc?)lrth%lenﬁii“gé?a %Obﬁgt?d&éﬂecsgg%%g?&gﬁg‘ either denies the 5
transaction unl ess the custoner authorizes the transaction within a given
period of time, or authorizes the transaction unless the custoner indicates
that the transactlfon iAfipgncid tyasacagn aystem mceprgingdn clpam lovhsrein 53id.

21, A T 0anGiBln A ANSAGHLALIFH AL SOFR AHs b b ol SREHY] g o1 1 2

managi ng conputer system conprising a nmenory device pable of storing data
associ at i ngcugemnts dancalectively atvaradt @dstatlfonithelimobiludbviowbi | e devices with

i ndi vi dual paynent card accounts, and a conputer processor, a request from
a nmerchant for authorization of a paynent card transacti on agai nst a
payment card accqynt of fadeit afiBictioh S LBOSbARLb MihAYWERteid T OM t he

mer chant 15i ndicating the geographic origin of the request for

aut hori zat i orfprmation communicat¢d by theanebild duayjcei nagarimgreanarginh geapaghit er

system . infornatiop.co icated by a mmbile device regarding a.current
geogr aph) ¢ [o5EURF BhhEmQRIE dexicn surabgive B § do(a COPEBMAAHOT SEMiSeador ¢ he
mobi | e devi ggaridgl Bkl di §hstine dre TEBIB 6vAend ﬁﬁem@@@@m\n{e%émgl le device

has el ectroni cs capabl € of determ ning 20a geographic locatio t he

nobi | e devi ewyice, an e-mail messaging s9rvicdeand fojitrg;poimt comenwmEeEEinag conput er
system at |east one nobile device associated with the paynent card account
agai nst which a request for authorization has been received by accessing

data stored in the nenpfifardeN n@fsaction system according té climdghkerBimineg, in the
managi ng%conputer system whet her said 259eograpﬁ| c origin of the

aut hor i ¥ht i BIANARIGEESMPHET eYftam takes getiyrtamermuit doang ofithedransantiondiby t he
mobi | e devi ge?fdir?g%jmessage to the merchant that the transaction authorization has been

denied.

18. A financial transaction system according to claim 1, wherein the
20  managing computer system takes action to permit denying of the transaction by
communicating a denial message to a card payment processor, which in turn can
deny or authorize a transaction regardless of the action taken by the managing

computer system, based on pre-established criteria.

25 19. A financial transaction system according to claim 1, wherein the
managing computer system takes action to permit denying of the transaction by:
communicating a denial message to the merchant requesting authorization,
and
sending an alert to at least one of the customer and the payment card account

30  issuer.
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(v) one of: (1) permtting the paynent card transaction to be processed for
aut hori zati on when sai d geographic origin of said authorization request

mat ches twe 2gaage@phi ¢ | ocati on determ ned by sai d nobi lPeTdseei0@022and ( 2)
30t aking action to permt denying the authorization request for the
transaction to be processed for authorization when said geographic origin
of the request does not match the geographic |ocation of the nobile device.
WD 2011/ 022062PCT/ US2010/ 002277 22. A financial transaction nethod
in accordance with claim 21, further conprising; _ forwarding to a
paynent card trad9act ifofinpcadl éssactionspytemtacerrdingdenclai 15nehesain g conput er

card t edteldie S put
it hor | zati e tORpulcP S RERR SRR AR R St dforfly oo 1!

aut hori zat i e¢nddyg drealer\d I dus®RERCLAHOhatBE dLdtSmeF mahendic A8 §aE tHeon
aut hori zation request against conditions associated with the paynent card
account of {RBsagHeR e beictbenauthasized or derded, o naherarends Andaeithesdenigs then

request, s an [ Zil ' : S ' rizatjon. reguest
based o’ sar A Aciioh e AAnebudlgitt hdhidel MARERADAAE G0 Sidat
accor dance wintehochiahoniZ2? theratsedtionhbilése tieaaginng isdiomed et Sesiaagadisnpart of
t he paynent  card tragsact,i on, processor.., 24. A financial transaction
met hod in aéd8bgalsrisdwyitiin ajgiyemperiodofifinker conpri si ng:

receiving in a paynent card transaction acquirer transaction authorization

21. A financial transaction method comprising:

10 (1) receiving, in a managing computer system comprising a memory
device capable of storing data associating identification information of individual
mobile devices with individual payment card accounts, and a computer processor, a
request from a merchant for authorization of a payment card transaction against a
payment card account of a customer, the authorization request from the merchant

15  indicating the geographic origin of the request for authorization;

(11) receiving, in the managing computer system, information
communicated by a mobile device regarding a current geographic location as
determined by the mobile device and identity of the mobile device as determined by
the mobile device, wherein the mobile device has electronics capable of determining

20 ageographic location of the mobile device;

(ii1) identifying, in the managing computer system, at least one
mobile device associated with the payment card account against which a request for
authorization has been received by accessing data stored in the memory device;

(1v) determining, in the managing computer system, whether said

25 geographic origin of the authorization request matches the geographic location
determined by the mobile device; and

(v) one of: (1) permitting the payment card transaction to be
processed for authorization when said geographic origin of said authorization
request matches the geographic location determined by said mobile device, and (2)

30 taking action to permit denying the authorization request for the transaction to be
processed for authorization when said geographic origin of the request does not

match the geographic location of the mobile device.
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20requests from nerchants for authorization of paynent card transactions;
and forwarding fromthe paynent card transaction acquirer said

aut hori zavoamweensest s t o t he nmanagi ng conput er system PCT/US201088227A
financial transaction nmethod in accordance with claim 21, further
25conprising receiving, in a financial transaction acquirer, transaction
aut hori zation requests fromnerchants for authorization of paynent card
transactions, wherein said managi ng conputer systemis part of the
financial transaction acquirer. 26. A financial transaction nethod
according to claim 21, wherein said 30authorization request includes

i nformation that ,j,ndi cat.es t eoqgraphic origin of the request_.for

aut hori zati on bagIZd on* bﬂ%‘lc&qg@ﬂﬁaﬁﬁ% n?%%%ff’in C?ffiaT%ewﬁ}éF@ﬂﬁﬁi’f"‘é&‘ﬁf nal for
car d- presentompagiggct i ons. WO 2011/ 022062PCT/ US2010/ 002277 27. A
financial transaction nethod according to claim?21l, wherein said

aut hori zati on rederdardingéd ageynéntfcerdgarisaetioniprocdsaeti io formatiom &ogedgr aphi ¢
origin of an _interface which receiyves nt card account.informtion from
o uSer Tor - abBEiRh BBl PR AR AR Sl SRk B O

transact i onpreéred facaidtizagon;0 cl aim 21, wherein the nobile device

determ nes the geographic |ocation of the nobile device using the G obal
Posi ti oni ng Syst 8FCEEYsy the pgyment card fransaptign foguiharizetiembyesviovinget hod

X erdceei the 7o IsaRie i B i
ocat | on_of ehEcioh A OhElAn ki Bol iR Al R ERRPLAND PERIGIR, 027 aren

net wor k t r anssotiatedrwitthehepaginehosard hcoshhcdf the chsiomer idéadledAnftheanci al
transacL('gon met hod according to claim21, wherein the nobile device
det er mi hds {ABSAGUYRUPPHIZtOBEEAYCE RS t he nobil e devi ce based on

transm ssions fr 1Lyl i I I fi nanci al
transacti on net hgg?hgg%:%gg?ﬁaﬂ?ggglu%%?h Q%gﬁ%tﬁ%ﬁ ﬁ%lge%g%ste g%)rr%‘isﬁigti on of
whet her sai tevg@ogr aphi ¢ origin of the authorization request

23. A financial transaction method in accordance with claim 22, wherein

15 the managing computer system is part of the payment card transaction processor.

24, A financial transaction method in accordance with claim 21, further
comprising:
receiving in a payment card transaction acquirer transaction authorization
20 requests from merchants for authorization of payment card transactions; and
forwarding from the payment card transaction acquirer said authorization

requests to the managing computer system.

25. A financial transaction method in accordance with claim 21, further
25  comprising receiving, in a financial transaction acquirer, transaction authorization
requests from merchants for authorization of payment card transactions, wherein

said managing computer system is part of the financial transaction acquirer.

26. A financial transaction method according to claim 21, wherein said
30  authorization request includes information that indicates the geographic origin of the
request for authorization based on the geographic location of the merchant terminal

for card-present transactions.
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mat ches the geographic |ocation determ ned by the nobile device is based on
at least one of: (1) the geographic origin of the transaction authorization
request bwongivaizedsen a gi ven di stance of the geographi crcwamskeononf7t he
nobi | e device, (2) the geographic origin of the transaction authorization
request being within the same 25| ocal community as the geographic | ocation
of the nobile device, and (3) the geographic origin of the transaction

aut hori zation request being within the sane country as the geographic

| ocation of the nobile device. 32. A financial transaction method according
to claim 21, further 30conprising associating, through a user interface

t hrough which a stonger _can,associ.ate in the nenory devjce, informmation

i denti fying one 3? nmAehﬂ‘?ﬂf’r'a}l rafRAscTieR efhe acSﬂ@"Eﬁtor%?‘@%ﬁd’l’}%ﬁrﬂﬂé?ﬁgaymnt
card accountgthori¥¥odddducdRitORABCOHMRbA/IRA ZH dates the geogdphib obiighPtcdral

transaction nethod according to claim32, further conprising permtting,

t hrough sai #hteréase whiclerecaives payneens candedcceent dnformaorofromon eser faricard-oot-

profil escof |im . use of the paynent card account based on matching
5at | eas oﬁgs%gﬁflg&&éggce with at | east one of the individual paynent
card accounts with which the individual nobile device is associ ated.

34. A financial transaction nmethod according to claim32, further

conpri si ng perni 8i ngA fipansial fragsacton srathqdnaceerdingto daipuyherhereia dunt

issuer to s ! My nnof il I he e of the
paynent car Ogg:igggﬁf Qggg&[ﬁﬁgn{h%gﬁég hgll%tlﬁéeaugﬁ %Ifgfs%og?rl\ée&ryggﬁ lﬁsén%}efl\%}i ce with
at | east on&lefal Phstiomep \Systeal (GRS)nent card accounts with which the

i ndi vi dg@l nobi | e device i s associ at ed. 35. A financial transaction
met hod cording to claim21, further 15conprising permtting a custoner to

sel ectively actiyvate o fhistallan@Ri; InGAL j I 0
provide the information laér;}% cor?{lmnflg’g?{eét@od%ggrﬁ%lg)b%g{ %ﬁ\)ﬂ%\é&{r}?@%rdi ng a
current geogmapghidevicodetiminesathd gedgmphicyoation o€ theoxhobite dendecthrough at

least one of wireless local area network transmitter the position of which is known.

15 30. A financial transaction method according to claim 21, wherein the
mobile device determines the geographic location of the mobile device based on

transmissions from cellular phone communication providers.

31 A financial transaction method according to claim 21, wherein the

20  determination of whether said geographic origin of the authorization request
matches the geographic location determined by the mobile device is based on at least
one of: (1) the geographic origin of the transaction authorization request being
within a given distance of the geographic location of the mobile device, (2) the
geographic origin of the transaction authorization request being within the same

25  local community as the geographic location of the mobile device, and (3) the
geographic origin of the transaction authorization request being within the same

country as the geographic location of the mobile device.

32. A financial transaction method according to claim 21, further
30  comprising associating, through a user interface through which a customer can
associate in the memory device, information identifying one or more mobile devices

with one or more individual payment card accounts.
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36. A financial transaction nethod according to claim?21, further 20
conprising comuni cating information froma nobile device regarding a
current geognaphem2l ocati on of the nobile device is rececvasdilonorzgh a data
conmuni cation service and channel including at |east one of: TCP/IP over
the Internet, a SM5 nessaging service, an e-nmail nmessaging service, and

poi nt-to-point comruni cations. 2537. A financial transaction nmethod
according to claim21l, wherein taking action by the nmanagi ng conputer
systemto permt denying of the transaction is in the formof sending a
nessage to the nerchant that the transaction authorization has been denied.

3038. A financi al gran%aﬁ}lén%l l%}xpa%q g?nce%oqil acgord?n%(;tlgﬁ‘;ﬁlﬂbg%ffu erein taking

action by the managl ng* Cotpit ergystemt o perth & transaction

isin the fedsmpﬁgmg:paﬂmmngathr@@wsadﬁﬁneahntM@ageuit&nar ©ak oAy Rt
processor, which in _turn can deny or authorize a transaction regardl ess of

the action HEWERT Befilecofitimiypmhecsaplitherrayineneeard pecouat basedoseaiehing i shed
criteri % atlea oﬁ?mo’%nlg 'dQ 8 W?tlh dt 'iéaagtsé}fétdtq §1¥1§\;1§ l@%}%ﬂg& %94 %&olﬁht%' m 21,

wherei n taking Ion1n e managi n corrpu er sys orm of
denyi ng of bvlithwmahnﬂaahd@mubymobﬂmmce:ﬁtasmlaaedjen| al nessage to the

mer chant requesting authorization, and sendi ng an alert to at | east one of
t he customer and the card account issuer. 40. A financi al

transaction nethag acsapﬁfﬂddamr%ngcazgg}n@e%hod% dy bULRGAGLRR by the

managi ng conputer systemto permt ing t nsactl on'Isin the form
of sendi ng esmptisng pemmtthg thnedghneard gsec mtedfiat, abx%ymemtaocmrnt msyentndetcat e
t hat thﬁ%transacti on is to bﬁ ei t.her. aut hori ze or deni ed, not respond,

and i tHer 0BG AGESR ROt BRI ATIGHIS R B8 454 Hahg BRym cail AoRRLASSY he
transact i onoMafihinghdia¥ RAstRAe rRchiR deb I8vittP4t 1844 bR 5bizt'h@9%&10§u51r ansacti on

unl ess the custoner indicates that the transaction Is to enied within a
gi ven per i opaywsfent paml_ accounts with which the individual mobile device is associated.

35. A financial transaction method according to claim 21, further
15 comprising permitting a customer to selectively activate or install an application on
a mobile device to provide the information and communicate from the mobile device

regarding a current geographic location and identity of the mobile device.

36. A financial transaction method according to claim 21, further
20  comprising communicating information from a mobile device regarding a current
geographic location of the mobile device is received through a data communication
service and channel including at least one of: TCP/IP over the Internet, a SMS

messaging service, an e-mail messaging service, and point-to-point communications.

25 37. A financial transaction method according to claim 21, wherein taking
action by the managing computer system to permit denying of the transaction is in
the form of sending a message to the merchant that the transaction authorization has

been denied.

30 38. A financial transaction method according to claim 21, wherein taking
action by the managing computer system to permit denying of the transaction is in

the form of communicating a denial message to a card payment processor, which in
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turn can deny or authorize a transaction regardless of the action taken by the

managing computer system, based on pre-established criteria.

39. A financial transaction system according to claim 21, wherein taking
action in the managing computer system is in the form of denying of the transaction
by:

communicating a dental message to the merchant requesting authorization,
and

sending an alert to at least one of the customer and the card account issuer.

40. A financial transaction method according to claim 21, wherein taking
action by the managing computer system to permit denying the transaction is in the
form of sending an alert to the customer such that the customer may indicate that the
transaction is to be either authorized or denied, or not respond, and either denying
the transaction unless the customer authorizes the transaction within a given period
of time, or authorizing the transaction unless the customer indicates that the

transaction is to be denied within a given period of time.
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