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(54) Title: FRAUD MONITORING SYSTEM
(57) Abstract

. In order to detect fraudulent or potentially fraudulent usage of a
telecommunications network, each call connected by way of one of the
mgphmmsmumummmfmzmmukQaw&»hnmammmw
bﬂmgmwmumﬁumdmaﬁmﬂmMQMMMann@1TMﬁmﬂ
management system compares the corigin and destination of the call
with a known usage pattem for the originator and, if other indications
are that the call is of a fraudulent nature, and the call deviates from the
hwmumppmwmanﬂmmambemmm&ﬂwanqmmm;ﬂw
mugdﬂnyﬂpaMmmwmmmhmmmuhMmrhmmmﬂwu
a period of time in respect of calls determined as not fraudulent. An
mihaluserproﬁlenmybegenemtedfmmhimﬂnbiﬂingrecords.




apparatus for automatically detecting fraudulent calls in a

t el ecommuni cgt.i 0 network, the apparatus conprising:
det erm ni ng %gﬁ@?spgr determ ning the origination of the calqyCBo/00E

storage neans for storing data for a pattern of previous or expected calls
speC|f|c to originations; and
2 fraud detecting nmeans for deterntnlng whet her the call is

"likely to be a fraudul ent c q&gﬂh&g ned origi nation of the
call and the stored pattern of %H‘ cy S specg? [o the origination.

Thus in accordance with the present inventian the pattern of use of the 5
tel ecomuni cati ons AgEWRLient SweRfich YdHerdly rS1aRRBE6! 't‘éleE@rn:tnt]ﬁic&idng'rﬂe?\L&Qn of

the call. Fraudul ent activity can be determ ned by detecting a
devi ation in tMarecRprricyiarh, Qngeaspect gf dbr PERSADT dtyeptian Eiates ¢¢ a method and

ori gi nati on sof agpamtesldt- aﬁbﬁaﬁééﬂdeaﬁéﬁlﬂﬁe@amnérﬁr Balls in GOREEdoMRunications
information on calls over eriod of tine and the tinme of the current call

can be used t TCEY itk WPé Herelpled dal @ imedod nof pgertEdling 1glls over a
Preferably theteficb@inuicafishs rietwerker M ned by recei vi ng a call record

cont ai ni ng I nf orlgmd en.on t he call %/pl calw a tel ecommuni cati ons
network when a cal | fravudulent jyse, pt,a felephon ‘Ef"“PES JERYOK o CIhEos Ehtinge
whi ch cont ai nsteia&f:mmmtcaﬁdmsf operabor g kignificant i aheduink fofi mgné\/ne Ruld Gaset fradd t he
destination,,t time of initiation of the call and th

det er mi ni ng % h%eqS?Tfo& ?l’éﬁe%s h@t’ et%gnc%vfltof’?%r’ﬁ' 'ht@ YEM 9 &82@5“ %‘H‘é in a
initiation 15telecbmimupicatibis, ndtyerkd elhesuch epsterns ifof pamttall&re.rsagétef thel detWSrk

likely to be agfL ,Q,Hﬂé{{ ﬁ%e %;III re cl%' tnager? SndlS} GBI &etﬂe {egap ne‘a {?8 %?IPr

This allows the cal dirsconne
det erm ned to i gemetatechendpling égmsn @nefatarsito Itykeoﬂtesmestesaaheactuon pmﬂietsacmn ned

pattern of cal Litems have had some suBcddt ﬂgéorﬁﬂhiﬂﬁ %4 tlQQ%l}g'??)t drfSe 8 to

cal l i ng behavi our of the originator, e pre eterm ne ern of calls
can be adaptd veeyshesunymiey of Jlarmsathaterr be genesated W'th"tarﬁhgﬂvté“% Jiveigallyy

wei ghting to npagy HeeENdd Ypdradss mal ||_1'5ve Rds dh@obHnlS oML € Riaflfs ROdeal with
during a day and it is therefore generally impractical to deal with each individual
alarm as it arises. Methods have been developed for consolidating or grouping the
fraud alarms based on their priority and for identifying patterns in the alarms once
20 generated. Such rule based fraud detection systems however only operate once
alarms have been raised. '

In accordance with one aspect the present invention provides method of
automatically detecting fraudulent calls in a telecommunications network, the
method comprising the steps of:

25 determining the origination of the calls; and )

determining whether the call is likely to be a fraudulent call using a
predetermined pattern of previous or expected calls st)ecific to the origination.

In accordance with a second éspect the present invention provides

. apparatus for automatically detecting fraudulent calls in a telecommunications
30 network, the apparatus comprising:
determining means for determining the origination of the call;

' storage means for storing data for a pattern of previous or expected calls
specific to originations; and



deviate significantly fromthe predeterm ned pattern of calls can be used
to update wo dojissspat tem Al'so, calls which have been det egif,bgidnbdls e
fraudul ent can be used to adaptively nodify the predeterm ned pattern
of calls once they have been 25 investigated and cleared by, for exanple,
an operator. In this way the pattern of 2 <calls can be adapted to nore
accur at el y refl ect the expected call behaviour of an origi nation.

The term' originati Qﬁud'd‘etéb‘élﬁgl rhéhn"sh‘%r sse@ﬁhiﬂnga«%&nert the' &diCfs MR RY be a
i dentifiable F origjn of all in a tel ecopmuni cations
e

network. For eaidpleat c%{husg}q ﬁ'ﬁrf’&f‘?"@f?eé»(?”gﬁ‘a‘}'f’rt%fnﬁ?Plcélé aggh theystetadResterueler or

group user i dw;ggpmtenhaa.d@natﬁxarml es of such an identificati on
code are a personal ut usin t el ephone

o en e e en TR et gpaTiacothate RIFRH™ IO toh BeBat tee af 245 T or
a nmobi Ise iewlcmahmneaﬂidm rﬁhM:nkas dsaﬁwmw wseebnﬂcmopmwr@maﬁomal fhéecall,
identificatio e ,can gsm% ned to, an user or a

group of user gFrgwgl?qng acH\HB/pcé%d ehf!etermmed cting a dewatlon in %ﬂe caﬁlfrom the
3 of the predeteimindchpatterh cfoo theu ntigisdtionnsf thet vatic K The eredebeeminel gitene

nunber from i . ' 0 di
I dentity of a %o %‘sgg'"g‘;r}ﬁ‘ﬁg%*’ n cmhﬂ%%ﬁéﬁ 'Ir,loe? ﬂ@ln% \éﬁé)é%eni'rrﬂﬁlotf:a ‘é{'e“ﬂg?‘um Kk
can conprise t¢an hgqsgﬂmgﬁet@nnineyheﬁperthe qall fiepthe mettemnber from a group of

Lel ephone mignbers, Grerdundl e cgfifor ¥ defifiines BY réoehfitglh Bal 1eQBroC@RRARAD! | S@
o defiihinel B rekelirigly Ba HeRBC@AARDT |

t he geographical |ocation from whi
from nobi | e t elnigimatienson tthﬂecﬁboé'vlawb’dala 1e!ﬁ§ammnlcemsmwpnks\ehw arogh is

geogr aphi cal | pftddaNcaittbsdid 524bnt {Pthe RXBRINGE wHitth &mﬁm%ﬁsﬁyﬁm&&?p‘i@ |

stations in the cellular network. For a call originatin om a
conventional t EpRfKBEdhe grigiaation, the d‘ﬁ*&'é"‘*@f@o@*@a‘ﬁﬁ?c?élm'ﬁm ‘?fd‘ﬁe «alh apg the

obt ai ned f rom a&xe teyl mmnmmmg.@ﬂdn G theDGankitbm BReO¥dIIdeshrd Bt Bk RitARLN
addr ess,- one or a

conbi nat i on f fr B ﬁ’p’&’@%@”@'f"a PeR 8€W€fc’ﬁ%ga;[qr%‘:€ﬂtiﬁ FReMht9 Bne f'-g‘r‘]éj"sl‘%ﬂ’i"@i' A3t on
of the call cabe etamiddtas choesk i qwdedenmm'\amds piad tcak ot ke Risalsest bpr
‘the call. Fordfgc):(oa erJ:tgd lfc Rme caIICiQ %re%rml%%& qouasggll’ Erhes sug¥ufncantFDou.?tS|E:lQ % e one .
' predetermined pattern of calls.
In order to accommodate changes in the calling behaviour of the originator,
20. the predetermined pattern of calls can be adaptively modified. Such a modification
can give a greater weighting to more recently made calls. All the calls which do not
deviate significantly from the predetermined pattern of calls can be used to update
the pattern. Also, calls which have been determined to be fraudulent can be used to
adaptively modify the predetermined pattern of calls once they have been
25 investigated and cleared by, for example, an operator. In this way the pattern of
calls can be adapted to more accuratély.reflect the expected call behaviour of an
origination.
The term "origination’ is used in the specification to refer to any identifiable
point of origin of a call in a telecommunications network. For example, an origination
30 can comprise an individ'ual user or group user identification code. Examples of such
an identification code are a personal number which can be input using a telephone
key pad. Such a system is used for instance when using a charge-card. Also for a
mobile telephone the SIM card can be used to provide a unique identification code.

A code can be assigned to an individual user or a group of users and is independent



predeterm ned pattern termed a user profile assigned to that charge-card
dependi ng 15w$§@§ %bhe t el ecommuni cati ons node used to mkerth.fcﬁg,uméqr t he

geogr aphi cal n fromwhich the call was made. Thé user s calling
behavi our may be different for di fferent tel econmunications nodes

and/ or different geographical |ocations. Bhe sane is true for nobile

t el ephone users. The pattern of calls in different geogr aphi cal

| ocations can Jagndulohg ifl! dht %@@Mﬁﬂﬂk&ﬁ&g&&&@«di.ﬁf BleCRiepHGR nBBL] B Can
20 be provided. I'n one enbodi ment the user profile 1 ncludes
i nf or mati on orwhittetheaiall is madej eAlternativelyrorfip additien thetidentity off a pedel @5 aseup ofhus

for the call iadg, b ndChldcOtuiations notwlfk 4ol BSflordd @il Blighgidicl el 1 ne
whet her the ca its the normal pattern of calling behavi our for the
origination. tgiaehapginumbesfremza 9revp Phielapheng eHnkesh & mFeaserdss Furtheretheat i on

i dentifyi ngga JghiGisH c4H SompriRk tHO desyraphida BchtRinoRTWHIKH el il 55 MBLYO Ekr
I.e. a specific tel ephone nunber, group of nunbers, an area code, and/or

] O r . 0
a geogr apilie madg Jrom mapbile telephones, the gepgraphical {eRtPRCAR COMPHMR: afuesent

i nvention the debgRpMbal/i6datiodwhidh €kl forQixample, bé BBtafial lfront tHécH sk RtdiAs and
the user profile includes |nf!9rrrat|on_onth al |'s,

; 2 time of day .of 30 tt}\e ﬁ
the day or dat'he searerupiks Forfyegl ofginating mneynmnﬂeé?'ﬂg'emms. Npsethi s
way the inf or reaéigebgraptsiéalochtibe cah behsbtaindd fromithectizphshelm@nber andaianritsd ne
whet her o t he .ga | fits &h(g user %{ofi | e. ' Al t hough
i nf or mat i ol CorPTPYEPL3 97 L& AT, T T AU 3P oML F8¥ P at i on, the
time, and date of t fAbusabie craa dombihatian of thegde qdeces @f infermdtien ddéritifyisg rised e

fromthe call _. . : ' .
. h It d t . predet
record and thi gs"glmr?%? Prfa 1°0f can hgeu sﬁse%c:tl‘om*reose §i%EE ?/r 'S dcfg%tgrrnmmnbee "\ﬂ?(ei?ﬁrer

the call ribpr eatientFor faxamalel ot aachargé-card uder.nthefs anayubenmorecthani oge i s
detected, at t&@%&tmd({baﬁé% termeffa GJ&? de'i‘iLeJ asrsBﬂe&jgtf]fﬂaE Uarg-chrdCaepahding 2N
used t a further chec a

be determ ned an 0 carry out since in .
preferred éfpoosnomthe teleremmuicaypos fade uspd tumeke thercall prthe@eogiaphieal locgtion

gur ation of thgamakhieh thel BAISwWaRGRidel CTIRITDAMMS Bllihg WeRMislR Smay belldirdéntcldeck
or - different telecommunications nodes and/or different geographical locations. The

same is true for mobile telephone users. The pattern of calls in different
- geographical locations can be quite different and therefore different user profiles can
20 be provided.

In one embodiment the user profile includes information on the call
destination for the pattern of calls and thus for the call made the destination is
determined in order to determine whether the call fits the normal pattern of calling
behaviour for the origination. The call destination information can comprise

25 information identifying a node or group of nodes in the telecommunications network
i.e. a specific telephone number, group of numbers, or an area code, and/or a
geographical location. -

In an embodiment of the present invel_'\tioh the time and/or day or date of

- the call is determined and the user profile includes information on the time of day of

30 the calls, the day or date of the calls, and/or the frequency of calls made. In this

- way the information and/or date of the call made can be used to determine whether
=. the call fits the user profile,

Although information on the call such as the origination, the destination, the

time, and date of the call can be determined as soon as the call is made from the call



fraudul ent activity using the full duration paraneter. In
accordance WaldboR her aspect of the present invention theﬁ@rfﬁﬁsﬁﬁﬂﬂ ded

a nmethod of controlling calls over a tel ecomrmunications networ e met hod
conprising the steps of: 10 determ ning the origination of a
call, and determ ni ng whethe the call is to be allowed or

di sall owed using a . predeterm ned pattern of calls specific to the

origination. record and this |nfbﬂna%ﬁﬁQfaﬁ|aJ%Q.%eW|ﬁ1hle&afeW td8étemNRE Wheter tHLcall
present invention there ? aratus for controlling calls

over a tel ecor‘fﬁﬂﬁ?e&‘é& i ?@‘%FW&W 'ft“ﬂé"a}:'g‘% HATEYIRY (Fhetestsgsh aEF'T?g‘e'm‘"am”

determ ni ng neARRe Eartrﬂ&xueertnshmf fige tdlecaibeGiefainirel abli ued & tarry out a furthéor age
nmeans for stori %dat a,

t f || fi t
T ovance der PR FAG A musteBt HEbSIREn R RASETREl ibfuled Rty o e
al  oned or @i wradtionedf use rolld. heTldet@eafmemhbwlr@pmaﬁrbﬁaes)fa furthec &hbkclardor t he

stored 20 pat t.e [ | f to.the origination; and
control neans f %ugon ca‘dv us'RggheguggT’mtm%p%{E'g 8Fhance with the

det erm nati on. In accordancé’hﬂl‘b annthac sspedtwfcthe wrashnt ineention sheee isprofidddhe

present i nventé thdd ﬂt? &'ﬁljohln%lcfallmgr %O?é’\l l{nﬁéatlglj;be 89&5*? thel meﬂube

ori gi nation of t e cal IS autom |caI ‘owed Or
di sconnect ed. G@mprising the stepspl cal | pattern can thus be Ysed to control

call's fromqyghe ori gldg@et"lnw},gthg oﬁﬁﬁa’aon ofglga@vgnfdor a level of usage of the
t el ecommuni cati ons network which 1s not fix but is determ ned-as a

pattern. This can ald§trpining seether shatgal '|§r!9t betallgwedger ndisalloweds psingia ent

calI's since angedatbifindthpatferdlor dé sheclficio Whcorighiatbhl € Wi Il not be al | owed.
In order to allow a user to force the t el econmuni cations network to allow a

30 call, the user dArPSEAaNFENER ofurthplEsRect Riethfh PreReTuisvensienytered it ed

by the t el pevidea rapﬁﬁ"attﬁnfbr eehwblling chlfs 6V & aelecdrimiiitdtidng MRtwork, the

t el ecommuni %atill ons . networ ns‘ will allow the input of pattern update data
to update the [?z?tafé OrPCaPi s for user profile. In this way if a user
wi shes to signifi cametgrmhrwrgeansrfel determiiningrthelreigmatiouef £ call;

.z:.  storage means for storing data for a pattern of calls specific to originations;

' allowance  determining means. for determining whether the call is to be

- allowed or disallowed using the determined origination of the call and the stored

20 pattern of calls specific to the origination; and |

control means for controlling the call in accordance with the determination.

Thus in accordance with these aspects of the present invention if the call

made does not fit the pattern for the origination of the call, the call is automatically

disallowed or disconnected.

25 _ The call pattern can thus be used to control calls from the origination. It can
allow for a level of usage of the telecommunications network which is not fixed but
is determined as a pattern. This can also provide automatic protection against

-fraudulent calls since any calls which do not fit a user profile will not be allowed.
In order to allow a user to force the telecommunications network to allow a

30 call, the user can be allowed to input a code which must be validated by the

.. telecommunications network. If the code is valid the telecommunications network
will allow the input of pattern update data to update the pattern of calls for user

profile. in this way if a user wishes to significantly change their calling behaviour for



5 - exanpl e by making a series of |ong distance tel ephone calls, the

user profile n manual | y updated to accept this cha&g | r
behavi our. w%%woﬁit The predeterm ned pattern of calls (us&ﬂg%%?ifl e) is

pro

a pattern which is specific to the origination and can be fornmed during
a 'learning' phase during which the callsg5 nade froman origination are
recorded in order to formthe predeterm ned pattern.  Alternatively, the
~tel ecommuni catJ : Ul - J.0ed . . from
the cal | 1 ecordanpie ) #3kiy Satgs bElof uSars REGHERE CaR bl bftre carl 6
Further, the manysiededatechionrasepithiscahangsoniugenhehevdoured based on t he
expected pattern of | hsuetd¥nirdel Rchil Qadd rstie)30a patt hich &5BoGidENt S
of the present inver???gr_rl v‘\a/iﬂ}“ no?@aggmdescc,ri@eﬂp\?\ﬂ% ' e ergﬂc‘:ﬂé 'c_ ' rgPo tlﬂ‘eE
acconpanyi ng dioahp 9gginatipnidesan be formed during a fraging: phasesdusing vthighathecalls
drawi ng of & tgh&s ABRLAl 6Adihabh 418 r¥kdrded MCdrdél R%orm thd PRdEfeRHHed PhREMHI ON
system in accordance with an enbodi nent of the present I nvention. 15

Figure 2 is a Atemptiielyythaielaceiamnications networkicopld foup thespredgierminpdpatiest i ng
fraudul ent cal fremUusé RaN rdtrdsefonask ergimdtior THIOS iphavitus Yeriéd18f BMBS Hiikther, the

I nvention; and ) Fi gur I S flow diagramillustrating the
steps of a prPefgtenmined 'Pﬁﬁf"bf’g‘ﬂd be ?‘UW %@sﬁdlﬂi‘ & 8¥Pestaskpatigrn of calls for the
Referring now émyifdtighiy € 1 there is illustrated schematically a tel ephone 20

conmruni cat i gns net i n which_individual telephone hgndsets 1 a,.,1 b, 1c
and 1 d 1Ogare C\é\%dgaer}tg °Pg§‘p‘§8ﬁ IPVERtAn ‘é(ﬁ noye: g g@?ﬂhﬁﬁﬂgg refBieRes 2a
and 2b. The di @i thalaccompanyingalrawingdiangitish:2a and 2b recei ve tel ephone calls
fromthe tel ephone ts .1 . 1.b and 1 d and if the tel.ephone
call is a local tel 2% o%g %a Tc?iertnﬁtéc (c‘raaw"q %#7 get'ﬁcgﬁmfué"caﬁ""s T%‘é’°%5?'8?ﬂ?$at e
t el ephone handthet fraudh defecbpn Isystegndn lacchrdarcehwitbvar etbeditmehephahe mweddnt 25
is not local, fhe.fi,0ital local exchange 2a and 2b routes the call to
respective digital main switching units 3a, 3b and 3c. The digital

mai n swit chithg uni t sFige Bjis anfipvgdiagram ifustreting the staps sauied cudiim gletecting ween

digital local gyehfdesIsdainy e Mtthod of an embodiment Bt {HaipfesBHAGINBR arfafl t he
present invention a fraud managenent system FMS) 4 nonitors the calls

bei ng switched by 't HES¥Pg fsaf flowy Alaghpm: WHstrging he §"°85?°f:?op'3fF"eﬁrme"96‘.’ of n
order to nonit egrmirlyethé akérprofilee call record for each call is sent to the
I A T Lk TR T TR R T
cont ai ni ng 20 commiuhioatiordaretwbiki ingvhich indiviiBalteieghdra! handseas 16)1€b,CHd bnd the
et ot ! by 15 BI04 B . af 2L e«
abl e - local exchanges 2a and 2b receive telephone calls from the tslephone handsets 1a,
1b, 1c and 1d and if the telephone call is a local telephone call,'the call is routed to
the appropriate telephone handset 1a, 1b, 1c and 1d. If however the telephone call
25 is not local, the digital local exchange 2a and 2b routes the call to respective digital
main switching units 3a, 3b and 3c. The digital main switching units 3a, 3b and 3¢
route the calls accordingly befween digital local exchanges 2a and 2b.
in this embodiment of the present invention a fraud management system
{FMS) 4 monitors the calls being switched by the digital main switching units 3a, 3b
30 and 3c. In order to monitor the calls, the call record for each call is sent to the fraud
. management system 4 by the appropriate digital main switching unit 3a, 3b and 3¢
which is handling the call. Since the call record containing information identifying
- the origination of the call, the destination of the call, and the time and date of the

call is available as soon as the call is placed, the fraud management system 4 is able



6 to detect whether the call is a fraudulent call immediately the call

is placed. |{yodonssia detected that the call is fraudul egis lﬁlﬂ not
fit the profile of use expected for the point of origin o ﬁmcall

the fraud nmanagenent system 4 can instruct the digital main sw tching
units 3a, 3b and 3c to disallow or disconrect the call. Aternatively, 5
an alarmcan be raised to bring the call to the attention of an operator to

anal yze whet dtéctagidtig tabeuI # DRaddalent call maﬁeduézéle 16kl iS PhcBl.t fySE isbe
automatical l'y t he expected profile for

fit
the originatio te gggﬁ?értg? &7 Isnffalé'\%{flléﬂtt ?‘Zﬁid“s nat {ig tB%pI"’ff?t? g‘éstee‘?i‘pe"ted for
If a call is aihepod of oright ot-thedalithe &aiid msdemehﬂéystmmceﬁ .rﬂwratﬂ t@q@'d%lt@lt the

st gni 1 cant eV PSR 36, R o ielontahiishimmnch 3R Al Arraa.
ori gi nation5 atn tlaem tcen ieraisedbto bfing the el to thhaittentioncd &n dpléraior e ahayz%dded

f f t to
carry out a fuspeerfHioh hia e xEh. BrGE ol P HHRE bE AufoRhuc iy sarerl 5

cal | dur at i othechalh doegmnotf fiit the Ieesp@x@smtoébt fomtHei ariginatibra \or @peraa:ndntbigepmﬁi_ I
l'ies significagd]peiksigatiidt Si de the expected call pattern, although it is
not possible to b%ér télI?g call, an alarm can be raised to bring the call

to the attention of hA cshds alloweditproseed sinee fromktherintormation avadable at the

Ci rcunst ancrs &net O1HAE icB dédithot Mdicate that the call r%%::ﬁ'%%t@ a?mdrﬁhc%nﬂc 4 tlgh #9pa2m
illustrating the steps of a call detection net ccordance W th

an enbodi ment ¥ e¥RECtpd galling behayiont fos the prgiaatiop. arthe temnatmmafstha cal)thecal I

and the call i gallcnsRmtieddddd fohde CallrdcBld ARCidls RRELANER S ind step
S3 t he di taI Ioclal hanee det er m nes swhetgg‘?I t he gafrﬁ&mﬁz‘f and

if so in step &§diResaAY °“tcaa yrtheg fraud, detegtion siepn 'hitdistdeteramingdtthpt Ift!ﬁcail“
exchange connegirstidrhéodsonal fitt eeegpasted calling Ib%ﬁslﬁ&frsandhfnetdm lI@@'sIgnIfﬁa:ﬂW

I | th al e change_pass

S\(I)MC? chi ng S'Irf It ﬁﬁ'd%% S8Rt 58" Bf r?a?t?‘ﬁﬁ?r]h'téﬁi“ftcﬁqfﬁa G?Igf” R&Al rf‘é‘s%@g‘ on
the 25 «call.i cﬁfrobmtsadwmo biing the call sithenmteaganehin Spes#tenho csh jenIbok ifte
fraud manageme&g clrﬁumstﬁé(c%ts%mr&ﬁ*ldﬁ%ftﬁ? ﬁalpr ofile in accordance with the

caller's IDI e origrLnati call in step S6 and in step S7
it is determ necl whdigvee 2t a flow diadramiillustrating thg steips lof alcell detection method in

accordance with an embodiment of the present invention. In step S1 a user makes a

20 . call and the call is connected to the'digi_tal local exchange in step S2. In step S3 the
digital local exchange determines whether the call is local and if so in step S9 the

call is proceeded with and the digital local exchange connects the local telephone
handsets. If the call is not local the digital local exchange passes the call to a digital
main switching unit in step S4. The digital main switching unit then passes on the

25 call information to the fraud management system in step S5. The fraud management
system selects a profile in accordance with the caller's ID i.e. the origination of the

call in step S6 and in step S7 it is determined whether the call is in keeping with the
profile. If a call is in keeping with the profile in step S8 the profile can be updated to
take into consideration this call and in step S9 the call is proceeded with i.e. the

30. digital main switching units routes the call. If in step S7 it is determined that the call
- is not in keeping with the profile, in step $10 an alarm is raised allowing an operator

.- to intervene in step S11. In step S12 the operator can determine whether the call or

calls should be barred from the caller's ID. The call is not to be barred the profile



profile. If a call is in keeping with the profile in step S8 the profile

can- be updated to take into consideration this call and |n st S9 the
call is procg’é)cféﬂs%"th i.e. the 30 digital main swtchi _ng]ffﬁ‘i Bes the
call. If in step S7 it is determned that the call is not in keeping

with the profile, i.n step S10 an alarmis faised allow ng an operator
tointervene in step S1 1. In step S12 the operator can determ ne whet her

;2? fgl Leolroar r%ﬂﬂ‘ !fatlégd%tescpgl%% Qg ar?@ {hreet%"fcrag g}'t}cggd Calhlerevrvwe in step -gqg tﬁg Iclall
7 . can be ezl &rdmithe stliep's 33 asrlthrietie caI I can proceed. Otherwise in
step S13 the call ler's I.D are rted.

p htuscfn]‘i tl-,c_eaérlwéodcuégr{potftl.'—'e an alarm % 6a %ﬂdl @F’H& %{ho%eﬁ%tpat or

Thus in the enbodi ne ure an . al rmls rais _
to intervene t® ndtamnmtnégltenmaeemmhether tochar theccaliadr Inotr Hmevermmmrnative an

| t tiveg of I t |1 e,
the cal | o pemEnAehdTFdle o id Al i Badprigduiliine! ot Rb Bl el dlSm By C.,
di agram i | | ust bat&dng one mnet hod of formng a user profile. Th| s met hod
represents a method ghurk 3% ra.lm,a.ag.%ﬁ{ |II§stE\'E|9%gl\§ H{ddrtf} Efus@.g?reﬂrase
In step S30 a user makes a cal In step cal onnec

the |ocal 10 Exigmethps reprgsanta g method ef lpanifg @arsay’ merefllmmrtn@p leanaing phase; s
| ocal and if th.ests@bbolaﬁ uééaqaékes a cnagtm%.dg.g g&%s%sp{rm@aﬁ% th‘}ne%{eggtg?gZ uem@r e
5.“3. tC Z: | | gcr;‘?aﬂc eg’gfi‘ﬁ'aquégﬁgeptc %8 ﬂ:'isﬁ'ect%{rn"}?&wvf‘egwﬁ%?wgs pgalrand ﬁp heeplis loca533.
The digital mnathe @mudess pratgedstolstéd 83V was-%&ge bilﬁg'S?eHsS |3 gft?éh gﬁ#ﬂr; 23‘[ fo€al the
ETH N T O L I N T R A
| D. The sel ect 883.pritkidigitat anairt dwitching uliethepdatsd tha call @fforndftioh 36 NRe fra6d
i nformation abﬂ\'%aéen%ng %%ter%nlq étgp %tag-pan§3iz sttehpesggltl'\e fraud Crf"lianna énqgnet sc\lfstem
16 selects the profile in accordance with the caller's ID. The selected profile can then

be updated in step S$S36 using the information about the call and in step'837 the call--

can proceed.

In an alternative method of forming the user profile, instead of carrying this

- out on line as illustrated in Figure 3, a telecommunications operator can utilize stored
20 call records for a period of time in order to form a user profile 'off line'.

Alternatively, unexpected user profiles can be generated based on the
expected calling behaviour of the user. This technique may be used for instance
where there is a new user with no historical call information.

It can be seen from Figure 2 that the profile can be constantly updated in

25 order to track changes in calling behaviour for a user or origination.

The user profile represents a pattern of calling behaviour for a point of origin
of a call in a telecommunications network. The point of origin can be specific to a
personal number such as a charge-card or mobile telephone SIM, a node or group of
nodes of the . telecommunications network i.e. a telephone number or group of

30" telephone numbers, or a geographical location i.e. a specific location which for a
- mobile telephone can, for example, be provided by the cellular base stations and for

a conventional fixed telephone handset can be provided by a database identifying the
-telephone number and location, or a generalised locations such as a building, area,

city, or country. A combination of this origination .information can be used to



In an alternative nmethod of form ng the user profile, i nstead of carrying
this out pHhodsify as illustrated in Figure 3, a tel ecom"rp?.h&ﬁgd,ﬁm

operator can utilize stored 20 call records for a period of tine 1 n order

to forma user profile "off line'. Al ternatively, unexpected
user profiles can be generated based on the expected cal l'ing behavi our
of the user. This technique nay be used for instance where there is a

new user with Wld&'ﬁ&@rmﬁﬁﬂonG%"&ﬂlé frQd G&er] or example, if a chargeldard 8ferliReseen
fromFigure 2 that t he can be constantly updated in 25 order to

track changes '§'§Pheaey I“nB"’%é‘HEFv‘?’E JROipRs ofy thesequngy ’59‘4'%}1\% &wp glifferent profiles
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t el ephone SENbromlenmlﬂoeCﬁrogdéqu of nodes of the tel ecomunicati ons
network i.e. a tele r . group of 30 telephone nunpers,
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t el ephone canjnférovation abpjust o eheppainti of etigin\of tthe calle Ibuti bis thadastindtiving 0 Mae and
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dat abase |dent| ying t one n
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conbi nati ofg d%e& bhi 'l&!a’ﬂaﬁé PQ ?degif@rlg?atu'of?{' oF%ﬂaaP_,e 'H‘ﬁ:%d tﬁﬁ yser, profile can

8 provi an one 'e for a user exa
char ge-card ugtent-fys@%ls madet@rémcmsy\atlw ta\e destiratipr nverraegqarmdsofotﬁm@ h@he

country regul %Fclﬁt’e chV\@isd i ihdisdeemmard ihfofiRation suchisfie Weﬂﬂérg:@q)f Vﬁ}%‘ls %"%ﬁ

charge-card depend upon the geographical-location from
cal | was nade "‘aSPrHVItg? P?g‘"?tlﬂ" dr\‘BBQ P@etied efiiemeAlss suksetpefabistiieroationgser 5

profile can bfbem’rGMﬂdﬁdg the frequency of cdilb rﬁéﬂéot‘él drepdcificofeldpREheP hERBAR! area
i nvention n Orgfﬂt | on hot USt on the p0| nt

of "or 1 gin 3P HES enBpaarapited fibafor duinact pRIAY GhumeT s calk B ERRn STERS can
be identified paﬂomoﬂﬂmeahe patderp ©f @blisniteiiesmede Hlirhgithé O tiMeCHdrio8 28N be

gﬁéy\g; ki e'_ tcgll'n%gregnv%ittr\]qn:ao%raﬁémggfogaﬂg n?gdetdeurmg haogreevt%Hs tlg'{esbenod t%r e(%ec(%OdeS
: - fraudulent activities e.g. if frequency of calls increases significantly outside the
.- behaviour range there is potential fraud. The calling patterns of each origination can
20 extend over any period of time e.g. a number of hours, a day, a week, a month, or
~: any desired period.

For a mobile user é.g. using a charge-card or a mobile telephone, when a call
is made from a new location i.e. a new node in the telecommunications network or a
new geographical location, a new user profile can be generated for that location

25 adaptively.

User profiles can be stored for preceding periods of time e.g. an hour, a day,
or a week. A user profile which is an average for previous periods of time can be
stored and the averaging can be carried out by performing a weighted average to
give favour to the most recently recorded profiles. In order to update the user profile

30 the current profile recorded during the most recent period of time is averaged in their
weighted manner with the average user profile automatically. This average user
profile is the user profile which is used for fraud detection. If a fraudulent call was
detected during the recording of the current or most recent profiles, this profile can be

ignored in the updating of the average user profile at the end of the period. If this



10 geegraphical locations i.e. specific |locations or areas. Thus, the user

profile can identify calls made froman origination to a destination
over a peri odVOPPHe. The profile can also include surk&HFEIBmati on
such as the frequency of calls to be made by the origination during a
period of time. Also subsets of this inforgation can be provided e.g

the frequency of calls nmade to a specific tel ephone nunber, area 15 code or

geogr aphi cal er. cal | duri a
perl od of ti rrlea?'lE:lblg&t ?éﬁﬁ@%}g %I {ag%gulgfbe allcm\? d o be. 'ﬂ‘aquel’? @tﬁ ﬁe OP?"T@Q
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fraud. The cal Invaglqmavmwﬂquafa User to @ntey iarvelidagion carde 2@ fore«ttlmehqepmncany
period of t'gretlfe &hil aﬁd%‘ﬂﬂ%ﬁeﬂ‘fe cult8MY Gher Frofidy, @ week, a month, or - any
desired perio or a no |Te user e.g. using a charge card or
a nobile tel ephone Altraygh "!:Hlel foregoing iembagitentsrasarigingtion Feroprisingre pereonah new

node in the te|RARMRGH G\%Hb@:nﬁ JBLeNOEdschbedPont H Ion,
a new user profile can genear‘ at ed forc tehatnYc‘)A(':'fat Féoé%gg%g{oa%m ?eaéanjl’sog%

User profiles E&H"%@'@PB’P% IMso thepresest inventioaris arpplicelile tq aaystery wfarp-mgws a

day, or aahﬁB&Kwdeﬁ! WHR lco@SsOlvhibie mist S@en‘ltﬁreﬁr’co UK 3dRef R mBKLY tébhone

peri ods of stored and the averagi ng can be carried out by
per f or ni ng 'b ar@o""gﬁé’r 3 yaiayg,identiter *g?i igentifythsset Wh'f-"h &24A8S the sedegtion pf
recorded profi tieSapprdpriatedaer bﬂ)fllp%rewﬁé'l CalléSeMbwid @dri Hyethd User HY8file UrTHRS tin
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9 charge-card, mobile telephone, or telephone number can be controlled by a
predetermined user's profile. In this way the telephone numbers available at periods
of time i.e. the pattern of calls for a user can be controlled. ' Thus the user profile
represents a pattern of allowed calls specific to the origination rather than a pattern

20 of previous or expected calls as described hereinabove with reference to the previous

- embodiments. Embodiments of the present invention can thus provide for the

control of calls over a telecommunications network not just the detection of
potentially frauduient calls.



' fraudulent' call recurs, this calj I d to be included in the’
profile onc i nvestigation Imnmnﬂ"’ﬂudﬂmen to e t he
call is not e@%ﬁ'gﬁ%nt. * |d a callsis+outside %isc%a lihgzlgttern
of- calling, an enbodi nent of the present i nvention provides for a user
to enter a validation code to force the at@geptance of 5 the call and to
update the current user profile. o Al t hough in the foregoing
enbodi ments an origination conprising acpam®nal i dentification nunber
has been described only with reference to charge-cards and nobi | e

tel ephone SI Ms, the present invention is applicable to a system wherein

users are provi ged mbthbd Costes alildimaticdlysSt dérectigt efradkulental tale ainusar to
make a tel ephone 10 call. The cgd?\ is a unique identifer to identify the
user which cadtelesompunicatiqnsnetyorksthe methgd comprisipg the 8PS Ahr profile to

provi de callss al | ovwemtdr@iniiiytht beginaidh gftied édile. Thus in this enmbodi ment
calls over the comupications network from ﬁ@’yﬁ‘% an Prgudule tcc%ﬂt rolled in

accordance with the §eé?“rgngpty‘8’fe % i%arq Ca preset I'n a Vahice'vs °
restrict the usredétsrmisabsstamoot wbdpsoarexpemixbealls opamifict toghe erfigitation.
Simlarly, the 15 access to tel ephone nunbers over the network at any
point of origination e.g. charge-card, nobile tel ephone, or tel ephone
nunmber can be 2ont r oh Imethdgl/acgording toralaimt tingludind the stepof geesivingea cplhrechids way |

the tel ephone guithRhg ifubddh'on 1t A WHRAR the stéf of;&reg%ﬁinéﬁg theighakidten Of

calls for a user can be contro hus e user represents a
pattern of al | theellyses thesplbrecpide to the origination rather than a pattern
20 ‘of previous or expected calls as described hereinabove with reference
to the previous enbodi nents. Enbodi nents of the present .invention can
thus provide f8r theA methedagoopiingsto lajm ' opglaim 3 whereir tensalliie detespisehia wor k

not just the dgéggtdudieriticall if it R@IsRplficantyouside ehd|ppstleteimined pattern of calls.
10 CLAI M5
15
. 4, A method according to any preceding claim including the step of adaptively
-modifying the predetermined pattern of calls to update the pattern to accommodate

changes in calling behaviour of the origination.

20 .. 5. A method according to claim 4 wherein the adaptive modification of the
-- predetermined pattern of calls is a weighted averaging operation which is weighted

to favour the most recent calls.

6. A method according to claim 4 or claim 5 wherein calls determined to be
25 fraudulent are used for adaptively modifying the predetermined pattern of calls once
they have been investigated and cleared.

7. A method according to any preceding claim wherein the origination is
determined as at least one of the set comprising a user or group identification code,

30 a node or group of nodes in the telecommunications network, and a geographical
location.



1. A method of aut oma}]i cm’m mM "m Il?rﬁudul ent calls in a
t el ecommuni cgt | etwork, the t estep
determ ni ng ﬁ}ﬁ}e&@?‘?‘& nation of the*callg; Sﬁﬁ???aﬁwgt her
the call is likely to be a fraudulent call using a predeterm ned
pattern of previous or expected calls spegific to the origination. 2.
A method according to claim1l including the step of receiving a call.record
10 contai ni ngg i nf 0rﬂ%b{h@d°9céoﬁﬂn%%' ,anY\/n Jhc?t heaigt %%B ngdqﬁgrg{g’?l Hg the
origination of the call uses the call reco

accordi ng to cdesermining thecdestipation,pfcthajaailt Whereig| said predetermingdheattarp of caﬂsbe a
f raudul ent cal,hclbgesl ,;,fohh@tgnsd,gmhfchmaé&,hhdp,ut side the predeterm ned pattern
of calls. 15 A method according to any preceding claimincluding
the step of- adaptlvel y nodi fying the predetermined pattern of calls to

update the patgern tmmreRcyaERdadig to ciai&hgngme.h ﬁhf%hll Hi&il\;\uﬁ@&iﬁhﬂ&?ﬁﬁtn&f it he
origination. ccording.to clai erein the

adapti ve nodi f’raé‘gf"eaﬂeﬁ?'"?‘ﬁ%ane"bPgﬁ@fé’f’ﬁ’f’ risey infarasion “?ﬂ"t‘ﬁ’éﬂq gnede of giYPght ed
aver agi ng oper éftrodes inthe heloconwaurgdations networki ahdfon\éQebgrapiiicarbibtisrecent cal | s.
6. A met hod according to claim4 or claim5 wherein calls determned to

be 25 fraudul ent are used for adaptively nodifying the predeterm ned
pattern of cal 18 onc® methodt aegordiiag ctobeen preuaditg gddimd irohdirg abs estep of

7. Wo&ta.mag 8 hfl %Ri/opﬁgf%q'd%ge Gk %énc%e ﬁar@.nt lk% e a&ar%t.éaon s

determ ned as | east one
i dent i fi cati onPattaie of gdls l@plmMenfeﬂnajwom asfleasbdeq; Of thetsne ot meewmmﬁda\caft i ons

network, and au@cQfd, 3EHAbr date of the cails 3RY the frequency of calls made.

11. A method according to any preceding claim including the step of
15 determining the duration of the call, wherein said predstermined pattern of calls

. includes information on the duration of calls.

12. A method according to claim 2 wherein the call record is received and used
- in the determination as the call is made.
20
13. A method according to any preceding claim including the steps of receiving

an input code from the origination, validating the input code, and receiving pattern
update data from the origination and updating said predetermined pattern of calls if
the input code is valid.
25
14. A method according to any preceding claim wherein a paftern of calls from
the origination for a current time period is compared with a pattern of calls for a
previous time period in order to determine whether there is likely to be fraudulent
- activity. 3 .
30
15. . Apparatus for automatically detecting fraudulent calls in a
. telecommunications network, the apparatus comprising:

determining means for determining the origination of the call;



11 8. A nmethod accor di- ng H !ﬂﬂu "mgﬁﬂ“m c{lﬁi m including the
step of I ng the destln erei
preget erm neﬁgﬁgn of cal i ncl udes " nfor mati on on {%12@%%{0?078
destinati on. 5 9. A nethod according to claim8 wherein the cal
destination information in sai d predetiearm ned pattern of calls
conprises information identifying a node or group of nodes in the

tel ecommuni cati ons nQbMBE lneaRs 48 steringeduds 36 Batterh Wb AdUs or expect&@ calls A
met hod according to any preceding claim including the step of

det er mi ni ng t hePacificdo QHaINBYON a9 or date of the call, wherein the

predet erm ned PafeduRy ﬂetetf:tlr@allnbéhsl ﬂﬁMédéi‘ﬁnrﬁr@;f WhERG} @R ean AtiikeRAs pene of
the set of the tine Of\?é fthel-%é‘%/ or date of the calls,
and the frequeffaydisntcal p "%'Ef'ede"e'm'”ed TE'“a ion af theedal| 9pd 1o SieerdRpties ghy
precedi ng clmi galisispetificltdhetorigingtiocp of 15 determ ning the duration of the
call, wherein said predeterm ned pattern of calls I ncl udes i nformation
on the duration of calls. 12. A nmet hod according to claim?2

wher ei n the cahb. r ecapghrates meceding do alain u§adherem safd didi&nﬁkﬁﬁ@ﬁmiaﬁwtdcmaeﬁs
the call is made, 13, A net hod. accor y re in aim
i ncl uding the oPans 1y £ tor re?%‘é"é?\?i i rboord °3’P1ta'i"WBdP gtgo"f ?rb ?1@ g‘ehgf“r“{)

val i dat i ng t hedetepting meahs is adaptedctoaise ithgcaliaédoed informationincthé detdamaatidnom t he

originationsgnd updating said predeternined pattern of calls if t he
I nput code |s valid. 25
17. Apparatus according to claim 15 or claim 16 wherein said fraud detecting

means is operative to determine that a call is fraudulent if it lies significantly outside

the predetermined pattern of calls.

15 18. Apparatus according to any one of claims 15 to 17 including adaptive
- -means for adaptively modifying the predetermined pattern of calls to update the

pattern to accommodate changes in.calling behaviour of the origination.

19. Apparatus according to claim 18 wherein said adaptive means is operative
20 to carry out a weighted averaging operation wherein the most recent calls are given

the highest weighting in the adaption process.

20. Apparatus according to claim 18 or claim 19 wherein said adaptive means is
operative to use calls determined to be fraudulent in the adaptive process once the
25 calls have been investigated and cleared.

21. Apparatus according to any one of claims 15 to 20 wherein said determining
means is operative to determine the origination as at least one of the set comprising
a user or group identification code, a node or group of nodes in the

30 telecommunications network, and a geographical location.

22. Apparatus according to any one of claims 15 to 21 including means for

determining the destination of the call, wherein said storage means is adapted .to



14. -A nmethod according to any mﬂm’,l 'm” !m”Eerei n a pattern of calls
from the ori natlonfor S corrpared W th a
pattern of cHa® preV| ous i me peri order t&TEEPEIH Re

whet her there is |i kel y to be fraudul ent activity. 30 15.

Apparatus for automatically detecting q4raudulent calls in a

t el ecommuni cat i ons network, the apparatus conprising:

ggt erm ning e’ ore La?% ¢eecfe?errMnQ{;l (rj&ttg{}n oP EI%' 'hoﬂcl%est Da‘? rﬁ\%tlén f°“ptrh8 call

. e nean data £ 0 e vious or
expected call sdestmatsapem fic to origi nat [ on and fraud detecting
nmeans for determ ning whether the call is I I kely to be a f raudul ent

call using the determ ned origination of the call and the stored pattern of
5 calls speci23.c tdnpatyx 3qgersing torplaim 22 whergin said ftprrae awmss cadnptidty t 0
claim 15 Whey ClebreSl thith#itioion! 116 cHPtindddil WIES compridd® ffdmiafbn id2hifihyg 9. @
call record containing Information on the call, the cting
means i s adapt@#fodeogeup 9t nedgs in ﬁE%EﬁIQPONﬂTl@Mﬁ?WsdPﬁtWﬁfkt #T@/Q!l@t ggogtamhicebon.

10 17. BeRfynat us according to claim15 or claim 16 wherein said
fraud detecting nmeans i s operative to determne that a call is
fraudulent if it lies significantly outside the predeterm ned pattern

of calls. 1524 18 Appamwae&dmn@e&@hfhdae dfciamY 116 OB iRtIAEIAG means Qorl 7
i ncl udi ng adapt i 8 % Ig/ nodi fyi hg the, predeterm ned
pattern of 1(9a| gestertnamug’algﬁ gmﬂﬁg for day or date f the call,”wherein said storage means is

adapted to store sald predetermined pattern of calls which includes information on at

least one of the set of the time of day of the calls, the day or date of the calls, and
the frequency of the calls.

16 25. Apparatus according to any one of claims 15 to 24 including means for
determining the duration of the call, wherein said storage means is adapted to store

said information on said predetermined pattern of calls which includes information
on the duration of calls.

20 26. Apparatus according to claim 16 wherein said means for receiving the call
record is operative to receive the call record as the call is made and said fraud

detecting means is operative to determine whether the call is likely to be a fraudulent

call as the call is made.

25 27. Apparatus according to any one of claims 15 to 26 including means for
" receiving an input code from the origination, means for validating the input code, and
means for receiving pattern update data from the origination and for updating said

predetermined pattern of calls if the input code is valid.

30 28. A method according to any one of claims 15 to 27 including current storage
means for storing a pattern of calls from the origination for a current time period,
wherein said storage means stores a pattern of calls for a previous time period, and.

said fraud detection means is adapted to compare the pattern for the current time



pattern to accommodat e changes in [ ' of the origination.
19. Appar ¢isyeghor ding to cl allmgﬂlﬂlﬂlmmﬂlﬂﬂjb adapt | iR-rigReRs
operative 20 to carry out a wei ghtre [ [ '
recent calls are given t he hi ghest weighting in the adaption process.
20. Appar atus according to claim 18 or 18l ai m 19 wherein said adaptive
neans i s operative to use calls determned to be fraudulent in the
adapti ve procepgrigdih ithe paRerndal tife pravicusPeng perotemt orgée R0dasHhik] KaERer
21. Appar at us apc,rding o.§p¥ one of clains 15 to 20 wherein said
deternining  ther a{'gg“’it% ‘6&{8? 1605 8PYdet er mi ne the origination as at
| east one of the set conprising a user or group identification code,
muni cat i.ons networ k

d d i t.he, 30 | ] d
et anh ealP ) 35, 10 o& omithot"8r Sgnuciias ST S S SIS, e’ ahe

caver agi ng operati on wherein the nost

a

clains 15 t 05 2ineitinel cothprigingeisenstepsoof: determ ning the destination of the

call, wherein said s{qrage ns. i s..adapt to
13 store said p?%ﬁ@?@?@%e%’gg%? "e?fla g% ?:%ﬂ | s which includes

i nformati on on the cdétermining dekdtheratheopall is to be28llowed Appaisallayeedacsiog i ng

to claim 22 whetGleflribd patth39Eaill&RBS ¢ t AE BRGiRTichO

10 30. A method according to claim 29 including the step of receiving a call record
containing information on the call, wherein the step of determining whether the call

is to be allowed or disallowed uses the call record in the determination.

31. A method according to claim 29 or claim 30 wherein the call is determined

15 to be disallowed if it lies significantly outside the predetermined pattern of calls.

32. A method according to any one of claims 29 to 31 including the step of
adaptively modifying the predetermined pattern of calls to update the pattern to
accommodate changes in calling behaviour of the origination. .

20 .
33. A method according to claim 32 wherein the adaptive modification of the

predetermined pattern of calls is a weighted averaging operation which is weighted

to favour the most recent calls.

25 34. A method according to any one of claims 29 to 33 wherein the origination is
determined as at least one of the set comprising a user or group identification code,

a node or group of nodes in the telecommunications network, and a geographical
location.

30 - 35. A method according to any one of claims 29 to 34 including the step of

... determining the destination of the call, wherein said predetermined pattern of calls
.includes information on the call destination.



5 store the information on.the c ' i ch conprises

I nformati on i‘&%n%'f I ng a nodi’lnmgﬂ& mﬁﬂ:ﬂﬁ;s in the

t el ecomuni cAPH etwork and/or a geog W | ocat | BRI/GB8N20782 4
Appar atus according to any one of clainms 15 to 23 including nmeans for 10

determning the time and/or day or date af the call, wherein said storage
neans i s adapted to store said predeterm ned pattern of calls which

i ncludes inforgatiog rﬂ%\h@& accordihg &5 blaif €5 Qhekdie tifetdalltlestiritio inferntfiondy  of
the calls, the day or date of the call uenc

s, and, the fr of th
calls. 15 28id predergsmined Patern g Spls WW‘Be%ﬂVrWﬂ%°%'Fe@F§P% "%ge P roérgﬁp
i ncl udi ng meang ks in the SRESHAURICENbNE AGtWbIK akd/ona gdogtdphicaldbéationher ei n sai d
storage neans is a(fapt ed to store said information on said

predeterm ned pattern of calls which includes information on the
duration of gcaj7 s. A miethodGccordindpaangtane sfcelaimdi 28ytd 86 dhchidingl Ehenstep eif n

said neans for receiving the call record .S operatl | he
call record adetgi@ining F'% tmganel/or davs & ga?r%ug‘e e H@feééé’?i‘ﬁég) p?rego%ﬁééMFlga
operative to (eiRfbinalivinziudes inférmation bn iat lebstkarieyofithe bet of the simgutfeday of
call as the ca Llcl 'Esr %?‘%@' or 4o Of%(z)érca“s’ At&&gﬁﬁ%{ﬁmg\gg%éﬂg Mhgb O any one of

clains 15 to nmeans elving an I nput code fromthe
origination, nmeans for validating the input code, and means for

recei ving pattesn updat t | G} ' Ny §udiNaGRE | Satl d
pr edet er m P\'Z)d %édt t elrgs‘nﬁ"c()e?h ogngﬁ%gxfdf@netoh%?i.%_u? %gfﬁiéséval fir{c?l:u hl‘BBO sg%.s, A
net hod accor dinegeiving anjnnuh godsf frem thergrigimation, walidating) the inpyt cerder aRd receiyingge

means for st Orﬁﬂﬁrﬁﬁpﬂté 8543 iim &R brididatiomahd) Gpditihg isBidipréfdtdrMined patterinestt

time period, _Wherein sal d storage neans stores a pattern of calls for
a previous tineallpéirtheinpuperdeis validsai d fraud detection means is adapted to
conpare the pattern for the current tine

15 39. Apparatus for controlling calls over a telecommunications network, the
apparatus comprising:
determining means for determining the origination of a call;
storage means for storing data for a pattern of calls specific to origination;
allowance determining means for determining whether the call is to be
20 allowed or disallowed using the determined origination of the call and the stored
pattern of calls specific to the origination; and

control means for controlling the call in accordance with the determination.

40, Apparatus according to claim 39 wherein said determining means includes
25  means for receiving a call record containing information on the call, and the
allowance determining means is adapted to use the call record information in the

determination.

41. Apparatus according to claim 39 or claim 40 wherein said allowance
30 determining means is adapted to determine that a call is to be disallowed if it lies

significantly outside the stored pattern of calls specific to the origination.

42, Apparatus according to any one of claims 39 to 41 including adaptive

means for adaptively modifying the stored pattern of calls specific to the origination -



determi o icirsims t1ore o 1| MMINTHRERN o0 "2t e 20

29
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A nethod of controlling calls over*a fellecdhmini ¢ations netvvor%, the 5

met hod conprising the steps of: determining the origination of
a call, and determ ning whethew® the call is to be allowed or

di sal |l owed using a predeterm ned pattern of calls specific to the
origination. 1dOupd3fs the patighi Redackemiodhidd chhges ah Mbalihgl %Gﬁ%uf‘goft lyge Step
of receiving a call recor containing information on the call, _wherel n
the step of deCE#RAMA™g whet her the call is to be allowed or disallowed
uses the call record in the determ nation. 31. 4 A net hgd Spcolrfll ngd
to claim29 or ¢laim30 wherein the call is determned 15 to be disallowe
if it lies si gﬂ'%f i caftPP3TaYE ASFYEing 2 cfgin 42 whetein said Aoeptitemeans g operative

32. A net Bodo aaep ool mgletghtWeﬁggthbeﬁ’_ti&i gmer%& the n%is% 'ké%@lrt:Jé’eilltB Grd &gerft ep
of adaptiv nodifyina the predetern ned pattern of calls to update
the pattern to%‘*vh'g'g%%%ﬂ?gaw@ﬁaﬁ%'gn PIPEH | 1 ng behaviour of the
origination. 20 3. A met hod according to claim32 whler ein the
adaptive nodifigatio . redet er m ned tern of ca IS.a
wei ght ed aver aé‘iﬁ hg og‘Bé)%?‘I"g%"%ﬁ"E%P"l Ve g?ﬁ\f{éﬁ“s ¥t ‘F%WPa'\%\PP'dI[‘fFée'm'eg
recent calls. meansis operative to determine the origination as at least one of the set comprising

10 a user or group identification code, a node or group of nodes in the

telecommunications network, and a geographical location.

45, Apparatus accarding to any one of claims 39 to 44 including means for
determining the destination of the call, wherein said storage means is adapted to

16 store said pattern of calls which includes information on the call destination.

46. Apparatus according to claim 45 wherein said storage means is adapted to
store the information on the cali destination which comprises information identifying

a node or group of nodes in the telecommunications network and/or a geographical
20 location. ' '

47, Apparatus according to any one of claims 39 to 46 including means for
determining the time and/or day or date of the call, wherein said storage means is
adapted to store said pattern of calls which inciudes information on at least one of

25 the set of the time of day of the calls, the day or date of the calls, and the frequency
of the calls.

48. Apparatus according to any one of claims 39 to 47 including means for
receiving an input code from the origination, means for validating the input code, and

30 means for receiving pattern update data from the origination and for updating said
pattern of calls if the input code is valid.

49, A method of controlling access to a telecommunications network, the
method comprising the steps of:



—

25 34. A nmet hod accordi ng ton ' | B 29 to 33 \/\herel n the
origination i det erm ned as m ﬂm Hﬂ thé set a user
or group ideh???glméﬁ"i on code, *amo of node?&ﬁg&#gﬁ}g%s

t el econmuni cati ons network, and a geographi cal | ocat i on. 30 35.

A met hod according to any one of clainms 293to 34 including the step of
determ ning the destination of the call, wherein said predeterm ned pattern
of calls inclu lJn' el t t

15 . 36. A met hoc éc"g%?%t bf ?égﬂglégl m%gk' aﬁgée{len%%ﬁgﬁg'g ﬁ'onée%ett‘l”ﬁé ion
i nf.or mat i on i nover a aiyyent mriedeiemm ned pattern of calls conprises
information identifyidehaf f g{gg‘gf f 85n s :

t el econmuni cati ons nedtw\g/\?orpé1 @7 n geo rr%na a?‘ca ocat {’}oﬁ@ currgm §7md of A
met hod accor di ﬁg\et\@ﬂaﬁyalw@d@ﬁﬂennaqfﬁellszgnqo 36 including the step of

determ ni ng g he ti me;qpdfing agé\és %tiﬂfﬁﬁc&ftm&m@mﬁﬁé hetwiiefor! IOH?II’I ns based

pr edet er m ned pattern of | s I ncludes I nformati on on east one of
the set of the°’c‘f"?ﬁ3feé?’t€lfa§*/‘e(‘}f’mpa”s°f"he calls, the day or date of the calls,
and the frequency of calls nade. 10 38. A met hod according to any one
of clains 29 tg 37 F‘CI udi n t he steps of recei Vll'vl? an i nput code from
the origi nati oRY val B%ﬁ"i“H@ PhEOTRYiNG BeRges 1oy telecom tions ngtwarky

updat e data fr appdritas edsrhghs’uy.l on and updating said pr edet erm ned pattern of

calls if t hFO I nput CP F storag\e/ melans for storlng patterns of allowed calls for originations;

determining means for determining the origination of calls over the
telecommunications network over a current period of time;

second storage means for storing patterns of calls from originations over the
current period of time;

15 comparing means for comparing the stored patterns of calls from
originations over the current period of time with the stored patterns of aliowed calls;
and '

control means for controlling access to the telecommunications network for

the originations based on the result of the comparison.



15 39. Apparatus for controlling calls over a tel ecommunications
network, the aratus conpri si ng: det er My *m?w for
deternlnlng pﬂe J??glnation of a call; st orage nean $
storing data for a pattern of calls specific to origination;

al  owance determ ning neans for determ-njgg whether the call is to be 20
al l owed or disallowed using the determ ned origination of the call and the
stored pattern of calls specific th origination; and

control neans for controlling the call acordance with the

determ nati on. 40. Apparatus a ording to claim39 wherein said
determ ni ng neans includes 25 neang yi ng4a call record containing
information on the call, and the erm ning nmeans is
adapted to use the cal j mat FM8 i n determ nation.

41. Appar at us accofding to claim39 or claif40 wherein daid all owance
30 determning neans|is adapted tojdeterm ne ffhat a call iq to be
disallowed if it lies significantly e the stored |pattern of
calls specific to thejorigination. Appar atus gccordi ng to any
one of clains 39 to 41 including adaptivel means for addptively

nodi fying the stored pattern of calls spepific to the origination

I Ul et

al | owanc

16 to update thelpattern to acg :agges in call}ing behavi our
of the originati¢n.
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43. . Apparatus according to claim42 wherein said adaptive neans is
operative 5 to ry out a weighted averagi ng operation WagiRigdsbiefs NOSt

recent cal | s en t he hi ghest weighting in the adaption process.
44, Appar atus according to any one of clainms 39 to 43 wherein said ,
determ ni ng means is operative to dgj,ermne the origination as at |east

one of the set (i(
group of nodesSily
| ocati on. 4

I r oup identification code, a node or
%\%ﬁ M%I{%& cations network, and a geographi cal

pPRratus according to any one of clains 39 to 44

i n¢cl udi ng neans fo-r ermning the destination of the call, wherein
sai d storage S 1S adant store said pattern of calls which

i ncl udes inf or‘é%t CEANDE ape'gélllcs fﬁ:%.i nati on. 46. Appar at us
according to cl aimzae : 0 storage neans i s adapted to store

destination which conprises information

i dentifying a nodgzor~0rQup of nodes in the tel ecomunications network

and/ or a geogr ygEcal~Z0 | ocangn. 47. Appar atus according to any
one of clai nF~39 TN g-Mleans for detergi.ning the time and/ or

day or date pf the cal whepefn sai d storage neans f—ls| Ladapted to store
said patternf of calls whi NI@Cl udes information on at Yeast one of 25 the
set of the t ghe calls, the day or date of the calls, and the

frequency ‘
clainms 39 to# 44

the informati on on the cal

‘ s n A8 Appar atus according to any one of
clGALRPASBERD 16 receiving an input code fromthe
ori gi nati on, MBWing th¢ i nput code, and 30 nmeans for

recei ving pa T le origination and for updating said
pattern of cplls if the ingut code is valid.
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49. A nmet hod of controlling access to a tel ecommuni cati ons network, the’

nmet hod conpr|S| t he steps of:

17 ”g%Vernlnlng the origination of calls over 't nnwmmuns
teleconnunlcatlons net wor k over a current period of tlne

conparing a pattern of calls from an OQQ%InatIOH for the current period of
time with an allowed pattern of calls control ling access
to the tel ecomruni cati ons network for originations based on the result
of the conpari son. 50. Appar gé s r controlling access to a

t el ecommuni cati ons network, the E? aidks conprising: 10

first storage means for storing patterns of allowed calls for originations;
" determ ning neans for determning the origination of calls over the

t el econmuni cati ons network overn a current eri od oy tine;
second storage neans for st880ndJBER MAKE fAd'éN-b from origi nati ons over
t he current period of tine; conpali ng neans for conpari ng

the stored patterns of calls from orllgl natl ons over the current period
of time with the stored patterr and

control neans for. controllin kﬂg muni cati ons network for
the originations based on t 8 8 r%@ﬁi’éﬁfﬁ .t@r@aé ifson.
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