WO 2010/076371PCT/F12009/050737 1 METHOD, APPARATUS, AND COMPUTER PROGRAM
PRODUCT FOR POLYNOMIAL-BASED DATA TRANSFORMATION AND UTILIZATION 5
TECHNICAL FIELD Embodiments of the present invention relate generally to information
transformatidYPret&i%gé and retrieval, and, more particularly, relate to af inBHEH>&Fafatus, and a
computer program product for polynomial-based data transformation and utilization. 10
BACKGROUND The modern communications, era has brought about a tremendous expansion of
wireless networks. Various types of networking technologies have been, and are being developed
resulting in unprecedented expansion of computer networks, television networks, telephony 15
networks, and other communications networks. As new networking technologies evolve, consumer

demand continues AR iNerédSRithbvatoHAVHRYESHEER ORAFIT B hddwdrks. Wireless and
mobile networkitg ROhFNONEA CBWHED fpAdtdidsaNeEtEMATREMaNIeMAELISAWINE providing more
flexibility and immediacy of information transfer. 20With an associated increase in the utilization of
communications and other computing devices, information management within and between devices
has become increasingly important. In this regard, information may be stored in a variety of locations
and in a variety of forms. For example, inﬁﬁ%ﬁéﬁ%ﬂ%@%tored such that it is accessible via a
network, Sudtedimenseo tidapsesans inpindinratlabsdndodidn onormstiioe stosEdmipsdmaotyragat is local to
a device, fidalatAsvan aGathaecparivaiang fiash e mehadCrrtheclakad maynhaistqiedrimdifferent forms
such as in.an enEVIEA SEm 1QE RESHAR. RYSRAsES: BRdaTGess of the location or form in which data is

stored, a risk of data I0ss can exist. Data loss can result from user error, hardware failure due to, for
example, damage to a memory device, or 30 through the loss of connectivity to a device maintaining
the data. In some instances, such as in sm&tspageUrdynamic distributed device environments,
where deVicesairthassouiatieatidatambss bomgbttioudiscomaedtmteapyntimmey Datalsss can be

increasingRigklematia dypdoohrmoteniaket foaauat2ed 4npiedistahip digcenpegtions.
resulting in unprecedented expansion of computer networks, television networks, telephony
15 networks, and other communications networks. As new networking technologies evolve,
consumer demand continues to fuel increased innovation with respect to utilization of networks.
Wireless and mobile networking technologies continue to address related consumer demands,

while providing more flexibility and immediacy of information transfer.

20 With an associated increase in the utilization of communications and other computing devices,
information management within and between devices has become increasingly important. In this
regard, information may be stored in a variety of locations and in a variety of forms. For
example, information may be stored such that it is accessible via a network, such as on a data
server. Alternatively, information may be stored on memory that is local to a device, such as on

25  ahard drive or a flash memory. Further, data may be stored in different forms such as in an
encrypted form for security purposes.

Regardless of the location or form in which data is stored, a risk of data loss can exist. Data loss
can result from user error, bardware failure due to, for example, damage to a memory device, or

30  through the loss of connectivity to a device maintaining the data. In some instances, such as in
smart space or dynamic distributed device environments, where devices and associated data may
connect or disconnect at any time, data loss can be increasingly problematic due to the potential
of frequent and unpredictable disconnections.

35  Accordingly, mechanisms for avoiding data loss have value, since, in many instances, lost data

may result in lost time and effort. As a result, data consumers often rely upon redundancy of



WO 2010/076371PCT/F12009/050737 2 data storage such as via backup storage or other redundancy
mechanisms. Unfortunately, redundancy mechanisms often require double the storage capacity, and
require substantial communication resources to move data to the redundant storage location. 5BRIEF
SUMMARY AVfhétht¢dpparatus, and computer program product are desBHBEERREPHBVide for
generating data signatures that, in some embodiments, are used to assist in the prevention of data
loss. In this regard, example embodiments of t}zwe present disclosure transform or synthesize partial
data closures, for example via cyclotomic Polyriomial extensions, into irreducible polynomial
10expressions or data signatures, The partial data closures may be local to a device, such as a device

within, for SR8 A AAMRCPA RIS BIET IR RENBFESH 8 FrEsPisE e HfaER%ed on a received
set of onerotumbre | oedesismsofive mramplevblnbsdinTents;aheiatadignataedyeptiebent smaller

sized data:paskagesicrtlalivect patiat dataclosweasnihat Maydaasee. to reproduce a full or
deductive data closure through a process of combination and transformation. 1 5According to various

example embodiments, the data signature @%\,@Wﬁf@?d within, for example, a smart space using
a dispersion technique such as a uniform or ske =uniform dispersion technique. Due to

changes it SEVASNARY st eRE ¢ TRRTES PROERBHICENIM Rressterdteditbianersls fordenewitbin the
network, dhta sigiatttcekanaysbacegiiatinandrregutadyoressgyithiBsized-or anpdatad taensure that the

data signafiyes-aecutatel ipraserhiher datarepandi2Qiwhichiheadata: sighaiuresangkased. The data

S|gnaturesc{cr)1%¥€b subgr%%yee%tly stggggl i’g:o-ga}cmt%%us of tlhlse: %?gai %sﬁl%&ac] lIJreslwnh relspect to later

gueries. In p%r Tl 'grr,%cc rdina%cvarlou e%gronple embodinients, data mg)?%gnl(c)l%lﬁhfied that is

releviht tOHPESHOROMEIBI HBPE R riB ATEASERIBN B the re R Rt da R bt PYRe 48@ntification of
the 25infodnationiourtas{enpldrfdymationtstobeg)dstoring itte setevahindata, geittririsddrrescample,
network ObRRERION SR VICehd BRI EQREdeIRIDne ek Aateda dedeenticatinnakihesnformation
sources meblola sleNanAIRAAN A1 03l A IDAIMAAN. SIGE VREIALEA D ganerared. The

information soyrce v ?‘cﬁor Yy, as a result, indjcate where releyant atatot set of queries may be
found. Thécﬁfféiﬁﬁ%ﬁg SBEEEG ?tﬁw‘g?f%’i%éhb"é‘%?iﬁé‘%%? SRARHGESS &P @uivalence
class fepréseprdifiscofafiairifommat smivabersahb d4erierateds The fdmatiohsBirc&vector may
then be usedripigenenatespacy alotgmitispetyinamidhifiesoyklotanmipalynekeiatinay trefobe factored to

generate %9}}&@&%9&95&1&99%&%@?%%@ t83R 9RRerARGIR Jala slanalres i thisgnanner,
wo or mofs Aate Aanalias.oh e Rkl daia slonalres Iawbe compinad (o reconstruct the

, ity _
cyclotomicc"pﬁé‘l%cﬁ’d‘m|§faand‘f§5écéo‘rdi'n Iy,“'Ttah'e*orlglnar"Cfata“us d oggenefgfe‘fkre‘ ¢yclotomic
polynomi PROY s %r)ég}%[:él to ensure that the data signatures accurately represent the data upon

20  which the data signatures are based. The data signatures may be subsequently stored to facilitate

vse of the data signatures with respect to later queries.

In particular, according to various example embodiments, data may be identified that is relevant
to a set of one or more queries. The location of the relevant data and/or the identification of the

25  information sources (e.g., information stores) storing the relevant data, within, for example,
network or a memory device, may also be determined. Based on the identification of the
information sources that hoid relevant information or data, an information source vector can be
generated. The information source vector may, as a result, indicate where relevant data to the set
of queries may be found. The information source vector may aiso be verified by determining

30  whether an equivalence class representation of the information vector can be generated. The
information source vector may then be used to generate a cyclotomic polynomial. The
cyclotomic polynomial may then be factored to generate a plurality of orthogonal data
signatures. By generating the data signatures in this manner, two or more data signatures of the
plurality of data signatures may be combined to reconstruct the cyclotomic potynomial and,

35  accordingly, the original data used to generate the cyciotomic polynomial. In some example

embodiments, dispersion of the data signatures to information stores of a dynamic distributed



embodiments, dispersion of the data signatures to information stores of a dynamic distributed device
environment can be advantageous since datd loss may be decreased by the combination properties
associated with the data signatures. An effect of some example embodiments is also to reduce the
burden chtite euinenuaitatiohe dATRNtEsENTrETSE dafphesiiatlistrisgtetdduiceefefRIfR Ath respect to
utilizatioprefdhry elasbiald simalies sizedgataraignatures relative to partial closures of the data Energy
efficiencies are also realized by example embodiments due to the reduced burden on communications
infrastructure and the storage_of data, Example embodimﬁgtg are alsg device platform independent

and aIIovﬁ%ﬁ%@féﬁ@&@@?&%ﬂﬁ&%ﬂﬁﬁ&tﬁﬁeﬁgﬁﬁ?ﬁﬁﬁ Q8IS of the solution. Further,
examplecermbonitabets afes Thaig ol DEROtER IS ARHF I OTRY Bardth ERECE Bt with lesser sized
pieces ofiitfarthaiidrhcAdetvdingiel rifiist dsprcigtiruaiscrovidedanahpiparatusidbaetising a
processql,dhe PIRGERSY £onflg ke, ia: wetermineddentiticationefidlatambisl ileranhto a set of one

or more queriesi cause generalion of3n.nfaumalien,s0urce wsetar . ndicaleadpferpation sources

associat&d With %%aem ata that 1S relevant to the set.of queries; cause generation of a palynomial based
at least iﬂlfﬂg?%ﬁlﬁﬁéemﬁﬁ%ﬁi%o%fﬂf@éf%%ﬁ%ﬁcgﬁﬁ BBt E 1Sy SRS SSRHBHRA to generate
a pluralitys ef-ithoigarmal-tataesignatuiesoAneordihg tanig sacdmd aspect, there is provided a method
comprisings sietermibing toridentify datashatiia elevanttpasat dfisheatiotore queries; causing to
generate an information source vector that indicates information sources associated with the data that
is relevant to the set of queries; causing to generate a polynomial based at least in part on the
informatissseingdovectrt afmydelBemining Ry fEEtGIIHEPBBINAS OFATAPHS Rk e PARESES Pl FAtit)rpfessor
orthogopgi glata SignatwesnAceandiog te athint aspest rdhosatdspiavddedaLompsie rieadablastorage
medium com rising: ins ructié)ns which are execu blte b}{fan apgaratus for perfor mtg tgggg?tit ns that
include: SSAHAThG AR RIS SRVENT T0'Y S8F SRS O IEPE U S Y EiRratg AR RTSARARSN
source vectbrthatotdicateSdnformation gouwreesragsogidtedwithai datasthatrisiretebantitonthiéoset of
queries; ganerating-a. RelpRmiakbaseH A 168D ARELALING INIPEMBLIORGOMICEYaFRL.ANM fagtoring
the polynomial to generate a plurality of orthogonal data signatures. According to a fourth aspect, there
is provide®&H &pparatus comprising means for performing the method as defined above. According to
a fifth aspect, there is provided a computer program product carrying one or more sequences of one or
more instructions which, when executed by o r MEre Processors, cause. an apparatus to.perform at
least the e oI LT o LA B e e
data trangforridtionsaine auizasene TAE EXaHeaispeINas iy inclsteras processty, BadnHisates
processoiray:Ra sanfiguraddaddentiiciatadhatisyalrvanttoresat of gneier MaLe dustiasand.
generate an information source vector thatﬂilndiclgites information sources associated with. the dﬁﬁ%a. The
process8 Y Hleg 6 cBnfidtlrdl 16 e Ate L Gy BB 5y S5 ial ExsBer GHHRE I9rap

source vedtopaid fagtorritreapjotaiomitopblymorhi&ittcigenerate a plurality of orthogonal data
signatures. In another example embodiment, a computer program product for polynomial-based data
transformation and utilization is provided. The example computer program product includes at least
one compigiigadae&drdgeethetitin Rabicy Sk utBRETHBHEI SHIaH e by frEEene:
instructiens-stacas theteine Hhewconapytes-repdablerprpgranicgdednsuciianschay: bé-configurad to
identify data, hal is relevantto:3,set.ohone gr.more querles and generaie aninformation, sourge vector
that indichtes information Sources associated with the data. The program code instructions may also
be configpfretabogenersieseyarstomiciofitohias balsedon thespiformatien soureengenoaraifhctor
the cyclejgmic,palynomialio.ganerae:apidrality-ef athegonal data-signatuiesnyshanotier.example

embodiment is a method for polynomial-based data
plurality of orthogonal data Signatures.

According 1o a fourth aspect, there is provided an apparatus comprising means for performing the method

as defined above.

According to a fifth aspect, there is provided a computer program product carrying one or more sequences
of one or more instructions which, when executed by one or more processors, cause an apparatus to

perform at least the method as defined above.



transformation and utilization. The example method includes identifying data that is relevant to a set of
one or more queries and generating an informatigp source vector that indicates information sources
associated with the data. The example method also includes generating a cyclotomic polynomial
based on the information source vector and factoring the cyclotomic polynomial to generate a plurality
of orthogonal data signatures. WO 2010/076371PCT/F12009/050737 4 An additional example
embodiment is an apparatus for polynomial- based data transformation and utilization. The example
apparatys,nlydes. Meanadaridentibing daleyhatdsslevantinge setof one or more queries and
means fol dencalind, an omaton,8soler veriRllbatdDsicaiss Inamatiensoyices associated with
the data. xample apparaius also Includes_means for generating a cyclotomic polynomial based
on the inforeaabRG0en8Rt ridmiER e #dPIass T‘l‘@a]ilﬁ Ocayicib%gﬁﬁﬁ BoRoMHid! 10 Yenerate a
plurality gherthogonairatsignaturestol (BRIERDE SERIPTIO R ORT HE DREWINGSI#Having thus
describeghthg ipueptianin gencichigmms.seferenceawil bamhe mastetilthasataothpanying drawings,
which are ot [1sessaly AranJo.S6RIe 0B ARTE N FiGbeusndlusyatienigf a flowchart of a

NIOrMation s¢G i e c .
method for poﬁ/nomla -based data transformation and utilization in accordance with various example

embodirfERtS SRIKEHIERE fivention; 15FIG. Ib is an illustration of a flowchart of another method for
polynomial-based data transformation and utilization in accordance with various example
embodimgnts ofthe.piesenbiavastion cbapRdspresiatiagiamisepresentation of an apparatus for
po'y”0”‘&%ﬁb&%ﬁ%@lﬁ%&@d@&%@ﬂ&@ﬁﬁﬂ@lﬁthﬂtm%@ﬁgwﬁawﬁﬂ&u&mmﬁggfodimlents of Ithe
present invention; and 20.FIG. 3.is ani ustratign_o a flowehart of yet another me ifor polynomia
based dgf%%}ﬁ%? gta %Crlluéﬁs %]tl ?ﬁ;afa ion aceording to vgrjouségxamp@ erﬂéiiQ ents of the present

inventioro MBI TR THErSERIP FHON D ERTRNSHNEA LG the e SERP R ERASH Wil 5% be described

more fullyoheisimraftemwithy be configured to identify data that is relevant to a set of one or more
queries and generate an information source vector that ndicates information sources associated
with the data. The program code instructions may also be configured to generate 2 cyclotomic
polynomial based on the information source vector and factor the cyclotomic polynomial to

generate a plurality of orthogonal data signatures.

Yet another examnle emhodiment is a method for polynomial-based data

transformation and utilization. The example method includes identifying data that is relevant to
a set of one or more queries and generating an information source vector that indicates
information sources associated with the data. The example method also includes generating a
cyclotomic polynomial based on the information source vector and factoring the cyclotomic

polynomial to gencrate a plurality of orthogonal data signatures.



reference to the accompanying drawings, in which some, but not all embodiments of the invention are
shown. Indeed, the invention may be embodied in many different forms and should not be construed
as limited to the embodiments set forth herein; rather, these embodiments are provided so that this
disclosure wilt 834 43 licable legal requirements. Like 30reference nunF&FERITORNE Hke elements
throughout. As used herein, the terms "data,” "content,” "information," and similar terms may be used
interchangeably to refer to data capable of being transmitted, received, operated on, and/or stored in
accordance with embodiments of the present invention. As used herein, the terms "request,”
"message," and similar terms may be used interchangeably to refer to communications within a smart
space in accordance with 35embodiments of the present invention. As used herein, the term "local,"
with respett eslditpasi caamelemmierdimaspeet tratishorf@mpeithimihe same device, and the term
“remote," it tespeaisio e 60 210704634 1 PReTER2009/p2043 ik 1deviess kafers derdityaspect that is

off the deyige andRossibly.0n asarRARieAsVceINAt My, be agcessed via 3 netwark, Further, as used

herein, theotermv"rqes%a . and simi ar terms m_a:%y. be use m.%g%%;a lytoreferto
communiCations Within 8 SMart Space 1h Secorianee Rith's i & BrRlR AR PATR tion.
Moreover2 e rerir examiiir g ae et NI nIbEm s ersgdtorcda VRl sy qustitestive
assessmenttibutnihstead o faerelycaveylandllustrbtiomal angexamplepixiimplnanrgogiments of the
present inygntieR.maY. be used in a variety of settings that involve the storage of data. Some example
embodiments may be used within the context of a dynamic | O distributed device network, such as a
smart space. While some of the exam%Ie embodiments described below are described with respect to

appl}@ation within a dynamic dReptbER %E@@Fﬂ/%@ﬁ@h@%@%plmed that the example
embodimé&lagnartresiratiptag phicablenty céngratize deand/ orfstatic nafwork tenvidenmiets, internal device
environmesisnfugyivithitvenaemory deviemelaneleaioniadevieeariGherithe like. 15 With regard, to
dynamic digyipniedhdaviea RSSO ARITA SERAERNG.AFNIRANIRMAY DR defined as a

10N
dynamic, ad haog, distributed device netwark having a dynagnic topalogy such that any device may
leave or eftel ]'_%aﬁ(é WOTK AT ARy e .‘fﬁr%’ﬁ%@@&%@% B REREPESHIA €5 % may include
nodds andidfdiradinilettrign 262 flowchart of another method for polynomial-based data
transformation and utilization in accordance with various example embodiments of the present

invention;
FIG3. 2 18 block diagram representation of an apparatus for polynomial-based data transformation
and utilization according to various example embodiments of the present invention: and

20 FIG. 3 1s an tllustration of a flowchart of yet another method for polynomial based data
transformation and utilization according to various example embodiments of the preserit

invention.

DETAILED DESCRIPTION

25 Embodiments of the present invention will now be described more fully hereinafter with
reference to the accompanying drawings, in which some, but not all embodiments of the
invention arc shown. Indeed, the invention may be embodied in many different forms and
should not be construed as limited to the embodiments set forth herein; rather, these
embodiments are provided so that this disclosure will satisfy applicable legal requirements. Like

3G reference numerals refer to like elements throughout. As used herein, the terms “data.”
“content,” “information,” and similar terms may be used interchangeably to refer to data capable
of being transmitted, received, operated on, and/or stored in accordance with embodiments of the
present invention. As used herein, the terms “request,” “message,” and similar terms may be
used interchangeably to refer to communications within a smart space in accordance with

35  embodiments of the present invention. As used herein, the term “local,” with respect to a device,
refers to an aspect that is on or within the same device, and the term “remote,” with respect to a



Nodes may be the actors within the smart space, such as applications or other entities that request or
otherwise interact with data, for example through the use of queries. In this regard, a node may be any
application or portion of an application executed by a device connected to the smart space. A node
may be awar@dFYHESHddes of the smart space, such as adjacent node GHEIZEAEHEAtion of a node
may be any application that may implement storing, retrieving, computing, transmitting, and receiving
information. In various embodiments, a node may be representative of applications being executed by
various devices, such that in some exemplary embodiments, a node may be executed by the same

device, or.one device maﬁ/?exeugte ap %II’ lity of nodes. Further, in some embodiments, a single node
it di

may be iflpY&TfdREET By irisPatan QI SEBRTIOIR Y ASTRAEY SAPES BEED A node may

include afEtethaidnteraes:. & Hobeinfortbiiiopisitheltrterfaesagnd adasnilrHeres@aydidnterface
may consigst iataategdaibractider with thevakieioad widrld {emgartapserh dderdode wifbrmation store

interface Eﬂ%@ﬁn&%ﬁ%@ﬁ%rﬁ@%ﬁ infarmatianteArd ﬁ%&@ﬂ?‘@&?ﬁﬂﬁ%ﬂ?néiﬁfm&aﬂﬁﬁmaﬂon store
via th; smart space, The task mg}/waefine a reIat{oQusthlgi]p between the external i{]terf?'fwe apd the node

informatidn store mter g(%.‘Mf:yo?uexam‘f)ﬁied,S A user wis ggatot%r 6]‘.:8?8%§%BI&HI4 12506/050737 6
retrieve s&HBHiformation from an information store to a node, a task for the retrieval (e.g., aquery
message) may be generated. A node may interact with an information store in various manners. In this
regard, a Ragdepaniigatiinfamationdemovedeiiast nfassaatianseearyfindarmationiswbscribe to an
informatiqpStere 0y, MEaANS 4L NG PEIRISIGNE AHRN::l, b8 REHRSATRION  Aag: %@E‘%?héﬁ{ﬁh
subjrg)]rlptlg.nts.ée.tgd, &Jqsubs_%lb . J1he various %}geﬂs neractio sthbetvgeeli} thebn8 es and the
information Stores m%;}cﬁélcco Betivi Y PeraTrad S requséf’srfl%\onoc?ec%%? CSMAGHTEAL the requests

to the infoterEtise BEGT 978 4R Ehad EpECRCA MIARINERO IO FHEti SroAaia ¢ iPGidiatisa store via the
smart spaceirdnncae inaydéecaparelohthesmantdpacbgénentlbre bgtabegppiatabe aware of the
connectiviphwitisathe smadt space 1 Cnnformation steresdel B Inakh SRREE (P aRtBEner network

configurgﬂ%%g G &tgﬁi&&g&w&@d mxe?gtm?op%csm(%entities that store data. In this regard,

information storage with smart space may be considered free-form in nature, via a semantic, web

styl dr space based information resources. Any device having writable memory and connected to a
smart spa¥éth regard, to dynamic distributed device environments, such as smart spaces, the architecture

may be defined as a dynamic, ad hoc, distributed device network having a dynamic topology
such that any device may leave or enter the network at any time. In some example embodiments,
a smart space may include nodes and information stores.

20
Nodes may be the actors within the smart space, such as applications or other entities that request
or otherwise interact with data, for example through the use of queries. In this regard, 2 node
may be any application or portion of an application executed by a device connected to the smart
space. A node may be aware of other nodes of the smart space, such as adjacent nodes. The

25  application of a node may be any application that may implement storing, retrieving, computing,
transmitting, and receiving information. In various embodiments, a node may be representative
of applications being executed by various devices, such that in some exemplary embodiments, a
node may be executed by the same device, or one device may execute a plurality of nodes.
Further, in some embodiments, a single node may be implemented by more than one device such

30  that the devices share the node.

A node may include an external interface, a node information store interface, and a task. The

external interface may consider a node’s interaction with the external world (e.g., 2 user). The

node information store interface may be used to transfer information to and retrieve information
35  from an information store via the smart space. The task may define a relationship between the

external interface and the node information store interface. For example, if a user wishes to



15 may implement an information store. In this regard, the devices implementing an information store
may be capable of storing, retrieving, computing, transmitting, and receiving information. Accordingly,
in some embodiments, an information store may be a logical entity describing a location where
information M BYEHEPEY. According to various embodiments, an inform&&IrF SN span a
plurality of devices. The information stores may store information associated 20 with the smart space
and information that may be accessed via the smart space. Since information stores may be
implemented by any device that is connected to the smart space, the data of the smart space may be
distributed or disPersedeithin the smart %)ace. amongst the énfortm%:'%ontitores. Ir] IIEhis regard, data
within the"SMAT SPAEE RN B a8 BOK By SBiEBE Koo 52 Stithitt. Ant kIS “disBersion
algorithm ¥y BESEERERb aispsIaEdatan@ig mpaiiiarghrd el as e mates sigfisduyedowstc.) amongst
the informatioerstdrethisrezamharhsfracey inssomdoexainpleembodimenisiinedispgusion algorithm may
also be usgeR.H8£AMNERBA LRI ERHIMENARIabsInsHes AAlspknawh aaRadial data closures) and

the partallosyies,nate Sdsaeised witin 0 spethsnacs: feeording g vapus example

embodiments, the original data set, or a reliable iction of the orléglna set, may be generated

from two BYFHEHEBhtidIcEibEigrardes and the ipiarmationqioren rRegther Bredusly ibaribit May provide for
transformip@pettsyhtiedizing SBpanisaticbe resuieis irrdd iibiegvly somizickp reysionscef a desired
degree, qnﬂaﬁaﬁi@ri_afbmﬁsgiwsﬂﬁgrﬂ}faﬁtﬁﬂﬂgtaig@f&i@%@ﬁﬁtﬁﬁﬁr\fﬁp&h&%ﬂﬁﬁé tg@h_nwme(efg. :
cyclotoml&@g&lyg}pgg@h WAL YU 63T AR 6T IR ROQURROLRL A Y IRNBIARS) within,data storage

enviwnments, such as communications networks. In this regard, a query may be received that
identifies data (e.g., local data) for generating a partial closure. These data signatures may be
considere8aTRAHAYEH Y AtSSTSIS AT thENYAST BROYOFE SUHEHEHRE (efta SHASSIFEEHRINg smaller in

size than the hespeptivevpartiakelbsives: thtsomdlexamthipibombodients Wit détassigmatures are
smaller isspize RegaLsereibdant-taia is eimialed sdhamdatasigratwepseiaimaufficient information
so as 10 pkiheAaR.IgNaSS Ak el I3 AuaVINg oclianali. Ehs aim sianatyres may be

itate safisfying subsequent queries. The

stored in the information stores of the smart space to facilit
o o e B B P2 R U s ST s a R El PP AER C A BHEAERE mormetion

transform@titsrnesxerrmiblior SAtP L0 rEpatRPItIE. preseHER s tatite arerpansal information.

Accordingly, in some embodiments, an information store may be a logical entity describing a
location where information may be stored. According to various embodiments, an information
store may span a plurality of devices. The information stores may store information associated

20 with the smart space and information that may be accessed via the smart space.

Since information stores may be implemented by any device that is connected to the smart space,
the data of the smart space may be distributed or dispersed within the smart space amongst the
information stores. In this regard, data within the smart space may be acted upon by a dispersion

25  algorithm. Any known dispersion algorithm may be utilized to disperse data (e.g., partial data
closures, data signatures, etc.) amongst the information stores of a smart space.

In some example embodiments, the dispersion algorithm may also be used to decompose a data
set into partial closures (alsoc known as partial data closures) and the partial closures may be

30  dispersed within the smart space. According to various example embodiments, the original data
sct, or a reliable prediction of the original data set, may be generated from two or more partial

closures.,

Example embodiments of the present invention may provide for transforming or synthesizing
35 partial closures into irreducible polynomial expressions of a desired degree, or data signatures,
using a factoring algorithm or other mathematical techniques (e.g., cyclotomic polynomial



Within an example smart space, various data signatures may be generated in response to a query or
other triggering message. In this regard, a local partial closure may be generated. Also, remote data
closures, as well as remote data signatures on other devices, may be generated. As 15such, data
signatures rﬁ’g@ 1% a plurality of devices within a network such as g gmﬁoggggg? 7According to
various example embodiments, the data signatures may be generated in a manner that ensures
orthogonality between at least some data signatures on other devices. In this regard, the content of a
guery may be transformed using the same technique to generate a 20target signature. The target
signature may be ist{'bu'gag thou ho‘gt tge es&gag% ap%cgoto f%ﬁ;g}@%‘% {heegg&ﬂgifi?g%g‘rgf czlrgta
signature%xfﬁai?ﬁs tch the r?e?qﬁgg ,degqlﬁ?eﬁnt of the'query. §Jon I entlﬂllng appropriate fata
signatured dH5E’ dgith g rraird s ent iinrdeth e mBre das 5%§@tﬁl%iéﬂﬁeqﬁ}élg?ﬁﬁ%ture. In some
example €hebodimeipsitthes datatsignaidres! asedtindydigitve sissoperttiorataloitrogornkikty each
other. Theygasldclivaisignating sMaNheRikemsanbiaunrRe: 1sHagial o ferexarmplen aexaepess function or

ey, tito afullelosticee! e, datpARAUESIER Y RIS, AS AHGh.AXAMAC ARAUMaNS Of he
present inventjon allow for the argrgta?{d data S|gnaturﬁs to far%lalltate the reljable and consistent

dynamic JEAGESIEP dre PSR BF % BiR SPAst RN A S A ROE G F5 s Btributed
informatictentnaéeeténnaiiyy eXantisle EmpusimepteritiediredeitipmetimersvridBamtite between
computingpetesu s imadsantengisabguennversts d&fin g antattes sifmatiien atoad@ecembodiments
can therefgrg dynamjgaln Rtim s ORsamang (ash an HRAsFAeIUeNAHeS WiSsn AN the procedure
of d%ermailnirgg EQ% qzllljaetﬁé r@gslélrtl%emgxi §o Mt%ﬁgf% on iggfld %geda-tgo ck/feed-forward computing of the
informatioﬁ%a%n while aEancmg the various factors. WO 2010/076371PCT/F12009/050737 8 In this
regard, to consider the current state of a word (e.g., a partial closure or data signature) at least three
separate W&thin of thernformationae: baigentfiedignaores umae dosenctcpiasemersc The qismis may be

observatignstpgriadinthimibg urranisitighian . genepafieniedgaaliaud assasimilaksjtuations, and

beliefs regarding e nondirecivichsenabledeatinas:af fhe aUrentsitalion L sasg okihe logical

appraaches, ohservations and denarc knowledge maybe enended o some logic:based, anguage. In
y distribution on the set of

probbiliste B SR S RS A RS gy b e By AErShatif
possible Mﬁ%.‘@%@%ﬁﬁ@%ﬁ%@gmﬁ%i BHAMENSIET RO P SFETRIEVE A4PIBEC ReasoNing
with respdetttmthedathogithibta srvarspacetimayccbnssgofinée minghbellefs-ésom observations, and
generic knowledge that seems to be 10valid across a plurality of situations. In logical approaches this

reasoning, (g R ENIRYER RUGLIGHUAOR.ABRER R heort. eneARON DG, A follow from

computing conditional probabilities prg_eg%lgt%g%ygu%re thﬁa condltionlng0 ave t may gather
18

the \()a”a fé%ﬁ@&?\t}gﬁo@e%%ﬁ}gfﬁ}ﬂ? may be ghout the smart space to facilitate

the identification of data signatures that match the requested content of the query. Upon
identifying appropriate data signatures, the data signatures may be directly combined to generate
a deductive signature. In some example embodiments, the data signatures used in a synthesis
operation are orthogonal to each other. The deductive signature may then be transformed, using
25 for example, an access function or key, into a full closure of the data requested by the query. As
such, example embodiments of the present invention allow for the target and data signatures to
facilitate the reliable and consistent dynamic deduction of the result of a query of data within the

smart space via partial, distributed information.

30  Accordingly, example embodiments of the present invention provide balance between computing
closures in advance of a query versus defining an access function, Example embodiments can
therefore dynamically, or in an on-demand fashion, generate query results. Further, the
procedure of determining the query results may converge to mixed feed-back/feed-forward
computing of the information gain while balancing the various factors.

35



15may be reliable and non-conflicting, while computed beliefs may be, on the contrary, taken for
granted. As a result, a strong similarity may exist between the logical and the probabilistic approaches
to the reasoning. In some instances, confidence relationships between information compatible with
deductive cl&ﬁg e Fhisms may be substituted by a family of possibili{))? ’Ifé%%?gg{gsaf & family of
possibility relations may characterize the same set of accepted beliefs. 20Therefore, a reliable
distributed deductive closure generation can he generated. The task of deductive closure
decomposition may converge to the task of searching and allocating a set of the facts (e.g., a data set)
within a djsiolt anplve, SORUIF SCNRIAIGA.DY NG NAIe of 2, SIRH SPAGE FAVURNIGRY,AS such,
example embodimerits o?rfﬁe presenfrlnvent,lon make s_g oﬂzlon-decomposa e gompo ents, or
minimum e BEReRRaTas At L A AR (R BRIFRSH DS ShERIST RS AN G TBIMSBSHioh S o consider
the distribtaes deductives clusmnmenggrieragiorththarfuibwing iassermpilioknavdydse absatiamollowing from
decomposahilifsieriesiandQr WipmentaryitiensiesnadictQartities-hareddagical reasaming for first-order
and propogitional theariesr mets At iRgiS (8@ e dala- SRR M RYIRR AL 4E0FNIZE0 AR 3 decomposable

deductive clogure from the p rspgn?tlve of af[corr sig)olngjn? signature. In some instances ﬁhis may be
true if the AR e DS RS GR BT e RO of P REtHERHS Ha e S e R GHIN FEE S sBime partial
closures Wﬁﬁ‘%ﬁ@tﬁgbﬂéb@%ﬁé@h@%@@ﬁéé‘}dﬁ%ﬁtd’f sofihlstiagioRe SRETyBrRISRAYARIES may
produce archmpletg orsdedatctivef data sigivatere R8&mihiswehassheatsetlsf datetwilbig 3 srdsta set within

one or mefadnfermakion: soras-mayperteRsasaRtechidha thialedern pidhe dasisanameltabe
Sub'%ct-P‘;aelgdcate-Okr)ﬁct fﬁfgﬁw‘l‘% , WO 2010/076371PCT/F12009/050737 9 where the
) of .

apr0ss a plirall d e . . .
Predicate may be corisiste may thereby facilitate forming a necessary partial closure signature

(e.g., data signature) that is orthogonal to any other partial closure signature. The Predicate may
therefore kHapsahependfep thisraidnies matibp ahiprap visd e oiskigrion. Thombahilgyue for
distributechelehtidvesctost enge Reati drommeaynie tiadravittn saCprotplbiktios Stleistered image of the
Predicates, throughout allageessibit igrmation. Ta aepvide/ndanepsienca iemabe Rigdicates’
congistency, some appropriate degomposalie radmerys inderms of signatuics may be generated and
identified. gcc(frcﬁng y, In some exampfé em odir ents, fhereare two ¢ osuresd(lg.’ - data or deductive)

such 10theeRtRslr ASSOEREE SRERiFEEHIRINBE TiTtdatrfaihr degicryredibe BPRRHIE Yeductive

closure forrtirespbaticutbe iederniagioln spacestantris regaddnit actacodhps besvdssenbitimiset of facts)
exists thagdsparbrithe signatureiohthadinitendadustiyecclopuresdhen .asearding dawatipus example
embodimeninCTREXSH AL SRS NG AIIREIRG Bt ahsein. Al sriabIRGIR) HER that their

o PO e RS Are R agonal (o e finite, deductive L oSHs SHAe, 2
deductive closure decomposition may converge to the task of searching and allocating a set of
the facts (e.g., a data set) within a disjoint transitive closure generated by the nature of a smart
space environment. As such, example embodiments of the present invention make use of non-
decomposable components, or minimum components, that are sustained and usefui for

25  consideration and composition.

To consider the distributed deductive closure generation, the following assumption may be used.
Following from decomposability criterion for clementary theories and partition-based logical
rcasoning for first-order and propositional theories, sets of facts {(e.g., data sets) may be

30  recognized as a decomposable deductive closure from the perspective of a corresponding
signature. In some instances, this may be true if the deductive closure is in the form of predicate
calculus of all sets of the facts of some partial closures with orthogonal signatures. Once joined
or synthesized, the orthogonal signatures may produce a complete or deductive data signature.

35  Inthis regard, a set of facts (c.g., a data set within one or more information stores) may be
represented by a triple form of the facts, namely a Subject-Predicate-Object representation,



Therefore, it follows that each fact (e.g., subset of the set of facts) of a finite deductive closure, which
is not decomposable in that closure, contains pieces of information (e.g., SubjectPredicate-Objects)
only from one decomposition component of closure. Accordingly, the partitioning of the signature may
be used, as WOPAYEH#Honents of closure, based at least in part 20on thBGSYEI&HEFTés (axioms) of
closure. The efficiency and applicability of various embodiments of the present invention are illustrated
by the task of deductive closure synthesis and_ are applicable to any information processing and
analysis. As such, given a set of facts ancUor queries, the paths to access the set of facts, a

25predefined format of those facts representation ge.g. Subject-Predicate-Obiject triple), where one of

the format@HERTS (Fgi A enBriCA TIEn e BUNLISIshY Sroe iy iBEAREF TR Y b cessary partial
closure thagssrerispybrrdcte ahectrespmtibiiciostresiyh sure, ahsnmsomecanbosignairs. of the
present inMertieRitas)he ihepfrahted th-pertapotelistiinted cadugtiperstesund gymihrsis. 30
CO”Side”’E‘Qu@?%ﬁQG@EHf%%sf{i%m%\éli%ﬁf%’t%?@éi@ﬁﬂe%@ﬁé!ﬁtiﬁn%‘é?dﬁé %ﬁgﬁé?ﬁ&%‘%ﬁﬂm@%ﬁmth a it b
corresponding k may v, role 1gr signatures creaion.a vallgaton. Having orthogonality by
defin%on fgl‘b 6%@%}(%?%%] Cbtst%e breicalce ﬂfﬁ?(‘i%%of#g?barcec F@g!%’ bno{r)ﬁ%lr% as 'al%o%rgivsltdeent representation of a

roperties and . _ :
partial c|o@é?@qmﬁﬂ?ﬁéw%g@§§ﬁﬂm%ﬁﬁ%m@xm|awrﬁi%aﬁ%ﬁ%%wa@s&@%ﬁmwdeductive
closure synthesisigrayube tesdrbederat®220 1607837 1PCT/F12009/050737 10 With respect to the
operation of the network (e.g., smart space), facts or data may be inserted or removed and queries

et v e B Sty TSR B WE LA HUJRE (o BR APAEITE Yo - dueny

ot ol S GEH S EHSES T SRSt G R ABE S GBEHTB A & PSR Lo e bl

embodimé&ritderastiecalss igienesonsppe dhbvtisghy el Gisontatrecedhassiofdadh) facts and

gueries maysheltakepaasitputigatametftis dindorhel prédeterninatepolyneottigl tovariemd an irreducible

polynomif@kﬁtﬁﬁ*%ﬁﬁ%ﬁ:ﬁﬁ?@%ﬁ%f@gﬁﬂﬁgﬁw%33@&@@(&@%%&@ mﬁ%&%@ﬁd’t@ﬁ%ﬁ%ﬁ crfﬁted by

means O oring_algortknm e.resultan irreaucinle expressi m representead as tne
@gft?iﬁen CC():?I‘ ﬁﬂ%} (ﬁm%?a i SE naH.lrcs dalj'g I%ﬁél(&_)ona?!to t‘l Eea %réﬂ%t?e‘}é C OSU_I% SI%EII}UIB

m .
product o esire er Istifict irre lynomials o egree. As such,

information transfer may be represented through an accumulated set of distinct irreducible
polynomidlbsafideinfdpthatioh 2t apdfdrctan o thpishithd seitofdmasop adeliydduciblegpoiyromials. Thus,

a most relen@ntidirst-grelenjogisl elashaes deh dsntn e padctacisinitmedundansabiay be represented
asa predﬁ;gﬁmﬁb@gt{fg% %513551!?8&)( ngﬁgéomﬁﬁﬁp&mponent of closure. Accordingly, the
partitioning of the signature may be used, as well as components of closure, based at least in part
20 on the system of rules (axioms) of closure.

The efficiency and applicability of various embodiments of the present invention are illustrated
by the task of deductive closure synthesis and are applicable to any information processing and
analysis. As such, given a set of facts and/or queries, the paths to access the set of facts, a

25  predefined format of those facts representation {e.g., Subject-Predicate-Object triple), where one
of the formats’ fields (e.g., the Predicate field) is consistent across the facts and forms a
necessary partial closure that is orthogonal to any other partial closure signature, then some
embodiments of the present invention may be implemented to perform distributed deductive
closure synthesis.

30
Considering the signatures framework described above, a valid irreducible polynomial, with a
corresponding key, may serve a role for signatures creation and validation. Having orthogonality
by definition of polynomial properties and taking the Predicate portion as a consistent
representation of a partial closure within all accessible information, exemplary mechanisms for

35  distributed deductive closure synthesis may be described.



In this regard, considering a set of aggregate queries Q = {g1,...,gml, which may include one or more
gueries, over a set of k distinct information sources (e.g., information stores), a set of information
source readings may be defined as a vector x = (x,e atk . The query or 20 queries may request, for
example, an"4ggre44te*Vhlue of some subset of the data stored within the® Eﬁ@ﬁw&% &urces. The
guery or queries may also be associated with a given frequency requesting data, which may be
proportional to an associated workload. The information sources may be defined by means of
structured or unstructured information entities, such as, for example in a resource description
framework (RDF) format, in a binar multime({% stream forma ar the 25like. Each uery may be

therefore SxprisBed] RIs RASTAURR B DEFTIEY td - RN BRSBTS BLPRE St TR Plgard, an
element GPEHE SHfITBIEASIBN G Rsetsd snoparbiefisd) tBuBieTimesiSYravation ¥Bis@ay ®6ntributes to
a given quenyti Qthempisef thergleeht of the yvediar pion begolal to zeeacd@hdpesdisiple, an element/
of the infqr/pRtian SRMCEVEHOUMAKNRLIARRibXicOMHRMIES 1OIha Mabag of AdiGR eeter hand, if xi
docs 0t FRRIPYIS RIS e, Ahahy SIETNL TR e €TR,ID R (R08KY e SIgrER I respect

to an’example query, ), and information'soéurce readings x be represented as the dot product of

the query SFATth&SAMBHAtBFSBEFER MALEE 12KTR25nINE RATRRSIHS ARSI CFERB Pidrmation
source vastonanziy! Herinpud paiaedecdrs pblaRBuelshadbsolysor idfgarsing\gechanism.
2010/076371PCT/F12009/050737 11 Upon determining the information source vector, a verification or
check may; e f}?er&%m@q)mgm%ﬁaf%&%mé@wmﬁssa%@fp%%@gégm&&ﬁmQé@ﬁatwhether an.
equw@lenceeglg{é?erga tS)e1 emner%teig. n trrllltsd'%g%red rgggce gueries are de 'é}_%‘%ﬁgﬂ'@?t the information
sounlces, 5’6 %\5 Uiption _ ay%e fa0e that ail the 6 S of aggréga e&lquerles i the workload have
the samelffedjisdhiepolmstpialswbrdsfnphdeasivhetevehidnfanpbragamshr nasboratiadted queries.
1.0Accordinglgh sinee thelaggrey afetstjueiesdabé: thrdysamz if.egd enoythie utiiostef @l kegions (e.g.,
inform?tith@Me@eﬁioqg&?@&&y ihedseme sayimigaretaied alerivfomayhea dafineskrs an Spmay b
equivalen sgwvhieh o [ S L ) , may be
G852 it E%h,, ey éi}%vﬁfgﬁ%aa@&é& & b@ﬁ%ﬂ%@é@nt%&%?%ﬁéd%&?ﬂﬁﬁﬁ&r‘ﬂ%ﬂ

represented as {E can be covered by g2 and g" an
15 polynomial capression.

In this regard, considering a set of aggregate queries O = {g,,...,¢_ }, which may include one or

more gueries, over a sct of & distinct information sources (e.g., information stores), a set of
information source readings may be defined as a vector x ={x,,...,x, )& ®*. The query or

20 queries may request, for example, an aggregate value of some subset of the data stored within the
information sources. The query or queries may also be associated with a given frequency
requesting data, which may be propottional to an associated workload. The information sources
may be defined by means of structured ot unstructured information entities, such as, for example
in a resource description framework (RDF) format, in a binary multimedia stream format, or the

25  like. Each query may be therefore expressed as a k-bit vector referred to as the information

source vector.

In this regard, an element of the information source vector may be equal to one if the information

source x contributes to a given query. Otherwise the element of the vector may be equal to zero.
30  Forexample, an clement j of the information source vector may be one if x; contributes to the

value of g, On the other hand, ifx; does not contribute to the value of ¢, element j may be zero.

In this regard, the element with respect to an example query, ¢;, and information source readings

x may be represented as the dot product of the query and the information source readings

(g, -x). Assuch, the elements of the information source vector may be input parameters of a

35  desired polynomial form.



can be represented as [0,0,111 15 If the information source vector is created and checked via the
generation of the equivalence class, then it may be possible to deterministically generate an
irreducible polynomial over the set of the equivalence class of a given degree. In this regard,
construction BRRBE4R7Alence class indicates that an irreducible polynorBfal FBPEYFE Fhite field F of
degree in exists. If in is a 20prime factorization, then a construction of polynomials may be generated
over the finite field F of degree q7, for 1=1,...,r, and the polynomials may be combined together to form
an irreducible polynomial of degree in. The resultant irreducible polynomial may be used as one
productization of a dispersing 25mechanism. Since the resultant irreducible polynomial may be
generated by means of a factoring algorithm, the resultant irreducible polynomial may be represented
as the prodienst Gitepuxtediarromieropelisticdiveducibisgoly abehisk pidbfineddeededtin this
regard, a eypletaic: pehymerialsd e vetbnaylberinatogachtohebiaisqaty dOire dusibleypelynomial of
degree m, e RROGRAMES DAY, RHRIYGE RN dinldu(goma txcliggraur ot ardes pm -1 wherep is a
predatermined prime number) and apfimilve d.h rookat a particularuniy i e fipite field. The
polynomigfco truction may herefore be reduced 1o ﬁn(ﬂng the Toots of the po ynomla% of the form X'
-c over thBaHRBHe k. AhrsdEEdN from factoring may then be performed at the degree of into 1. As a
result, a set of irreducible WO 2010/076371RCT/E12009/050737 12 polynomials f (1) ,...,,f(k) may be
inductively defined in F of degree in Whe&fﬂ;he Qﬁfats are p@fmitive gt-th roots of unity. According to

some exegiplany embadimentsdbe.set of igedusiblepeiynomials may be data signatures for use as
described herein.

10 Accordingly, since the aggregated queries have the same frequency, the union of all regions
(e.g., information sources) covered by the same set of aggregated queries may be defined as an
equivalence class which forms the information set. For example, the set of queries
{g..4,. 4. Jmay be represented as {EC,, EC,, EC,, EC, } which can be covered by ¢, and ¢, , and
can be represented as [O,G,I]T .

15
If the information source vector is created and checked via the generation of the equivalence
class, then it may be possible to deterministically generate an irreducible polynomial over the set
of the equivalence class of a given degree. In this regard, construction of the equivalence class
indicates that an irreducible polynomial fover the finite field F of degree m exists. If misa

20  prime factorization, then a construction of polynomials may be generated over the finite field F

of degree g for i=1,...r, and the polynomials may be combined together to form an irreducible

polynomial of degree m.

The resultant irreducible polynomial may be used as one productization of a dispersing

25  mechanism. Since the resultant irreducible polynomial may be gencrated by means ofa
factoring algorithm, the resultant irreducible polynomial may be represented as the product of a
particular number of distinct irreducible polynomials of defined degree.

In this regard, a cyclotomic polynomial & =X 7 4 ..+1 may be factored to obtain an
30  irreducible polynomial of degree m. The procedure may produce a finite field (e.g,, a cyclic
group of order p™ —1 where p is a predetermined prime number) and a primitive g-th root of a

particular unity in the finite field. The polynomial construction may therefore be reduced to
finding the roots of the polynomials of the form X7 ~¢ over the finite field. A reduction from
factoring may then be performed at the degree of mto 1. As a result, a set of irreducible



5Via a deterministic factoring algorithm, the example approach provided above may result in a
deterministically constructed irreducible polynomial that is the product of k distinct irreducible
polynomials of degree lin finite field F, where / contributes to the algorithm execution time. Accordingly,
a particular iffG B IAnsfer may be represented through an accumulREFEBLBY K ct irreducible
polynomials, and the accumulated set of distinct irreducible polynomials may 10 be translated into one
irreducible polynomial from the set or components of the set. As a result, according to various example
embodiments, a most relevant first-order logic information closure, which is a set of information (facts
or queries) with re urpfjﬁncy may be represen e(gbi the. f f a polynomial. 15T%erefore, the task of
the com cg)ns(ljrll?rorlr]%% on’clo urel%gl%afaég%‘rﬁ% eglx%%cgﬁl?gnft%eﬁrié%tas\ﬁ%gf%leecfﬁg| flécpolynomial
updates byirelieang) e eherdrion o fedowid x peN4y wiidledneritaBigvhd iesdngtde the
irreduciblegotyncnahfobdegies mysatémined by iabtdrirg:the cyclotomic polynomial 4 = Xg-1+ ...
+1, is constructed, the irreducible polynomial may be updated based on changes in the underlying
data or queries,andior hanges.in. or sxample, (e 20netuork Lopalogy, BUrther, Algediims may be
considered for actorin the cyclln ormic polynomial O u%‘fng T andom or .ro,vPéI.ea |elI%I elements in (n
log pr stefSIEBIHECAHE ORI EiHecBlanmbia b Siihfehtsrodaciahg daanisirecheitiency of
synthesizedyeiyndaibis gmd/ati gningibid o, withrdissernivttio drdkggtbgatiorupoti¢ies/strategies can
also 25bepeiaimed apurthenthepiecessehinformatiorfansieonatioshas deseriledherein may be

bi- directiqnal, meaning:HaLiNoHMAIARLAR he HAnsiarnedrares andefaith Retwarn.tie grginal
undqrdyln§ diata grgd th? po!:yno |ahorlg%The.|r%$ducggle§o§/nomlals or r%,c%%-decoﬁggposa e
compdnents GG SR THAS BE 15 S8 ANt PSS cira S UBRIPEHE SIS tersdt ok the
consideratfSATaiRg FiMHETIhEs RSB fpeRitGrinestalraangiadter fakkrif difp tretinforlefition domain
(e.g., the otigihdd repreSaritatioioof fhesdata)caias) trathstaiimdageth erdata irtoctetinkéd teilidenpolynomial
(e.g., data signaluegshmay allow for the ability to render information closure in terms of a domain
where efficient information processing can bc undertaken. WO 2010/076371PCT/F12009/050737 13
As a result of the above, the task of identifying the most comman deductive closure, alsq known as the
D kehhel, MayPIEerdb ek Th U SRR RISTHEPiFeRie ANS g A esadhssditsrbs Sskedentative of
the D kerietdpablacweneroislredethe sipnfaigttheeforetin ahtouivomelot tdpdaababidairreducible
polynomiai@xpiessiafsr te irreducible polynomial fof degree m, determined by factoring the

cyclotomic polynomial & = X" +__+1, is constructed, the irreducible polynomial may be

updated based on changes in the underlying data or queries and/or changes in, for example, the
20 network topology. Further, algorithms may be considered for factoring the cyclotomic
polynomial @, usmg » random or provided ficld clements in (n log p)o(” steps.

Further, according to some example embodiments, checking against consistency of synthesized

polynomials and aligning them with dissemination and aggregation policies/strategies can also
25  beperformed. Further, the process of information transformation as described herein may be bi-

directional, meaning that information can be transformed back and forth between the original,

underlying data and the polynomial form.

The irreducible polynomials or non-decomposable components of information may be the

30  minimum sustained components of interest for the consideration and further information
composition. Evaluating data faken from the information domain (c.g., the original
representation of the data) and transforming the data into the irreducible polynomial (e.g., data
signatures) may allow for the ability to render information closure in terms of a domain where
cfficient information processing can be undertaken.

35



Considering the task of irreducible polynomial updates, the process of deductive closure synthesis
(facts closure generation) may play the role of the updating rule of the irreducible polynomial
expressions. The updates may be conducted in an aggregated fashion and each update may be
monitored a%%‘ﬂé) BPHiith respect to usefulness of the update. If it is 10&&5%%5}) dthat an update
would not contribute useful information, the respective irreducible polynomial expression may be
ignored as well as the associated facts. Example embodiments also provide a feasible mechanism for
shaping an image (e.g., a kernel image) of the deductive closure and for tracking and keeping the
most releyant facie deadily Aoayailable. Themechanism.can iherelore acky e mash gapon or
useful deductive closuré andeberform approp ate maintenance based on constraints Y of the smart
space andstis Beirees msvihsctdycst tdheriradprdating e e ve ¥iseifd SRl tHdefore be
assemblesrysoneaivs of thre nioselisefdupiecatosfithey itiosmativihedtferetthengivisemoplifgrmation may
be structured s LRstiuatiediyhbeidpdyetiveatosure may, as a result, be considered to be both
static;and 20 dynamic. FIG | illustrates a method for facilitating dlstrlbuted deductive closure synthesis

and pon mial- base ?Eg trans %& %atlon and.u |I|z§1§|0n %ccordln a Qleiembodlments of the
present invEREGH ' R O R S s v ehier IRREtR wo CRe §%§ © Gynarnic 25distributed
device ne%W@?leﬁﬁ@tFé&Eéﬁ§%?TWé)W 15 @Fﬁ?é%gﬁﬁ@ wdeHngd ute pERS & uery or a

request tpstprenitfiormpatisinnAt TS d determmibationimey berasgorvghethbsihe: reguests may be
decompoggghiRta LM RRAARPLBAHS vgrﬁiédtﬁﬂﬁ%%&ttm@éﬁ%éd%@fﬂWdNMHHhe network at 120.
T nadeaeReabnt AS.SRseIneRAd, e RANGR, Ay REIBRARIZSoUn A0 updalgale pam 110

The non- ecomposa e re uests mayt en be passed throug ga30 path within the network and a
partial cloRYESBELRHBFHOBHE DndBRsREN Wilhad8patasYhe Mebiuests at 115. The requests may

then be acted upon by one or more individual devices of the network to transform the requests as
indicated hyathgidiskbodhesingle gevice perspsetveRowshd: sWng0h. Mag6Rd POEHEA2009/050737

14 devicejpg p@ﬁh\éedﬂ&{wtﬂv%ﬂ&%ﬁd @opaauﬁ :@%H"i@e%ﬁﬁ lon.andienceeing RbUe requests may

occqr In this. the| ormatlon ain 1 {n (prow edata thrgllf%hda §tor ? orm tion
aﬂa% cmec xil,é%l erc re trac d} UCclve
meta- data ana yS|s Process oF artla closure se ec ion an mformatlon enco Ing at 5. The

|nformatld??‘é@fﬁﬁaﬁ??i%@‘ﬁ?a‘?%‘é‘%%r@%ﬂﬁﬁB?flﬁff%inésa?atgﬁé’&% %}8Fﬁa'ﬁ"fi§]ﬂ‘?aitsmldes meta-data,
including estuadtedntént amdtgpeny BlatédesnedosDataspicifionforaratiohleddy bexelivered by a

distributeehehjget fleraystem dtRstietus-andiBRYHosluce pTeid-saiacahiest shstrlutionaad
hlerarChyUnstructured. The deductive closure may, as a result, be considered to be both static and

20 dynamic.

FIG. 1 illustrates a method for facilitating distributed deductive closure synthesis and
polynomial-based data transformation and utilization according to example embodiments of the
present invention. In this regard, at 100 requests may enter the network {e.g., dynamic

25  distributed device network). The requests may be any type of message, such as, for example, a
query or a request to store information. At 105, a determination may be as to whether the
requests may be decomposed into component parts. If so, the request may be disseminated
within the network at 120. If the request cannot be decomposed, the request may be forwarded
within an updateable path 110. The non-decomposable requests may then be passed through a

30  path within the network and a partial closures selection may be undestaken with respect to the
requests at 115, The requests may then be acted upon by one or more individual devices of the
network to transform the requests as indicated by the link to the single device perspective flow
101.

35  With respect to the decomposable requests, these requests may be disseminated at 120 and

received by one or more devices of the network. Upon receipt, the request may enter the single



Additionally, a local polynomial cache may provide data for partial closure selection and 10information
coding. At 145, the requests and/or data received via the information domain 130 may be reduced by
constructing, for example cyclotomic polynomial extensions. At 150, a per-partial closure polynomial
may be con¥ifli#tEaHdlstored in the polynomial local cache 140. The cSRtFIAEH FEEMomials may
be combined at 155. The result may then be reduced via factoring, for example via a mathematical
factoring algorithm. The series of operations 145 through 160 15may occur at regular or irregular
intervals in order to maintain the accuracy of the polynomial expressions relative to the data of the
partial closures. At 165, g construction of the pglynomials over or with respect to the extensions (e.g.,
the cycioREHE PO RO BN sicH AT LTSRS A8h S RGPS Rt A s 20
polynomiaktaetis- 15 isrreger hebmaro e jegard | IHecsnterids g tpoystomiiarehche may be
disseminiafechifiougloud ihe: nepsiofcats20 Shr exairiplesbasedoinaadispéssionialgorithm. At 170,
deductive.logHres Mmay-hie isriorecatihs.roinh ftheelwaricthalreseived: tiediedusslar at another
APPTOPrIAlS SR e D A HATR R Ol A louehart gl ausiiak meraddgr polynomial based
datatrans orpmat_lon andiutlﬁ%_atlon in‘accordance with various example embodiments of the present
invention P8t Y 7 gre b iy ity ﬁ%ﬁﬁ@ﬁéﬁsﬁ%%amﬁ%Wt%?%WsPé%4ﬁat employs
example eetbddinbine distheuprasedbiauesition. In this regard, in some example embodiments, an
information stream may be indicative of a change in underlying data. At 182, a 30classes selection and
finite fieldgdetermination maxhepariarnesh Ahdd. areductioni canstitictingGylotomic extensions
ma)f §J N plg%f%%rgtleodﬂ |I(’)1dt1fl11I0$ I:ELgf Z[éi ’@g 80 rlgclggaf QO S?"r(ri]eﬁaer)ég rp elc?v?n'}l?eofrjll 0 e%&?dnaaojigeﬁhqednformatlon
source vector may be generated. Further, at T%’, a primitive poilynomlaF(I:lonstructlon may be

performed @b FAUERE B ARTTEHER BT Ha!Pats A Ot Fs 3PS dadsBs*¥faction and
finite fielgerdetelmmmatiolymajebagirbagaintact8 2ndMOr2D10l0 76370 RPETIREPERDOBH7 The 5
AccordinglysédE8pnohunaanalsmay hsdindueetty deeotdanea wittnariousexamplagnpodiments of
the presept 1Y ERION:, RYRGE, Al k98, p reduelione fagiorng Mmay e peamer, The igduction to

factoring may be erfoﬁrf@ed in an |1teratt|ve manney, atmd as such, a redaléctl teo %?r;]%%ugfng cyclotomic
extensio¥ iy B PEHBEd HGAIN At T84 EUMNET, aRErSthe Telfiiction to fActoring at*190, a
constructisArEt SR TibTTAlY dhetate BRterisitn s AEiFbecur at 192. As a result, a set of irreducible
polynomials or data signatures may be generated. To update (e.g., randomly) the polynomials at 196,
the examplq gpethassMRY QegimagaimaiiBOowhereraguasia andlananddapatian.stream may be
inroduceg ({1, YSIGMAFIR:,3 MksHalas B0 AIAMPITRARAIANRF 90 Sonfghted for
polynomial-based data transformation _ ,
20 polynomial cache 175 for the network. In this regard, the content of the polynomial cache may
be disseminated throughout the network at 120, for example, based on a dispersion algorithm.
At 170, deductive closures may be restored at the point of the network that received the request

or at another appropriate location,

25  FIG. 1bis an illustration of a flowchart of another method for polynomial-based data
transformation and utilization in accordance with various example embodiments of the present
invention. At 180, requests (e.g., queries) or an information stream may enter a system that
cmploys example cmbodiments of the present invention, In this regard, in some example
embodiments, an information stream may be indicative of a change in underlying data. At 182, a

30 classes selection and finite fields determination may be performed. At 184, a reduction to
constructing cyclotomic extensions may be performed. In this regard, according to some
example embodiments, at 184, an information source vector may be generated. Further, at 186, a
primitive polynomial construction may be performed. At 194, the primitive polynomials may be
retained or stored and a classes selection and finite fields determination may begin again at 182.

35



and utilization according to various embodiments of the present invention, The apparatus 200, and in
particular the processor 205, may be configured to implement the operations and functionality
described generally above, such as with respect to generation and dispersion of irreducible
polynomialst Hﬁﬁéﬂgéﬁatures and the handling of a query for the retrieV3 SFa%A* F8E urther, the
apparatus 200, and in particular the processor 205 may be configured to carry out some or all of the
operations described with respect to FIGs, la and/or 3. In some example embodiments, the
apparatus 200 may be embodied as or mcludled as a component of, a computing device and/or a
communications eV'C%@”th wired, q{i wireless mmunic ations.capabilities. S?me examples of the

apparatus S tade & OB TBIAY BEN & Fﬁ%%lfleaf’erml?l%csvﬁ% a5, 4 mobile telephone, a portable
digital asseHn@E@DA] e m@éﬁ“ HYAOIe fRRbRIGH | g ARTHIS R ECHTTBNA dSmputer, a laptop
computergdccameraharvithedaecofderianrandio/vdieopidye an arradics amdior, andlebaicpositioning
system (@&%ﬁ&%@@nﬁrﬁ&mg)&&m&m@ﬁbn@@mmﬁ@fm@w@m@ta Dasestatiofer any
combinafion.¢ %E'sn%%affac'zsmg%msdg Qs ffwthMEL%S%@Q%%%@MQﬂyafscegp&gured to

|mplement various aspects o Fﬁ\(iesent invention as descrl ed herelg includin r example, various
]

example r%etﬁbdasr%ﬂﬁé‘ BTG EBA Y TR SR R UL R Be RS isMETitet by means of a
hardwareahth 6 sefandeeco Hfguredomistesstiio ey syrapls ssehodayybesmpsiiertddBable medium,
or the likeh3€ Tdaecappataiusnioth maydnelide atptheimisdubadin dampsienication with a processor 205,
a memory device 210, and a communications interface 215. Further, in some embodiments, such as

embadimepts whee the apoarats 2005 ayoble terinel, e, ApAarale, 200,218 fngldes a user
|nter ace rocessor FR% ab embo 1ed as va S means mcu Ing, Tor example a

m|cropro?:‘%éis.‘ék‘xlﬁZ%F(%EJ}?ﬂ“ﬁ%‘éié‘%%ﬁO Xaéﬁﬁfrﬁﬁ‘EPng?}E?l8@@%@?’&6’683@% r&%‘%/?é’é’?ﬁ‘i‘&?@&% integrated
circuits sershimpafarudaahepimcass Bk S(C, (applic ativirespsddifivriptenentde apgptions and

2010/07 G3dARB&T I 200W05 Q7% 16 sitcuiuaniREA el programmaiie gatersntay), or a hardware

acce'eraﬁ%d\&é mermﬁsﬁﬁmm% RIQGSSRRLLEINg A0 ERGHy A8 quey thedika e pracassor may be
spe are confi d to erform the operatlons f.the roces]gsor 2 5 as described herein.
aég% qi) g%@?} 1561;51 S3or 205 ma ui

In a f'bd'“’ci"mjc e proc HEUBF SHfigured 16 execUte Instructions stored in the

memory S 411 of the operations described with respect to IGs. la, 1b, and/or 3.

In some example embeodiments, the apparatus 200 may be embodied as, or included as a
component of, a computing device and/or a communications device with wired or wireless

20  communications capabilitics. Some examples of the apparatus 200 include a computer, a server,
a mobile terminal such as, a mobile telephone, a portabie digital assistant (PDA), a pager, a
mobile television, a gaming device, a mobile computer, a laptop computer, a camera, a video
recorder, an audio/video player, a radio, and/or a global positioning system (GPS} device, a
network entity such as an access point such as a base station, or any combination of the

25  aforementioned, or the like. Further, the apparatus 200 may be configured to implement various
aspects of the present invention as described herein including, for example, various example
methods of the present invention, where the methods may be implemented by means ofa
hardware and/or software configured processor (e.g., processor 205}, a computer-readable
medium, or the like.

30
The apparatus 200 may include or otherwise be in communication with a processor 205, a
memory device 210, and a communications interface 215. Further, in some embodiments, such
as embodiments where the apparatus 200 is a mobile terminal, the apparatus 200 also includes a
user interface 225. The processor 205 may be embodied as various means including, for

35  example, a microprocessor, a coprocessor, a controller, or various other processing devices

including integrated circuits such as, for example, an ASIC (application specific integrated



5 210 or instructions otherwise accessible to the processor 205. Processor 205 may be configured to
facilitate communications via the communications interface 215 by, for example, controlling hardware
and/or software included in the communications interface 215. The memory device 210 may be
configured ¢ V4bUs information involved in 10implementing embc}’d]%‘g"t?g%q:’ﬂqe"’present
invention such as, for example, target and data signatures. The memory device 210 may be a
computer-readable storage medium that may.include volatile and/or non-volatile memory. For
example, memory device 210 may include Random Access Memory (RAM) including dynamic and/or
static RAM, an- ChIPP%{ %cache memor /or the li €, Further, memory deV|cet210 may
include n%rﬁ:u\}giaflle me SRARICH a%af) i O&&e& 78??%%6%/3 le, anac?ﬁay include, for
exampletheRrassHiyr rli»réwﬂyl‘ﬁgs% ﬁ%@»&%ﬁ%&%&ﬁd@%ﬁﬁé@%&e@fe@alwewg floppy disk
drives, magfieticdapecdion),lopticahdiss diize prandtor A6 diagdsronbedatieradonsxacgdss memory
(NVRAMr3haHakihenlikee Mamons devias «:101 iy dnelusiend Gashearepiiondenapara: starage of

datas 1 415 ER9RM, SN AL IRIAN Aisa 2 maysba ndludedniily doepiegssor 205. 20
Further, theglmemor

evice 2 be con lgured to, store m%w data, ap |IC Jons,
computelrBSLEHe B?B‘&?Bﬁf‘%%%se"iﬁélﬂﬁféﬁ‘&ﬂg SPIRRS IRETSF enabliy %%X%‘FB%% 8?% %nd the
apparatuszyeuo A8y Sl BE AeA cl St imarEbrate atiexaimple embodiments of the present
invention. For example, the memory device 210 could be configured to buffer input data for processing

by the pr@ﬁ@%%o@?ée‘ﬁé’éj’t]@rﬂﬁelﬂybé)E@%&H%‘V@M@@@mﬁmﬁfyﬂﬁmﬁ%mg&% be configured to store
mstmctlons ore ecutl ncnsorf'qges]ee%g ?v oh P&%ﬁ |drgt 9(% r%ﬁ% 9%1‘ aeldrh&gmmunlcatlon with

the proces Ol’né recelve user. mg( att e user |nter ace 2 or to provide output to a user as,

for examﬁeaaﬁmb@%ﬂa?fé %Yd?ﬂ&ﬁ@fl%ﬁfﬁmﬁﬁécaﬂaﬁgcfﬁéiﬂ@éﬁl%f@ﬁface 225 may
include, foelesanmialcakdyboerd ciampusacayjoletickeaptisplya@. 6oy el emeE e display), a
microphanadars peakenvinotve Rinphtiaitdut:nechanism s ksomea exampieemifodiients, the display

of the usgfIeLAcs 2 2R AP mCoHisHERdIoRS se%&e?wta%f RaUErReripmeddmascordance with
emlfodlment%of the pre ecglte EincUtlon W 201(3/07637}PCT 1200 /050737 97 The communication

cem or removable X ¢, read-on mo
mter ace e any évice or means em N EI ﬁar&wgré a compu er p%gram product

ora comﬂﬁﬁaﬁ&%ﬁhmgﬁﬁé HPSOIRNAFe ﬁ‘h&t t?f@dhﬂ‘au’r‘@@% HiskalEear B8PS &RittEata from/to a
network apdkelr Byvydotive puiévioedramodtielifilcomiauricatio mwithrsH S Bpdviatas200h¢rikisis regard,
the comrmuumcatios iBterfacea? T mry: 2inelugdes for expaiple senaataIaa, altaRSeMer saeceiver, a

transceivey, ANGHOL SUAPALING Sy it AEdInG AIRIRCRRRALAE Agomputer program product for

a%aén g communications with network 220. In this regard, network 220 may be a smart space or other
ynamic distributed device network. Apparatus 200 may be one of many devices that are part of a

dynamlc Brstrsufenyeince deaterorkO(B 3y, PREBRBIRI2DE) SRR e doR et er RSO Bevices

computer-readable program code instructions, or the like for enabling the processor 205 and the
apparatus 200 to carry out various functions in accordance with example embodiments of the
present invention, For example, the memory device 210 could be configured to buffer input data

25  for processing by the processor 205, Additionallty, or alternatively, the memory device 210 may
be configured to store instructions for execution by the processor 205.

The user interface 225 may be in communication with the processor 203 to receive user input at
the user interface 225 and/or to provide output to a user as, for example, audible, visual,

30 mechanical or other output indications. The user interface 225 may include, for example, a
keyboard, a mouse, a joystick, a display (¢.g., a touch screen display), a microphone, a speaker,
or other input/output mechanisms. In some example embodiments, the display of the user
interface 225 may be configured to present results of a query performed in accordance with
embodiments of the present invention.

35



10 leave or enter the network at any time. In some example embodiments, network 220 may exemplify
a peer-to-peer connection. Via the communication interface 215, the apparatus 200 may communicate
with various other network entities. The communications interface 215 may be configured to provide
for communitatHE 3 baccordance with any wired or wireless commurﬁggfﬂﬁ(’g?ﬁﬁéﬂgd For
example, communications interface 215 may be configured to provide for communications in
accordance with second-generation (20) wire{e]ss communication protocols 18-136 (time division
multiple access (TDMA)), GSM (global system for mobile communication), 15-95 (code division

multiple gccess (CDM.A th| ration (3(3),wireless comm ni at on uch as Universal
20 Mobllz eec%r%nrﬁﬁtﬁlca onscg tg LE déﬁﬁA%@ﬂs % g g@]ﬁ% A) and time
division- @H&W%ﬁg@ﬂ%@{#ﬁ’@@mﬂ)ﬁt@éﬁé‘ﬁ@r‘éﬁ&rﬁé @@)"W%@éégéﬁﬁﬂﬁ‘ﬁfﬁfb@tmn protocols,
such as ExoiveehWniversahiTdrre StrinliRadiovadcess N etywotke(EeVTRANNodtla fourth-generation (40)
wireless gammHRigRIoR Rratosyseintemationalsmebie lelecammunications-adyansad(IMT-Advanced)

ProtQeolg, | gpg %5?5%;{1@'%od%mﬁ)a%Egmmgp'§9&%ngengda11§c§%4%ﬁ9,59 dhglike. Further,

communjcations Int e conf |§gre tO rovide for com%‘n%ijnlcatlons n accordance with

B ST A T AT SR L R Ty TSSO ARTBRA AR Bor of aferent
wireless Wétvmfwwé BBhhighisd ciEtuBrAY M 2ANT L BR e stk ey fEEER03MA (e.g., 802.11a,
802.1 Ib,BaAuhig BORLdknyett. ) Aywieetass2iicalkateaone tworkn(\WEARY throtocots; aferld interoperability

for 30 mi ME%}%%%%MWM%@@%U%@M% 09 EERA02 d RsrdndlarwiralesscRersonal Area
Ne%or@% RANHesaes fue) ;gﬁeg%ﬁ%%%ﬂg@% RO oeband,(UW13) andior the

like e query data manager 2

enerat d[? of ap paratus 200 may be any
35 mean%WBB@’@@%ﬁihlﬁ’o‘ﬂﬁ%rooﬂw%%aréag%éﬁﬁw{]@f% OGra" %ﬂr‘c? e, tBF Q’BSWBTW fion of
hardwarerahdosoftirsete stithvas procdsseit RO ipnplEmenting software instructions or a hardware WO
2010/076371PCUF12009/050737 configured processor 205, that is configured to carry out the

functlonsi%fe%%ﬁm%ﬁalm@trf‘@&%md@rag&m@ﬂa@%qqm@kg&n&r@mﬁﬁéa%@%@@scrlbed herein. In
%amgle e bodlméent the e processor 205 > may. mgon le, ¢ a,icghgrw se cqntrol the 2 query/d /data manager

[
240" And/oF ﬁ1e polynomial generator ﬁ% AN varlolﬁas example emgé‘élzl{me%ﬁ ﬁﬁe ue%} ata manager
at some or all of

240 and/BF S RO RBYHEF et YAtO PASY i FecTaRBH alFPar YRS PRI RS B St
the functigmatityoof( 868 girelysdatamaragen 2atoand/Or the (polynornsiakgerbrater4s may be
performed-by/a fir st apakaisyansh tberepriodemnahihe fuycionalinuetitheicuenitdata manager 240
and/or thché%LY@N&%z)Q‘%ﬁk‘?&agta{e%ém%)%R?JJQEHE&HLPXCQP&%J{&%%OH?&{ﬁﬁ,ﬁﬂ@wﬁes 10The
que /da}ﬁ rﬁ?nfl 40 maéy onﬁg}a{ ﬁédggw ?8@ thglt I IEJSE\Q Wd one or more
que les. MRS régard. e dentitisd data may be'i ahtified an (foca in‘a memory 4&Wice accessible
via the nWW%E@@Y&P@QH@%ﬁFﬁQM&ﬂ ]}b‘é ety datd FrEpreisibed® tHE e mory device 210. The
query/datamamnacgio 40 maysatschbe Eorifigdikéd togEheratgiahRadio Access Network (E-

UTRAN), with fourth-generation (4G) wireless communication protocols, international mobile
telecommunications advanced (IMT-Advanced) protocols, Long Term Evolution (LTE)

25  protocols including LTE-advanced, or the Iike. Further, communications interface 215 may be
configured to provide for communications in accordance with techniques such as, for example,
radio frequency (RF), infrared (IrDA) or any of a number of different wireless networking
techniques, including WLAN techniques such as IEEE 802.11 (e.g., 802.11a, 802.11b, 802.11g,
802.11n, cte.), wircless local arca network (WLAN) protocols, world interoperability for

30  microwave access { WiMAX) techniques such as IEEE 802,16, and/or wireless Personal Area
Network (WP AN) techniques such as IEEE 802.15, BleeTooth (BT), ultra wideband (UWB})
and/or the like.

The query/data manager 240 and the polynomial generator 245 of apparatus 200 may be any
35  means or device embodied in hardware, a computer program product, or a combination of

hardware and software, such as processor 205 implementing software instructions or a hardware



information source vector. The information source vector may be defined so as to indicate
15information sources associated with the data that are relevant to the set of queries. In some
example embodiments, the query/data manager 240 may be configured to perform a verification of the
information ¥OWEEVEEdr by generating an equivalence class. The polyfSEEHEFAt3r 245 may be
configured to generate a cyclotomic polynomial based on 20an information source vector. Further, the
polynomial generator 245 may be configuredltg) factor the cyclotomic polynomial to generate a plurality
of orthogonal data signatures. Further, in some example embodiments, the polynomial generator 245

may also be.configured to fagtor the cyclotomic polynomial to generate the plurality of orthogonal data
signatur@gf}g\ﬁlllé?é%ﬁoé Srth é@%ﬂ%ﬁ%ﬁt‘é&sﬁﬁ 5n§rt830 ar ?Frte%ﬁm en%%ﬁ;?trfle(t)hr%f’a %ry{§ aé%/%aénaé%?érr? ple

embodintéRtdiee s pollyoHIbE JEREPAESS 245 GHraP Al S6 B8 c BNyt e8NS eBBtENHE Sihogonal data
signaturesobysfactofing:a inewdcyctatbanicigalymorhibt generdtedrivasad HH apdlatébedata. According to
some exgimpls-arbadimentasthe quesnidatamanaseslir4dunay hefuthensoniiguredfaidirect a

disnersiap.alis arihosenaldata sidpalEs feaamaan AR WA A RANANlstributed
device network. Additionally, or alternative / tg{eﬁizu.e y. ag'a ma?rj]la jer 240 ,mgxﬁbe configured to
receive 4 REWHHERPANE ?883@?%818?%%% s HS%QHSFH 8 ERHAITES BAsEd on the new
query. Therfororest brorérs eheganal dekiheighatofes sty adeestey oidhnelsetd8adP2eest on the
memory DEviae/2110c 3blvhtiist ggarchidh24pohvydimnial Yenedatonis may b copfiguredtdo reconstruct
the cyclotomic polynomial based on the located orthogonal data signatures. Further, based on the

Y CllomiG, i FRAIL0R A o Lk B005HAR0LE  ha Rl Al R bipomIL asgapr may also
be configured to'generate a deductive data cfosure from the cyclotomic polynomial.
more quertes. In this regard, the identified data may be identified and located in a memory
device accessible via the network 220 or the identified and located data may be stored in the
memory device 210. The query/data manager 240 may also be configured to generate an
information source vector, The information source vector may be defined so as to indicate
15  information sources associated with the data that are relevant to the set of queries. In some
example embodiments, the query/data manager 240 may be configured to perform a verification

of the information source vector by generating an equivalence class.

The polynomial generator 245 may be configured to generate a cyclotomic polynomial based on

20 an information source vector. Further, the polynomial gencrator 245 may be configured to factor
the cyclotomic polynomial to generate a plurality of orthogonal data signatures. Further, in some
example embodiments, the polynomial generator 245 may also be configured to factor the
cyclotomic polynomial to generate the plurality of orthogonal data signatures, where the
orthogonal data signatures are irreducible polynomials. In some example embodiments, the

25  polynomizl generator 245 may also be configured to update the orthogonal data signatures by
factoring a new cyclotomic polynomial generated based on updated data.

According to some example embodiments, the query/data manager 240 may be further
configured to direct a dispersion of the orthogonal data signatures to information stores within a

30 dynamic distributed device network. Additionally, or alternatively, the query/data manager 240
may be configured to receive a new query and locate two or more of the orthogonal data
signatures based on the new query. The two or more orthogonal data signatures may be located
via the network 220 or on the memory device 210.

35  Inthis regard, the polynomial generator 2435 may be configured to reconstruct the cyelotomic
polynomial based on the located orthogonal data signatures. Further, based on the cyclotomic



FIG. 3 and FIGs. la and Ib, described above, illustrate flowcharts of a system, method, and 5computer
program product according to example embodiments of the invention. It will be understood that each
block, step, or operation of the flowcharts, and/or combinations of blocks, steps, or operations in the
flowcharts, My P&/ Hpiémented by various means. Example means for frﬁﬁ&ﬂ’@?(ﬂh‘ ¥he blocks,
steps, or operations of the flowcharts, and/or combinations of the blocks, steps or operations in the
flowcharts include hardware, firmware, and/ogga computer 10 program product including a memory
device storing one or more computer program code instructions, program instructions, or executable
computer-readable program code instructions. Example means for implementing the blocks, steps, or
operatioﬁglﬁ?‘fﬂ’éaﬁés\?&% ¥f’§n§ﬁ%%?cé%t rbr?r?é{tﬁi)‘qr?;% 6 %g%i&%}g%{le%%%% %%r?eurcgt‘l%r%?lan the flowchart
also inclgtsucpFerebssy datmisEnsidbssor 205. The processor may, for example, be configured to
perform the operations of 5FIGs, la, Ib and/or FIG. 3 by performing hardware implemented logical

functiongsrexeciHingioredinstuelions. LiR¥eculingAlgeribms forasHermingieachnaf the operations.
A'te@“at%gg{ﬁ%g@fgéraﬁlrdep%%ee{ L0 SOLIRMIRE EARS Ak BEHRMNOR 6RCH glihy operations of the

flowcharts. accarding to dn example embodiment, examples of means fqr performing
the operéiﬂﬂ‘?f?%‘?%%‘?a@? Hondifdr ﬁ@?eéagfnbﬂ%ﬂﬁé%oé‘?& ) @ér‘%ﬂﬁ} d‘é@@?ﬁ@é@ﬁfoﬁ%ove include,
for examiies theoprieessonr SB5 1S e proceliyprisd by iAtOAR BRGBTiItRRTo! pFBE@ssing
informatifon as tesaribedhabits thepgueryidatdomaniagef Adéhand odthecpolinamial deinerator 245. In
one exarpple MbRAIMSRL R ArReISRhIE Posrdures sessrbet-herRin A e fmpbedied by a
25cqmputer pradiam radal ncluding.prodram, code pstruglions, s isgaid e program code
instructio?ns%y Ich embo yli eprocedures describe %ere_ln may be storei %eor on a memory device,
such as Fﬁ%‘ﬁ%‘i’}‘?I&eﬁ}’f@%‘%&@}Wﬁ‘iﬁoﬁbﬁé%gf%%ﬁoﬁg’%bﬁiﬂfﬁé%ﬁ?ﬁ%c8 EEteE ™A processor,
such as thopmcessor ROSnpsiltive tioplediatedpany archiprogidh Bedehinstrardions may be loaded
onto a C%lﬂbﬁﬁﬁ@f@@ﬂ%&@ﬁo@{s@iﬁ@ﬁ pr @ggwnmabiehammaratms; Bﬂ(mﬂudymgﬁs&@g&@ﬁquorxdeyice
210) to pidyce.amashingwhich-in iR, Beldes meansdarinpempaninghe funetignsmspecified in
the &ow ts' bl%k(és stﬁ% sg or operatio s) or as ot erwise ]descqlgged %enerall above. In some
1z F . 3 by periormi afdware. mmplemented logical THnctrons excc\{tltmT
examplee %_o_&imen.s,%ese pr&gpram co e INstructio 5 are also oredlln,a compu er_-‘?eadable
storage r*f’féﬁﬁﬁFﬁ%ﬁé%‘ﬁﬁ%@ﬂéeéeékbﬁ*ﬁﬁ&%é??‘ﬁ’ﬁ%@é§§ﬁcﬂ”8ﬁ@tﬁ%¢r}b}f66?mﬁf§-aﬁBpS\‘F&’L‘J‘é‘f% function in
a particutar aanplerpsucinthattterdsinstnestiois stoietinethekoMmputerreadabidhstorage medium
produce apwadtigte. ahrandiaciusecwhieh alse dneludesibeainswhichipplementdhfunction specified
in the ﬂo‘ﬁ"&r?ﬁ%?ng It%%‘%@rm%@ o%%l@éozg%%}dpn%%@: Flléog’%@oﬁ%%%e]rg’nom generally described
20  above include, for example, the processor 205, such as the processor executing an algorithm for
processing information as described above, the query/data manager 240 and/or the polynomial

generator 245,

In one example embodiment, one or more of the procedures described herein are embodied by a
25  computer program product including program code instructions. In this regard, the program
code instructions which embody the procedures described herein may be stored by oron a
memory device, such as memory device 210, of an apparatus, such as apparatus 200, and
executed by a processor, such as the processor 205, As will be appreciated, any such program
code instructions may be loaded onto a computer, processor, or other programsmable apparatus
30 {e.g., processor 205, memory device 210) to produce a machine which, in turn, includes means
for implementing the functions specified in the flowcharts® block(s), step(s), or operation(s), or
as otherwise described generally above. In some example embodiments, these program code
instructions are also stored in a computer-readable storage medium that directs a computer, a
processor, or other programmable apparatus to function in a particular manner, such that the
35 instructions stored in the computer-readable storage medium produce an article of manufacture
which also inciudes means which implement the function specified in the flowcharts’ block(s),



step(s), or operation(s). The program code instructions may also be loaded onto a computer,
processor, or other programmable apparatus to cause a series of operational steps to be performed on
or by the computer, processor, or other programmable apparatus to produce a computer-implemented
process such At istructions which execute on the computer, 5procesSr2YP8Mer programmable
apparatus provide steps for implementing the functions specified in the flowcharts' block(s), step(s), or
operation(s). Accordingly, blocks, steps, or opgrations of the flowcharts support combinations of
means for performing the specified functions, combinations of steps for performing the specified

functions, 10 %ﬂ n@ gfblnstructlon for Performln st)ei‘glfde fugctlons It will also be
understoSePl af)r 6™ & BB AT HEEHE S RO P DISRELIEBY &F ¥BRAfions of the
ﬂowchartgoa%oedmmbratmﬁ&rwmgpm%@ Oreaperativies if PR HARBhYFES fares implemented by

special punfesechardwaretzaset computessystentscopproeessaris wipohtperdgmithespecified
functions.ohsteRSnERRRINAIRAS ol shesialPHRRSERARIVIET exaRddyRIagpgierinstructions. 15

1.3 dspics s/ ansha deserina ap examAle Melter ot pRImIAAASed daia,ranslormatior

and utilization, Accaor variqus e e embodiments, the operations of FIG. 3 are performed by
the procdBEBFoHE! %fkﬁ”ﬁ%’&%&@ﬂé& f.%ﬁﬂ%SﬁﬁBﬂ?é&rtG berform the operations of FIG. 3. 20 At

300, the example method may include identifying data. In this regard, data may be identified that is
relevant toceosdib @iyobiedhs, mepe, quartesidwiher At 3ddyanmipformatibimsorircef weetor fimay be

generatelglerﬂ;}gﬁl Qh %&Pﬂﬁﬁ%&ﬁc%ﬁmﬁm&@%@%@e fﬁff@@?@ﬂﬁ%fﬁ@%&ﬁtéﬂrﬁzﬁﬁﬁﬁ@'med with
the ta thca}t is re evaqt to t[mctmns% gueries..Ad |t|ona um]fto in some l_lSe am Ie (§mcli)od|ments

o ﬁ1 m coge 118 2 ormms_ GCE 10ns al5o 19
generatl € mrormation source vector may orming a verification Oft e |n ormation

source v va@@ﬁé?m@ca}?%ﬁmeﬂ%%a@ée h‘f’é%‘@“’fﬁi’é @&ﬁﬁ?&@‘%‘?ﬁe‘fﬁgﬁ ARAyFEude
generatingdcoydiowivne pONardmiadpT e ayeiotomio Polinwrhiztny belsasesdhythiestformation
source vegtpssfthesraba30 cthe-eyeloamic dGpolynomiahrinybRiacieredddigenatatea plurality of

orthogong! daia SIQnatHesoll §P§ﬁ&&?‘ﬁ@;&l@e%mﬁs&9%@£ﬂt REhedonaldaia signatures may be

|rre cible polynomials. Additionally, or alternatively, at 340, the example method may include
dlrec ing a dispersion of the orthogonal data signatures to mformatlon stores within a dynamic

dlstrlbute‘ﬂ@e@%@ﬁ%ﬁv@?k’oﬁ%\@?fﬁi&%ﬂﬁnGﬁ%ﬁéﬁw’éﬁm fopredmomis iasrdi&imethod may include

updatingtthes brthegonald utilization. According, to various example embodiments, the operations of

FIG. 3 are performed by the processor 205, which may be specifically configured to perform the
operations of FIG, 3.

20
At 300, the example method may include identifyving data. In this regard, data may be identified
that is relevant to a set of one or more queries. Further, at 310, an information source vector may
be generated. The information source vector may indicate mformation sources that are
associated with the data that is relevant to the set of queries. Additionally, at 310, in some

25  example embodiments, generating the information source vector may include performing a

verification of the information source vector by generating an equivalence class.

At 320, the example method may include generating a cyclotomic polynomial. The cyclotomic
polynomial may be based on the information source vector. Further, at 330, the cyclotomic
30 polynomial may be factored to generate a plurality of orthogonal data signatures. In some

example embodiments, the orthogonal data signatares may be irreducible polynomials.

Additionally, or alternatively, at 340, the example method may include directing a dispersion of

the orthogonal data signatures to information stores within a dynamic distributed device network.
35  Additionally, or aliernatively, at 390, the example method may include updating the orthogonal

data signatures by factoring of a new cyclotomic polynomial generated based on updated data.



data signatures by factoring of a new cyclotomic polynomial generated based on updated data. WO
2010/076371PCT/F12009/050737 21 Additionally, or alternatively, in some example embodiments a
new query may be received at 350. At 360, two or more orthogonal data si%?atures may be located.
The two or ME&FYHHEHOnal data signatures may be utilized to reconstrubHHERYBWHic polynomial
based on the 5located orthogonal data signatures at 370. Further in this regard, at 380, a deductive
data closure may be generated from the cyclgtomic polynomial. Many modifications and other
embodiments of the inventions set forth herein will come to mind to one skilled in the art to which these
inventions pertain having the benefit of the teachings 10presented in the foregoing descriptions and
the associated drawings. Therefore, it is to be understood that the inventions are not to be limited to
the specifiédempalinte AtS artioseth AvfctRsPREHIRAIEHE SN TheY EniBBuRh B Efetintended to be
included3githintthe) scoper oitheayrendbdhelaignstivde regybs | adtholigfhthe danegoing descriptions and
the assogiates Aipuvings-Aasribe.exemale.amhedimants i R saMedafsatainaxamplee
combinaions. ot lemenisdzandiarunelanseh shovldhe appregiaied haiierentombinations of
elements and/or fun tions may be provided by alternative embodiments without departing from the
scope of tH& BpBaistie e I PGP 18P &lample, different combinations of elements and/or
functions other than those explicitly described above are also contemplated as may be set forth in
some of tengppehified alaims oAkhemghdspeaiicf s argcempldyet hecginyitheyrare used in a
20generig, 3nd ARReS iRUNE SeRSeHAUNYHRRD NRLIRILPHERGSES: Ghlimitalians: 42\ kAdhie CLAIMED IS:
L A PR A ORI B e S O I RIRCESR L SPBIUIES Pherefore, it is to be

understood that the inventions are not to be limited to the specific embodiments disclosed and

that modifications and other embodiments are intended to be included within the scope of the

appended claims, Moreover, although the foregoing descriptions and the associated drawings

describe example embodiments in the context of certain example combinations of elements

15 and/or functions, it should be appreciated that different combinations of elements and/or

functions may be provided by alternative embodiments without departing from the scope of the

appended claims. In this regard, for example, different combinations of elements and/or

functions other than those explicitly deseribed above are also contemplated as may be sct forth in

some of the appended claims. Although specific terms are employed herein, they are used ina

20 generic and descriptive sense only and not for purposes of limitation.



determine identification of data that is relevant to a set of one or more queries; 5cause generation of
an information source vector that indicates information sources associated with the data that is
relevant to the set of queries; cause generation of a polynomial based at least in part on the
information source vector; and determine factoring of the polynomial o generate a plurality of
orthogonal data 10signatures. 2. The appatatus of claim 1, wherein the processor is further
configured to direct a dispersion of the orthogonal data signatures to information stores within a
dynamic tistaduted David&néfvork. IS 3. The apparatus of any of claims -2, wherein the processor is
further configured to: receive a new query; locate two or more of the orthogonal data signatures:
cause reconstru]ction %the olynomial based at least li-ntR};;lrtrgnethoer Ié)ocl 1eL(%iré)Jttrg)c_)gonaI 20data
signatures; and cause gré raton 6f AedticiPe qat’ closUPe ha580 Al 1dast in part on the polynomial.
4. The apparatuls6fany sl iomohdhisBia thechiorsdecr SHATIgHTEY PEati§eneration of the
information soutaesvecin-anoldestiefbgheoinfiguredtoccaustaa ivdiificatiofah25thednfosmation source

vector by, generating AniequiMaIEnSe classit to 1R ENGARRARIUS of any of claims 1-4, wherein the

processor is further configured tq cauyse an ypdate of the orthogonal data signatures by factoring of a
Pew polynomial GEreHSHEL LA R IRAST I bAHESIF LBERELPARA" S MO AERRAIEF any of
claims 1-Bydvherein the processor configured to determine factoring of the polynomial to generate the
plurality of orthagesalidatadsignatures:ipelucasibeingeeniiy urentaideteuningdastadng of the
polylrbomi Iﬁii% %%}erate the plurality of orthogonal data signatures, the orthogonal data signatures
being irre Hicible polynomials.

2 The apparatus of claim 1, wherein the processor is further configured to direct a
dispersion of the orthogonal data signatures to information stores within a dynamic distributed
device network.

15

3. The apparatus of any of claims 1-2, wherein the processor is further configured to:

receive a new query;

focate two or more of the orthogonal data signatures;

cause reconstruction of the polynomial based at least in part on the located orthogonai

20 data signatures; and
cause generation of a deductive data closure based at least in part on the polynomial.

4. The apparatus of any of claims 1-3, wherein the processor configured to cause
generation of the information source vector includes being configured to cause a verification of

25 the information source vector by generating an equivalence class.

5. The apparatus of any of claims 1-4, wherein the processor is further configured to
cause an update of the orthogonal data signatures by factoring of a new polynomial generated
based at Ieast in part on updated data.

30

6. The apparatus of any of claims 1-5, wherein the processor configured to
determine factoring of the polynomial to generate the plurality of orthogonal data signatures
includes being configured to determine factoring of the polynomial to generate the plurality of
orthogonal data signatures, the orthogonal data signatures being irreducible polynomials.



23 7. The apparatus of any of claims 1-6, wherein the processor configured to cause

generation and determine factoring of the polynomial includes being configured to cause generation
and determine factoring the polynomial, the polynomial being a cyclotomic polynomial. 5 8. The
apparatus of any of claims 1-7 further comprising a memory device, the memory device storing
computer-readable program code instructions dccessible to the processor for configuring the
processor. 109.The apparatus of any of claims 1-8, wherein the apparatus comprises a mobile
terminal. 10.A nfeffiackppmnprisirfgngetechiming-6o idertifytidapacitrasds reldigantdaoacsetcof one or more

queries; 15causing:iaigengrale @normalion seHICsNgssaliinalindicates information GQuiees
associated Wltqithe dg’g? that.lse EL‘%XQQ(E % the, set of gl,ggriegr: causir?% cgc‘%) }gener_ﬁg% a igolynomial based
' e )0

. goencralion an tern C lynomi C 1omial DCl CyC 1 .
at least irrpart on the ifformation source ve8?0¥; and detsimi mgmto factor polynomial to generate a

plurality afdriseehal data signatures. 20 11. The method of claim 10 further comprising directing
a dispersion of the orthogonal data signatures to information stores within a dynamic distributed device

network. 12 The methadafany of daims 1Pkl bibe,seMPYsing 22 18ssiINg ANy query;
device storing computer-readable program code instructions accessible to the processor for

configuring the processor.

10 9. The apparatus of any of claims 1-8, wherein the apparatus comprises a mobile

termuinal.

10. A method comprising:
determining to identify data that is relevant to a set of one or more queries;
15 causing to generate an information source vector that indicates information sources
associated with the data that is relevant to the set of quertes;
causing to generate a polynomial based at least in part on the information source vector;
and
determining to factor the polynomial to generate a plurality of orthogonal data signatures.
20
11.  The method of claim 10 further comprising directing a dispersion of the
orthogonal data signatures to information stores within a dynamic distributed device network.

12.  The method of any of claims 10-11 further comprising:
25 receiving a new query;
locating two or more of the orthogonal data signatures;
causing to reconstruct the polynomial based at least in part on the located orthogonal data
signatures; and
causing to generate a deductive data closure based at least in part on the polynomial.
30
13.  The method of any of claims 10-12 further comprising causing update of the
orthogonal data signatures by factoring of a new polynomial generated based at least in part on
updated data.

35 14, The method of any of claims 10-13, wherein the orthogonal data signatures

comprise irreducible polynomials.



locating two or more of the orthogonal data signatures; causing to reconstruct the polynomial
based at least in part on the located orthogonal data signatures; and causing to generate a deductive
data closure based at least in part on the polynomial. 30 13. The method of any of claims 10-12
further comprising causing update of the orthogonal data signatures by factoring of a new polynomial
generated based at least in part on updated da#4. 3514.The method of any of claims 10-13, wherein
the orthogonal data signatures comprise irreducible polynomials. 24 15.The method of any of claims
10-14, wherein the polynomial comprises a cyclotomic polynomial. 516.A computer-readable storage

medium compriging: ingHLYGIANS WRIGH B EXECHaPIe bY-ARARRYAMRIQLRGHRIRING operations that

include: identifying data that js relevarnt to a set of one or more queries; generating an information
source vééfg?%'tciﬂ CAt8Y4hformation sources associated with the data that is relevant to the set of
gueries; 10generating a polynomial based at least in part on the information source vector; and
factoging the polynomial ¢ergenerateapiusalits ohedhegonabaatersigsaturess whichkfe The

compute(:;%g gﬁl@e@t%aﬁ?&%g#% §&%%%§jpf& t@&{ﬁgg@@{ﬁﬂ&; directing the dispersion of the

orthogonal data sigriatures to information stores within a dynamic 13distributed device network.
18. The computBiEPEEHAB A GRS IRISHTRIGY Sy bPEAMECIB HF v ther comprising:

generating an information source vector that indicates information sources associated
with the data that is relevant to the set of queries;
10 generating a polynomial based at least in part on the information source vector; and
factoring the polynomial to generate a plurality of orthogonal data signatures.

17.  The computer-readable storage medium of claim 16, further comprising: directing
the dispersion of the orthogonal data signatures to information stores within a dynamic
15 distributed device network.

18.  The computer-readable storage medium of any of claims 16-17, further
comprising:
receiving a new query;
20 locating two or more of the orthogonal data signatures;
reconstructing the polynomial based at least in part on the located orthogonal data
signatures; and

generating a decuctive data closure based at least in part on the polynomial.

25 19.  The computer-readable storage medium of any of claims 16-18, further
comprising: performing a verification of the information source vector by generating an

equivalence class.

20.  The computer-readable storage medium of any of claims 16-19, further
30 comprising: updating the orthogonal data signatures by factoring of a new polynomial generated
based at least in part on updated data.

21.  The computer-readable storage medium of any of claims 16-20, wherein the
polynomial comprises a cyclotomic polynomial.



receiving a new query; 20locating two or more of the orthogonal data signatures; reconstructing
the polynomial based at least in part on the located orthogonal data signatures; and generating a
deductive data closure based at least in part on the polynomial. 2519.The computer-readable storage
medium of any of claims 16-18, further comprising: performing a verification of the information source
vector by generating an equivalence class.  2%0. The computer-readable storage medium of any of
claims 16-19, further 30comprising: updating the orthogonal data signatures by factoring of a new
polynomial gene¥ated basgpg-atteasiippsnzoncapdatecedataning 2lntthe Cofrapytef-deadalle storage
medium gfsany of claims 16-20, wherein the polynomial comprises a cyclotomic polynomial. 25 22.
An apparatus comprising means for performing the method of any of claims 10- IS. 23. A computer
program producgparrying one or more sequences of one or more ?ingtrge%tiogg _v%hiézglx ]vl;l/hlgn executed
by one or more “|c‘)”rbcesso(r;gf’n Ated ?ﬁlgﬁnp rAtUS grﬁ}@r M at 185st the me %odi of any of claims 10-15.
10 15 20 @5t3Rtions which, when executed by one or more processors, cause an apparatus to perform at

least the method of any of claims 10-15.
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