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“country, as well as preven

i A METHOD AND SYSTEM FOR MONI TORI NG THE MOVEMENT OF

PEOPLE Field of the Invention 5 The present invention

relates broadly to a nmethod and system for nonitoring

the novenent of people, and to a conputer readable

AMBTHOH YR MONITORINGNETR MOVEMENSY OF PEOPLE
cting a compu 0 execuie a

nmet hod of nonitoring the novenent of people 10

kq,r und rrently, a passport is the only docunent
ﬁ&é@—ﬁﬁ—&ﬁﬁ%’ eEI8B—nt i fication of passengers travelling
in and out of a country. However prior to reaching the

destination, there are chances of foul play, such as_ |
Theppreserainventionf silgen readly dat a matophandogysigm for monitoring the

contai ped in 5 a Lz 1l Lf L t af,
R EF aisOuley pACPo B epfalf ol oFils e Bavine stored
thdt€on RAEHRGEt cdde megeefort hetmetis®: dompuicbad éxechieea method of
passport. As long as there is sonme simlarity, an
monitoging theono v gfpeplows a passenger to proceed
further. As immgration officers browse through
nuner ous passports daily, it is tedious to visually
BadRpkddnd Whet her the holder of the passport is wanted
by the | aw enforcenent authorities. This gives.- room
for 20 fugitives to intrude, escape or proceed

r 0 r F
ChTF o htbge) oo g gcheh? sl 2 fhe Pbicallén of passengers
traeelling limgind aut ofidvaneyeioweverspiarriptrgpaching thesdestination, there are

ot R Py 38 R EngRE 1R HELHE R comtanet
kpott. TkHb qirneuwlt for @ﬁﬁﬁﬁnﬁ%ﬁﬂbﬁb‘fﬁ&eﬁé vefifRhétRel e dlder of the
free travel of passengers

padsporsdsimdsasktbe pergon déscdbadsin thg passperd msglopg@gtl@fe is some similarity,

B

bRAGRARERIH fifidiéds! p’as%)'ﬁbissddﬂ% o3| t¢dioas v tisublly identify whether the
inefficiency, but 30 also Increases security |apses.

haider of the rasspedtds mented biydhe lawv-snferespasnt antherfiese dhiseigesgroom for
enj- ar at i [ r s in

ﬁggﬁ;\geg ﬁ%’ %%gﬁﬁ&%%} o?g’ﬁoér%@%gg%gﬁ%t&@agﬂﬁg%g and/ or

| eaving a country. PCT/ S&004/000291 Received 11 July

2005 2 Summary of the |npvention

. Terrorism facing the present world may be tackled with the help of technological

advancement in security systems, It is particularly necessary to adapt and enhance security

systems to track passenger movements in and out of a country. This would deter fugitives

- from fleeing a country, as well as prevent free travel of passengers who pose security

threats.

Existing methods of verifying the identity of an individual involve an immigration officer
who checks the details of passengers manually. This not only results in inefficiency, but

also increases security lapses.

There is a need for a method and system that could aid emigration, immigration officers

- and others in screening and monitoring passengers entering and/or leaving a country.
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According a first aspect of the invention, there is

provided a nethod of nonitoring the novenent of PCT/SG2004/000291
peopl e, conprising: 5 obtaining and storing, at Received 11 July 2005

first point along the novenent of people froma
public area to a secure area, 'bionetric data of

i ndi vi dual peopl e and assochated identification data;
in the secure

th aiani ng,.,and storing, at a second point
m-%%rgm, > ta of individual people and
Assgeding b €tk ageaitof teGRichQbh datds: ari ng., .

i dent i fi)gqati on data obt ai ned e;gltspt ﬁe eﬁ%ng%%géoquo%w?,}gme
PREFIGHPLRARIG: SOMPTiFRE second poi nt, and, where a match
i s nedbeainif® BRB bR, P8 ' [ onmetri dat

0 g)iai ned at the f?grs?t. pfng‘ E{%ﬁi\fmﬁoﬁgttﬁée%%%?ﬁ%gf 8801’?6 from a
PO 10 aSeeTe 3% histetic dite of Sedividdalpgiople £ adsbated
deititeesbni @t i fication data. 15 The nethod may further
conprise storing the bionetric data of- individual
peoplobtaitieg andssterinigaictisdodwhpaift inahé soudake, BRtRLRETALF
ihiiQidhalpebplP RidYs - econd point. The first and
second pg%‘? nts r(%@%qﬁ%%@?%%ng?ga airport. The first
poi ntcowagrngddentificationidetaatbtaiivd ak tHen fi® pbiht wikth 828 BH@RASA at
tROLdab ireraft boarding point. 20 The
met ho%_l ﬁ%y'??%‘?ﬁh%% %glr?% 18 Bafe. £oupaing the apsqeiated o hismetris
d_@rgt Ptajned; #iche ificks @biw&gﬂﬂ the a8d06iaRd ﬁBﬁ?ﬁ&ﬁﬂdata tained at the
LAdanth: [ ata obt aj.ned at the first and/or
ssecghgl%%l negﬂ%[cgle(g?qeﬁti‘ﬁc&“o tht al ong the novement of
peopl e out of the secure area. 25 The nethod nay

Thd A8l RS QLI se: obt ai nj n%mand storing, at the third
po

It C BT FRALRSE COTRpHisS storing the biometer daje of individuatipeople and
agrosioted ileatfidatenddts sitahé O A& Hﬁﬁé ' -
identification data obtained ratpoﬁge t ljit{r}"gseﬁ’%’fdrﬁo% th
that in the transferred data, and, where a match i s

Tha st agbsspsd th ARy lat j i ata, 30.in
il hf transferrlcgatgn dat gﬁ?m%r@fﬁ%%é%ﬁﬁ%?&ﬁ@?@ﬁﬁ?ﬁb@ ata
ekst egistnoin dTherseeqnd pint mdy boatran airtieft boldingomhed
identification data. The third point may be | ocated at
a di sepbarkation airport. The third point may be at
Thermrthed rnfurber gooipnise trausfndrerthShiogietricl dARANAMividual people
ankatéoefaed A8RR0ARY data obtained at the first and/or second points to a third

point along the movement of people out of the secure area.

The method may further comprise:

obtaining and storing, at the third point, biometric data of individual people
and associated identification data;

comparing identification data obtained at the third point with that in the
transferred data, and, where a match is made, comparing the associated biometric data
in the transferred data, with the associated biometric data obtained at the third point
for the matched identification data.

The third point may be located at a disembarkation airport. The third point may be at

an immigration point.

Amended Sheet
IPEA/AU
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Received 11 July 2005 3 The nethod may further _

conprise periodically obtaining and storing bionetric
and associated identification data of people durfhd/SG2004/000291
conpar i ng Reg@ved 11 July 2005

their presence in the secure area and

bi ometric and associ ated 'identification data to

determ ne suspicious 5 behavior indications of any
gﬁrso i.n the secure area. The periodically obtaining
RS ! Hithy @#hmgfinwnmnoﬂma&n dbiaisingcind!seiing biometric and
asdevidted ideadfian 3 e e condycted on an
aircraft, 10 T?]n.e met f]g%)p%ay {‘-grtﬁ%\épreﬁe&ﬁ?)ﬂ secure area and
YRRIERE R Higmetric sidgsaorciated idendifinstionaiant 1@ dotermine suspicious
betiavibi thilealdn@Br -i.ndivi dual peopl e obtai ned ‘at
the first arllld/ oarg@tspg{:sgéll tg%%%'t‘?afeé‘r conparison with

the periodically obtained bionetric data of people

TH AeBiBdicf) Sbtaj y e,secure area. 15 The

matﬂhod 1maf/yléurt Egr %%ﬁ%fri%] %}e&f’ﬁ’mﬁ‘m septatedeidentifigation

atsvatipeeplemay hecqudnitedimal digrafiobt ai ned bi ometric and

associ ated identification data of people during their
in the secure area to the or a third point

resence
e cnonny b cotpaoukassin ol Ui P
£ Ok risQn w. i opetric data and associ at ed da
QP CROR Bulsi drditvnt QpoRi bteiind e he A ancior Shend poinis for
chnparisbn i vittd #eapéridicalyTBbiaied Hiéindfic WfaCo ?eogfegﬁou their
%ﬁt'ﬁng- ofe i mages, finger prints, rettn S
p%g%]]a, WRE>PH @ an data. The nethod may further

conprise conparison of the bionetric data and/or the
d identification data with data obtai ned

T%5 glia?ﬁ%aci at ]

¢ tfET FUteiscompriee fransferdng atelaishg postimveti the periodically

obisiaet BioRRtricind : . of. the invention, there
provi ded a Sﬁ}%&??ig%g %?Bﬁ%ﬁﬁtdggraioﬁéw?ﬁ%H?Hﬂgeth@ﬁl’reé?me

i
mp%ﬁ P 8GR thei ek thisd paink iafomp the owREmént of kéble out of the

seeilke laRG b ' fQl .ai,ni n at .a first_ point
al ong t hﬁan%g%%%e%ﬂ%q%?nq%}e‘g%{}%aﬁ%ﬁqcéﬂ 4 of PepRig obtaingd

atm%l)%}ﬂba, bi onetric data of individual people; a
first data storage device for storing the bionetric
and associated identification data obtained at the

T}feihi(gnet@@dm mapcenplisd ofih@ehore of a group consisting of images, finger
prints, retinal scan data, and iris scan data. |

The method may further comprise comparison of the biometric data and/or the
associated identification data with data obtained from authorities, and / or screening

servers.

According to a second aspect of the invention, there is provided a system for
monitoring the movement of people, comprising:

a first biometric data collection device for obtaining, at a first point along the
movement of people from a public area to a secure area, biometric data of individual
people;

a first data storage device for storing the biometric and associated
identification data obtained at the first point; '

Amended Shest
IPEA/AT
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at a second point in the secure area, bionetric

second bionetric data coll ection device for obtaini
ﬁgg G2004/000291

associ ated identification data of
a second data storage device for storing bionetric and
associated identification data; and a processor

device for conparing the identification data stored in
the first data storage devdce with that stored in the

secondsddaidhidin | where.a match is . .
de, co npar it gt.rﬂt%g%tag%}si%cglﬁgtdi% 5 er’?*’%‘?“&g’ g‘gf‘ S°9Bt 2l dn
% SeAYEe 47¢% Blomsirisrpd pdsociated ediification dxtd oRindivial popé;t h
t he apfeidahadid Ld .a_pbt aj ned,by the second
i onetric datq g&%égl%lgéé% @5%%5‘3%?185“3 igand H%O‘f’r‘&?‘&ﬂéﬂlﬁcatwn
#EAddfication data. The first and second biometric

dat a HQR, ' . be |.acated at an airport.
The. ({0t e tBy bR e SenniElon dup toretp todhrst dta
:Ema @a;canw@tthat @wﬁd intiecdecond daei irage %%ic%:r@d,tsﬁgag tg match
; .ection device may be |ocated at an
SR SphbrB e SRR | Bhekradaby oty Gt bemetic daa
C@Bﬁﬂﬁ‘pn Seviee Ygl’f?ﬂm m?sto_biefed ﬂﬁigidﬁ?: a4 olftﬁiﬁélﬁ; £ 5Q8nd Pl%gmetric
i a i ndi vi.dual people and assocl ate
?@%ﬁ?l&ﬁ)@g ﬁlﬁﬁﬁﬁgaﬁg?ﬁd%@%&q -first and/or 20
second bionetric data collection devices to a third
storage.device |ocated at a third point along
lﬁi‘ggﬁ%‘\‘}@ Send g%""’ﬁglfp‘%aéa epllectiom davices moyibe lecated at Fh @irport,
Thy Stret hioneefrid Bdth BSecho PR ' j tri ata .
et aroh Bl & PHB Wk Boion

Tglol | ecﬁ% hon devi ce | ocated at
BEEPRT Rpoeht datbrdiertion dryice oy boticstediatin piseyft BoadRle

pwherein the third data storage device stores the
bi onetric and associ ated identification data obtained
at the third point; and a second processor device for

TROFREE My RI8RE bl GAL i btai ned by .the third

B oo Py HRRRE kbRt n eShls B84 BF Samebiing, e tpiometric

dats ehiadizidua peeple and amiatedﬁMﬁcmmmbiammg ﬁle first and/or
e

PR IBY; ot ciated bjongtric data in t

"t anst et éﬁ %a%z[,g&v?nn?dtﬁwﬁﬁs toro ot spiaee Brapelopated at a

thizd peintiens the obsmenhef iebple dubofap@ickine aflgt 2 col | ection
device for the matched identification data. Anended

Sheet
The system may forther comprise:

a third biometric data collection device focated at the third point, for obtaining
biometric data of individual people and wherein the third data storage device stores
the biometric and associated identification data obtained at the third point;

and a second processor device for comparing identification data obtained by
the third biometric data collection device with that in the transferred data, and, where
amatch is made, comparing the associated biometric data in the transferred data, with
the associated biometric data obtained by the third biometric data collection device for
the matched identification data.

Amended Sheet
© . IPEAJAU
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The third bionmetric data coll ection device and the
PCT/SG2004/000291

third data storage device nay be |ocated at a

di senbar kati on airport.
collection device and the thrrd data storage device
may be located at an inmmgration point. 5 The system
may further conprise a fourth bionmetric data

{8t isihiemetde dite solleetion demi¢ehandctaé thidl QAGEaEEUEGS H8F be

RBLtkPsH -aj ni.n storing, bjonmetric and
PRULOR £ EymibanH fHobf, Pl Blomsttic lsioucciop dnges s the
Pird datpetoragn devies machalecateden anfitimigetide b6l Ne

suspi ci ous behavi or indications of any person in the
secure area. 10 The fourth bionetric data collection

Heoaystemanay firdhertchmelddoa ot BiomeSR\afollB¥iol 8evibO SR S8k
%Qg?gé ﬁ?ﬁ&fﬁﬁ The'oaij a.first transmtter device nmay
:i ranster the b OnarPsaly fhipinjag aed storme bipgetric and associated
Idemsiicationciatal cfipeaiid duriily théiehhréicdbdd t.aj .
s'ix%chigﬁsrb% and/cgr ,sec%ﬁd Eggtl)nt_s tgt?ﬁge&h‘?ggér%taﬁag(g?eé%m
Stor age gavi cEePn o dR¥ Peisenviniha securpareper i odi cal |y
obt ai ned bionetric data of people during their

ecure area. The system may further

resence. in the s : é
1@‘8 ﬁé?ﬁﬂjs gmﬁleg’é’c‘gf?d“tue%rﬁ%’tcé rand dourtheddto stotapa risties mayche
ladated @ ah airg@ft.a portion of the periodically obtained’

bi onetric and associ ated identification data of

peopl e during their presence in the secure area to the
The & bhird BRkRiter! RVZet vement .of peopl e out of
i%ge secure area for c:o‘rarp{;llllrg s%%s%rt eblflgﬂgtf‘f’iﬁndaﬁﬁs"cmted

Mi%f&a% g:a pliedividurlpaeplonbtdiatdatahe ﬂge?aﬂd&r edroid Péftsdé the
fi . ioneLric da y .conprise
one or ﬁor g@g‘fml?f %’?8%’%5 aé%ﬂ%i {I’Iﬁﬁ P&} Iﬁﬁgé&mﬁd@emm
dgip pfweepledaringtheir presencelint the sagh ardal S Sscan data. The
system may further conprise conparing the bionetric
data and/or the associated identification data with
Teratyatentnsy fueitier conpriesis hbid ir@mi@ devicdfor FaEEERhIY: Teast
a third aspect of the

. 30.. ding tq.a th
& ?ﬁ‘r\?}éﬁ"? @R,P%Pﬁ‘ﬁgagfyi "Ii’?ﬂg‘fesaﬁl%ﬂﬂa aph pgseriaied ideniifidation datatod
pewplor dugingrtheli prosty i dhe bRRMarkd) 85 Yo 2T Bhint AR the

s, for instructi a
. mdFediit of peopI?e out o}' tgeg secure area for comparison with biometric and

associated identification data of people obtained at the third point,

The biometric data may comprise one or more of a group consisting of images, finger

prints, retinal scan data, and iris scan data.

The system may further comprise comparing the biometric data and/or the associated

identification data with data obtained from authorities, and / or screening servers.

According to a third aspect of the invention, there is provided a computer readable
data storage medium having stored thereon computer code means for instructing a

computer to execute a method of monttoring the movement of people, comprising:

Amended Sheet
IPEA/AU
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conputer to execute a nethod of nonitoring the
nmovenent of people, conprising: Arended Sheet | PBA/ AU

PCT/ SG2004/ 000291 Received 11 July 2005 5a conpBFiM§i2004/000291
identification data obtained at the first point Weegived 11 July 2005

that obtained at the second point, and, where a match
i's made, conparing the assogj ated bionetric data

jned.at..the fjrst point wth the associ ated
' g‘%%g{ﬁ ilge’% '°8 plieimed 2t the Sest ppiat withpihaindbidined #thle

saod pein, dﬁi}fﬁ'ﬁ_‘e}@@h‘la&:ﬁ i§l fHadle, c@&?ﬁ{nﬁg rsio&ﬁ{ﬁ ﬁfq%gﬁq}l(g a
R e Bt et e BPemiet bomoirata dfined a the seeond

paintdfpthayatBedidawfgon dafy, Whi ch: Figure 1 is a
schemati c drawi ng of an exanpl e enbodi nent of the

invention enployed in an airport; 15 Figure 2 is an

Brd aliption| FVBPaFdwihes 1 | | Ustrate the operation of the
exanpl e enbodimen Figure 1; and Figure 3 is a
schematic drawing illustrating a conmputer for

Nopliaiimb i ; nd systemin_an exanpl e
enbodi rrg rﬁ{nag%gnt@ fis g?{r%‘\%g%’tef‘@“ﬁ‘. are, efﬁi@ﬁ_ﬁ?"iﬂéai With gofprsngedn the
ARFPpeRyipe dragingsdn mbigh-of a security system 100 ,
enpl oyed in tracking passengers during air-travel is
described in Figure 1. This is nade possible by

Figvetirlaisea schemticf dmaviigoof an CexhimaK L g :
olyld flyalgoae | dent T ied by i2ng Sdinedi 5 Bkl Bnon
feafures, stuchi as facial recognition, fingerprint
recognition, retinal/iris recognition etc. Data

fer, in this exanmple enbodi ment is nmade through
i re eigsf’in SERIEY &E?ch%&ﬁ%d’tl‘éﬁtmw sthe ropematiemif dhie dxiaple
einbodimbntgpERighye It btk t he novenents of air travellers.
Amended Sheet | PEA/ AU 6

Figure 3 is a schematic drawing illustrating a computer for implementing the method
and system in an example embodiment of the nvention.

Detailed description
An example embodiment of a security system 100 employed in tracking passengers

during air-travel is described in Figure 1. This is made possible by accurate
identification and tracking of passengers. Individuals are identified by using their
biometric features, such as facial recognition, fingerprint recognition, retinal/ids
recognition etc. Data transfer, in this example embodiment is made through wireless
technology. Computer-vision is employed to intelligently track the movements of air
travellers. |

Amended Sheet
IPEA/AU
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Figure 1 illustrates an exanpl e enbodi nent involving
an airport security system 100. The system 100

i ncl udes an enbarkation airport 300, an aircraft 400
and a di senbarkation ai rpofﬁt 500. 5 The enbarkation

Bignpeot fllu3ékes an elampls @Mbbaingsiib atlioclEAE af AFPS §&%ntﬁr 100. The
an em gr at'l

ar und-si de area 30

%% 59@ 1’2&’5!&%?% Pﬁgéfﬂfﬁ@faﬁlé@fg 690, mn@irgraBudd andie dlsembarkahon
sipl refers to the area that can be accessed by

the public at a disenbarkation airport 300 i.e. the

area before the em gratl on 307. The ground-si de area

.élgl) 3%[ fc Iudes Sﬁ canera 303 | ocated near an
G efFamnle embedisignt gompiises dhreg amas, namely a
g’fb@lcpéxae Gicd |3@1 | eﬁfé}ﬁi%ﬁ*au%h

checks for formal natterg}éagoggﬁﬁ%ﬂlaﬂ-ﬁ@éjzﬁ%ﬁ@ 305

assenger
identification, passport validity, visa etc besides

di Th 303
15 o Sigh RRA O JBRES 1 88 s i o e e b bl at a
didenibatkation aRPbt ID0GGK tHohr6LYELRS &e%ﬁg&én%‘?effhé d-side area

3@fﬂ cers from governnent agencies em gration~area
§-nclpdes a ¥idep camgra 303 b&ﬁgémgmm aifpart ehekfinweran airline ticketing

R A S Y R T —

em gration
spdssgagengenidentification passper ﬁfafid:l%mv‘isfaﬂéf@ﬁ esides issuing a boardmg pass.

,nggenlflcatlon of fugitives etc. he air-side area
§140r eanzerg 3 U8 heapfuses: an dnege of éa)amger when pelsheedireks in at the

&t cHelB- 'E:Sﬁlﬁ fdpgr emigration 307. The air-side
aiz??ea 309 1|ﬁn 8&3102 vi deo canera 311 | ocated near the
boar di ng gate check in counter. The video canera 311

verification) of the

a eg e for
El%\ J-EfH’g8 °6’Ef S‘PBl S% #Y aggecies, (the sniigmtion ap® 307eis resiricted to
é‘ﬂgbfst YISt fo) u I 1.an
air-side ari%%goPQ& h | sén%%gk%spéésg e? lgeqﬁ%&gonareémgranon
clearareed cedificatsh itehtification ooy passenges! vs&foe&rel\ll foffidddh from travel,

rk,319 and a renpte screeni ng and
d\%%@ragﬁ%gf@@@éeﬁ %1, 30 A wireless antenna 315 is
installed proximate to the air-side area 309 for

transmtt%ﬁg passenger data to a respective aircraft
Theoge-side areadiQP rqqum i resticteh arragheant \for pisemgefmcbe me areas after

[ as ata fromthe aircraf
nﬁ% tl(‘:}gn:mal z%’i%%“ ofi5E 3‘523’“@#833 anYideh samers Bht located near the
boarding sgitd) cheék-in counter. The video camera 311 captures the image (for
verification) of the passenger before boarding the aircraft 400.

The security systems of both the ground-side area 301 and air-side area 309 of a
disembarkation airport 300 are linked to each other through a local area wired or wireless

network 319 and a remote screening and clearance server 321.

A wireless antenna 315 is installed proximate to the air-side area 309 for transmitting

passenger data to a respective aircraft 400 (at radio frequencies) through a wireless modem

317, Similarly, the passenger data from the aircraft 400 can also be received by the

antenna 3135 for processing.




10

15

The passenger data transmtted by the antenna 315 are
recei ved by an antenna 401 and a wreless nodem 403
in the aircraft 400. The data received at the nodem
403 are processed at the aircraft on-board server

Odts teASRRARE bY Qe 8hBnd OPste I1OSHR ﬁj‘%l antenna 401 and a
ai rcraft for - obtaining i mages of passenger oar gnn
winelesgimedent 403 indbe almggéOO.r'Bm dd(mmeewedrﬂrthsmﬂanaoalas@processed

S8k bR BRI TR 5308 S R 9 bl it

obbifing dnﬁF@V@f PRSEh PR SRIIBE thePdittrdf. CTHE hd agt% %ﬂ/ thesp cameras are

for correct matching. Alternative

di
agﬁ%[)‘%ca pubozrdnseyven| 405 foe Prmmgdnmsemlﬂe embodiment, an
doBbid St Bt 1ol e WPRA Bl e PoRSRY ruichare monitored

passenger .
peﬁadﬁpﬂly orbasti ove Miat AR ARQA VUL %aro%aardr@mry 409\ may also be
oundt&% de area 513 an |mﬂa/grat|on area 507 and an
dg g shtegysl with thed (G o/ miotitoranennt maelep@mgen
the area that can be accessed by the public in a
di senbar kati on airport 500. i.e. the area after the
Thnﬁsgmbaﬂmhmsm?porﬂsommethé Bxamabmbﬁdm{eﬁﬁccﬁﬂﬂme@ eHrogl@®as, namely
a_vi carre§%1509 | gcat.ed near t ration
a Sidesfqa ogagrationatea S8 end e agg? J0fage of
a passenger when he/she arrives at a d| senbar kat i on
ai rport 500. Immgration officers check the details of
eronslstide erea Sk'in:d:felastopﬂnssmﬁg@latlmrﬁe hoaeadeldoby the public in a

|dent|f| |on as ers who_ are forbidden
ﬁ?I ﬁﬁeapeggﬁ?rg.ﬂ e grmigrehion 3% etc. The

a|r si de area 505 |s restricted only to passengers who
arrive to disenbark at an airport 500. 25 A wireless
The daprgration aren P05 timaludsd spvisled naatierd 602 Hecated nedrdihs immigration

o8 ST ik Blnta2la PRSI peb ol ey whmdisiho amivs

—IO

-

 atea diseiebakation@gRmt S08 ImBiigiaioh lofficdd BhRAIHE H@ﬁﬂs gﬂlfb passenger,

20

25

30

n also be transmtted by the antenna 501 to
S"»&ﬁﬁ% passengeo idangificgliane vise, identifButiomef passengarsevhal aeteeformdden from
aptenna 501 and through the
ﬁﬁggﬁé@;ﬁgﬁc% 6@5@{& & rout ed through a I ocal area
wWred or wireless network to an inmm gration server 515
t b it ge di senharkation airport 500 for processing of
fr-gide areagls heestrigted) ondy tospassangersivimn grize to tisembark at an airport
50@nbarkat| on airport 300 and the |ocal area network 515
at the disenmbarkation airport 500 are linked to each
ot her by global wired or wirel ess wide area network

409. . .
A wireless antenna 501 is installed proximate to the air-side area 505 for receiving

passenger data from a respective aircraft 400 (at radio frequencies) through a wireless

- modem 503. Similarly, the passenger data can also be transmitted by the antenna 501 to
the aircraft 400 for processing.

The passenger data received through the antenna 501 and through the wireless modem 503

are routed through a local area wired or wireless network to an immigration server 515 at

the disembarkation airport 500 for processing of the data.
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5 The image of a passenger taken by the video canera

303 when he/she checks in at an airport check-in

counter 305 may be processed in the follow ng ways:

The image is verified with he existing database of

Thellocaldmed setworkt 5O d1hé avbarkBfic ﬁ&ﬁtrﬂooadi{dhhﬁé Mdlaﬁé-eé Betwork 515
n em In case

egﬁuéig that a passenger is not one anong .
gsioe digem RirpatioRg arq Kekedtta feacheatherthy global ovited or wireless wide

&Begdiwbfk Aunter 305 alerts the airport security,
police or emgration 307 imedi ately. 2. The image is

optionally sent to a disenbarkation airport 500 and /
y the passenger b

r any other authorities to identif
ﬂ&t‘@?ﬁgﬁd’frﬁ Rasprmees (kg b the video camie 303 rwhenokeéshe checks in at an
e . C od |
dtu%gﬁ\glr port%t(ij\gt&ta%?sgéfg?%&ft%ﬁ}g%e ergon'cl:leﬁ.g Eifﬁé’est Lapf

at the airport check-in counter 305 keys in, scans in
hi s/ her

data_of. .t he . , h L
1o s RS Eog Pt S B FHSbipofaRes of BdVRS wated by law
chfdgedniet awihbfitiéh® BRRLK® tRd a P%geﬂ%%? ?ﬁﬁgﬁﬁm‘?t@gﬁnﬂé erlYIn case of

.the video canera 303 are sto e reno
mcopggigndies, Mifustalf]at dbepirport whodkrind@imtsk 306 alartdthek atrpem security,

. r .. 30! the air side area 309 of the
p@n%%l?%?é%%%?&p%%%?yanot her Vi deo canmera 311
21 ocafTe imageds dptiontldpEeitng Hafeenbieaion ﬂrﬂd_li}ﬁgbl?%nd / or any other

captures .t he photograph of the passenger.
a‘ﬂﬁg%‘é%gte ddentif theqppssgmger By matehipg bisthier Fmugeswithrthe images of those

jngﬁgglﬂ,%r .abhs and sent to the server 321 of the
nbar a‘{vlalgﬁi’g#riport 300 wherein the photograph taken

e
3at t'ibe bnageds mtpredie tehsigport datdbase Pop fiftbre3berbifce, The staff at the
of the earlier photograph taken at

.conpared W th that, ]
a‘fﬂﬁ’? %‘F@gﬂn icﬁ“‘%?_%gé% F‘QM?SBS.SCW i emeiers dlafehaf thehpassenger, such as
g 05t oS 400 B U4, 8 e it o

t he one
thepassenger aapluredeby 835vidBe ahmbian303PaB IR in 4 Fensite k&@ening and

t he seryer 10 irelessly transmtted to a
cléag‘ﬂ?grgelg it y@(?ﬁﬁ%mgﬁ?ryﬁgﬁ NHE%%/ 3%0ai rcraft On-Board
Server"). Wiile a passenger is seated in the aircraft
400 before take-off and during the journey, caneras

Atgbe airiside anpacd 1%nefithe epbaikatibn aixpord BOG ambtheavhizd @afera 311 located
hi s

.V take hot ographs of the passenger. T
nepE RSNl B Gl AR, aptings tHe phrloRDRY the pesenger. The
a3 t Soord _
D S owerdpio B8l died BARS RRAGE Pockhdie By MRPlknl b the server 321
of theraabnengion aitppit 30 merein treguhotopraphstaleapatithel Boatimg @aty check-in

' il = CI er.ver 405. The, ephanced i mages of .
cott 313 1 P blre St fonfiof the agisr PRoJORRER Eaige i thopeck-in counter
305CThis @h&ilrds @BOthe passenger who is boarding the aircraft is the same as the one
who checked in earlier at the airport Check-in counter 305.

1.

Real-time passenger data stored in the server 321 is wirelessly transmitted to a server on
the aircraft 405 (“Aircraft On-Board Server”).

While a passenger is seated in the aircraft 400 before take-off and during the joumey,
cameras 407 that ate installed in front of each passenger repeatedly takes photographs of

the passenger. This helps in monitoring and tracking passenger movements. Repeated
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safely. The passenger data stored in the aircraft

server 405 is matched with the data of the 5 passenger

at the renote screening server 321. In case of

di screpanci es, the security? personnel at the

indpes bPpaseengeiy 90 hlso 30E] toabila it édigmated 405absekOGhe Bést picture of
at the disenpbarkation airport 500 are alerted for

- hagsengery vehich gpy storpd iperstsgeepAatabaset of the hig-crafe server 405. The

S: ' 4 Lso be used
GRIECEEints BF BARC0RE o BERE o Wi Yo eGP Socurately and
safisly.dEhd pessetigecdath siokidlin the/siraft SetveeiPinstEhed with the data of the
includes, but is not limted to, fidgeting novenents,
passenger gt theagnoteniyerying seryers32ls ko casesof. distepancies, the security

' NiRoafRl el a ma I L0 e
%%I&gnta@opﬁa passgﬁé%r%@gm%ér%’ﬂbg)%‘i itcli)lg #f‘%cg?ﬁ béoo’ or ai the
dizembpristidntairpart S0 arcdated i negessappsdpager as a
suspi cious character nmerely because he/she has a fear
of flying. 15 During the journey, images of
transmtted ct ot hﬁ%ﬁ%@%ﬁ%@g%r verﬁg%g(_}r%i?wtoggiamoybeusﬁ fo

iousobehaviopo of p&eengers insidbithe airerafi @i0Di Suspiciousrbehaviour

1
B B8 R BSEAE 8 g, et

o8 @it tiphtenirieh 6T thistlds QR AbidrfAl/Sontbes -
[ ecei vedggnd sglt%ﬂdi ed the passengers dat a&%‘_l’_lﬁgré#&(;l?g?apassenger.

Hawever, coqution mest ibgeerergisedplor avoid idendifying el phasengeeras a suspicious
' [.QNl [ o _evgn apprehend passengers
c&%%&%%@f&ﬂ%éﬁé&%b{%g ]13? flg?a.m?ﬁy’ﬁg'di tion, the inmges

of passengers taken by the caneras 509 | ocated by the
i nm grat,ion 507 may be processed to identify if a

Dorwg dhe dPugeyy imagss HF nerrengers mubeard2theqpizsafh oak sl soohe- wirelessly
b Serks , : b o
oS8 S FEARAR P Sy P TR R 19 S vt o

officidls hethe imergretiar lotidedtify apstios waadd byt thitscosaip, as t he
one used at the enbarkation airport w thout any
tanpering. The photographs of passengers stored in the

k@ tyk ' .0 e
DEfTRS the WPRL® Reatfes Bl J8fafly” SR BtaNRlghy Brricel) BB have already
reoeived® Ay studisde thehpassdnpersrizg, Themforepit i Radiet toridentify persons who
Fi.qure Zaé%%ustra.es. an ?xe Iifi%gggrocess fl ow of  an

her atiepuon/ AussHoning on Oa?‘frgg@wre pAsseieess, whe grejinghe wanted

need
eXx

=

ST, s 0 pgl s ) 0 A 9 AR by

,201. At step 203," a
mrpigraionn&0T neykbe pravessed do idsmife df mopassenpgr padeing at the point of
dirﬁ?%:ﬁgarélgﬁiotnqg RS Samse Person ero%];lv!rlso gnqgarkgs or bodrded at the embarkation

aitport 300. The passport data would also be cross-checked to ensure that-it is same as the

- one used at the embarkation airport without any tampering.

The photographs of passengers stored in the embarkation server 321 and disembarkation

server 517 may also be retrieved and referred to when the passenger makes his/her next

- journey in future.

Figure 2 illustrates an exemplified process flow of an example embodiment of an airport

security system 100 shown in Figure 1,
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5 At step 205, the passengers' check-in profile is
stored in the database of renote screening and

cl earance server of the enbarkation airport. At step
207, airlinel/airport staff Géri fi es passengers and
re-records passengers' particulars 10 wth a clear

Itage at the boarding gate check-in counter to form
Bﬁgs@i‘?ﬁ%glgs OWeftarts At $t5R 200 ofMf | Hepnt203: eqn 20line/pinport staff at the

BeRSR inV B&pkdsC Al QN ' a ed in )
dat ab gg’gé%{f ma&?dgftrrégt ggﬁésgc Pgéelﬂlidﬁjgﬁgsrsl’d r“g‘i"z‘%sf i @adgpgsy”. profile and
pSsguges’sé@pagkl3, the dat abase contai ni ng passengers'
verification profile is copied to the immgration

server of the disenbarkation airport via global wred

ADEiep 205y the ' s I :

t he gat abasg@??)%%?%?ﬂ% é{sigtee\rl]%gﬁxﬁetrﬁ% P Iﬁ%g%eo%#}emote sereening
rdotlegrencereym ofshe cmbadetiewaitpayt. and cl ear ance server

is transmtted wirelessly and copied to aircraft

on-board server. At step 215, the on-board server and

Abgiep 20Tyoirkine/hirptt bRAT ForFREDEASHERP BR Fédrle}ﬂo%? 5§t§g§%gé§ particulars

| ggdanc?ni tor passengers during the journey.

996 rpageAl dbe bowding sain ohaskds enydesto Mangpaksengerssheerification
ﬁhﬁﬁraft on-board-server is transmtted wirelessly to
the imm gration server and a copy of the data is
stored at the immgration server at the country of

gi se%?kg%i on. 30 At step 219, the officers at the
Bridlti §1F Passengsts) aesidicgtons paofiles taree sionesk ingletabase of a remote
sﬁl%ﬁﬁhgﬁndgl%g&ﬂ&r%}vr ort of enbarkation as well as the
I senbar

ai rport o ation-tallies and the
di senbar ki ng passenger is not wanted by any

uthorities at .the airpqort of disenbarkation. 11 The
- A |2t‘§7 g&% alahase, CPH’@&%&%&@FS&D&%’@%WO@ rippBigsis copied to the

iBhAgeH6A SSvansk hel@idn} ion! | | 3 ;
[ m*nﬁar ation of ftlhg e@%@%@rﬁ’? i Tyl %{"g%ﬁ@%@@f&s%‘g& Wireless wide
arpagebyarkl erts the relevant authorities when

passengers behave suspiciously, for fiuther

observation and necessary action. Intelligent

At 688N 0l 00 Yha BNt Be Uﬁ:@ﬁtaﬁzﬁn% Eigés%ezxgett’ & ‘%feﬁﬁﬁﬁ%’dno 319 from remote

actions 5 of passengers. urity syste
sqieaning padh cleprangrosaaxemis | teanemitbadi wirnlesshp sndreopied to aireraft on-board

- a.!lcatlons in air

At step 215, the on-board server and the network of on-board cameras repeatedly screen

and monitor passengers during the journey.

At step 217, the database containing passengers' data from the aircraft on-board-server is
transmiited wirelessly to the immigration server and a copy of the data is stored at the

. immigration server at the country of disembarkation.
30

At step 219, the officers at the immigration clears passengers once the passehgers‘ records
at the airport of embarkation as well as the airport of disembarkation tallies and the
disembarking passenger is not wanted by any authorities at the airport of disembarkation.
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travel. It may be used in nonitoring air travelers and
ensures that the passenger who checks-in, the

passenger who is seated in the aircraft and the

passenger who checks out at10 the point of arrival
Thesdchedtys syseem Thi thei sxagfilé evsddinient heaflaBlotnetrics and intelligent

enbodi ment by capturing the images of passengers (by

tachpologies sppssishyn mpmigselion ofdeer inddentifidng f suspeeinThe system alerts the
[ , e ng._proce ng. ..

ARl o8 Shen bispigicle U MBS for HRRES Sbldhvation and
npeessay getion. Auelligeninatinologymay bpesidn dnaleeshebehavior and actions
?assen ers taken on-board the aircraft are conpared
Ot BASHHLIS-if there is any mismatch in the appearance of

t he passengers or is 15 any one behavi ng suspi ci ously.
Further, the systemal so assists in screening people

Thib eecwmity sysiern aldsdribet! dw the trampleentbodhidno hiad irmycﬁpp]ic?]tions in air
The

those passengers banned. fromentering or exiting.

trgydl @#&%ﬁ{%}%&@ ) JRIEOTig IR teavlesr and ensure dRatherpassenger who
c 98 pdsSenpBtiiflo T Satddtin RO HirH9h SR aRQ i%.\eﬁg r JV#& Elac—g:ks out at
up at the boarding gate or at the point arrirval.
thepgind iofremivel aye thesamer Fhisris achigwedtin the exampletdnibskmetchy capturing
f.Ql1 ow technolpgies.: 1. For rec i f. - .
o S S 5P Shoc, Bl 5 BBl gunter, bt

gatésyiairefhft, dmbiglatién ah@ /@?M&sﬁiﬁ@ Mhe fhalds rag%ktnﬂl_espassport/proﬁle of a

recognition, retinal ris recognition etc. i

 PaSRAREY Arlditinally, P cameatest Hmsketofinassenpess falepweboasd fho aircraf

hadl i el vi,sion based _
orf Sbfbphfol 16 TR ifhore s i R 1B BocdB of thg pessprgers or is
argrohedbéiniiagaubsitionsler Fusthaf (RASBRAOAS0 &BisE iscening people who

aircraft = 5. Server, software and database for storage
arg way; wrendercement pWboHHesHo thesespasyengeis hranagdbfrom -entering or
- i i 0 i nt.ar.f r.e q . .
engnhgg ?%fsg?fteﬁi éfﬂedé% n‘%%% %.g({l aldM #5256 8cA0E pﬁ?sfaﬁég if fdubd missing
antlibelsht dogy/ moh ek up at thediodidigg pataogatahé peincefntieds. 30
The nmet hod and system of the exanpl e enbodi nent can be
i npl enented on a conmputer system 800, schematically

: . _ o] e
mabReis of 3 5ot i b BERUARAL bRl .
1. cBerprecegnisysoimdBodyal,dvidmietrics techhology,tdneh ag dupdtelimited to facial

system.800. t o conduct the nethod, of the, exanple
CHFBO T din G oemip, Sinay i

_ SIRPEHEIASIH AT swployed.
.cwmsstecﬁﬁaagffo%%pmgeé& o@‘egdd'tn?ﬁ%@kﬁbn.as a keyboard

804 and nouse 806 and pl urali out put devi ces

- sGemputsr wisivndpsahteddBlogyniir gbjschtrackinl0. 5 The
N ROt pdasige Rurngt o Erer et ¢ o
5. e sETREAS find Gatfbdde f&\Forhpd Sf%%eﬁg%r&%%gpé Wr on

systens such as Local Area”Net
6. NappropHate wadtipard airline computer, interfaces and software in an aircraft _

7. Cameras at ticketing/check-in/boarding/immigration counters.

A

The method and system of the example embodiment can be implemented on a computer
system 800, schematically shown in Figure 3. It may be implemented as software, such as
a computer program being executed within the computer system 800, and instructing the

‘computer system 800 to conduct the method of the example embodiment.
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The conputer nodule 802 in the exanple includes a
processor 818, a Random Access 10 Menory (RAM 820
and a Read Only Menory (ROM) 822. The conputer nodul e
802 also includes a nunberi®f |nput/Qutput (1/0
THE Sdrﬁﬁ\.ﬁ&’ssgsféﬁi 8008 RRIpBiséd HcbMpifer Aciuf? 807, dnpiithBodules such as a
di splay 808, and I/Ointerface 826 to the keyboard
leyhoard 1884 codpavees 886 end a ipburaliymitovipuirddvices 8OR as a display 808, and”
é}é@&ﬁbl y conmuni cate via an interconnected 15 bus _

in a manner known to the person skilled in the
relevant art. The application programis typically

- supplied to the user of the conputer system 800

"B sompuien modyls $03tisr eapocetediitans sootpules reteorkRBAR oria a suitable

e Yoo R0 B plees i e s FABRER BN et Bichpgoms such
RIRIchICAdeh DIetROKILAN) VN WHle Ag8sNefebRgWAN).l ed in its
execution by the processor 818. Internedi ate storage

of program data nmaybe acconplished usi ng RAM 820. It
| . . .
e, ouBAR86A9, 307 Ip o BaEE Hictati ool M5k Rondom Accoss

-Medleryt @ AN} 80 aséd atRéad\v@niy Memeary RQM) 822, (The compatet nendule 802

ﬂi@g&hggsn% ﬁ‘é‘ﬂﬁﬁ?{ J}llﬁ%lgg&tgﬁj@;a{q rgés::n l‘fc%rl}%&fn%ip{ié&) igtrerface 824 to
e &30 s@mﬁéiﬂ@ﬁﬁé«gage 826 td¥BE REMdard 8Gu.be consi dered

respects to ustrative and not
restrictive. The nunber of stages wherein a passenger

Ldentificati i s de Lncreased. 30, . e
ThagPropaei oo PP At Sl kAT Crgpairatee gp daforcomected
b3 2284 Al mBkfte kAGWA tofe perdsbn Sfle@XPMRkEcPmRAA] MENT,
identification of a passenger is achieved by conparing
the phot ographs of passengers using a facial R

i tion softwar

TR S e BpicBh SRR B Yo PR HE 132 computer system 800

eh@sded dhtal difa ﬁﬁfh’g@ imdd@irh Badh ds 4 CDSROBABR l6fpy Hiek BA® ked)tilising a
may al so be used. Enbodi nents of the invention may L
catrepondiag data sterage pedivon deve of i dgtmstomee dedice:$30. "The application

o8 B Lo B Lkl b2 00k G2 Migpedit stoage
of pvgrang data badybe at@mplishedusigy RAMB2@.ount ry- or on board

an aircraft or any other node of transportation, by
maki ng passenger information available to themin

Tt will bei apprecigtet byns marson dkiledrin thepant tthatenameroup orariations and/or

ot flos B FERHS I o b B e e e hbodimens
vathstiedepiRingaiom BRSipHit bP sédpe! FRHe fnhenticdvad bRfadly described. The

accuracy in passenger identity. _Theg%_ may even |lead to |
preseptiembedimeninarel theeefore; tcbe congiderashin all esspecty t bg dhstrative and

nStHRRERAUT CKI Y

The number of stages wherein a passenger identification is made may be increased.

Additional cameras may be mounted in emigration area 307 and air side area 505. -

In the example embodiment, identification of a passenger is achieved by comparing the

- photograpbs of passengers using a facial recognition software. Alternatively, other
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wi t hout conprom sing on security. 15 Enbodi nent of the
invention may help to increase the | evel of security

-at-the-airport as it provides physical natching,

instead of .nere informati ol matching. The system

idagifi@tion téthody, RAIS AP fiiPesli pitht ArcBHMARA hnd/Sr FliRaP2ABis scannin
that is boarding the aii?f:éra t. Enbodi nents of the £
teehpelngysnaalso b vedbe applied to sea travel, train

travel etc. In the 20 case of train travel, initial

checki ng may be done at ticketing counter and

~ Bbadinbhisabf Offie Ofnveiss GRGPE dlsdTeaid DSeciBEe pRsohid, emigration and

pl atform entrance_or train entrance. |In such cases,

i gega raffivers yeinequalli deethins fodidantifyi natentisHy dangerons persons

L e N —

mateueltrarspadiation, sy atding pasgigex informdtidn anyilile rd thebe fifreal-time,
fJ?d.entlflc tion is required. 25 Enbodi nent of the

pstaneehelorgdepatuse and WReBArHMEn the tickets are
purchased over the Internet. At the tinme of purchase,
t he purchaser provides a photograph and data, such as

Embwdiments ofithd inyeatispomay speddayp odstans ¢learameaad hentdihe efficiency..
hot Qar aphs .of those, who ar.e t by the | aw . .

TR SR R 2 Tt syt ool i acartioy i pasqonger identity. They

nlalyCdé@h 1648 8 $ qaidka! * ad -
i_adent i ficati Q% det ai?%?ng%:ﬁh%?:ﬁjgﬁég&tﬁtﬁ?e%g ﬁltearo?usmms quickly

weihopt compromiging eiheecwrilys a  change in the physi cal
appearance of the person, or if the person is wanted
by law enforcenent authorities, the systemalerts the

Eafbodinhérit o Geiftdittion infayt RS 16 BRréi8s eRdavel of@é‘cﬁ;ﬁﬁﬂat A€ afrport as it
1562000 000 20 ! ... 14 Fca:,,3 .d it -So I'N DOC
prpvides pbiysise] Betchipgi instend pfunererinfoamation vtatgbingp The system cusures

St vl a. At ot -
UEPEBESGh 18128 Tafogt 060 Sl s Py eSreBR 1

secure area, bionetric data of | ndi vi dual peopl e and
e L R R

. . o of - Ll v | : N

ool SR FR PP Rl chebiifly e o dBIRER B, QRARE b Rpatifoation of
paskengersethayt be ineadei atsthepplatforni ddtrahbelor abiiRienfrang!, Int fe&h cases,
R B I3 oo o Y S W e
sctﬁf?].g%e Mvehtib'mad 23R8 YeHppel iRk CntP Bkl loA AGk, 3hch as sports

complex, or in any event where identification is required,

Embodiment of the invention may be used even when the tickets are purchased over the
Internet. At the time of purchase, the purchaser pr(.)vides a photograph and data, such as
identity card, passport data, which is compared the photographs of those who are wanted
by the law enforcement authorities. When a person with an entry ticket enters an airport,
stadium etc identification details are checked at the point of eniry. In case there is a
change in the physical appearance of the person, or if the person is wanted by law
enforcement authorities, the system alerts the security personnel to take the necessary

action.




second point for the matched identification data. 2. A——m——
nmet hod according to claim1, further conprising ¢T[Sazoo4 [pco2e
storing the bionetric data ,of individual people #ag od ’50\33@:
“associated identification ddta obtained at the first

poi nt and/or the second point.. 3. A nethod according

to any oney bmbderBbES&EHL B i TR, erein the first

and g(g)cond poj nts are Io%at é@‘g{tn%;tr?fﬁ?%%eo?‘fmp%?ngA

met hoPIAERH AR sigring ahAyfirgmeint faldng dhemeovankinn of pkapid Eom a

jdbtic eirdh {oh® sedurd SheaP BloHet tj.cket check-in .

oinf..5. . A met hodeal:a)lccore |cf1%aq{l 8%5%}“@%% Hff’glfhaé’d associated

%‘é‘ i glat ai ns, wherein the second point is at an

ai réroaﬁm-ll;éa j ' nethod accordjng to any
0 E,e, of the %{dgéce .gﬁg‘! %%ea(f?l?rdsl?é?tulflt e lCOWE St L’é’mﬁﬁm datd of
ipdixidusl peonleand aseochnteskidentificativatdatapdndi ndi vi dual peopl e
“and fated o tificatign datq obtajned at the
e st oanayeliguakailds &b 05, Rriiet s rbslpmaear

the, sesprchpointf apsk oydiers @ utatohfis trade, OB o2hE Assodiate BRMBALL
RECH 4] t i Lurther conprising: obtaining
and st.fc!)éra?aﬁfgt?e ‘aﬁ%&tpﬁ]é@m{hr © 6&‘1%‘?%@57@&8% daty) gbtaingd at the
seepafl poidUtal the empdhed identificatisnddtat ed i dentification data;
conparing identification data obtained at the third

point wwth that in the transferred data, and, where a
mat ch i s Aremlethod iEperting Otot BRinASE Of ' ric. data
ofMENRER, SHEET, L EEWA PCT] Seb04] Q%%%‘i%ﬁg%g’% alyfing 8

US4 mdiyidual peoplg apd awsesiated ientification date kbtuined at the

fiest paio amidof tHeiseudali bbigt. dat a obtained at the third point
for the matched identification data. 8. A nethod

according to clains 6 or 7, wherein the third point is
Focad.ed AethodiaS&HBAS kGl ' coddie Aarel hod .
aﬁcordi ng to any one %?@%:I}}g(ﬁhﬁ:dfrﬁ?é}m@?@snwgﬂﬁm the
figs ?I}d(f“%gpﬁmiagelaﬁatﬁdmiagmmmn poi nt. 10. A met hod
according to any one of the preceding clains, further

4. A method according to any one of the preceding claims, wherein the
first point is at a ticket check-in point.

5. A method according to any one of the preceding claims, wherein the

second point is at an aircraft boarding point.

6. A method according to any one of the preceding claims, further
comprising transferring the biometric data of individual people and associated
identification data obtained at the first and/or second points to a third point along the

movement of people out of the secure area.

7. A method according to claim 6, further comprising;

obtaining and storing, at the third point, biometric data of individual people
and associated identification data;

comparing identification data obtained at the third point with that in the
transferred data, and, where a match is made, comparing the associated biometric data
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conprising periodically obtaining and storing S —
bi onetric and associ ated identification data of PCT/SG2004/00029;
peopl e during their presence in the secure area Reepived 11 July 200

conparing the bionmetric arl associated identification

data to determ ne suspici.ous behavior indications of
11.. A nethod as

' A ecure a. 1
e HEER dol W R sl P et a3 o thind point
&b theimtehpd identifisation datg of t he bi onetric and associ at ed
identification data of people is conducted on an
aircraft. 12. A nethod according to clains 10 or 11,
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ﬁﬁ;&ggnﬂ; ekd .(i)dent ification data of individua I%ggp goated
Obt At hed REOTHPOrY § 5t and/or second points for
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dat a of pio I 1gﬂuri ng their presence in the secure
area.”" 13. Ag'ﬁfg'f’ 3ero, FH A oreooiaglgims rfe toB, wherkinsthd Ehird

point 19an ifnuiiglagsn sopapr i Sing transferring at |east a
portion of the periodically obtained bionetric and

associated identification data of people during their

preseoce ANmeih8d SREM: eg t third, .point
al ong the, mpvenent p?ﬁ%ggp%g glbe: ngﬂ%{ ngc Loy e‘g‘m“’r
PEPIBHpHIadially abteiningiand moting biotwtric mudchsaoind idmtigication
ddator 19888 i . third paoint. 14 .
aaﬁt hggé pac_(:or &leﬁr%g ?%walggmg'%%g% GTRE P BmARe éh%éﬁ%‘ﬁmc
pesiaed Wpatificatiamdata fodedanine comtibBdrhone: itdicRhEoQhy
pérséH AUk LeRsLSLI ng of inmages, finger prints, retinal
scan data, and iris scan data. Anended Sheet | PEA/ AU
QG S&ROk-j) OP20% Rer-iwed t\ /j Al 2005 16 15. A

nmet h as [red in a ne t he preceding clains,
furtheér ‘%g&r%“ﬂ sﬁsﬁ&“l}%fﬂ%]aa?’gb » Jhergite thei neredicslly ohaining
antheigring ftthe biomotticahe dssbeltod ideh©ation d8la bPpeotd i oGiufied
01?%53%&?&9 fromauthorities, and / or screenifg servers.
; system for nonitoring the novenent of peopl e,
conprising: a first bionetric data collection device

for (ﬁbtai ni n&, at a first point along the novenment of
peopl®e f roleEodaesprdingte slaimp! Gordd c fwrtherosmrising tamiferiing

thd diometic andCisydcthded ideRBRRI0% data of individual people obtained at the
first and/or second points for comparison with the periodically obtained biometric
data of people during their presence in the secure area.

13. A method according to any one of claims 10 to 12, further comprising
transferring at least a portion of the petiodically obtained biometric and associated
idenﬁﬁcaﬁon data of people during their presence in the secure area to the or a third
point along the movement of people out of the secure area for comparison with
biometric data and associated data of people obtained at the third point.

14, A method according to any one of the preceding claims, wherein said
biometric data comprises one or more of a group consisting of images, finger prints,
retinal scan data, and iris scan data,
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889 | [ | ocat.ed at a ticket check-in

lpoiuﬁteigﬁo%gi.gta%%{é?’%?é‘{rﬁﬁ%g?g?%?%g to any one of clains 16

t o 18,sequndrbidmettit dats eaibEotion bévaeeor bbtafhited aCH bdcBid g&ﬂt in
' ' . t.ed at an, ai.rcraft boarding point. 20. A

R Nl RN N R

f ur t heeconddyta steragedevicetfordisitigiHithettl8 ¥hd Rsdcied identification

dta{aaé]nsdf erring the bionetric data of individual people
ant” associated identification data obtained by the

fi r st peoeeldson devive %&o&bﬂ{%tthé fdeflRhi@tiof Qdth aﬁfeh%gth@?fét%%é
0 athird data storage device located at a thir
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PN PN 50
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poi nt, for obtaining i one a of individual
peopl e and wherein the third data storage device

dent i Corron Ber gt B IE LG g weond biomenic

data collection devices are located at an airport.

18. A system according to claims 16 or 17, wherein the first biometric data
collection device is located at a ticket check-in point, _

19. A system according to any one of claims 16 to 18, wherein the second

biometric data collection device is located at an aircraft boarding point,

20. A system according to any one of claims 16 to 19, further comprising a
transmitter device for transferring the biometric data of individual people and
associated identification data obtained by the first and/or second biometric data
collection devices to a third data storage device located at a third point along the

movement of people out of the secure area.
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for
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system accordl ng to any one of clainms 24 to 26,

further conprising
EZF fg system accordmg to any one of claims 16 to 23, further comprising a

fourth biometric data collection device and fourth data storage device for periodically
obtaining and storing biometric and associated identification data of people during
their presence in the secure area and to defermine suspicious behavior indications of

any person in the secure area.

25. A system as claimed in claim 24, wherein the fourth biometric data

collection device and fourth data storage device are located on an aircraft.

26. A system according to claims 24 or 25, wherein the or a first
transmitter device transfers the biometric and associated identification data of
individual people obtained at the first and/or second points to the fourth data storage
device for comparison with the periodically obtained biometric data of people during

their presence in the secure area.
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the movement of people, comprising:

obtaining and storing, at a first point along the movement of people from a
public area to a secure area, biometric data of individual people and associated
identification data;

obtaining and storing, at a second point in the secure area, biometric data of
individual people and associated identification data; and

comparing identification data obtained at the first point with that obtained at
the second point, and, where a match is made, comparing the associated biometric
data obtained at the first point with the associated biometric data obtained at the
second point for the matched identification data. : ‘
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