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METHOD AND APPARATUS FOR ELECTING 

REPRESENTATIVE NODE DEVICE, AND COMPUTER DEVICE 

AND STORAGE MEDIUM 

RELATED APPLICATION 

[0001] This application claims priority to Chinese Patent Application No. 201811046269.8, 

titled "METHOD AND APPARATUS FOR ELECTING REPRESENTATIVE NODE DEVICE, 

COMPUTER DEVICE, AND STORAGE MEDIUM" filed with the China National Intellectual 

Property Administration on September 7, 2018, which is incorporated herein by reference in its 

entirety. 

FIELD OF THE TECHNOLOGY 

[0002] This application relates to the field of blockchain technologies, and in particular, to a 

method and an apparatus for electing a representative node device, a computer device, and a storage 

medium. 

BACKGROUND OF THE DISCLOSURE 

[0003] In recent years, with the development of network technologies, blockchain systems 

are widely applied in life. A blockchain system may be formed by a plurality of node devices. Each 

node device may use blocks to store transaction data, and sequentially combine blocks in time order 

to form a chain data structure, so as to form a distributed ledger in the blockchain system. 

[0004] At present, node devices may generate blocks by using the following process. When 

a transaction occurs in any node device, the node device may record transaction data, and broadcast 

the transaction data in a blockchain system, so that a node device in the blockchain system may 

receive the transaction data. After receiving the transaction data, the node device in the blockchain 

system may package the transaction data and generate a new block, and verify the new block by 

using a consensus mechanism. After the new block is verified, the node devices may add the new 

block to a blockchain configured on the node device. 

[0005] In the above process of generating the blocks by the node devices, to improve the 

working efficiency of the blockchain system, a representative node device may be elected to 

generate blocks in place of all node devices. Next, in the process of generating blocks, the 

representative node device may broadcast transaction data in the blockchain system by using peer to 
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peer (P2P) broadcasting. To improve the communication efficiency, representative node devices 

may alternatively perform direct communication to exchange data. In other words, the 

representative node devices may directly transmit or receive transaction data by using each other's 

internet protocol (IP) addresses. However, if a representative node device uses direct 

communication to transfer transaction data, all node devices that communicate with the 

representative node device need to know the IP address of the representative node device. Once the 

IP address of the representative node device is exposed, the representative node device is extremely 

vulnerable to attacks, affecting the normal operation of the blockchain system. In this case, there is 

an urgent need for a method for electing a representative node device that can ensure the security of 

the representative node device. 

SUMMARY 

[0006] Embodiments of this application provide a method and an apparatus for electing a 

representative node device, a computer device, and a storage medium. 

[0007] A method for electing a representative node device is performed by a target server, 

the method including: 

receiving IP address information of at least one node device in a blockchain system, 

the node device including a first node device, the first node device being a node device that is a 

candidate for a representative node device; 

receiving an IP address obtaining request from the first node device, the IP address 

obtaining request being used for requesting IP address information of a representative node device; 

transmitting, in a case that the first node device is a representative node device 

elected in a current election process, an IP address list to the first node device, the IP address list 

including IP address information of representative node devices elected in the current election 

process; and 

disregarding the IP address obtaining request in a case that the first node device is 

not a representative node device elected in the current election process. 

[0008] A method for electing a representative node device is performed by any node device 

in a blockchain system, the method including: 

transmitting, in a case that the node device is in a candidate state, IP address 

information of the node device to a target server; 
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transmitting, in a case that the node device is elected as a representative node device 

in a current election process, an IP address obtaining request to the target server, the IP address 

obtaining request carrying a public key of the node device; 

receiving an IP address list that is returned by the target server and is selected from 

received IP address information according to the public key, the IP address list including IP address 

information of representative node devices elected in the current election process; and 

switching the node device to a representative state to operate. 

[0009] A method for electing a representative node device is performed by any node device 

in a blockchain system, the method including: 

duplicating, in a case that the node device is elected as a representative node device 

in a current election process, IP address information of the node device into a preset quantity of 

pieces of IP address information; 

encrypting the preset quantity of pieces of IP address information respectively by 

using public keys of representative node devices elected in the current election process, to obtain a 

preset quantity of ciphertexts; 

broadcasting the preset quantity of ciphertexts; and 

switching, after preset duration, the node device to a representative state to operate. 

[0010] An apparatus for electing a representative node device includes: 

a first receiving module, configured to receive IP address information of at least one 

node device in a blockchain system, the node device including a first node device, the first node 

device being a node device that is a candidate for a representative node device; 

a second receiving module, configured to receive an IP address obtaining request 

from the first node device, the IP address obtaining request being used for requesting IP address 

information of a representative node device; and 

a transmission module, configured to: transmit, in a case that the first node device is 

a representative node device elected in a current election process, an IP address list to the first node 

device, the IP address list including IP address information of representative node devices elected in 

the current election process; and 

disregard the IP address obtaining request in a case that the first node device is not a 

representative node device elected in the current election process. 
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[0011] An apparatus for electing a representative node device includes: 

a first transmission module, configured to transmit, in a case that a node device is in 

a candidate state, IP address information of the node device to a target server; 

a second transmission module, configured to transmit, in a case that the node device 

is elected as a representative node device in a current election process, an IP address obtaining 

request to the target server, the IP address obtaining request carrying a public key of the node 

device; 

a receiving module, configured to receive an IP address list that is returned by the 

target server and is selected from received IP address information according to the public key, the 

IP address list including IP address information of representative node devices elected in the current 

election process; and 

a switching module, configured to switch the node device to a representative state to 

operate. 

[0012] An apparatus for electing a representative node device includes: 

a duplication module, configured to duplicate, in a case that a node device is elected 

as a representative node device in a current election process, IP address information of the node 

device into a preset quantity of pieces of IP address information; 

an encryption module, configured to encrypt the preset quantity of pieces of IP 

address information respectively by using public keys of representative node devices elected in the 

current election process, to obtain a preset quantity of ciphertexts; 

a broadcast module, configured to broadcast the preset quantity of ciphertexts; and 

a switching module, configured to switch, after preset duration, the node device to a 

representative state to operate. 

[0013] A computer device includes a processor and a memory, the memory storing a 

computer-readable instruction, the computer-readable instruction, when executed by the processor, 

causing the processor to perform the steps of the method for electing a representative node device. 

[0014] A non-volatile computer-readable storage medium stores a computer-readable 

instruction, the computer-readable instruction, when executed by one or more processors, causing 

the one or more processors to perform the steps of the method for electing a representative node 

device. 
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[0015] Details of one or more embodiments of this application are provided in the following 

accompanying drawings and descriptions. Other features, objectives, and advantages of this 

application become clearer with reference to the specification, the accompanying drawings, and the 

claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] To describe the technical solutions in the embodiments of this application more 

clearly, the following briefly describes the accompanying drawings required for describing the 

embodiments. Apparently, the accompanying drawings in the following description show merely 

some embodiments of this application, and a person of ordinary skill in the art may still derive other 

drawings from these accompanying drawings without creative efforts. 

[0017] FIG. 1 is a schematic structural diagram of a blockchain system according to an 

embodiment of this application. 

[0018] FIG. 2 is a flowchart of a method for electing a representative node device according 

to an embodiment of this application. 

[0019] FIG. 3 is a flowchart of a method for electing a representative node device according 

to an embodiment of this application. 

[0020] FIG. 4 is a schematic structural diagram of an apparatus for electing a representative 

node device according to an embodiment of this application. 

[0021] FIG. 5 is a schematic structural diagram of an apparatus for electing a representative 

node device according to an embodiment of this application. 

[0022] FIG. 6 is a schematic structural diagram of a server according to an embodiment of 

this application. 

DESCRIPTION OF EMBODIMENTS 

[0023] To make objectives, technical solutions, and advantages of this application clearer, 

the following further describes in detail implementations of this application with reference to the 

accompanying drawings. 

[0024] FIG. 1 is a schematic structural diagram of a blockchain system according to an 

embodiment of this application. Referring to FIG. 1, the system includes a plurality of servers and 

further includes a target server. In a possible implementation, the target server may be alternatively 
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a target server configured outside the blockchain system and associated with the blockchain system. 

The term "a plurality of" mentioned in the embodiments of this application means "more than one". 

[0025] One same blockchain may be configured for a plurality of servers. In other words, 

the plurality of servers may form a blockchain system, and the servers are node devices in the 

blockchain system. The plurality of servers may be a plurality of servers that belong to the same 

organization, a plurality of servers that belong to different organizations, or a plurality of servers 

that belong to ordinary users. 

[0026] The plurality of servers may, as node devices in the blockchain system, all receive 

transaction data. However, when the blockchain system records transaction data, the node devices 

may be categorized into a representative node device and a nonrepresentative node device for 

different uses. The representative node device is configured to generate a block and a consensus 

block. The nonrepresentative node device is configured to receive the block that is generated by the 

representative node device and on which a consensus is reached, and store the verified block in the 

target blockchain. In a candidate state of representative node device, the nonrepresentative node 

device may be elected as a representative node device by election. 

[0027] The target server may be configured to: store IP address information of the node 

device in a candidate state in the blockchain system, query for a list of newly elected representative 

node devices in the blockchain system, and transmit IP address information of all the newly elected 

representative node devices to the newly elected representative node devices. 

[0028] For the process of recording transaction data by the blockchain system, the following 

process is used as an example. 

[0029] When any node device in the blockchain system receives transaction data, the node 

device needs to broadcast the received transaction data in the blockchain system for another node 

device to receive the transaction data. After the representative node device in the blockchain system 

receives the transaction data, the representative node device generates a block based on the 

transaction data, so that representative node devices may perform a consensus on the block. After 

the representative node devices reach a consensus on the block, the representative node device 

broadcasts the block in the blockchain system. After receiving the block broadcast by the 

representative node device, a nonrepresentative node device verifies the block and stores the 

verified block on the target blockchain configured by the nonrepresentative node device. 

[0030] The consensus recited in the embodiments of this application is that a plurality of 

node devices in the blockchain system verifies the data respectively. When the data is verified by 
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any node device, the node device broadcasts a verification success message in the blockchain 

system. When the verification success message received by any node device conforms to a preset 

consensus strategy, it is determined that a consensus is reached on the data. 

[0031] Description is made with reference to an example in which the consensus is 

performed by representative node devices in the blockchain system. The consensus may be 

achieved by using a proof of work (POW) mechanism. The process is described as follows. The 

representative node device in the blockchain system generates a block. The representative node 

device calculates a hash value of a block header of the generated block to determine whether the 

hash value is less than a current target value. If the hash value is greater than the target value, the 

representative node device modifies a random number in the generated block and recalculates a 

hash value. If the hash value calculated by the representative node device is less than the target 

value, the representative node device transmits the block to other representative node devices 

according to the IP addresses of the other representative node devices. After receiving the block, the 

other representative node devices verify the block. When most of the other representative node 

devices agree on the validity of the block, the consensus is reached. 

[0032] The process in which the representative node devices use each other's IP addresses to 

transmit blocks to each other is direct communication. 

[0033] By the system provided in the embodiments of the application, all node devices in a 

blockchain system do not need to generate blocks, and most of the node devices in the blockchain 

system do not need to reach a consensus on a generated block and then verify whether transaction 

data can be stored. Transaction data can be recorded in the blockchain system merely after a 

representative node device generates a block and a consensus block and a nonrepresentative node 

device completes verification. Therefore, the working efficiency of the blockchain system is 

improved, and the representative node devices in the blockchain system may use direct 

communication to reach a consensus on a block, further improving the working efficiency of the 

representative node device, thereby further improving the working efficiency of the blockchain 

system. 

[0034] Next, a process of generating an IP address obtaining request by a representative 

node device in the blockchain system is described below with reference to a specific embodiment. 

[0035] FIG. 2 is a flowchart of a method for electing a representative node device according 

to an embodiment of this application. Referring to FIG. 2, a flow of the method provided in this 

embodiment of this application includes the following steps. 
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[0036] S201. A first node device transmits IP address information of the first node device to 

a target server. 

[0037] The first node device in a blockchain system is any node device in the blockchain 

system. The IP address information may include an IP address and a public key. The target server 

may use the public key to select the IP address of the representative node device. 

[0038] In an embodiment of this application, for example, the first node device is a node 

device in a candidate state. The node device in the candidate state is a node device that is a 

candidate for a representative node device. The node device in the candidate state may be a node 

device with certain qualification. For example, the qualification is that the performance meets a 

preset performance requirement or the credit meets a preset credit requirement. 

[0039] Corresponding representative node devices in the first election process in the 

blockchain system are initial representative node devices set by the blockchain system during 

initialization. Corresponding representative node devices in each subsequent election process are 

representative node devices elected last time. 

[0040] S202. The target server receives the IP address information transmitted by at least 

one node device. 

[0041] In this embodiment, the at least one node device may be at least one node device in a 

candidate state. The target server receives a plurality of pieces of IP address information, so that the 

target server may select the IP addresses of the representative node devices based on the plurality of 

pieces of IP address information. 

[0042] Certainly, the at least one node device may further include a node device that is not 

in a candidate state, which is not limited in this embodiment of the present application. 

[0043] S203. The first node device receives vote transaction data of users. 

[0044] In this embodiment, the vote transaction data is data that the users use user 

equipment to vote for at least one node device in the candidate state in the blockchain system. 

[0045] S204. The first node device broadcasts the vote transaction data in a blockchain 

system. 

[0046] By the broadcasting, all the node devices in the blockchain system can receive the 

vote transaction data. In this embodiment of this application, the first node device may directly 

receive the vote transaction data generated by a user logging in to the first node device to vote, 

while in some embodiments, the first node device may directly receive the vote transaction data 
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broadcast by another node device after a user logs in to the another node device to vote, which is 

not specifically limited in this embodiment of this application. 

[0047] S205. Second node devices receive the vote transaction data. 

[0048] The second node device is a node device other than the first node device in the 

blockchain system. It should be noted that "first", "second", and other attributes mentioned in the 

embodiments of this application are not used to distinguish between the functions of the node 

devices, but are only used to distinguish between different node devices. 

[0049] S206. When a plurality of node devices in the blockchain system reaches a 

consensus on the vote transaction data, the plurality of node devices in the blockchain system store 

the vote transaction data in a target blockchain of the blockchain system. 

[0050] In an embodiment of this application, when a plurality of node devices reaches a 

consensus on the vote transaction data, it may be that a plurality of representative node devices in 

the blockchain system reaches a consensus on the vote transaction data. For a blockchain system 

that holds an election for the first time, the foregoing initial representative node device may be used 

as a node participating in the consensus process. Subsequently, after a plurality of representative 

node devices is elected, the plurality of elected representative node devices may be switched to an 

operation state of representative node device to participate in the consensus and block generation 

process of the entire blockchain system, while the node device that is not elected as a representative 

node device operates in a state of nonrepresentative node device and does not participate in the 

consensus and block generation process of the entire blockchain system. 

[0051] S207. When the quantity of generated blocks reaches a preset quantity, the first node 

device determines a plurality of first blocks from blocks of the target blockchain. The plurality of 

first blocks is configured to store the vote transaction data of the node devices. 

[0052] In step S207, the first node device may query for blocks of the target blockchain 

based on a vote transaction type, to obtain a block storing the vote transaction type as the first 

block. 

[0053] In an embodiment of this application, a plurality of elections may be held during the 

operation of the entire blockchain system to avoid system operation problems caused by 

occurrences of failure in a representative node device, so as to ensure the stable operation of the 

blockchain system based on the representative node device, where for example, the system 

operation problem may be that the representative node device runs abnormally or has credit 

problems. 



 

 10  

[0054] The generated block is a block generated after the last election. An election is held 

only when the generated block reaches the first preset quantity, to ensure a switching time of the 

representative node devices, that is, how often the representative node devices are switched, thereby 

protecting the normal operation of the entire blockchain system from influence of frequent 

switching of representative node devices. 

[0055] It can be understood that the generated blocks include not only blocks generated 

based on the vote transaction data but also blocks generated based on other transaction data. 

Certainly, the blocks may further include blocks generated based on the vote transaction data and 

other transaction data, which is not detailed in this embodiment of this application herein. 

[0056] It should be noted that all the node devices in the blockchain system may perform 

the process of step S207, which is not detailed herein in this embodiment of this application. 

[0057] S208. The first node device determines, according to the vote transaction data stored 

in the plurality of first blocks, quantities of votes for the node devices in the blockchain system. 

[0058] The vote transaction data includes a transaction type, a list of the node devices that 

receive votes, and a private key signature of a voting user. Therefore, a quantity of votes that a node 

device receives may be counted for the vote transaction data stored in each first block. 

[0059] In an embodiment of this application, a voting pattern in the blockchain system may 

be an incremental voting pattern. In the incremental voting pattern, the node device that receives 

votes is indicated in a vote transaction and history voting results are retained. For example, if a user 

has voted for node devices A, B, and C and an object in a current voting process is a node device D, 

the user may vote directly for the node device D in the current voting process. A list of node devices 

that receive votes in the vote transaction data of the node device D shall carry a device public key of 

the node device D. In other words, the user has voted for the four node devices A, B, C and D 

through a plurality rounds of votes. 

[0060] Based on the foregoing incremental voting pattern, the votes for the node device that 

receives the votes may be withdrawn. For example, if a user has voted for node devices A, B, and C 

and wants to withdraw the vote for node device C, the user may directly indicate the withdrawal of 

the vote for the node device C in the vote transaction data in a next vote. 

[0061] It should be noted that other patterns may be used in voting and a process of 

counting votes, which is not specifically limited in this application. 



 

 11  

[0062] The foregoing steps S207 and S208 are actually an example of how to obtain the 

vote transaction data corresponding to the node devices in a candidate state, and other methods may 

be used in the process, which is not specifically limited in this application. 

[0063] S209. The first node device determines an election result in descending order of the 

quantities of votes. The election result includes public keys of a second preset quantity of 

representative node devices elected by the blockchain system in a current election process and the 

quantities of votes for the representative node devices. 

[0064] The second preset quantity may be consistent with the quantity of representative 

node devices that are currently working. In other words, by setting the second preset quantity, it can 

be ensured that the representative node devices that are currently working can all be replaced by the 

elected representative node devices. Certainly, the second preset quantity may be changed. For 

example, the second preset quantity may be changed according to a change of the quantity of node 

devices in the blockchain system. When the quantity of node devices increases, the second preset 

quantity may be increased. 

[0065] It should be noted that the first node device may determine, according to an election 

result determined by the first node device itself, whether the first node device itself is a newly 

elected representative node device elected this time. In other words, any node device in the 

blockchain system may determine, according to an election result counted by the node device itself, 

whether the node device itself is a newly elected representative node device elected this  time, and 

the identities of other newly elected representative node devices elected this time. 

[0066] The foregoing steps S207 to S209 are an implementation of the process that the first 

node device determines, according to the quantities of votes for the plurality of node devices, a 

plurality of representative node devices in the blockchain system, that is, the process of 

determining, according to the vote transaction data stored in the plurality of first blocks, the second 

preset quantity of representative node devices in the blockchain system. 

[0067] It should be noted that the foregoing election process is merely an example. In some 

embodiments, other election methods may be used to elect the representative node devices in the 

blockchain system, which is not limited in this embodiment of this application. 

[0068] S210. A newly elected representative node device transmits an IP address obtaining 

request to the target server. 
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[0069] The IP address obtaining request carries a public key of the node device, so that the 

target server may determine whether the node device transmitting the IP address obtaining request 

is a newly elected representative node device elected this time. 

[0070] It should be noted that before the newly elected representative node device transmits 

the IP address obtaining request to the target server, the node device needs to determine, according 

to an election result determined by the node device, whether the node device itself is a newly 

elected representative node device. If yes, the newly elected representative node device transmits 

the IP address obtaining request to the target server. 

[0071] S211. When the current election process ends, the target server transmits a query 

request to the blockchain system, the query request being used for querying for an election result of 

the current election process.  

[0072] When transmitting the query request to the blockchain system, the target server may 

transmit the query request to any node device in the blockchain system, transmit the query request 

to a specific node device in the blockchain system, or directly transmit the query request to the 

blockchain system, which is not specifically limited in this application. 

[0073] S212. Transmit, when any node device in the blockchain system receives the query 

request, the election result of the current election process to the target server. 

[0074] S213. When receiving the election result and determining that the first node device is 

a representative node device elected in the current election process, the target server transmits an IP 

address list to the first node device. The IP address list includes IP address information of the 

representative node devices elected in the current election process. 

[0075] The election result includes public keys of a plurality of representative node devices. 

Therefore, when receiving the election result, the target server may determine, according to the 

public keys of the plurality of representative node devices and the public key of the first node 

device, whether the first node device is a representative node device elected in the current election 

process. If yes, the IP address information of the representative node devices is selected from the 

received IP address list according to the public keys of the plurality of representative node devices, 

and an IP address list is generated based on the IP address information of the representative node 

devices. It should be noted that only when determining that the first node device is a newly elected 

node device elected this time, the target server transmits the IP address list to the first node device. 

If the target server determines that the first node device is not a newly elected node device elected 



 

 13  

this time, the target server disregards the IP address obtaining request transmitted by the first node 

device. 

[0076] Certainly, the foregoing process is described by using an example that the process of 

selecting an IP address is implemented after it is determined that a node device is a representative 

node device. In some embodiments, the target server may synchronously perform the determination 

of the first node device and the selection of the IP address after receiving the election result, and 

then determine, based on a determination result, whether to transmit the generated IP address list to 

the first node device. 

[0077] It should be noted that the foregoing process is described by using an example that 

the target server queries for representative node devices when receiving the IP address obtaining 

request. In some embodiments, the query process does not need to be triggered by the IP address 

obtaining request, rather, the target server may automatically perform, in a case that the election of 

the blockchain system ends, query and generate an IP address list based on the query result, to 

reduce the time consumption of real-time query and real-time generation. The specific time of query 

is not limited in this embodiment of this application. 

[0078] In some embodiments, the newly elected representative node device may actively 

transmit the IP address list to the newly elected representative node devices after the target server 

receives the election result, without transmitting the IP address obtaining request to the target 

server, so as to reduce signaling interaction. 

[0079] S214. After receiving the IP address list, switch the newly elected representative 

node device to a representative state to operate. 

[0080] In the method provided in this embodiment of this application, the target server may 

manage the IP addresses of all candidate node devices. When the election succeeds, the IP address 

list including the IP addresses of all the newly elected representative node devices is transmitted 

only to the newly elected representative node devices, so that the IP addresses of these 

representative node devices can only be known by the newly elected representative node devices 

elected this time, thereby reducing the probability of exposure of the IP addresses of the 

representative node devices and ensuring the security of the representative node devices. 

[0081] Furthermore, in the election process, different vote counting methods can be selected 

to elect representative node devices for the blockchain system, to provide more flexible election 

methods. When the first preset quantity of blocks are generated after an interval, quantities of votes 

for the node devices in the blockchain system are counted and are sorted in descending order, and 
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the representative node devices are then elected. By using this method, the switching time of 

representative node devices may further be controlled, so as to avoid abnormal operation of the 

blockchain system due to frequent switching of representative node devices. A plurality of elections 

are held in the blockchain system, which can prevent some representative node devices that cannot 

work normally from being replaced, so as to maintain the normal operation of the blockchain 

system. In the process of implementing a consensus, the representative node devices in the 

blockchain system directly communicate with each other by using each other's IP addresses, thereby 

further improving the working efficiency of the blockchain system. 

[0082] In the foregoing embodiments, a method for electing a representative node device 

that reduces the probability of exposure of the IP addresses of representative node devices is 

provided, and the probability of exposure of the IP addresses of representative node devices may be 

reduced by using another method for electing a representative node device, which is described 

hereinafter with reference to  a specific embodiment. 

[0083] FIG. 3 is a flowchart of a method for electing a representative node device according 

to an embodiment of this application. Referring to FIG. 3, a flow of the method provided in this 

embodiment of this application includes the following steps. 

[0084] S301. A first node device receives vote transaction data of users. 

[0085] In an embodiment of this application, for example, users use user equipment to 

initiate a vote transaction to a first node device. A blockchain system performs initialization and 

determines initial representative node devices. The initial representative node devices are node 

devices configured to perform a block generation and a block consensus in the blockchain system 

before an election is held. In the initialization stage, public keys of the initial representative node 

devices may be stored in a genesis block of the blockchain, so that each node device in the 

blockchain system knows the public keys of the initial representative node devices. 

[0086] In addition, it is configured that each initial representative node device knows IP 

address information of all the initial representative node devices, while any node device which is 

not an initial representative node device in the blockchain system does not know the IP address 

information of the initial representative node devices. 

[0087] S302. The first node device broadcasts the vote transaction data in a blockchain 

system. 

[0088] The vote transaction data is data that users vote on at least one first node device of 

the blockchain system. 



 

 15  

[0089] S303. Second node devices receive the vote transaction data. 

[0090] S304. When a plurality of node devices in the blockchain system reaches a 

consensus on the vote transaction data, the plurality of node devices in the blockchain system stores 

the vote transaction data in a target blockchain of the blockchain system. 

[0091] In an embodiment of this application, when a plurality of node devices reaches a 

consensus on the vote transaction data, it may be that a plurality of representative node devices in 

the blockchain system reaches a consensus on the vote transaction data. For a blockchain system 

that holds an election for the first time, the foregoing initial representative node device may be used 

as a node participating in the consensus process. Subsequently, after a plurality of representative 

node devices is elected, the plurality of elected representative node devices may be switched to an 

operation state of representative node device to participate in the consensus and block generation 

process of the entire blockchain system, while the node device that is not elected as a representative 

node device operates in a state of nonrepresentative node device and does not participate in the 

consensus and block generation process of the entire blockchain system. 

[0092] S305. When the quantity of generated blocks reaches a first preset quantity, the first 

node device determines a plurality of first blocks from blocks of the target blockchain. The plurality 

of first blocks is configured to store the vote transaction data of the node devices. 

[0093] It should be noted that all the node devices in the blockchain system perform the 

process of step S305. 

[0094] S306. The first node device determines, according to the vote transaction data stored 

in the plurality of first blocks, quantities of votes for the node devices in the blockchain system. 

[0095] The voting pattern in the blockchain system may be a full vote pattern. In the full 

vote pattern, node devices that receive votes need to be indicated in each transaction, and the last 

vote is invalid. For example, a user has voted for node devices A and B. Objects in a next vote 

process are node devices C and D. In the next vote by the user, it needs to be indicated that the user 

votes for node devices C and D, and the votes for the node devices A and B in the last vote need to 

be directly overridden. 

[0096] It should be noted that other patterns may be used in a vote process and a process of 

counting the vote, which is not specifically limited in this application. 

[0097] The foregoing steps S305 and S306 are actually an example of how to obtain the 

vote transaction data corresponding to the node devices in a candidate state, and other methods may 

be used in the process, which is not specifically limited in this application. 
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[0098] S307. The first node device determines an election result in descending order of the 

quantities of votes. The election result includes public keys of a second preset quantity of 

representative node devices in the blockchain system and the quantities of votes for the 

representative node devices. 

[0099] The second preset quantity may be consistent with the quantity of representative 

node devices that are currently working. In other words, by setting the second preset quantity, it can 

be ensured that the representative node devices that are currently working can all be replaced by the 

elected representative node devices. Certainly, the second preset quantity may be changed. For 

example, the second preset quantity may be changed according to a change of the quantity of node 

devices in the blockchain system. When the quantity of node devices increases, the second preset 

quantity may be increased. 

[0100] It should be noted that the first node device may determine, according to an election 

result determined by the first node device itself, whether the first node device itself is a newly 

elected representative node device elected this time. In other words, any node device in the 

blockchain system may determine, according to an election result determined by the node device 

itself, whether the node device itself is a newly elected representative node device elected this time, 

and the identities of other newly elected representative node devices elected this time. 

[0101] Therefore, the process of determining an election result in step S307 is a process of 

determining the identity of the first node device and the identities of the representative node devices 

elected in the current election process. 

[0102] The foregoing steps S305 to S307 are an implementation of the process that the first 

node device determines, according to the quantities of votes for the plurality of node devices, a 

plurality of representative node devices in the blockchain system, that is, the process of 

determining, according to the vote transaction data stored in the plurality of first blocks, the second 

preset quantity of representative node devices in the blockchain system. 

[0103] S308. A newly elected representative node device broadcasts a third preset quantity 

of ciphertexts in the blockchain system. 

[0104] Thus, in the current election process, all other newly elected representative node 

devices can receive the ciphertext and decrypt the ciphertext. 

[0105] The third preset quantity is such set that other newly elected representative node 

devices in the current election process can all receive ciphertexts that the representative node 
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devices can decrypt. The third preset quantity may be one less than the quantity of representative 

node devices that are currently working in the blockchain system. 

[0106] A process of generating the ciphertext of the third preset quantity of is as follows. 

First, the IP address information of the newly elected representative node device is duplicated into 

the third preset quantity of pieces of IP address information. Next, public keys of representative 

node devices elected in the current election process are used to respectively encrypt the third preset 

quantity of pieces of IP address information. Finally, the third preset quantity of ciphertexts is 

obtained. In an embodiment, private keys of newly elected representative node devices are used to 

encrypt original IP address information of the newly elected representative node devices, to obtain 

the IP address information of the newly elected representative node devices. 

[0107] When the ciphertext is broadcast in the blockchain system by the newly elected 

representative node device, it can be ensured that only the newly elected representative node device 

can decrypt the ciphertext, thereby reducing the probability of exposure of the IP address 

information of the representative node devices, and ensuring the security of the representative node 

devices in the blockchain system. 

[0108] It should be noted that the node devices in the blockchain system may form a P2P 

network, and the node devices communicate with each other in the form of broadcast. To improve 

the efficiency of communication between the representative node devices, the representative node 

devices may further communicate with each other by using each other's IP addresses. For this 

embodiment of this application, the newly elected representative node devices do not know each 

other's IP addresses at present. A newly elected representative node device may broadcast a 

ciphertext in the P2P network, so that other newly elected representative node devices may receive 

the ciphertext and obtain the IP addresses of the newly elected representative node devices through 

decryption. In this way, during working, the newly elected representative node devices may directly 

communicate with each other by using each other's IP addresses, so as to improve the working 

efficiency of the representative node devices while it is ensured that the IP addresses are hidden 

from devices other than the representative node devices. 

[0109] S309. Another newly elected representative node device receives and decrypts the 

ciphertext. 

[0110] In the decryption, the newly elected representative node device may decrypt, based 

on the private key of the representative node device itself, the ciphertext encrypted by using the 

public key of the representative node device itself. 
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[0111] S310. Switch, after preset duration, the newly elected representative node device to a 

representative state to operate. 

[0112] The preset duration is set to ensure a sufficient time for all the elected representative 

node devices in the current election process to receive the ciphertext transmitted by other newly 

elected representative node devices and decrypt the ciphertexts. In this way, it can be ensured that 

all the newly elected representative node devices can obtain the IP address information of other new 

representative node devices. 

[0113] In the method provided in this embodiment of this application, the newly elected 

representative node devices may broadcast encrypted IP addresses in the blockchain system. The 

encryption on the IP addresses may be performed by using the public keys of the representative 

node devices elected in the current election process, so that the encrypted IP addresses can only be 

decrypted by the newly elected representative node devices. In other words, only the representative 

node devices elected in the current election process can know the IP addresses, thereby reducing the 

probability of exposure of the IP addresses of the representative node devices, and ensuring the 

security of the representative node devices. 

[0114] Further, the elected representative node devices may, in place of all the node devices 

in the blockchain system, generate blocks, and may further complete a consensus on a new block, 

thereby improving the working efficiency of the blockchain system. In addition, in the process of 

performing a consensus, the representative node devices in the blockchain system directly 

communicate with each other by using each other's IP addresses, thereby further improving the 

working efficiency of the blockchain system. 

[0115] FIG. 4 is a schematic structural diagram of an apparatus for electing a representative 

node device according to an embodiment of this application, which, as shown in FIG. 4, includes a 

first receiving module 401, a second receiving module 402, and a transmission module 403. 

[0116] The first receiving module 401 is connected to the second receiving module 402, and 

is configured to receive IP address information of at least one node device in a blockchain system. 

[0117] The second receiving module 402 is connected to the transmission module 403, and 

is configured to receive an IP address obtaining request from a first node device, the IP address 

obtaining request being used for requesting IP address information of a representative node device. 

[0118] The transmission module 403 is configured to: transmit, in a case that the first node 

device is a representative node device elected in a current election process, an IP address list to the 
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first node device, the IP address list including IP address information of representative node devices 

elected in the current election process; and 

disregard the IP address obtaining request in a case that the first node device is not a 

representative node device elected in the current election process. 

[0119] In an embodiment, the apparatus further includes: 

a query module, configured to transmit, after the current election process ends, a 

query request to the blockchain system, the query request being used for querying for representative 

node devices elected in the current election process; and 

a third receiving module, configured to receive public keys of the representative 

node devices. 

[0120] In an embodiment, the apparatus further includes: 

a generation module, configured to: select, according to the public keys of the 

representative node devices, IP address information of the representative node devices from the 

received IP address information, and generate the IP address list based on the IP address 

information of the representative node devices. 

[0121] The apparatus provided in this embodiment of this application may store IP 

addresses of the node devices in the blockchain system, and query, based on the IP address 

obtaining request of the first node device in the block system, for representative node devices 

elected in a current election process in the blockchain system. If the first node device is a new 

representative node device, the IP address information of all the newly elected representative node 

devices is transmitted to the first node device, otherwise, the apparatus does not respond. It can be 

seen that the IP addresses of the newly elected representative node devices are only exposed to all 

the newly elected representative node devices, thereby reducing the probability of exposure of the 

representative node device in the blockchain system, ensuring the security of the new representative 

node devices, and maintaining the normal operation of the blockchain system. 

[0122] FIG. 5 is a schematic structural diagram of an apparatus for electing a representative 

node device according to an embodiment of this application, which as shown in FIG. 5 includes a 

first transmission module 501, a second transmission module 502, a receiving module 503, and a 

switching module 504. 

[0123] The first transmission module 501 is connected to the second transmission module 

502, and is configured to transmit, in a case that a node device is in a candidate state, IP address 

information of the node device to a target server. 
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[0124] The second transmission module 502 is connected to the receiving module 503, and 

is configured to transmit, in a case that the node device is elected as a representative node device in 

a current election process, an IP address obtaining request to the target server, the IP address 

obtaining request carrying a public key of the node device. 

[0125] The receiving module 503 is connected to the switching module 504, and is 

configured to receive an IP address list returned by the target server, the IP address list including IP 

address information of representative node devices elected in the current election process. 

[0126] The switching module 504 is configured to switch the node device to a 

representative state to operate. 

[0127] The apparatus provided in this embodiment may be considered as a candidate node 

device for a representative node device in the blockchain system. The IP address of the node device 

may be stored in the target server in advance. Once elected as a representative node device, the 

node device may transmit the IP address obtaining request to the target server, and then receive the 

IP address information of the representative node devices elected in a current election process. 

Thus, it is ensured that the newly elected representative node devices can obtain the IP address 

information of the representative node devices elected in the current election process, so that the IP 

address information of the newly elected representative node devices can be known by the newly 

elected representative node devices. During the consensus, the representative node devices in the 

blockchain system may directly communicate with each other based on each other's IP addresses, 

thereby improving the working efficiency of the representative node devices and further improving 

the working efficiency of the blockchain system. 

[0128] An embodiment of this application provides an apparatus for electing a 

representative node device. The apparatus includes a duplication module, an encryption module, a 

broadcast module, and a switching module. The duplication module is configured to duplicate, in a 

case that a node device is elected as a representative node device in a current election process, the 

IP address information of the node device into a preset quantity of pieces of IP address information. 

The encryption module is configured to encrypt the preset quantity of pieces of IP address 

information respectively by using public keys of representative node devices elected in the current 

election process, to obtain a preset quantity of ciphertexts. The broadcast module is configured to 

broadcast the preset quantity of ciphertexts. The switching module is configured to switch, after 

preset duration, the node device to a representative state to operate. 

[0129] The encryption module is further configured to encrypt, before the duplication 

module duplicates the IP address information of the node device into the preset quantity of pieces of 
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IP address information, original IP address information of the node device by using a private key of 

the node device, to obtain the IP address information of the node device. 

[0130] The apparatus for electing a representative node device provided in this embodiment 

of this application further includes a voting module. The voting module is configured to take a vote 

on at least one node device in the blockchain system before the node device is a representative node 

device elected in a current election process, the vote being a vote taken to elect a representative 

node device in the blockchain system. 

[0131] The apparatus for electing a representative node device provided in this embodiment 

of this application further includes a determination module. The determination module is configured 

to determine, according to the quantity of votes for the at least one node device after the vote is 

taken on the at least one node device in the blockchain system, a preset quantity of representative 

node devices in the blockchain system. 

[0132] An optional embodiment of this application may be formed by using any 

combination of all the foregoing optional technical solutions, and details are not described herein. 

[0133] It should be noted that for the apparatus for electing a representative node device 

provided in the foregoing embodiments, division of the foregoing functional modules is merely an 

example for description. In an actual application, the foregoing functions may be assigned to and 

completed by different modules as needed, that is, the internal structure of the apparatus is divided 

into different functional modules to implement all or some of the functions described above. In 

addition, the method for electing the representative node device provided in the foregoing 

embodiments has the same concept as the method embodiments. For a specific implementation 

process of the apparatus, reference may be made to the method embodiments, and details are not 

described herein again. 

[0134] FIG. 6 is a schematic structural diagram of a computer device according to an 

embodiment of this application. The computer device may be a server 600. The server 600 may 

vary greatly due to different configuration or performance, and may include one or more central 

processing units (CPU) or processors 601, and one or more memories 602. The memory 602 stores 

computer-readable instructions that are loaded and executed by the processor 601 to implement the 

method provided in the above embodiments. Certainly, the server may further include components 

such as a wired or wireless network interface, a keyboard, and an input/output (I/O) interface, for 

inputting and outputting. The server may further include another component configured to 

implement a device function, which is not detailed herein. 
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[0135] In an exemplary embodiment, a computer storage medium, for example, a memory 

including instructions, is further provided. The instructions may be executed by a processor in a 

terminal to implement the method for electing a representative node device in the above 

embodiments. For example, the computer storage medium may be a read-only memory (ROM), a 

random access memory (RAM), a compact disc ROM (CD-ROM), a magnetic tape, a floppy disk, 

an optical data storage device, or the like. 

[0136] A person of ordinary skill in the art may understand that all or part of the steps of the 

above embodiments may be implemented by a program instructing related hardware. The program 

may be stored in a computer storage medium. The storage medium mentioned above may be a 

ROM, a magnetic disk, an optical disk, and so on. 

[0137] The foregoing descriptions are merely preferred embodiments of this application, but 

are not intended to limit this application. Any modification, equivalent replacement, or 

improvement made within the spirit and principle of this application shall fall within the protection 

scope of this application. 

  



 

 23  

CLAIMS 

What is claimed is: 

1. A method for electing a representative node device, performed by a target server, the 

method comprising: 

receiving internet protocol (IP) address information of at least one node device in a blockchain 

system, the node device comprising a first node device, the first node device being a node device 

that is a candidate for a representative node device; 

receiving an IP address obtaining request from the first node device, the IP address obtaining 

request being used for requesting IP address information of a representative node device; and 

transmitting, in a case that the first node device is a representative node device elected in a 

current election process, an IP address list to the first node device, the IP address list comprising IP 

address information of representative node devices elected in the current election process; and 

disregarding the IP address obtaining request in a case that the first node device is not a 

representative node device elected in the current election process. 

2. The method according to claim 1, wherein after or before the receiving an IP address 

obtaining request from the first node device, the method further comprises: 

transmitting, in a case that the current election process ends, a query request to the blockchain 

system, the query request being used for querying for representative node devices elected in the 

current election process; and 

receiving public keys of the representative node devices. 

3. The method according to claim 2, further comprising: 

selecting, according to the public keys of the representative node devices, IP address 

information of the representative node devices from the received IP address information, and 

generating the IP address list based on the IP address information of the representative node 

devices. 

4. A method for electing a representative node device, performed by any node device in a 

blockchain system, the method comprising: 

transmitting, in a case that the node device is in a candidate state, internet protocol (IP) address 

information of the node device to a target server; 

transmitting, in a case that the node device is elected as a representative node device in a 



 

 24  

current election process, an IP address obtaining request to the target server, the IP address 

obtaining request carrying a public key of the node device; 

receiving an IP address list that is returned by the target server and is selected from received IP 

address information according to the public key, the IP address list comprising IP address 

information of representative node devices elected in the current election process; and 

switching the node device to a representative state to operate. 

5. A method for electing a representative node device, performed by any node device in a 

blockchain system, the method comprising: 

duplicating, in a case that the node device is elected as a representative node device in a 

current election process, internet protocol (IP) address information of the node device into a preset 

quantity of pieces of IP address information; 

encrypting the preset quantity of pieces of IP address information respectively by using public 

keys of representative node devices elected in the current election process, to obtain a preset 

quantity of ciphertexts; 

broadcasting the preset quantity of ciphertexts; and 

switching, after preset duration, the node device to a representative state to operate. 

6. The method according to claim 5, wherein before the duplicating IP address information of 

the node device into a preset quantity of pieces of IP address information, the method further 

comprises: 

encrypting original IP address information of the node device by using a private key of the 

node device, to obtain the IP address information of the node device. 

7. The method according to claim 5, wherein before the duplicating IP address information of 

the node device into a preset quantity of pieces of IP address information, the method further 

comprises: 

taking a vote on at least one node device in a blockchain system, the vote being a vote taken to 

elect a representative node device in the blockchain system; and 

determining, according to the quantity of votes for the at least one node device determined by 

the vote, a preset quantity of representative node devices in the blockchain system. 

8. An apparatus for electing a representative node device, comprising: 

a first receiving module, configured to receive internet protocol (IP) address information of at 
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least one node device in a blockchain system, the node device comprising a first node device, the 

first node device being a node device that is a candidate for a representative node device; 

a second receiving module, configured to receive an IP address obtaining request from the first 

node device, the IP address obtaining request being used for requesting IP address information of a 

representative node device; and 

a transmission module, configured to: transmit, in a case that the first node device is a 

representative node device elected in a current election process, an IP address list to the first node 

device, the IP address list comprising IP address information of representative node devices elected 

in the current election process, and disregard the IP address obtaining request in a case that the first 

node device is not a representative node device elected in the current election process. 

9. The apparatus according to claim 8, further comprising: 

a query module, configured to transmit, in a case that the current election process ends, a query 

request to the blockchain system, the query request being used for querying for representative node 

devices elected in the current election process; and 

a third receiving module, configured to receive public keys of the representative node devices. 

10. The apparatus according to claim 9, further comprising: 

a generation module, configured to: select, according to the public keys of the representative 

node devices, IP address information of the representative node devices from the received IP 

address information, and generate the IP address list based on the IP address information of the 

representative node devices. 

11. An apparatus for electing a representative node device, comprising: 

a first transmission module, configured to transmit, in a case that a node device is in a 

candidate state, internet protocol (IP) address information of the node device to a target server; 

a second transmission module, configured to transmit, in a case that the node device is elected 

as a representative node device in a current election process, an IP address obtaining request to the 

target server, the IP address obtaining request carrying a public key of the node device; 

a receiving module, configured to receive an IP address list that is returned by the target server 

and is selected from received IP address information according to the public key, the IP address list 

comprising IP address information of representative node devices elected in the current election 

process; and 

a switching module, configured to switch the node device to a representative state to operate. 
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12. An apparatus for electing a representative node device, comprising: 

a duplication module, configured to duplicate, in a case that a node device is elected as a 

representative node device in a current election process, internet protocol (IP) address information 

of the node device into a preset quantity of pieces of IP address information; 

an encryption module, configured to encrypt the preset quantity of pieces of IP address 

information respectively by using public keys of representative node devices elected in the current 

election process, to obtain a preset quantity of ciphertexts; 

a broadcast module, configured to broadcast the preset quantity of ciphertexts; and 

a switching module, configured to switch, after preset duration, the node device to a 

representative state to operate. 

13. The apparatus according to claim 12, wherein the encryption module is further configured 

to encrypt original IP address information of the node device by using a private key of the node 

device, to obtain the IP address information of the node device. 

14. The apparatus according to claim 12, further comprising: 

a voting module, configured to take a vote on at least one node device in a blockchain system, 

the vote being a vote taken to elect a representative node device in the blockchain system; and 

a determination module, configured to determine, according to the quantity of votes for the at 

least one node device determined by the vote, a preset quantity of representative node devices in the 

blockchain system. 

15. A computer device, comprising a processor and a memory, the memory storing a 

computer-readable instruction, the computer-readable instruction, when executed by the processor, 

causing the processor to perform the steps of the method according to any one of claims 1 to 3. 

16. A computer device, comprising a processor and a memory, the memory storing a 

computer-readable instruction, the computer-readable instruction, when executed by the processor, 

causing the processor to perform the steps of the method according to claim 4. 

17. A computer device, comprising a processor and a memory, the memory storing a 

computer-readable instruction, the computer-readable instruction, when executed by the processor, 

causing the processor to perform the steps of the method according to any one of claims 5 to 7. 

18. A non-volatile computer-readable storage medium, storing a computer-readable 

instruction, the computer-readable instruction, when executed by one or more processors, causing 

the one or more processors to perform the steps of the method according to any one of claims 1 to 3. 
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19. A non-volatile computer-readable storage medium, storing a computer-readable 

instruction, the computer-readable instruction, when executed by one or more processors, causing 

the one or more processors to perform the steps of the method according to claim 4. 

20. A non-volatile computer-readable storage medium, storing a computer-readable 

instruction, the computer-readable instruction, when executed by one or more processors, causing 

the one or more processors to perform the steps of the method according to any one of claims 5 to 7. 

  


