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15 "Method and System for providing a session in a heterogeneous environment" 

20 TECHNICAL FIELD 

The present invention relates generally to system and method of providing an 

external device with a session in a distributed computerized environment, wherein the 

session requires establishing conversations between the external device and the 

system operating in a client/server mode. More particularly, the invention relates to 

25 methods and systems wherein possibly very heterogeneous conversations have to 

share a common session. 

BACKGROUND 

Many existing systems are configured to provide an external device with a 

30 session comprising various conversations between software applications of the system 

and the external device and wherein the external device and the system operate in a 

client/server mode. 

These 	existing 	solutions 	have 	turn 	out 	to 	be 	efficient 	for 	homogenous 

environments, 	i.e, 	environments wherein 	the software 	applications 	involved in 	a 

35 session use a common protocol. 
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However, 	with 	these 	existing 	systems 	it 	is 	particularly 	difficult 	to 	have 

conversations using different protocols while sharing a common context for the entire 

session. Most often, the context for a given session must be duplicated for each 

protocol used by the involved application servers. Such existing solutions consume 

5 processing and data storage capabilities. In particular existing systems do not provide 

efficient solutions to migrate gradually from 	applications using given 	protocols to 

applications using other protocols while sharing the same context. 

Additionally, independently of the protocols used by the conversations, when the 

10 external device operates in a server mode in regard to the system operating in a client 

mode, 	and when the system 	comprises a number of application 	servers, 	it is 

particularly complex to have all conversations sharing a common session. In existing 

solutions the system is provided with a dedicated application server configured to 

merge the queries from the system into the same outbound conversation with the 

15 external device. However, these dedicated application servers undergo an important 

load which decreases the throughput of these existing systems or renders them poorly 

reliable or complex. 

Therefore, a general objective of the present invention is to solve or to limit at 

20 least one of the above mentioned shortcomings of the existing solutions. 

More particularly, an objective of the present invention is to describe a solution 

wherein an external device is provided with a unified view of a session comprising 

heterogeneous conversations that must share a common context. 

25 

SUMMARY 

The foregoing and other objectives are overcome, and other advantages are 

realized, in accordance with the embodiments of this invention. 

30 

The present invention discloses a method of providing an external device with a 

session, wherein the session requires establishing conversations between the external 

device and application servers of a system. The external device and the system 

operate in a client/server mode, the system operating in one mode among the client 

35 mode and the server mode, the external device operating in the other mode among the 

client mode and the server mode. 
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Each application server processes at least a software application, at least some 

of the application servers being arranged to store in data storage means at least a part 

of a context of the session, allowing thereby to distribute the context through various 

application servers linked to the session. 

5 The system is provided with at least a routing means configured to establish, for a 

given session, a conversation between the external device and one of the application 

servers. Establishing the conversation comprises the following steps performed at the 

routing means with at least one data processor: 

• receiving a call from one among the application server and the external 

10 device to reach the other among the application server and the external device; 

• determining if the call comprises a session identifier (ID), 

- 	If the call does not comprise a session ID, then opening a session for said 

conversation, 	creating a session 	ID that uniquely identifies said session, 

adding the session ID to the call, storing the session ID and routing the call to 

15 the other among the application server and the external device, establishing 

thereby the conversation; 

- 	If the call already comprises a session ID, then routing the call to the other 

among the application server and the external device and allowing said 

conversation to join an already opened session that is uniquely identified by 

20 said session 	ID, thereby establishing the conversation and enabling the 

conversation to share the context of an already opened session. 

Another aspect of the present invention relates to a non-transitory computer-

readable medium that contains software program instructions, where execution of the 

25 software program instructions by at least one data processor results in performance of 

operations that comprise execution of the method as in any one of the preceding 

features and steps. 

According to another aspect, the invention relates to a system comprising means 

30 configured to execute the method as in any one of the preceding features and steps. 

Another aspect of the present invention is a system for providing an external 

device with a session wherein the session requires establishing conversations between 

the external device and application servers comprised in the system, the system being 

35 configured to operate in a client/server mode with the external device. The system 

operates in one among the client mode and the server mode and the external device 
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operates in the other one among the client mode and the server mode. Each 

application 	server is 	arranged to 	process at least a 	software 	application. 	Each 

application server runs on a machine. At least some of the machines are provided with 

data storage means. At least some of the application servers are arranged to store in 

5 data storage means at least a part of a context of the session, allowing thereby 

distributing the context through various application servers linked to the session. 

The system comprises routing means comprising at least a data processor 

configured 	to 	establish 	the 	conversation 	between 	the 	external 	device 	and 	the 

application servers. The one or more routing means are configured to: 

10 • receive a call from one among the application server and the external device 

to reach the other among the application server and the external device; 

15 

• determine if the call comprises a session identifier (ID), 

- 	If the call does not comprise a session ID, then opening a session for said 

conversation, 	creating a session 	ID that uniquely identifies said session, 

adding the session ID to the call and storing the session ID, routing the call to 

the other among the application server and the external device, establishing 

thereby the conversation; 

- 	If the call already comprises a session ID, then routing the call to the other 

among the application server and the external device and allowing said 

20 conversation to join an already opened session that is uniquely identified by 

said session 	ID, thereby establishing the conversation and enabling the 

conversation to share the context of said already opened session. 

BRIEF DESCRIPTION OF THE DRAWINGS 

25 The foregoing and other aspects of the embodiments of this invention are made 

more evident in the following Detailed Description, when read in conjunction with the 

attached Drawing Figures, wherein: 

Figure 1 depicts an example of a system according to an embodiment of the 

30 invention 	wherein 	an 	external 	device 	is 	provided 	with 	a 	session 	comprising 

conversations using different protocols. 

Figure 2 depicts another example of system according to an embodiment of the 

invention system wherein an external device is provided with a session comprising 

35 conversations using different protocols. 
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Figure 3 shows an example of a system according to an embodiment of the 

invention wherein various application servers of the system share a common outbound 

conversation with an external device. 

5 Figure 4 depicts an example of a system according to an embodiment of the 

invention wherein an external device operates with the system in a client mode and 

wherein another application server operates with the system in a server mode while all 

conversations between the external devices and the system share a common context. 

10 Figure 5 shows an example of a system according to an embodiment of the 

invention wherein an external device inherits from a previous session security settings 

in view of using them for a subsequent session. 

DETAILED DESCRIPTION 

15 Some advantageous features and steps will be described below. Then some 

exemplary embodiments and use cases will be further detailed in regard with the 

drawings. 

The present invention discloses a method of providing an external device with a 

20 session, wherein the session requires establishing conversations between the external 

device and application servers of a system. The external device and the system 

operate in a client/server mode, the system operating in one mode among the client 

mode and the server mode, the external device operating in the other mode among the 

client mode and the server mode. 

25 Each application server processes at least a software application, at least some 

of the application servers being arranged to store in data storage means at least a part 

of a context of the session, allowing thereby to distribute the context through various 

application servers linked to the session. 

The system is provided with at least a routing means configured to establish, for a 

30 given session, a conversation between the external device and one of the application 

servers. Establishing the conversation comprises the following steps performed at the 

routing means with at least one data processor: 

• receiving a call from one among the application server and the external 

device to reach the other among the application server and the external device; 

35 • determining if the call comprises a session identifier (ID), 
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- 	If the call does not comprise a session ID, then opening a session for said 

conversation, 	creating a session 	ID that uniquely identifies said session, 

adding the session ID to the call, storing the session ID and routing the call to 

the other among the application server and the external device, establishing 

5 thereby the conversation; 

- 	If the call already comprises a session ID, then routing the call to the other 

among the application server and the external device and allowing said 

conversation to join an already opened session that is uniquely identified by 

said session 	ID, thereby establishing the conversation and enabling the 

10 conversation to share the context of an already opened session. 

Thus the invention enables a conversation to open and to uniquely identify a 

session and then to have another conversation that can join that session. These 

conversations can thus share the context of that session whatever is their protocol. The 

15 	external device can therefore be provided with a unified and consistent view of the 

session comprising the joined conversations. 

Providing the user with a unified view of the session means that the user does 

not notice that the various software applications are processed 	by various and 

20 	independent application servers. Thus, the number of software applications and the 

application servers involved in the session is transparent to the user. The user interacts 

with the system as if it is one unique application server and machine. 

Several transactions and conversations can share the same inbound session if 

25 	the system operates in a server mode with the external device, or can share the same 

outbound conversation if the system operates in a client mode with the external device. 

Additionally, 	although 	the 	external 	device 	is 	provided 	with 	a 	unified 	and 

consistent view of the session, additional application servers can be added to the 

30 	system with few or no impact on pending sessions, increasing thereby the processing 

capacity of the system. In addition, although the external device is provided with a 

unified and consistent view of the session, additional software applications can be 

integrated to the system with few or no impact on pending sessions, integrating thereby 

new services. 

35 
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Optionally, the method according to the invention may comprise any one of the 

additional but not limitative features and steps: 

Preferably, each application server processes one single software application. 

5 	Thus each application server is dedicated to one single software application. 

The conversation to be established has a first session ID and uses a first protocol 

and at least another conversation has the same session ID and uses a second 

protocol. 

10 Thus, according to a particularly advantageous but non limitative feature of the 

invention, all conversations whatever are the software application that they call can 

share the same session, whatever is their protocol. For instance, the external device 

can open a session with a first transaction that calls a first software application and 

uses a first communication protocol. Then the external device can call, through the 

15 	same session, a second software application that uses a second communication 

protocol. 

This feature of the invention is particularly advantageous for conducting gradually 

a migration from some software applications to other software applications using 

another protocol. Indeed, the invention allows integrating and processing new software 

20 	applications while sharing the context of the previous software applications. Migration 

can therefore be conducted gradually which is much safer than conducting in one step 

a migration for all software applications. 

Existing systems do not provide efficient solutions to conduct a gradual migration 

from applications using given protocols to applications using other protocols while 

25 	sharing the same context. 

Preferably, the routing means is an enterprise service bus. 

The system comprises a plurality of routing means. For a given session one 

30 	routing means among the plurality of routing means is a main routing means in charge 

of routing transactions between the external device and the system. 

The step of allowing said conversation to join an already opened session that is 

uniquely identified by said session ID comprises the following steps performed at the 

routing means receiving the call: 
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■ polling the other routing means to know which one among the plurality of 

routing means is the main routing means for said already opened session and 

then, 

■ Forwarding the transaction to the main routing means. 

5 

Preferably, the routing means are at least an enterprise service bus (ESB). An 

ESB comprises a plurality of ESB component in charge of routing the transactions. A 

call reaching an ESB component with a request to join a session is forwarded to the 

ESB component in charge of that session through polling all ESB components with the 

10 	session ID of that session. 

According to an embodiment of the invention, the external device operates in a client 

mode in regard with the system operating in a server mode. 

15 	The external device can be composed of several heterogeneous components 

accessing the system with heterogeneous protocols. 

Thus, for such use case, the external device can provide a unified view of the 

session, even if using several conversations to access the server, as if only one 

conversation is used. 

20 All the components of the external device having the same session ID will send 

transactions to the application server as if they were a single device using a single 

conversation. 

According to another embodiment of the invention, the external device operates in a 

25 	server mode in regard with the system operating in a client mode. 

Thus, for such use case, the external device can be provided with a unified view 

of the session as if all conversations and transactions of that session and coming from 

the various application servers were coming from one single application server. Thus 

the invention alleviates the need of having a software application dedicated to merging 

30 	queries from the system into a common outbound conversation with the external 

device. 

All application servers receiving calls sharing the same session ID can share the 

same outbound conversation with the external device. More precisely, all conversations 

from application servers having the same session ID share a common portion of 

35 	conversation, which is the outbound portion between the routing means and the 

external device. 
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According to another embodiment of the invention, the external device operates in a 

client mode in regard with the system operating in a server mode and an additional 

external device operates in a server mode in regard with the system operating in a 

5 client mode. 

After the step of receiving a call at the routing means and before the step of 

determining if the call comprises a session identifier (ID), the method comprises an 

additional step of determining that the call requires joining an already opened session. 

10 

The step of determining that the call requires joining an already opened session 

comprises receiving a request to join an already opened session. The request to join 

an already opened session is referred to as implicit. Preferably, the request to join an 

already opened session is held in a session layer of the protocol of said call. 

15 

Alternatively, the step of determining that the call requires joining an already opened 

session comprises the following step: the routing means determines that the received 

call comes from or requires to be routed to an application server processing a software 

application dedicated to requests to join an already opened session, which indicates to 

20 the routing means that the received call must join an already opened session. The 

request to join an already opened session is referred to as explicit. 

The explicit request to join an already opened session can be sent by an external 

device. 

25 Alternatively, implicit request to join an already opened session can be sent by 

the system. Several application servers can therefore share a common outbound 

conversation with the external device. 

Conversation Properties 

30 Advantageously, a given conversation of a session is provided with a property that 

controls the closure of the session. 

A property is configured to close the session upon closure of said given 

conversation. This property is referred to as a "be owner property" 

Another property is configured to close the session upon closure of said given 

35 conversation and if no other conversation is still opened for that session and is 
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an already opened session is referred to as implicit. Preferably, the request to join an 

already opened session is held in a session layer of the protocol of said call. 

15 
Alternatively, the step of determining that the call requires joining an already opened 

session comprises the following step: the routing means determines that the received 

call comes from or requires to be routed to an application server processing a software 

application dedicated to requests to join an already opened session, which indicates to 

20 the routing means that the received call must join an already opened session. The 

request to join an already opened session is referred to as explicit. 

The explicit request to join an already opened session can be sent by an external 

device. 

25 Alternatively, implicit request to join an already opened session can be sent by 

the system. Several application servers can therefore share a common outbound 

conversation with the external device. 

Conversation Properties 

30 Advantageously, a given conversation of a session is provided with a property that 

controls the closure of the session. 

A property is configured to close the session upon closure of said given 

conversation. This property is referred to as a "be owner property" 

Another property is configured to close the session upon closure of said given 

35 conversation and if no other conversation is still opened for that session and is 
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configured to keep the session opened upon closure of said given conversation and if 

at least another conversation is still open for that session 

This property is referred to as a "simple share property". 

Another property is configured to close the session after the 	end 	of 	a 

5 predetermined inactivity time period starting upon closure of said given conversation, 

and if no other conversation is still opened for that session. Then upon closure of the 

conversation, any new conversation can join the session. during a predetermined time 

period. This property is referred to as a "Keep on exit property". 

10 Advantageously, upon closure of a session the routing means sends to all 

application servers sharing a conversation for that session a notification of session 

closure. 

Preferably, a routing means in charge of the session keeps a reference of all 

application servers operating for that session. Thanks to these references, the routing 

15 means can inform the application servers that the session is closed. 

Upon reception at an application server of the notification of session closure, then 

said application server closes the conversation(s) that it handles for that session. 

If the application server is provided with data storage means configured to store a 

20 part of the session context, the method comprises an additional step of deleting said 

part of the session context upon reception of the notification of session closure. 

Therefore, the use of processing and storage capabilities is optimized. 

According to a preferred embodiment, the application servers form groups of 

25 application servers dedicated to a software application, each application server of the 

same group processing independently the software application to which the group is 

dedicated, application servers storing a part of the context of a session defining thereby 

for each session a set of application servers having each an affinity with the user 

session, the method comprising the following steps: 

30 • at the routing means, assigning to the session a correlation record (DCX) 

arranged to comprise affinity keys, each affinity key indicating the application server 

that has an affinity with the session for a given software application, 

• propagating the correlation record with the transaction, allowing thereby the 

routing means to target the application servers that are linked to the context of that 

35 session. 
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According to a non !imitative embodiment, the session 	ID is stored 	in the 

correlation record. 

All application servers are independent of each other. They do not know the 

5 	existence or location of each other. Only the correlation record that is read by the 

routing means allows establishing a conversation between the software applications. 

Thus, the affinity key is a reference added to the correlation record that allows 

the routing means to target the application server using the part of the context linked to 

the session that is relevant to process the transaction. 

10 

Advantageously, the session ID is stored along with the correlation record or is stored 

in the correlation record. 

Thus, the session ID is propagated along with the Affinity Keys to all application 

servers involved in the session. The session ID of a given session can thereby be 

15 	implicitly shared with all application servers holding the session context for that 

session. 

The session IDs are created by the routing means. The one or more routing 

means know how to reach every single application servers. Thus, the one or more 

routing means know the presence of each application server and where that application 

20 	server is located. The one or more routing means also knows on which application 

servers a given software application is processed. Preferably: 

- 	the correlation record is stored in data storage means associated to a routing 

means in charge of the session; 

- 	the main routing means is the routing means that receives the user request; 

25 - 	the affinity keys are set by the routing means. 

Security settings, Cloning of security context 

According to a preferred embodiment, the external device operates in a client 

mode and the system operates in a server mode. The external device requests to open 

30 	a new session while inheriting security settings from an already opened session. 

Inheriting security settings comprises duplicating a part of the context of the 

already opened session, said part of context containing security settings of the already 

opened session. 

The context of the new session is independent of the context of the already 

35 	opened session excepted for the part of the context containing security settings. 
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Requesting to open a new session while inheriting security settings from an already 

opened session, comprises the following steps performed at the routing means: 

5 

- 	receiving from the external device a request to open a new session and a 

session ID identifying the already opened session, 

- 	thanks to said session ID, retrieving the security settings of the already opened 

session, 

- 	propagating said security settings with the conversation of the new session. 

Therefore, various sessions can be opened, each having a dedicated applicative 

context, while sharing the same security settings. Only the part of the context that 

10 relates to security settings is duplicated. The remaining of the context is not duplicated. 

Independence of each session is thus maintained while alleviating the need for 

performing an authentication for each session. 

Therefore a high number of requests can be sent to the system while limiting the 

load 	of 	application 	servers 	dedicated 	to 	security 	controls 	and 	cumbersome 

15 authentications. The invention also circumvents the need of processing queries by 

pools of conversations. 

Preferably, security settings generated by a conversation of the already opened 

session are received and stored at the routing means in association with the session ID 

of that already opened session. Then, a conversation of a new session can provide the 

20 routing means with the session ID of the already opened session for retrieving the 

security settings of the latter, alleviating thereby the need of authenticating at each new 

session. 

According to a preferred embodiment, all the sessions sharing the same security 

context are linked, so the external device can close all the sessions in one single 

25 request. Similarly, a remote security administrator can request closure of all sessions 

sharing the same security context in one request. 

The request for sharing security context can be performed explicitly using a 

dedicated service call. Alternatively, it can be performed implicitly, through a request 

hold in a session layer of the protocol, allowing thereby sending parallel stateless 

30 queries to the system while using the same authentication. 

In the context of the invention, an external device is a system such as a 

processing unit, a personal computer, a smart phone, a database equipped with a 

processing unit, a data store etc. 

35 According to an embodiment, the external devices operate with the system in a 

client mode with the system that operates in a server mode. Thus, external devices can 
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send queries to the system. Typically, this type of external device gathers personal 

computer of user, servers running websites etc. For instance such an external device is 

a website enabling users to book and purchase travel and tourism products and 

services. Typical products relate to flight, train, car rental or hotel. The external device 

5 can also be a system forming part of a reservation system and which sends queries 

related to travel availability (typically queries related flight availability). 

According to another embodiment, the external devices operate in a server 

mode, the system operating in a client mode. Typical examples of such external 

devices are processing units or data stores that provide the system with data. For 

10 instance such an external device is a data store operated by a corporation providing 

travel and tourism products and services. The data store can be an inventory in charge 

of availability of flights and operated by an airline or by a global distribution system 

(GDS). 

A conversation is a communication between two components, the components 

15 being an external device and an application server of the system or being two 

application servers of the system. Only one protocol is used per conversation. 

A transaction comprises all conversations and processing that are required to 

fulfill a query. A call is initiated by any one of an external device or an application 

server to establish a conversation. 

20 A session usually comprises a plurality of conversations and may comprise a 

plurality of transactions. A session is associated to a context. The context can be 

generated by the application servers and/or can be provided by an external device. 

In the present invention, the user context also referred to as context is a context 

25 related to a user and relevant to process a session. It represents all the functional and 

technical information that are used by the system for this specific user to perform the 

requested 	functionalities, 	e.g. 	in 	the 	travel 	reservation 	system, 	the 	reservation 

(shopping) session context which is linked to an active end-session. 

A part of the user context may be data provided by the user such as user 

30 personal references, a departure date, an origin or a destination. A part of the user 

context may be required by 	a software application linked to the storage means. The 

part of the user context may also be data generated by the software application. For 

instance, the part of the user context may relate to flight availability retrieved by the 

software application or to prices computed or retrieved by the software application. The 

35 part of the user context may also relate to a passenger name record (PNR) or a part of 

a PNR. 
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As illustrated on Figure 1, the system comprises routing means 10, 11, 12, 13 

configured to route transactions. Preferably, the routing means is an enterprise service 

bus. Alternatively, the routing means can also be a router or any other means able to 

5 route a transaction to an appropriate application server. In the following, the routing 

means will be referred to as ESBs, whatever is their nature: enterprise service bus, 

router etc. 

For each user session, one ESB is in charge of the session. This ESB is referred 

10 to as the main ESB. Preferably, the main ESB is the ESB 10 that receives the request 

from the user. When the main ESB comprises several ESB components, for each 

session there is preferably one component that is in charge of said session. Said 

component is referred to as the main ESB component. 

Preferably, the system comprises a plurality of machines. Each machine is a 

15 hardware device that comprises at least a processing means running at least an 

application server. At least some of the machines also comprise data storage means. 

At least an application server runs on a machine. The application server Al, A2, 

...C4.., uses the processing means. At least some of the application servers also use 

the data storage means. Thus an application server is linked to processing means and 

20 eventually to data storage means. 

According to a particular embodiment, a plurality of application servers runs on a 

single machine. Each application server may use its own processor means and 

eventually its own eventual data storage means. Alternatively, a plurality of application 

servers may share the same processor and eventually the same data storage means. 

25 According to another embodiment, only one application server runs for a given 

machine. Thus, according to this other embodiment, routing a transaction to a machine 

will also mean routing a transaction to an application server in the description below. 

Each application server processes a software application. 

Advantageously, the same software application is independently processed by a 

30 plurality of application servers, these application servers running on the same machine 

or on different machines. 

The system can also be referred to as a platform. 

Application servers are organized into groups 20, 30, 40. Application servers are 

also referred to as machines. 

35 Each application server of the same group of application servers processes the 

same software application. 
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Then a given software application can be processed in parallel on a number of 

application servers. For instance, each application server Al, A2, ..., A8 of group 20 

processes the software application A. Each application server Bl, B2, ..., B8 of group 

30 processes the software application B. Each application server C1, C2, C3, C4 of 

5 group 40, processes the software application C. 

For a given session there is only one application server that operates per 

software application. Thus, among a group of application servers that process the 

same software application, one application server is dedicated to that given session. 

Each application server that needs to store data is provided with data storage 

10 means. The application server dedicated to a given session uses the storage means of 

the machine on which it runs. This application server dedicated to a given session can 

thus store in these storage means the part of the user context that is relevant for the 

software application processed by this application server. 

Thus, the context of the user is distributed over a possible very large number of 

15 application servers, each part of the user context being stored locally. As depicted on 

Figure 1, the context of user Ua comprises the parts a0, al, a2, a3 and is distributed 

through the application servers A3, B8, C4. a0 is stored in the data storage of the main 

ESB. AO  contains the session ID referencing the user session and all the data related 

to the conversations opened with user and the application servers. Eventually, a0 also 

20 comprises a correlation record. The correlation record (DCX) will be further detail 

below. 

Therefore, all application servers that are dedicated to a given user session form 

a set of application servers having each an affinity with that session. 

25 A solution that allows heterogeneous conversations to share a common session 

will be now detailed. 

External device 200 sends a call to system 100. ESB 10 receives the call (step 

101). No previous conversation has been opened by external device 200 for that 

session. This call 101 does not comprise any session identifier (session ID). Then ESB 

30 10 creates a session ID and stores the session ID. ESB 10 also routes the call to an 

application server that processes the software application called by the external device 

200 (step 102). ESBs are configured to know which group of application servers 

processes the software application requested by external device 200. 

Thus a conversation is established between external device 200 and application 

35 server A3 that is dedicated to process software application. Application server A3 

processes the transaction. A part al  of context is created and stored in the data storage 
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means associated to A3. A3  calls another software application (software application B). 

Such call is also referred as a collateral call. ESB 11 	is in charge of routing calls 

coming from the group of application servers that are dedicated to process software 

application B. 

5 ESB 11 selects, for instance through load balancing rules, application server B8 

among the group 30 of application servers that are dedicated to process software 

application B and routes the transaction to B8 generating thereby a conversation 

between application servers A3 and B8 (step 103). Such conversation is also referred 

to as a collateral conversation. B8 processes the transaction and creates a part of 

10 context for that session. This part a2 of context is stored in data storage means 

provided with application server B8. 

After processing, application server B8 calls software application C. ESB 13 in 

charge of routing calls from group 30 of application servers that are dedicated to 

process software application B selects application server C4. The transaction is routed 

15 to application server C4  (step 104). Application server C4  processes the transaction and 

creates a part a3  of the context for that session. 

Thus the transaction comprises steps 101, 102, 103, 104. 

Therefore, the session comprising all mentioned conversations has a context 

comprising parts ao, 	al, 	a2, 	a3. Said context is distributed through a 	plurality of 

20 application servers. 

External device 200 opens another conversation (step 105). Previously, external 

device 200 has retrieved the session ID created by the ESB 10. 

External device also requests that this other conversation joins the session 

opened with the previous conversation. 

25 Such request to join the already opened session can be explicit or implicit. 

An explicit request means that external device 200 calls a software application 

dedicated to requests for join session. ESB 10 identifies the software application that is 

called by external device 200 and determines that the new conversation of ESB 10 

must share the already opened session. 

30 An implicit request means that the call form ESB 10 comprises a header 

comprising a request for join session. More precisely, the session layer of the protocol 

of this new conversation holds a request for join session. 

When ESB 10 determines that the new conversation is expected to join an 

already opened session, then the ID session of that new conversation is checked. 

35 If ESB 10 holds an identical session ID, then it means that this ESB 10 is the 

ESB managing the already opened session. Then, ESB 10 allows the call from external 
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device 200 to reach the required application server and to join the already opened 

session. 

If ESB 10 does not hold an identical session ID, then it polls the other ESB or 

other components of ESB in order to identify which ESB or component of ESB is in 

5 charge of the already opened session having an identical session ID. Such ESB (or 

ESB component) in charge of a session is referred to as the main ESB (respectively 

main ESB component) for that session. 

When the main ESB is identified, the ESB that received the call from external 

device 200 forwards the request to join the session to the main ESB. In the use case 

10 illustrated at Figure 1, the main ESB is also the ESB that receives the second 

transaction from the external device 200. 

Once the main ESB has received the request to join the session, then the new 

conversation shares the already opened session, and can therefore share the context 

of the already opened session. 

15 A particularly advantageous use case of the invention relates to session wherein 

various 	conversations 	use 	different 	protocols. 	Thanks 	to 	the 	invention, 	each 

conversation whatever is its protocol can share the context of the other conversations. 

For example, transaction 2 comprising conversations illustrated by steps 105, 

106 can share the context of transaction 1 comprising conversations illustrated by 

20 steps 101, 102, 103 and 104. 

Referring to Figure 1, external device 200 requests to open a new conversation 

with another protocol while sharing the context of previous conversations. 

As 	mentioned 	above 	these 	features 	of 	the 	invention 	are 	particularly 

advantageous to migrate services using a protocol to other services using another 

25 protocol. 

The invention is not limited by the number of conversations joining a session. 

Additionally, the invention is not limited by the number of different protocols used by the 

various conversations joining a session. 

30 Figure 2 depicts another use case wherein the invention turns out to be 

particularly advantageous. In this embodiment, ESB are included in service integrator 

(SI). The SI comprises a plurality of multiplexers MUX 1, MUX 2, MUX 3 that are 

configured to receive calls from external devices such as external device 200 and from 

various application servers of the system 100. The SI also comprises servers such as 

35 SRV1 and SRV2 having each a function of routing means. 
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In this embodiment, application servers are referred to as open back ends 

(OBEs). OBEs are gathered into groups 20, 30, 40 of OBEs. Group 20 gathers OBE 

A1, OBE A2, OBE A3 that each processes software application A. Group 30 comprises 

OBE B1  and B2 that each processes software application B. Group 40 comprising OBE 

5 Ci  that processes software application C. 

External device 200 sends a call to SI that reaches MUX 1 (step 201). This call 

uses a protocol referred to as Protocol 1. MUX 1 routes the call to SRV2 (step 202). As 

no session ID is comprised in this call, SRV2 opens a session and creates a session 

ID. Session ID is stored at SRV2. SRV2 determines that software application A is 

10 called and selects application server OBE A1  among group 20. SRV2 creates a 

correlation record (DCX) that indicates that application server OBE A1  is the application 

server that is linked to that session among application servers dedicated to process 

software application A. Such indication is referred to as an Affinity Key. Then, Affinity 

Key of the DCX indicates that OBE A1  has an affinity with that session. 

15 A general description and exemplary embodiments of the correlation record, its 

functionalities and its advantages are available in a co-pending patent application filed 

in the name of the Applicant of the present patent application, having the same priority 

date as the present patent application and entitled: "Method and System for providing a 

session involving a plurality of software applications". 

20 SRV2 routes the call to OBE A1  (step 203) establishing thereby a conversation 

between external device 200 and OBE Al  through the SI. OBE A1  processes the call. It 

eventually stores a part of the context of the session in the storage means that it uses. 

Preferably, OBE A1  creates a reference, referred to as the Applicative Context 

Key, which indicates how to retrieve the part of the context that it has stored. The 

25 Applicative Context Key is stored in the DCX. Therefore, next time OBE A1  will receive 

a call for that session, it will be able to easily retrieve the part of the context that it holds 

for that session. 

The DCX as enriched with the Applicative Context Key is returned back to SRV2 

(step 204). SRV2 stores the DCX as enriched by OBE Al. 

30 Results of processing along with the DCX are sent to the external device 200 

through MUX 1 (steps 205, 206). The session ID is also sent to the external device 

200. 

According to a specific and non !imitative embodiment, the session ID may be 

stored in the DCX. Thus, as the DCX is propagated to each call and collateral call of 

35 each conversation, the session ID will also be propagated and cascaded. When 
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external device 200 is provided with the results of the processing or with the DCX only, 

this first conversation ends. 

Then, external device 200 opens another conversation using a protocol 2 (step 

207). 

5 	This call contains the session ID retrieved from the first conversation and reaches 

MUX 2. MUX 2 is dedicated to calls using protocol 2. 

This call contains a request to join already an opened conversation. MUX 2 polls 

all routing means (SRV1 and SRV2) with the session ID sent by external device 200. 

SRV2 identifies that it already holds an identical session ID. MUX 2 then forwards to 

10 	SRV2 the request to join a session (step 208). 

Then SRV2 allows this new call to share the already opened session. The 

context of the session is therefore available to the new conversation. SRV2 determines 

that an application server dedicated to software application B is called and selects one 

of these application servers as no request of affinity is set yet for that software 

15 	application. OBE B2 is selected. An affinity for that group 30 is set and the DCX is 

enriched with an Affinity Key pointing to OBE B2. 

The request of affinity is part of the ESB configuration. Based on a transaction 

parameters, such as the source, the destination and the software application of the 

transaction reaching an ESB, that ESB, thanks to its configuration is able to determine 

20 	whether the transaction must be processed taking into account an affinity. Thus, static 

information (configuration of the ESB) is taken into account in order to determine 

whether an affinity is requested while. The content of the DCX is dynamic information. 

The transaction is then routed to OBE B2 (step 209). OBE B2 processes the 

transaction. It stores a part of the context in the storage means of the machine on 

25 	which it runs and enriches accordingly the DCX with an Applicative Context Key. DCX 

is returned back to SRV2 (step 210) where it is stored. Results of processing along with 

enriched DCX are routed to external device 200 (step 211). 

A step 212, external device 200 requests to open another conversation using 

another protocol (protocol P3). MUX 3 is in charge of managing calls using protocol 3. 

30 	ID of the session is included in the call and allows MUX 3 to forward the request for join 

session to SRV2 holding the same session ID and managing that session (step 213). 

SRV2 then opens the session to this new conversation. Conversation using 

protocol 3 can thus share the context created by the conversations using protocol 1 

and protocol 2. 

35 Thus, SRV2 identifies that software application B is called. Thanks to the DCX, 

SRV2 determines that an affinity is requested for that software application and targets 
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application server OBE B2. The transaction is then routed with the DCX to OBE B2 and 

a conversation is opened between external device 200 and OBE B2 (step 214). 

Applicative Context Key of the DCX allows OBE B2 to retrieve the part of the context 

that its hold. OBE B2 processes the transaction. Eventually, OBE B2 updates the 

5 Applicative Context Key and sends back the transaction along with the DCX to SRV2 

(step 215). SRV2 stores the DCX as enriched. 

Results of processing performed by OBE B2 along with the DCX are sent to 

external device 200. 

This exemplary embodiment clearly illustrates that the invention allows 

10 conversations using different protocols to share the same context through sharing the 

same session. 

This turns out to be particularly advantageous for migrating from a protocol to 

another while sharing the same context. Thus, migration can be conducted gradually, 

for instance service by service. 

15 This use case also illustrates the advantages to propagate the correlation record 

along with the session ID while limiting traffic and routings. 

Figure 3 illustrates other advantages of the invention. In this use case, the 

external device 300 operates in a server mode in regard with the system 100 operating 

in a client mode. For instance, the external device is a system hold by a provider of 

20 data while the system comprises application servers that need to retrieve and to 

process these data. 

Although the system comprises a plurality of application servers, it interacts with 

the external device as if it comprises a single application server. ESB 15 receives a call 

from an application server A2 of group 20 of application servers that are dedicated to 

25 process software application A (step 301). This call is intended to reach external device 

300. As this call does not comprise session ID, ESB 15 opens a session and creates a 

session ID. This session ID uniquely identifies session a. ESB 15 stores said session 

ID and routes the call to external device 300 (step 302). A conversation is therefore 

opened between application server A2 and external device 300. Responses from 

30 external device 300 are received at ESB 15 which routes said responses to the 

application server A2 having called external device 300. Session ID is also sent to this 

application server. 

Then, another call reaches ESB 15 (step 303). This call comes from application 

server B3. The call contains a request to join a session already opened and contains the 

35 session ID previously created by ESB 15. Said session ID has been propagated from 

application server A2 to eventually other application servers or to another external 
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device operating in a client mode with the system, before reaching application server 

B3. 

ESB 15 opens the session previously opened so that the call from B3  can share 

the same outbound conversation with external device 300. 

5 Similarly, a call from application server 02  opens a conversation that share the 

previously opened session. A2, B3  and 02  then share with external device 300 the same 

outbound conversation thanks to the session ID. Preferably, the session ID is stored in 

a DCX propagated to all application servers having an affinity with the context of 

session a. Preferably, the DCX is stored at the ESB in charge of managing said user 

10 session. 

Similarly, another session (session b) is opened. A5, B5, C4  share the same 

outbound conversation thanks to another session ID uniquely identifying session b. A5, 

B5  and C4  respectively hold parts b1, b2  and b3  of the context of user session b. 

Similarly, 	user session c is opened. A4, 	B7, 	03  share the same outbound 

15 conversation toward external device 300' thanks to another session ID, uniquely 

identifying session c. A4, B7, C3  respectively store parts c1, c2, c3 of the context of user 

session c. Therefore, external device 300' interacts with many application servers as if 

these application servers were a single application server. 

20 

The request to share a session can be explicit or implicit. As detailed previously, 

a call reaching an ESB component with a request to join a session is forwarded to the 

ESB component in charge of that session through polling all ESB components with the 

session ID of that session. 

The use case depicted on Figure 3 clearly illustrates that the system can share a 

common outbound conversation with an external device whatever are the originators of 

25 calls from system 100. Therefore external device interacts with system 100 as if all 

application servers were a single application server. 

The context of the session can therefore be distributed without impacting the 

various external devices. This is very advantageous when the system is operated by a 

corporation that is different from the one operating the external device. 

30 Additionally, the invention allows adding a group 60 of application servers to a 

group 20 of application servers with no impact on the external device. Processing 

capacity can therefore be easily increased. In addition, adding a group 50 of application 

servers D1, D2, D3, D4 dedicated to a new service D is totally transparent to the 

external device. The application servers of group 50 can run on the same machine or 

35 can each run on a dedicated machine. Thus the invention alleviates the need to 
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change the initial system configuration. Enhanced services can therefore be offered to 

users (not illustrated on Figure 3). 

Advantageously, when joining a session, a conversation has a property that 

defines to which extent it controls the closure of the session. The three properties 

5 below allow managing efficiently the session, enabling for instance to optimize the use 

of storage capacity for that session. 

When the conversation is set with a first property, the session closes upon 

closure of the conversation. This property is referred to as a "be owner property". 

When the conversation is set with a second property, the session closes upon 

10 closure of the conversation and provided no other conversation is still opened for that 

session. If at least another conversation is still opened for that session and even if the 

conversation set with the second property closes, the session remains opened. This 

property is referred to as a "simple share property". 

When the conversation is set with a third property, the conversation closes the 

15 session after the end of a predetermined time period starting upon closure of the 

conversation. Then upon closure of the conversation, any other conversation or any 

new conversation can join the session during a predetermined time period. This 

property is referred to as a "Keep on exit property". 

20 Preferably, upon closure of a session the routing means sends to all application 

servers sharing a conversation with that session a notification of session closure. Then 

all application servers close their conversation opened for that session. 

Preferably, a routing means in charge of the session keeps a reference of all 

application servers operating for that session. Thanks to these references, the routing 

25 means can inform the application servers that the session is closed. 

Figure 4 depicts another exemplary use case of the invention wherein the 

system interacts with an external device 200 operating in a client mode with the system 

100, while an external device 300 operates in a server mode with the system 100. A 

30 possibly high number of external devices 200 and a possibly high number of external 

devices 300 could interact with the system. This use case combines the features and 

advantages of previously described use cases of figures 1, 2 and 3. 

In particular, external device 200 can open a stateful transaction with external 

device 300 through some application servers of the system 100 (application server A3 as 

35 as illustrated on figure 4). The transaction comprises the conversations 401, 402, 403. 
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External device 200 can open a subsequent transaction sharing the context of 

the previous transactions. The subsequent transaction comprises the conversations 

404, 405, 406,407. 

Conversations 404, 405 are processed on different application servers than 

5 	conversations 401, 402 of the previous transaction. 

However, 	previous 	and 	subsequent transactions 	share 	the 	same 	stateful 

conversation (403, 407). 

Thus, external device 300 interacts with all application servers as if they were a 

single application server. Previous and subsequent transactions could possibly use 

10 	different protocols. The session ID propagated with each transaction allows sharing the 

context of the session comprising both transactions. 

Other advantageous features of the invention will be now detailed with reference 

to Figure 5. A conversation can request the creation of a new session and a new 

15 	context for that session while inheriting security settings from the already opened 

session. 

The new session, also referred to as the subsequent session or cloned session, 

has its own context excepted regarding the security settings and can therefore be 

considered as a session that is cloned from the session already opened. 

20 This allows an external device to open several cloned sessions and then to have 

several applicative contexts while performing one authentication to the system. Thus, 

only a part of the context of the already opened session is duplicated to the cloned 

sessions. This part of context relates to security settings. 

Preferably, all cloned sessions are linked to the previously opened session. Thus, 

25 	all cloned sessions can be closed with one single request. All cloned sessions can be 

closed upon closure of the previous session. Alternatively, all cloned sessions can be 

closed on request of a security administrator. 

As for join session, a request to open a cloned session can be performed 

explicitly through calling a dedicated software application or implicitly with a dedicated 

30 	header embedded in the call. 

Using implicit cloned sessions, an external device operating in a client mode in 

regard with the system operating in a server mode can send parallel stateless queries 

to the system while performing a single authentication. 

With existing systems, 	parallel queries requiring each to have a dedicated 

35 	context necessitate each to perform an authentication. Application servers dedicated to 

authentication are therefore massively called which leads to a low reliability or requires 
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costly equipments. Other existing solutions are based on pools of conversations, one 

single authentication 	being 	required for a pool of conversations. Although these 

solutions alleviate the need to authenticate for each query, they require important 

changes in existing equipments. 

5 

10 

Referring to figure 5, external device 200 calls ESB 10 (step 501). ESB opens a 

session and creates a session ID. ESB routes the call to an application server A2 in 

charge 	of 	security 	checkings 	(step 	502). 	Application 	server A2 	processes 	the 

transaction and generates security credentials that are sent back to external device 

through ESB 10 (step 504). ESB 10 stores session ID and security settings. Eventually, 

application server A2 calls another application server (C2) creating another part of the 

context for that session (step 503). 

External device 200 then sends another call to ESB 10. Typically, this call is 

another query that must be processed by system 100 (step 505). 

The call contains the session ID of the session already opened. Additionally, the 

15 call contains a request to clone the session already opened. ESB 10 in charge of the 

previously opened session retrieves the security settings taking into account the 

session ID. The part ao  of the context of the previous session and that contains the 

security settings are duplicated to form a part of the context ao' for the cloned session. 

Then transaction for that cloned session containing the security settings is routed to the 

20 relevant application server (B3) (step 506). Said relevant application server is not an 

application server dedicated to generating security settings. However this relevant 

application 	checks whether the 	received transaction 	comprises 	required 	security 

settings. 

Application server B3 can therefore process the transaction and enrich the 

25 context of the cloned session. Results of the processing are sent to the ESB and the 

query from external device 200 is fulfilled (step 507). 

The cloned session therefore comprises its own context excepted ao' regarding 

the security settings i.e., the applicative context of the cloned session is independent of 

the one of the already opened session. 

30 From the above description, it appears that the present invention provides a way 

to give a unique view of a fully distributed client application, all parts of the possibly 

distributed external device using the same outbound or inbound conversation with the 

system. 

Additionally, the present invention provides a way to manage the same session 

35 from heterogeneous communication protocols. This eases the migration from a 

protocol to another or the integration of heterogeneous external devices. 
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It also provides a way to manage several context sessions and stateless parallel 

queries in a single security session. 

The foregoing description has provided by way of exemplary and non-limiting 

examples a full and informative description of various method, apparatus and computer 

5 	program software for implementing the exemplary embodiments of this invention. 

However, various modifications and adaptations may become apparent to those skilled 

in the relevant arts in view of the foregoing description, when read in conjunction with 

the accompanying drawings and the appended claims. As but some examples, the use 

of other similar or equivalent data structures and logic flows may be attempted by those 

10 	skilled in the art. However, all such and similar modifications of the teachings of this 

invention will still fall within the scope of the embodiments of this invention. 

Furthermore, 	some of the features of the exemplary embodiments of this 

invention may be used to advantage without the corresponding use of other features. 

15 	As such, the foregoing description should be considered as merely illustrative of the 

principles, teachings and embodiments of this invention, and not in limitation thereof. 
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CLAIMS 

1. 	Method of providing an external device (200, 300, 300') with a session in a 

distributed 	computerized 	environment, 	wherein 	the 	session 	requires 	establishing 

5 conversations between the external device (200, 300, 300') and application servers 

(Al, .., C4) of a system (100), the external device (200, 300, 300') and the system 

(100) operating in a client/server mode, the system (100) operating in one mode 

among the client mode and the server mode, the external device (200, 300, 300') 

operating in the other mode among the client mode and the server mode, characterized 

10 in that each application server processes at least a software application (A, B, C, D), at 

least some of the application servers (Al, .., C4) being arranged to locally store in data 

storage means at least a part of a context of the session, allowing thereby to distribute 

the context through various application servers (Al, .., C4); 

in that at least a routing means (10, 15) comprised in the system (100) performs a step 

15 of establishing, for a given session, a conversation between the external device (200, 

300, 300') and at least one of the application servers (Al, .., C4); 

and in that establishing the conversation comprises the following steps performed at 

the routing means (10, 15) with at least one data processor: 

• receiving a call from one among the application server and the external 

20 device to reach the other among the application server and the external device; 

• determining if the call comprises a session identifier (ID), 

- 	if the call does not comprise a session ID, then opening a session for said 

conversation, 	creating a session 	ID that uniquely identifies said session, 

adding the session ID to the call, storing the session ID and routing the call to 

25 the other among the application server and the external device (200, 300, 

300'), establishing thereby the conversation; 

- 	if the call already comprises a session ID, then routing the call to the other 

among the application server and the external device (200, 300, 300') thereby 

establishing the conversation 	and allowing 	said 	conversation to join 	an 

30 already opened session that is uniquely identified by said session ID through 

enabling the conversation to share the context of said already opened 

session; 

wherein the system (100) comprises a plurality of routing means (10, 11, 12, 13, 15), 

wherein for a given session one routing means among the plurality of routing means is 

35 a main routing means (10, 15) in charge of routing transactions between the external 

device (200, 300, 300') and the system (100); 
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CLAIMS 
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35 a main routing means (10, 15) in charge of routing transactions between the external 

device (200, 300, 300') and the system (100); 
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and wherein the step of allowing said conversation to join an already opened session 

that is uniquely identified by said session ID comprises the following steps performed at 

the routing means receiving the call: polling the other routing means to identify which 

one among the plurality of routing means is the main routing means for said already 

5 opened session and then forwarding the transaction to the main routing means. 

2. The 	method 	according 	to 	the 	preceding 	claim, 	wherein 	the 	established 

conversation has a first session ID and uses a first protocol and wherein at least 

another conversation has the same session ID and uses a second protocol different 

10 from the first protocol. 

3. The method according to any one of the preceding claims, wherein the external 

device (200) operates in a client mode in regard with the system (100) operating in a 

server mode. 

15 

4. The method according the preceding claim, wherein all application servers (A1, .., 

C4) receiving calls having the same session ID share the same inbound session with 

the external device (200). 

20 5. The method according to any one of claims 1 or 2, wherein the external device 

(300, 300') operates in a server mode in regard with the system (100) operating in a 

client mode. 

25 

6. The method according the preceding claim, wherein all application servers (A1, .., 

C4) receiving calls sharing the same session ID share the same outbound conversation 

with the external device (300, 300'). 

7. The method according to any one of the preceding claims, wherein the external 

device (200) operates in a client mode in regard with the system (100) operating in a 

30 server mode and wherein an additional external device (300,) operates in a server 

mode in regard with the system (100) operating in a client mode. 

8. The method according to any one of the preceding claims, wherein after the step 

of receiving a call at the routing means and before the step of determining if the call 

35 comprises a session 	identifier (ID), 	the method comprises an additional step of 

determining that the call requires joining an already opened session. 
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and wherein the step of allowing said conversation to join an already opened session 
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server mode. 

15 
4. The method according the preceding claim, wherein all application servers (A1, .., 

C4) receiving calls having the same session ID share the same inbound session with 

the external device (200). 

20 5. The method according to any one of claims 1 or 2, wherein the external device 

(300, 300') operates in a server mode in regard with the system (100) operating in a 

client mode. 

6. The method according the preceding claim, wherein all application servers (A1, .., 

25 C4) receiving calls sharing the same session ID share the same outbound conversation 

with the external device (300, 300'). 

7. The method according to any one of the preceding claims, wherein the external 

device (200) operates in a client mode in regard with the system (100) operating in a 

30 server mode and wherein an additional external device (300,) operates in a server 

mode in regard with the system (100) operating in a client mode. 

8. The method according to any one of the preceding claims, wherein after the step 

of receiving a call at the routing means and before the step of determining if the call 

35 comprises a session identifier (ID), the method comprises an additional step of 

determining that the call requires joining an already opened session. 
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9. The method according to the preceding claim, wherein the step of determining 

that the call requires joining an already opened session comprises receiving a request 

to join an already opened session and wherein the call comprises a header comprising 

5 a request to join a session. 

10. The method according to claim 8, wherein the step of determining that the call 

requires joining an already opened session comprises the following step: the routing 

means determines that the received call comes from or requires to be routed to an 

10 application server that processes a software application dedicated to requests to join 

an already opened session, which indicates to the routing means that the received call 

must join an already opened session. 

11. The method according to any one of the preceding claims, wherein a given 

15 conversation of a session is provided with a property that controls the closure of the 

session. 

12. The method according to the preceding claim, wherein the property is configured 

to close the session upon closure of said given conversation. 

20 

13. The method according to claim 11, wherein the property is configured to close the 

session upon closure of said given conversation and if no other conversation is still 

opened for that session and wherein the property is configured to keep the session 

opened upon closure of said given conversation and if at least another conversation is 

25 still open for that session 

14. The method according to claim 11, wherein the property is configured to close the 

session after the end of a predetermined inactivity time period starting upon closure of 

said given conversation. 

30 

15. The method according to any one of the preceding claims, wherein upon closure 

of a session the routing means sends to all application servers (A1, .., C4) sharing a 

conversation for that session a notification of session closure. 

35 16. The method according to any one of the preceding claims, wherein the system 

comprises application servers (A1, .., C4) forming groups (20, 30, 40) of application 
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servers (A1, .., C4) dedicated to a software application, each application server (A1.., 

A8) of the same group (20) processing independently the software application (A) to 

which the group is dedicated, application servers storing a part of the context of a 

session defining thereby for each session a set of application servers having each an 

5 affinity with the user session, the method comprising the following steps at the routing 

means: 

10 

• assigning to the session a correlation record (DCX) arranged to comprise 

affinity keys, each affinity key indicating the application server that has an affinity with 

the session for a given software application, 

• propagating the correlation record with the transaction to an application server 

that is relevant to process the transaction, allowing thereby all the routing means to 

target the application servers that are linked to the context of that session. 

17. The method according to any one of the preceding claims, wherein the external 

15 device operates in a client mode and the system (100) operates in a server mode, 

wherein the external device requests to open a new session while inheriting security 

settings from an already opened session, wherein inheriting security settings comprises 

duplicating a part of a context of the already opened session, said part of context 

containing security settings of the already opened session and wherein the new 

20 session has a context that is independent of the context of the already opened session 

excepted for a part of its context containing security settings. 

18. The method according to the preceding claim, wherein requesting to open a new 

session while inheriting security settings from an already opened session, comprises 

25 the following steps performed at the routing means: 

30 

- 	receiving from the external device a request to open a new session and a 

session ID identifying the already opened session, 

- 	retrieving the security settings of the already opened session based on said 

session ID, 

- 	propagating said security settings with a conversation of the new session. 

19. A non-transitory computer-readable medium that contains software program 

instructions, where execution of the software program instructions by at least one data 

processor results in performance of operations that comprise execution of the method 

35 as in any one of the preceding claims. 
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20. 	System for providing an external device (200, 300, 300') with a session in a 

distributed 	computerized 	environment, 	wherein 	the 	session 	requires 	establishing 

conversations between the external device (200, 300, 300') and application servers 

5 (A1,..., C4) comprised in the system (100), the system (100) being configured to 

operate in a client/server mode with the external device (200, 300, 300'), the system 

(100) operating in one mode among the client mode and the server mode, the external 

device (200, 300, 300') operating in the other mode among the client mode and the 

server mode, the system comprising a plurality of machines comprising each at least a 

10 processor, at least some of the machines comprising data storage means, each 

application server running on a machine and being arranged to process each at least a 

software application, 	at least some of the application servers (A1, 	.., 	C4) 	being 

arranged to locally store in data storage means at least a part of a context of the 

session, allowing thereby to distribute the context through various application servers 

15 (Al , .., C4); 

characterized in that the system (100) comprises routing means (10, 15) comprising at 

least a data processor configured to establish a conversation between the external 

device (200, 300, 300') and the application servers (A1, .., C4), the one or more routing 

means (10, 15) being configured to: 

20 • receive a call from one among the application server and the external device 

(200, 300, 300') to reach the other among the application server and the external 

device (200, 300, 300'); 

• determine if the call comprises a session identifier (ID), 

- 	if the call does not comprise a session ID, then opening a session for said 

25 conversation, 	creating a session 	ID that uniquely identifies said session, 

adding the session ID to the call, storing the session ID and routing the call to 

the other among the application server and the external device (200, 300, 

300'), establishing thereby the conversation; 

- 	if the call already comprises a session ID, then routing the call to the other 

30 among the application server and the external device (200, 300, 300') thereby 

establishing the conversation 	and allowing 	said 	conversation to join 	an 

already opened session that is uniquely identified by said session ID through 

enabling the conversation to share the context of said already opened 

session. 
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software application, at least some of the application servers (A1, .., C4) being 

arranged to locally store in data storage means at least a part of a context of the 

session, allowing thereby to distribute the context through various application servers 

15 (A1, .., C4); 

characterized in that the system (100) comprises routing means (10, 15) comprising at 

least a data processor configured to establish a conversation between the external 

device (200, 300, 300') and the application servers (A1, .., C4), the one or more routing 

means (10, 15) being configured to: 

20 • receive a call from one among the application server and the external device 

(200, 300, 300') to reach the other among the application server and the external 

device (200, 300, 300'); 

• determine if the call comprises a session identifier (ID), 

- if the call does not comprise a session ID, then opening a session for said 

25 conversation, creating a session ID that uniquely identifies said session, 

adding the session ID to the call, storing the session ID and routing the call to 

the other among the application server and the external device (200, 300, 

300'), establishing thereby the conversation; 

- if the call already comprises a session ID, then routing the call to the other 

30 among the application server and the external device (200, 300, 300') thereby 

establishing the conversation and allowing said conversation to join an 

already opened session that is uniquely identified by said session ID through 

enabling the conversation to share the context of said already opened 

session. 


