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Met hod and system for providing I nbound Traffic

Redi rection Solution Related Applications 5

This application clains the benefit of United States
Provi si onal Patent Application Serial No. 60/815, 840
entitled "A network-based framework for retaining

i nbound roanmers - I nbound-Traffic Redirection Based on
HLR errors or VLR errors," filed on June 23, 2006.

Thi s af |ication also clains the benefit of United

st aMsthathanst sstem frapropising nbagpd Tratficdredieactian Shtion
60/ 818, 283 entitled "A network-based franework for
retai ning i nbound roanmers - | nbound-Traffic

Redi recti on Based on HLR errors-or VLR errors,” filed
Roatdd | ApphicalO@6. This application also clains the
benefit of United States Provisional Patent
Application Serial No. 60/872,769 entitled "A

net withks- apléatitn astEwsr thef Béncfiet & minnad i s&b@y NetoVIORAR Patent

ApphGRRANr] B Tt Qs hA P B sadyreoioak fegeaining
inteyhs temensnd Immhamrﬁms REmredﬁan cﬂaserag)xsmualeniams\qm errors,”

ohdd 5000 5 5 s P i e tBBRORE Ealfl s

Mlsxmiaﬂ JP2crit %pﬁfwtlbﬂ adriziMbloh cm/amsmraa URA fiRfwork-based

RSB Rl PN ERaE”, PRl St O B o

HAFpbirerator GALR @n&sr’u falled o July19, 2066 4 3Thig applicatich Ak thots the

b%g%t ’régﬂglft%% gﬁ‘atcfrs (i’{m\gse ol Aﬁgﬁ mag%genag :ﬂg{ﬁ?&ébﬁ@ entitled
“Ar nepwiorkybasgd Marroewark, fOZOfHSe,lmag dinbsurrde r@nels t-0 Thistiinéd raffic
t ' 3 04 tle
ey TS e Y
Loaddry Jé?@tsi%' r@nd IPRSWATISISS fqi’élaetﬁiwgl\ﬁuckme’@twqwﬁilﬁd it [Degerober 5,
ZM u?ﬁrth%r t%%o%érh%tﬂﬂn% Readdl 't@ rﬂrﬁ%fl tﬁatéuﬁﬁgﬁtag%pl%gggn Serial

of these pat ent ap

an k’o’f‘%?%& enjitled M%h%*yaﬂrdhfﬁ@m% asRedirpetionhafi Inbound Roamer
TRiffid,” Sddesn Alpkield, 2dost Aga lsnx‘éﬁa@éld @"United States Pate;gf]gpplzcatlon

pventi on qperally relates to roaners
S‘?H?E?ﬂe 1#@17 %i"@nﬂfk?g‘r Medbadrand Aprasatps foripafensaimatisbWetwork
TfaeﬂicﬁR@(ﬁrécﬁoﬁoﬁﬁéderﬁ Ve 14 Joos, aﬁnﬁlﬂgﬁﬁoﬁ{e}ﬂménh 14, 2005

\Kglfl lé T.? § | nyenti on é/ nBanl es a‘rr
fedpe f&fﬂ&r G pPEY %Bmlrﬁaﬂ%m il 81633884 [eatitled “Method
Aﬁ@mma{o&omw@t BIREvIIR BafRS (R QUBEIONCOUBH V7.8 PMBR No.

St L AR R R BT R

relbadgatint apydichtdoris aea/ab@pSrated Hetdim By tHieieferéRE fih ih@fr)énﬁﬂéﬁes
use their foreign nobile phones. Such an offering
enabl es public nobile network (PVMN) subscribers to use

Fieldeif thebbientophones within the PWNs other than their
own, such as the networks present in territories other
than those covered by the network to which they
nor ndel pressnbineitine. geherally relates Ty piavard in mbleilamedtwonkk, More

spORRLAONS i@hehn RIALAL kOl L ERRlor RATIG,AYr cement s
("par t ner shi ps' 3 th each other that FUGe" nor e
favorabl e roam ng charges than those offered operators
w th whom t hey have established no such partnerships.
Therefore, "preferred" visited networks are those that
the hone network prefers its 15 outbound roaners to
regi ster with, when traveling outside their hone
coverage area, normally by virtue of such a
partnershi p. Non-partner ngtworks are "non-preferred”
net wor ks. Hence, the network operators can maxim ze
their margins and the roanmers can get nore attractive
roam ng rates and better services if roaners roam on
their hone nobile operator's preferred (or partner)
net wor ks. 20Subscri bers may roamin one or nore
visited network(s) (i.e. Visited Public



10

15

20

25

30

Mobi | e Networks (VPMN)) that may or may not be in the
sane country as their honme network (i.e. Home Public

Mobi | e Networks (HPMN)). I n sone cases a "non-
preferred” VPMN may nanage to get the subscribers from
the HYM\, primarily due to "preferred” 'VPMN s failure
in radi o coverage, or manual selection by the 25
subscri ber of HPMN. This nay al so be due to traffic

di stribuytion by the HPMN Traffic Redirection (TR) (or
Backgnouny obtheduypstit® (SoR)). Soneti mes the HPMWN

operators use TR techniques to control the traffic
ution of the roaners anmong VPMNs in a country

di st
so t Hﬁf’lﬂyt frspanies + iy 88““’0(}?’!\%3@"&1% déplrﬁygﬁ%r‘mﬁ’ér%aé%?"agwbﬂe

cahintufiigatil?Mysenisoanalngstt dafy teundy SOMRPHRUVERL, (M8ny of those
refer wever, these 30 TR techni ques

g0 Bt Gl S T Al G p e pIREIG SUieas oG bayoling Abroad,
and) poundlarOaisiting tlﬂaexvﬁﬁite@ whdluSOmEir Ea6Ra, méHiRSones. Such an

PR B PR R B R vR Sosgis i B A roabl hatones
whithirattiel Pl\dl*b:mthéﬂﬂmt::ehhnmqmespclv\lm hie nét)mrksqirésynﬂ‘ iHnatitids other
t { t
438 S ek ] B LSRG S Pl o6 o mew
VPMN, can generate network errors on the subscrl ber'

nobi ‘ t T commpel s

robi {PRANGEE pefiste Spdtubll e Hifterrd bl SR Riiging rggre%wts

(“peteeriips) withcgachy ﬁﬂ@c@la’samqhh@e o faaazdbietmemngt storges than
I

mlgggs g,gtg@ge g%t%ﬁﬁe@nﬁ non p’a @1? v %&éa{%%o%éﬁa or's ersmp .

Theagtore ppsfereedt ormﬁeémemmr%ﬁ arg rtbme thatcthe dometrebwork fpgefers its

okt BARMNEarh Q8 WE Feidtdr ith, %Hﬁﬁ Qfa’vgﬁfgsoxﬁ&dé_ﬁbﬂ}bho% c%fvgtggé 0Ra,

them from | eaki ng out ‘of their network. This decreases

nqrpglly by efiessof Bich ¢t mmmww@b@ﬁﬁwr@twqrh@ alpR noptpagferred”
nétRee. IVENVR 10P QERoBE Spd Sl Qdn nPax@hizl A diYmadids MR W ok Rers

111i) solution to retain the | nbound roam ng
zé\ 5‘3‘?‘5 é’lthlCﬁVB roaming rates and better services if roamers roam on their
home mobile operator’s preferred (or partner) networks.

Subscribers may roam in one or more visited network(s) (i.e. Visited Public
Mobile Networks (VPMN)) that may or may not be in the same country as their home
network (i.e. Home Public Mobile Networks (HPMN)). In some cases a “non-
preferred” VPMN may manage to get the subscribers from the HPMN, primarily due
to "preferred” VPMN’s failure in radio coverage, or manual selection by the
subscriber of HPMN. This may also be due to traffic distribution by the HPMN
Traffic Redirection (TR) (or Steering of Roaming (SoR)). Sometimes the HPMN
operators use TR techniques to control the traffic distribution of the roamers among
VPMNs in a country so that the “preferred” VPMN gets a higher percentage of the
HPMN’s roaming traffic as compared to the “non-preferred’” VPMNs. However, these
TR techniques may deprive the non-preferred VPMN operators of inbound roarming
revenues. In some cases, these deprived VPMN operators may eve;n have a
partnership with the HPMN and be one of the “preferred” networks. In addition, TR
technique, which typically functions by rejecting registration attempts, timing out or
aborting the handset’s attempt to register on a new VPMN, can genérate network
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10 The prior art also provides Anti-TR
t echni ques designed to i nprove the chances of an

-4 nbound roaner registering successfully at a VPMN even

when an HENN i s applying the TR agai nst the VPM\.

O her prior art techniques provide an anti-IlITR system

to counter a conpetitor VPMWN s | TR attenpt One or nore

earlier 15 filings provided integrated solutions to

achieve the desired traffic redirection. In one case,

drives di\Ebcantbsaritier’s Tivtdle hatdsetis radiy antérfrcegtlas edmpels the mobile

}ﬂ%@&kf xterlgxti%{et yﬁl&x@e‘? om s?ragg}vg%%}gtﬁ%x Foihegestarily qverloads
ocat I on %’)8at e

thesgwnéemtmf@sagéwebmthaﬁﬁ’tl\ﬁﬁ rang seeVPVRE | TR and

anti-1TR solutions were integrated to help a VPW

operator retain the inbound roaner fromleaking to

ot herlnyPNRisases reop@eting anst “neprisciored hEPRDH operalorsunoiploy 2

Bﬁ{é S R 4QReif Eﬁcp fo Qn}scnhﬂh r&aﬁﬁetﬁ? MNshiBi660 €8 HPRIN) by

conpeti tor oper ator to retaln
stappirigneom &orrbhaﬁbmg Gph|0§ ﬂmﬁ é@tt?\'iﬂéﬁ By gecrpsss dperevenues for

ARYSEEVA Bgérhu,he e TH8hdtNRAUNIPABRBBEradrd 8G1SY iRhdi@dly an
process W he conpetitor VPWMN, and is usually

inkupd F Fad TRPRAUTpIRO4BiIn the Dibound roamingsiReastberst he pri or
art TR, TR anti-lit and anti-ITR technlques did not
cover_the scenario where a co etitor VPWN VI

R
i nst 6 BYo% BB FPMREMEdes ARG ichaiapesydesigngd f, improve the
b @RI B infbBend P&ﬂi&deglﬁaﬁiﬁg s@ceishﬂlyCﬁnﬁelPNmf ewdifMMhen an

TRV apptg o ettt NG R P RO A Ber ide an

d}mrlmvgrstenpﬂsec@fmdﬁw @nfetitod evza\bmseme a&erﬁ);ste Gns @k lmidre Rarlier

iR SERviGSh PR SRS B HF S EP G gReton. In one

cakd, emon‘lata.nd b]m-u‘mmﬁitiohs) el geatedafot lendlel the sincatieos sfheke an

R i et e P FRED Rl YRMAY gy i, godte
ras‘lionﬁe()maﬁagglﬂn amthmcbaseﬁ:ltmﬁ‘wumcbmml’m{)w}waﬁ?mre integrated to

tQ rfo rafflc e e

W orPe 0e"'re o fig Anhqmn ea[{'){F\& rlf'lq%&{bconpeéf. -

dvilé’MkI mare afohe abdve sohitions) ¢ Irematretr egor mgispe Htat dre HPMN HLR
e a t @k@hg tggayp

gﬁ%se{;ggl{t%r Is:orb &lrtgr?g?g*t fSPJl hbound oan%ﬁjt&s'?her e i géNl nbound
rearger. allie geileetéane giror anessdgevianses 8 Hailgeopl &g dtboyndgramer’s
_ %ngzﬁﬁ)h’pr@c%ssd@ﬁﬁ Eﬁ@;%gnp@éﬁy PN IRGY uslag.ﬂy Ié}ﬁle@ LEBPRIN HLR
invention Is directed to provide a nethod
abedi recting roaming traffic of a roamer, aSSOC|ated
with an HPMN, and currently roamng in a first VPM,
where_the roaner may attenpt, to register with angther
net wdiRvgRaths RigrGebRd TRAHNER aatenttbifhigenigpes did not cover
{Hé EdeRE@AvhERUNEIYpelitor TN WERNnstEE oMbk h{FMNTHLHdﬂﬁ)rts the
det ecti ng byage ect nunlt a.r el |strat10n "
(B SOTHon, QTR 8F e SEROHA TSI 5o BORPRTe GO A the
ciahfp‘éﬁtof SPMKT NALR anorﬁs&li@ €l gisiiatiOm atbRSRAR 6s Afferamiao @E cmpaltor

3R e MO R onrRirE STETRa f CPPe Rt el Ho! Consider
tEﬁU&en@ldnhmg HidNn# @omesrth laantlﬁzg iget statk emherre:hlpmgm registration

VLR h
T T DN

coapetidr VPMIN. by sendi ng one or nore registration
nmessages to the HPWN from 20 a redirection unit. The
redirection unit and the detection unit are coupled to
the first VPMN. The redl rectg on unit further

f aci Iltates the roaner's nobil e conmuni cati on when the
roaner's handset gets stuck in the second VPWN.

Anot her aspect of the invention presents a systemfor
redirecting roamng 25 traffic of a roamer, associated
with an HPMN, and is currently roaming in a first

p— ., -1
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VPMN, where the roaner nmay attenpt to register with
anot her network that is located in the sane country or
different country as first VPWN. The system i ncl udes a
detection' unit coupled to the first VPMN that detects
a registration attenpt of the roamer at a second VPMW\,
upon receipt of a first registration cancellation
rressage of 30 one or nore registration cancellation

VPWN £ t
fur cadeoarfiel A 4e Xorsp i os T ArEes Ol a5 e and
métho8 twhidBMilofvoz Vé’é/ﬂﬂlop@'atmneo perforor waffie geditection on the inbound
to. the
BB GEPOIE TE Slie L feals Pttt VMR 12 806y e frbond
roiner’s aegisichtigRVMtdnipat att theacdnspetitie VBNt Thisi belpaitthe RMN
ot P e RN s ol hoRAEa Enotp hbtsd RIEGRIchtny 1 Meviate the

problemﬂfsttlakill@miswhemdetsttdned@hm s handset gets stuck in
the second 'VPMN. 5 Brief Description of Draw ngs
In the drawi ngs, the sane or simlar reference nunbers
Sgmigvryfy simlar elenments or acts. FIG 1 represents a
system for inplenmenting Inbound Traffic Redirection 10

SySt'gi’Q ré&,s@ﬁﬁ%] §rﬁ lotik Qﬂectécfltoaﬁgﬁﬂéjﬁmhdﬁ fob r&f&eg1ng2roam1ng

e present 1 nventi on;
traffif | Qv Heanters 83SOPiRfSH oWilh @n TGP YRS oFWitnEK ToRmpE m a first

VIV, tiHere 1BE adanfi nfR9 GtiSthSY to tfidmir v@iﬁ! é}{otmiﬁeﬂvcfﬂa a0 RAbcated

in accordance with an enbodi nmen esent
inj FipetfrpeoRountry or differgnt gountry éﬁﬁré‘? wnaﬁ’ﬁar’&ﬁ%“des

ddté¥ting b9 i détedtort ke aqegis&@i@atauaﬂpbmﬁa rdaiERr 315a sezond WPMIN,
a conpetitor VLR abqrt in {lhe VLR error base

UGB OB § Frsh TR S e e AT R O gaisiation
C&Eﬁﬁaﬁﬂﬁ neBda@Bd kothe first VPMN; Iseat By ﬂﬁpTEZEB@ht Tha rfelttosd further
ramfor providing | o at on, recover e %T i.n
m{’]:‘@ SERsine, BF ﬁﬁl&@b t‘gﬁﬁf} 5clf?glsfr uoé‘céegp%nas cees\(/%vla1 eh%arfi1 VIR
aseodael wih theofecd EVPMES em thwaniibe tégiutration attempt of the roamer at
the second VPMN, by sending one or more registration messages to the HPMN from
a redirection unit. The redirection unit and the detection unit are coupled to the first
VPMN. The redirection unit further facilitates the roamer’s mobile communication

when the roamer’s handset gets stuck in the second VPMN,

Another aspect of the invention presents a system for redirecting roaming
traffic of a roamer, associated with an HPMN, and is currently roaming in a first
VPMN, where the roamer may attempt to register with another network that is located
in the same country or different country as first VPMN. The system includes a
detection unit coupled to the first VPMN that detects a registration attempt of the
roamer at a second VPMN, upon receipt of a first registration cancellation message of
one or more registration cancellation messages at the first VPMN from the HPMN,
The system further includes a redirection unit coupled to the first VPMN for sending
one or more registration messages to the HPMN to cause the HPMN to send a
registration response message to a VLR associated with the second VPMN  that
thwarts the registration attempt of the roamer at the second VPMN. Thereafter, the
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20FIG 5 represents a flow diagramfor performng I TR
in conjunction with countering of TR attenpt initiated
by the HPW in the VLR error based approach, -in
accordance wi th an enbodi nent of the present
i nventi on; FIG 6 represents a flow diagram
for performng the ITRto counter an I TR attenpt from
a conpetitor network, in accordance with an enbodi nment
of the present 25invention; FIGS. 7A, 7B, and

repgreptity Baik frcilitates ghe d%@qrémnpblﬂe RerEIRifgtien gthge Khe roamer’s

niaReSREs stakan Mh@BorddepPLGANEr ' s handset is stuck

during its registration attenpt at the conpetitor

network, in accordance with a first enbodi nent of the

present i nvention; FIGS. 8A, 8B, and 8C represent a
w di a%r am f or handl ing a stuck handset 30 case,

B\M‘? Retiptiog pfdrawingindset is stuck after it is
successfully registered at the conpetitor network, in
accoyd wi.th a second enpodi nent of the present
i nve %Zﬁw%mvﬁﬂﬁsalqﬂ&faﬁﬁsﬁrr F‘ﬁ?“ér\"“fa"““ ’Hﬁnqq%e?‘?e““fy similar

elemkhtowr ags.descri ption, for purposes of explanation,
speclfi c. nunbers, materi’ s, and canfiguratignsg_are set
F or tHIG L GPRIERe1Ry? SYUeT b doPHEIating [RRIEHS T SR Rgdisection

S}ﬁa‘tern RN \gelmhbm,rin ;ttdord&inbé WEB af ppdodiftient &Iﬁﬂey&a&ent Elﬁfeﬁﬁ@l

avi in in.the ar the | ent
v B 8 Bekeil for b oiauBe TpRE PlusoRdp 4 Vioy fcation

Rs&lster (ViERarcos baveel bprcomhy if @edondse veish be cubiddieehtosf the

pé&éﬁ? Lhtﬁgr so as not to obscure the present .
Invention. "Furthernmore, reference in the specification

to "Bk Jewbrsstnieatiovodiagmam forrpodidien ehbameeth Booatiat baged ITR
r r
to(%g{slgcelrac euto‘?-el\gl&i% glzr,]ogg%;ttlﬁg ’ri]r"f'ﬁ{een%ﬁ- bgﬂsﬂ ﬁgxtog&i $h %&c’ordance with
arf %quwthiiﬂmprb@a%quﬁ@nemodl ment of the invention.
The @RPR3LARGH:O] ﬂ&g ‘alag%glﬁg providi A 1&3@%}&% badell ITR in

various places int catlo es no

tha Slels ot (bpsadepraroach, trhecogedmc@ Wi cimembodiieat pf gheeptesent
inkéRAL i on provides a system a method, and a conputer

program 1.5 product, tg control traffic of a roamer,

ass0dPat’ctPRFsens 2 Hovwedingramofor PeHfermiag TR f eeajunction with

co\ﬁhﬁ:hhg of mthﬁ@fdf:t infti GQBE e HIFME ¥ ifd VER PRk WRIch aapfd,ach in
me networ k. The system provi des an | nbound

ac‘l"?rg?’?‘ied” e FBqdinntof #Praseeint@dict e t hat al | ows
t hatFIG'a GSeprébaitd & ;dflﬁmem@mt ﬁ?%ﬁﬁlﬁmg @hd Elalalt@ cbilirfter an ITR
nd roaners. e stem further provides a
arlgfRPHOS & SRR ok AR o R o 218 ppsnt
inRegiost er 20 (VLR) associ ated with the conpetitor
S tMQrk el f abor e reqis on
or B, PR B! Sid 108 Bl By b BBl B okl
casgd, | when tﬁmer@pmrat bandedt tshetbelf idnsng \iisSidgéstiatiedt \atekpt @t the
coBEHbPnlddnl B mpg&%a{l&w 2 firs} UERSHRISI A Q86 imvension;

oper at or 1°Cat
r oam@ES WBA NS @drﬁﬁmepn@tsm Row ruhamve foeandbng a rsaich/chahdset
i
oo SOR e bRt bkhCR ol A £ B0lconskEy RUTRERR ot e
coppetitghinedlorys ipi 2dserdanceHovith Bo@@pn@rﬂrﬂegilrsmetr of Hhﬂ)present
ineageci ated with the home network,
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or Visited Mobile Switching Center/Visited Location

Regi ster (VMSC/ VLR) associated with the conpetit-or
visited network, or a conbination of both. This —_
bl acklisting and whitelisting is performed based on
various criteria, which are 30 described later in
context of the present invention. The system al so
handl es various cases when the inbound roaner's

handset gets stuck due to the ITR attenpt by the
Rﬁ%!ea&fs%é?'iﬂj‘r k. This may either happen during the
i nbound roaner's reglstratlon attenpt at the

conp Vi Si t nef wo or aft i s .successful
Foor Bt el e ot ol aLoS: b GRS aRRe Tpbers,
nmmammabmﬁigmm&omdem sat foah ﬂym‘)dezl.tﬁ padviidea tBBﬂiugh @hderstanding

tion that a | o e Visij n

of (e e 3T dt 9 bhatiecet sy ireld s e SrdiPaniRal i the o,
tlftat Elfefmmndols titalythet piragtickdragrowtithdsh @pd’dEM\HéthB I 8dme instances,

uaII results I n. maxi mz1 oam n enues, of
e VI 4 ey en BFd ekorglﬁg& 3t §¥P @gﬁ‘csg Y Izﬂﬁ ﬁ‘i‘\%ﬁlespmsent
ntvhmdnoﬁmm‘gntomafréfemnb@ it I‘he spe&ﬁtﬂnbnrtet’&me lembddirhanfs or “an

Lnen hi d fakin

e‘ﬁggég%%géﬁ t’lsém%)fc[ahrz&la con}tQ ?’ S%H‘%urp?r(gs ﬁ'iagteﬁf’/t %e%cﬁ‘bEd n

c@@pttmar wabph@wmbednm&nprmwnduéed FR4Y | eastuc:h: ambbdiatent of the

g 80l h o SO 8 el e

S@P!fléwqmgd@psn@t nisessaslyarfar torthe @ambeqﬂﬂmﬁuaemet wor k- si de
MAP si gnal i ng- based solution 10 to retain inbound

roaners on its network. In other words, those
appr DHCPRESETh PGRIRE Pravies # Bxstent.gr MpBpe.cangi ePThITHer [EpgEam

prbdfi®PloCERRbLE trafiR Yot £FPatiel) bQcialddo¥ith iatbn ndtRBAY 'B@tween a
Traffic Redirection gystem (I TRS) solution. This I'TRS

Db VRIPORCHI MG ORRPHPES rvatted Stk Bf R él%ﬁ%twv§rk The

sﬁﬁz&ﬂﬁﬂo@id@ﬁi a HhbouRd HaamcRvddide6tidYD Ngwkf aPB ek thitPMws that
st Visited Public e Network (VP

a fi
ﬁffbllsﬂi\g ORSEtor fp [N it WPw%gq'angﬁr%\ ’Elapoéx%t%
prﬁhthNNfﬂ.m?cé‘rergxgai ﬁﬁ%o?!ﬂhl torf hsfcsﬁrhé{PWfbﬁér Location Register
prese in,dashe i ne, cases,
ARSI b P CRmeton Vi peer ahsir bty B, Be Bratton
atistriph ofitlscoaner AtFiM\chrﬁﬁeb(th sited Glepairkt Diis dilSwé &tk operator of
es ,a Hone Location Register
th%ﬁﬁ%ﬁuﬁfg HEL\XXI\{)'H( oma’ ler’é‘ & F&ferred to angLR- H
110.Thet syafeid abewsapp'ammdt ndhwok @Eragontes knthémdatenthshiebound
ro%ér &fﬁﬁthlé_lhigintl I%vafr%%%w 81% I&?Ipef'_i&)tlﬁ(ﬁ %é& such aunthentication
roamers o

corresponding to a
requireient s Hytenhpled allnwHtn\visied setwerk oprritou el biaskhissrand

whiRliRr &fhef 4 ?ﬂm%h@x{ ﬁe%%@f"?{L}@ngsegc%It&f a4 tﬁ@h&ﬁé Bedork,

revious TR one e pr esent

orj Yjsatsei MPbﬂFl ﬁwchlea fremper Yvisitert dogativr nidrgister (WHISC/VLR)
as§RAWA ivith Hihe cdrﬁpehﬂﬁtv1é1§:d2§etw§&d dr0a cBfbl@Gbn tdFeboth. This
nj ng affic of its outbound roaners to a
blﬂ%ﬁ%’fr@r ?st,% WhiteUsting 415, aerfsred ased SRaKpIWs iteda Bhigh are
deSEPI 108 llnscoateﬂf ef BlerRetenehvaition 0Thd BN R0 }Jaht?g%\lv%%s
roaner

w il at t redi r ect thetrafflc of
cadés I PRIO R oo 1 st 9 AOEIEC fo et iy oty the
vigited wetvwork. 30Hie Gha eitles Haypsihi@hgathe PDAMnApRERAEDE rédftration

attgrgllajtnatt e g}ngpet grsvxskft)f/:d netw%?k or aher his successful registration with the

competitor visited network. The system also provides a Gateway Location Register
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out bound traffic redirection are al so known. For
i nstance, exanples of such "previous anti-TR' ar-e
taught by by the inventor of US patent application,
application no. 60/662,030 filed on March 14, 2005,
System 100 may optionally include in first VP1VIN 104,
an anti-TR nodule (not shown in FIG 1) for countering
the HPW s TR attenpt. Various enbodi nents where the
VPMN operator counters the FIPMN TR attenpts, in

(GAgi lbbsdarhohﬂxoh higat 3RS Gl widited Rieiavoek ceseat: basinthetiefelerred to

o) SREE oo Rt FENY Pral et Efudaly it in
makidMBEE tdam‘img evendeMNf fidvisiid metvark ppe@mmﬂmﬂ)éweﬂs
' ncl Udeﬁﬁ?@st&ng {;}gg}%\'ﬁ%@ﬁ{ l&é}?&ug %Enbo cldleor @ALE M fRed

VLR 112 and
fakﬁxg solnti@garadectriyhBEtards cmextnfmemsqsemmwnrea-, they are
i nterchangeably referred to as VMSCNLR-V1 112.
Simlarly, second VPWN VLR 10 114 and its integrated
VVEBEasli@ dppteecindsaipeaiviy TERT e suadas tat pught pstie jnmengor of

e e

allowgmad netyvorkn opdrater to\m)ﬂ_@mm@ﬂp@g@ é@ﬂ’,,swglmg based solution
to f%ﬁf%h%m %glgé-rg . PMr}@q{:j oftfer '&H:&r '?l%sb QzBﬁioaéHéQ:bmwde

arly, roaner i ghal i ng
tectmipiesl fuPpAUforadng ETR. ouFE’é lur@r%ﬁegwat %ﬂﬁyerfb éﬂg eF E—‘PI!bl

mﬂ‘tﬁ.gﬁ\ﬁ‘%ggg lﬂeﬁubaio%r §?sttérﬁ r?’i"Ré\bTE’@iuﬁgrz Ti9s HPRN dddtion allows

communi cates w first VPWN 104..an C
traf/RedioGtion of ghesfogmars AgFosedait n Heme Publis ?‘?"r‘?gﬁe“’mfk
(ERMVERY 18L N %%irét%sité&’ﬁﬁmicﬁqo&!b N&%fm@mml 108TRIodR&r 106,
connectedtoasvvltc in mng STP-H 128 |in 2(;"?\%%&.{21 104
whe s %Wgﬁaﬂ“?s‘"ésbéhéﬁg‘é Wl FEBIFIFIE oW B ¢ Tt
(réj{r&eliganﬁ a&l\%xg@ l!ln@iapﬂm Iyt h@sﬁmﬁﬂ:ﬁp fdsgghm@ﬂ 1%rrtay (aTt&AR) to (or
i'ncl udi n 11 e | C I
is Agsed dak Fegpstasayiih e&aéymﬁﬁﬁ’%@ﬁelaqs gs- 8@’?8%3"%‘ M F& pefwork).
HeRet hep igsbadi srenineof otdlion PR&s@et (HILR)en10,0which He hereinafter

Si gnal s excha nal | Conne ~
cefibd 1t SRR Attt PUEDT HibCmych SRRRHIsH Ty B M e re
1 [t i 8Pprofile daptcdiespondirigto all comebrVeNEPMDB]0Z%ven t hough

he 25 Is already registered with first VPMN 104, due

to one or nore of the foll ow ng reasons. For exanple,
r oanmchﬂﬂﬁemy veltitie npt HPBIN lvam gtzet loatbomMN rorsend i preferred

V‘é@@‘& gl[' S S Q‘fa\ﬁr}%h Al ? s T?{)” ﬁg{x/ﬂg \é/lg?gdlmmt of the

prbmhmbmmn (&@1@1 IDZSF’IRS ingludQ) TRm@@MﬁGt spenm i dEG: Prihat is
us3l é gcﬁreﬁgéxg rogﬁ){ tpclﬂ;rﬁ of ﬁ@%u{b%gﬁcf ffabnetd® 4 F‘ﬁxfef'dr&dﬁfwsxted

roa er network operator in

neectn Bk PAAAIE, 11@8300&} SN Nolifnis 2npsiserd metwark QQFEW%&OZ
?ﬁa}N iR afOAPH 8T edifdcditicoRFhE BE Wodnker 0636 sS63WN VIMIN 108,
H yztgygﬁ%taﬁer enbgdl ment of the mvéntlon this

usines the AR wedwe denloysd Ay NeMOE-be due to preferred PLMWN
timer on roaner 106's handset, indicating preference

of second VPWN 108 over first VPMN 104. This
Techniques by which a VPMN operator can counter attempts by an HPMN at

outbound traffic redirection are also known. For instance, examples of such
“previous anti-TR” are taught by by the inventor of US patent application, application
no. 60/662,030 filed on March 14, 2005, System 100 may optionaily include in first
VPMN 104, an anti-TR module {not shown in FIG. 1} for countering the HPMN’s TR
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steering of traffic deprives the operator in first
VPMbN 104 of the revenue fromroaner 106. System 100
further includes in first VPMN 104, an | TR nodul e 130
that 5 nonitors the traffic between Il PW 102 and

first VPW 104, and issues one or nore signaling
nmessages in order to attenpt to redirect roanmer 106's
traffic to first VPWN 104. In one enbodi nent of the

I NV on, th er at f.i VPWN 104 deploys | TR
o V55 et e Bery SN sttty comierb e BPRN TR
aftemptRiNaddifon tntile TTRES boliRioat dr€ dRkribyd lafeLinOR@fIHEASn With FIG.
second VPMWN 108. | TR nodul e 130 includes a 10

detection unit 132 for nmoni toring the MAP signaling
nmessages exchanged bet ween STP-V1 116, and

o pobhh A09 bR, o VNG T SN PL R P

ingegratet] wigh 0i\GVISCrin fuﬂwhmrlosmuaw csa@ndrVFMNeld‘m&ludes a

SB%!E) YRM}% wlﬁgﬂ EGS dm%%?agergte\?%% %E\ﬁg?&lﬁfegongfm 108. As
fuyse iPMER (M 1dh mm |at1d 1t84magreteé OIMECtresidd in first ¥FMRM 106, thsy are

mF&RaH%&Hieﬁr e%ﬁg s AvBEAN Igg)]g“tzh %uh];[ﬁﬁrh Qéo% \%}gﬁ YR

accor varil ous e
1i4rapdritsi infegrated VIMSC ayeinigspangeablyt iofearep ¢ sajﬁl\@ﬁffl\/[[@d\fﬁ i 14.

NBthﬁth%ﬁdmé r1:5'?}:tl:h fﬂ W{/Lﬁy Q&& Ufén\?M%E@ n?a%ﬁlg:l?e ﬁg'elw lgglcal

detection unit 132 and redirecti on uni
addgesehst BPYMPULOsE Signalingip frsin¥PMBh K4 isrowed vip fowmfmmng
sthe 1t e Mﬁdldn @%n%%ﬂzﬁlsﬁfpﬁiduw b IMR Rd Shﬁlalﬁpma'n{br 106°s

ot her ~words (r;%qunctlon that i's to be perfornmed by
SIgNa{iG N 88FORG | o8 R Feutetsa gy switsh{rpasping GTPaN2 1126 33d an

mte‘ﬁx:ja&lbﬁzﬂ rlsnatzl V2l 4 mﬂabl ic@t ﬁﬁ’m Inlbr@g d@ﬁﬁﬁ@idﬁfﬁgtm h%RVP}\taN
e n ano er e odl men (0] he resen
104 5pd s %%O"W TR bites Sxpaling PR #7 (PP igaling Reshitecture
mul %ﬂtﬁllvinggmf mmﬁ"éﬁal\&Tml Bzeoeoxit‘neﬁea tdh @wam?gﬁa@dmﬁg Rirp-g
| a | S case
125 P {2, 20he” el A8k Foeem  gsital vl are

TridsBctiom Ggmbiities nppkmam Fert gTCARPimpIudinpf Mobdg AphK@tib Part

Cglf‘m?rélolregl?legl s‘?%g i %Epr?e%gcggtga &g LOCMEP)I‘%”Q“NMI

errti?@ﬁmn of thPpN st Anaentod, mmmmwmm:gm bie Sigenling Connection
%a&gqmﬁgg%§Q&E|nventlon a first

reg| strati oIﬂ cance B message is a Cancel Locati on
nmessage sent 30 fromFILR-H 110 to cancel the

r egiRg bt h{gﬁmgfz afté}ﬂﬁﬁa #Qﬁer%ftmsécbﬁcﬁ{ﬂ’mg' Oe%m h’ﬂ:ugh he

anot her enbodi rent resent i1 nvention

is pispasly egisteradatvith rﬁfﬁ*eygk@%é %r due_tgPorre 85 atpee of Ha@ f@iicevmg_

SO FONe:RBIMN, kodder 108 HRY 408pt bRnQNR KOOI By P 1l
re| nyent % IIOS|cénaI S g)?chalr)]ged %F]b’?o h STP- VI 011](13 O

theéq, I }gp@ﬁ\greﬁnggletg ag w cgverage in first VFMN 104, or due to new
available technology (e.g,, GPRS or 3G) in second VPMN 108. In another case,

HPMN 102 may redirect the traffic of roamer 106 to some other network operator in
second VPMN 108, even though an operator in HPMN 102 may have a roaming
relationship with first VPMN 104, In vet another embodiment of the invention, this

network reselection may also be due to preferred PLMN timer on roamer 106°s

handset, indicating preference of second VPMN 108 over first VPMN 104. This
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Such "active" nmonitoring is hereinafter referred

i nterchangeably as in-signaling node. In the

i n-signaling node, | TR nodule 130 is depl oyed on
roam ng SS7 path by configuring STP-V1 116 to route
international roam ng SCCP traffic through | TR nodul e
130. I n one enbodi nent of the present invention, the
operator in first VPWN 104 configures STP-VI 116 to

[ ut| 130
LT B Bl B epttndiin sk g U1 R 25 vehue’ rom
romrgemiOdg and out goi ng si gnal i ng nessages. The
secondary routing provides a redundant path for
routing of traffic in case of failure of primary
r out iSygtemHEPL Eurtiten dnchadrist ior firsy VEWISr B ay [BR todulER 30 that

rﬁ’&rﬁﬁ)%e ﬁﬁ%&@ém%@ %%fg Sk ?YPW%‘%‘IV QIICFFFUE% %Ha B9more

or active nDnltorlng
StFpBREPEsSEResHn wadar dp akmpt tededirect teamar 106h rafficrtodirsiey PMIY

1'0@ EV&Héjerh%@ﬂt S’ff thE: QH\'}én'ﬁgn, e %&%&9% ’ﬁr#tnvpl{/ff\? fod Haploys

t he TR process, can be either or ned

TARmpedide 429 & CCF‘VE%}‘sfhE é‘"lR BRIy @W))er@foru@ |I“H§V[Nn102 and the
IMRsS&RADt -Il_:fyaﬂ)%f erditey tn 6OM0RY VAUN 'i‘@B (I-'Ii*ﬂ )?nddméo!lﬁ/(?%cludes a

I nternational STP Signal Point Cod

deiRP PG A RD 47 ngmgd@ﬁé%ﬁfg%hnz Fesypgeierdtianged ptween

—VVHW(&M intdtnARas $Twer 11s. 1ﬁn§ ﬁmHﬁ&% fsr}%fe%@ rtétaQ passwe
in first_ VPMN 104 configures STP- § 1TR nod

mopdforipg. IEBmpequi bif ﬁ&harrfaclea@sgbqeﬁrgeqhﬁfl éF’rﬁ é%ﬁ* &xespncs@x:me or
nfdrg MAP rs@grﬁﬁﬁg @ﬂ:@@gem séd@&e&l #EmbNE L3 &R0 HPNIRCIY ¢ ngloyed

of wusin ﬁg % , the_operator in first VPWN 1
SRRIHIT L2 redireetign iyt daf areRUPtHiH Telprivdde apBLR module
1%% lfc{ir p&o‘fidﬂib&hd: nm?%ggn&:{\l%ﬂpé)a@r@nﬁwa wdnlé»‘@bc’%%odlmems of the

sti.nati.on Po e as ul e : .
PR GHCnIP e - 5! RSG5 PRVOR DS0or i e b togh gitTocont
fmdmaomaemmoi@ed adfmnﬂq?mnhamel?éﬁ mepeddideeerh o6is ABd katy for
evi ou R f.iling. The prese i.nven n .
ekymo@m%eg&?/%sfa Touy éﬁ%&%ﬂé%?%er%w%f?@yt ?112}118 o%e‘ﬂtdt E‘F ageRifed
\WﬂbF!TBI medul&/LFO.\E otfied wordsy ahp dichctibn I:iiaRasHo]bh(berﬁbﬁ&d by either
of,,.th

% E&oﬁquﬁﬁt?bac}r rg@s%ﬁfu?ksﬁ {Iﬁe 1sc%ltr%ne %v%l Qﬁ%ﬁmo%ﬂx%gg%?rgaed
brﬁﬁlnﬁgubﬂﬁﬁmkmn attenpt, it is referred to as

conmpetitor VLR abort. FIG 2 is a flowhart for -

controlling traffic of the roanmer of HPMN in the VLR
err ol prptiet empmdiaeh, ofi the guessnid vertion;, TERamodibdap reetively

m@ércéplf:beth'e r&‘[’ﬁﬁfﬂlé’ Twnﬁ%Tﬁ t\ﬁlpl l?é)gr £8m" BRABChUFTBN 8 in an in-
coup | ed first det'ects a regi stration
Sla%ﬁtbélﬂ@@thd?m%ﬁ %@W%ﬂh%ﬂw@@e ot WmﬁN 10¢pery qoaisgtS TP-

vof118 thikgit hefichingeldr Ohe GRRESE |r@§1ét%ﬁo%§§&ﬂ§t1&‘f m@&%g@ G.e.
e, reqj stration cancell ati on nessages, which

aggsibecatipw). A1deoRso AF MRAFE T5ESFHIOTpRSEBAES (irfy eMt"‘iPo kUP)
betkedh HIAMRT 10206Gnavkes Ve MROI 4./ Bl bR® eafbtlotfidnt alr #RCHRSent

invention, a first registration cancellation message is a CancelLocation message sent
from HI.R-H 110 to cancel the registration of roamer 106 with first VPMN 104. In
another embodiment of the present invention, one or more registration messages are
LUP messages that are sent on behalf of roamer 106. In one embodiment of the
invention, all signals exchanged through STP-V1 116 are SCCP/TCAP based signals.

Such “active” monitoring is hereinafter referred interchangeably as in-signaling mode.
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VPWN 108, VLR-M 112 receives a MAP Cancel Locati on
nmessage from HPWN 102. | TR nodul e 130 detects this
registration attenpt by nonitoring (i.e. actively or
passi vel y) the MAP Cancel Locati on nessage. Thereafter,
at step 204, the redirection unit sends one or nore
regi stration nessages to the HPWN t hat causes the HPWN
to send a registration response nessage to a VLR
associated with the second VPMN, to thwart the

Ir dyi Btyigtaliop rarhcteerfﬁk ofdutit 830 Ganteplopad o eomwing it AV/PMK. by

t
odihgliiie $T3°0) T18'0 Tofls HaBRLRET Shnb D S B ibugh 1TR
nmw)a 136 lbemalefnboﬂnrrqnt of mwm@@mvenbonﬂm wem@ inHget VPMN
el
1GEHORl 0 D15 DR BERRS SR of TRMTRSRodue 130
anst a pegondasy sewting: (.or vie IeydnH 2VpERRcopEns i ewWeeiRg signekng

S0 Sl DT AT 08, 0 o o

capp of Bilarerpforistary euiipg. dipnee thgsmopifgring of Wbﬁ%@db%m aﬁempt
isDeHBAhddH th6 SRS Sa iR TANEDriff 6hachive PRNESAOMARS SBnals.
nmessage or LUP reJect error, causes HPWN 102 to abort
the registration attenpt of roanmer 106 at second VPMWMN
18% I{E' |v§-111 3 (&bﬁﬁ&nt&fﬂaqﬁ}sfﬁﬁ rsklu@% éﬂ t}/@ apy SR torddd ¥€ BV 6i8 Nooping
- requ ir
b P! @A tn B P ED ihtTe, o BB oo EERISE B9 St gpropmged
udifig & uaidsmgoﬁ H@piﬁ@i‘ &bled) (TN dPueiRgsA NieskageeTratdfe\P atOMTP)

d fi I h to
ropfipg, RGN S BRI SAP aCiHEht POUY | G0t LhG) a2
S\_Sﬁfldﬂ@(&bhﬁimglﬂml die(pandnﬁﬁ ax e hesvork Sy nﬂm@:f;) Inon‘asd; ﬁm TT
o R8T Y RS ORIS S AE B TEEd 5
fdr(baﬂﬂmcﬁﬁmg hﬁ& ostgbmlgdstemagem:cé SEXCPciigriating wemewwidering

0 h t
Se%,g?l \ﬁ;%hlq%grép%lhélidﬁgﬁlo?éﬁ u%:hggs&%&?rn‘%{egl str at 1 on 104
cawifighres 8T8\dl VI s¢@Ban ifhorgingayessrappeith o damtbering Blan (NP) as
B! Wlaﬁm bgghng{mrl pgin Ee;"c:)‘)ﬁe @i Wﬁfehoﬁhfesﬁo\/ é@ﬂ‘ther

n such cases authentication and synthetic

engbodimgite invoixsdgn thet TH ﬁnql gheddd @, rowtrr@ teguiiquse bpsnalipafly been
acdtrisdasR 120 dia6d IRl QRS the roamer's mobile

conmuni cation. In other 25 words, redirection unit

134 enabl es roaner 106 to nmke and receive calls

des pTﬁagARbeSdé gm;%lﬁgﬂf p&ﬁﬁ%dsefanoﬁi @ﬁbocﬂﬂsenﬁ&wh?él d];ui G?mﬁétﬁor
escri pe v nts a
V@%& S Podrirva Hdhagsesd of gl JR Fiotnie dagisiarion
MR of @Mmﬁgﬂad‘rﬁﬁﬂlaﬂ mfsmrb ste@eﬂiter vandieas mehccmqsﬁsm VPMN
I'n one enhodi e of, the |nve
PR e SR e, BRI CBAPRUOF JEROw FIG. 2
is caoﬁluimﬂ:m rfonéontxbﬁmfgaiﬁéﬁd_bpthﬁeeaageﬁ HitnNtih ehe WilgBedrrdrdrased

R, b 550 SRR oA ASAL Gy 2,
re&lbbcetotl onit lcewnlei HFal\mstmI\Mmts mgmtratm&ttemt@ﬁmmgwr ga
bt ERLET SRR 5 RS LSl LU o U B
mers| 1ggisioationl %cﬁb@oramaﬁsmm th¢ HPRIN gengls. Bnameibpdiment
oihaxg Ederit Ql.ggntftﬂxmawhgxlr %A{B@qﬂ%aﬁ'@kegt@%g%aﬂp§ﬁ§ﬁﬁn&t second

ver Sl ons. Syst emfor

VBMEPﬁﬂﬂ&c‘dLRoW (1@W?°°$\te&r¥’db(¥?ap Geheellenpation Eﬁ’é%P ofFPm HPMN
({ﬁe PR Ioduft FBBPERMIOHS VEMM ' IHAARE 8¢ nMitdriNEW e. actwely or
ocation update) is an I ndependent process fromb5
ongoi ng | ocati on update prggess. In addition, the GSM
standard does not neke sendi ng of CanceILocation
nmessage tinme dependent. In other words, HPWMN 102 may

opt to send the Cancel Locati on nessage to the previous
"VPWN (i.e. network with which roaner 106 was earlier
regi stered) before or after the conpletion of the
ongO|ng Iocatlon update process. In an enbodlnent of

T " 1 1 A A M\
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20 i ssue Cancel Locati on nessage to the ongoi ng

| ocati on update transaction, while sone HPW HLR
aborts the ongoing |ocation update transaction. As a
result, the ITRS solution indirectly al so depends on
the competitor VPWN VLR (i.e. VLR V2 114)

i npl ementation, i.e. when they are not follow ng the
GSM st andard. In an enbodi ment of the present

i nvention, the conpetitor VPMN VLR aborts the ongoi

essivatp the MAR Canerilogatian message o] eesatieh &t 85R 88&58& arqwsﬁﬁon

AGEorRbr RGBS i §F4210h i sddBV tHb RIPNISBMSauses EEHMMN to
versions do not followthe M st andard and hence _do

saRd 2 SUEATIATION ESSBRFGITRFSAROMO arB a3seriaied Wi thggrgqngny P M, to
tHRN tHeGE S5 YAtIE atiBRpHEINDE HaReaROhE sdobhid VIRR10ITY @B gmbbmment

transaction, post VLR V/ vl SC/ BSS ener
QSR etent E PR, TR Biodue 140 Sece B L Qe mpssage Ge.
@@%ﬁ/@éimﬁtofrf@@mmﬁmommn ds@thht aasey mng{ 1100 td eend a

GSM st andard. However S co t| on
TEgATHIOBFCHENSG BEFBEF tSH‘éh %fgﬁ ?fﬁ b‘mr%arssage
aaner ?éj&:t arrbetomeilnd YPMN eo®RrSinde this IIJBIE nﬁﬁsgagb ¢ st an dehalf

Ther ef or | TR ret.enti on ccess d
PRRFL 106 SRS A IeBrASSon AT ORRR R i, SEg qrRth 104 % is
HelendTRE Bakrretemd‘&mm’ GSUR)fneEshlge T8Rgnaling respondel ikess3gRs such as

he | TRS solution is sed a_stati

GG PERIER T PRSlioHe? CRTI T3 PR ORI, 102 9, whoxt, the

B gistratichheemanefroaher It cecdOd/PMIE 168t ent i on success

is defined as the percentage of departing roaners to

conpetitor network retai ned back. Retention success

[ Ret dhmedthercanterdimeiepditid prgsenbinyentivat HLE-HridOwesviapquire first

t | n

&S pl lalu e g%tg(?gl% 1;1190 'iélﬁ E?agrgé@ Sf]f-ﬁ’mgSi Vﬂ?{o‘f}o mmatmg the

rpglsmtnbe @rogssg rlmefvrecarHPMéR/éQﬂJend ficst S9N HA- ﬂbéll%a case, the
Ny 0._1.ts | s Send

PR [ G VAR 0O pll® pRih B SRLeTHRTER il = Sen

pribaritigatoralnforuagion dﬁABa@eﬁaB?@ (O SR bR TEEIESGYIoF fig sending

tFxQ R LEdYE fo ‘ﬁi\@ I-yll-ﬁ) qg%ﬁtexrﬁl)'dgmﬁe%t Bf‘@m |pFé3ehd ih@Hidion, roamer

romfirst” VPW 4. when roaner 106 attenpts to

os¢H %anére’ﬂ\mﬂtsrrﬁf%nésrﬁ?étww Wﬁvﬂlﬂﬁf during 4 SREISTAYPR attempt
\%Qrﬁ)secoﬁg Gfé\/ﬁlq fz@B{ &Sﬁf&sts %uéc{e%%hl?'c@@ftﬁmnf\?%h Bécoud iEMN 108.
ennance ocati on based 0 se e C

Thirmay drppen fiug @ th ippdspegiatigy of @%B’%%o%‘ﬁmfﬁ ﬂﬁ%nfp ViR 04
RGEEH SRES anw thb aﬂtﬁe@tfﬂﬂﬁﬁh penéyneetit be “pkeSeisiration is done, the

i nvention, In c 06 | eayves t
SEOBTO0R At ot Rt BORGGs e ot O CBRPRRTioR. f other
WEHas! ieh@ecﬁl@h&mhiUBmmaﬁaﬁqer HhR4dniak® . an@aecaiad chlsuddspite

a.situatio e ed Jl.ocati ased LTRAI . .
Bah YA LRy Fies SARSAECR RSl 0ARISRI e TEL! Rocre, varions
draicaigderitothat tzﬁms)thet omeeg hatdset tnigehstseic nttie vetvivd MIBVIN, and
ue to one or [ easQns nmenti oned above. Hence, at
g?@’ﬁ%ﬁs RN T’ﬂlﬂ ggsegn LUP message to HLR-H 110.
Detection unit 132 can deduce that roaner 106 is
at t erf%}tolng %n%b%d{ngeg& oF ﬁ{e Sﬁ%éeﬁt 5ScARG. VAIMN AR When ﬁrtst VPMN
detect's no new tration message sent fromfirst
MEVBkpl@its, thendicing qmdiﬂondeﬁ ite tfake A&H E’cesﬁﬁ%ﬁéd dhe amgetitor
@Qb&‘ & ald U GRNSPNIRT L) FERSR0ERafién Sa date w1th HLR-H 110.

ncel Location mesSage) at first VPMN 104. A first
Tiegéfores BER medularid@ s ehie trrrease BRYEN 692 SR gpames k6, according
I d 8f WRGhIBIBISER)2itas SRR dbie6d ddpldyed at
t{)q @%éﬁéﬁnﬁ%ﬁ%he subsequent registration Ploye
cancel | ati on nessages are tagpped at | TR nodul e 130.
Therefore, at step 304, HLR-H 30 110 sends a MAP
Cancel Location nessage to VLR-V1 112, in order to
abort roanmer 106's registration with first VPMN 104.
Thereafter, at step 306, HLR-H 110 sends anot her MAP
Cancel Locati on nessage that is tapped by |I TR nodul e
130. In order to performITR |n accordance with an
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nodul e 130 sends one or nore registrati on nessages
(i.e. fake LUP nessage) to HLR-H 110, upon detecting a
recei pt of the Cancel Locati on nmessage at detection
unit 132. This causes HLR-H 110 to send an abort
nmessage, such as Cancel Location to VLR V2 114, which
returns an acknow edgenent, such as TCAP abort to
HLR-H 5 110. This aborts roamer 106's reglstration

Ay era rk fa
R TR T P RERRL PP e DO 18, L' BlonbR B
aptbtsaink YhB/YVISE&nse oStamwub@fsm{BSSJl@ensmnseﬁd pereGlobal

SR8 o ARTFSuAPECREF 45)0 VARBIHHL copshotatl bl o
pisviege NEMN (isigeeoh by winevdogasion apdatelys eh éndepérdenicrfocess from
ant BHEihL beRAGE HpdaldoRbLE R addidddR, @ed@sga ;Lﬁgda@%és flot make

search request message upon recéipt
sepgingaf Couesll-enatippmsesgee fime depanteny Migheryegris FEPMN 102 may

ﬁﬁr@%@h&f&[&t emrtfen,%emrmeésage REAE &Jaerla&ueﬁwases ABvdiR vAith

ast known VMSC of roaner 106 to0 collect |ocation area
Whigh oioRRET ARG oFas: eralier regbtre) ebefprg Prapfiergthe neorpetipnopk the

ogbthglivcatfohlipagie pRRVERY & an bhbddiRER: & e ﬁfe%&ftsimﬁeﬁh&h EHPMN
then_the current . network

ar.ch st _nmessage,
HPﬁe@@o&ﬁﬁWIe 310 grrde the Ggneedlpration agsepgst V’f’f’%ate}h upon a
redsipl of at {UwSL P okts e mmbtharen@émgﬂmmntheqfredaﬁrm%ﬂmbagsome

n. based omrde bed. Referrin
HpBAEH 62 350 MRy T berpianD s A GroRloatiss essdee
tor te dﬂ‘Redbp&iyu\é_ RPVAN 1.2, fidsT RPwesul 02) bal, efsy Sendoipletion of

re uest the
tof 6 up st BEER g i eey B8 Rtk pudbonmienisR YIRS st Sfnan
1a8he Thevedore] othe TTRS r ealtifiony 4l udepbndss @oﬁMIBxeSetmEMN HLR
i ?%én@aql Information for Short Message (SRI-SM
™'n anot her enbodi ment of the i nvention, the
routlng request is an SRI nessage. In yet another

Ay 1 A e Blideht of IUE DR, il Bt bRt LGRHE S b® 2O
MEASRECHD éh@anidtﬁeofsﬁemngomg dodgtibn hede@t warisaetioR5some HPMN HLRs

1s§u@kﬁ££@£6&ﬂ@xll mgkgag@fo He Bn% xg%ﬁ)t:é):f&ﬁ dﬂﬂg%ﬁanga%%r?%te%ome

roaner . Hence, at ste I TR
H%M%Hmeabsnﬁ thppracinglpsation wpdRte-ransactionn Asrajessult,ghe ITRS

soluibh 18U Ry WINEGepdlt @3SthO eompPaNEr VIRET VIR @k. VLR-V2 1 11
_ enmbodi nent _of the present invention, in case HLR-H 11

implementadens iesvign UKNETEQBOY Solitinenie c SSM rraderd. 1@6 an

emMoliiinddk SF tﬂElltﬁtbs&ﬂvad‘nltibﬁ,tthé/EMbel@& CRON VLRI a8bAs 81 ongoing
t hent j cat procedu prior to sending the fake

aﬁ%&%%’g@% i apeeivey J’r CangrlkeraHon MSSIREROR FogRes fam the
Hmrmsnnk Howendr] Soine MRS VerMBAMNAd Qd: Edilofwethel GEME dtfhdard, and

ni authent |On rpce I.N case roaneg
et 3of abliF s bRt LT PRl RGRTN 2GaikOn oo e, the
HRMNeHLRt atgntteﬁmama ongdiRs rmmllt@nsh’&ﬂoxsemdﬁ VhR/AMSOIBIS will

ssa such. as, Send Aut hentjcation. .,
efithB e btk Pl o0 B8 o ety R e oo
hagdsagli ng:oufh@ oo Iisr €33Myissidati dlowessagese (VILB/VMEKEBSS

S dj
cols reRER2ARE do bt Hln ik G fBla BERIRE, &R LaRe =
netp@pk fehmepepmtnfeel ajrointsefapr. dereforien R whtentisini wicces$ deprnds
upQPELAL B IBMN hLR?tanyPW chil éettﬂoFWuVﬁRl%) HGRET bNGe
SAl. request nessage to n order to authenticate
nopgrd fgpendersiag;of phen HPM\I 102 Thereafter, at step 312,
HLR-H 110 returns an SAl - ACK nessage that i ndi cat es
successful authentication18f. roaner 106. In an
enbodi ment of the present invention, the SAl-ACK
message consists of one or authenticating paraneters,
such as triplets and quintuplets, used for
aut henticating 10 roaner 106 with his HPWMN 102. Steps
308 to 312 are shown in dashed line, as the operator
|n frrst VPNN 104 may optronally perfornrthese steps

T T e
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For each registration cancellation nessage detect ed,

1TR nodul e 130 sends 15 one or nore fake LUP nessages
within a first pre-defined interval of tinme (TO until
one registration nessage is recorded as a successf ul
transaction. Hence, at step 314, |ITR nodule 130

attenpts to redirect the traffic to first 'VPMN 104 by
sending one or nore fake LUP to HLR-H 110. TO is the
time interval required for conpletion of |ocation

update process at HLR-H 110. However, all the fake LUP
ness aaRsTR ! SN 128.s! sbiitvacy baseliSsh neadstiaal Aansaition ranttwork.
a second pre-defined tine |nterv j, é}é’é}/ nd/ or. until
Usually. pesgition sueqedtrapsheds fisiranget B4Rk Fhe repprtiqp pgocess s
dbfdedla¥ @le feScentdps of 8&Hasitnpabhers td Bmfipdiid@inetwistk eathiaed bavk.
time left to performan | TR attenpt for a departing
roaner. Various other |nterpret tions of TO and T1

ti neR'Bﬁhﬁéﬁlﬁiccé‘,Ee: SRt pd FECKRUE ) FOPER $VARH ]
25 As expl ai ned earl i EP@MBIW$@@%@@WM s
| TR by sendi ng vari ous MAP msssages such as, but not

Lim ?3%) tte:I hli %ﬁs&e rr%:ga ?{18 A##{@S&ﬁg %%’mfi@lﬁe si ﬁcant

nmess fesent Hhvent
révERieninchighse dhdfboremy re:annhgttwa&e drects aig sktigtidahgpcorrs. or

nore GI(s) for each Cancel Locati on nessage received at
30 VMSC/ VLR-VI 112. The GT used for sending these

ness Agakesoripgd lperlier.nboy pGFert] TTRSasadetianoproyidesrs (iR errgp based

@%‘oﬁéﬁ%%&%ﬁ?&%QF% Eé%g%étﬁl%& VERMY \;ﬁéabt!ﬁ‘@ﬁ'ﬁé/ £ the 'IT‘Rtahbﬁpt from

ase needs to informall its roam n%

ﬁMr\flﬁ‘éNsl%g‘d}emrn@mEmHmn@W Ioeregister yEth fhgcompetitor
REERMATASMRNYods! PI5.OF repRsaith 8w dBgrd® forbRodilling enhanced
r oam ng %w del1ne. This ensures that the roam
lgsatiem bpsedofTR jte cpusgpig aqmepediinit Y 5By ebarhah fhe é@-ﬁ%&f‘%?aged
aﬁ;;g&rl]lf 9{] %CQQ%TE&Q(EHO W[ﬁi 8 Hmb@difnleﬂgofttﬁ@pﬁegg ?Neﬁ@oxﬂ% 8geSamer
w Vv

165 eitshe VRN ooy medT R gnosiubil 19 BT Shadhls (30 Rgmatep oy pend

i MRMLIOP HiRMYeoReratRH thait T6 hoyidanehpe efhatioh theadithanced
kind of TR agalnst them Al so, sone VPMWN operators nay

IWB?lO%%@jg%b‘;é%eéfO@Teq o allocate to | TR nodul e 130. In
either of these cases, FIR nodule 130 may use a (I T of
VLR-V2 114 after modif
nmay BEgEn E‘?ga{”@}i agﬁm%l%’l @g 1501?@'538q:o r%ﬂg@ptt IF?T#&’: ‘c’ﬁ%a iSpeond

\Imdltfhes WuEHcVBnG& riore ﬁhhﬁ:ﬁ nventidsed dbbRe.ndehcepatlsBp 302, VLR-

10 V. Iy
A s B PR Bulepden B 5p for oo e
mxgartlss oy attee:qsmgﬁb $lest¢Ih\E1ﬂD paond éﬂ’l\m HOR rehien\iPifet9 o new
rel% trahgrlfl me sa? P‘E{g;laf %%r%t%l\ﬁﬁt ﬁ)4a|aJld tr!s‘ﬁ gﬂe?&ﬁssﬂeg&ﬁ 6fncg1e or

ssages W he "new pbst
mm@lwlgetrm@x caBicpltpgion mipssaBTPE.-cu §amellypcpm @emée)@‘réirsf VPMN

1 Aﬁsﬁ GrfPe a%l&&'tl[)n E?rﬁ:f el 150 &195%5 b PARIL b atibd citebPstion
oper I n st VPWN to avoi d informng

mesaees doraset idisgetly to VLR~V1 112 while the subsequent regxstratlon

cancellation messages are fapped at ITR module 130. Therefore, at step 304, HLR-H

110 sends a MAP Cancellocation message to VLR-V1 112, in order to abort roamer

106°s registration with first VPMN 104. Thereafter, at step 306, HLR-H 110 sends

another MAP CancelLocation message that is tapped by ITR module 130. In order to

perform ITR, in accordance with an embodiment of the present invention, ITR
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15 networks (and even HPMN) of this post-fixed (I T and
thus remai n unknown while attenpting any kind of- TR
This at |east nmakes it difficult for HPWN and ot her
VPWN operators to discover its I TR nodule 130. In one
enbodi nent of the present invention, |ITR nodule 130
sends the fake 20 LUP nessage upon a receipt of an .
SR - SM ACK nessage. |n another enbodi ment of the

t I TR
mfSEETR0 R oty R PAef (hiReSTS LA Rt 00
HhRg$ Mﬂa uppn éetenaingstrecpmmﬁ )the (Emwylépcamnmr?agembd@tpqﬁmtunit

3?f Thid g! SR H VPR L d;-SH an! abBreTREUL e%%@l ﬂx% %Q@anon to

nmessage |1 nmedi ately after
Vméé?agbl, (Whieh retﬁme rn gickprvdedpement, ol gbozs tqf BLR-H

ug) h@RéS ﬁléﬂ Iéﬁécﬁ%éggs%s&imh'kgw sééo%drﬁwweﬁ Rz a

ocation o anmer i mredi ately froma new
neﬁmrhcfrlﬂkurﬁ‘- soapiwer LUdahendsete AhisemBritow {atgrsexpimps iy degail the
& 1 uent
D R D T S o R BERlve @Bsten
respenyd foera gecopd ¥ PAIN d0¥°8dildk-r at i on counter correspondi ng
to an International Mbile Subscriber Identity (3MSI)
of roanmer 106 is 30 at _threshold, then |I TR nodul e 130
doed= nwother  nfadimens ofTKiea pyesPify f1y&ntion, oYRie rperfopming, the
enBitck@Nakdtiin PER¥d Q?Rvﬁ{eﬁﬁ:tﬁﬂﬂ@(in&ﬂﬂé“ 136 (e\tf&ss)a &&rapmest
106. Sone exenpl ary VAS maZ but not &{36 v
MEAPHASARAONIIPRS P At e PrussHogat B e RER O ktlrrﬁr 10."Vaslous
erd‘r{)’bgﬁﬁer@ml Gmdm@ﬁﬁgéailim?%géseﬁﬁﬁﬁagé m/ﬁg&ﬂfmwnlvms_ ooduwbLner
I Sts - or_a e-def i.he Lme .
10837 aPUf eapetiaoiaptan oS- HoGre P b Svises FRR
fildipl Mowﬁeas Huereearg errdisStoethe fsedrbi Feuedt mmageedteeothd atmaent

val ue data_m gsi ng ). to her L St
nep sk o SR of Foith 1R atbs b HES b, LR ER proprem.
ant{bhar eﬂibodanﬁnbbﬁp&ifmrsﬁmg’r @pcae:s:t baaeﬁsthTRtammtwlseml@@ea‘cnbnd
endl t her .S bef
RGEREEIL PR sk M b il RELGE (PRAGIVEEKE Vit
118nITh amelnle1136 dag sreeaterlvetdlg‘ IBQWSHL@:HIBH@W paaod to ﬁertdh%the

far;éngj %ge%,%ghg ﬁxgg;uggbe Tﬂg Eﬁg@g{(jgg&r&eﬁpoiﬁ@g nfigpAne ¢ routing

nessages (1.
re@edt)is aMAD SendsReutingdnfompatianfor Ryort &@a‘?@gﬁ Q@i&@ gigpsage. In
anBhbLEmbQitnbnt c;lthe inve honl Ehealr&gﬁﬁlff S8k QL ATRRY n‘igsséglaeln yet

present 1 nvention, VMBC T s returned inth

angiRpr Smrbrdixnent TE ﬁ!ammeenmsm ey reeingy rWCWéSt\/\lr‘r‘etaPi’erAItth'@me
Intyp{@&doﬁ (ﬁqmﬂgssyEMhé@@dJS%{ andiRe kdiRbakéfmRtd Nﬁ)blle Station

network, after applyin sorre lication |

Intgprationst SRRy Pl dfpce 5%3%%} TORRET gf% tc%ncc’frﬁéep

308DErH enddal: Y80 bmﬂ@&ndsmedsmnsmhﬁesﬁﬁe SVHIBRSHAU®, [ iopder to
to su t fake LUP nmessages including the

retfigyq %W%ﬁé’mi" TOPfRET %‘ﬁe LUP nessage is issued after
the SRI-SM ACK, to HLR-H 110. In other words, the ITR

th;ﬁlarrgrtaggl Oélﬁlei}tg%p tg%tgif%%}trlgﬁqgngan, SESe irﬁ'{?‘ﬁgt%? Sequi ulres first

VENNeltd mhauthdntiBaterochobee 108 0vi20 hisl HZEMN 403 MVIPMHOBJf can

d d ti ' g
m%atg oa;e [.h% txcetx?xlq %ﬁs rg%d%p %[e% ng' ?a%r%ﬁllghgre%/é&to HLR-
H.dddmetgsr einbediment ¢fhibe mwﬂanvm@sage} VPrMNels)ﬁotn gequirgd to

obs I I ;
% BF ulERRAER locBaye 18 Tt T RaPRE OB o Mogiafed e i
VRNt N‘tforlﬂiR frgtdiisne. &B@teprm é@ﬁdﬂ”ﬂnéﬂh UBP eendsRne or more
messages to HLR-H 110. In other words, |TR nobdule 130
i ssues fake LUP nessages 2B wi t hout any routing
request (i.e. SRI) prior to it. In an exenplary case,
if the operator in HPMN 102 has depl oyed a Short
Message Service (SM5) relay nmechani smfor relayi ng SMs
al ways through 11 PW 102, irrespective of roaner 106's
current location, IIPW 102 will always return its own
addr ess to ITR rmdul e 130 |n |ts SRI ACK nmessage

N 1 o o o
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5 thus abandoning the I TR attenpt. I n anot her
enbodi nent of the present invention, VLR-V2 114 .may
not abort the |ocation update transaction of roamer
106 at second VPMWMN 108, in case roaner 106's
registration wth second VPMN 108 is successfully
conpleted. In other words, 10 when HLR-H 110 sends a
Cancel Locati on nmessage to VLR-V2 114 VLR-V2 114 wil |

< BEARPILEARG, e ESERT AR AL, (98 e

BEEathu bl & atriag rtoofendivgnare &0 8jora segittiatipn 1@@35&% {ile fake LUP

: ;e-s}gg;gist) ft@hg,ﬂ ﬁcﬂto' gg&ﬁéxsa&@o?lu}{é@%\{ﬁﬁpéﬁ&g %ﬁz%)]ﬁon, if the

ere ase and VLR V2 114
opaigar EufEMN 6102 r1$:> épﬁem%tq be prepent in agivkitadiseol metq@erator in

ﬁ%@‘?}%\fﬁm\iﬂ@lﬁodﬁlé 1%‘ ?entdg ﬂ{el"ij‘a&} rca‘llletshﬂx@% ¢ RAHER- I—}Qﬁ order

letoinitiate I nat ed ( activit |es

twthesmaﬁa Bpasnerd OéewtbothHd’M MQ j Therqastepsi at atep 12NFT.R-H 110
reffrhd ¥ BA®HCK Qné?a%‘ ttth @mM&nsthéé’sﬂpr&mQ@mﬁm%mw €06.

SRI nessage to prior to sending t

In yrepbadimged Oftth‘*eP“\?REE(CNLVR"’%‘HH %%A%ﬁ%@@mgwsmsf qng or
altRdndc ek b&aﬁl@ﬁ‘erssghc}ﬁg(tﬁﬁt?é %ﬁ cﬁ?nﬂlﬂ-lasnﬁﬁ&ﬂl for 1;s:?»)@mrﬂ:lcatmg

However, .1 n an_enbodi nent of ﬁr esent invention, if

ropmepyL @8 pyithyliys FFAAN R S@gﬁéo%ﬁﬁﬂlr #esPPwRip dashed Jisgses the
o RS ABCHrsb VPIMNSY 05INELpREAlY fltfortnOthMeRtdfs, &é’;ﬂ:nd:ﬁg Ql?on its

after the fake LUP nge sage i's sent from | |R modul
ll’iﬂiemﬁrﬁat}‘?nlrf@““el‘ﬂq!?t pEPHIH can bl acklist the
VMSC/ VLR (i.e. returned in the SRI-ACK message) Thi s
bl ackl i st of I he VWMRC/ VLR ensures t first
- 204 i Fh 3P Serion emgtioh FIRBE KRt LGS bisads
orib&ﬁ' maemLﬁasﬂess@s kwtithén gl dikst toee -Gattied 1ﬁtldﬁ1|al af time CTO) until
ituation, ne_or

nodul 30 t to s
et pevaee Bofoed iy s FbeR Bl Hle BOE ARG e k $5 514,
II:R froduld dB0 neempts b esdireét tt,u': n'eﬁictto firkt R/ BPMINL D04 E|5hsmdmg one or
cau sue. h
m§@UAES rie PR o d8 & dnd B p Ry 2027 395 alelon of
lotO®nwindatespooasd at/PVR- IEOBI,O dfovaler, ailcths AleRLVUR Iﬁéséages from

Hgﬁ{otd NE3PRGY POp Yt ﬁ]’?ﬁasa%ég%ﬂfi P fife® J}%{e ke fAF (T1),

ncer ocatu on nmessage from or the first
!aﬁlifaak%raglmamglagdmld $u besebree ey T1 dime tintprvall 6 a re-

|
B PRI R WA YpERTPL L R AR R Bne
rogger: Sfagions ogwrndnterpoBatiogs vf Fheand TRSnewntervarerd ephidareld the
prédiotd AR AN 104. I n an enbodi ment of the present

i nvention, the successful LUP transaction inplies
exchange of ot her necessary nessages, such as a MAP

| SD @J‘@x al%‘&’ chiHer, ACK fr3acie rl@'()naﬂtehﬁ»t RS THR AR deyilig various
ot ocol o to be succésng{S%emxchan%Ag betvveendf
PPRTSSESTAERT £.0% Aok R0 PYaRh & A rmatEheg, and fake
LGP afeaigt. Ment akdodibtRnEEEagRSert inventidd ITHR £pdB3E 430 ag send
these messages using one or more GT(s) for each CancelLocation message received at
VMSC/VLR-V1 112. The GT used for sending these messages may be a new GT
allocated to ITR module 130 by the operator in first VPMN 104. However, in this
case, ITR module 130 needs to inform all its roaming partners regarding the new GT

being used for performing any kind of TR attempt, as per IR 21 roaming guideline.
This ensures that the roaming partners of first VPMN 104 configure their respective
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successful LUP (i.e. at step 316), HLR-H 110
subsequently at step 318, sends an abort nessage, such
as a Cancel Location nessage to VLR V2 114, to abort
the LUP transaction of roaner 106 at second VPMN 108.
Thereafter, at step 320, VLR-VI 114 returns an

acknow edgenent nessage, such as TCAP abort to HLR-H
110. Hence, 10 I TR nodul e 130 causes the conpetitor

: 2 t [
Y o 8 il LAGIAE A0 (OIS b
I3kssage, such as netmork fallure to roaner 106's
handset. Exanples of network nessages from HPMN 102 to

"~ second VPWN 108, resulting in a radi o nessage to

r oamBPWIG5 SoRE CRYINheperdters meayiint kike & fligplaseqiogheip gempgitor
VT (o8 SN d}ﬂe&tdﬁhﬁ&@@ é&%%m%ﬁm&' AR anrlﬁst t}?]em

and system failure, dependi’hg on |n§‘enentat|on of

Alspaeuig YERN @ﬂwrﬂnﬁymwavaﬁ@pérsrﬁ% aliogaie wpgule 130.
1l kit oflRes¥2cabdA)ITR module 130 ARy RPQAGTERE VafR-30€114 after

pr.esent |nvent|on even after sendln one or  nore

meeﬁrgeﬁ it iThe mogifeed VPR Sgway bg e&e@%rtﬂiee Py addingloe fouere
rilGhg A8 b RO WI20VvEART elnlQhat worls TEISS agRulel 00 pbaRtides the

IR TR s M R RN P
digRs 6ERES IR, HRNofeit@Sh drd. VENING IidScogfif@aed SEPLY1 116 foheute

oSSl e o i C bl ot B G FAY B
130l LSadd, 1HO Samel démﬁ/ Yot Ve GiE, basdl daetei kaeanek)msn:gd of

PO DR T PRt e YNGR afeorie SRk St

neftetondrs {andt di‘ven tHIr S @ dhxmﬁ)osmﬂmd SFRand dmanrtmeeis)ynknown while

t hough es then, |1 y
RalpR 4 (ke BF 8 R S ek By e e, Brdy g
Vﬁﬁﬁigsgﬁgﬁﬁrédmamrﬁiﬁﬂﬂﬁ&ﬁﬂ@13m such a case, HLR-H 110

returns an address of |ITR nodul e 30130 due to the |ast

sent fake LUP nmessage. Thereafter, | TR nodule 130 can

per flarone gmbodimenhef thelprasaitrigyention,| ITR module d 38 3endyeye fake
Lﬂ]ﬁ $hi8sage UL P@ezﬂ?é%%tﬂw'ﬂ& 'ﬂlel'sga%e o aﬂlgﬁle} éﬁodﬁfﬂeﬂt of

departing roanmer 106. This results in HHR H

the) RFECTH dnYoREDE, VIR mogdily £ segfls tlr@iﬁ@ Lﬁ!@enewmsto HW@&%@

w@ﬁou@rWalMIg 8t lthd IS AMCK WhREsage (R8It b gteﬁegl@StIm gjt another
recelved HLR-H 110, and R—Il 110

emhagiagy of W%ept fngention, HRrmodulsd 3015594 tey r%% P é‘?’FSEage
indafeidtlE hee J¥0bink ehd SRESMVINBIsh M R engitkrass 38) Matder wiltifg

fot g SRER BK Befreedt R 1o Eeyis YASE (oroy Dilgggtion of

rodaér. 106 ithlieSiatis GromMaeiew hRwok Ub&atidd GJ;ﬂEfeE‘E\teﬁ &fﬁh@V\lt is

coPpiGr TR0 SREBI CAPFOR B TES BehO B e VMSC
Omkahe esyreor VEISE MOraoter V06 i€ $triedefiRand duleeregiB8fatininl dounter
copg%f)?{a&z%%m%ﬂ&n anl\(f‘lgbﬁeoSub%gnbeg o#en[a S c%qo%rﬁgr 106%s

mever | N case
at HiFgshotsld thea IIBonwuﬂet 1 F0odss wet fisRapd tllelﬂ'lt alBr ﬁwuhdle however, it

5@‘?‘{?? ﬁﬁ;% V%*P‘@%drd% %ﬁ’?‘;ﬁe@s"sa e 16 HLéﬁEl s%{‘lb"" exemplary

Ve Kprinb e dye m@hﬂmtmdtth,ea PRIYbedg GREY, ane o5 Hrppaid| hocméé*élmﬁer
se@fkel NCOM ng SMS, when a Forward SMS is 15 received at

| TR nodule 130 from HLR-H 110, 1TR nodule 130 wi ||

send a Forward SM5 ACK with ' Absent Subscri ber

nmessage to HLR41l 110, so that subsequent incom ng

calls and SMS do not cone ¥o | TR nodul e 130. Anot her

enbodi nent of the present invention provides

additional criteria for
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20 handling a special case of the ITRS solution. In
order to handle this special case, the operator -in

- first VPMN 104 defines a configuration distribution

control profile anong i nbound roamers of each HPM\.
The configuration distribution control profile
supports in decision of performng the TR attenpt. As
an exerrpl ary case, |TR nodule 130 may actlvate t he

conf r at distribution contro

oL e b s s Sl o TR s ﬁ??&ﬁﬁ;gﬁﬁq%ﬁmﬂ
110 irrai memgﬁmecbtﬁme mérvznri@fabdeﬁcé (iﬁ‘a Rmsé-lﬁwm pr3scden‘ ofwederror
mkf):éasrsage Fggg a‘%?eé? Sa1 Ui'e obgll‘naﬂ)gcfieﬁb ata rf'ue ﬁéira% m'l_sglrng ctc) to the
rcmx:ag'péch,estr(GRmﬁﬂ\é) foh arodfigdraile umnlqmreafdemrfmm GIANMIN OO d This

L T R

eaébrfabe(ém wessage. nfpragher hmrdﬂ,a%e@f(lm;a&nwtmgl mpBegmon roamer

Vodaf C
190 ¥ BEAved B BRI el e R 0B BB RA g LU BPAFor e
abye rogsens, H’&R Bodulo 3¢ thmStfaktgLUﬁ roeseakes Qlaavet step i3 1@ without
f M;Uni ted KingdomITR are
SéﬁBOJ eudgl g%utﬁ%%qﬁﬁg cce ii?pq{zﬁ-{one enbodi nent of the
present invention, a configurable counter neasures 5

thesg, QR&L %mma&ea%ﬂﬁsws&uuﬂvélﬁsn GOl agvaﬁf@ & Jetumed in

di stribution control n ot Her words

i S Y CBn TR aode 430 iy ‘%Pé?%?w&e%fr gy MSC in second
VORI 1108 18R hen IPR BtEhp@e AdRoAO a&&%%g%ﬁ@hﬁmhﬁbn logxcs

each of the above one or nore 1gt)arameters For

of nretdﬁén%ﬁ Steis on thsTetrense: dhercs %#Tﬁﬂmoévlﬁéﬁﬂt‘@ﬂ &ﬁasqnﬁény
SﬁPvaI ﬁu.-g@lgla SrioP u@tsﬁl'iseq&n$ ke guizqnegssg&@ lhaacna rtE@ %mﬁaon
be measured for ever% %ﬁ‘%@R atte O{ld In
°‘%ehéf Bs e LU messpes isrisiueym PKH éo
othdRvor8bGEEBER efdiit®h K ICpestigradrier-108 iR hot @s:ub@ﬁ@dﬂean
count er I n anot her enbodi nent of the invention,

if HLR-H 110 has fraud control in a way that it
di schr gst anbtake etriHB’dzms agetHer prscht Rnvadishe ITRO modale 130

SRR R ok Be Bt 4R TPl R B AT sfesiit v

HERBY IDIR'aﬂde.IlrﬁuﬂaB&}fovmﬂf lagdmssH(ik: h 1O SRI-AOK ubessage) in

R t I
el SRl G 3091 B p RIS Bl s
owemoremeﬁmbéfw I@dtOt Bstipiet ’[’I’.anni@iw\m(k foel sapdingnfufiher SRI

mCBER 4 BACREIRY 5 B0l ARSI Nl ARPLE s
witleih any ! rowipgrequestiie. SRI pyper tpst &bam ehsmndary l[9evoe Ucthe opgrator
m' BrRRP 30Ph8s ieplsflaes %hQﬁtM@s%g"‘e S&vich Qsﬂfﬁj‘%ﬁ? Yhdch¥nism for

when the operator in |'ows the roaner O roamin

refainghdives e r{rouph éiPMa{ |18%a}ﬂelsbf‘efﬁi"%®f roppef H0§’s current

1o&RASHIRNN 107 “ﬁlhﬁm?élx%ﬁﬁﬁ a8 owhEEdz@mwx@Rl%ma tmatlfe. SRI-
to performthe TIRto a third VPVWN when the attenpt

to

AGEy PISF§HEE HEsteairot SMES Sl pieh, & caies JLReopF 130 Wil
blddkiist BaRINDE 0p TR issiifg afy 95RHR RBiddsB(IE-SNT) @rior WRRe LUP

the 25 third VPW is a preferred network to first VPW
MeH#E°Ss conpared to second VPMN 108 which is a

non-preferred network for first VPWMN 104. Therefore,

all the specj I|n mechanj snms defined for IR

recHAS RGP CHe SOFT Vit SR FErpgs pfapagd in
redpRhsd ke TR Rn@difls i18@s tt‘hil&‘ LUPNineysagd-inideating R@khohizs subscriber,

solution allows the VPMN operator to redirect the

roamer to any network of hilg choice by identifying

| ocati on of 30 the roaner.
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FIG 4 represents a flow diagramfor providing

| ocation recovery based ITRin the VLR error based
approach, in accordance with an enbodi nent of the
present invention. In case roaner 106 | eaves the
country of first VPWN 104 that is deploying | TR nodul e
130, I TR nodule 130 attenpts to identify the new
Iocatlon of roamer 5 106. The possible change in the

t,i 06-1 s i.nf e UP .
bl ) 8RR e URT sty PR e BB Kot gason
andh (meetp resfrixtion] Reglvpallskdvisemtiscripbien, Lrlaﬁon@sreragmgtmd itheR¥ike).

R- 1 t LUR a Qa
1 s Sanfont e TR 208 oo QUIRERCOE roBlabF10B B REY fo
sulis¢centdelendUN/ Rdssae8 untiihbe 8efST arreglaﬁredwe prsa VFMINTIR4 again,
possi bl e change in registration

mﬁ%g?%lg%%lg%%%&ém on recei pt of a Cancel Location

message at first VPION 104 from HLR-H 110. In this

cas GARC

e o OB TR g PR e g S VL PR g bpt abor
the doratiay updass trrespetipnned regmen Hi6 atrieeqnd SYPNIP\ADS) G copgaowmer
1084 %s&%i?ﬁltﬂgé:oh@wqwgseﬁcﬁé%sﬁl &Icgﬁ]sretew hhoaacaaﬁés

08. Therefore, at ste nodul e 130 sends
W%“PF%%&@LP&%‘& # tSIéquIHcaF%meawgqso (B 2nbids YJR-¥e 114
wilhgot SRR AL fthik ReSdaBRAADRINRESRERAmEP 106-61 ¥ekoid PMIN 108.

before relayln the first registration cancellat| ,
Thig skegis thejmebil PRI BHigR PHFRRmes lams\;@i @5 ITR’s
fall® fooatidpeddankt ek vMS@N&LR dddZesapitoRRGR] 1ﬁqarmfaba&6ma IVLR-V2

s e RpRags, il Bl abF B wi FgBae b S, 4P Py 108

Daé to&hﬁ,mlﬂaibﬁ)gh Mafiel/106lik 2bled it ao Mabke Oughtgen D) acttvmes

- 20 .t h
o BT 10 @EHPRS SRE MR CoRBARE VD) LS, LOEREEGE vHhen
ITiRnwmeditié 030 seads fha SRAsestabe teHLR- Q10 qmponsanﬂmgtlhefake LUP
_ i |
m s%%ngfe %{vxﬁc&@ﬁ%ﬁgﬁ%ﬂ% s\gc gtr\égl\?%awe%rls 1% 5 219% S%—ACK
mgrsegei to UER ynddydeat ¥d HotveverTR anoohlicdii@0 of fid predvebmvention, if
HVRIH a4 { Vﬁnﬁoésntrﬁgdlsg& gzﬁx'yn r@gﬁ%H rgs‘f)gn&f r}xgb%?%}l | 06k as

spot s ere roamer “was about to be | ost
CarﬁcﬁlépcaUPM\tcwl‘cﬁR-\f%l e evemadicn die fake bUPipesagss is zsnttﬁf@n ITR

mbIRS e8d b Ve 9fg, ITRRnIFRAN! 30130, PBYKIERY MMISC/VIR (ie.
Cancel Location message (at step 408) to VLR-V1 112,

reiied ip dreorid- $€Krrécsé¢s¢és blaglineng eldyraMSEY L enspiss that
AriEEEaBEL04 Wil Wol berREmAIRP R ARE TP aferRRoAPParddy! 10686l sildh case.
the art, that the PSI-ACK nessage will be processed
mdependent of the current ITR attenpt. 30Further, at

st efin 4idr tdlp( IRﬁggdcﬁ e smloﬁomiH ?&éﬁﬁle& %@ Ilnbir patd ﬁﬂ'ﬂtonb)br
myE Kk R PR AP THIoA L) Suc e (b T4 PR BAees of

tmhéERor‘EDICRJ—IH% 11R0Thigkaske pltifblzﬂutge 1I® gaoss@rcﬁhm @bBogp MOBERS in
et - .
ord? T ERe PR LD R rrtithior ot otk T Rof e VRM iy o

fort6s4 \HVRJ-VHPWM 16 2aboau gesotduing: dAjie tiiahsuctidi Rpaboeteiving the
R T St AR e e
Su&sqqémbs of step 3herHLRE] 410 §@@@$ﬁ§ulk7m0wwetmgxe LUP transaction
wx&:{lﬁx@?@f’w 'IOQtTkéI'e?&eA'ﬂigt VHVBT Y84 %%1@@%&‘1\4 ﬁ%%%? Ibg] ﬁ&ing

returning a bort nessage to -H 110.
theT BFiRS é@gg@s dmd\ﬁ_tFﬁqv me 108 Bepie catbediaiene efidfrd present
Failure error (# 517) at roanmer 106's handset, at step
420. As described @ lier in FIG 1, there may
be a case where the operator in HPMN 102 deploys a TR
sol ution against one or nore VPM\(s). FIG 5
represents a flow diagramfor performng the ITR Iin
conjunction with countering the TR attenpt 10
initiated by the I-IPMWN in the VLR error based
approach |n accordance with an enbodl rrent of t he

s Y T o o

e
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up to four tinmes. Based on the attributes in the
acknow edgenent nessage (i.e. at step 510), 1TR-nodul e
130 deci des whether to apply anti-TR solution or to
abandon the I TR attenpt. 5The acknow edgenent nessage
may contain a LTDV, Roam ng Not Allowed (RNA), Roam ng
Restricted (RR), System Failure (SF), MD or any other
error as the attribute. According to the configuration

n‘i)\ren{z xf {hERSIH:%Q&!s ial nSVPNN ‘U%{}r %ﬂvﬁil{eg héﬂh&%%ef’gl&fg Ul%cessary

error con
zmsngs, anth TRadvIAST ISLY aphre MABJSPaAEH. (dPdXdinE  to tHeRunderlying

PRI e REPARR A e s ST R a0

if it is the only GI used for sending UDV in the TR

sol uty el ' ej.e

err o?jul'ggﬂ;J\S'[Slé'l &PM %m (ﬁgar\gg{?o%mgo%lrp%g éggﬁl%oh %‘5% 4) and
svwmﬁtlﬂ@%ﬁtq aﬂﬂt@ps;’dlﬁmmeﬁrl‘l 110esubsaquenthion steord Bi sends aerabort
n&?éa‘é;l&'p&ﬂ% Hay @&w@l&Bl:étﬁﬂ ALQ0g. \66 Wmh& W‘{ r @Ninde e LUP

Is Teferred

tramaph%%fr@awm l%ﬂt sqqqné MPM 38 ’Hwaemﬁpwmt ﬁtPP A ViIR-V1 114

r&ﬁ‘xhb ah Rkl lelSenfidt YaeRRRET &h 1@ 1O GBHR b 3DIR-EY 1 BF Hence,
such as _systemerror and m ssing. val ues) used by an

wRpcpie 430 GRYsEh theTsraneHiE g el &9 abcm%a gusygtion with the

c&abéﬂtivervmﬂwdauy, 2t mt VIR-VRNiE QEddaG: ﬁﬁdreﬁﬁc?s%hgée such
m)nltorlég‘ggm)de In case rlbteln

as, PRIREE e fpdeypy & ’RF@P@F‘ AMPIEE 9 T’F%W Q5FsaEsSofiom
HPSRof tceeedoﬂdavm 108t rekdiBngad W eadis Gnéssardicat@imer 106

retr.ies._unti sugcessful . transactio h
e o fheq neletk L B i sey T (SRR EDSF DABORT,
MR | YILOSE, TRCAR aboedad s$fiem thilurk depetdise on tlpletishiadion of the

sipbin Pt e R Lo E PR R veri P PLAG R i

102 is perform ng TR the decision to abandon the I TR

m gh be2 O%ﬁéf nSI vetr RNA is recell\l/leoinr o
t he c%‘hSW é“e R IS% B e R Tl i R R P
cafseatice e Saiev . R nesssagest hdetbaioa WOR 182 sadges o Kietaclterany

C%IQC%IL gﬁgrg mekk né@ﬁox%cll-ﬂ}ﬁ}% g?@ g&g&:ﬁc{nﬁgiﬁl % Jijgl W1th1n the

error nessage, a 0 once
swgm pr%étrfd@danm@wtﬂakleﬂu@ Wirﬁssalgerq@gtﬂﬁmmmesi®m In thig

el;m&fn%gﬁtt & the HkeSLEP n?egs t%? "’%DMSGJ&% wRRlShLE éné Pe%uest message

registration process w Irst- VPWN 104 to a

sychameRI-506 B Iﬁ‘é‘éjﬂ%%@ cap) e khstiE R-PMY agdy MBRy ¥LR-V2 114,

A PRERES A kAR Dhik &el@ka‘é& + 516, to send a Cancel Locati on
message to VNBCNLR- V2 1 4. VMBC/ VLR-V2 114 at step 518

returns an acknow edgenent nessage, such as a  TCAP
a??‘rrin &txﬁﬂiﬁPwaﬁeE’L’: df:fpcﬁlla bbéserﬁtlm%hﬁ&) 5@%8 é%ﬁi/eﬁéb&s\f&mhed
sen a net wor ailure roamer S e
(dpg to, heatips APttt imts fhd oY ta Itheyph ot 3t 5‘%?ﬁesﬁ(;’i«rﬁ’% &R
mbitle (180 Aay@se dne final SRI-SM to HLR-H 110 to retrieve a VMSC address
stored at HLR-H 110. In such a case, HLR-H 110 returns an address of ITR module

130 due to the last sent fake LUP message. Thereafter, ITR module 130 can perform

one of the following:

1. ITR module 130 may issue a PurgeMS message to HLR-H 110 on the IMSI of
departing roamer 106. This results in HLR-H 110 to have no VMSC/VLR

19
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5 approach may exist, that either nodifies a preferred
PLMN [ist or special SIMentries to initiate network
resel ection by roaner 106's handset. The anti-TR unit
may deal with this OTA based case i ndependently, since
it does not have to be tied wth [ocation update
transaction (or process). In another enbodi nent of the
present invention, in the active nonitoring node, the

o SR 6 TR R Rt B SR 9580

t echragleapys waeied AIRLRH t10lepldyR®R-HN1 80 h@zshhn\JLRNMSC

| ocatjon by an international, SS7..carrier or

car (OB of )RR & GERREO T ARFee 1 aRiecBe SHRE
of t1ma5ﬁweskmﬁmkmmﬂhbhmﬁJOBheuﬂh&Wﬂhlt can be
integrated with the TR nodule in a sane platformin
such a way that the GLR can either be independently

app| IT&dmodtlei 136 minerdsdiRhe codBerd @pé redpindtiop tapers ifex/departing
inside th n r

| e cREFBn 0 Bi° PG T RBSL R 2D ey 3P PncciLocation
HPI\/Nnéssag froiRVNLR-OR ) 1 (héasaybe due ssifoainiey 19&Eg mmbelp @dtl‘Witﬁhhke

M7 S fioMddtad e SEBVINS £a0EHS PrRehbAH G3b! Wit have
|ssue severa L ssages on-‘the retal he

r oanaottsr EhBke it;m radud@trromrdloéthapk tq ﬁeﬂt NN 104, However, in
di stribyf &q%gm@zj ggcﬁdlis,elg nloaﬁierlcﬁ@@ﬂlsrecg Ué %{L\ﬁi—ﬁl 1 11005?2 Provide

i ncrease nce of nore roamers of

r egi Beastipg gNwmber (BRN)/paest04TR module F—%Q/mlélr refyrg; ghbsent
GLR &)sttitePn m\%gake notmiereii@ecld ¥e a@ﬁﬁiuﬂ&igeﬁi&nﬂ‘MeTﬁRN
solution that i s based on a distribution control og

Uni EBNeLAIRSIAECAbY 635 SIPNNIICOMIRE SMEP. awlns pifgqard SMS s

Cou%é%)edoﬁt 19R RoB9E Q80 ERELHOR 1 UR0! BfTe Glodale’ D30 W1 send a
i ndi vidual VPMN in a 25 vi'sitin countrg é@ﬁﬁgﬁ that
emb FERTER: SMB A Siihe dbstnt SHRSSHPF H1eSIAgE L0 g} so tha
al | oyBsdghent QRRkEaEOEalisAnd SMStdoMRYRbAO b ITR Mmetee 130,
initially registered roanmers on its network. However,

it does not consider a case when new roaners attenpt
t 0 r & tBdredmbuidiriestt iof Sie PV I¥dntidreproeides ﬁﬁdimicdmt cktitBria for

maDgliE AP roh A TR Pt cypl Sty g e o e

ops@fr in Hirgt P EWalD4aiefin@C doh&guretier mem:buumoumoﬁge gnong

R hi I
R SRR U5 AN BBl gt rome
s@pbrtst n dedtigipm of\peafotthisg Cﬂl(RIE&caﬂengat AR an eNsowpiaty case, ITR
mPgualg? §M§étb%§eﬂﬁ£ @&ﬁi lé En BEUFRUER CMH‘CI] ?rcﬁﬁ@gﬁ BELIHPMN

as co to those t do not
atgiéffieeratttonshands. a”fherc@oﬁgru@tsm dnmbutm@egok prefilegeneach AIPMN
Dot meaGhedndist he
is ﬁ@h g&%&hﬂ? QWﬁQ gﬁ*ﬁnggﬂgggfgg subjected to
pOSSIb|e TR T erefore t he Pperator N ﬁ
T TUBgR BoRTBLORBr S By SRR B SOl e e Hga ftine
Wi t hatdundf doe@bisnort Meodadf®I ™M Riniteld &Kingdmot I(UK) e hidjdctad to
(unégidﬁghe HPWMN TR di stri bution mechanismis itself
bas *PPFenue distribution). S
Alternatively, |ITR nodule 130 can send one or nore
f &k nboyAdIiER sttgptsoRoraxaapler BP MPre iatel>s of fiEtartingsinfgund
the FOIRe bliechid o Ik MBRPLs t
i's £¥%§§%¥ﬁht tﬁﬁgﬁgﬁgsﬁ?ggﬁgggner Hgg regi stered gﬁth
a conpetitor ‘network (i.e. second VPWN 108). This fake
LUP nessage will not affect the services of the 10
departing roaner in second VPWN 108, as the VLRNMSC
address used is the actual 2¥MSCNLR address of second
VPWN 108. In an enbodi nent of the present invention,
| TR nodul e 130 sends the fake LUP nessages using
VLRIVMSC address of second VPMWN 108, to HPMN 102 for a
pre-defined nunber of tines (i.e. configured by the
operator in first VPW 104). The intention is to
create a fake 15 distribution i mage at HPNN TR

T T TIPSR MR 1 A /NS o I e T L T
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an | TR attenpt froma conpetitor network, in
accordance with an enbodi nent of the present

i nvention. This enbodi ment assumes that roamer 106
(i.e. inthis enbodinent) is initially registered with
second VPMN 108. However, when roaner 30 106 attenpts
to register with first VPMN 104, at step 602,

VMSC/ VLR-V1 112 sends an LUP nmessage to HLR-H 110.

au LR—H_10t0|suea C
b o BB b s 18 RemtORoRP Oht Adping igbownd
604. rddusaredf.¢.etniqad os tagp) ﬁ@m Viddafone ™ Kivitad eKmEd(SBcHrBd are
VPWN ke LUP nessage to HLR-H 110. At
stepsé‘ﬁSCtéfﬁ’ﬁﬁasfi Zends a Cancel Locati on nmessage to
first VPW 104 (Le. received at VLR V1 1122
Ther dapre pmbedimsnicsf the reseatpuxention 2 qaafighabiecoppigpmeasures

1230 bhe BERDAISarkRetdk in 1l éﬂnﬁ%@n&bfe%1ﬁ1@&ftknr&ﬁm profR. B other
regl stration attenpt at firrst VPWN 104. However

ith PgrbhEorCaRREre ersals Renforped frydhg Foné'lgugﬁblf'sfcglﬁper of the

c@ggs)ponéi Ec&ﬁﬂlﬂﬁ 8ach3? tcdboVE BHE 8 hBR RFASRAS FRlextuhifle, if the
1TR np e at. second VPMN 108 that_is.b5 %erform nghﬂ(g then

diStfﬁR‘ﬁé‘fltcéﬁE?l is gudER GifgrpisRd fescangispiable 9RUPHES 1S §5h
thOFEFBIntdge Q1 IR daBgred %rfdvﬁ@t 1Otk Qs HBB@Eore,ltBe operator in
thwart second VPMN 108's |ITR attenpt, at step 612, |ITR
R MAMN 1 car defdne, f ake LUP nessage three or nore

times in succession to defeat second VPWN 108's I TR
attenpt. | nal | AtTosdl EPR 6dotessidPMierl 02 successful |y
conpl et es Pﬁcéa Sr%& i STTak] BiretioseamtM th first VPWN

104, to allow 10 roaner 106 to register at first VPWN
104. As a successful transaction is recorded at HLR- H
110, 1t BeothekRniBadithent ioh ﬂ&aﬁmovﬁwmmm Plér lesi framd cbhiadl in a
t he hanpdset | node .or nd. VP 108 ha

¥ Bl B SRR Rk LR R e SBEn SOM SR Gt Rep FHRY 1o
rédidteiph Satteﬁhﬁtsn ofiFoaEp dicndidingodnotiee 1pdation rupdatrevmmsamp of

<HE 105250 ReTaAHRE AHBRArD AR ke T fufi 1% Adups. 1 ver

aﬁ&ﬁeﬁ anielimeti| of tho mvegtncm‘, ¢lie damakcetidocﬁanps{bammlﬂﬂwchamsms

Si H_LR-H,110 . ;
B L L
naet VRNl mot?@r r:el@'emén aepg, el amemgbesiBclote Hiediome country,
4@5&9&{ g’k ﬁsﬁadm@g&a of id Ms BleG8S of (OEE Bk qmme%{sme

dmf reanes I'ts’ own dlress rom HLR- H
coyntse Mdien ghaaonesgmsm A Y dreliogsdbe wamge toa@ﬁ@dﬂrfb%b%@% 00“““3’
(iséjnglgtuﬁ'lsdl ﬁ)a%?g) Ph’xrtgﬁ M&b%@mﬂnﬁaﬂhg glg’enfhtﬁl @mtnli@fule 130 al’_g\)tsempts

odi nent_ of pr esent I nventi on, SOﬁE of

te; gerdoran end & ch% é‘FFCbNPh@gé‘Hgé the afeTRRS; m\ﬂﬂmﬂfdhe é??“éf’ first

mmeroﬂ%nh&c%ﬁgem% tuJah Yel2efu$ F& £ droth i dNigre 0N, Whdiihe
odl nen

108 hi s on.r ving the
tiggh KBMM b e Geaa b bt P RIS E0A s Rmidted.gn qespat M
Ig@r a)maR e sl(hfnd]i-lggﬁi%freé né@@iﬂsidreﬂl_rsutgwm mcsa;hefeﬁol_rgﬁﬂl\th“ gﬁcmai
noaul e S akKe nme (0]
hapdling fv&qhwfrﬁﬁﬂe@@ﬂé*)% ehapsELy %@ﬂqﬁ%%%%g eR b8 Shilarly
aﬁlﬁﬁeﬂrfdxl'( M’fl\mlthﬁﬁszde“&eSﬁﬁﬁmﬁ A tAOBTRE kdlutiad als@wdiha NjPMIN
net wor al to roaner angset
PR K e i PR eh P e el S5 R Ao SR i i Bhed Bdin of

tHeabamecei ving any calls and SM5. It will be 30
apparent to a person skilled in the art, that the MO
activities of roanmer 106 will not be affected due to
any of the two stuck handset cases, and hence roaner
106 will still be able to initiate MO calls and SMS.
Therefore, a nechanismis relquired to handle the two
cases of handset stuck in order to allow MI calls and
SMS for the roanmer. This
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mechani smis based on sending the routing request,
such as SRI, SRI-SM and ATI, prior to sending the fake
LUP nessage from 1TR nodul e 130 to HLR-H 110. FIGS.

7A, 713, and 7C represent a flow diagram for handling
a stuck handset 5 case, when the roanmer's handset is
stuck during its registration attenpt at the
conmpetitor network, in accordance with a first

enbogliaTy '?Lprgg en{srheﬂ&? eicT #o7 }5&)‘&“11%‘]005%@@50& ased ITPE in

attenpts to (or 1s to attenpt to) register wt
thg o @nvaeﬁoaapawh{ @1 merdeﬁcerfb'rtb apcgaRlndément of the present

ind&Rh! ﬁ%@w@r 16% 1@&& @hg&%ntr%\@ﬁlﬁrsvgfl’m 11?% ﬂ%g%h Hggag

ITé?nems&%e nlépe Hi% mt@gﬂ%ﬁﬂa%treaw% aon@éwfé{t% Aevreegatigaof roamer

1064 Ghe 5ss(bId eRnlel G teQRgiBRARAGE rbdndf 186 4 inkdried Whe B LIUP

roaner 106's re |strat|on wth firs
mesSpgeCISiTEFR (AT 4t Pi@éNd HiZcke spepod, Ofmtﬁﬁ@ 402, VLR-V2

1192684 LRaatP aisiHpe e GR.Raty 110! %RWB’Nlﬂ-QéndsAhszﬂ@P middhge,
HLR-H 110 sends anat her. Cancel Locati.on .nessa
afjgs fraresr 106 pitempis b ‘i”ﬁ?zf?rfﬁ?f&"eat%”@"‘ f%%g*%tﬁrewﬂ Second VPMN

1(@6\%@&&& aitg&rﬁ 4rme,81smaocgil5 130 detects 4 p6dsitad tehge Bi regls8Mion
708, | TR nodul e 130 ,se n SRl - SM nmes -

of iperinct, 108 GPPE SR, O o AL AROD LGB I VB! 104 from

HERED 17401 thiERas®)dbéd €rst 8AnadLeapbs nieénageﬁtcbﬁieﬂ at Iﬁest VPMN

1G4 8 el (gl oing THO TR odhied iR Bt £ Bhad Sposdn st

VIPNRE 4 dux td Wwhchudithe 108(has e.ttdsplhheo piftakeith bRond VPMN

538855, Halt S AP 8] L% B0 5P

(PSBtruq:sagetalseh@ﬂbs@meA@Kommﬁgmgvsaagc T RLRoMU &2 before tekaying

B 55OVl e ol oMY 1Y T
stapf 448 dhpreafiero YR-Up Hasmaipagerioamsie Edn i yPigipatios of kateply
ﬁ'{%ﬂ m lldlﬁ Rﬂ‘a‘lca‘ltll’lg aW:Jan'. ) lyéﬁg{’l\ﬁr Iﬁrﬁﬁﬁ%ﬁ'ﬂeﬁﬁ Thereafter, at

or each registration cancellation nessage detected,

stqpTRL gro¥LReY 1 302 seends an tiskenvdedgenept @mersiss sMb A SShGK,

rethdilé heBodakibs bf RiaBiet €dd. B Sndiidr %\b@hm{&n b A pfebQt 1%'tnbn
one reg‘ﬁst ratl on rressa%e? is recorded as a successf ul

ortif £t BErol. noatesgangp Loy e, PagmEHIR- YL Ie imelysteds, the last
knﬁQ'HFHeﬁ t18&tibh €. 4. Gk Tell HHe R roRfeL 856 wal pFORIEl 1688ed)itb NTR

S 104, which causes FELR-H 110 .
m@i\#ﬁc M@F%"%&%‘EQ@%‘ tos%ae%ﬁaowﬂbw%%{s‘g Bfin ‘SF%‘E&S where
the/ fameAtvas bt 7d 8e 106VBERILIR V2P NIAYH (40 15 96 RdthuPidbddBient of

o PR 1 Dl T e TR BT 3P P (e step

40811f0tVER WIT1 BY; evat bdf@s it receives an athmwisighent tnthe BEI message.

1 T SRt o8 ool im B G R TP LG Mk it be
processei endederadentsafahe di@pt XIR attehagiv r oamer 106 to receive
Ml calls and SM5 on his handset, thereby facilitating
5 roaner 106's nobile conmmunication in second VPMN
108 Fupthers plegtery 202, ITRRmadde (180 towinies the HRaaligmpt by sending
ﬁ}%ﬂs'ﬁfe@ga ggﬁ 39¢10, IUp%n eﬁcﬂ&ﬁ%\é 31948‘31&5%«1&&? IQQxI’txh@ssages
C/VLR% address to HLR-H 11 hi's replaces a
befyrasyi BUB-R/NBE/ andRI T araslsle §3Grad chtep 4HL,R|116 Iregisiiation presess
coMyﬁgéjLs%cégsf@ﬁlf rvﬁﬁstEf{—I’i Q’fwe’f hé—@&npl&h(ﬂﬁ &f debgg;sﬁh %&@stﬁﬁiﬁln
a

he actu address of roaner
PrRSRSSRFIWRRRE 8?1\@6 deé m&l’&/@% 192 says8% %ﬁem‘)@wevwr afr%R abor
enbodi nent of the present invention, when a GVBC
associated with 11131VIN 12 receives a call request,
. intended for roaner 106's MSI SDN, the GWSC sends a
routi ng request nessage, such as SRI to HLR-H 110,
whi ch issues a MAP PRN request to VMSCNLR-V2 114.
VMSCNLR-V2 114 will return a Mbile Station Roam ng
Nunber (MSRN) corresponding to roamer 106's 15 MSI SDN,
to HLR H 110 Second VPM\I 108 and HPWN 102 wil |

AR AAPFN PPN a2 =~ a2 N 1
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30 SMS delivery uses store and forward technique,
where the SMSC of the roamer's honme network stores
this SM5 and delivers the SM5 when the roaner

regi sters back with a network (like first VPMN or
second VPWN). In an alternate enbodi nent of
the present invention, 1TR nodule 130 can initiate a
call setup request, tovvards roanmer 106's MSI SDN to

T T

abdtt the 2L Gratibe a&adnbt (if&bbkﬁerf UL Sécond WEMIZS OB STk réaAet, at step

H.110 ugin ake nunber.{.X S a
LRI fogeniedee’ Begial bR BRSO ebpd fudlipee o
HAR-HNa 0CThi eshspaMWSGUIRYR 11EdEAnerdte a dfetemtkotiilvendrror (#

f the e 0 this fake call setup request
lﬁa%%éﬁ 85”32&14 pstt If)(iebr "sendi ng the new fake LUP
nessage (|. . at. step 720) from | TR nodule 130 to

TR s dkireh HGP of o, ' IHL 1) ReR it ty R e Yaslor in

HPYIWHL A2 Hepld s, 2 BR selutipn 226nst Bhe peaibreY PMAK(s) FEg. 57 mresen’fs a

V| _
el o AR BR LR b Ay A SRR g T o
initisted by the EFPMB0In tha BLHeqrrqrdaa@w aprsoAshSGNIaRecoydante gvith an
eifbddlereRROP thel By Qﬁ%hbﬁ Iy eaaécﬁaemvmmvaméé%at

returns an ac ement nessage, such as
HPYN IQ2Hs 1@lwgﬂ@pgﬁ3@)lut@ against ﬁrqtuwwé\} 105{ Tgf é)ﬁsmble
cI?a% H%Bré_g'm]&'agoﬁ eF H:fa%r 206 RGKMARW %%%ﬂ%ﬁ%s received
as RestoreDat a nessage, to VMSC/VLR-V2 114
at(HﬂW*éé%ﬁ@@ &esortchXPNB% 188 e‘b‘a’itﬁp A% SHefe-H | 1 receiyes thegyUP
m%@ée A 8 VE3Di4, H@r@féﬁ'ﬂérlgt $RPUSD4 Relesidh AEHI183Sdetects a
p?qng etion l\/lessa%%;1 to | TR nodul e 130, to.confirm

o GhBEE (B TRBS B Iompb raite 1bg PR TR0 § Gt pocation
misksagd |aV frat vBVEY 108& ol IHEXCHMAO! Petkdfba @hie aSQScahhﬁlerefore

caII sendi ng a rel eas ness
aqaSprRtros et 104 e TaBte P e areonts e e g APsdsos,
HPREHEND deﬁtm ahother, Cmemﬁzdn'rﬂeﬁﬁghlﬂﬁt @&pﬂﬁéﬁy MR module

1§ Eah e Tt 0 T RO oA st B e o bl togmer's

trafSRo A vmsag(m by Beratiy hike IEMHodssapext frah MRempdas a3 to

ot R BB Pl 8 RS AT B AP il o i
l)l, Hdﬂl%pbﬁtcs‘ﬁii first 3PN 164 de;hieys M'ER emy tdf aivintenties 1Yy atiempts
rﬁlﬁ’pﬁ%L dﬁg&g%n &Ie ' %&ﬁo@ﬁé&%ﬁx@ntcﬁggsh?&rs%m £ HPMN

time Tnterva I nterva
1 @omfresponsiab éhdofake héJPopeasmee fropmfifst VEMN/DRAN AtGitep B@ APMN
f

1GTS oF 30 BBIbyRL of SO o PHBCEr 910 g SE i sgpes an
ackagwletgeraeny WSW@SI salr-hw o L Tetsatsror pergsagepsp 4R imeodule 130.
Thd e RAAREL QR Mor INEEDLR Y Zreflelé exrbh rﬁéﬁé e Siakbmbé Q stelﬁlafaﬂure
nodul e 130 sends a_NMAP PRN on_t he % VLR- V2
U{“FXPécw‘i’ dpdtp eYalye LURY b pMissing fata, Y Ith‘té‘llfﬁeé’h Piether
erftdtliznbht JPMd prestatRivesidd, et dEﬁﬁ&Me@ﬂ{eﬁBﬁxeﬁﬁggﬁ)mﬁUﬁﬂP abort

System Nupber (SSN) set to (i.e. VLRt le??
CIERSIRSFERLE- by 288 iy o thg hvp gleﬁeggﬂ Hr EeEhEY a5 e dgknevyigdgement

meRaRa! I1ro hioﬂﬁicV\mOk&mﬁhu@ to e takyPMR RBgagaComsl MVEIbEssful
al | ow di.rect S%Jﬂﬁl nt er qg?ﬁ\g .t he VI VLR V 114 £
LB aensstion ieerpliet v B %0 (REET a" °
the @ad¥eMdnvaitioh] OIS BoduM 130 skhds WPHKe(LUR mesmeﬁkd I-Eﬂﬁ\/ﬂ 110,
108). Then, VMSCNLR-V2 114 5 issues RestoreData
nmessage to HLR-H 110, to gaBn roaner 106's profile
i nformati on, when the roaner 106's handset is stuck in
second VPMN 108. This solution wll avoid the
requi renment of tying up the voice trunks and possibly
incurring charges due to early call forwarding or late
call forwarding. 10Another alternative is for ITR
rmdule 130 to send a routing |nforrrat|on query to

A AN o . o A PN~
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FIGS. 8A, 88, and 8C represent a flow diagramfor
handl i ng a stuck handset 25 case, when the roaner's
handset is stuck after it successfully registers with
the conpetitor VPWN network, in accordance with a
second enbodi nent of the present invention. In this
enbodi nent the roaner's handset is unaware of the
Cancel Locati on nmessage received at second VPWN 108

fro PWN 102,. as.ro r has successfully conpl eted
) By PR st BB Bbkes i i C RS RSt SORREC o step
5100, YIRC piodulad 30 hiesid@0whistheab Lapplyt dntifT Rreslatige or At alsindpn the
n&{g@e sscond VPWN 108 successfully conpl etes the
TWtat i on process with HPMN 102. Steps 804 to 816
are simlar to steps 704 to 716, in which first VPMWN

104 cej ' S e :
o RSB0 SRS AR 2 s Bl NSt
(RIAe RenmingrR ¢shriotede(RFO 0F yetam FailurR(SH odMICeon1 @Y dtkerrpptor as the
e . i 5. al i i . .
RS (DRSS il SRR ot Bpeato, i
cae SwaeféP fejenrneHPVRPILGRS ﬂmﬁ@ﬁ;{m&é i3 30 B A romphamI R egyor)
fn?rﬁtardeﬁfégtea W?‘h%ﬂ%&&ﬁé 158\ 2§ %BMOXE)MJ&QI%’ITR attempt.
ol | owed by the fake LUP rressaggé to HLR-H 110 to
Aw SV QT tith eonsidgresh dedicaisr for el using FVRY + ¥tit igphm oby OT
ustl sk LAMRE BD VR TR S hbrSANEMNGRRCELLORAL i @t LUP reject
mssgge to second VPWN 108, at b5ste

816. Now, .
ers oY pb R WA areciogtoaaliy e JR b teeh thf ewi-TBcsoltion G
an¥EMN-chBhliaVEONbIRMA Ao @ipiBe klohe SRANES chRedtNTR attempt.
Cance| Locat.i on, nessage from HLR-H 0, .nor doe )
Theepg-5R poftds ﬁf?%ﬂ%@sagégsrmgweﬂmggm SefrRon I 3 f(?’éfhatlf the
anl’tioﬁgﬁﬁit B0 apflicl mdﬁleaomﬂlianmriw (swlzf e&%ystéxﬁ?ﬂiﬁf add@iSing
a set, IS U t It ot. st uc er or e .
VoA eet HeA oot Mo, Rt iR T ARG ATHRAR sotution

waks foribbihestivethohit@ihgMid padsive naoidtoflg bBe. Rest of the
steps 818 to 836 are also simlar to steps 720 to 738,
where | TR nodul e 130 sends a new fake LUP nessage to

HL R-Iirl cide0the Ledtiribgtet in ehd/MEOOWiddgR naishze 35 RNA wpdat.ehe ITRS

solfi g duitthd 46l e HICHOIE 256 WERBIRHE} Plfieg bl «
sufdEssfal transantion @a pdkreshoBl i riishghINs it|qan b dipduced thay MY <102

: ' ts.f t

s AERRRLIR, Bp Bl 087 RS GGk, P kol JhelR may e

abandoned.sHhin ppiitieapkstior brhastived gasivempdgdIRp prrentirm

thﬁrﬁﬁﬁm 1'0§Vi§”15e!r§}9mﬁ%n'rk,a‘ﬂ?e ub&sib Pt Bhndh R 1€ Night be

ardwar e enbod| nent,” an entirely software enbodi nent,

copeludad epiyodfitereRNAc dnrefeiied ginb e hagkapWiRdeanenh fuesasndrre 2

coRFATERNE Bumbé& AGEQESARGRW of thedRkLDDP dickRBts &f robhier 106.
present invention, software, including but not limted
to, firmvare, resident software, and m crocode,

| piBREERNGS tHehkhéWieddohd recdfved in LUBUfejddE et Resshfg at step

nyention c take the fqrm of C ter praogr
12y bt otule LA ST 4888, B0 At (RE e s S5 g 10 HEMN 102,
Therafier, @k stepasind | PV | @Bncpmpeiedi the rggiagtiam rodkss fedth first
. OF in _con ion. With ter .
VIS, oo Rl BeERRPE ke St b e RN 00 iy s prma
108estsigpt 5b®, tea sewinpuCarcelivaiticn orswgapot ¥MHEHERLVZ BOL
' n s .t ' t ,
VIR S L o Bl P 2080 AR Bhlsng Qi oo o
use by or in connection with the instruction execution
system apparatus, or device. The medi um can
be an el ectronic, magneti ¢4 optical, el ectronmagnetic,
infrared, or sem conductor system (or apparatus or
device) or a propagation nedium Exanples of a
conput er -readabl e nedi um i ncl ude a sem conduct or or .
solid state nenory, magnetic tape, a renovable
comput er di skette, a random access nenory (RANI), a 5
read-only menory (ROM), a rigid magnetic disk and an
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10 program code, which when executed, redirects
roam ng traffic of a roanmer associated with an HPIVN.
The conputer program product further includes a
conmput er usabl e program code for detecting by a
detection unit coupled to a first 'VP1IVIN, a
registration attenpt of the roaner at a second VPMW,
upon receipt of a first registration cancellation

i stratj I | on
TERP 20 8| pEDAY 202, Pty Aich 18 VRO ORREY 2 g o mtwork
%ﬂ@gﬁénmpﬁo@@%ﬁhﬂuhmher i ncl udes a conputer usable
program code for sending one or nore registration

nmessages to the HPMN froma redirection unit coupl ed
to tHe 4 emodimm ¢fothe guesent eehtRiiNat weritheadir (OTA) based

{.e
ef giagl’(iecog aaﬂ\?»/ ﬁ%%ﬁﬁgsa?pmf rrézarP\éélﬁgT??g rcsggmg]??%xemes
t@fm‘lmﬁ@ Wﬂ@&?fisrre%tﬂemhe bygoemer VWNMNbarkiset. Thelians-dil amit wiyt deal
i uherorl d.8&d lcésreaﬁlﬁipehﬁ& ngr? %gﬁ%ﬁ aurs1 gg@;bh& ave_to be tied with

conmuni cati on set gets s
lpgation gty tryrsgption (or procpssy/PRN angieraewbodisest ofigherpresent

iFRmeoN,ahi 18 ho% PbnitdifgPhE8E Hhe HY %EE&W%&%@LA%QA with a

é# erforn1traff|c redirection on ound roaners
VEMN’"‘T‘?‘?P Begjeter (I R)pased tgehnelogynpes GLBrbasedRectuiobrzy uses
at GIJRh nit Q@Ql'e')ggd R @ H@sﬁmé 1o&HoAt BRhh %mﬁﬁh@ﬂ&it S%Jt %Bl\/f\l or a

etitor V resent i nvention

8 wder; for g HP#S? MIE operBEndn r@am@dtmertt tafi the present

HNERAGS the/GLRAINNIK be 1ﬂ-tQ§ra&EiQ$iﬁpﬁle|I@K%du@@mfé"£ “Blatform in
al,l ows VPMN_op Sgﬁhors to ndl e vari ous cases

sfth B TRy DB CLR Shreiter e sfsheRdenily apelicdi gpicidg the 4Tk or
depagndsxtt,yadp,pnaa arfstderthe TR duhenicampal of te pRM vaeﬁfane bifter

|ts s essf ul tra th_the co etit
|r%mﬂ‘gn 8? qﬁg g? Bf?‘ﬁlg%geﬁp&\% ekl )ailﬁso%’c?%@ﬂy
r@smkd iwiith d‘usthPMsz@ tHeGGIDR ithR cBA Mes p@ﬁb%hd\d@ymde Mberal fake

d non r.el ted acgti I es o t he conpetitor
LR W stifed GPemdy A Be ol ao gSioR e HFvN
distritiueion pmii:l@ on itz dontaersn@his oalldh&edsk M&Hﬂn&@&ﬂnb&&o&ﬁm of
HPREN RHE iﬁgﬁﬁﬁﬁg?%h%% H8$5 the VPWN operator to

create a ribution’imge of its cmmehtor
VPMN at an HPMN HLR that eventually results in

TRXi ShEL, BASTNG S RXBRUER LAY ol NEVENNBREL Ok Hir

onents resent Sy stem descri ed a
SOA}‘F}O“CTB%PGF hawim aadlembamrpmnmg of umipen®RtsTsETtss AEMHS (i.e.
mqpﬁﬁlﬁhg E@?@F e erzaﬁa SRR Rt frod éaF it aERJPMN ina

stem can be COlTpO entS or "~ supsy stens VV|
V‘F ing epundynfitiprs erghedimpntor the pireank mvmteorp tigs evititicyaitosyn the
op’b@d“t&oﬁﬁﬂisﬁ anah 69 1b Qetﬁi‘?xuﬁlllt?ﬂlyv‘f'e%ﬁte?&iy rd3HEREEL Qs network.

19 her ¢ onents (not shown), Such as other buses,
QUG of RRBIO! () 2cfath WHEH heth EPoTsroaH M9 Sagsertvith st
VERIN ¢es, Hmeanyomaﬂ‘aﬁml@& rﬁ&@hhmﬁﬁ%ﬁmﬂs%%&b&k Qﬂm first
C Lnation of other processor-based
VERG B B Sty Shir"BEF VRS 106 Cor Rsiptietl rep grandinwap ou
thp resiaed reansdre Iimsantg a ((j}LFJ &aoﬁh@uﬂnecmﬁlsﬁptjﬁngg rbg{bohﬂﬁ%zt é)f the
Qus .components dis ei n may be descr.i be
prt B0 B BB SRRt BST J Vol © Bt P Coxephaouadhg LR
capispg,e&e ritteeing @smeat datl ge@nﬂé @iior T6¥enues WONS reaRRGi i0frst

4 Qus_ co e e nedia, i.n.ternms of their

V. B, B4 PortRBY L i RARSs Bo! et Rirginiemes TS chuses
the logatringipdate of intoutd gaorees, mihe sire tdadied by ey GLR, to go back to

characteristics. Conputer-readable nedia in whi ch such

formatted data and/or instefictions may be enbodi ed

include, but are not limted to, non-volatile storage

nmedia in various fornms (e.g., optical, magnetic or

sem conduct or storage nedia) and 20 carrier waves that

may be used to transfer such formatted data and/ or

i nstructions through wireless, optical, or wred

S|gnaI|ng nedla or any conblnatlon thereof
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The above description of illustrated enbodi nents of

the present systemis not intended to be exhaust.ive or
tolimt the present systemto the precise form :
di scl osed. Wil e specific enbodi nents of, and exanpl es
for, the present systemare described 5 herein for
illustrative purposes, various equival ent

nodi fications are possible within the scope of the

HPMAS 903 aftd Bt SMBjed&1 L IRIGLRIIR.| Biidrdfbre! 1h@ opbfatoMih lfirst VPMN
recanlze The teachi'ngs of the resent S

104 will arbieve Bptisr fevenresier hp pitaiasd lioamse werh%{ fa‘f%%% fg HPMN
TRYSHEHB AN GetRbRP0GnIN e ARV IR BiStrbltied 8RcAMish & itself
systens and neéhods descri bed above. 10The el ements
baspdion FavenysrdiftRBUtPR)i ous enbodi ments descri bed above
can be conbined to provide further enbodi nents. These

and her C s ca made ,in |ight above
dot AR IR percBe 1APiTER 94 et Bitee o LUP ASRiges on o
d&raﬁwgde&nakwmsr Q¥ing e NSO/ VBRI addresS ofithias® frofn the SRI-SM,
i mtation

di | t h t t
B iR fat i el fopnel Bt R Bt + Fpuerirgt rdfen
(ief s&osd V@B f108). Maik ﬁEe:Lum’gmeasaga wil totafffecicthofseices of the

rognmer_assaci at e

ARt aacrens Vien A e Ly RSP XS bl RS cora
VIMBENWLRo addeds| obDfeavodr $BEMRD 168.c i atloemmIBmemf obrtlefi pagsgnt
rlxt}oln I?)ﬁulg r1t3i} sghd\éltﬁé’\?a.?g L‘Lﬁem&'g?%g' E‘BQ t\SLI'{IWS@ Qa&’ress

een U I'SCT 0S€ t he sent “i nventi on
ofl nEboadreViE 308, mer HIPMNrm firea pog- d@ﬁr@ﬁ wiraher off GEE (l e.
mlleﬁ ﬁifeﬁ%\éogﬂéﬁtcﬂsmdﬁfzw ioR). 1R x‘lf—xfgﬁﬂgﬁ REW Sreate a fake
resent 1 nvention nmay al so be effectivel %1
distmbhetwe RERRRe m}@@g TR@olugipnase WEDNEEMDY HB% asfugnes tpt the
Itlgatrmisg/g@t@@r KecBhd COPRRN 108) rhae rexb&digs QEE”HEHJ-G adf Rasic

users are nornally configured t

diéfﬁ’élﬂ%ﬂfe Tiistrasulfs in HRWRR 102yt digriRuting thnshars ?ﬁ«re@m?ra tvee iR
Wﬁﬁmm 100 %k 'ErsCOPRIN |04 NasQbntahS ke m@P&hbﬁ@ge to

on ‘ot her nei ghboring networks, which _may eve
HRURO S0 PRSPl MUV LBoHERS oF 1Hrene VAR 6%y HEREY (103 wit

seBl St REpdke PGB o stosantvvind edRiwifeh Wil bBeborted by second
|Lé§ ératlve 30 exanpl es contained herein are

v ed using terns and constructs drawn | argely
from GSM nobi | e tel ephony infrastructure. However, use

1 BaRg ert Tt fe etk st R PR a0l denleythe

mm slm&ldmncfalnreldemmhg wseneariG6s rmadfickedist ivrvoerg hinghig empodingdnt,

SRR B ST PO By s o

ITR mhdule 189.HIGa6 rapres@Si/p BGSHE230, foOBvRmnEDiA 'R t@pzp;gu-er
' I

eérle Lt Fgﬁé’l‘&ﬁn gltof}ga'é g“%b&rgagxgggg@% eﬂgafp\éngﬁﬁ% oPlhe

prg@ebl mvprawhoﬁﬁn&)renmmsnwbwuweﬁ wietk rogpgr d0§o(i-e. m thls

exfiyalh ety ﬁqm{tlgfly E‘E%?sté?@d @uﬂﬂ's@&&n@d\fﬂ(ﬂwgﬁ’ RRWRVE! when roamer

non-accust oned network, inclu |ng appar at us no

10§eitematsde rq%sfe@@t%ﬂﬁ%ﬁi% st ¥ eV ¥t 112 sends

anCOUP W BfaFe &SRR HYIFI@ @ﬁ;s\% ndews RVabi loaodavib %@ancéIthz)tmn
an entertainment con at form such

eyt SO VIBRH 2004 G Hepnc BEMNG ] O o S 604 Thepfiap 2 stop

soqf theqmlxmmumd sEREE twmmxg 108 k&de ATAKRI IR n?mg@mﬂm 110.
r _.non-home netwo or even xed- .

N N O (N R e
of depl oynent in nunerous cations while preserving a
persi stent subscriber id stith as the eye2eye devi ces
fromDink; or telecomunications equi pnent neant for
voi ce over | P comunications such as those provi ded by
Vonage or Packet 8.

C

o)
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15 In describing certain enbodi nents of the
system under the present invention, this specifi-cation

follows the path of a tel econmuni cations call, froma
calling party to a called party. For the avoi dance of
doubt, such a call can be a normal voice call, in

whi ch the subscri ber tel econmuni cations equi pnent is
al so capabl e of visual, 20 audiovisual or

réErQ%@ﬁ'@LﬁIW Eif}' ’?ﬂ’ér@a)ﬁer AL LEL 1886, WER W1 Il@%@‘m&’&yﬁ'&ﬁ% abort

S can for - ext deo pi ctures or
mestane it EReH 4, do abort roamer Wﬁes Fftﬂl%@@mﬁ Gttempt at ﬁrst VPMN

t , fi
1808Gh bR m reéa%g eg ggg’gégg&azﬁaﬁ snéaéagut%pates%@mtsosy ITR

I nventi on been However,” one of

mduhedawms Redvceithe prreenge of the |l TR appsivde fieeondn M5 108 that is
m{fmfa& Et ﬁn&c@r{mﬁﬂm 165 1& AMil Gts rmstﬁmw raaﬁéﬂ from

partl ng fromthe Scope he present |nvent

lesbbistio i VAVEh A0 56195, bt 3600, UTNGY JOSEHER atemp, o

stépqu irpRt fneﬂulenphot B&idh | DRSS LBPEmeRabE th:803r0Rdrd ﬁm%@ in
usiratlve rather than a restrictive sense, and al

supgessiongaidefeah 5ooRd V&MM 108 skl aftesnnse Finally: (d SteP v it ﬁ%‘MN
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In an embodiment of the present invention, roamer 106’s handset may even
get stuck after ITTR module 130 attempts for four times and still roamer 106 is not able
to register back to first VPMN 104. Since, HLR-H 110 knows an address of ITR
module as the VMSC/VLR address of first VPMN 104, roamer 106 will not be able to
receive any calls and SMS on his handset. In an embodiment of the present invention,
ITR module 130 removes its own address from HLR-H 110, by sending a registration
location detached message, such as a MAP PurgeMS to HLR-H 110. In another
embodiment of the present invention, some of the HLRs send a CancelLocation
message to first VPMN 104 after roamer 106 is successfully registered with second
VPMN 108. In this embodiment, upon receiving the CancelLocation message at first
VPMN 104 and being unaware of roamer’s registration with second VPMN 108, ITR
module 130 sends a fake LUP message to HLR-H 110, which will then send a
CancelLocation message to second VPMN 108, As second VPMN 108 will not send
any network failure to roamer 106’s handset, roamer 106°s handset is unaware of
CancelLocation and may get stuck for receiving any calls and SMS. It will be
apparent to a person skilled in the art, that the MO activities of roamer 106 will not be
affected due to any of the two stuck handset cases, and hence roamer 106 will still be
able to initiate MO calls and SMS. Therefore, a mechanism is required to handle the

two cases of handset stuck in order to allow MT calls and SMS for the roamer. This
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mechanism is based on sending the routing request, such as SRJ, SRI-SM and ATI,
prior to sending the fake LUP message from ITR module 130 to HLR-H 110,

FIGS. 7A, 7B, and 7C represent a flow diagram for handling a stuck handset
case, when the roamer’s handset is stuck during its registration aitempt at the
competitor network, in accordance with a first embodiment of the present invention.
Roamer 106 attempts to (or is forced to attempt to) register with second VPMN 103
due to one or more reasons as described above. At step 702, VLR-V2 114 sends an
LUP message to HLR-H 110. At step 704, HLR-H 110 sends the one or more
registration cancellation messages, such as CancelLocation message to VLR-V1 112,
to abort roamer 106’s registration with first VPMN 104, Detection unit 132 detects
the receipt of the CancelLocation messag'e at first VPMN 104. At step 706, HLR-H
110 sends another CancelLocation message. However, this time ITR module 130 taps

the CancelLocation message.

Thereafter, at step 708, ITR module 130 senﬂs an SRI-SM message to HLR-H
110, to retrieve a VMSC/VLR address of roamer 106. At step 710, [TR module 130
attempts to redirect the traffic to first VPMN 104 by sending the fake LUP messages
to HLLR-H 110. In an embodiment of the present invention, ITR module 130 sends the
fake LUP message to HLR-H 110, without waiting for an SRI-SM ACK message
from HLR-H 110. At step 712, HLR-H 110 retarns the SRI-SM ACK message to ITR
module 130 that provides a VMSC/VLR address of second VPMN 108 to ITR
module 130. The VMSC/VLR address is provided because of the previous LUP
message from second VPMN 108 that updated HLR-H 110 with its VMSC/VLR

address.

For each registration cancellation message detected, ITR. module 130 sends
the one or more fake LUP messages within a first pre-defined interval of time (T0)
until one registration message is recorded as a successful transaction. At step 714,
HPMN 102 successfully completes the registration process of roamer 106 with first
VPMN 104, which causes HLR-H 110 to send a CancelLocation message to second
VPMN 108, at step 716. At step 718, VMSC/VLR-V2 114 in second VPMN 108
generates a network failure at roamer 106°s handset, causing roamer 106’s handset to

be stuck for any further MT activities.
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The mechanism that handles the stuck handset case, uses the VMSC/VLR
address of second VPMN (i.e. VMSC/VLR-V2 114) i.e., retreved at step 712, to
allow roamer 106 to receive MT calls and SMS on his handset, thereby facilitating
roamer 106’s mobile communication in second VPMN 108, At step 720, ITR module
130 sends a new registration message, i.e. a new fake LUP using the VMSC/VLR-V2
address to HLR-H 110. This replaces a previous VMSC/VLR address stored at HLR-
H 110 with the VMSC/VLR-V?2 address of roamer 106. Since, HLR-I 110 now has
the actual VMSC/VLR address of roamer 106, MT calls on an MSISDN of roamer
106 are possible. In an embodiment of the present invention, when a GMSC
associated with HPMN 102 receives a call request, intended for roamer 106’s
MSISDN, the GMSC sends a routing request message, such as SRI to HLR-H 110,
which issues a MAP PRN request to VMSC/VLR-V2 114. VMSC/VLR-V2 114 wili
return a Mobile Station Roaming Number (MSRN) corresponding to roamer 106°s
MSISDN, to HLR-H 110. Second VPMN 108 and HPMN 102 will exchange
signaling messages like MAP RestoreData and MAP ISD to retrieve roamer 106’s
profile information at VMSC/VLR-V2 114, Since, VMSC/VLR-VZ2 114 has no
information about the location area of roamer 106 and any radio contact for
establishing the ongoing call in second VPMN 108, VMSC/VLR-V2 114 uses a MAP
SearchMS message to determine the exact location of roamer 106, Therefore, the MT
call on roamer 106’s MSISDN is successfully established using the present

mechanism.

In an MT SMS case, when a ForwardSMS is received at VMSC/VLR-V2 114
and it has no record of roamer 106°s cutrent location in second VPMN 108; it will not
issue any MAP signaling messages, such as RestoreData and SearchMS, as done in
the case of MT call on roamer 106’s MSISDN. Thus, the SMS will not be delivered to
roamer 106’s handset. Even though the roamer is unable to receive the MT SMS, he
can still receive the SMS later, 1.e., when his handset is not stuck, This is because the
SMS delivery uses store and forward technique, where the SMSC of the roamer’s
home network stores this SMS and delivers the SMS when the roamer registers back
with a network (like first VPMN or second VPMN).

29



10

15

20

25

30

Gateway MSC GSM d obal System for Mbile GI' d obal
Title HLR Honme Location Register HLR F Forward-to
nunber HLR HLR-H HPMN HLR HLR-V

In an alternate embodiment of the present invention, ITR module 130 can
initiate a call setup request, towards roamer 106°s MSISDN to cause restoration of
roamer 106’s profile information at VMSC/VLR-V2 114. Hence, at step 722, ITR
module 130 initiates the call setup request, such as ISUP 1AM, towards HLR-H 110,
using a fake number (*X’)} as a calling party add:eés (CgPA) and roamer 106’s
MSISDN as the called party address (CdPA). In an embodiment of the present
invention, this fake call setup request is sent immediately after sending the new fake
LUP message (i.e. at.step 720) from ITR module 130 to HLR-H 110. At step 724,
HLR-H 110 sends a PRN request to VMSC/VLR-V2 114, which returns a PRN-ACK
message to HLR-H 110, at step 726. Thereafter, at step 728, VMSC/VLR-V2 114
sends a RestoreData message to HLR-H 110, which sends an ISD message back to
VMSC/VLR-V2 114, at step 730, in order to update VMSC/VLR-V2 114 with roamer
106’s profile information. VMSC/VLR-V2 114 retums an acknowledgement
message, such as ISD-ACK, to HLR-H 110 at step 732.

Further, at step 734, HLR-H 110 returns an acknowledgement message, such
as RestoreData-ACK message, to VMSC/VLR-V2 114 (in response to the
RestoreData message, i.e., at step 728). At step 736, HLR-H 110 sends an ISUP
Address Completion Message (ACM) to ITR module 130, to confirm that the trunks
are reserved for the call setup. Finally, at step 738, ITTR module 130 releases the
ongoing call by sending a release message, such as an ISUP REL, to HLR-H 110. In
an embodiment of the present invention, in case ITR module 130 does not detect any
ISUP REL message, it sends the ISUP REL message to HLR-H 110, immediately
after receiving the ISUP ACM message. In another embodiment of the present
invention, in order to aveid jamming the switch circuits or incurring charges, ITR
module 130’s fake ISUP IAM message can be immediately followed by an ISUP REL
message, after a pre-defined configurable time interval has passed. This time interval

is configurable by the operator in first VPMN 104.

In another embodiment of the present invention, ITR module 130 can send a
roaming number query to HLR-H 110, to cause restoration of roamer 106’s profile
information at VMSC/VLR-V2 114. In this solution, ITR module 130 sends a MAP
PRN on the VMSC/VLR-V2 114 (i.e. retrieved at step 712) with a Signal Connection
Control part (SCCP) Called Party address (CdPA) Sub System Number (SSN) set to 7
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(i.e. VLR type). However, this solution is possible only if the two competitor
networks (i.e. first VPMN and second VPMN) allow direct SS7 interactions, and the
VMSC/VLR-V2 114 does not check whether the PRIN requesting party has a roaming
relationship with its VPMN (i.e. second VPMN 108). Then, VMSC/VLR-V2 114
issues RestoreData message to HLR-H 110, to gain roamer 106’s profile information,
when the roamer 106°’s handset is stack in second VPMN 108. This solution will
avoid the requirement of tying up the voice trunks and possibly incurring charges due

to early call forwarding or late call forwarding.

Another alternative is for [TR module 130 to send a routing information query
to HLR-H 110, to cause restoration of -roamer 106’s profile information at
VMSC/VLR-V2 114, In this solution, ITR module 130 sends a MAP SRI message on
roamer 106’s MSISDN, to HPMN 102, Again, VMSC/VLR-V2 114 will issue a
RestoreData message to HLR-H 110, in order to gain stuck roamer 106’s profile
information. It will be apparent to a person skilled in the art that, many networks
block SRI query from another network. This alternate solution will be applicable in
cases where the network does not block the SRI query from another network. In yet
another embodiment of the present invention, the fake ISUP message approach can be
applied to a stuck roamer of a network optionally based on percentage distribution as
per the operator’s configuration. For example, a maximum of five fake ISUP

messages in an hour for a network X or only 5% of stuck handsets of network X will

be issued fake ISUP messages.

FIGS. 8A, 8B, and 8C represent a flow diagram for handling a stuck handset
case, when the roamer's handset is stuck after it successfully registers with the
competitor VPMN network, in accordance with a second embodiment of the present
invention. In this embodiment the roamer’s handset is unaware of the CancelLocation
message received at second VPMN 108 from HPMN 102, as roamer has successfully
completed its registration process with second YPMN 108, prior to receiving this
Cancellocation message. At step 802, second VPMN 108 successfully completes the
registration process with HPMN 102, Steps 804 to 816 are similar to steps 704 to 716,
in which first VPMN 104 receives a CancellLocation message to abort the roamer
106’s registration with first VPMN 104. However, in this embodiment, ITR module
130 is not aware that roamer 106 is already registered with second VPMN 108. Upon
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receiving a CancelLocation message from HPMN 102, ITR module 130 sends an SRI
to retrieve a VMSC/VLR address in second VPMN 108, followed by the fake LUP
messages to HLR-H 110 to complete the registration process with first VPMN 104.
This causes, HLR-H 110 to send a CancellLocation message to second VPMN 108, at
step 816.

Now, since roamer 106 is already registered with second VPMN 108,
VMSC/VLR-V2 114 neither responds to the CancelLocation message from HLR-H
110, nor does it send any failure message, such as network failure at roamer 106Is
handset. In other words, roamer 106’s handset is unaware that it got stuck. Therefore,
roamer 106’s handset is unable to perform any MT activities, such as MT calls and
MT SMS. Rest of the steps 818 to 836 are also similar to steps 720 to 738, where ITR
module 130 sends a new fake LUP message to HLR-H 110, using the VMSC/VLR-
V2 address to update HLR-H 110 with the real VMSC/VLR address. Further, ITR
module 130 may initiate a fake call setup to allow MT calls on roamer 106’s
MSISDN. In addition, various embodiments for the MT SMS and the MT call on the
roamer’s MSISDN as explained in FIGS. 7A, 7B, and 7C are also applicable for
FIGS. 8A, 8B, and 8C,

The present invention can take the form of an entirely hardware embodiment,
an entirely software embodiment, or an embodiment containing both hardware and
software elements. In accordance with an embodiment of the present invention,
software, including but not limited to, firmware, resident software, and microcode,

implements the invention.

Furthermore, the invention can take the form of a computer program product,
accessible from a computer-usable or computer-readable medium providing program
code for use by, or in connection with, a computer or any instruction execution
system. For the purposes of this description, a computer-usable or computer readable
medium can be any apparatus that can contain, store, communicate, propagate, or
transport the program for use by or in connection with the instruction execution

system, apparatus, or device.
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The medium can be an eléctronic, magnetic, optical, electromagnetic, infrared,
or semiconductor system (or apparatus or device) or a propagation medium. Examples
of a computer-readable medium include a semiconductor or solid state memory,
magnetic tape, a removable compufer diskette, a random access memory {RAM), a
read-only memory (ROM), a rigid magnetic disk and an optical disk. Current
examples of optical disks include compact disk — read only memory (CDROM),
compact disk — read/write (CD-R/W) and Digital Versatile Disk (DVD).

A computer usable medium provided herein includés a computer usable
program code, which when executed, redirects roaming traffic of a roamer associated
with an HPMN. The computer program product further includes a computer usable
program code for detecting by a detection unit coupled to a first VPMN, a registration
attempt of the roamer at a second VPMN, upon receipt of a first registration
cancellation message of one or more registration cancellation messages that is sent by
the HPMN. The computer program product further inclides a computer usable
program code for sending one or more registration messages to the HPMN from a
redirection unit coupled to the first VPMN to cause the HPMN to send a registration
response message to a VLR associated with the second VPMN, to thwart the
registration attempt of the roamer at the second VPMN. The redirection unit further
facilitates the roamer’s mobile communication when the roamer’s handset gets stuck
in the second VPMN.

A VPMN operator uses one or more variations of the present invention to
allow him to perform traffic redirection on the inbound roamers of HPMN, in order to
cause a competitor VLR abort to the inbound roamer’s registration attempt at a
competitor VPMN, The present invention helps the VPMN operators to retain these
inbound roamers on their respective networks. The present invention furth—er allows
VPMN operators to handle various cases when the inbound roamer’s handset is stuck,
either during its registration attempt with the competitor VPMN or after its successful
registration with the competitor VPMN. This handling of stuck handset cases, allows
the stuck inbound roamers to perform various MO and MT call and non-call related
activities in the competitor VPMNs. The VPMN operator may also be able to
authenticate the inbound roamers if HPMN requires so. The present invention allows

the VPMN operator to create a fake distribution image of its competitor VPMN at an
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The components of present system described above include any combination
of computing components and devices operating together. The components of the
present system can also be components or subsystems within a larger computer
system or network. The present system components can also be coupled with any
number of other components (not shown), such as other buses, controllers, memory
devices, and data input/output devices, in any number of combinations. In addition,
any number or combination of other processor-based components may be carrying out

the functions of the present system.

It should be noted that the various components disclosed herein may be
described using computer aided design tools and/or expressed (or represented), as data
and/or instructions embodied in various computer-readable media, in terms of their
behavioral, register transfer, logic component, transistor, layout geometries, and/or
other characteristics. Computer-readable media in which such formatted data and/or
instructions may be embodied include, but are not limited to, non-volatile storage
media in various forms (e.g., optical, magnetic or semiconductor storage media) and
carrier waves that may be used to transfer such formatted data and/or instructions

through wireless, optical, or wired signaling media or any combination thereof,
e gl t-] ot

Unless the context clearly requires otherwise, throughout the description and
the claims, the words "comprise," "comprising,” and the like are to be construed in an
inclusive sense as opposed to an exclusive or exhaustive sense; that is to say, in a
sense of "including, but may not be limited to." Words using the singular or plural
nurmber also include the plural or singular number respectively. Additionally, the
words "herein," "hereunder," "above," "below,” and words of similar import refer to
this application as a whole and not to any particular portions of this application. When
the word "or" is used in reference to a list of two or more items, it covers all of the
following interpretations: any of the items in the list, all of the items in the list and

any combination of the items in the list.
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The above description of illustrated embodiments of the present system is not
intended to be exhaustive or to limit the present system to the precise form disclosed.
‘While specific embodiments of, and examples for, the present system are described
herein for illustrative purposes, various equivalént modifications are possible within
the scope of the present system, as those skilled in the art will recognize. The
teachings of the present system provided herein can be applied to other processing
systems and methods. They may not be limited to the systems and methods described

above.

The elements and acts of the various embodiments described above can be
combined to provide further embodiments. These and other changes can be made in

light of the above detailed description.

Other Variations

Provided above for the edification of those of ordinary skill in the art, and not
as a limitation on the scope of the invention, are detailed illustrations of a scheme for
redirecting roaming traffic of a roamer associated with an HPMN. Numerous
variations and modifications within the spirit of the present invention will of course
occur to those of ordinary skill in the art in view of the embodiments that have been
disclosed. For example, the present invention is implemented primarily from the point
of view of GSM mobile networks as described in the embodiments. However, the
present invention may also be effectively implemented on GPRS, 3G, CDMA,
WCDMA, WiMax etc., or any other network of common carrier telecommunications
in which end users are normally configured to operate within a "home" network to
which they normally subscribe, but have the capability of also operating on other

neighboring networks, which may even be across international borders.

The examples under the system of present invention detailed in the illustrative
examples contained herein are described using terms and constructs drawn largely
from GSM mobile telephony infrastructure. However, use of these examples should

not be interpreted as limiting the invention to those media. The system and method
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can be of use and provided through any type of telecommunications medium,
including without limitation: (i) any mobile telephony network including without
limitation GSM, 3GSM, 3G, CDMA, WCDMA. or GPRS, satellite phones or other
mobile telephone networks or systems; (ii} any so-called WiFi apparatus normally
used in a home or subscribed network, but also configured for use on a visited or non-
home or non-accustomed network, including apparatus not dedicated to
telecommunications such as personal computers, Palm-type or Windows Mobile
devices; (iii) an entertainment console platform such as Sony Playstation, PSP or
other apparatus that are capable of sending and receiving telecornmunications over
home or non-home networks, or even (iv) fixed-line devices made for receiving
communications, but capable of deployment in numerous locations while preserving a
persistent subscriber id such as the eye2eye devices from Dlink; or
telecommunications equipment meant for voice over IP communications such as those

provided by Vonage or Packet8.

In describing certain embodiments of the system under the present invention,
this specification follows the path of a telecommunications call, from a calling party
to a called party. For the avoidance of doubt, such a call can be a normal voice call, in
which the subscriber telecommunications equipment is also capable of visual,
audiovisual or motion-picture display. Altemnatively, those devices or calls can be for -

text, video, pictures or other communicated data.

In the foregoing specification, specific embodiments of the present invention
have been described. However, one of ordinary skill in the art will appreciate that
various modifications and changes can be made without departing from the scope of
the present invention as set forth in the claims below. Accordingly, the specification
and the figures are to be regarded in an illustrative rather than a restrictive sense, and
all such modifications are intended to be included within the scope of present
invention. The benefits, advantages, solutions to problems, and any element(s) that
may cause any benefit, advantage, or solution to occur, or to become more
pronounced, are not to be consirued as a critical, required, or essential feature or

element of any or ali of the claims.
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APPENDIX

Acronym Pescription
3G Third Generation of mobile
3GPP Third Generation Partnership Project
ACM ISUP Address Completion Message
ANM ISUP Answer Message
ATI Any Time Interrogation
BCSM Basic Call State Model
BSC Base Station Controller
CDMA Code Division Multiplexed Access
CdPA Called Party Address
CgPA Calling Party Address
DPC Destination Point Code
DSD Delete Subscriber Data
ERB CAP Event Report Basic call state model
GLR Gateway Location Register
GMSC Gateway MSC
GSM Global System for Mobile
GT Global Title
HLR Home Location Register
HLR-F Forward-to number HLR
HLR-H HPMN HLR
HLR-V VPMN HLR
HPMN Home Public Mobile Network
GTT Global Title Translation
IAM Initial Address Message
IMSI Intexrnational Mobile Subscriber Identity
IMSI-H HPMN IMSI
IsC International Service Carrier
ISD MAP Insert Subscriber Data
ISTP International STP
ISUP ISDN User Part

" TTR Inbound Traffic Redirection
Ly Location Update
LUP MAP Location Update
MAP Maobile Application Paxt
MO Mobile Originated
MSC Mobile Switching Center
MSISDN Mobile Station International Subscriber Directory

Number

MSISDN-H HPMN MSISDN
MSRN Mobile Station Roaming Number
MT Mobile Terminated
MTP Message Transfer Part
NP Numbering Plan
NPI Numbering Plan Indicator
OCN Originally Called Number
ODB Operator Determined Barring
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TCAP Transaction Capabilities Application Part TR
Traffic Redirection TT Transl ation Type VAS Val ue
Added Service VLR Visited Location Register VLRV VPW
VLR VMSC Visited Mobile Switching Center VMSC-V VPW
VMSC VPMWN Vi sited Public Mbile Network

OTA Over The Air

PRN , MAP Provide Roaming Number

PSL Provide Subscriber Location

PSI MAP Provide Subscriber Information

REL ISUP Release Message

RI Routing Indicator

RNA Roaming Not Allowed

RR Roaming Restricted

RRB CAP Request Report Basic call state model
RSD ReStore Data

SAI Send Authentication Information

SCCP Signal Connection Control part

SCP Signaling Control Point

SG Signaling Gateway

SIM Subscriber Identity Module

SMS Short Message Service

SMSC Short Message Service Center

SPC Signal Point Code

SRI MAP Send Routing Information _
SRI-LCS MAP Send Routing Information For LoCation Service
SRI-SM MAP Send Routing Information For Short Message
S87 Signaling System #7

SSN Sub System Number

SSP Service Switch Point

STP Signal Transfer Point

TCAP Transaction Capabilities Application Part
TR Traffic Redirection

TT Tranglation Type

VAS Value Added Service

VLR Visited Location Register

VLR-V VPMIN VLR

VMSC Visited Mobile Switching Center
VMSC-V VPMN VMSC

VPMN Vigited Public Mobile Network

Technical references (each of which is incorporated by this reference herein):
“Method And System For Cellular Network Traffic redirection” Application No.
10/635,804 filed on August 05, 2003.

“Method and Apparatus for Defense Against Network Traffic redirection”
Application No. 60/662,030 filed March 14, 2005.

Q71X SCCP
Q70X MTP
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Techni cal references (each of which is incorporated by
this reference herein): "Method And System For
Cellular Network Traffic redirection” Application No.
10/ 635,804 filed on August 05, 2003. 5 "Method and

Apparatus for Defense Against Network Traffic
redirection"” Application No. 60/662,030 filed Mrch

14, 2005. Q71X SCCP 10 Q70X MIP Q77X TCAP GSM
Q14 TSAR and Mobile Interface GSM 1114 SIM Tool kit IR

el i ng.,of. [Roam ng GSM 902 on MAP specification
#@ﬁtliﬁ g@glalngll\g?b@gtf‘@é%ﬁ%uni cations system (Phase 2+)
(& 11164 Apyll Tooditit on Part (MAP) Specification (3GPP TS

1%9739§Se%{i§i oE 7.9.0 Rel ease 1998) GSM 340 on SMB
gt atecels PLRSFPE| ecommuni cati ons system (Phase 2+):

Techni cal realization of the Short Message Service
; 5%%03.4 ersion 7.4.0 Rel ease 1998) 15 GSM
gﬁgiézegéritys?ﬁ%g%%? GSM 31048 Security and OTA, GSM
1A gitdl Qeldéraviayorhmaaichiihs Begé:s (Base 2+)
Mobile Application Part (MAP) Specification
(3GPP TS 09.02 version 7.9.0 Release 1998)

GSM 340 on SMS

Digital cellular telecommunications system (Phase 2+);
Technical realization of the Short Message Service (SMS);
(GSM 03.40 version 7.4.0 Release 1998)

GSM 348 Security and OTA,

GSM 31048 Security and OTA,

GSM 23119 Gateway Location Register,

GSM 408 Mobile Radio Interface Network Layer
GSM 23122 Mobile Station Procedure

GSM 24008 Mobile Radio Interface Network Layer
GSM22011 Service Accessibility

GSM25304 Idle Mode Selection

GSM29010 Error Network Mapping

GSM 25002 MAP Protocol
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met hod for redirecting roamng traffic of a roaner

havi ng a handset, the roanmer being associated with a

. Public Mbile Network (HPMN) and Sinitially
registered with a first Visited Public Mbile Network
(VPWN), the first VPMN coupled to a redirection unit,

{/ lgtl\E/N ARl 0 ?Milie_éﬂi@fota%ning Faﬂi};etcﬁﬁi tdagher aavihtga Thaneisdt, gle
, a registration atte of .t. r.qQ r a ecan

VPMRags dif itee BEPate b ivith § %me Pd\bgls 3‘@01&@%?’8* CrPiR ond

r egiisitiniy kadkisrad 6ot Atk VidRAAGES MeHile Matwolie (VRMN), the

10sendi_ng one or nore _re%_l stratjon Hleasa%es fromthe

r edifFE TN aerpled {9 tedEeqtiopRys i grethod CompHFiEgng,

based on g:faetinet B FTRNEPNBY agtdigtdtion atreapaothe roduser at a

HPMN to send.a regi stratj of I‘%SJJOI’]SG nmessage to a .. .

Vi siseed TS BRPiREeRIRG fa *?‘% )OS 08 GBI h e

S €C QR s ert By temEFNINE he regi stration attenpt of the

15roamer at,.the second VR1VLN, erein . .

r edi r ect SEFRERPHE FIRGF ir?gc'l%t{eaiio? Hées.?aggﬁ,r%gmstﬁ%ag%rpgmn m_m t©

comunHeRIN;@ndwhen t he roaner's handset is stuck in

t he second. VPM\. [ e,

HPMN havicﬁlésma%’lw"ésg% 8B %nﬁzqur%e}gﬂ%gsté'{aﬁ%'n&%?f %?@egf’ e

(HLRpnd thregiseition dedponscheresseperpy p Vipiged Location engFer (VLR)

aut %chla?e%t Wif tl%g] Sech 2R BN bbb AR dhd Pelgﬂtxgﬁo& eRELPYof the

one "Or nore authenti cation nmessages, prior to sending

t he romeerot theoee@nd MNr at i on messages, fromthe

redirectin i thel QelifiGibl Runit facilitates the roamer’s mobile

communication when the roamer’s handset is stuck in the second VPMN.

2. The method of claim 1, the HPMN having an associated Home Location
Register (HLR), the method further comprising:

authenticating the roamer with the HPMN by sending one or more

authentication messages, prior to sending the one or more registration

messages, from the redirection unit to the HLR,

3. The method of claim 1, the HPMN having an associated Home Location
Register (HLR), the method further comprising:

in response to the registration response message, sending the one or

more registration messages successively to the HPMN, thereby causing the

VLR to send an abort message to the HLR.

4. The method of claim 3 further comprising:
blacklisting the HLR and the VLR to restrict the redirection unit from
sending further registration messages to the HPMN within a pre-defined time

interval, upon the occurrence of one selected from a group consisting of the
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253. The nethod of claim11, the HPMN having an

associ ated Home Location Register (HLR), the met-hod
further conpri sing: in response to the

regi stration response nessage, sending the one or nore
regi strati on nessages successively to the HPMW,

t hereby causing the VLR to send an abort nessage to
the HLR. 30 4. The nethod of claim 3 further

conpMIR fajling to sendithaakdr steissage tté ¢he-HIRRapgd theeHURRailing to
rest ' for ndi ng further

regi é’% ‘rag?% %%S%gglg%gédntggm%ﬁg thlg‘\}]\lli?hl n a pre-defined
time interval, upon the occurrence of one sel ected

I rh% ml'gc QLR OP Bl !l n eolf[[’l‘édﬂf3 ha ahadskddifled Ro2®N Hocation

ort nessage to e HLR and the HLR failing to
sendRegister EHR), ﬁaﬂtmﬁhw futhereamprsi®age to the VLR S
The net hog),0f i Ghakie ArvI&nEPIY HaY e 18ReB8SOViskee dobile
Horme Locati on Re ister (HLR), the nethod further
conpBivéichigg Center %VMﬂC‘a@ﬁmiegq TESDORY PV iR HfeTHRtipp query
fail ofnothé eLdifeRidh Whid td @6 HYDD i R0 A Js SR Performed to

(VMBC) address, in response to a routing j nfornatjon :
quer Yestrich HerRIrGeEan pBk foarrepding 2 ferthen SOupR Hispruory to
the bleagkkisting is perfornmed to restrict the
redirection unit fromsending a further routing

informati on query to 10the HLR 6. The method of claim

1, 6.t hge HRMDbLD AY idNGmaN, ASSEEMA agviprB dsecadtédHome Location

Reglster HLR the redirectjon unit, havi

addr Segist e§ %r?e?‘?’fg@efiﬂ"feﬁté?“ ‘(‘:‘B?’njb"? Ang FhyRddies, etﬁ% Pﬁg“’d further

anot behpieg:0f the one or nore registration nessages
using a VMSC. address and.a VLR address

the secontFRIBINTPGHSF ﬁggﬂp G BETEAR %?at%ﬁé’%{ %% ﬁf%ﬁgg .

for opdst |aﬂgrekmmcaﬂdaé€3ddnésstdsmcramﬁ wiil ttheosecomd VBMItIhfrom

t he VYMSC, .addr ess. e

1 A RLbR 38y AL Rt fo A8 080 o RE LR uni

t he ViR thndMSC ada;kesslaatﬂﬂnbmmi@eﬁt ation International

Subscri ber Directory Nunber (MSISDN), the nethod

further conpri sing: initiatigg a cal

sel.uffhe e@@m{l off ¢lgim Ghise reatnerduwingre profile indgormsEoNEt BENVIR

nunb a%ﬁgia{eqq&gﬁﬂé‘ 8ta HBI? $1t8nbihal BEbSABEEHirs tory Number

prof e Information at the 25VLR, thus facilitating’

the (WSFEFN} trobethed utheueivaisig. 8. The method of

cl aim 6, I Carl A JER;}S rBhcd RERkhd RdlrbdRh Bt 16 thASISDN

t ho t

t he VLR her conpri si ng:
number of the roamer for restoring the roamer’s profile information at the

VLR, thus facilitating the roamer’s mobile communication.

8. The method of claim 6, the roamer having a profile information at the VLR,
" the method further comprising:

sending a routing information query from the redirection unit to the

HLR for restoripg the roamer’s profile information at the VLR, thus ‘

facilitating the roamer’s mobile communication.

9, The method of claim 6, the roamer having a profile information at the VLR,

the method further comprising:
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sending a routing information query fromthe
redirection unit to the 30HLR for restoring the -
roaner's profile information at the VLR, thus
facilitating the roanmer's nobile comruni cation. 9. The
met hod of claim®6, the roanmer having a profile
information at the VLR, the nethod further conprising:
sendi ng a roam ng nunber query fromthe redirection
unit to tdmdﬁigarﬁﬁﬁmgeﬁhﬂéﬂ qig:ry ﬁemrthanﬁﬁfe@iquﬁﬁ tbghe VLR

info matlon the '"WLR, Eibet
oani skt the foafens Aot el of SRV THE thikaciating e
cl ai maﬁl,ershmbﬂPmehmcat@nan assoc:| at ed Home Locati on
Regi ster (HLR) and the redirection unit having an
address at the HLR, the nethod further conprising:
uri@nTheeomﬂmd off clgive ladilr EPMNfhaving areaispeigter] dlomeilocation
resp A ehYaRRRE of HYTHLRE th
redlgg%?f %}ﬁi%@%ﬁ&%ﬁ éiet:n Yng a 10 regal stration ©
Iocamﬁthnddteﬂmctmnbmage to the HLR to rempve the

addr ess . Olgp n%c%]gtdéi{ H6 R Bf e fcﬁﬂ}eétfbﬁ ##iRin YWigdhse to a

thvvartlngt istration at I'IP roaner at
t he mutinginforppNos gigry sent from the te irpqtionniyte tlg i1} By sending a

redi feE&ErhtﬁlQl ﬁ)@ﬁmnr&ta&:ﬁﬁf fﬂegsagé tcPthe G to RN bRdtha address of
handset, the roamer bei n% associated with a

Publ the rwb@pn@ mt fiemithy HBBNosn dhwasting %116|f981?%ﬁ°§@8?88t of

Wi t h@ rddnfied bt (b SdcbRE vIPWRY kf1sMODI | e Network (VPMN), the
system conpri si ng: a detection unit coupled to

a first VPW for detecting a registration attenpt of
t Ne. KOsERM R radifCER chadtMNirafROSY 4 es@hdptha®ingan haddsét, the

of one or_ 20nore re |strat|on

sent TOB{ReE heng it vt Om%gve‘ﬂﬁe%fa@@? Bk (M) and
coupin@thlly Qegikterell iwish a VRV ibioed Betnidi MgbidnBenvorkigVBMN), the
regi st{?atl on nessages to the HPMN to cause the HP/v1N

to seHT 2 FEYPEt ati on response nessage to a Visited
Locati on d?égecsioerunﬁt\ﬂoﬁpleass@cfmt WEMM fér ddtetisg @ompgistration

VPMWN for .t rtln e redqi i on fe fe t.hes =
" oanti ofNE el 30 stRMR Vs SRl BIPbe Bt 6F one o
r edi mertregistragion arfcaliatlantradsesget bt by tredi P Nprod | e

communi caf }eﬁkﬁ%ﬁ un t@%uplg@%eﬁsﬁr%}w fo'r %B]ﬁﬁ%#ﬂé & more

t he second system
11, tebistrpiRiNnésasgen o the BRYDCP aped nhb;@f@é émpdngrs registration

BORGIQEI&L.‘% n{e@a@ to b RARGST MY REBSler CONRY bfbbidied with the
second VPMN for thwarting the registration attempf of the roamer at the
second VPMN;

wherein the redirection wunit facilitates the roamer’s mobile

communication when the roamer’s handset is stuck in the second VPMN.

12. The system of claim 11, the HPMN having an associated Home Location
Register (HLR), the system further comprising:

at the redirection unit, means for sending the one or more registration

messages successively to the HPMN for causing the VLR to send an abort

message to the HLR in response fo the registration response message.
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at the redirection unit, neans for sending the one or
nore regi strati on nessages successively to the HPWN
for causing the VLR to send an abort nessage to the
HLR in response to the registration response nessage.
13. The systemof claim 12, further conprising:

means for blacklisting the HLR and the VLR to restrict
the redirection unit fromsending further registration

Y8 SHOES slefh Jﬂh‘i’axﬂFM\MhEpéd?mﬁlsﬁf defined tine

i nferval’, upon the occurrence of one selected froma

group 5coReisiphRedfistinptby R and theg i tawasct the r%l‘%‘%cf“m

mes S@Rerb E&i&nﬁLﬁth&%glkﬁﬁldﬂLﬁesfsagésltﬁghé IFENOwithie a pre-
regi stration response nme N;%etoth VLR 14.

systdefingd tepeinFral, yheR WEPCR PP %%%C&?dagé’a* BOFFRUP

Loca&dﬂ@m&@@f gleevLK iy td pdIyshem fnufsb@eefo the FILR, and the
f or blackllstln en the

e LR b e B st da onts T sk tp 5 pieont o1

(VWMSC) address in response to a routing infornmati on

f t h di the HL
HE L S B 0L b0 S b S B8 T
r edi RQEitEQIILRY the kyem Sietidt ognprifing:t her routi ng

cl ai m 11,9 ST SRR SR, e 06 S (P, B oy =
Rggirﬁisﬂéd MR mabhﬁ:’;gaxﬁeh f\é&ﬁﬂ?mdﬂmsa xmmﬁptmge dm a routing
a ng_ﬁ é-z’na 1% H %‘r&‘n f %3 Shirc R bt Q- 14LEe %ere;ré the

sen r one 0 he“one or nore registration
mes Stegridistiggd isgedoiidCoaddnieshe mditectiovliRitlden senling a further
aSSOCiAQﬁ qlfwl {aﬂoﬁa&rﬁo %Q?I \?I\/N fromthe redirection

uni t ng the address of the
redirection unit with the VMSC address and the VLR

aqg RS system 16 clale?lel fsytﬁé el &dv@lghd %schﬁ?ed"'ﬁM}le Locatlon

havi ng an associ at ed Hone Location 25Reqgi ster (H
and Remstere@lRocamiddhe tmdirectivaviniighaying gegs. ghe %sﬁéeﬂnﬁwher
t he fRgf ur ther conpri sing: means for

sendi ng a regl stration |location detached nessage to

the HLR {BCEnENcsniBE ;RRNIS sOmT OF HBSr 9 OB GBPBrragiviption
f r ongt g elsliBingd! ROVIMISEC BddRbss Odndt hoviamldidesss @ésobfRd with the
redirection unit in resp onse to a_routin IH% n'% dg
querspeaesERMMY, e Bl PR BT BHOEALI 5" ¥ ¢ address
whenpsithw\Riirbdbntung witths VST addradstaadpiie WER béressoanmer

at the second VPWN fails.

16. The system of claim 11, the HPMIN having an associated Home Location
Register (ILR) and the redirection unit having an address at the HLR, the
system further comprising:

means for sending a registration location detached message to the HLR
to remove the address of the redirection unit from the HLR, upon receipt of
the address of the redirection unit in response to a routing information query
sent from the redirection umit to the HLR, when thwarting the registration
attempt of the roamer at the second VPMN fails,

17. A computer program product comprising a computer usable medium having a

computer ugable program code stored thereon for redirecting roaming traffic
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17. A conputer program product conprising a conputer
usabl e nedi um havi ng a conputer usabl e program code
stored thereon for redirecting roanmng traffic of a
roamer having a handset, the roaner being associ ated
with a Home Public Mbile Network (HPMN) and initially
registered with a first Visited Public Mbile Network
(VPM N), the first VPMN coupled to a redirection unit,

t he conput rogra radu ri.Si g j :
comsundrss spfiad §PATeE, A Ghn & R iR i £ Home Pubic
t he Mobilt NafPil (HPMEYiasd fatialbnregistesshwithfa firse Vigieadiublic

at %&%%%Vg@@ﬁp’%%%?&% ot WMR coflplbl i h r@&in%ﬁ@n Qi the

nore regi's ation messages sent by t
HPMNpmgetenprdgraonpodunt corspiidieg: pr ogr am code neans for

o o9, M8 gl Ssdufd bRIAh Od FRARORE Vel AR, i the first

redirection unit to and 10t hi rd _conmput er

C -
usabIRMYs » geeintmatiovl attarenind thofoamgiati hpeonh ¥ YN iPOR gecelpt

one (2L AR LEoRESH Rdrk %éi%ﬁﬂ@&éﬁgﬁﬁiﬁn 85BNt By SR NIN;
regli strati on response nessage to a Visited ocatl on

Regi st er SPPRRPOBBEECHAPISPrOFET COARTSEEINE *AEME 175 O more

t hWagdistdi8n hR8dagEd Bdrh e rBditR Bl u@t il theHPdaRmdat t he
second VPMN, whérein the redirection upit facilitates

the r oamdhrdkcqmBitsr ST SRR 285 B h CIREE hayed onthe
hanggetor hivrétcdRiratich Mmb&agRL B HPHPNNL send a idpistrhtien response

conmput er program pr.oduct of cl ai /, the HP Vi.n
i Sisstrer 2ot VRG ageien Sresh (LR wpdarRge i 18Y'sD6bna
?OITp?ihMN t@t@@ﬁﬁﬂt bﬁg@ﬂbl Gbn Attendiphef thaﬁim{mlatﬁlifemgmndVPMN;
our conput er ,usabl.e program ¢o ans [ -
aut hent i é"g‘%"ﬁb e rf%'ﬁ'??gl?“vmuflﬁ t% g%ﬁg%l\l%ﬁ)ey %@Iﬁl&r%g e
or rememAitkiienvhenthe conmee’s dagisst is pruclom the serend VR he
one or nore registration nessages, fromthe

redirection unit to the HLR 25 19. The conputer
program product of claim 17, the HPMN havi ng an

a%ﬁ%eac%%guw g%%g*—x.gg p{gdea et & ﬂ(e% hA8n £ QR Sted

program produ rther conprising: conput er
usaHaenplogrion RegisteneEHf dhe som@Rigg, Pregrape Spvsivsk fugher
30 thgkggi-stration response nessage, the one or nore
regi st Fation nmessages successively to th$ HPIVN,

thereby et ermpuier WaRler progent codf BISRS: Ioredbiglcatps the
the BlRer with the HFMN by sending one or more authentication messages, prior
to sending the one or more registration messages, from the redirection unit to

the HLR.

19. The computer program product of claim 17, the HPMN having an associated
Home Location Register (HLR), the computer program product further
comprising:

fiftih computer usable program code means for sending, in response to
the registration response message, the one or more registration messages
successively to the HPMN, thereby causing the VLR to send an abort message
to the HLR.

20. The computer program product of claim 19 further comprising:
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20. The conputer program product of claim 19 further
conpri si ng: fifth conputer usabl e program code
nmeans for blacklisting the HLR and the VLR to restrict
the redirection unit fromsending further registration
messages to the HPMN within a pre-defined tine

interval, upon the occurrence of one selected froma
group consisting of the VLR failing to send the abort
nessage t @if&h&mkﬂu?er WEsle ﬁ@grﬂh%oﬁé'nhéaﬂg f&PbﬁéﬂQnL@%e HLR

regl Sté {}E response nessage to
R to estrict the redirection umt fmrn sendmg further registration

messages to the HPMN within a pre-defined time interval, upon the
occurrence of one selected from a group consisting of the VLR failing to send
the abort message to the HLR, and the HLR failing to send the registration
response message to the VLR.
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