-, -

jh‘e%reéent invention relates to a conputer systemand in palft®étd 1o
*apparatus for protecting BIOS stored on a mass storage device in the

conput er system Personal conputer systems in general have attained
wi despread use for providing conputer power to rrany segrrents
noder n society Personal conput er systens can
top, floo g, or portable m croconputar t

uni t havi nE; a SI ngl e system processorl a di s[zw)eﬁﬁsw ‘P'Br k__é;ybuavaaed QF
or nore diskette drives, a fixed disk storageﬁz(a(mi opt|§E 2. Lo paged : Brid
of the distinguishing char acteristics of thes smsawv __ﬂs_,&opﬂgeé -------
not her board or system pl anar tocelr@gin sesdeMy o Rbgtact hes

toget her. These systens are DATE OF RECE

Q?@pé\

The present invention relates to a computer system and in
particular to apparétus for protecting BIOS stored on a mass storage

device in the computer system.

Personal computer systems in gener#l.héve attained widespread
use for providing computer power to many segments of today's modern
society. Personal co;puter systems can usually be defined as a desk
top, floor standing, or poftable microcomputer that consists of a
_System unit having a single system processor, a display monitor, a
keyboard, one or'mbre diskette drives, a fixed disk storage, and an
optional printer. One of the distinguishing characteristics of
these systems is the use of a motherboard or system planar to
electrically connect these components together. These systems are
designed primarily to give independent computing power to a single
user and are inexpensively priced for purchase by individuals or
small businesses. Examples of such personal computer systems
include the IBM PERSONAL COMPUTER AT and the IBM PERSONAL SYSTEM/2
Models 30, 50, 60, 70 and 80.

These systems can be classified into two general families.
The first family, usually referred to as Family I Models, use a bus
architecture exemplified by the IBM PERSONAL COMPUTER AT. The '
second family, referred to as Family IT Models, use MICROCHANNEL
bus architecture exemplified by the IBM PERSONAL SYSTEM/2
Models 50 through 80. -

In early examples of family I personal computer systems such
as the IBM Personal Computer, it was recognised that software
compatibility would be of utmost importance. In order to achieve
this goal, an insulation layer of system resident code, also
referred to as "microcode", was established between the hardware znd

software. This code provided an operational interface between a
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Input/Output system (BIOS), for allowing new devices to be added to
the system, while insulating the application program from the
peculiarities of the hardware. The importance of BIOS was
immediately evident because it freed a device driver from depending
on specific device hardware characteristics while providing the

device driver with an intermediate interface to the device. Since

. BIOS was an 1ntegral part of the system and controlled the movement

of data in and out of the system processor, 1t‘was re51dent on-the
system planar and was shipped to the user in a read only memory
(ROM). For example, BIOS in the IBM Personal Computer occupied 8K
of ROM resident on the planar board.

As new models of the personal computer family were introduced,
BIOS had to be updated and expanded to include new hardware and I/0
devices. As could be expected, BIOS started to increase in memory
size. ¥For example, BIOS in the IBM PERSONAL COMPUTER AT, occupied
32K bytes of ROM. ' - -

Today, with the development of new technology, personal
computer systems of the Family II models are growing even more
sophisticated and are being made available to consumers more _
frequently. Since the technology.is rapidly changing and new I/O
devices are being added to fhe personal computer systems,
modification to the BIOS has become a significant problem in the

development cycle of the personal computer system.

For instance, with the introduction of the IBM Personal
System/2  with MICROCHANNEL architecture, a significantly
new BIOS, known as advanced BIOS, or ABIOS, was developed. However,
to maintain software compatibility, BIOS from the Family I models
had to be included in the Family IT models. The F;mily I BIOS ‘
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occupl ed 32K bytes
- and CBIOS could still squéeze into 96K of ROM. However, only a

small percentage of the 96K ROM area remained available for
expansion. With the addition of future I/0_devices, CBIOS and ABIOS
will eventually run out of ROM space. Thus, new I/0O technology will
not be able to be easily integrated within CBIOS and ABIOS.

Due to these problems, plus the desire to make modifications
in Tamlly II BIOS as late as possible in the development cycle, it
became necessary to off load portions -of BIOS from the ROM. This
was accomplished by storing portions of BIOS on a.mass storage -
device such as a fixed disk. Since a disk provides writing as well
as reading capabilities, it became feasible to modify the actual
BICS code on the disk. The disk, while providing a fast and
efficient way to store BIOS code, nevertheless greatly increased the
probability of the BIOS code being corrupted. Since BIOS is an
integral part of the operating system, a corrﬁpt'BIOS couléd lead to
devastating results and in many cases to complete failure and
non-operation of the system. Thus, it became quite apparent that a
means for preventing unauthorized modification of the BIOS code on
the fixed disk was highly desireable.

An aim of the present invention is to provide a computer
system having apparatus for preventing unauthorized changes to BIOS

stored on a direct access storage device in the computer system.

In accordance with the present.invention, there is now
provided a computer system comprising: a system processor; a read
only memory; & random access main memory; and at least one direct
access storage device capable of storing a plurality of data

records; characterised in that the system further ccmprises:
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access storage device to permit access to the data records; loading
means for loading data records from the direct access storage device
into main memory, the loading means being stored in a protectable
partitioh of the direct access stdrage device, tﬁe loading meéﬁé
being read from the direct access storage device into main memory by
the initialising means wherein the initialising means activates the
loading means; a main memory resident program image being stored in

~ the protectable partition of the direct access storage device, the

" ‘'main memory resident program image béing read from the..direct access -
storage device into main memory by the loading means to produce a
main memory resident program; protection means for protecting the
protectable partition of the direct access storage deviéé, the

' protection means being activated by the main memory resident program
to prevent unauthorized access to the loading means and the main

memory resident program image.

Viewing the present invention from a second aspect, there is
now provided, an apparatus for protecting BIOS in a personal
compﬁtef system, the personal computer system having a system
processor for executing an operating system, a read only memory, a T
random access memory, and at least one direct access storage device,
the apparatus comprising: a direct access storage device contrqller
having a protection means for protecting a region of the direct .
access storage device, the protection means allowing access to the
protected region in response to a reset signal; a master bcot record

. included in the protected region of the direct access storage
device, the master boot record including an executable code segment
having means for loading information from the direct access storage
device; a first portion of BIOS being included in the resad only
memory, the first portion of BIOS initializing the system processor
and initiating generation of the reset signal to the direct access
storage device controller to permit the sysfem processor to access

the master boot record in order to load the master beot record into
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devast atl ng I'68¢Het§hg&8ﬁt itFansferring control to the remaining portion of BIOS
to boot the operatlng system, the remaining portion of BIOS
activating the protection means to prevent access to the protected
region of the direct access storage device during normal operations
of the operating system.

Viewing the present inventidn from a third aspect, there is
now provided an apparatus for protecting a system resident program
in a personal computer system, the personal computer system having a
system processor, a read only memory, a main memory, and at least
one direct access storage device capable of storing a plurality of
data records, the apparatus comprising: a first program being
included in the read only memory, the first program initializing the
system processor, the first program further initiating the
generation of a reset 31gnal to the direct access storage device to
permit access to the data recorGS' a loading means for loadlng data
records from the direct access storage device into main memory, the
loading means being stored in a protectable partition of the direct
access storage device, the loading means being read from the direct
access storage device into main memory by the first program, wherein
the first program activates the loading means; a main memory
resident program image being stored in the protectable partition of
the direct access storage device, the main memory reéident program
image being read from the direct access storage device into main _
wmemory by the loading means to produce a main memory resident
program; means for protecting the protectable partition of the
direct access storage device, the protection means being éctivated
by the main memory resident program to prévent unauthorized access

to the loading means and the main memory resiéent program image.
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nmenory; and at |eeesBeoreé direct access storage device capable of storing a
plurality of- data records; characterised in that the systemfurther
conprises: initialising means included in the read only nmenory for:
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di rect access storage H@ erm access a records
provided a device for preventing the unauthorized access of BIOS

stored in a mass storage device in a personal computer system having
a system processor, the mass storage device capable of storing a
plurality of data blocks defined between a first and second data .
block exéfeme, BIOS being accessible by the system Processor in the
form of individual definable contiguous blocks of data, BIOS
extending from a third data block extreme to a fourth data block
extreme, the third and fourth extremes being bounded by the first
and second extremes, the device comprising: (a) controller device
coupled between the system processor and the mass sforage:device for
transforming an input or output request from the system processor to
physical characteristics of the mass storage device, fhe
1nput/cutput requests being in the form of individual deflnaole
contiguous blocks of data; (b) first logic means for 1n1t1af1ng the
generation of a reset signal; (c¢) second logic means for generating
a second sigral for preventing access to the BIOS code; and (4)
protection means responsive to the reset signal for permitting
access to the BIOS code, the protection means being responsive to
the second signal for setting a boundary at the third data block to
prevent access to the BIOS code during normal execution of

authorized programs by the system processor.

Viewing the present inventiop.from a fifth aspect, there is
now provided a mefhoa for protecting BIOS in a personal computer
system,” the system including a system processor, a read only memory,
a random access memory, and direct storage access device, the method
comprising the steps of:

(a) storing a first portion of BIOS in the read only memory,
the first portion of BIOS including means for initializing the

system;

(b) storing a master bcot record and a remainine nort1on of

BIOS in a protectable partition on the d-rect ‘access eto*age device,
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reset signal being sent to the direct access storage device;

{d) removing the protection to the protectable partition to
permit the system processor to access the master boot record and
remaining portion of BIOS, the protection being removed in response

to the reset signal;

(e) loading the master boot record into random access memory,

the master boot record including an executable code segment;

(£) transferring control to the executable code segment to
load the remaining portion of BIOS into the random access memory}

and

(g) transferring control to the remaining portion of BIOS in
random access memory, the remaining portion of BIOS setting the
protection on the protectable partition to prevent unauthorized
access to the master becot record and the remaining portion of BIOS
stored in the protectable partition on the direct access storage

device.

Preferably, the method further includes the step (h) of
verifying the master boot record is compatible with the system by
comparing data stored in the first BIOS portion with corresponding

data stored in the master boot record.

Furthermore, a preferred method of the present invention
includes the step (i) of verifying the master boot record is
compatible with the system procéssor by comparing data in the read
only memory to correspoﬁding data included in the master boot’

record.
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the storage device. The protected region of the storage deviée™ B
includes a master boot record ané a BIOS image. In response to &’
reset signal, the protection means permits access to the protected
region té allow the master boot record to be loaded into random
access memory. In operation, the master boot record further loads
. the BIOS image into random access memory. BIOS, now in random
access memory, is executed and generates a second signal which
activates the protection means to prevent access to the region on

the disk containing the master boot record and the BIOS image. BIOS

then boots up the opérating system to begin operation of the system.

In particular, the read only memory include; a first portion
of BICS. The first portion of BIOS initializes the system '
processor, the direct access gtorage device and resets the
protection means to read the master boot record from the protected
region or partition on the direct access storage device into the’
random access memory. The master boot record includes a data
segment and an executable code segment. The data segment includes
data representing system hardware and a system configuration which
is supportéd by the'mééléfTboot record. The first BIOS poftiéﬁ"
confirms the master boot record is cBmpatible with the system
boot record agrees with data included within the first BIOS portion
representing the system processor, system planar, and planar 1/0

configuration.

If the master boot record is compatible with the system
hardware, the first BIOS portion vectors the system processor to

execute the executable code segment of the master boot record. The
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processor.
*According to still another aspect of the present |nvent|on t ere

provided a nethod for protecting BIOS in a personal dilacdghe
systemincluding a system processor, a read only rrerm ess
menory, and direct storage access device, the nethod ¢ steps

of: (a) storing a E% gt gRortion of BIOS in {¢he read only rrem)ry first
portion of BIGS including means for initializing the .system (b) storing a
mast'er boot record and a remaining portion of BIOSin a protectable
partition on the direct access storage device, the remaining portion of

Bl OS being resi deRécutsbliehede asednentacads snsrehalr vhelsysteg cvof imratdperhasi ons

of the system (Clay cm&aea'ana'f&a%ﬁ% fest A mstmm,gfmetﬁeaﬁreev on

of a reset signal ect access storagr devi ce;
removi ng the prot eé?qsénSWéa?@h‘ée"ﬁF%tl@E? ABPIOTAGEFT NGRPTY, The executable

code segment then verifies the authenticity of the remaining BIOS
portion, vectors the system processor to begin executing the BIOS
now in random access memory. B@PSr_EXGSutiFS_iﬁ random access
memory, generétes the second signal.fof protecting the disk
partition having the remaining BIOS and theﬁ boots up the operating
system to begin operation of the personal computer system. The
partition holding the remaining BIOS is protected to prevent access
to the BIOS code on disk in order to protect the integrity of the
BIOS code.

A computer system of the present invention comprises apparatus
for protecting disk loaded BIOS which is inexpensive to implement
and substantially transparent to the end user so that it does not

detract from fhe commercial acceptance of the computer system.

An embodiment of the present invention will ncw be described

with reference to the accompanying drawings in which:

Fig. 1 illustrates a cut éway view of a peréoaal computer
system showing a system planar board connected to a plurality of

direct access storage devices;

Fig. 2 shows a system block diagram for the personal computer

systém of Fig. 1;

Fig. 3 is a memory map for the ROM BIOS included on the planar

board;

Fig. 4 is a flowchart describing the overall preccess for

loading a BIOS image from a direct access storage device;



perntt the system processor to access the master boot record and remaining

~®*portion of BIGCS, the protection being renoved in response to the reset

# signal; (e) loading the nmaster boot record into random access nenory, the

- master boot record including an executable code segnent; (f) transferring
control to the executable code segnent to |l oad the renaining portion of
BICS into the random access nenory; and (g) transferring control-to the
remai ni ng portion of BIOS in random access nenory, the remmining portion.
of BIOS setting the protection on the protectable partition to prevent
unaut hori zed accé@%@géqﬂmennster boot recot and the remaining port.i.on of
BIOS stored in the protectable partition on the direct access storage
devi ce. According to still another aspect of the present invention

there is provided an rappargius £Qk BOLREES MEril:CRy PhdnBSlsaRAL coMput er

system the personal _conputer system having a system processor for
executing an opeFﬁFFﬁg system a read only nenory, a random access nenory,
and at | east one direct access storage device, said apparatus conprising:

a direct access storagg, dgvi;c& eRRLAQ! S’Jscpﬁ:"iinél_gch@ é}re_i_’_é_t%kio‘%”the IBL

routine;

Fig. 6B is a flowchart showing the steps for loading a BIOS

image from a fixed disk;

Fig. 6C is a flowchart showing the steps for leading the BIOS

ihage from a diskette;

Fig. 6D is a flowchart showing greater detail in checking the
‘compatibility between the master boot record and the -

planar/processor;

Fig. 7 is a detailed flowchart showing the operation of the

executable code segment of the master boot record;

Fig. 8 is a block diagram for the controller of the direct

access storage device;

Fig. 9 is a flcw diagram showing the operation of a disk

controller to protect the IBL media stored on a disk drive; and

Fig. 10 is a flowchart showing a method for drctecting the
" B1OS image.

The fcllowing detailed description is of ttre best prasantly
contemélated mode for carrying out the invention. This description
is not to be taken in a limiting sense but is made merely for the
purpose of illustrating the general principles of the invention

, <ince the scope of the-inQéhfjon is best definéd by the éppendinq

claims.



means for protecting a region of the at |east one direct access storage
sdevi ce, said protection neans allow ng access to the protected region in
response to a reset signal; a naster boot record included in the protected
region of the at |east one direct access storage device, said master boot
record including an executabl e code segnent having

6 mneans for loading information fromthe at | east one direct access
storage device; 'a first portion of Bl OS-peing included in the read only
mermory, - said firdRCpRPPon of BIOS initial*2ing the system processor and
initiating generation of the reset signal to the direct access storage
device controller to permt the system processor to access said naster boot

record in order_ to Io%fégg,% Wtcgrthb_o&yaw{,%gprﬂdimpgztthgllrgamjpm@cg,ess _
menory; a remaining portion of BIOS being included jn thg rotectﬁg regi on

of the at |east oferederer Fceadas Persigh ofed PEEso e nica™ &RhisSFIRT portion

of BI OS bei ng | oagednd At glukdldty of DASD (Direct Access Storage Devices) 12 - 16 :
connected to a system or planar board 24 through a plurality of I/0
slots 18. A power supply 22 provides electrical power to the system
.10 in a manner wéll known. Thé planar board 24 includes a system _
" processor which operates under the control of éomputer instruﬁtions

to input, process, and output information.

In use, the personal computer system 10 is designed érimarily
to. give independent computing power to a small group of users or a
single user and is inexpensively priced for purchase by individuals
or small businesses. 1In operation, the system processor operates
under an operating system, such as IBM's 08/2 Operating_System.or
PC-D0S. This type of operating system includes a BIOS interface
between the DASD 12 -~ 16 and the Operating System. A portion of
BINS divided into modules by function is stored in ROM on the planar
24 znd hereinafter will be referred to as ROM-BIOS. BIOS provides
an interface betweén the hardware and the operating system software
to enable a programmer or user to program their machines without an
indepth operating knowledge of a particular device. For example, a
BIOS diskette module permits a programmer to program the diskette
drive without an indepth knowledge of the diskette drive hardware.
Thus, a number of diskette drives designed and manufactured by
different companies caﬁ.be used in the system. This not orly lowers
the cost of the system 10, but permits a user to choose from a

number of diskette drives.

Prior to relating the above structure to the present
invention, a summary of the operation in general of the personal
computer system 10 may merit review. Referring to Fig. 2, there is
shown a block diagram of the personal computer system i0. Fig. 2
illustrates components of the planar 24 and the connection of the
planar 24 to the I/G slots 18 and other hardﬁare cf the pcrsénal

~amputar system. Jocated on the nlanar 24 is the svyshtem processnr 76



randbm access nenory by the executabl e code segnent in response to said
first portion of BIOS transferring control to the executable code segnent,
t he executabl e -code segnment transferring control to said renaining
portion of BIOS to boot the operating system said remaining portion of

Bl OS activating said protection neans to prevent access to the protected
region of the at | east one direct access storage device during normal
operations of the operating system According to still another aspect
of the present igﬁggﬁbgg there is provided,gn apparatus for protecting a
systemresi dent programin a personal conputer system the persona
conput er system having a system processor, a read only nenory, a main
menory, and at | east one direct access storage device capable of storing a
plurality of dataptieedradsa rdarcbrapparabichc dspobmschef ba f Lol IwmsoZf am

bei ng included ip, E%meg?go.g}tylermf.m Qi friet SHonfcR8d @B d Riddodl | i Ng.
t he system processor, sadi I rst_programfurther initiati ng t he generati-on

of a reset signa®ccets FREPrXt (RAUZS: ofB1YR r B 2BRFORTE TS MIFHRFEOWENCEMN o
permit access topd Asedjadme sEizaplsnicropoRdisty heahs 8D3A6 koixti isgsaoldt by r ecor ds

from the at Intel.

While the present invention is described hereinafter with
particular reference to the system block diagram of Fig. 2, it is to
be understood at the outset of thgw§escription which follows, it is
contemplated that the apparatus and_methods,ipwgcgoyﬁance with the
present in#edtion may be used with other hardw;re cénfigurations of
the planar board. For example, the system processor could be an

Intel 80286 or 80486 microprocessor. -

Accessible by the processor is a planar ‘identification number . -

(planar ID). The planar ID is unique to the planar and identifies
the type of planar being used. For example, the planar ID can be
hardwired to be read through an I/O port of the system processor 26
or by using switches. Additionally, another 1/0 port of the system

' processor 26 can be used to generate a reset signal using planar
logic circuitry to the disk controller. For instance, the reset
signal can be initiated by software addressing the I/0 port and

activating planar logic to generate the reset signal.

The local bus 28 is further connected through a bus ccntroller

34 to a read only memory (ROM) 36 on the planar 24.

An additional nonvolatile memory (NVRAM) 58 is connected to
the microprocessor 26 thr?ugh a serial/parallel port interface 40
which is further connected to bus controller 34. The nonvolatile
memory can be CMOS with battery backup to retain information
whenever power is removed from the system. Since the RCM is normally
rgg}ﬁent on the planar, model and submedel va}ues stored in ROM are
used to identify the system processor and the system planar T1/0

configuration respectively. Thus these values will physically



)

| east one direct access storage device into the main nenory, said |oading
nmeans being stored in a protectable partition of the at | east one direct
access storage device, said |oading neans being read fromthe at |east one
direct access storage device into the main menory by said first program
wherein said first programactivates said | oading neans; a nain nmenory
resi dent programimage being stored in the protectable partition:of the at

| east on direct access storage device, said nain nmenory resident” program

i mage being read®P18iPhe at |east one dirbtt access storage deviceinto
the main nenory by said 7
| oadi ng nmeans to produce a nain nennry resi dent program .nmeans for

protecting the %9&@@; ahd %rpéerngﬁ 208 pfindNE/ALoreegT e RE GHn@quess
storage device, said neans fo protecting being activated bé sai d _main

menory resident PEEYFMAPE 5??\?@n‘i°“f’cﬁ‘l’éﬁ'ill‘?8r‘?af§d 5’&"’&3%% e S¥RAY YHddi ng
means and sai d nebntaiemalyesr gsict eduscpibegtl@npresent configuration of the .

system. For example, NVRAM contains information describing the
capacity of a fixed disk or diskette, the type of display, the
amount of memory, time, date, etc. Additionally, thé model and

" submodel values stored in ROM are copied to NVRAM whenever a special
configuration program, such as SET Configuration, is executed. The
purpose of the SET Configuration program is to store values
characterizing the configuration of the system iﬁ NVRAM. Thus for a
system that is configured properly; -the model and submodel values in
NVRAM will be equal respectively to the model and submodel values
stored in ROM. If these values are not equal, this indicates that
the configuration of the system has been modified. Reference is made

to Fig. 6D, where this feature in combination with loading BIOS is

explained in greater detail.

Continuing, our discussion with reference to Fig. 2,'the bus
controller 34 is further coupled to I/0 slots 18, the
serial/parallel interface 40 and peripheral controller 42 by an 1/0
plahar bus 43. The peripheral controller 42 is further connected to
a keyboard 44, mouse 46, diagnostic panel 47, and diskette
controller 64. Beside the MVRAM 58, the serial/parallel interface
40 is further connected to a serial port 48 and parallel port 50 to
1nput/output information to a printer, hard copy device, etc. As is
well known in the art the local bus 28 can also be connected to
cache controller 52, a cache memory 68, a co-processor 54, and a DMA

controller 56.

The system processor 26 controls its internal operation as
well as interfacing with other elements of the personal computer
system 10. For example, system processor 26 is shown connected to a
small computer system interface (SCSI) I/0 card 60 which is further
connected to a DASD, such as a fixed disk drive 62. It is to

understood that other than a SCSI disk drive can be used as a fiwed

y

e



s 1 mage

According to still another aspect of the present invention

there is provided a device for preventing an unauthorized access to Bl OS

stored in a nass storage device in a persona

conput er system having a

system processor, the mass storage device capable of storing a plurality
of data bl ocks defined between a first and second data bl ock-extrene,
bei ng accessi bl egdaysd-bse syst em processor igathe form of individual

definabl e contiguous bl ocks of data, BIOS extending froma third data

bl ock extrene to a fourth data block extrenme, the third and fourth
extrenmes being bounded by the first and second extrenes, said device
conprising: (a) dektinofq@rdates ivdth B8 preenbetnieriotai §n AreitERr 5r Beessor
and sai d nass st@kagaiseekcend aystemapsbesstrh aarc BATAMREFALED Ro rBguUest from

h : ' Lsti Cgs he .
the system processpls! OcoR@é’oi!a&za'az; Qﬂg&?%&%bﬁ Iacé#sgéil':#ecﬁrﬁqg‘}%\;ishﬁ%ﬁge

devi ce, the

I np ou?put requests being inthe

Bl OS

def i nabl e cont i gespertbioREniBPLogEL 4L is( BYsof tq $p yndgFstopdahat fthe tB¥® ti ati ng
the generation ofp.gafieeelesirgial Fiea)disR @Gk b2giNalERA et OF1GRPEr ati ng a

second signa

fongr ven ingiggggg%rgglgpp BI CS; and (d) protection

a escribes
‘Previous to the present invention, ROM 36 could include all of
the BIOS code which interfaced the operating system to the hardware
peripherals. According to one aspect of the present invention,
however, ROM 36 is adapted to store only a portion of BIOS. This
portion, when executed by the system processor 26, inputs ffom
either the fixed disk 62 or diskette 66 a second or remaining
portion of BIOS, hereinafter also referred to as a BIOS image. This

BIOS image supersedes the first BIOS portien an@ubegpg_§g¢%ptegrq$h

.

i N . . SN YL S I
part of the system is resident in main memory such as RAM:-32..  The- -

First portion of BIOS (ROM-BIOS) as stored in ROM 36 will be
explained generally with respect to Figs. 3-4 and in detail with
respect to Figs. 6A-D. The second portion of BIOS (BIOS image) will

‘be explained with respect to Fig. 5, and the loading of the BIOS

image with respect to Fig. 7. BAnother benefit from loading a BIOS
image from a DASD is the ability to load BIOS directiy into the

system processor's RAM 32.- Since accessing RAM is much faster than
accessing ROM, a significant improvement in the processing speed of

the computer system is achieved.

The efplanation will now proceed to the operaticn of the BIOS
in ROM 36 and to the operation of loading the BIOS image from either
the fixed disk or diskette. 1In general, a first proéram such as
ROM-BIOS prechecks the system and loads a BIOS master boct record
into RAM. The master boot record includes a data segment having
validation information and, being a loading means, a code segment
having executable code. The executable code uses the data
information to validate hardware compatibility and system

configuration. After testing for hardware compatibility and oroner

T



means responsive to said reset signal for permtting access to said BlIGCS,
'sai d protection neans being responsive to said second signal for setting a
boundary at the third data block extrenme to prevent access to the BICS
during normal execution of authorized prograns by the system processor.
According to yet another aspect of the present invention there is provided
an apparatus for protecting a systemresident programin a personal
conput er system the ersonal conputer syﬁgen1having-a system processor, a
random access néﬁﬁ#?fogﬁd at least one dirfect access storage device
capable of storing a plurality of data records, said apparatus conprising: -
a first nodule configured for initializing and testing the system
processor, a secQfkdTeshigur@eidn, Jtheetkeatablaidotiéllbadsnghd BEOStimdgeaiitoone

di rect access ' 8 storage

. . cin ain memory resident program. , The BIPS image
device to perm tRPHRFEELENY & R uBTS f écoras; @ thifd nodul e configured for
| oadi ng succeeds ROM-BIOS and loads the operating system to begin operation ;
of the machine. For purposes of clarity, the executable code segment
of the master boot record will be referred to as MBR code while the

data segment will be referred to as MBR data. - e

Referring to Fig. 3 there is a memory map showing the _
different code modules which comprise ROM-BIOS. ROM-BIOS includes a
power on self test (POST) stage I module 70, an Initial BIOS Load
{IBL) Routine module 72, a Diskétte module 74, a hardfile module 76,
a video module 78, a diagnostic-panel module 80, and hardware
compatibility data 82. Briefly, POST Stage I 70 performs system
pre-initialization and tests. The IBL routine 72 determines whether
the BIOS image is to be loaded from disk or diskette, checks
compatibility and loads the master boot record. Diskette module 74
provides input/output functions for a diskette drive. Hardfile
module 76 controls I/0 to a fixed disk or the like. Video module 78
centrols output functions to a video I/C controller which is further
connected to a video display. Diagnostic panel module 80 provides
control to a diagnostic display device for the system. The hardware
compatibility data 82 includes such values as a system mcdel and

submodel values which are described later with respect to Fig. 5.

Referring now to Fig. 4, there is shown a process overview for
loading a BIOS image into the system from either the fixed disk or
the diskette. When the system is powered up, the system processor _

"is vectored to the entry point of POST Stage I, step 100. POST
Stage I initializes the system and tests only those system functions
needed to load BIOS image from the selected DASD, step 102. 1In
particular, POST Stage I initializes the processor/planar functions,
diagnostic panel, memory subsystem, interrupt contrcllers, timers,
DMA subsystem, fixed disk BIOS routine (Hardfile module 76), and

diskette BIOS.routine (Diskette module 74), if. necessary.



data*records fromthe at |east one direct access storage device into the
| ‘random access nenory, said third nodule configured for effecting the
| oadi ng-of a random access nenory resident programinage being stored in
protectable partition of the at |east one direct access storage device,
sai d random access nenory resident programimnmage being read fromthe at
| east one direct access storage device into the random access nenory to
produce a randeea-ag®@és nenory resjdent préogram means for protecting the
protectable partition of the at | east one direct access st orage devi ce,
said nmeans for protecting being activated by said random access nenory

resi dent program-t Q%u hgglzeg 3ccess tot§ald randon1access
menory resi dent pr Cfbtfi):alf,n g P initializes e system, POST Stage I

vdoESCRIERE IS@N:@:PfﬁbES sPREFERRE Dn ENBOBIMERG4ES)Y IBL) routine
included in the Initial BIOS Load module 72. The IBL routine first,
determines whether the BIOS image is stored on fixed disk or can be
loaded from diskette; and second, loads the master boot record from
the selected media (either disk or diskette) into RAM, step 104.

The master boot record includes the MBR data and the MBR code. The
MBR data is used for verification'purposes and the MBR code is
executed to load in the BIOS image. A detailed description of the
operation of the IBL routine is presented with respect to Figs.

6A-D.

With continuing feference to Fig. 4, after the IBL routine
loads the master boot record into RAM, the system processor is
vectored to the starting address of the MBR code to begin execution,
‘'step 106. The MBR code performs a series of validity tests to
determine the authenticity of the BIOS image and to verify the
configuration of the system. For a better understanding of the
operation of the MBR coae, atﬁention is directed to Fig. 7 of the

drawings wherein the MBR code is described in greater detail.

On the basis of these validity tests, the MBR code lcads the
BIOS image into RAM and transfers control to the newly loaded BIOS
image in main memory, step 108. In particular, the BIOS image is
loaded into the address space previously occupied by ROM-BIOS. That
is if ROM-BIOS is addressed from EOOOOH through FFFFFH, theh the
BIOS image is loaded into this RAM address space thus superseding
ROM-BIOS. Control is then transferred to POST Stage II whic¢h is
included in the newly loaded BIOS image thus abandoning ROM-BIOS.
POST Stage II, now in RAM, initializes and tests the remaining

system in order to load the operating system hoot, steps 110-114.

Before Stage II POST transfers control to the cperating
system, Stage'II POST sets a protection means for preventing access

to the disk partition heolding the BIOS image. Referance is made to



An efrbodi ment of the present invention will now be described wth reference

to the acconpanyi ng drawi ngs in which: Fig. 1 illustrates a cut away
vi ew of a personal conputer system showi ng a system planar board connected
to a plurality of direct access storage devices; Fig. 2 shows a
system bl ock diagram for the personal conmputer systemof Fig. 1; Fi g.
3is a nmenory map for the ROM BI OS i ncl uded_on the planar board; - Fig..
4 1is a flomchartmﬁégﬁpf%ing t he overall_prdzess for | oading a BICS .image
from a direct access storage device; ' BC9- 89- 026
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Figs. 8-10 for a detailed discussion of this protection process. It
is noted that during a warm start, the processor is vectored to step
108, bypassing steps 100-106.

For clarity, it is appropriate at this point to illustrate a
representation for the format of the master boot record. Referring
to Fig. 5, there is showh the';éster bqot record. The boot record
inclu&es the executable code'segmént 1é0 and data segments 122-138.
The MBR code 120 includes DASD dependent code responsible for
verifying the identity of the ROM-BIOS, checking that the IBL boot
record is compatible with the system, verifying the system
configuration, and loadifig the BIOS image from the sélected DASD
(disk or diskette). The data segments 122-138 include information
used to define the media, identify and verify the master boot

record, locate the BIOS image, and load the BIOS image.

The master boot record is identified by a boot record
signature 122. The boot record signature 122 can be a unique bit:
pattern, such as a character string "ABC", in the first three bytes.
of the record. The integrity of the master boot record is tested by
a checksum value 132 which is compared to a-computed checksum value
when the boot record is loaded. The data ségments further include
at least one compatible planar ID value 134, compatible model and
submodel values 136. The master boot. record's planar ID value
defines which planar that the master boot recoré is valid for.
Similarly, the master boot record's model and submodel valuei define
the processor and planar I/0 configuration respectively that thé
master boot record is valid for. It is noted that the boot record's
signature and checksum identify a valid master boot record, while
the boot record's planar ID, boot record's model and boot record's
submodel comparisons are used to identify a boot record coméatible
with the system and to determine if the system configuratiorn is
valid. Another value, boot recor& pattern 124 is used to determine
the validity of the ROM-BIOS. The boot record pattern 124 is ‘

ccmpared to a corresponding pattern value stored in ROM. If the

L



Fig. "5 illustrates the record format for the nmaster boot record,;
‘Fig. 6Ais a flowhart describing the operation of the IBL routine;
Fig. 6B is a flowhart showing the steps for loading a BIOS inage from a
fixed disk; Fig. 6Cis a flowhart show ng the steps for |oading
the BIOS image froma diskette; Fig. 6Dis a flowhart show ng
greater detail -in checking the conpatibility between the master boot record
and the pl anar/pt{cg 95y ;. - Fig. 7 igga detailed.flowhart show ng .
the operation of the “execut abl e code segment of the master boot record:;
Fig. 8 is a block diagramfor the controller of the direct

values matrch this indicates that a valid ROM-BIOS has initiated the

load of a BIOS image from the selected media.

The following-description further describes in greater detail

each of the values in the master boot record and their funqtions:

The first three bytes of the IBL boot record can consist of
characters, such as "ABC". This signature is used to identify a

boot record.
Segment (120):+

This code verifies the compatibility of the boot record with
the planar and processor by comparing corresponding planar id and
model/submodel values. If these values match, it will load the BIOS

. image from the chosen media to system RAM. If the system image
(BI0S image loaded into memory) checksum is valid and no media load
errors occur, the MBR code will transfer control to the POST Stags

"IT routine of the system image.
MBR Pattern (124):+
The first field of the IBL boct record data segment contains a
pattern, such as a character string "ROM-BIOS 1989". This string is
used to validate the ROM-BIOS by comparing the Boot Pattern value to
the corresponding value stored in ROM (ROM-Pattern).

MBR Version Date (126):+

The master boot record includes a version date for use by an

update utility.

System Partition Pointer (128):+



access storage device; Fig. 9 is a flow diagramshowi ng the
operation of a disk controller to protect the IBL nmedia stored on a disk
drive; and Fig. 10 is a flowhart showi ng a nethod for protecting
t he BI OGS i nmage. The follow ng detailed description is of the best
presently contenpl ated node for carrying out the invention. This
description is not to be taken in a limting sense but is made nmerely for
the purpose of gid-bslshkati ng the general pfd nciples of the invention since
the scope of the invention is best defined by the appendi ng cl ai ns.

The data segment contains a media pointer to the beginning of
the media system partition area for use by Stage II POST. On an IBL
diskette, the pointer is in track-head-sector format; on disk the

pointer is in Relative Block Address (RBA) format.
System Partition Type (130):+

The system partition type indicates the structure of the media
system partition. There are three types of system partition
structures - full, minimal and not present. The full system
partition contains the setup utility and diagnostics in addition to
the BIOS image and master boot récord. The minimal system partition
contains just the BIOS image and master boot record. It may occur
where a system doeé not have access to a hardfile having an IBL
image, in this circumstance the system partition type indicates not

_present. In this instance, IBL will occur from the diskette. These
£_,‘t:hree system partition types allow flexibility in how much space the

system partition takes up on the media.
Checksum value (132):+

The checksum value of the data segment is initialized to
generate a valid checksum for the record length value  (1.5k bytes)

of the master boot record code.
MBR Planar ID Value (134):+

The data segment includes a value, such as a string of words
defining compatible planar IDs. Each word is made up of s 16 bit
pPlanar ID and the string is terminated by word value of zero. If a
system's planar ID matches the planar ID value in the master boot
record, such as one of the words in the string, the IBL media image
is compatible with the system planar. If the system's planar 1D
does not match any word in the string, the IBL media image s not
Compatible with the system planar.



BCO- 89- 026 Referring now to the drawings, and in particular to
iFig. 1, there is shown a cutaway version of a personal conputer system 10,
“having a plurality of DASD (Direct Access Storage Devices) 12 - 16

connected to a systemor planar board 24 through a plurality of 1/O slots

18. A power supply 22 provides electrical power to the system 10 in a

manner wel |l known. The planar board 24 includes a system processor.which

oper at es under 3£§8gqﬁ%rol of conputer insgguctions to input;, process, and
out put i nformation. In use, the personal conputer system 10 is
designed primarily to give independent conputing power to a small group of
users or a single user and is inexpensively priced for purchase by

i ndi vidual s or sBRIMbddusndesiamedel Valupselidb)on, the system processor

operates under an operating system such as IBMs OS/2 Operating System or

PC-DOS. This type of operatin sten1|ncl des interface between the
DASD 12 - 16 and t heT™5&% F“r?g’ @5&?% ei"ﬁ rosf’fcgfasB? & HIN PHEFEnt o
nodul es by f UNCtdiefinihg commitiokei proREdoos. t Baectpheardais Mdeanp dies ecdell bt W | |

be referred to ag, ROM BL{R and?’lt@spfﬁ\ﬁ' fi.ses;eﬁﬂné{éti%yf a%r@%‘f@@Gf tRes.

har dwar e and the operating stem soffware to .enab RBro granmer or user
to programthei rIfrﬁaéﬁ"ﬁ@ss \W)P &toifid a?P“Pﬂﬂeﬁ'F}d‘eobﬁPﬁﬂ nY b ReEdgePE a
particul ar devi age wbtds &xahplstrirgy, BtHSIR s&dikt tnagedisl eompetinlé svigh phegr anmrer

to program the %;f%égﬁtgr%cggs e ¥k LR UWonafbab NS Htﬁbnkégﬂ}ﬁé&;q 188 5BG,oHi skette
dri ve hardware. er ~of dIS ette drives and manuf act ur ed
by match any word in the string, the IBL media image 1s not compatible

with the system processor.
MBR Map length (138):+

The IBL map length is initialized to the number of media image
blocks. In other words, if the BIOS image is broken into four
blocks, the map length will be four indicating four block
pointer/length fields. Usually this length is set to one, since the

media image is one contiguous 128k block.
. MBR Media Sector Size (138):+

This word value is initialized to the media sector size in

bytes per sector.
Media image block pointer (138):+

The media image block pointer locates a system image block on
the media. WNormally, there is only one pointer since the media
image is stored as one contiguous block. On an IBL diskette, the
pointers are in track-head-sector format; on disk the pointers are
relative block address format. _ .

Media image block length (138):+



different conpanies can be used in the system This not only |owers the
cost of the system 10, but permts a user to choose froma nunber of

di skette drives. Prior to relating the above structure to the
present invention, a sunmary of the operation in general of the personal
conputer system 10 may nerit review. Referring to Fig. 2, there is shown a
bl ock di agram of the personal conputer system10. Fig. 2 illustrates
conmponent s of 'the&ln r 24 and the connes%i on of the planar 24 to the I/0O
slots 18 and otd%&r "girkgware of the personal conputer system Located on
the planar 24 is the syst-em processor 26 BC9- 89- 026
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The media image block length indicates the ‘'size (in sectors)
of the block located at the corresponding image block pointer. 1In
.the case of a 128k contiguous media image, which includes space for
BASIC, this field is set to 256, indicating that the BIOS image

" block takes up 256 sectors (512 bytes/sector} starting at the media

image block pointer location.

Referring now to Figs. 6A-D, there is shown a detailed flow
chart of the operation of the IBL routine. Under normal
circumstances, the IBL routine loads the master boot record from the
system. fixed disk into RAM at a specific address ahd then vectors
the system processor to begin executing the code segment cf the

. master boot record. The IBL routine also contains provisions for a
~ diskette default mode in which the master boot record can be loaded
_-from diskette. However, the IBL routine does not allow the diskette
@\default mode to be performed if the system contains the IBL media.on
?*the system fixed disk and a valid password is present in NVRAM. The
T-user has the option of setting the password in NVRAM. The purpose
.:of preventing the diskette default mode from being effected is to
_ prevent loading an unauthorized BIOS image from diskette. In other
words, the diskette default mode is used only when a system fixed
disk is not operational and the user has indicated (by not setting
the password) the desire to be able to load from the diskette. 1If
the IBL routine is not able to load the master boot record from
either media, an error messagé is generated and the system is
haTted. '

Referring now to Fig. 6A, under normal circumstances the
~ system will contain a system fixed disk which the IBL routine
initializes, step 150. Assume for purposes of illustration that the
fixed disk is configured for Drive C of the peréonal computer
system. Similarly, assume Drive A is designated as the diskette
drive. The IBL routine then examines Drive C to determine whether
it contains IBL media, step 152. Attention is directed to Fig. 6B

which describes in detail this process. The IBL routine starts

ana



,oorrpri sed of a m croprocessor which is connected by a local bus 28 to a
menory controller 30 which is further connected to a random access nenory .
(RAM 32. Wiile any appropriate m croprocessor can be used, one suitable
m croprocessor is the 80386 which is sold by Intel. Wil e the
present invention is described hereinafter with particular reference to the
system bl ock diagramof Fig. 2, it is to be understood at the outset of the-
description WhIBE% 8P %Pows, it is contenpl 22 ed that the apparatus and
met hods i n accordance W|th the present invention may be used wi'th other -
hardware configurations of the planar board. For exanple, the system

processor coul d.bangne-bRtGL fﬁiQ&ﬁ%lg{ 2804861 42t C1QBE QEESIOTand continues
Accessi ble by the processor Is a_planar 1dentification nunber (planar ID).

The pl anar | D ¥F823iAf qiESteB=14iRg ﬁlhaﬁ‘%?fh%lﬁal‘ftﬁéntff’ﬂg@ssetcﬁ%rst §p&bH Bl anar
bei ng used. Forakdangter bbbe rptadats Ebhr@an lifea Imasidhn wed tegobye isead t hrough
an |/ 0 port of r&% S%i&?%@ék@ﬁ%%‘-’éys%gn %ia@é A ﬁ%cé&éogc&%aué?ﬂ't%' onal 'y,

anot her -1/ 0O port e_system processor 26 can used to generate a reset
si gnal using pI“é?Palls‘i' -ogtfe 1E|’15c‘Eﬁtt PIAnEp FhRrgrEIer cPtgPler thenodn i nst ance,
the reset signakrarafs repdrited,i atepd1in. swdtenring waddressiepgisRheifl 4 port and

activating bl apated 9gLe J8oe90TkG LRIECSEL S Bitbrs of e sydfifibpcal bus

28 is further connecte roug s controller rea menory
(RO\/) 36 on thépfﬂmaﬁhlhaglflle), an error is reported, step 154. '

Referring back to step 156, if a master boot record is found,

a series of validity checks are performed to determine if the master

boot record is compatible with the ‘computer system. Addltlonally,
the configuration of the system is checked. Attention is directed
to Fig. 6D which discloses this process in greater detail. If the
boot record is compatible with the planar ID;.model and submodel,
and if furthermore the system configuration has not changed the
master boot record is loaded and the code segment of the master boot

record is executed, step 160.

Referring back to steps 154 and 158, if an error occurs in
loadlng the master boot record from the fixed disk or if a flxed _
disk is not available, the IBL routine determines if a valid  #
password is included in NVRAM, step 162. This password determines
whethef the BIOS image can be loaded from diskette. Note that the
password will exist only upon being installed by the user running a
set features utility. If a password is installed in NVRAM, the BIOS
image is prevented from being loaded from diskette, step 154. This
permits the user to ensﬁre,the integrity of the operation of the
system by causing the system to be loaded only with the BIOS image °
on the fixed disk. The password can take the fprm of 2 string of.

characters stored in NVRAM.

Referring back to step 162, if a valid password in NVPAM is
not present, thus allowinélBIOS image to be loaded from diskette,

the IBL routine initializes the diskette subsystem, step 186. The



An addi tional nonvolatile menory (NVRAM 58 is connected to the

m croprocessor 26 through a serial/parallel port interface 40 which is
further connected to bus controller 34. The nonvolatile nenory can be CMOS
with battery backup to retain information whenever power is renoved from
the system Since the ROMis normally resident on the planar, nodel and
subnodel values stored in"ROM are used to identify the system proecessor and
the systemplanar |7/O configuration respectively. Thus these values wil]l,

physi cal ly BC9-89-026 BC9- 89- 026 23 13 i dentify the
processor and planar |1/O configuration. The NVNRAMis used to store system
configuration data. That is, the NVRAMw || contain val ues which describe

the present CO’}ELQ- t | Otr}xe deq'.g@nlnes if Drive A includes the IBL media on a

diskette, step 168. If Drive A does not include IBL media, an error
is generated to notify the user that an invalid diskette has been
inserted in the drive, step 170. The system then halts, step 172.

'Attention is directed to Fig. 6C for a more detailed discussion of

step 168.

Referring back to step 168, after Drive A is checked for IBL
media, the master boot record is loaded into RAM and the code
segment included in the master boot record is executed, step 160.
It is important to note that for diskette thé IBL }bﬁtine-a;es not
include the validity checks that are used with the fixzed disk
system. The reason for the absence of the validity checks is for
loading a non-compatible IBL image from diskette. For example, if a
new processor is added to the system, a new BIOS image will be
included on a diskette. Since a new processor will cause validity
errors_when loading from fixed disk, the IBL routine provides the
ability to bypass these tests by loading the BIOS image from
diskette.

To recapitulate, the master boot record is checked for
compatibility with the system througﬂ matching the system planar ID
and processor model/submodel values to the boot record values. For
disk, this check is done first in the IBL routine 72 and then done
again in the IBL boot record. The first check (in the IBL routine)
is done to make sure the boot record is compatible with the system;
the second check (in the boot record) is done to ensure a ceompatible
ROM passed control to the boot record. Notice that the check done |
in the disk boot record will never fail for a compéfible ROM since
the IBL routine will have already checked the compatikility. 1In
contrast, the first compatibility check is not done for diskette.
The planar/processor compatibility is checked only during diskette
boot record execution. This method allows future moa1 fications in

loading a new BIOS image from a reference dlskett°



system For exanple, NVRAM contains informtion describing the capacity of
a fixed disk or diskette, the type of display, the anount of nenory, tine,
date, etc. Additionally, the nodel and subnodel values stored in ROM are
copi ed to NVRAM whenever a special configuration program such as SET
Configuration, is executed. The purpose of the SET Configuration programis
to store values characterizing the configuration of the systemin.-NVRAP.
Thus for a systepyidiasad S configured properdy; the nodel and “subnodel )
val ues in NVRAM wi | I~ be’ equal respectively to the nodel and subnodel val ues
stored in ROM If these values are not equal, this indicates that the
configuration of the system has been nndlfled Reference is made to Fig.

6D, where this featufe Wipw E5nRnIRSCHIPLIPR RE | (GadtBigTREERe PE FdEpICAr (728 i n
greater detail. xFlanatlonGQHltLIﬂWI Ppced@lito (i sowpseiedniwei tim felfler ence to Fig.
0

2, the bus controller i Lt harn upled 4;9c r o
serial /parall el W“ﬁ?rélt?% 91?6 1!.8!11nd‘l'lgl<3ftri gér g? c%:gn"%/rs(%é %é fg g%@l? O pl anar

bus 43. The perifibersdl tders ig|sheyn équtéllfﬂ‘}rflﬁ’éi‘haéﬁrﬁfeﬁ"é’d of ReyBBard 44,
nouse 46, di agnogt B&te%’ﬂ@'lf‘lz,vaMmdﬁ&keidoe mafa @ loar afide Besihde t he NVRAM

58, the serial/paralle |nt f C ndiQe al port
48 and parall el %8??“5??9?165 O%g lé‘ﬁ? t? éll? gﬂta}%‘gﬂ% t&d éhq'nacélréefﬁjﬁ'ardpcopy

devi ce, etc. As nogtigel to Rersam thvq Se %PP 2°PheAPoTé‘&I l°6931°28t36’an15aF‘§0t‘be
connected to a C@ﬁhfasgcd?lt:éé)lsé&lbr5&rorﬁitﬁadi§k nep®nysB8hree satprOCessor 54,

?Ese?ng:moggp;[ ?r{flﬁ'ga&%g%ontain the maLrtl.gr %gé %@&%90%§§85036 E%Qé QJo§nﬂ. ts

indicating the number of attempts to read a master boot record from
disk is set to 1, step 204. Three sectors are read from d;§k at the
IBL load location, step 206. Any disk drive erfbré are detected and
if a disk drive read error occurs it is reported,-steps 208-210.

The process then returns with an error indication, steps 212-214.

Reférring back to step 208, if no.arive error occurs, the disk
record is scanned for the master boot record signature, step 216.
The boot record signature, such as the characters "ABC", are
compared to the first three bytes of the disk record. If the disk
record does have a valid boot record signature (characters "ABC")
and the checksum computed from the disk record loaded into .memory
equals the boot record checksum, the disk record is indicated as
being a valid boot record with no errors, step 218. The process
then réturns, step 214. Referring back to step 216, if the boot
record signature or checksum is invalid, the load count is

- incremented by 1, step 220. The load count is then compared to a
predetermined constant such as 99, step 222. If 99 attempts to read
a boot record have resulted in failure, an error is indicated and
the process returns, steps 224, 212 and 214. If less than 99
attempts to read a boot recora have occurred, the IBL load location
is decremented by one and three new sectors are read from the new
load location, steps 226 and 206. Thus if a valid IBL boot record
cannot be loaded from the last 99 sectors (equivalent to 33 copies)
then an-error condition is set and control returns to the IBL.

routine.



rwell as interfacing with other elements of the personal conputer system 10.
! For exanpl e, system processor 26 is shown connected to a small conputer
systeminterface (SCSI) 1/0O card 60 which is further connected to a DASD,
such as a fixed disk drive 62. It is to be understood that other than a
SCSI di sk drive can be used as a fixed BC9- 89- 026

14 di sk in accordance with the present invention. In addition to the
fixed disk 62, tBos-8388em processor 26 can?Be interfaced to the diskette -
control l er 64 which controls a diskette drive 66. Wth respect to
termnology, it is also to be understood that the term"hardfile" describes
fixed disk drive 62 while the term"fl oppy" also describes diskette drive
66. Previous to the present invention, ROM 36 could include all of
the BIOS code which iRefesiagael tAFiGpCat {H95e S\FsEhOMN 150 deted Lotk £ Har e

diagram for loading the master boot record from diskette on drive A.
First, the diskette drive parameters to access drive A are
retrieved, step 230. The IBL load location is set to the last 3
sectors on diskette (cylinder, head and sector format), step 232.
The last 3 sectors are read, step 234. If a diskette drive error is
detected an error is indicated, steps 236-238. An error condition

is set and control is returned to the IBL routine, steps 240-242.

-Referring back to step 236, if no drive error is detected, the
diskette record is checked for boot recorad signature and the
checksum is calculated, step 244. If the boot record signature is
missing or checksum is invalid, an error is indicated and control
returned to the IBL routine, steps 244, 246, 240 and 242. If a

- valid boot record signature and valid checksum are detected an
indication is set and control is returned to the IBL routine, steps
248 and 242, It is noted that in a diskette load, the IBL routine

does not search through the media as in the fixed disk load.

Therefore, in a diskette load, the IBL media nust be stored in- .

a specific location of the diskette.

Finally, Fig. 6D shows how the IBL routines tests for system
planar and'processor compatibility and for a proper system
conf%guration. The master boot record is checked for compatibility
with the system planar by comparing the boot record planar ID value
to the system planar ID read by the system processor, step 260. If
the system planar ID does not match the boot record planar ID value,

- this indicates this master boot record is not compatible with this
planar. - An error is indicated and control return to the IBL
routine, steps 262, 264, and 266.

If the master boot record 1s compatlble with the plar= the

master boot record is rhecked for compatlblllty with the processor,



peri pherals. According to one aspect of the present invention, however, ROM
36 is adapted to store only a portion of BIOS. This portion, when executed .
by the system processor 26, inputs fromeither the fixed disk 62 or

di skette 66 a second or remaining portion of BIOS, hereinafter also
referred to as a BIOS image. This BI OS i mage supersedes the first BIOS
portion and bei.ng an integral part of the systemis resident in nmain nenory
such. as RAM 325.9 Haegde rst portion of Bl G (ROM-BI-OS) ag,.stored in ROM 36
wi ||~ be explai:ned generally with respect to Figs. 3-4'and in detail with
respect to Figs. 6A-D. The second portion of BIOS (BIOS image) will be
explained with respect to Fig. 5 and the |oading of the BIOS image with
respect to Fi g.stde 28fot Ber bertnegaerd mpésh Faldgi 3§ sbBpdd vakigeat®rom a DASD i s
the ability tocbﬁﬁqeﬁlt@&rdi rﬁdﬂ@h lwalienbad tshﬁnoﬂystv@mdDEE&QSfSiQrﬁdA RAM 32. Since
accessing RAM i s nuc aster .thgn. accessin RO\/, a_sianjficant. jnprovement
in the processitAPEHEELY of Et"ﬁgm%g}r‘rplg’tg e gf/%t em lsnocggﬁolqe%'/aesd? Fobably The .
expl anat i on wi lbeemonsqtet epdl this bpet sprordtisopetotonratiBeG8th thRAMW36 and to

the operation "@fodeaadhi.Nohd BfroBl BSirdiBgedl &AM Qitkbeketdiged ity agedisk or
di skette. In general, ?ef'éfot g&oghgaa%éuc%ﬁe ROtBeI . rlgache‘fks the system
and | oads a BI 888t &FR0bt"’r T hto > PRR-FaZCar T 585t *Fecor d
i ncl udes a dat-@omegieiet withvihegplaaky dad irgncessbor b Povreascdhetksi by a | oadi ng
nmeans, a code {efifhite BAWRG: exXqeuiabl e s€4872 Ther avesuifbhi10e, uses the
data information to val |.dﬁ2t eth%lr gﬁ/are cognpe%tl bi I#t)é a& L%sé,em
confi gurati on. 3Af§EPT E&sIRAF PO AR SPOHEr & TBRES: Fhichs BE30F o FEPPS

274 and 266. If NVRAM is reliable, the system configuration is '

checked, step 276. A change in system configurafion is indicated if

the model and submodel values stored in NVRAM do not match the model

“and submodel values stored in ROM. Note that this last comparison

will only indicate a configuration error. 1If a configquration error

Eis_indicated, an error is generated for the user. This error

"notifies the user that the configuration of the system has changed.

isince the last time SET Configuration was run. The user is notified

.of the changed configuration and control passed back to the IBL

hr§utine steps 278, 264, and 266. This error is not fatal itself,

:but notifies the user that SET Configuration (configuration program)

‘must be executed. Referring back to step 276, if the system

‘model/submodel values match, an indication of comparability is set =

and the routine returns, steps - 276, 274 and 266. Thus, the

compatibility between the master boot record and the system are

tested along with determining if the system configuration has been

modified.

After the IBL routine loads the master boot record intn RAM,
it transfers control to the MBR code starting address. Referring to
‘Fig. 7, the executable code segment of the master boot record first
verifies the boot record pattern to the ROM pattern, step 300. If
the pattern in the master boot record does not match the pattern in
ROM, an error is generated ané the system halts, steps 302 and 305.
The check for equality between ROM and boot record patterns ansures

that the master boot record loaded from either the disk or diskette



BCO- 89- 026 15 system configuration, the

execut abl e code | oads the BIGOS i nage i nto RAM produci ng a nmai n nenory

resident program The BI OS i nage succeeds ROW Bl OS and | oads t he operating

systemto begin operation of the machine. For purposes of clarity, the

execut abl e code segnent of the master boot record will be referred to as

: MBR code while the data segnment will be.referred to as MBR data. -

i Referring tQ.Fig. 43 there is a nenory ,?p showi ng. the different code

: modul es whi ch™ conprise ROMBIOCS. ROMBIGCS includes a power on self test

" (PCST) stage | nmodule 70, an Initial BIOS Load (I1BL) Routine nodule 72, a

; Diskette nodule 74, a hardfile nodule 76, a video nodule 78, a

i di agnost i c- paneimpamitiué &80 thamady fvar dheapmneo bpatd.bi RdftyridattacBzo Briefly,

 POST Stage |0 3867 irekB (REELaMPREH lkdred! et A chEShSe The 1BL
routine 72 determnés whet her

’ record, the MBR code compares the system planar ID value, model and

submodel value againsf the corresponding master boot record values,

step 304. This process was discussed in greater detail with respect

to Fig. 6D. If the values don't match, the master boot record is

not compatible with the system planar and processor, or the system

configuration has changed, and an error is generated} step 306. The

system will halt when the IBL record is incompatible with planar,

model or submodel values, step 305.

Referring back to step 304, if the system planar ID value,
model and submodel values match the corresponding master boot record
values, the MBR code loads the BIOS image from the selected media
into the.systém RAM, step 308. If a media load exror occurs in
reading the data, step 310, an error is generated and the system
halts, steps 312 and 305. Referring back to step 310, if no media
load error occurs, a checksum is calculated for the BIOS image in
memory, step 314. If the checksum is invalid an error is generated
and the system halts, steps 318 and 305. Referring back to step
316, if the checksum is valid, the system partition pointers are
saved, step 320, and the system processor is vectored to POST Stage

II to begin loading the system, step 322.

Referring to Fig. 8, there is shown a block diagram of an
intelligent disk controller 350 for controlling movement of data
between the disk drive 351 and the system processor. It is
understood that disk controller 350 can be incorporated into the
adapter card 60 while disk drive 351 can be included onto drive 62
of Fig. 2. A suitable disk controller 350 is a SCSI Adapter having
a part number of 33F8740, which is manufactured by International
Business Machines Corporation. It is understood that the disk
controller 350 includes a microprocessor 352 operating under its own
internal clock, for controlling its internal operations as wcll as

"its interfacing with the other elements of the disk subsystem and



. tthe BIOS image is to be |oaded fromdisk or diskette, checks conpatibility
i and | oads the naster boot record. Diskette nodul e 74 provides input/output
functions for a diskette drive. Hardfile nodule 76 controls I/Oto a fixed
disk or the like. Video nodule 78 controls output functions to a video I/0O
controller which is further connected to a video display. D agnostic panel
: nodul e 80 provides control to a diagnostic display device for the system

The har dwar e gggrgaabsdi | ity data 82 inclggdes such values as a system nodel
and subnodel val ues which are described later with respect to Fig. 5.
Referring nowto Fig. 4, there is shown a process overview for |oading a
BIOCS inage into the systemfromeither the fixed disk or the diskette. Wen
t he system i sthgoweten pogressdre SEhetmigronrocessopr3sg sisveapdedlytao the entry

poi nt of POSTinstageidn bed 85 100 rELSIniSt AGRrY (ROKY B6E WEE&H Lhgesyst em and
tests only those s stemﬁ‘_ua i ons, needed.to_| oad BItOStl mage frolggthe

sel ect ed DAS[i"sg’f“égl%Z“.' 1 (té}ﬁr FE PR O BTG EERR P (FRIRTPETTS 8 t he .
processor/ pl amatrdlutiet roresentdchigabs betvepnride, diskndniye snddhstsysten nt er r upt

controllers, drhgRisy. DMA 18 UNSY naBistbdd eflatdasdk BlddPofiQulispecdaHardiil e

nodul e 76), and_dj skette BIOS-routine (D skette nodule 74), i1f necessary.
include random access memory coupled to microprocessor 352 for the

storage or retrieval of data. The movement of data between disk
controller 350 and the system processor is effected by data bus 358

and instruction bus 360.

A reset signal on line 362 resets or initializes the disk )
controller logic upon power-on sequence or during a system reset.
The reset signal is generated by the planar board legic, and can
take the form of a channel reset signal as provided by IBM's
MICROCHANNEL architecture as'déscribed in “IBM PERSONAL SYSTEM/2
Seminar Proceedings™, Volume 5, Number 3, May 1987 as published by
the International Business Machines Corporation Entry Systems
Division. Furthermore, the reset signal can be effectively
initiated by BIOS outputting a particular bit configuration to an
i/o port of the system processor in which the planar logic is

connected.

As is well known, the microprocessor 352 provides all the
interfacing and timing signals to effect the efficient transfer of
data between the disk drive and the'system proceséor. For clarity,
only those signals important for the understanding of the invention
are presented. It is understood that other signals and lines, such
as data bus 364, are used but are not presented here since they are
not important for the understanding of the present invention. It is
further understood that only those programs or routines as stored in
ROM 356 important for the understanding of the present invention are

explained with respect to Fig. 9.

Referring now to Fig. 9, there is shown a flowchart

diagramming the read, write, and protect functions of the disk



tBC9- 89- 026 16 After POST Stage |
pre-initializes the system POST Stage | vectors the system processor to
the Initial BIOS Load (IBL) routine included in the Initial BlIOS Load
nodul e 72. The IBL routine first, determ nes whether the BIOS inmage is
stored on fixed disk or can be | oaded from diskette; and second, |oads the
mast er boot record fromthe selected nmedia (either disk or dlskette) into
RAM step 104. Bdh&E%1R2&t er bodt record i ncd%udes the MBR data and the MBR™
code. The MBR data is used for verification purposes and the MBR code is
executed to load in the BIOS i mage. A detail ed descrlptlon of the operation

of the ) BL T OULbAGel s RRSEIECedkdida nGSARChALE0SE rpMslL atorea g W LD

contan|ng ref erence routi ne s t he master boot
record i nto RARPY Sp%- S%Péﬁ’iaﬁi%e%%?k L8stEEtionetp f‘%lttlﬁEEdSP%.rth ng address
of the MBR codeyiuamtz&gcéssexa@atﬂreﬁsfesfeaptcmﬁe daike chRommiessﬁnar fT}i‘emS a

series of validily L ta | mge
and to verify tlilek génﬁt?%%ﬁ%oﬁegg{n‘%o;gn?he s?’sl%gémQgg gg&ét % %rstandi ng
of the the designated operation, step 40 ,

The disk controller first determlnes if thlo 1s a wrlte _
operation in which data from the system processor are stored on the
disk drive hardware, step 402. If the instruction is a write
instruction, data are received from the system processor in relative
”biock address (RBA) format. '

Prior to continuing the discussion above, a brief explanation
of the relative block address format applied to a mass storage
device, such as a disk, may merit review. RBA is a scheme -in which
data in mass storage are addressed in predetermined sized bl?cks'by '
sequential numbers, i.e. individual definable contiguoué blocks of -
data. For example, assuming a block size of 1024 bytes, the system
processor can approximately address 10,000 blocks for a 10 megabyte
disk. That is, the system proceséor can address the disk media in
terms of N blocks where N ranges from O to 9,999. It has been
discovered, that the use of RBA provides a very fast and efficient
method for addressing mass storage in the type of operating systems

used for personal computer systems of the present invention.

Tor convenience sake, the following assumptions will be
introduced: first, the disk can support a total of N blocks; second,
the system processor transfers a X block, where K“is_g:eaier than or
equal to 0 and is less than or equal to (N-1); third,lthe disk -
controller can set a maximum addressable block M which permits
access to data blocks where K is less than M and denies aécess to
data blocks where K is greater than or equal to M. Note, by
setting M less than N a pro;ectable region on the disk is generated
from M to N-1 blocks. This feature permits the IBL medi;.to ?e

protected as will be discussed below.



opera'_tion of the MBR code, attention is directed to Fig. 7 of the draw ngs
wherein the MBR code is described in greater detail. On the basis
of these validity tests, the MBR code | oads the BIOS i nage i nto RAM and
transfers control to the newy |oaded BIOS image in mai n nenory, step 108.
In particular, the BIOS image is |oaded into the address space previously
occupied by ROMBIOS. That is if ROW BI O§ I s addressed from EOOOOH t hr ough
FFFFFH, then - Brees | mage i s | oaded i ntd this RAM address _space t hus
super sedi ng ROM Bl CS. Control is then transferred to POST Stage Il which
is included in the newy |oaded BIGS i mage thus abandoni ng ROV BI CS. POST
Stage |1, now in RAMtinRidg &ld d8&ussidntBash Srefbentertai Migi(P,Syisd aand n or der

POST tr ansf er SEoHEPIS BoProoBeRal] R SyRREm i 438 | PhEkF cors o
prot ecti on neammtfadieptheredeiarginescs she geedizedbirciphirisi 1956nt#6I eng t he
BI G5 | mage. Rertﬁ[iﬁﬂlcﬁlacﬁ JS&G’@ Mt, Ovhere M is less than N, step 406. If K is ' .
less than M then the disk controller converts the RBA format into
the particular. format for the mass storage device, such as N
cylinder-head-sector (CHS) format for a fixed disk, step 408. for
instance, the disk controller by using a look up table could convert
RBA addreéses to unique cylinder-head-sector location. Another
method is the use of a conversion formula to convert RBA to CHS.
For example, for a disk having one head, 64 cylinders, and 96
sectors: Head = 0, cylinders = quotient of RBA/(96), and sectors =
remainder of RBA/(96). After converting the RBA format to a CHS
format the data are written to disk at the converted CHS location,
step 410. The disk controller then waits for another instruction

from the system processor, step 412.

Referring back to step 406, if the received RBA is greater
than the maximum.set ﬁBA value; ééﬁess is denied, step 414. That is
if K is greater than or equal to M, the K block is not written to
the disk. Please note, if the IBL media is stored in the blocks

from M to N-1, then the IBL media will be protected from writing.

Referring back to step 402, if the instruction from the system
processor is not a write instruction, it is tested for being a read -
instruction, step 416. If the instruction is a read instruction,
the system processor sends the RBA format for the data requested,
step 418. The disk controller then determines if the desired RBA
(K) is less than the maximuﬁ set ﬁBA (1). If the desired RBA (X) is
less than the maximum set RBA (M), then the disk controller converts
the RBA to the appropriate CHS formai and reads the data from the
disk, steps 422 and 424. The data are then transferred to the

system processor, step 412.
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17 Figs. 8-10 for a detailed

di scussion of this protection process. It is noted that during a warm
start, the processor is vectored to step 108, bypassing steps 100-106.

For clarity,

it is appropriate at this point to illustrate a representation

for the format of the master boot record. Referring to Fig. 5, there is
rshown the master boot record. The boot record includes the executable code

‘segnent 120 a

egnents 122-138. The MBR code 120 incl udes DASD

“dependent code ?esponsible for verifying the identity of the ROM BI CS,

. checking that the IBL boot record is conpatible with the system verifying
.the system configuration, and |oading the BICS i mage fromthe sel ected DASD
j(di sk or diskette) Refdreistabacksegneat 920221 138 ravelvedeREAN(KI fmigrestensed to

define the me
Bl OS |nage

dﬂéx@r d%ﬂ% %dmééﬂﬁnh& %el %A”ﬁﬁt ParccQ ks rdggg@d,stgpcat e the

mast er of record is

i dentified by #%bodf ‘i’hécEFrLd‘“%dllgrﬂét ﬁ%eﬂﬂt“’eel‘h‘é bﬂ)?ﬁﬁs ?'@cb‘f‘d Rigfksrure 122 .

can be a unique bit pattern, such as a character string "ABC', in the first
three bytes of the record. The integrity of the master boot record S

tested by

access is denied to this area. Please note, that in thls

circumstance, the IBL media is also protected from copying.

Referring back to step 416, if the instruction is not a write
or rgad instruction , it is tested for a set maximum RBA
instruction, step 428. This instruction allows the disk controller '
to create a protectable area or partition on the disk drive
hardware. This instruction allows the disk controller to set ¥
between 0 and N blocks, step 430. It is important to note that
when:tﬁe disk controller is reset (through the. reset signal) that M
is set so that the maximum number of blocks are available. That is,
when the disk controller is reset, M=N. Essentially, protection for
the protectable area is eliminated upon resetting the disk
controller, allowing access to the area. However, once the set
maximum RBA instruction is executed only a reset or another set
maximum RBA instruction will aliow access to the protecfable area.
Conceptually, the setting of the maximum RBA can be thought of as
setting a fence which protects access to the area above the fence
while allowing access to the area below the fence. The disk
controller then returns to wait for another instruction, step 412.

Referring back to step 428, if the instruction is not a resad,
write, or set maximum RBA instruction, it is tested for another disk
controller instruction and execﬁted, step 432. These instructions
will use the set maximum RBA value but are not.important for the
understanding of the present invention and are not presented here
for brevity purposes. The disk controller then returns to wait for

another instruction, step 412.



a, checksum val ue 132 which is conpared to a conmputed checksum val ue when
the boot record is | oaded. The data segnents further include at |east one
conpati bl e planar 1D value 134, conpatible nodel and subnodel val ues 136.
The master boot record' s planar |ID value defines which planar that the
master boot record is valid for. Simlarly, the master boot record s node
and subnodel val ues define the processor and planar 1/0O configuration
respectively that the nmaster boot record is valid for. It is noted that the
boot record's &g®Atee and checksumidentdfy a valid master boot record,
while the boot record's planar ID, boot record s nodel and boot record's
subnodel conparisons are used to identify a boot record conpatible with the
systemand to deterg;ne t .he %%§£en1configu€akﬁon i s valig Anot her

val ue, boot record pat te’éll?fr?"ileﬁnl GL 8H FFRHEL 'S M hSPTRE VAPt d"Ey of the
ROM Bl OS. The Beedingegorril prateetimg1the IBE mesipaineviiewoofh theipkesssdindi ng
pattern val ue Stisd@didn) RAMenetdl,t FRm either a cold HB&Pt §Bodidbon) or a
18 warm start (alt-ctrl-del), the disk controller having the IBL media
is reset. This causes the maximum RBA (M) to be set to N, i.e. the
fence is femoved allowing access to the IBL media. This is required
to ailow the.system to load the IBL media to begin operation. Once
the IBL media is loaded and executed the fence is erected (set
maximum RBA below IBL media) to prevent access to the IBL media

stored on disk.

Referring now to Fig. 10, there is shown a block flow diagram
effecting the protection of the IBL media. From a power-on
condition the system is initialized and BIOS initiates activity in
planar board logic to send a reset condition to the disk controller,
steps 450 and 452. The reset signal drops the fence and allows the
system processor to access the IBL media previously stored on the
disk in the area from M blocks to N blocks. The system loads the
IBL media as previously described with reference to Fig. 4-7, step
454, During the IBL loading sequence Post Stage II is executed,
step 45%56. One of the tasks of POST Stage II is to execute the set
maximum RBA instruction with the maximum RBA set to the first block
of the IBL media which is designated as M, step 458. M is
dependent upon partition type (none, partial or full) as previcusly
explained. This in effect sets the fence denying access to the IBL

- media while allowing access to other regions of the disk. The

operating system is then booted up in a normal fashion, step 460.

If the system is started from a warm start conditién, such as
alt-ctrl-del, the planar logic is commanded to reset the disk
controller by POST Stage II, steps 462 and 464. This causes the
fence to be dropped. 1In this circumstance, since the IBL media is
already present in RAM, the IEL media is not loaded again. However,
since the protection for the IBL media‘is eliminated POST Stage 13X

must be executed to reset the fence, steps 456 and 458. The fence



values match this indicates that a valid ROMBICOS has initiated the | oad of
a BIOS image fromthe sel ected nedi a. The foll ow ng description
further describes in greater detail each of the values in the master boot
record and their functions: The first three bytes of the |IBL boot
record can consist of characters, such as "ABC'. This signature is used to
I dentify a boot record. Segnent (120): + This code verifies the
conpatibility of the boot record with the planar and processor by conparing
correspondi ngsps-aaaszei d and nodel / subnodsd val ues. If these val ues match,

it wll load the BIOS image fromthe chosen nedia to system RAM |f the
systeminmage (BI OGS i mage | oaded into nenory) checksumis valid and no nedia
| oad errors occur, the MBR code will transfer control ‘to the POST Stage ||

routine of thésSsSFectad Pipgeing thRBPIedas @nd 1thg)system is then rebooted

in a normal manner, step 460.

Thus, there has been shown a method and apparatus for
protecting access to the IBL media stored on a mass storage device ,
such as a disk drive. The IBL media is protected by addressing
mass storage in blocks and setting a maximum block the syStem can
access during normal operation. The IBL media is stored
consecutively in those blocks between the maximum block accessible

;;§nd the total number of blocks supported by the disk drive. A reset
'éignal sent to the disk controller eliminates the maximum block
accessible to permit the system to address the IBL medis. The reset
signpal is generated during a power-on condition or a warm-start

condition to permit access to the IBL media to boot up the system.

While the invention has been illustrated in connection with é
preferred embodiment, it should be understood that many variations
will occur to those of ordinary skill in the art, and that the scope
of the invention is defined only by the claims appended hereto and

aquivalent.



The first field of the IBL boot record data segnent contains a pattern,
such as a character string "ROMBIOS 1989". This string is used to
val i date the ROV Bl OS by conparing the Boot Pattern value to the
correspondi ng value stored in ROM (ROM Pattern). MBR Version Date (126):

The master boot record includes a version date for use by an update
utility. :SystemPartition Pointer (128):+ BC9- 89-

ut oo sa oo m

CLAIMS

1. A computer system (10) comprising: a system processor (26); a
read only memory (36)}; a random access main memory (32); and at
_Least one direct access storage device (62} capable of storing a

' plurality of data records;
characterised in that the system (10) further comprises:

initialising means included in the read only memory (36) for
.injitialising the system processor (26) and for cgenerating a reset
signal to the direct access storage device (62) to permit access %o

the data records;

loading means for loading data records from the direct access
storage device (62) into main memory (32), the loading means reing
stored in a protsctable partition of the direct access storage
device {62), the loading means being read from the direct access
storage device (62) into main memory ({32) by the initialising means

wherein the initialising means activates the lcading means;

a main memory resident program image being stored in the
protectable partition of the direct access storace device (62), the
main memory resident program image Dewng read from the direct access
storage device (62) into main memory (32} by the lO:Gan means to

produce a main memory resident program; «

protection means for protecting the protectablie partition of
the direct access storage device (62), the brotnctlcn means teing
activated by the main memory resident program to pravent
unauthorized access to the loading means and the main memory

resident program image.

2. A ‘computer system (10) as claimed in claim.l,-wherein%++- the

rzad only memory (36) stores a first protien of BICS, and whersin
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The data segnent contains a nedia pointer to the beginning of the nedia
systempartition area for use by Stage Il POST. On an IBL diskette, the
pointer is in track-head-sector format; on disk the p Rel ative
Bl ock Address (RBA) format. System Partition Type (13

system partition type indicates the structure of the ng Mﬂﬂﬂlﬂ,mm””m
partition, There are three types of systempartition str lil
mnimal and not present. The full system partition contains the et up
utility and diBemB3t0Rés in addition to tHe BIOS i nrage and master boot
record. The m nimal system partition contains just the BIOS i nage.and

mast er boot record. It may occur Wnere a system does not have access to a

hardfil e having a ainBrlﬁelrloma 1de rosr ci rcumgtan (i%mat hens st.em-part ition
type indi cates hol- present F flﬁp TREARER 251 BETGPEDERUFR Bm t he

di skette. Thes%IqShree'system partition types allow flexibility in how nuch
space the systempartition takes up on the nedi a. Checksum val ue (132): +

The checksum val ue of th dat | tialized t nerate a valid
“checksum for t%‘e r&S?’E?“?%%@Y"ﬁ qgga(slck\?ﬂm%%/ faHtain 9, R IERCLR

loading means further 1ncludes a valldatlon means for confirming the

system (10) is compatible with the main memory resident program.

4. A computer system (10) as claimed in claim 2 or claim 3,

wherein the loading means comprises a master boot record having an
executable code segment for effecting the loading of the main memory
resident program, wherein the initialisation means transfers control- ---:
to the executable code segment to effect the loading of the main

memory resident program image into main memory (32).

S. A computer system (10) a@s claimed in claim 1, wherein the
initialisation means includes poﬁer on self test means, the power on
self test means ;nitializing and testing only those system functions

necessary to load the main meméry resident program.

6. A computer system {(10) as claimed in claim 5, wherein the
power on self test means initializes the system processor (26)
functions, memory subsystems, and direct access storage device (62)

subsystem.

7. A computer system (10) as claimed in claim 3, wherein the
validation means includes data representing the type of system -
processor (26) and configuration of a system planar (24) coupled to

the system processor (26).

8. A computer system (10) as claimed in claim 2, wherein the at
least one direct access storage device (62) comprises a fixed disk
drive wherein the loading means loads data records from the fixed

disk drive into main memory (32).
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of . the master boot record code. MBR Pl anar | D Value (134):+ The
dat a segnment includes a value, such as a string of words defining

conpati bl e planar IDs. Each word is made up of a 16 bit planar ID and the
string is termnated by word value of zero. If a mat ches
t he planar ID value in the nmaster boot record, such as . mg{m words in .

the string, the IBL nedia inmage is conpatible vmt ar. |If

the systems Eanga-okd does not match angsword |n | BL nedi a
i.mage is not conpatible with the system pI anar. - BC9- 89- 026
20 _ - _ R

3. A computer system (10) as claimed in claim 8, wherein the

fixed disk drive includes a disk controller and further wherein the
system processor (26) transfers data records to the disk controller
iﬁ blocks being in a format which numbers the blocks sequentially,
and further wherein the master boot record and the remaining portion

of BIOS are effectively stored in the higher order numbered blocks.

i0. I computer system (10) as claimed in claim 9, wherein the
protection means comprises setting a maximum block addressable, the
waximum block addressable being the lowest Qraer numpered block of
the master. boot record and remaining.portion of BIOS, the pro:éction_
means preventing access to blocks greater than or equal to the
maximum block addressable while permitting access to blocks less

than the maximum block addressable.
11. A computer system (10) as claimed in claim 10, wherein the
initialisation means initiates generation of the reset signal in

response to power being applied to the sysiem (i0).

12 AR computer system (10) as claimed in claim 10, wherein the

initialisation means initiates generation of the reset signal in

response to a reset condition being applied to the system (10).

12, A computer system (10) as clazimed in claim 4, wherein the
master boot record further includes a data segment, the data segment
representing a hardware configuration cf the system (10) which is

compatible with the master boot record, and

wherein the read only memory (36) includes data representing a
hardware configuration of the system processor (25), wherein before
the remaining portion of BIOS is loaded into the main memory (32),
the first portion of BIOS compares the hardware configuration data
from the master boot record with the hardware cenfiguration data
from the read only memory (36) to verify. the master boot record is

compatible with the system processor (26).

This Sheet Has Been Re laceu

AR




MBR nbdel

val ues, such as a string of words defining conpatible processors.
is made up of a nodel and subnodel value and the string is term nated by a
word val ue of zero. If a systenis nodel and subrmdel\vgmm‘i—n—RO\/y
mat ch one of the words in the string, the IBL rrediaumm

W th the.system processor. If the--ROM nodel and ROM mgmnglﬁo not

mat ch any woBeP-8A-&2ke stri ng,

and subnodel val ues (136): + The data segnent includes

Each word

the IBL m¥dia i mage js hot® cénpltiblerwith

t he system processor. MBR Map | ength (138): + The IBL map | ength

is initialized to the nunber of medi a i mage bl ocks.
Bl CS i nage |§ br oke b Lo fo gio cks, ,t:he
i ndi cating fotr bl oS¢ pol Nt

ers

I h f
t?’ls Fl d.lnL% englt‘j tvf_”ere n ghet ﬁur

eng

I n ot her wor ds,

if the

S set to

one, since tHataygemany Wég’@el :gas@% be@*htrP‘ga}‘éu@ClM a)lvebq@ reprig@RtfEdi a Sector -
Size (138):+a system plg;ﬁlrs(z\wrvdut\z'ﬁhuecdnﬁaﬂlﬂlé wath ZRé mhordrhgbofedicgrsect or

size in bytes

n&“%uré%er Jgereln the system planar (24) further includes a means
for uniquely identifying the system planar (24) in order to verify
that the master boot record is compatible to the system planar (24).

15. A computer system {10) as claimed in claim 14, wherein the

hardware configuration data on the master boot record includes a
model value and a submodel walue, wherein the model value identifies
a system processor (26) which is compatible with the master boot
record and the submodel value represent an I/0 configuration of a
system planar (24) which is compatible with the master boot recorgd,
and further wherein the read only memory (36) includes a _
corresponding model value identifying the system p:o;essor (26) and
submodel value representing the I/0 configuration bf the system
planar (24), wherein the model value and submodel value of the
master boot record are compared to the correspondiné model and
submodel values of the read only memory (36) respectively, in order
to verify that the master boot record is compatible with the system

processor (26) and the I/0O configuration of .the. system planar (24).

1s6. A computer system (10) as claimed in claim 4 further

comprising a nonvolatile random access memory (58) being

. ‘electrically coupled to the system processor (26), the nonvolatile

random access memory (58) including data representing the system
configuration, the data being updated when the configuration of the
system th) is changed, wherein the first portion of BIOS'cbmpares
the data in the nonvolatile random access memory (58) to
corresponding data in the read only memory (36) to determine if the

configuration of the system (10) has changed.

17. A computer'system (10) as claimed in claim 4 wherein the

direct access storage device (62) comprises a fixed disk.
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Medi a ‘i mge bl ock pointer (138):+ The medi a i mage bl ock pointer
| ocates a systemimage block on the nedia. Nornmally, there is only one
poi nter since the nedia inmage is stored as one conti guous block—Gr—an—+BL

pornters'are vl ot ve biock sacress formi teat o) [GHERAN

BC9-89-026 38

18. A computer syétem (10) as claimed in claim 17, wherein the
system processor (26) transfers data records to the disk controller
in blocks being in a format which numbers the blocks sequentially,
and further wherein the master boot record and the remaining portion

of BIOS are effectively stored in the higher order numbered blocks.

19. A computer system (10} as claimed in claim 18, wherein the
protection means comprises setting a maximum block addressable, the
maximum block addressable being the lowest order numbered block of
the mastér boot record aﬁd the remaining portion of BIOS, the
protecfi;n means préﬁéhtiﬁg'éccess to blo#ks eéﬁéifté greater than
the maximum block addressable while permitting access to blocks less
than the maximum block addressable.

20. Apparatus for preventing the unauthoriééa access of Biés
stored in a mass storage device (62) in & personal computer system
(10) having a system processor {26), the masé storage device (62)
capable of storing a plurality of data blocks defined between a
first and second data block extreme, BIOS being accessible by the
system processor. (26) in the form of individual definable. contiguous
blocks of data, BIOS extending from a third data block extreme to a
fourth data block extreme, the third and fourth extremes being

bounded by the first and second extremes, the apparatus comprising:

a controller device coupled between the system processor (26)
and th; mass storage device (62) for transforming an input or output
request from the system processor‘ggp)_to physical characteristics
of the mass storage device (62), the-input/output requests being in

the form of individual definable contiguous blocks of data;

first logic means for initiating the generation of a reset
signal;
second logic means for generating a second signal for

preventing access to the BIOS code; and
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The medi a | mage bl ock length indicates the size (in sectors) of the block
| ocated at the corresponding i nage bl ock pointer. In the case of a 128k
contiguous nedia i mage, which includes space for BASIC, this field is set

to 256, indicating that the BIOS i mage bl ock takmu
bytes/sector) starting at the nedia i mage bl ock pagi

Referring now to Figs. 6A-D, there is shown a det j’m'm Nnm'cﬂm@i! f the
operation @tsidsegdeBL routine. Under negmal circunsttandest t outi ne
| oads the master boot record fromthe systemfixed disk into RAMat a
specific address and then vectors thé system processor to begin executing
t he code segnent of the master boot record. The IBL routine also contains
provi sions for a diskette default node in which the master boot record can

be | oaded from gisdectich. md‘dﬂg\/&‘éeﬁonsi\hﬁté Bhe rﬁa&& Regrdaefornpdrmatdiny t he
di skette default e thgs ?#)egh th st emcontains,the | BL nedia
Pro ec

access. to 1on mea S eJ.n respo s:.ve
on the systemti xe passwor pgre &n 1f@/F\’AM The

user has t HéecscPrsh S%ﬁnaéeﬁosfl segtingea MB@MY Rt hheNURKm dar-heblpek pose of
. preventing rlrbeendi&ieegg Qo dabagiol dvadantimmbaknexeifiasied is to prevent

! | oadi ng 'an- u | zed BI | e from di ske . In other words, the
. di skette deaf’glaﬂrtlz B’é°91r§mi1?cfh8 f)t%Bﬁ“ﬁS%")’szeaﬁffixed di sk is not
| operational and the user has indicated (by not setting the password) the

desire to b, abhgdgeloas cflﬁﬁghtﬁecfglﬁkﬁttﬁmeréin the nhfl stQubine is not able
to | oad the npst boot recor an_error _message i s

d.fro It medi
gener at ed é)ﬁ&lctehgs@ygqngmﬁeg ﬁgﬁeédEQSﬁ hav:Lng 1nputaoutput requests in

the form of a cylinder, head and sector format, and further wherein
the_éontrolle:.cénverts from data block format to cylipder, head and

sector format.

22. Apparatus as claimed in claim 21, wherein the coatroller
device includes a SCSI adapter card responsive to the system

processor (26).

23. Apparatus as claimed in claim 22, wherein the first logic
means initiates generation of the reset signal in response to a

power on condition for the system processor (26).

24, Apparatus as claimed in claim 23, wherein the first logic
means initiates generation of the reset signal in response to an

input from a keyboard connected to the system (10).

25. A method for protecting;BIOS in a personal computer system
(10), the system (10) including a system pfocessor (26), a recad ohly
memory (36), a random access memory (32),

and direct storage access device, the method comprising the

steps of:

(a) storing a first portion of BIOS in the read only memory
(36), the first portion of BIOS including means for initializing the

system (10); -
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Refer"'_ri ng now to Fig. 6A, under normal circunstances the systemwl|
contain a systemfixed disk which the IBL routine initializes, step 150.

Assune for purposes of illustration that the fi xed disk is configured for
Drive C of the personal conputer system Simla Ixive Ais
designated as the diskette drive. The IBL routi xam nes Drive Cto
determ ne whether it contains |BL nedia, step 1%@& I“ﬂ directed to
Fig. 6B whi chBdeserddses in detail this psdcess starts

BC9- 89- 026 22 readlngfromtheflxed di sk at the
Last three sectors and conti nues r eadi ng, decrenentlng the nedia pointer,

or 99 sectors or until g valid master boot. record is. mast er
boot record is foutd SFREPY cﬂ?&ﬁ’é}"?&“‘é@fs&t 3 Bl Rat"g ?l(fc’ﬁ?lggec’sfgor

conpati bi | i tyBIes ép al botertable rastitdbn pinather dinechrageesssaforegmpenicsl e, then
an error is repoy ! esh rShBRinkPHortRe] SErdI08 HeARK rbOiRh€AN 12, rdnkiom O

access memory (32) during'normal operations of the system (10);

- (¢) initializing the system (10) and initiating the generation
of a reset signal being sent to the direct access storage device

(62);

(d) removing the protection to the protectable partition to
permit the system processor (26) to access the master boot record
and remaining portioh of BIOS, the protection being removed in

response to the reset signal;

{e) loading the master boot record into random access memory

{32), the master boot record including an executable code segment;

{f)} transferring control to the executable code segment to
load the remaining portion of BIOS into the random access memory

{32); and

(g) transferring control to the remaining portion of BIOS in
random access memory (32), the remaining portion of BIOS setting the
protection on the protectable partition to prevent unauthorized
access to the master boot record and the remaihing portion cf BIOS
stored in the protectable partition on the Qirect access storage

device (62).

—_—
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nmast et boot record is found on the | ast 99 sectors of the fixed disk
(primary hardfile), an error is reported, step 154. Referring back
to step 156, if a master boot record is found, a series of validity checks
are perforned to determne if the naster boot record is conpatible with the
conputer system Additionally, the configuration of the systemis checked.
Attention is directed to Fig. 6D which discloses this process in greater
detail. If theedsesd-oeecord is conpatiblegith the planar I'D, nodel and :
subrmodel , and if furthernmore the system configuration has not changed the
mast er boot record is | oaded and the code segnent of the naster. boot- reeord
I S executed, step 160. Referring back to steps 154 and 158, if an
error occurs in |oading the master boot record fromthe fixed disk or if a
fixed disk is xsstrrmorai | able, the IBL routine deternmines if a valid password
Is included in NVRAM step 162. This password determ nes whether the BIOS

I mge can be | oaded from di skette. Note that the password will exist only.
upon being install && #gparsfes apdrnetdndifey rrobetifeAIQF etorglidn ydiredd a

password is mmgé %@ofa@eM\éRﬁM <éiyelﬂoo§ gemﬁll&mm&vews% fi@m bei ng
| oaded from di skette, mts the user to ensure _the

Cintegrity of th& By 5?%1% 8%“981;3 ﬁ%s’tsagis‘tlg?n“ﬁﬁn’%’ﬁﬁ%lanﬁysttﬁ‘é PEOSERT t{6%be | oaded
conly with the BIS@:qmnnlgeaor{Z%heafnmédn desdss mHie npassMOB) , carrebdiloalt he form

of a string of nGRaf qetLr s prbdR%od ReMRAM at 1east one direct access
: storage device (62). The read only memory (36) includes a first
pertion of BIOS and data representing the type cf system processor
(26) and czystem planar (24) I/O configuration. The first pcrtion of
BIOS 1n1tlallzes the system (10) and the dlrect access storage
qev1ce (62), and resets the protection means in order to r=ad in a
_ mastér boot record into the random access memory (32) from a
protectable partition on the direct access storage device (62). The
master boot record includes a data segment and an executable ccde
segment. The data segment includes data representing system
hardware and a system configuration which is supported by the master
boot record. The first BIOS portion confirms the master boct record
is compatible with the system hardware by verifying that the data
from the data segment of the master koot record agrees with the
system processor (26), system planar (24), and vlanar {24) I/0
configuration. If the master boot record is cempatiblie with the
system hardware, the first BIOS portion vectors the system prccessor
(26) to execute the executable code ssgment of the master boct
record. The executable code segment csnfifms that the system
configuration has not changed and loads in the rsmaining BIOS
portion from the same protectzble partition on the direct access
storage device (62) into random access memory (32). The executable
code segment then verifies the authenticity of the remaining 3I0S
portion and vectors the systam processor (26) to begin executing the
BIOS now in random access memory. BIOS, executing in randcm access
memory (32), then activates the protection means to prevent further
access to the protectable partltlon. BIOS boots up the operating

system to begin operation of the personal computar systam.
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Retdt ri ng back to step 162, if a valid password in NVRAMis not present,
- ¥hus allowing BIOS inmage to be | oaded from di skette, the IBL routine

| initializes the diskette subsystem step 166. The BCO- 89- 026
23 IBL routine then determnes if Drive Aincludes the IBL nedia on a
di skette, step 168. |If Drive A does not include IBL nmedia, an error is

generated t-o -nett+fy the user that an invalid diskette has been inserted in
the drive, step '170. The systemthen halts, step 172. -Attention is directed
to Fig. 6C for a nore detail ed discussion of step 168. " Referring
back to step 168, after Drive Ais checlﬁﬁhfor | BL nedia, the master boot
record is | oaded into RAM and t he code

K/ //) <~ 18
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seghient included in the master boot record is executed, step 160. It is
'rinportant to note that for diskette the IBL routine does not include the

validity checks that are used with the fixed disk system The reason for

t he absence of the validity checks is for |oading a non-conpatible IBL

I mage from di skett'e. For exanple, if a new processor is added to the

system a new BIOS image will be included on a diskette. Since a new

processor will cause validity errors when Ioading-fronffgégg_g%%EL_ng_LﬁL__ .
‘routine provides the ability to bypass these, tests by | oading the Bl CS
i mge from di skette. To recapitul atZ13t he nmaster bo@Sheecds : laced
checked for conpatibility with the system through nmatchi ng % m‘ \m ‘Iw ‘\

I
d

|

For disk, this check is done first in the IBL routine 72 an 1ien done
again in the IBL boot record. The first check (in the IBL routine) is. done
to make sure the boot record is conpatible with the system the second
check (in the boot record) is done to ensure a conpatible ROM passed
control to the boot recorqo Notice that the check done in the disk boot
record will never A73i JIt corrp%g_i'-l)'l'e—RU\A_si'ﬁc'E' The MBLCroutT e WiT1 "have

pl anar | D and processor nodel /subnodel values to the boot r F

al ready checked tfhene 3 allity§T n cofffrast, irst @ppatiility
check is not dong fgydi skette: Rlanal [N Q0 i | |
checked only durixgFtdkgttd bodidremmiisee t nakiovf |
future nodificatio P |anlnu Q%GE ~Fra] czckd%tp.
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BC9- 89- 026 24 In view of the description of
¢the IBL routine of Fig. 6A, the explanation will now proceed to a
conprehensive and full understanding of the validity tests discussed above.
Referring to Fig. 6B, there is showmn a detailed flowhart of step 152 of
Fig. 6A, to determne if a valid master boot record is on drive C. The
process begins by ebtaining the drive paraneters to enable the IBL routine
to access drive C, step 200. An IBL load location is set to the last three
sectors fromthe disk (the last three sectors nornmally contain the naster
boot record), step 202. A load count indigAt3ng the nunber of attenpts to
read a master boot record fromdisk is set to 1, step 204. Three sectors
are read fromdisk at the IBL |oad | ocation, step 206. Any disk drive
errors are detected and if a disk drive read error occurs it is reported,
steps 208-210. The process then returns with an error indication, steps
212-214.

A)

_ 70
POST STAGE | J7 ,
INITIAL BIOS LOAD |
. ROUTINE .
74
DISKETTE ./
76
HARD FILE /
78
VIDEO /
80
DIAGNOSTIC )
PANEL
HARDWARE 82
COMPATIBILITY |/
DATA

ROM-=BIOS
FIG. 3
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. 4
Referring back to step 208, if no drive error occurs, the disk record is
scanned for the master boot record signature, step 216. The boot record
signature, such as the characters "ABC', are conpared to the first three
bytes of the disk record. If the disk record does have a valid boot record
signature (characters "ABC') and the checksum conputed fromthe disk record
| oaded into nmenory equals the boot record checksum the disk record is
i ndicated as being a valid boot record with no errors, step 218. The
process then returns, step 214. Referring back to step 216, if the boot
r'ecord signature or checksumis invalid, thé1Boad count is increnented by
1, step 220. The |load count is then conpared to a predeterm ned constant
such as 99, step 222. |f 99 attenpts to read a boot record have resulted
in failure, an error is indicated and the process returns, steps 224, 212
and 214. If less than 99 attenpts to read a boot record have occurred, the
I BL | oad |l ocation is decrenented by one and three new sectors are read from

the new | oad | ocation, steps 226 an 6. o7 iy f valid | BL boot record
cannot be | oaded fromthe |ast 99 sigﬁ.r SQBEEJSRaVJEWO 33 copi es)ot hen an
error condition is set and [Control returns to_the 1 AIVIAEA 10
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l
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B€9- 89- 026 25 Referring now to Fig. 6C
there is shown a detailed flow di agram for |oading the master boot record
fromdiskette on drive A First, the diskette drive paraneters to access
drive A are retrieved, step 230. The IBL load location is set to the last 3
sectors on diskette (cylinder, head and sector format), step 232. The | ast

3 sectors are read, step 234. If a diskette drive error is detected an

error is-indicated, steps 236-238. An error condition is set and control is_
returned to the IBL routine, steps 24 ﬁg. -Referring back to step
236, if no drive error is detected, the diskette record is checked for -boot
record signature and the checksumis cal cul ated, step 244. |f the boot
record signature is mssing or checksumis invalid, an error is indicated
and control returned to the IBL routine, steps 244, 246, 240 and 242. If a
val id boot record signature and valid checksum are detected an indication
is set and control 'is returned to the IBL routine, steps 248 and 242. It is
noted that in a diskette load, the IBL routine does not search through the

rrEd_I_a as.hl n the fixed .dl qr—toad: MBR IDENTIFIER 122
"ABC"
MASTER BOOT 120
RECORD CODE SEGMENT
3 124
MBR PATTERN 126
MBR VERSION DATA 128
SYSTEM PARTITION PTR 43
SYSTEM PARTITION TYPE |, <,
MBR CHECKSUM -~ |z,
COMPATIBLE PLANAR IDs |~
COMPATIBLE PROCESSOR | '°®
MODEL & SUBMODEL BYTES
MBR MAP LENGTH Y
MBR MEDIA SECTOR SIZE -
FIRST BLOCK POINTER 138
FIRST BLOCK LENGTH >~
SECOND BLOCK POINTER
SECOND BLOCK LENGTH'
LAST BLOCK POINTER
LAST BLOCK LENGTH y
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¥

Therefore, in a diskette load, the IBL nedia nust be stored in a specific

. location of the diskette. Finally, Fig. 6D shows how the | BL

routines tests for system planar and processor conpatibility and for a
proper system configuration. The master boot record is checked for
conpatibility with the system planar by conparing the boot record planar 1D
value to the systemplanar |ID read by the system processor, step '260. |f

the system planar 1D does not match the boot record planar ID value, this
~indicates this master boot record is not conpatible with this planar. An

error is indicated and control return to t )#14 BL routi ne, steps 262, 264,
and 266. If the master boot record’is conpatible with the pI anar,
t he master boot record is checked for conpatibility with the processor,

| { 150
INITIALIZE HARD FILEL/

- ERROR ERROR :
INVALID DISK MASTER| |INCOMPATIBLE MASTER
BOOT RECORD BOOT RECORD
- 154 o 158
| . P v

INVOKE MASTER
\] BOOT RECORD
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J, i ~170
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RECOVERY PREVENTED MASTER BOOT RECORLC
-y
. 172
HALT ' L/
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BC9- 89- 026 : 26 step 268. The boot record nodel

. value and subnodel value are conpared to the nodel val ue and subnodel val ue

stored in ROMrespectively. A mismatch indicates.a new processor has
probably been inserted and this boot record is notstonpatible with the new
processor. An error is indicated and control returned to the IBL routine,
steps 270, 264 and 266. |If the naster boot record is .conpatible with the
pl anar and processor, the process checks to determine if NVRAMis reliable,
step 272. If NVRAMis unreliable, an err 7 gs i ndi cated and control
returned to the IBL routine, steps 274 an 3 I f NVRAMis reliable, the
system configuration is checked, step 276. A change in system configuration
is indicated if the nodel and subnodel values stored in NVRAM do not match
t he nodel and subnodel values stored in ROM Note that this |last comparison
will only indicate a configyration error. If a configuration error is
indicated, an error is genegated for the usggg This error notifies the user

that the configur € Changed since the last tinme SET
Confi guration masfﬁu 6§% €“EZ¥§ @Eﬁgﬁﬁi ed of the changed configuration
and control passed back to §he IBL routine steps 278, 264, and 266. This
error is not fq 2 r that SET Configuration
(configuration fpro nyoﬁﬂ%ﬂJB@Aéigéhted ferring back to step 276, if
t he system nodd| hﬁd&EG/HDBSS Ot MEDEA| i ndi cati'on of comparability is
set and the rou 4 and 266. Thus, the
conpatibility bet : r@&td and the system are tested
along with deternf nLgADf COENTY S em ¢ohfi guration has been '

C
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nmodi fi ed. : After the IBL routine. |oads the master boot record into
RAM it transfers control to the MBR code starting address. Referring to
Fig. 7, the executabl e code segnent of the master boot record first
verifies the boot record pattern to the ROM pattern, step 300. If the
pattern in the. master boot record does not match the pattern in ROM an
error is generated and the system halts, steps 302 and 305. The check for
equal ity between ROM and boot record patterns ensures that the naster boot

record | oaded fromeither the disk or diskette BC9- 89- 026
27 is conmpatible-with the ROMon the ﬂ]@nar- board. Referring back to
step 300, if the pattern in ROM matches pattern in the boot

. & 230
GET DRIVE PARAMETERS{/

Y | 232
[ 1BL LOAD LOCATION = D
?jLAST 3 SECTORS ON MEDIA

l 234

TREAD THREE SECTORS AT /
| IBL LOAD LOCATION
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nodel and
record val ues, step

record, the MBR code conpares the system planar |D val ue,
subnodel val ue agai nst the correspondi ng master boot
304. This process was discussed in greater detail with respect to Fig. 6D
If the values don't match, the master boot record is not conpatible with
the system pl anar and processor, or the system configuration has changed,
and an error is generated, step 306. The systemw || halt when the |IBL
record is inconpatible:with planar, nodel or subnodel values, step 305.
Referring back to step 304, if the systemplanar |ID value, nodel and
subnodel val ues match the corresponding9%ﬂ ter boot record val ues, the MBR
code | oads the BIOS image fromthe selected nedia into the system RAM step
308. If a nedia |load error occurs in reading the data, step 310, an error
is generated and the system halts, steps 312 and 305. Referring back to

step 310, if no nmedia |load error occurs, a checksumis calculated for the
BICS image in nenory, step 314. If the checksumis invalid an ris
generated and the syst halts, steps 3I8 and 305¢HHeT erring to step
316, if the checksunN al i d, the systen1partitihﬂA-ointers ayez §aved,
step 320, and the sylteph pyocessor is vectored to”HOXT Stage IJ<€ ¢ begin
| oadi ng the system : .  Referripg to/ Fidy 8, the @ 4s shown a
bl ock di agram of an i ehtl di sk control Psr controf hi hg
movenment of data bety# dtsk drive 351 &Nd £ hd sypN\em profesgor. It is
understood that dis er 350 can b indag pgg nto t dapt er
can be inclufled ofato R —
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of Fig. 2. A suitable disk controller 350 is a SCSI Adapter having a part
~nunber of 33F8740, which is manufactured by International Business Mchi nes
Corporation. It is understood that the disk controller 350 includes a ,
m croprocessor 352 operating under its own internal clock, for controlling
its internal operations as well as its interfacing with the other elenents
of the disk subsystem and BCO9- 89- 026 : : 28
the system processor. The m croprocessor 352 is.cqoupled by a instruction
bus 354 to a read only nmenory (ROM 356 which stores instructions which the
di sk- controller 350 executes to process a S control t he novenent of data
bet ween the di sk drive and the systen1pﬂ82 3sor. i s al so understood that
di sk controller 350 can include random access nennry coupled to

m croprocessor 352 for the storage or retrieval of data. The novenent of
dat a between- di sk ]
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control I er 350 and the system processor is effected by data bus 358 and
_-instruction bus 360. A reset signal on line 362 resets or
initializes the disk controller |ogic upon power-on sequence or during a
systemreset. The reset signal is generated by the planar board | ogic, and
can take the formof a channel reset signal as provided by IBMs

M CROCHANNEL architecture as described in "I BM PERSONAL SYSTEM 2 Sem nar
Proceedi ngs", Volune 5, Nunber 3, May 1987 as published by the

I nternational Business Machines Corporation Entry Systens Divis§on.
Furthernore, the reset signal can be ef fHtBvely initiated by Bl CS
outputting a particular bit configuration to an I/O port of the system
processor in which the planar logic is connected. As is well known,
the m croprocessor 352 provides all the interfacing and timng signals to
effect the efficient transfer of data between the disk drive and the system
processor. For clarity, only those signals inportant for the understanding
of the invention are presented. It is understood that other signals and :
| i nes, such as data bus 364, are used but are not presented here since they
are-not inportant for the understanding of the present invention. It is.
further understood that only those prograns or routines as stored in ROM
356 inportant for the understanding of the present invention are expl ained
with respect to Fig. 9.

| 350
358 [T £ .. 351
< DpATA > F)
M /' DATA
' >0 .wsmuc/ﬂo DISK
< INSTRUCTION B MEDIA
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RESET 362 | ROM
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Referring nowto Fig. 9, there is shown a flowhart diagranm ng the read,
,Wite, and protect functions of the disk BC9- 89- 026

29 controller which are effected by the operatien of routines stored in
ROM 356. In operation, a disk'instruction is initiated by the system
processor and transferred to the disk controller 350. The disk controller .
receives and interprets the instruction to performthe designated
operati-on, step 400, - The disk-controller first determnes if this
is a wite operation in which data fron1h2§ system processor are stored on
the disk drive hardware, step 402. ?nstructlon isawite
instruction, data are received fromthe system processor in relatlve bl ock

addr ess (RBA) format .
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402 20 406 408
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' DENY WRITE DATA
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Prﬁor to continuing the discussion above, a brief explanation of the
felative block address fornat applied to a mass storage device, such as a
disk, may nerit review RBA is a schenme in which data in mass storage are
addressed in predeterm ned sized bl ocks by sequential nunbers, i.e.

i ndi vi dual definable contiguous bl ocks of data. For exanple, assuning a
bl ock size of 1024 bytes, the system processor can approxi mately address
10, 000 bl ocks for a 10 megabyte disk. That is, the system processor can
address the disk nmedia in ternms of N bl ocks mhere N ranges fromO to 9, 999.
It has been discovered, that the use of provides a very fast and
efficient nmethod for addressing nmass stoﬁggé in the type of operating
systens used for personal conputer systens of the present invention.

For conveni ence sake, the follow ng assunptions will be introduced: first,
the di sk can support a total of N blocks; second, the system processor
transfers a K block, where Kis greater than or equal to O and is |less than
or equal to (N-1); third, the disk controller can set a naxi num addressabl e
bl ock M-which permts access to data bl ocks where Kis |less than M and
deni-es access to data bl ocks mhere ﬁ ¢S greater than or equaJ4g M Not e, .
by setting Mless th N _a protectable region on the generated from

Mto N-1 bl ocks. Thi $ s the IBL nedi & t rogected as wll
be di scussed bel ow. D" §TRET" WRW}
POWER~ON START
Y r452 Y _ f4§4
RESET RESET SIGNAL|
SIGNAL SENT SENT
J 454
-
EFFECT
IBL LOAD
l 456
_
POST STAGE
IT
l © 458
SET MAX RBA
BELOW IBL
MEDIA -
l 4860
~
BOOT
OPERATING
SYSTEM

FIG. 10
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BC9- 89- 026 30 Cont i nui ng Q}if,,fi-sTussi on
With reference to Fig. 9, the data are received fromthe disk in RBA
format, step 404. The disk controller then deternmnes if th&% eceived bl ock.

Kis less than the maxi num bl ock value M where Mis less than N, step 406. - -

Af Kis less than Mthen the disk controller converts the RBA format into
the particul aPRGFEQTIONMEFHOR ANDR ARPARATYS iRQR COMRUTER SYSTEM

cyl i nder - head-sector (CHS) format for a fixed disk, step 408. For instance,
t he di sk E&bjﬁer by using a | ook up table could convert RBA addresses to
uni que ¢ ead-sector |ocation. Another nethod is the use of a
conversion fornmula to convert RBA to CHS. For exanple, for a disk having
one head, 64 cylinders, and 96 sectors: Head = 0, cylinders - quotient of
RBA/ (96), and dacapparatus andrméthokb for pirotBBig BE)S stéfetam adirect atdesgstbrage RBA
format to a CHS format the data are witten to disk at the converted CHS

| ocat i ondewige (62) into msmmmrr&ysﬂem(lﬂheﬂhwaensenaﬂ@omaum systern §6Q)r uct i on

fromthe s%stem processor, 12.
prises a system processor (e26), a system planar (24), a random access main memory

(32), a read only memory (36), a protection means and at least one direct access storage

device (62). The read only memory (36) includes a first portion of BIOS and data

representing the type of system processor (26) and system planar (24) 1/0 configuration.

The first portion of BIOS initializes the system (10) and the direct access storage device

(62), and resets the protection means in order to read in a master boot record into the

random aécess memory (32) from a protectable partition on the direct access storage device
(62). The master boot record includes a data segment and an executable code segment. Thé

data segment includes data representing system hardware and a system configuration which

is supported by the master boot record.

Fig. 2
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“Referring back to step 406, if the received RBA is greater than the maxi num
set RBA val ue, access is denied, step 414. That is if Kis greater than or
equal to M the Kblock is not witten to the disk. Please note, if the IBL
media is stored in the blocks fromMto N1, then the IBL nedia wll be
protected fromwiting. Referring back to step 402, if the

I nstruction fromthe system processor is not a wite instruction, it is
tested for being a read instruction, step 4]152 If the instruction is a read
i nstruction, the system processor sends t hd IRBA format for the data
requested, step 418. The disk controller then determnes if the desired RBA
(K) is less than the maxi num set” RBA (M. If the desired RBA (K) is |ess

t han the maxi mumset RBA (M, then the disk controller converts the RBA to
t he appropriate CHS format and reads the data fromthe disk, steps 422 and
424. The data are then transferred to the system processor, step 412.
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“""BC9- 89- 026 31 Referring back to step 420,
Lf the received RBA (K) is greater than or equal to the maxi num set RBA
(M, access is denied, step 426. If the IBL nedia is stored between M
blocks and (N-1) blocks, = access is denied to this area. Please note,
that in this circunstance, the IBL nedia is also protected from copyi ng.
Referring back to step 416, if the instruction is not a wite or read.
instruction , it is tested for a set mgkj3rum RBA instruction, step 428.
This instruction allows the disk controller to create a protectable area or
partition on the disk drive hardware. This instruction allows the disk
controller to set Mbetween 0O and N bl ocks, step 430. It is inportant to
note that when the disk controller is reset (through the reset signal) that
Mis set so that the maji mum nunber of bl ocks are available. That is, when
the disk contraller js Neset, MN_ FEsse®0ally, protection for the

protect abl e aj6&T sDRIVE PARAMETERS¢Ietting the disk controller, allow ng
access to the aree—tgmever—orce-the set nmaxi num RBA instruction is
executed only a reset og another set maﬁ'dym RBA instruction will allow

access to e [B0TERRD" FOBATON = |
LAST-3 SECTORS ON MEDIA
& 204

LOAD COUNT = 1 |/

) 206 - 226

READ THREE SECTORS ATl [ TBL LOAD LoCATION =
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" Conceptual |y, the setting of the maxi num RBA can be thought of as setting a

fence which protects access to the area above the fence while allow ng
access to the area below the fence. The disk controller then returns to
wait for another instruction, step 412. Referring back to step 428,

_ if the instruction is not a read, wite, or set maxi mum RBA instruction, it

Is tested for another disk controller instruction and executed, step 432.
These instructions will use the set maxi mrum RBA val ue but are not inportant
for the understandi ng of the present iqwqgtion and are not presented here
for brevity purposes. The disk controller~then returns to wait for another

I nstruction, step 412. . BC9- 89- 026 . 32
& 230
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' ¥ 232
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~ The explanation wll now proceed to the operation of the |oading in and
_protecting the IBL nedia in view of the proceedi ng discussion. |In general,
~fromeither a cold start (power-on) or a warmstart (alt-ctrl-del), the
di sk controller having the IBL nmedia is reset. This causes the maxi num RBA
.(M to be set to N, i.e. the fence is renoved allow ng access to the IBL
"media. This is required to allow the systemto load the IBL nedia to begin
operation. Once the IBL nedia is |oad ’ nd executed the fence is erected
(set maxi mnum RBA bel ow | BL nedia) to pflevent access to the IBL nedia stored
on di sk. Referring nowto Fig. 10, there is shown a bl ock flow
di agram effecting the protection of the IBL nedia. Froma power-on
condition the systemis initialized and BIOS initiates activity in planar
board logic to send a reset condition to the disk controller
. 452. The reset signau:anPQ the fence and allows the syste essor to
access the | BL nedia -prleviously stored on the ditQkhin the ar ¢azfjrom M
bl ocks to N bl ock E\system | oads the I BL ne as previ o€\ descri bed
*wWth reference to , Step 454. During th A | oadi ng uence Post
Stage Il is executad/~steyp 436. One of the ta POST S
execute the set maxi Llnstruction wit t maxigum RBA] petf to the
first. block of the={Bhs dﬁg S e-siéﬂat- as Ud\ step {58. Mis
dependent upon part Nt Dok tf/pe (none, pattial X pre

expl ai ned. Thi s ijn e sets the fence de ot . nedi a
whil e all ow ng pejcess\to/ot her regions of t é:ﬁkﬁhq e oper g systemis
fashi on, step_4 <
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| f the systemis started froma a/%’?ﬂ?"gt%r vc[gdt{mtemﬂ, 1sqch ass apt c’ed,ﬂ_,_,de
the planar logic is conmanded to reset the Higdcigarsy ol: @byt R Lo .51 age
1, steps 462 and 464. This causes the fencg it g;HH:0 ppgad.d - @otﬂa -
circunstance, since the IBL media is already gmrase

ot;
is not |oaded again. However, since tha protectlon ?or t‘hé | B rré%f’a i's
elimnated POST Stage Il nust be executed tD 58 O%hﬁEIZﬁP&Ie '73@3(93 456 g

oot ed BRG] it etReqtele e PN 3’%&&5&%@&4@‘@3 AT, PeboR pier &f

ggggﬁgt ngg ;Were €8 den(é on the planar boarH.S Forpu%t%lyr] Ahe sys%em cggl\ﬁnbeaexrf)eatngexfi and

96K bytes of ROM. Unfortunately, because of system constraints, this turned out to be

nd

o

the maximum capacity available for BIOS. Luckily, even with the addition of ABIOS,
ABIOS and CBIOS could still squeeze into 96K of ROM. However, only a small
percentage of the 96K ROM area remained available for expansion. With the addition of
future I/0 devices, CBIOS and ABIOS will eventually run out of ROM space. Thus,
new 1/0 technology will not be able to be easily integrated within CBIOS and ABIOS. |

Due to these problems, plus the desire to make modifications in Family IF BIOS as
la;e as possible in the development cycle, it became necessary to off load portions of
BIOS from the ROM. This was accomplished by storing portions of BIOS on a mass
storage device such as a fixed disk. Since a disk provides writing as well as reading
capabilities, it became feasible to modify the actual BIOS code on the disk. The disk,
while providing a fast and efficient way to store BIOS code, n;vertheless greatly
increased the probability of the BIOS code being corrupted. Since BIOS is an integral
part of the operating system, a corrupt BIOS could lead to devastating results and in
many cases to complete failure and non-operation of the system. Thus, it became quite
apparent that a means for preventing unauthorized modification of the BIOS code on the
fixed disk was highly desirable.

SUMMARY OF THE INVENTION

It is an object of the present invention to ameliorate one or more disadvantages of
the prior art.

According to oné aspect of the present invention there is provided a computer
system comprising: a system processor; a read only memory; a random access main
memory; and at least one direct access storage device capable of storing a plurality of

| data records; characterised in that the system further comprises: initialising means
included in the read only memory for initialising the system processor and for generating

a reset signal to the direct access storage device to permit access to the data records;
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protecting access to the IBL nedia stored on a nmass storage device such as
a disk drive. The IBL nedia is protected by addressing nass storage in
bl ocks and setting a maxi num bl ock the system can access during nor mal
operation. The IBL nedia is stored consecutively in those bl ocks between

t he maxi num bl ock accessible and the total nunber of bl ocks supported by
the disk drive. A reset signal sent to the disk controller elimnates the

maxi mum bl ock accessihle to permt the systemto address the |BL nmedia. The
reset si (P4I0g gﬂeg%érgl%yn& %@cardﬁgm Yo, difess opess mtagpeea deireringg anain

X _ y » <o
whi ot narRrdn eI loofe Bk v storet B efor Al eriion o el kT epses

hi | e thETHYEntTolf PRSP .
Those of Sresc it dis RdH s ing R ABRY B do00S stlrpge BRI, | ¢
gifi ned omiy MYmbAF b§! the"RitfilieRId fifdafke Whbfkit Mok GAitiaNGhE Hheans activates the

o CLAIMS 1. A Conputer system
conpri si Nidie fikahSH MaRCRSHOFY résidedf Propand ifRAE® biingstéreddn thelpEstectable! N

menory; and at | east one direct access storage devi ce capabl e of
partition of the direct access storage device, the main memory resident program image
being read from the direct access storage device into main memory by the loading means
to produce a main memory resident program; protection means for protecting the
protectable partition of the direct access storage device, the protection means being -
activated by the main memory resident program to prevent unauthorized access to the
loading means and the main memory resident program image.

According to another aspect of the present invention there is provided apparatus for
preventing the unauthorised access of BIOS stored in a mass storage device in a personal
computer system having a system processor, the mass storage device capable of storing a
plurality of data blocks defined between a first and second data block extreme, BIOS
being accessible by the system processor in the form of individual definable contiguous
blocks of data, BIOS extending from a third data block extreme to a fourth data block
extreme, the third and fourth extremes being bounded by the first and second extremes,
the apparatus comprising: a controller device coupled between the system processor and
the mass storage device for transforming an input or output request from the system
processor to physical characteristics of the mass storage device, the input/output requests
being in the form of individual definable contiguous blocks of data; first logic means for
initiating the generation of a reset signal; second logic means for generating a second
signal for preventing access to the BIOS code; and protection means responsive to the
reset signal for permitting access to the BIOS code, the protection means being
responsive to the second signal for setting a boundary at the third data block to prevent
access to the BIOS code during normal execution of authorized programs by the system

~ processor.
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storing a plurality of data records; characterised in that the system
further conprises: initialising means included in the read only nenory
for initialising the system processor and for generating a reset signal to
the direct access storage device to permt access to the data records;

| oadi ng nmeans for |oading data records $romthe direct access storage
device into main nenory, the |oading neans being stored in a protectable
partition of the direct cess storage_.device, the |oadi neans bei.ng read
From the i r Aseouling 38 i ngiBer athect of e, mieent NDISBRGR HYSTenE PRVIdEd! Fsi ng
means wh ' LOLLd-al R t] oadl na. e a
mai n mnﬁ%&eﬁﬁ%&@r@g?%%ﬁ%%ﬁ% | ngb%@lﬁ%dgﬁge%’hg%p%’t%@ﬁ g@lugmg a
par ti ti oRu@lmt HecesheCf rAACERT AR6AYS AiMbRCacchilemERoly, TRIP i SbAsn!
progran1i%adglggfng feaaé#konffﬁe gﬁ?ect accegé st%ﬁag ’deV|ggm#H§gQ%§in

menmory bycédis dbwissli the mstidtScdipriifi e teps ORI Ta) Stofigy a TS pdiién Bf BIOSTh
protection neans for protecting the protectable partition of the direct

access stthy agel oglyi memoty)ethpr fiise poitivn of BIOS Hedludingaheanstforl ibitiatiFiag nden
menory resident programto prevent unauthorized access to the | oadi ng neans
and t he msystempe(prsponing iad ardstepr bapt arecomingad @ .remainingnpottion 9§ SB¥OS da a
clainmed in claim1, wherein the read only nenory stores a first portion of
Bl OS, andreotaetablepartifiomen therdireat\aceess istprage daviegr the temaining portiancof BIOS g
portion of BIOS. 3., A conputer systemas clainmed in claimz2, wherein_the

| oadi ng PEtgepidentin the Fandgmeaccess\memery Jusing HoEmal operations of the systame(Qyst em

as clar E&%ﬁ%ﬁzﬁ“ﬁ hgmf:%%m%ﬁaw% : éwﬁ%ﬁ%ﬂﬁgﬁéﬁ 5?%%%’"%@?&%%?1&0 By
onding. aepl i, OBk, B o eC P el Bl oo HinePib B barheh 15
means tr g;éﬁ%lﬁ ithe %fé%éﬂlnglroééésérhﬁ. Uhe MBtef 36t Pe%gfife?%d %aﬁﬁ%ﬁ;&r&@ﬁ of

| oadi ng ma nory resident programi mage i n
BIOS, the protection being removed in response to the reset signal; (e) loading the

master boot record into random access memory, the master boot record including' an
executable code segment; (f) transferring oonté'ol to the executable code segment to load
the remaining portion of BIOS into the random access memory; and (g) transferring
control to the remaining portion of BIOS in random access memory, the remaining
portion of BIOS setting the protection on the protectable partition to prevent
unauthorized access to the master boot record and the remaining portion of BIOS stored
in the protectable partition on the direct access storage device.

According to still another aspect of the present invention there is provided an
apparatus for protecting BIOS in a personal computer system, the personal computer
system having a system processor for executing an operating system, a read only
memory, a random access memory, and at least one direct access storage device, said
apparatus comprising: a direct access storage device controller having a protection
means for protecting a region of the at least one direct access storage device, said
protection means allowing access to the protected region in response to a reset signal; a
master boot record included in the protected region of the at least one direct access

storage device, said master boot record including an executable code segment having
This is the replacement sheet
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5. A conputer systemas clainmed in claim1, wherein the initialisation
nmeans i ncl udes power on self test neans, the power on self test neans
initializing and testing only those system functions necessary to |oad the
mai n menory resident program
35 6. A conputer systemas claimed i® claim5, wherein the power on self
test neans initializes the system processor functions, nenory subsystens,

2?; e ke o 10aRh ABEATH A8poHE R Tl bre drect AEOTRANGE URSET AR g
- i i , : | ed
o tha' sy oioRye BIOS HAGR°RIudER inhD Aoy Alinbly, Spk BLABRhGN T MDY ©

wher ei n{ri@alding @RSysREpdLssS6 arChffofing geﬁe%%rd@mhe&esfe@ HighhSRSthe ditetfd
di sk drive wherein the |oading nmeans | oads data records fromthe fixed disk

drive i nacresspitorage devige cOntrollér ¢ piruiitthe Systém processur 3o aecdss said nister Hoot
wherein the fixed disk drive includes a disk controller and further wherein
t he syst mcont drexder ta leads $aid snakidraboot crecard into tee ratidokn aceess ahémoryi ma
bl ocks being in a format_which nunbers the bl ocks sequentially, and further
wher ei n remainiagportipn of BI&obeing naclnded inethei priotegtedoregionnob theBaiCiBastr ene
effectively stored in the higher, order, nunbered bl ocks. ' 10. A conputer
syst em aSirgqt AGGE $ATagE AV, spitk rempiningportign «ft BHPS heings leaded rintas dhe

tti i num bl ock _add ble th i mum bl ock add bl e bei
Che | one B fECets MEBPOOY i Fiegpiabls cors SPRRo b Fespens. g BHRTREROFTRTg

portion 8% qugs’tra}]%rring conirol to the executable code segment, the executable-code --
segment transferring control to said remaining portion of BIOS to boot the operating
system, said remaining portion of BIOS activating said protection means to prevent
access to the protected region of the at least one direct access storage device during
normal operations of the operating system.

According to still another aspect of the present invention there is provided a’n
apparatus for protecting a system resident program in a personal computer system, the
personal computer system having a system processor, a read only memory, a main
memory, and at least one direct access storage device capable of storing a plurality of
data records, said apparatus comprising: a first program being included in the read only
memory, said first program initializing the system processor, said first program furthér
initiating the generation of a reset signal to the at least one direct access storage device to
permit access to the data records; a loading means for loading data records from the at
least one direct access storage device into the main memory, said loading means being
stored in a protectable partition of the at least one direct access storage device, said
loading means being read from the at least one direct access storage device into the main
memory by said first program, wherein said first program activates said loading means; a
main memory resident program image being stored in the protectable partition of the at
least on direct access storage device, said main membry resident program image being

read from the at least one direct access storage device into the main memory by said

This is the replacement sheet
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proj ecti on means preventing access to bl ocks greater than or equal to the
maxi mum bl ock addressable while permtting access to bl ocks | ess than the
maxi num bl ock addressable. 11. A conputer systemas claimed in claim 10,

wherein the initialisation neans initiates generation of the reset signal

in response to power being applied to #he system 12. A conputer system as
claimed in claim 10, wherein the initialisation neans initiates generation
of the r t si esponse to a reset

B3s nal in r (‘tonditiqn bej n@ ?PD$| ."t?d o the
system DAHNETHGHS [P JOdYrE: 2 MR MU ARt TR, MG T PO Mt
boot re 3 NC S t h ting
o har dnditoieostid BRtloAChe 85 e 18t BHER ecols SoRBE eV ERT S FRRESTALS: o
boot re A dpei ' id eRdin0 I4aC dad a

repres eﬁ;tﬁ-ib%ugg' hg?lggwa? %&% rb&{Jt%tl(lf on of mtl%f%é@gg%éekrlﬁdgr gtaeé?z%r % léervgllltn

bef or'e. tit@ui0fRbd 00 Mot éad 104difl Gleand a0 rhdth néitiry ekl HRoRFam e
first portion of BIOS conpares the hardware configuration data fromthe
mast er binedger ecord with the hardware configuration data fromthe read only
menory to verify the master boot record is conpatible with the system
processor. lAccotdingtpstidanether aspeetsofthe presehtiinvention thetd js prowideda ddvicedat a
segnment of the master boot record includes a value representing a system
pl anar viier diveyentiag nim upmithorigedraccpss 19aBIQS sksed inacomass stomageudevies idvder ei n
t he system pl anar further includes a nmeans for, uniquely identifying the
system pﬂe&%af FOMPYISE FYS{can VAYIRE @ SYRSM RIRESSHs they MABMOrAgR 45vics sanabledl i bl e

to the o4SiSe SRRl of data blocks defined between a first and second data block-extreme, ~C

BIOS being accessible by the system processor in the form of individual definable
contiguous blocks of data, BIOS extending from a third data block extreme to a fourth
data block extreme, the third and fourth extremes being bounded by the first and second
extremes, said device comprising: (a) controller device coupled between said system
processor and said masé storage device for transforming a communication request from
the system processor to physical characteristics of the mass storage device, the
input/output requests being in the form of individual definable contiguous blocks of data;
(b) first logic means for initiating the generation of a reset signal; (c) second logic means
for generating a second signal for preventing access to the BIOS; and (d) protection
means responsive to said reset signal for permitting access to said BIOS, said protection
means being responsive to said second signal for setting a boundary at the third data
block extreme to prevent access to the BIOS during normal execution of authorized
programs by the system processor.

According to yet' another aspect of the present invention there is provided an
apparatus for protecting a system resident program in a personal computer system, the
personal computer system having a system processor, a random access memory, and at
least one direct access storage device capable of storing a plurality of data records, said
apparatus comprising: a first module configured for initializing and testing the system
processor, a second module configured for initializing the at least one direct access
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15. A conputer systemas clainmed in claim 14, wherein the hardware
configuration data on the master boot record includes a nodel value and a
subnodel val ue, wherein the nodel value identifies a system processor which
is conpatible with the master boot record and the subnodel val ue represent
an |/O configuration of a system planamB which is conpatible with the nmaster
boot record, and further wherein the read only nenory includes a

correspond%@gﬁgodel val ue identi ing_the Sys eH1 ro ess?r and. sybnpde

| VicE 19 RETRE a5eesh ot AR reepres atthg é@@lﬂ@ﬁm igheed f § th
\r/rgdgle \r/glﬁtPe anq, sgbrmgfé vgel utﬁ orfé Ih&I maste{o booh Vrieﬁcor déﬁre %%ar eeglstz) ©
the co:_rg% JREATHS TRt ah aglmag?tmﬁas B HETC R o JfEpyS

respecti i Qa:Qr r A r C i bl e
" ospect | biry! Sl o150 BBANE"Ach¥ight ok R She ing BEY higbnC OB | O

16. A CORHoRy rednt Biopta imhFEBeind stk 1R A ploWcldb pAR IR bP it deast one

nonvol atil e random access nenory being electrically coupled to the system
pr ocessofiredt MRcéds RuRhdd ddvicd, JRRORINAGE RS BIBMOLy | regileid ipRagrd BndgeBedsent | ng
the system configuration, the data being updated when the configuration of
t he syst ssudifeom hergicldast \oine idiriect dcbessfstorage devidei into the rélidom aceysamemotyi¢o dat a
in the nonvol atil e random access nenory to corresponding data in the read
onl y nenproduteadandomnaceess memory tesidentprogtanymerns tfoieprojectingntieaprotdctabieed.

17. A conputer systemas clainmed in claim4 wherein the direct access

st orage Bartition of dhg nt least anefdiregtiacgpssistorage daviees #pidi mpans for pratepting| beinged i n
claim17, wherein the system processor trapsfers data records to_ the disk
cont r ol | a¢tivatedpbp cfaid FaRGQIM | 3¢Cess f BEMAEY ml&?t RERBRAMS t9 HEeysnp Joauthor N
sequentialléi and, further wherein the master bqot record and the remaining
portion BCeH (sl random aceess memary Seuident Rrogramimage. . or der nunbered bl ocks.
19. A conputer systemas clainmed in claim 18, wherein the protection neans
conprises setting a maxi mum bl ock addressabl e, the naxi mum bl ock

addr essabl e being the | owest order nunbered bl ock of the master boot record
and the remaining portion of BICGS, the protection neans preventing access
to block equal to greater than the maxi num bl ock addressabl e while
permtting access to blocks | ess than the naxi num
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bl ock addressabl e. 20. Apparatus for preventing the unauthorised access of
BIOS stored in a mass storage device in a personal conputer system having a
system processor, the mass storage device capable of storing a plurality of
data bl ocks defined between a first and second data bl ock extrenme, BICS
bei ng accessible by the system process& in the formof individual
defi nabl e conti guous bl ocks of data, BIOS extending froma third data bl ock

bounded by the {1 PESCHEPHON o 1EhF BRerkifingd il 7 no™ °
mass st or age MeURRSTERE B IRk ROl RAE o o8 Pl EBd SBE RGP o

systemp Per-1)F cteristics of the nmass storage device,
p%%?%%aﬁr;g%mlﬁ em%&l%

the inpu ests ng in the formof individual definable
conti guous blepcksilRbtratad 8 cut away (ieWsSéf 4 PEEnallBSRPutbLEysteth ShathinB% dyikm

generation of a reset signal; secohd | ogi ¢ neans for generati'ng a
second sppAat bdaed cHicad!toApIAGLBS6f digect Aecesy strag® deiicaand protection
nmeans responsive to the reset signal for permitting access to the BICS
code, the pr FigQ showsresystenbblook) diagsam fiori the persotdd eompuien dysteny ofi [Fig.of ;
setting a boundary at the third data block to prevent access to the BICS
code during Kig.rfals acnemory map dor thetRQM BIQS includedions theyplanas bogek; em
processor. 21. Qoparat us as claimed in claim20, wherein the mass storage
devi ce conpr Figet 1 a flowchart describing the overall process for loading a BIOS image from

a direct access storage device;
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., fixed di sk having input/output requests in the formm%;ggd and
sector format, and further wherein the controller converts from | ock
format to cylinder, head and second format. 22. Appi "i”,ﬂ

claim 21, wherein the controller device includes a "m ’mm
responsive to the system processor. 234 Apparatus as cI ainkd Tn<lam 22,

wherein the first logic neans initiates generation of the reset signal in
responses to a power on condition f QLAIMS system processor. 24. Appar atus

of the rasersiie fyssel ohohlel . d biktor oGl 20 bk A BRAEET S L o
t he systrendomaaccess rmundaemory mﬂta;dmahgmsldﬁsd accasspsioraga alevicergapalle aofyst em

the systéspid g’l&byﬁlﬂﬁg(ﬁtdi Sk&srapr ocessor, a read only menory, a random
access menor irect storage access device, the nethod conprising

the steps of€ actens?(i}ntbgg theisysfer forther copprisen of BIOS in the read only
nmenory, the ihitiatifing oeamenincfudéd G the abatlionly meﬂmy ffor imitialidieg itHd @9st§1|ﬁe

system mast er. boo nd a remain ort|o

B s 1 BrogssstrcaneE R ceeibafing AGi S oTRL o B ool Aea, MGt HlgRt B ek,

remai ni WMWI@D@ bei ng resident in the random access nenory dur| ng
nor mal oper b idiRbd £dcB8 gt&%ﬁ d
initiating ?h génerat [ onmé?ﬁlgnaragéémgsg%a? tEe| ng esent t é)ﬂgl rec'@Baccess
st or age TBeiY; @emory, the lggding raeAus Peingestpred: iaca peptcateble partiian ef theydirect
partiti qiecdss sRRage devli&e tife/ Foh i MEABS BEAS rdad 6:H RS dirbst aBBSES Sfor@écdevidécor d

?Eg ;erml E)I {1]]8-]{120” I on of Bl, (Ei] the%eﬁt Wely be. lglﬁgmdl\é‘f%&!s:aﬁﬁt?% se to
access reading meahe mast er boot record incl ud| ng an execut abl e code segrrent ;
a main memory resident program image being stored in the protectable partition of
the direct access storage device, the main memory resident program image being read
from the direct access storage device into main memory by the loading means to produce
a main memory resident program; |
protection means for protecting the protectable partition of the direct access storage
device, the protection means being activated by the main memory resident program to
prevent unauthorized access to the loading means and the main memory resident program
image.
2. A computer system as claimed in claim 1, wherein the read only memory stores a
first portion of BIOS, and wherein the main memory resident program image is a
remaining portion of BIOS.
3. A computer system as claimed in claim 2, wherein the loading means further
includes a validation means for confirming the system is compatible with the main
memory resident program.
4. A computer system as claimed in claim 2 or claim 3, wherein the loading means
comprises a master boot record having an executable code segment for effecting the
loading of the main memory resident program, wherein the initialisation means transfers
control to the executable code segment to effect the loading of the main memory resident
program image into main memory.

D

5. A computer system as claimed in claim 1, wherem the initialisation means includes
power on self test means, the power on self test means initializing and testing only those
system functions necessary to load the main memory resident program.
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38 (f) transferring control to the executabl e code segrent—to | oad

the remaining portion of BIOS into the random access mem)réi‘ (9)

transferring control to the renaining portion ofu mu“\ ccess
menory, the remaining portion of BIOS setting th ORIROTT SO he
protectable partition to prevent unautBbrized accdss®to the master boot

record and the remai ning portion of BIOS stored in the protectable
partiti 06.on A bemgutee eystért e Saified iBdtaideY] Gheredd the/PovidPad 8410 3est ficans

protecting..Bk ' rsonal conputer syste t he pergonal conputer system
v ng. o TRgEIEE e ST pFeRRor SRS, modR R it 200 il S2EB R
menory, &evignaadsystemess nenory, and af | east one direct access storage

devi ce, gai d ABERALRE YRR HAiBRd in ctlaima3,d6vf1€1%fn ﬁﬁcﬁﬁiﬁaﬁ&@ﬁﬁgﬁs }ﬂ&g
controller having a protection nmeans tor protecting a_region of the a
| east on&aW; FepEseRiinodie BiPS Qg aystray i Rracessos; and, poRfigliration. @k ansystem planag
access t@oﬁi‘ledmme@ggteﬁipre@gsm,i n response to a reset signal; a naster
boot recqgrd iy,ncluded in the protected.r.eghon,of .the at.|east ane direct
access stor ag SHRPNEL sygem ps, (lame ‘BOWZCS’PSH‘T“}.@%% ]r?ﬂﬁacﬁlee EELAGHSE code
segnent stavageglavicarconfprises o fited diskrdrive rwdtergin the lvading encains laads datarrecatids ect

access stQraae e\ £k drive mtt@n{a'i[{ﬁltem%g#t i on of BIOS being included in the
TS ortion

read only nenory, sald BIOS initializing the system

processoP- and\ POMPRIGT FYRETR @ slaimed in glaim e whezein the fined disk drive iarlpdes a
access siiakadatrdRy AR ffthér Whére the sPRéfiprodelidr MBI dAELRBES to i ASEESS

3 ndom 2ol RS Sein ' 5 A B oSk D DDA

t he pr ot ediessin tieggmastenbodiirecartl andahé remainitg ipoctionacfCBIQS ateceffegtivelg\stored sai d

remai ni n ﬂ%rlgi.gﬂé}&ﬁeﬂu%e?&mﬁcﬁsoaded into the random access nenory by the
n

execut abl e "Cod® Segnent In response to said first portion of BIOS
t r ansf er APng Aceompuefer systanhas elauned ibtlaing 8dwheteimthetproteptioreseans: comprisedde

setting a maximum block addressable, the maximum block addressable being the lowest
order numbered block of the master boot record and remaining portion of BIOS, the
projection means preventing access to blocks greater than or equal to the maximum block
addressable while permitting access to blocks less than the maximum block addressable.
11. A computer system as claimed in claim 10, wherein the initialisation means
initiates generation of the reset signal in response to power being applied to the system.
12. A computer system as claimed in claim 10, wherein the initialisation means
initiates generation of the reset signal in response to a reset condition being applied to the
system.
13. A computer system as claimed in claim 4, wherein the master boot record further
includes a data segment, the data segment representing a hardware configuration of the
system which is compatible with the master boot record, and

wherein the read only memory includes data representing a hardware configuration
of the system processor, wherein before the remaining portion of BIOS is loaded into the
main memory, the first portion of BIOS compares the hardware configuration data from
the master boot record with the hardware configuration data from the read only memory
to verify the master boot record is compatible with the system processor.
14. A computer system as claimed in claim 13, wherein the data segment of the master
boot record includes a value representing a system planar which is compatible with the
master boot record and further wherein the system planar further includes a means for
uniquely identifying the system planar in order to verify that the master boot record is
compatible to the system planar.
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e g e St

segnent transferring control to said remaining per-{—'r—eﬁ——of—*Br‘GS_t‘—Boot t he

operating system said renmaining portion of BI OS rotection
nmeans to prevent access to the protected region o Eﬁe ﬂtslﬂmﬂme di rect

access storage device durinng normal operations of ratl mg system 27.

An apparatus for protecting a systemr@&8jdent programin a personal
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menory bys A computer system as claimed in claim 4 further comprising a nonvolatile random -
access memory being electrically coupled to the system processor, the nonvolatile
random access memory including data representing the system configuration, the data
being updated when the configuration of the system is changed, wherein the first portion
of BIOS compares the data in the nonvolatile random access memory to corresponding
data in the read 6n1y memory to determine if the configuration of the system has
changed. ;
17. A computer system as claimed in claim 4 wherein the direct access storage device
comprises a fixed disk.
18. A computer system as claimed in claim 17, wherein the system processor transfers
data records to the disk controller in blocks being in a format which numbers the block
sequentially, and further wherein the master boot record and the remaining portion of
BIOS are effectively stored in the higher order numbered blocks.
19. A computer system as claimed in claim 18, wherein the protection means
comprises setting a maximum block addressable, the maximum block addressable being
the lowest order numbered block of the master boot record and the remaining portion of
BIOS, the protection means preventing access to block equal to greater than the
maximum block addressable while permitting access to blocks less than the maximum
block addressable.
20. Apparatus for preventing the unauthorised access of BIOS stored in a mass storage
device in a personal computer system having a system processor, the mass storage device
capable of storing a plurality of data blocks defined between a first and second data block
extreme, BIOS being accessible by the system processor in the form of individual
definable contiguous blocks of data, BIOS exténding from a third data block extreme to a
fourth data block extreme, the third and fourth extremes being bounded by the first and
second extremes, the apparatus comprising:
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23. Apparatus as claimed in claim 22, wherein the first logic means initiates generation
of the reset signal in responses to a power on condition for the system processor.

24. Apparatus as claimed in claim 23, wherein the first logic means initiates generation
of the reset signal in response to an input from a keyboard connected to the system.

25. A method for protecting BIOS in a personal computer system, the system including
a system processor, a read only memory, a random access memory,

and direct storage access device, the method comprising the steps of:

(@) storing a first portion of BIOS in the read only memory, the first portion of
BIOS including means for initializing the system, _

(b) storing a master boot record and a remaining portion of BIOS in a protectable
partition on the direct access storage device, the remaining portion of BIOS being
resident in the random access memory during normal operations of the system;

i (c) initializing the system and initiating the generation of a reset signal being sent
to the direct access storage device;

(d) removing the protection to the protectable partition to permit the system
processor to access the master boot record and remaining portion of BIOS, the protection

-

being removed in response to the reset signal;
(¢) loading the master boot record into random access memory, the master boot
record including an executable code segment;
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said apparatus comprising:

a direct access storage device controller having a protection means for protecting a
region of the at least one direct access storage device, said protection means-allowing -
access to the protected region in response to a reset signal;

a master boot record included in the protected region of the at least one direct
access storage device, said master boot record including an executable code segment

_ having means for loading information from the at least one direct access storage device;

' a first portion of BIOS being included in the read only memory, said first portion

. of BIOS initializing the system processor and initiating generation of the reset signal to
the direct access storage device controller to permit the system processor to access said
master boot record in order to load said master boot record into the random access
memory;

a remaining portion of BIOS being included in the protected region of the at least

one direct access storage device, said remaining portion of BIOS being loaded into the «
random access memory by the executable code segment in response to said first portion
of BIOS transferring control to the executable code segment, the executable code
segment transferring control to said remaining portion of BIOS to boot the operating
system, said remaining portion of BIOS activating said protection means to prevent
access to the protected region of the at least one direct access storage device during
normal operations of the operating system.
27." An apparatus for protecting a system resident program in a personal computer
system, the personal computer system having a system processor, a read only memory, a
main memory, and at least one direct access storage device capable of storing a plurality
of data records, said apparatus comprising:

a first program being included in the read only memory, said first program
initializing the system processor, said first program further initiating the generation of a
reset signal to the at least one direct access storage device to permit access to the data
records;
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a loading means for loading data records from the at least one direct access storage
device into the main memory, said loading means being stored in a protectable partition
of the at least one direct access storage device, said loading means being read from the at
least one direct access storage device into the main memory by said first program,
wherein said first program activates said loading means;

- a main memory resident program image being stored in the protectable partition of
the at least on direct access storage device, said main memory resident program image
being read from the at least one direct access storage device into the main memory by
said loading means to produce a main memory resident program;

means for protecting the protectable partition of the at least one direct access

storage device, said means for protecting being activated by said main memory resident
program to prevent unauthorized access to said loading means and said main memory --
resident program image. ' )
28. A device for preventing an unauthorized access to BIOS stored in a mass storage
device in a personal computer system having a system processor, the mass storage device
capable of storing a plurality of data blocks defined between a first and second data block
extreme, BIOS being accessible by the system processor in the form of individual
definable contiguous blocks of data, BIOS extending from a third data block extreme to a
fourth data block extreme, the third and fourth extremes being bounded by the first and
second extremes, said device comprising:

(a) controller device coupled between said system processor and said mass
storage device for transforming a communication request from the system processor to
physical characteristics of the mass storage device, the input/output requests being in the
form of individual definable contiguous blocks of data;

(b) first logic means for initiating the generation of a reset signal;

(c) second logic means for generating a second signal for preventing access to
the BIOS; and

(d) protection means responsive to said reset signal for permitting access to said

BIOS, said protection means being responsive to said second signal for setting a
boundary at the third data block extreme to prevent access to the BIOS during normal
execution of authorized programs by the system processor.
29. An apparatus for protecting a system resident program in a personal computer
system, the personal computer system having a system processor, a random access
memory, and at least one direct access storage device capable of storing a plurality of
data records, said apparatus comprising: '

a first module configured for initializing and testing the system processor,

39
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a second module configured for initializing the at least one direct access storage
device to permit access to the data records;

a third module configured for loading data records from the at least one direct
access storage device into the random access memory, said third module configured for
effecting the loading of a random access memory resident program image being stored in
a protectable partition of the at least one direct access storage device, said random access
memory resident program image being read from the at least one direct access storage
device into the random access memory to produce a random access memory resident
program; _

means for protecting the protectable partition of the at least one direct access
storage device, said means for protecting being activated by said random access memory
resident program to prevent unauthorized access to said random access memory resident
program image. i
30. The apparatus as claimed in claim 29, further including an read only memory, said
first, second and third module being a portion of said read only memory.

31. The apparatus as claimed in claim 29, further including a validation means for
confirming the personal computer system is compatible with the random access memory
resident program.
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