1 Block G pher Apparatus Using Auxiliary Transformation 5 Technica
Field The present invention relates to a data transfornmati on appar at us,
data transformati on nmet hods, and stordge nedia in which data
transformati on nethods are recorded, for encryption, decryption, and data
10 diffusion in order to protect, d|g|taI information on information
comuni cations. Background Art Fig. 25 represents an encryption function
which is used in DES 15 described in "Gendai Ango Riron (Mdern C pher
Theory)" (The Institute of Electronics, Information and Commruni cati on
Engi neers, published on Novenber 15, 1997, page 46). As shown in Fig. 25,
ei ght S-boxes are used.- These eight S-boxes are nutually different

tabl es. Each table outputs 4-bit data from®6-bit 20, input data. Fig. 26
shows non-linear transformation function which is described in
"Specification of E2 - a 128-bit Bl ock C pher"” (N ppon Telegraph and

Tel ephone Cor porElbcRGip ﬁ@pﬂpﬁagﬁtwuénrﬂgAlﬂmh A9BrarRi@Snadh- 25 As shown

in Fig. 26, each S-function unit consists of eight S-boxes. Conventional
encryption devices use nultiple S-boxes. Since sone 2 ciphers are
equi pped with nutually different tables, nenory wusage is increased as

conpar edtéchoiegebreagui pped with one S-

The present invention relates to a data transformation apparatus,
data transformation methods, and storage media in which data
transformation methods are recorded, for encryption, decryption, and data

10 diffusion in order to protect digital information on information

communications.

Background Art
Fig. 25 represents an encryption function which is used in DES
15  described in “Gendai Ango Riron [Modem Cipher Theory)” (The Institute of
Electronics,_ Information and Communication Engineers, published on
November 15, 1997, page 46}.
As shown in Fig. 25, eight S-boxes are used. These eight S-boxes
are mutually different tables. Each table outputs 4-bit data from 6-bit
20 input data.
Fig. 26 shows non-linear transformation function which is
- described in “Specification of E2 - a 128-bit Block Cipher” (Nippon
Telegraph and Telephone Corporation, published on June 14, 1998, page
10).
25 As shown in Fig. 26, each S-function unit consists of eight S-boxes.

Conventional encryption devices use multiple S-boxes. Since some



box. Since, on the other hand, other ciphers use only one S-box, the
security of the cipher is decreased. As shown in Fig.7, when a normal data
transformation wunit (FL) 250 is inserted in the encryption unit, it is
required to provide an inverse data transformation unit (FL_ 1) 270 in a
decryption unit to decrypt the ciphertexts. Since, generally, the nornmal
data transformation unit (FL) 250 and the inverse data transformation

unit (FL mut ual diff Nt circuLts, causes. a problen1that
~the encF%%P%%% %%%tegﬁagﬁﬁé e%%y% ?%%lg |§1%%%%% tp&%%%ﬁ? the"same
confi gur askoga. 1Fuitheeased, ag ncgepered i Ny emensdmtpp@ywltdﬂormleeﬁ—

operati gns agenreduiged An Order 1, 100NeraLe g ext 68l oy Keys, havi ng

hi gher seéecurity anot her probl em’ genera
. extensi ofi-keys thatsé¢hernunbef e dmph@rohskdycdaaaedo be input as an

initial valueAgh%lﬂgmbel\l{}n %§C|rCU|§glg§q£§Eﬁgi thqﬁprg§enéf|nvent|on seek

.to provide systens encryp I on an%ndecryﬁi|on are
t he sanmepnand (EA)wh2eh disr cuigezresh, 1pr¢gmﬁn¢@nnxptmah menoy yigsage which

are, used Lar; pon- L near, LANSLONIBLLED oGOl Bt et can Be Lefuged. and

furt her mor extension $'can be generated using a Si
conflgurékléﬁo Dscleosteer gbt tdre unvenﬁuondbnrﬁptomd&ncelpm¢itexﬂsrst

aspect 0b:hBE, PLERSNL 1L NVERL! Myl d ALV A8 A duthanglor mati on

- 250 and the inverse data transformatlon unit (FL™") 270 are.
mutuzlly different circuits, causes a problem that the
encryption unit and the decryption unit: cannot provide the
same configuraticn.

Furthermofe, in generating extension  keys, complex
'operationé are required in order to. generate the extension
_keys having higher security. There is another problem in
case of generating the extension keYs that the number of
bits of key data to be input as an initial value should be
fixed. '

Embodiments of the present invention seek to provide
systéms in which circuits for encryption and decryption are
the same; and in which c¢ircuit area, program size and
memory usage which are used for non-linear transformation
computation can be reduced, and furthermcre, the extension

keys can be generated using a simpler configuration.

Disclosure of the Invention

In accordance with a first ‘aspect of the present
invention, there is provided a data transformation
apparatus having a key generating unit for generating
output key data based on input keyv data, and a data
precessing unit for performing at least one of encryption

of data and decryption of data based on the cutput key



apparatus having a key generating unit for generating output key data
based on input key data, and a data processing unit for performng at

| east one of encryption of data and decryption of data based on the
~output key 2a data, wherein the data processing unit conprises a non-

i near function unit for performng a non-linear transformation on data
to be transforned, and XOR circuits Zpr perform ng XOR operation of data

to be transfornmed and the out put keg dat a,- wherein the key generating
unit pr 66&8ses™tHE Yut pliE “dabPa°ceRat et M ZedSPHPEHERS t e PHEY

gener ati ngnefirt geaecei®s nmudifi ed kay daaroapdnthe a XOR\ghrcihd s perform
XOR operation_of data to be transforned and the nodified key data so as

t
that a reSAPFEOBRALF GsPBr RBERdaCa By T YRS 0 8L HE uriESHEWE ng t he
XOR ci r cibls phegomrhihhexsampasathenr esuldatef & twansf ofsmd-ndata by the

data Procees: DRSOt Eomprisl oo nonlnear, funotlon unif having 2 ker
t he out pptrokeysedattae | tu@ecor dapceiamd,h enhseconsk aspectnofinhte present
invention, there is provided a data transformation nethod for executing a
key genefati SiF5rededy fUH geREFETFRES Spit SRey Pat d2based™6n §lput key
data, andoa datidcuyirecesssfthpr OCRSE f ohepenfienn ngr atgheast tone wf
encrypti%gaggfggﬁgdaggdd%%%y%gdy}fgé(¥g§i£?€§dsgnagh%hat a result

of transformed data by the data processing unit having the

XOR circuits become the same as the result of a transformed

data by the data processing unit comprising a non-linear

function unit having a key function unit which performs XOR

bpération of data to be transformed and the output key

data. ' '

In accordance with a second aspect of the present

invention, there is provided a data transformation method

for executing a key generation process for generating

output key data based on -input key data, and a data

processing process for performing at 1least one of

encryption of data and decryption éf data based on the

output key data, wherein the data processing process

comprises a non-linear function process for performing a

non-linear transformation on data to be transformed, and

XOR process for performing XOR operation of data to be

transformed and the output key data, wherein the key

generating process processes the output key data,

characterized in that the key generating process generates

modified key data, and the XOR process performs. XOR

cperation of data to be transformed and the modified key

data so as that a result of a transformed data by the data

processing process having the XOR process become the same

as the result of a transformed data by the data processing

process comprlsing a non-linear function process having a



out put key dat a, mhereln the data processing process conprises a

- non-linear function process for performng a non-linear transformation on
data to be transfornmed, and XOR process for perform ng XOR operation of
data to be transformed and the output key data, wherein the key
generating process processes the output key data, characterized in that

t he key generating process generatesanDdified key data, and the XCR
process Qerf%; eratl %% g to be :transforned a%

nodi fi ed “kéy %téoélopd“s uPBLOPTAS t FERSIBTES @8t £ 7o El‘frPe dat a
processi ng peoceasshavmeg &hﬁ1X@Rqﬂﬂﬁm58ﬁﬁ86@ﬁﬁithe sane as the result
of a transfornmed data by the data processing process conprising a
non-|inear function process having a 2b key function process which
perfornms XOR operation of data to be transfornmed and the output key data.
3 Brief Explanation of the Drawings Fig. 1 shows a data transformation
unit for encryption 100 and a data transformation unit for decryption
400. Fig. 2 shows notations. 5 Fig. 3 shows a configuration of an
encryption -unit 200 or a decryption wunit 500. Fig. 4 shows anot her
configuration of the encryption unit 200 or the decryption unit 500. Fig.
5 shows a configuration of a normal data transformation unit



10 (FL) 251. Fig. 6 shows a configuration of an inverse data
transformation unit (FL-1) 271. Fig. 7 shows a part of a conventional
encryption unit and a conventional degcryption unit. 15 Fig. 8 shows a .
part of the encryption unit 200 and the decryption unit 500. Fig. 9 shows
the normal data transformation unit (FL) 251 and the inverse data
transformation unit (FL-1) 271 which are placed at point symetry. 20 25
4 Fig. 10 shows rel ati on between the normal data transformation unit (FL)
251 and ihverse dat transfor mation unit (FL-') 271 which are placed
at point §13¢ Vlaqni’%o Drawangs non-1inear function unit F. 5 Fig. 12
shows a configuration of an S-box first transformation unit 13 and an
S-box second t¥igndfshemstd dntafrpnsioamation vng fehenervativontiQandaidrtaof an
S-box transformation unit 21. Fig. 14 shows a configuration of a linear

t r ansf or wansamation 88it fordgerypdicshé®. a configuration of a linear
transformation unit 87. 10 Fig. 16 shows a configuration of a key

gener at i ng uniKig38®howsandayiongenerating unit 600. Fig. 17 explains
operations of a bit length transformation unit 310. Fig. 18 shows a
confisgur at i on ifg. & showfsta cetfigtratioA dd4h encryption umit 200 or a decryption

unit 500.
Fig. 4 shows another configuration of the encryption unit 200 or the
decryption unit 500.
Fig. 5 shows a configuration of a normal data transformation unit
10 (FL) 251.
Fig. 6 shows a configuration of an inverse data transformation unit
(FL'Y) 271.
Fig. 7 shows a part of a conventional encryption unit and a
conventional decryption umnit.
15 Fig. 8 shows a part of the encryption unit 200 and the decryption unit
500.
| Fig. 9 shows the normal data transformation unit (FL) 251 and the
inverse -data transformation unit (FL') 271 which are placed at i)oint
symmetry.

20

25



N

19 shows a conflguratl on of a control table of a shift control unit

- ~15°345. Fi'g. 20 shows operations of the shift register A 341 and a shift

regi ster B 342. Fig. 21 shows correspgndence bet ween the shift register A
341, the shift register B 342 and extension keys. 20 Fig. 22 shows
operations of the shift registers A 341 through D 344. Fig. 23 shows
correspondence between the shift registers A 341 through D 344 and
extension keys. Fig. 24 shows a conputer which is equipped with the data
transformation_unit for en% ption 100 and the data transfornmation unit
for 25. decrygﬁgorl Ogdpwesrelptign beswegg ew@mﬁ.%mmﬁﬁomaﬁm @Rk ypt i on
function, of DES. 26 shows a conflg%ratlon of the non- Ilnear function

of 128- bifL) B%cﬂ!@f&gcbﬁemveyse daga transiesmatiproundty (BldhmR7d which sox

transformation units. 5 Fig. 28 shows a non-linear function unit F which
i s equi pplégediat BOIMeSYTRMESTY. t hr ough fourth S-box transformation units.
Fig. 29 shows another non-linear function unit F in which a | ocation of
t he key functilbw. dhishops 4 gomdinedr fRngtioBmnghBws anot her non-1i near
function unit F in which a location of 10 the key function unit 25 is
moved. Fig. 31Fighdfsshamstheonftonbitpor oft dwd-lofx frf tramdoimationiunmi8@3  Fi g.
32 shows anot her- configuration of the P function unit 30. Fig. 33 shows
conf i gur zd ansS-and segerdtiamsforafat®in pimiolgh S4 of Fig.
Fig. 13 shows a configuration of an S-box transformation unit 21.
Fig. 14 shows a configuration of a inear transformation unit 85.
Fig. 15 shows a configuration of a linear transformation unit 87.
10 Fig. 16 shows a configuration of a key generating unit 300 or a key
generating unit 600.
Fig. 17 explains operations of a bit length transformation unit 310.
Fig. 18 shows a configuration of a shift register A 341.
Fig. 19 shows a configuration of a control table of a shift control unit
15 345. ,
Fig. 20 shows operations of the shift register A 341 and a shift
register B 342.
Fig. 21 shows correspondence between the shift register A 341, the
shift register B 342 and extension keys.
.20 Fig. 22 shows operations of the shift registers A 341 through D 344.
Fig. 23 shows correspondence between the shift registers A 341
through D 344 and extension keys.
Fig. 24 shows a computer which is equipped with the data

transformation unit for encryption 100 and the data transforr:ation unit for

25  decryption 400.



31. 15 F'iﬂg. 34 shows a pfoof of non-existence of an equival ent keys. Fi g
35 shows a proof of non-existence of an equival ent keys. Fig. 36 shows
‘anot her configuration of the encrypti%n unit 200 or the decryption unit
500. Fig. 37 shows another configuration of the encryption unit 200 or the
20 decryption unit 500. Fig. 38 shows another configuration of the
encryption unit 200 or the decryption unit 500. Fig. 39 shows anot her
configuration of the encryption unit 200 or the decryption unit 500. 25
Fig. 40 shows ?not her configuration of the encryption unit 200 or the 6
decryption uni t1&39. shows a gankgeradiomet e erarmptignfuneioen of DE® encrypti on
unit 200 or the decryption unit 500. Fig. 42 shows a configuration in
whi ch the uni tElgaf%Fr%oW@ga saufighption of Bharrorcbmpandunciipy . of ARShows a
configuration of the encryption unit 200 or the decryption unit 500,
whi ch i sblsbwipher B2g. 3, "using the non-linear function wunit F shown in
Fig. 28. Fig. 44 shows a nodified configuration of Fig. 43 by using a
non-linear 10Ffguddtshowsmiathbr ekamphé of St trhesheationctnizs. unit 25 of
the non-linear function wunit Fis renoved. Fig. 45 shows a nodified
conf ifgur at i on Big. BBghots dHyondirgianduhéon whitt Ernwingh éx bgasipet wekshei th t he
ext ensi on keys. _
first through fourth S-box transformation units.
- Fig. 29 shows another non-linear function unit F in which a location of
the key function unit 25 1s moved.
Fig. 30 shows another non-linear function unit F in which a location of
10  the key function unit 25 is moved.
Fig. 31 shows another configuration of a P function unit 30. |
Fig. 32 shows another configuration of the P function unit 30.
Fig. 33 shows configurations and operations of S1 through S4 of Fig.
31.
15 - F1g. 34 shows a proof of non-existence of an equivalent keys.
Fig. 35 shows a proof of non-existence of an equivalent keys.
Fig. 36 shows another configuration of the encryption unit 200 or the
decryption unit 500. |
Fig. 37 shows another configuration of the encryption unit 200 or the
20 decryption unit 500.
Fig. 38 shows another configuration of the encryption unit 200 or the
decryption unit 500.
Fig. 39 shows another configuration of the encryption unit 200 or the
decryption unit 500.

25 Fig. 40 shows another configuration of the encryption unit 200 or the



Fi'g. 46 shows a nodified configuration in which the key function unit 15
25°1s renoved fromthe non-linear function unit F and in which an
extension key k is supplied to an XOR circuit 298, when the non-I|inear
function unit F is configured as sho in Fig. 29. Fig. 47 shows a
modi fi ed configuration in which the key function unit 25 is renoved from
the linear function unit F and in which a linearly .20 transforned
extension key k' is supplied to the XOR circuit 298, when the non-Ilinear
function_ unit F is configured as shown in Fig. 30. Best Mdde for Carrying
Qut the fefrEREPBAMDIEABBAI ment 1. 25 Fig. 1 shows a data transfornmation
unit for encryption 100 and a 7 data transformation unit for decryption
400 in this enbgdédhshowsTheotiiat aonfigmstonnef therenmyptidounén20§ pritha 100
is, for exanple, an encryption device which outputs 128-bit ciphertexts

f r om 128ddsiryptiopunit J00ai nt exts. The data transformation unit for
decryption 400 is a decryption 5 device which outputs 128-bit plaintexts
from 128-bit iMgud2ehpierd efizurdtien inlatlach thasmdrsratTign3®ant Figr 40
encryption 100 consists of an encryption unit 200 and a key generating
uni t 5300areldvent@medyption unit 200 is a data processing unit for
encrypting plaintexts. The key generating unit 300 generates nultiple (n)
64-bit or 128-Migt 4Xiho®icon kafuratiog 6DRAEaMEyWHoAOuhitorDA 28 Bt .
192-bit or 256-bit input key data, and supply themto the encryption unit
200. Thedstayptibh ainst 600RWHEh WkhowAindBE! BPULRY A0nos MRLS anllioR
decryption unit 500 and a key generating unit 600. The decryption unit
500 is aufidtrskpewaeaHipg2ginit for decrypting ciphertexts. The key

generating unit 600 is the sane as or simlar to the above key generating
Fig. 44 shows a modified configuration of Fig. 43 by using a non-linear
10 function unit F in which the the key funcﬁon unit 25 of the non-linear function
unit F is removed. |
Fig. 45 shows a modified configuration of Fig. 44 by merging the
whitening extension keys with the extension keys.
- Fig. 46 shows a modified configuration in which the key function unit
15 25 _is removed from the non-linear function unit F and in which an extension
key k 1s supplied to an XOR qircﬁit 298, when the non-linear function uﬁit F
18 configured as shown in Fig. 29. |
Fig. 47 shows a modified configuration in which the key function unit
25 is removed from the Iinear function unit F and in which a linearly

- 20  transformed extension key k’is supplied to the XOR circuit 298, when the

non-linear function unit F is configured as shown in Fig. 30.

Best Mode for Carrying Out ﬁhe Invention
Embodiment 1.

25 Fig. 1 shows a data transformation unit for encryption 100 and a



15 unit 300. Furthernore, since the encryption unit 200 and the decryption
unit 500 can run the same procedure, they can share one circuit or one
program though the encryption unit 200 and the decryption unit 500 are
illustrated separately in the figures. Simlarly, the key generating
units 300 and 600 can share one circuit or one program That is, one
circuit or one program can be 20 shared by the data transformation unit
for encryption 100 and the data transformation unit for decryption 400.
Fig. 2 s&oms meapi ngs. of notations used for the follow ng figures or

descri pt f¥fstrapgioppgtion upi o decypdg i 17 thjgeasbodimeaftt hal f of data is
called "left 25 data L" and a right half of data is called "right data
R'. Furt her norEbe gpéa grangdermafipahieit oy apatypiynnde0 s nearcxdatde, an
transformati on units 210, 220, 230, and 240 are called "input data", the
i nt er nal eRMAEAVALIOR fdedceowhicheurtputs o2& bidneibbentexiofromi 128440, inp2®, 230,
and 240 are called "internediate data", and data which are output from

t he non-blateigxisaillhetdatasironsfrineniaming 2t decfy@e 4066s aadwetr@d@onr e
called "output data". Fig. 3 shows an exanple of the encryption unit 200
or tte déonggpwhoch outputs SR b gjainBestsofvona12&biti gupatdiphestoxiehi The 6- r ound
non-linear data transformation unit 210, 6-round non-linear data

t r ansf ordaini ransfurm 226 unid fendnéypoiondl GO rehsivEALf datendriptish i@t i on
unit 230 are cascade. The nornmal data transformation unit (FL) 251 and the

i nver se 200 and nakef gremeritnguanit $60.- 1The Bheaygtibn Sehit ezhd et weerth he
6-round non-linear data transformation unit 210 and the 6-round

non- | i negfocd@tiAg wiidnkk osm@typomeUpldintdls. FOhehREFierhABNQhRB0YAt @
transformation unit '
generates multiple (n) 64-bit or 128-bit extension keys using constants V;
10 from 128-bit, 192-bit or 256-bit input key data, and supply them to the
‘encryption unit 200. The data transformation unit for decryption 400
consists of a decryption unit 500 and a key generating unit 600. "The
decryption unit 500 is a data processing unit for decrypting ciphertexts. The
key generating unit 600 is the same as or similar to the above key generating
15 unit 300. Furthermore, since the encryption unit 200 and the decryption unit
500 can run the same procedure, they can share one circuit or one program,
though the encryption unit 200 and the decryption unit 500 are illustrated
separately in the figures. Similarly, the key generating units 300 and 600 can
share one circuit or one program. That is, one circuit or one program can be
20 shared by the data transformation unit for encryption 100 and the data
transformation unit for decryption 400.
| Fig. 2 shows meanings of notations used for the following figures or
descriptions.

In Fig. 3 and the subsequent figures, a left half of data is called “left

25  data I” and a right half of data is called “right data R”. Furthermore, the



15 (FL) 253 and the inverse data transformation unit (FL-') 273 are
inserted between the 6-round non-linear data transformation -unit 220 and .
the  6-round non-linear data transforgation unit 230. Inside the 6-round
non-|inear data transformation unit 210, 6 rounds of non-linear data
transformation units are provided. For exanple, a non-linear data 20
transformation unit 280 consists of a non-linear function unit F and an
XOR (exclusive OR) circuit 290. In this way, in case of Fig. 3, 18 rounds
of 'non-lineay. data.transformation units are provided in total. The

non- | i ne‘é@tadﬁaillg tﬁrﬁh%ﬁ‘&%qnﬁn‘éﬁﬁ data tpansforzaiipn BBItRIZLA, 429,236 and
non-linear data transformation unit 280 and a second non-linear data 25
transf or A i aF¢ walled28npurodaty’bi theaiptarpel platee of othe mpmrlivean, dataght
input 9 data Ro and left input data Lo, the former perforns the first
non- | i ne@ansformgéionrarity SH. g20t B0, astd 24thauet cadlet Sirtermeiiage datd™s and
extension key k,, outputs an XORed result of the output data of the first
non- | i nedata wiaels fage reaxtpoh feord thieenen ghnear it hansfoRmadgmnt heitki 281, | ef t
internediate data Li, 5 and outputs the left input data Lo as the first

ri ghts i n220,ras, and 20 arcRallethmutpat tleta”per f orns t he second non-1i near
transformation on the first left internediate data Li using a second
extensi on key Rig, 3clopst sn aradipRedf the snttypoibntinet @O0t thdad@:rohtibhe
second non-linear transformation and the first right internedi ate data R
as the senuriidd.eft internediate data L2, and 10 outputs the first left
internediate data Li as the second right internediate data R2. The

non-|inear datRBigt randfovdrat icnfigniratiddOin iwhithi Ghroid@ fohStinefONtdth near
data transformation unit 280 through the sixth non-linear data

transf or{fabkfimittidn 8% 816, 636GAdEnoPWnBYE HatherdhdBtmhtiBRt uhit SIgTedi at e
data Ro and the left internediate data L6 as the output data after
10  and 6-round non-linear data transformation unit 230 are cascade. The
normal data transformation wunit (FL) 251 and the inverse data
transformatio.ﬁ unit (FL'Y) 271 are inserted between the 6-round non-linear
data transformatibn unit 210 and the 6-round non-linear data
transformation unit 2270. Furthermore, the normal data transformation unit
15 (FL) 253 and the inverse data transformation unit (FL'1) 273 are inserted
between the 6-round non-linear data transformation unit 220 and the
6-round non-linear data transformation unit 230. Inside the 6-round
non-linear data transformation unit 210, 6 rvounds of non-linear data
transformation units are providedr Fof example, a non-linear data
20  transformation unit 280 consists of a non-linear function unit F and an XOR
{exclusive OR) circuit 290. In this way, in case of Fig. 3, 18 rounds of
non-linear data transformation units are provided in fotal.
The non-linear data transformation unit 210 is equipped with a first

non-linear data transformation unit 280 and a second non-linear data

25  transformation unit 281. For a;rbitraiy two pieces of input data, right input



15 transformation. . Fig. 4 shows .a configuration in which a normal data
transformation unit (FL) 255, an inverse data transformation unit (FL-1)
275, and a 6-round non-linear data tgansformation unit 240 are added to
the encryption unit 200 shown in Fig. 3. Intotal, data transformation is
performed by 24 rounds of 20 non-linear data transformation units. Fig. 5
shows the normal data transformation unit (FL) 251. Fig. 5 shows that the
normal data transformation unit (FL) 251 divides input data into two

pi eces of data, left_ input data 51 and, right input ata 52, perforns
| ogi cal %B@. RS Ipfr i g%‘i%lﬁi £h8 sToBmR reeromRs tgﬁ | BendimeRss

output data fromthe left qQutput data 6Q and the right output data 10 61.
The | ef ttTRRS Q@ op the ARfetnntt Aabh LoxBawe énﬁrz%yewnatonaﬁfezxm,

circuit 54, and then, the ANDed data is left rotational shifted (also

cal led owibués an SKiReddresubly of ghe gutput) dste pefther divst | BemMlingarf t i ng
unit 55. The shifted data is XORed with the right input data 52 at an XOR
ci rcui t Bensirmagiosnsuihetnghh mhat dar Bo pe tihe (188 lpkdoteemediathidadaiput dat a
61, and is ORed with an extension key 57 at an OR circuit 58. Then, the
ORed & esamd ouiputXORe defhvinpuitt dedal laf as theplirstdaght iBiermediatex@Rackr.cThe 59 to
generate left output data 60. Fig. 6 shows the inverse data '
t r ansf orlmfitdaropeuforms( Fhe 13e@nd. ndbd-Fnear Grshafasmphian he thavérse ldft a
transformation unit (FL-1) 271 divides input data into two pieces of

dat a, | efrttermpditateateaa7ll; asthy agitcondpesttend@hak@? kopeufmuigsan JGDRad
operations for the both pieces of the data, and generates output data
from | ef tesaitt giithe daitpuBOaiane thieghtowdihputiisatrarSisfofhatiohghid thephtstdat a 72.

is ORed with an extension key 73 at an OR -
" right intermediate data Ri as the second left intermediate data Lg, and
10  outputs the first left intermediate data L; as the second right intermediate
daté Rz. The non-linear data transformation unit 210, in which the first
non-linear data transformation unit 280 through the sixth non-linear data
transformation umt 285 are cascade, outputs the final right intermediate
data Re¢ and the left intermediate data Ls as the output data  after
15 transformaf,ion. |
Fig. 4 shows a cdﬁﬁg‘uration in which a normal data transformation
unit (FL) 255, an inverse data transformation unit (FL'1) 275, and a 6-round
non-linear data transformation unit 240 are added to the eneryption unit 200
shown in Fig. 3. In total, data transformation is performed by 24 rounds of
20 non-linear data transformation units.
Fig. 5 shows the normal data transformation unit (FL)} 251.
Fig. 5 shows that the normal data transformation unit (FL) 251
divides mput data into two pieces of data, left input data 51 and right input

data 52, performs logical operations for the both pieces of the data, and

25  generates output data from the left output data 60 and the right output data



15 circuit 74, and then, the ORed data is XORed with the left input data -
71 -at an XOR circuit 75. Then, the output fromthe XOR circuit 75 becomes
| eft output data 80, and is ANDed wijjzph an extension key 76 at an AND
circuit 77. After that, the ANDed.result is left rotational shifted by 1
bit at a 1-bit left rotational shifting unit 78, and the shifted data is
XORed with the right input 20 data 72 at an XOR circuit 79. The out put
fromthe XOR circuit 79 becones right output data 81. The nornal data

transformation unit (FL) 251 showa.n Fig. 5 and .the inverse d

L anst ordibt B0 o ot e 33 30 AP el p <Ssien ol R BB G AND
operations ea ot her.. Accordingly,, usin he sanme extensi key he 25
i nput  deffEFURE %@ gl then, ebfg&\ﬂg?‘gidﬁé%l %gej%uﬁ%ﬁﬁlma%lt ahigiesh ?aﬁﬁ@.c egy 11
maki ng out put dat%t Y _of Fi qB 5 be input data Y of Fi_tg_. 6. The _rel ationship
in whi chcikBlamphittesat byt b Whatumilrbitdsfheotasionrhehifing guitpad- dihe from
the other unit by making the output data fromthe one unit be input data

to the otiiftedidatgals EQRed st ithe mehinvemninditvab2 tdan RV@Rsargiit 56.

transformations. The normal data transformation unit (FL) 251 and the
i nvese 'Hag guipaiSfoam e SRRupircuit 6 Dpcomes grghiconipuitt datahbthandasi ze
such relation between nornmal and inverse transformations. Both of the
1-bit | éPRed oridhiamaktesisidnt kay Sindtt asBfcireugt 58 Jieen the DRed redudf t
rotational shifting unit 78 of Fig. 6 performleft shift, however, both
can 10 1ex¥0Red witghtheshiff inpwudate biortean tXi@Rnorowt S@atcagenernsd defirat i on
unit (FL) 251 and the inverse data transformation unit (FL-1) 271 can be
one of aniteut daoaBilgurati ons as | ong as they preserve the relation between
normal and inverse transformations. For exanple, the nunber of shifts can
be changed. Nige6whbwsaiheANRerser dutiattrahéforinadion wpe(BLIDA7Ian OR circuit
with "not" '
10 Fig. 6 shows that the inverse data transformation unit (FL'1) 271

divides input data into two pieces of data, left input data 71 and right input

data 72, performs logical operations for the both pieces of the data, and

generates output data from left output data 80 and right output data 81.

The rght input data 72 1s ORed with an extension key 73 at an OR
15 circuit 74, and then, the ORed data is XORed with the left input data 71 at an

XOR circuit 75. Then, the output from the XOR circuit 756 becomes left output

data 80, and 1s ANDed with an extension key 76 at an AND circuit 77. After

that, the ANDed result is left rotational shifted by 1 bit at a 1-bit left

rotational shifting unit 78, and the shifted data is XORed with the right input

20  data 72 at an XOR circuit 79. The output from the XOR circuit 79 becomes
right eutput data 81.
The normal data transformation unit (FL) 251 shown in Fig. 5 and
the inverse data transformation unit (FL'1) 271 shown in Fig. 6 perform

opposite operations each other. Accordingly, using the same extension key, the

25 input data X of Fig. 5 can be obtained as output data X of Fig. 6 by



15 operation, and/or an XOR circuit with "not" operation can be added.
Nanely, as follows are shown definitions of the AND circuit with "not"
operation, the ORcircuit with "not"j;;operation, and the XOR circuit with

"not" operation, represented by "andn", "orn", and "xorn", respectively.
x andn y : (not x) and y 20 x orny : (not x) or y x xorny : (not x) Xxor
y Sone recent CPUs are provided with commands of "and", "or", and "xor"

i ncluding "not". These conmands can be perforned at the sane cost as
"and", "or4,. and "xor". 25.Eig...7 sho nyentipnal encryption unit 201
“and a ch@gﬁ?gBHHP“T%ﬁa&éEFE%gﬁ% eﬁﬁﬁq?%éﬁfffﬁgq% ventional encryption
unit 201 is eqgy d.wth tw ,n | . data . transformation upjts FL. Thus,
the decrypr| oﬂﬁaéﬁf?%&%%hlla}ﬁmﬁ%ﬁ?w@%tﬁ g8 9%’3%3{9%@ as
ransf or [ Nists FL- n order to,performijnverse 5 operations.
Ther et or et el in Ehe b5heh SR i IaERE FBF PYHRHSIS fFoRaRsine tiie
~configuration fro he; de ption.unit. .the gncryption unit and the
decrypt 1 Bnontw AR EpE SERYEY REndl etk pEp T Rh Rl dn R o
sho i n_Fi dnth r nt.e i_nen t he  nor t
t r anst or g%)rll%iuarﬁcfns( FE@Z%@F%%_ﬁ%éﬁrﬁggﬁoggaéﬁnauﬁ %?#Ir‘g%??o%ttpgn uni t
the decrelsnanfl BRiRREAY DS LS, oS PR MR Fefhi s¥pypti on
For exanphe,: ' i t he nornal data
t r ansf O?%éﬁlg%%%ﬁﬁ’%&?ﬁgﬂgﬁ%fgg olﬁgélgS%@%ﬁg%g%gR%I{S; and the left data L is .
transformed byglie s el 55 HAl AchfiA0S’ SRR QRS br FEk-hnd The HOh9e!
ri ght
left rotational shifting unit 78 of Fig. 6 perform left shift, however, both can
10 execute right shift. Furthermore, the normal data transformation unit (FL)
251 and the inverse data _transformation unit (FL'1) 271 can be one of other
configurations as long as they preserve the relation between normal and
inverse transformations. For example, the number of shifts can be changed.
Moreover, an AND circuit with “not” operation, an OR circuit with “not”
15  operation, and/or an XOR circuit with “not” operation can be added. Namely,

as follows are shown definitions of the AND circuit with “not” operation, the

OR circuit with “not” operation, and the XOR circuit with “not” operation,

» W

represented by “andn”, “orn”, and “xorn”, respectively.
Xxandny :{notx) andy |
20 xorny {notx ory
x xorny  (not x) xor y
Some recent CPUs are provided with commands of “and”, “or”, and
“xor” including “not”. These commands can be performed at the same cost as

“and”, “0]’_‘”5 and €¢X0r”.

25 Fig. 7 shows a conventional encryption unit 201 and a conventional



15 data R . In this case, the right data R can be obtained by inputting
the left data L' to the inverse data transformation unit (FL-1) 271, and
‘the left data L can be obtained by ipputting the right data R to the
normal data transformation unit (FL)"251. As described above, the '
encryption unit 200 and the decryption unit 500 20 can be inplenented by
t he sane configuration, and the encryption unit 200 and the decryption
unit 500 can share the circuit. Fig. 9 shows a configuration in which the
normal data transfqormation wunit (FL) 251 and the inverse data .
t ransf or \RAVBHOBARIL PRL- 1) 271 are located at point symretry on the
non-linear data transformation unit 280. 13 In this way, when the nornal
data transfor B¢ eanventiond gnasptigndunite2( ik pgeippetawvithatmé oromatalon uni t
(FL-1) 271 are located at point synmmetry on the non-linear data
transfoﬂhﬁﬁﬂﬁﬂﬂaﬁﬂﬂﬁﬂsn%unﬁélﬂhcﬂiwﬁidﬁééﬂdypﬁenldéﬁshpuhkmeequﬁ@ed
performed using the sane configuration. 5 Fig. 10 shows correspondence
bet ween witd en mvarsnshor wednsformmiion upils) FRndntdrder nv gresfrdatmverse
transformation unit (FL-1) placed at point symretry. As shown in Fig. 10,
i n cdse gferkiigns3, Thérefors, mhcadha docansfiar natit generuily hakl) @Bdreand t he

i nverse data transformation unit (FL?) 10 271 are placed at point

symmet r ycomfiguhetidn fioundhadeedyptioarurdtitthe eheagsiopr anitiaod thai dec2@Piohn Fi gs.
3, 4, 8, and 9, the data transformation unit (FL) and the inverse data

t r ansf orvmiticapnunshafdtheldarganieaitr epl aced with each other. Besides, in

Figs. 3, 4, 8 and 9, the right data R and the left data L can be 15
repl aced w th @a¢he etk@'hand, as shown in Fig. 8, in the present embodiment, the
normal data transformation unit (FL) 251 and the inverse data
10 transformation unit (FL.'Y) 271 are located side by side in the encryption unit
200, so that the decryption unit haviﬁg the _éame configuration can perform
decryption. For example, the right data R is transformed by the noximal data
transformation unit (FL) 251 to get left data L, and the left data L is
transformed by the inverse data transformation unit (FL'1) 271 to get right
15 data R’. In this case, the right data R can be cbtained by inputting the left
data L to the inverse data transformation unit (FL'Y) 271, and the left data L
can be obtained by inputting the right data R to the normal data
transformation unit (FL) 251.
As described above, the encryption unit 200 and the decryption unit 500
20  can be implemented by the same configuration, and the encryption unit 200
and the decryption unit 500 can share the circuit.
Fig. 9 shows a configuration in which the normal data transformation

unit (FL) 251 and the inverse data transformation unit (FL1) 271 are located at

point symmetry on the non-linear data transformation unit 280.



Fig. 36 shows a configuration in which the encryption unit 200 consists
of the 6-round non-linear data transformation unit 210, and the 6-round
non-linear data transformation unit 220, and the 6-round non-linear data
transformation unit 230. 20 The 6-round non-linear data transformation
unit 210, the 6-round non-linear data transformation unit 220, and the
6-round non-linear data transformation unit 230 are circuits that can be
used for encryption and decryption. Here, a normal/inverse data
transformation unit 211 consists of the 25 6-round non-linear data

t ransf or mat i ontPuHbE warp Whatytheaormahdptaeasiomation sngy ) &l andt (FL)
250, and.the inverse data transformation unit (FL-1) 271. The

nor mal / i Yhrengerssalatartranspomesionomis (L1 37 hats losated atpeing anmeetused  f or
both encryption and decryption. Narrel , the normal/inverse data

t r ansf or ¢iatthennomilineas dala rﬁtﬁnfefbllmﬁtleﬁs@mtr 3Bsf theremicoypicon cand the whi ch
5 the input data to the unit can be obtained as the output data from.the
ot her prybilongkinrg pdromuepusingathe samencohBgurdtiotbe the i nput data, to
the other unit. A normal/inverse data transformation unit 221 al so
consissts of t Heg. 80rsdoms cromesporalencd dedweemnbé crata tiiamsfoninttid20uniand t he
normal data 10 transformation unit (FL) 251, and the inverse data

t r ansf or (¥t andunhe . {Flerdd dXAE3 tramsfacditioanundt (Gl plavedr ae paing
transformati on unit 231 consists of the 6-round non-Ilinear data

transf orgyahim@trsuni t 230, and the normal data transformation unit (FL)
253, and the inverse data transformation unit (FL-1) 15 275.

As shown in Fig. 10, in case of Fig. 3, the normal data transformation

unit - (FL) 251 and the inverse data transformation unit (FL1)

10 271 are placed at point symmetry on the 6-round non-hnear data

transformation unit 220.

in Figs. 3, 4, 8, and 9, the data transformation unit (FL) and the
1inverse data transformation unit (FL1) can be_ replaced with each other.
Besides, 1n Figs. 3, 4, 8, and 9, the right data R and the left data L can be

15  replaced with each other. |

Fig. 36 shows a configuration in which the encryption unit 200
consists of the 6-round non-linear data transformation unit 210, and the
6-round non-linear data transformation unit 220, and the 6-round non-linear
data transformation unit 230.

20 The 6-round non-linear data transformation unit 210, the 6-round
non-linear data transformation unit 220, and the 6-round non-linear data
transformation unit .7230 are circuits that can be used for encryption and
decryption.

Here, a normal/inverse data transformation unit 211 consists of the

25  6-round non-linear data transformation unit 210, and the normal data



The encryption unit 200 is configured by cascading these normal/inverse
data transformation units 211, 221, and 231. And this encryption unit 200
can be al so used as the decryption unijst 500. Besides, if a set of the
6-round non-linear. data transformation unit 20 210, the 6-round
non-linear data transformation unit 220, the normal data transformation
unit (FL) 251, and the inverse data transformation unit (FL-1) 271 is
‘assuned to be a non-linear data transformation unit 1210, the non-linear
data transformation unjt is circuit that can_.be used for,encryption
and . decrBEIOGRAtHEY lél}ltéF#ﬁgﬁi FRdiRs wavease 4ok s brmatonuns G P 1211
consi sts_of e non- inea&F&ata transformati Qn. unit 1218, t he. 15 nornal
dat a t r ahS¥ ot RAPPHR HPETR ?taf@@{ls REatRE WHL & 3 eregait Abat eambe sadt i on
unit (FL-1)_ 273. Further, 'if a set of the 6-round non-linear data
t r ansf or it beth AMcryPpoD, an¢edgrypiing- noNamelsathe permalinyesiengiaten uni t
230, and the normal 5 data transformation unit (FL) 253, and the inverse
dat a tr aFghstormatom umit i Fre morprd/inyersss invmdlarmafeon cashil imedhrichat a
transformation unit 1220, a normal/inverse data transformation unit 1221
consibst sthef inpié dadm £b ithe amitigam bet ehinntedl antho autmitt daxa Xpomt the ofdverral dat a
transformation unit (FL) 251, and the inverse data transformation unit
(FL-1) 2msit byombkend theraltpuivéatsefrdat the naisfothminmon datatte theldthand 1221
can be wused for the decryption unit. Further, if a set of the 6-round
non- | i neamitdat a transformati on units 210 through 230 is assuned to be a
non-linear data transformation unit 2210, the non-linear data
transf or mat i oA unirtna2R24Gerse datai tramisforinhatior amib&20sado fronsizos bf thb
encryption and decryption. _

6-round non-linear data transformation unit 220, and the normal data

10 tfansformation unﬂ_; (FL) 251, and the inverse data transformation unit (FL1)
- 273. |

In addition, a normal/inverse data transformation unit 231 consist\s of

the G-round non-linear data transformation unit 230, and the normal data
" transformation unit (FL) 253, and the inverse data transformation unit (FL1)
15 275,

The encryption unit 200 1s configured by cascading these
normal/inverse data transformation units 211, 221, and 231. And this
encryption unit 200 can. be also used as the decryption unit 500.

Besides, if a set of the 6-round non-linear data transformation unit.

20 210, the 6-round non-linear data transformation unit 220, the normal data
transformation unit (FL) 251, and the inverse data transformation unit (FL1)
271 1s assumed to be a non-linear data transformatio;l unit 1210, the non-linear
data transformation unit 1210 is a circuit that can be used for encryption and
decryption. Here, a normal/inverse data transformation

25 umt 1211 consists of the non-linear data transformation unit 1210, the



Here, the non-linear data transfornmation unit 2210, the nornal data
transformation unit (FL) 250, and the inverse data transfornmation unit
(FL-1) 275 forma normal/inverse datg transformation unit 2211. The
normal /i nverse data transformation unit 2211 can be used for the 20
decryption unit. As described above, the encryption unit 200 or the
decryption unit 500 can be configured by cascading nultiple

normal /inverse data transformation units. Further, in the encryption unit

200 or the d tion uni,t 500, the [inv data transformation

uni t cann%%ngg ﬁg hPRDSfQR PR | Ut ggﬂﬁeg?$nga? e%ﬁ%rH%Wﬂﬁﬁv 8 data

transforna'é}ﬁg)n uni t Wth‘:ﬁirr}egﬁ normal /i nverse data transfornation unit.
h

Fig. 37 SRBMOTRAYELUpH e encryption uni t 200 and the decryption
unit have -the configuration including the 6-round non-linear 5 data
et e o : '

transformatio @ S¢tholrthe wun@h@%hﬁ@aﬁ@aﬁ%ﬁrmf@@ma@anaumt
transformatigon unit 210 includes even rounds of non-linear data
t r ansf orédfti & Gnpradagm-Hacan spta imansogmatmnannit423Gand the qorrdst or med
into data A" by a first |nput normal data transformation unit 256, the
dat a %A i datarigansiosmationr weiti (Hpd 2550 pnd e, invheseddata trengforinapion dmiom t he
first input port 261 is output froma first output port 263 as data A
Furt her , (ldaba2® iin pgsuinedntcabs econd-lingsut dper trapsforomtount poit RB6) a
second output_port 264 as data Bi. The data Bl output fromthe second
out put porm@Enverset dainsransiodmiativo wat 4 28il' cobyists sEtiondootirpur datser se
data transformation unit 279. 15 The data AI' output fromthe first
out put poahsPéRadiont lneit 220y thd aormal data transformation unit (FL) 251, and

-the inverse data transformation unit (FL'1) 275.

10 ~ The normal/inverse data transformation units 1211 and 1221 can be

used for the decryption unit.

Further, if a set of the 6-round non-linear data transformation units 210
through 230 is assumed to be a non-linear data transformation unit 2210, the
non-linear data transformation unit 2210 1s a cireuit that can be used for both

15 encryption and decryption.

Here, the non-hnear data transformation unit 2210, the normal data
transformation unit (FL) 250, and the inverse data transformation unit (FL1)
275 form a normal/inverse data transformation unit 2211.

The normal/inverse data transformation unit 2211 can be used for the

20  decryption unit.

Asg described above, the encryption unit 200 or the decryption unit
500 can be configured by cascading multiple normal/inverse data
transformation units.

Further, in the encryption unit 200 or the decryption unit 500, the

25 normal/inverse data transformation unit can be formed hierarchically by



unit 200 is input to the second input port 262 of the decryption unit 500

as the data Al'. The data Bi' output fromthe second output inverse data
transformation unit 279 is input to tjge first input nornmal data
transformation unit 256 as the data Bi', and output as the data BI. 20 The

non-linear data transformation unit 210 inputs the data Bi and outputs
the data B.” Further, the non-linear transfornmation unit 210 inputs the
“data A’ -and output:s the data A The second output inverse data -

transformation upit 279 inputs the data A and outputs the data A..In Fig. .
360t he BRIHUAAS noROTRALENCEE: o deancr BRARE PO i 131 o WibBt néhbdes odd
rounds of non-linear data trfnsf%r mati.(%n units 280. 17 -Accordingly, the
data A i RpuRalysTiedals rapsionpa i Poleios1 i s output fromthe second
out put port 264 as thﬁadata Ai ' . Then, Lh data A’ is transformed by the
second out put '8vet’sé ‘é’tsaatﬁ’aaﬁ‘?s%%r“ﬁg]lc o fineraiaon it oefdth Andadhe he
data A", Further, .the data B input to the secgnd | nput port 262 is output
from5 tRCT¥PHER ugt Bave P samesonbeuradiominglplingthe Grepupdsnonilimear from-
the first output port 262 of the encryption wunit 200 is input to the
secordd it trpesforpedioss unitelfecr yption unit 500 as the data Bi. The data
Ai" output fromthe. second output inverse data transformation unit 279 of
t he encrypti ornudiig. 300 the Fwpundt pon heedecdaist tvansiormatipn500itagl®he dat a
Ai" and input to the first input normal data transformation unit 256. In
cases ofinEluies e37nandnds of nhe-lewer yptd SransinmA0Mm anitst290 asddempinon uni t
500 have the sane configuration, perform ng encryption and decryption. 15
Fi g. 39 Ehpws amdchsBaita Ansitcinsthemsd antrddatrapditbyne fimsd ingattanormal data
transformation unit 256, the data A’is input to a first input port 261, the data
10 A input from the first input port 261 1s oﬁtput from a first output port 263 as
~data As. .Further, data B input from a second mput port 262 is output from a
second output port 264 as data B.. The data B, output from the second
output port 264 is transformed into data Bi’ by a second output inverse data
transformation umt 279.
15 The data A;’ output from the first output port 263 of the encryption
unit 200 is input to the second input port 262 of the decryption unit 500 as the
data Ay. The data By output from the second output inverse data
transformation unit 279 is input to the first input normal data
transformation unit 256 as the data By, and output as the data B;.
20 The non-linear data transformation unit 210 inputs the data B; and
~outputs the data B. Further, the non-linear transformation unit 210 inputs
the data Ay and outputs the data A. The second output iﬁverse data
transformation unit 279 inputs the data A’ and outputs the data A.

In Fig. 38, the odd-round non-linear data transformation unit 219

25 includes odd rounds of non-Iimear data transformation umts 280.



transformation unit 257 is provided at the second i nput port 262, and the
first output inverse data transformation unit 278 is provided at the
first output port 263. Fig. 40 showsjya case in which the first input
inverse data 20 transformation unit 276 is provided at the first input
port 261, and the second output nornmal data transformation unit 259 is
provided at the second output port 264. Fig. 41 shows a case in which the
~nornal/inverse data transformation units 256, 258 are provided at the

I'ef t i npActadimgiy, her dsta28inp26Iromnbe tfhet iRt pore 264 idatap bt &s oheat i on
units 277, 279 are provided at the right input/output ports 262, 264. 18.

Fig. 42 showd @uipas@ori28hishtHd @sta 9. dNidertbhadats qbisngdnspaiddehy case
can be inplenented by conbining Figs. 37 and 39, which is not shown in

the figutigs skeidhetitputi i@verSS dabs tBohFafm o Atk B, Jrid bhgrut ad ke

6-round (even-round) non-linear data transformation unit 210 can be 5

repl acedgutd A,t RneHEr RRY A tA B PR @8 Ehe 3 @ntinapsf ggfﬁazém dRpht &b in

Figs. 37, 39 through 42, which are not shown in t figures. I n cases of

Fi gs.5 39thd HEQUApEL pob 865 0E 1 HR @A BINi t and the decryption unit can be
i npl emented by tﬁe same configuration. 10 Enbodinent 2. Fig. 11 shows a

configuration of,aa9m/ i){}ﬁjemn%ﬁﬁf (he 'ﬁr's‘? bt ?tgéoxtthfﬁz '@? Bhb ie%ﬁé’% 2,[ on

pransfornation unit 280. T ( I near func nounit I nputs (
B R e R el
into ei gﬁ&taoigfes The data A" output from the second output inverse data
transformation unit 279 of the encryption unit 200 is input to the decryption
10  unit 500 as the daté ‘Af" and input to the first input normal data
transformation unit 256.

In cases of Figs. 37 and 38, the encryption unit 200 and the
decryption unit 500 have the same configuration, perforrﬁing enéryption
and decryption.

15 Fig. 89‘ shows a case in which the second input normal data
 transformation unit 257 1s provided at the second input port 262, and the first
output inverse data transformation unit 278 is provided at the first output

port 263. |

Fig. 40 shows a case in which the first input inverse data

20 transformation unit 276 is provided at the first input port 261, and the
second output normal data transformation unit 259 is provided at the
second output port 264.

"Fig. 41 shows a case in which the normal/inverse data transformation

units 256, 258 are provided at the left input/output ports 261, 263, and the
25 inverse data transformation units 277, 279 are provided at the right

input/output ports 262, 264.



of data, and processed in the unit of 8 bits. Each 8-bit data is input to
each of eight XOR circuits 12 of a key function unit 25, XORed with an
extension key 11, and performed non-ljgear transformation using
-substitution at an S function unit 20. Then, at a P function unit 30, two
20 pieces of 8-bit data are XORed by sixteen XOR circuits 815, and the
64-bit F function output data 40 is output. -In the S function unit 20,
four S-box first transformation units 13 and four S-box second o

t ransf or mat i onFighi4Psshoiwvdk @cfsPiowhiddFids. 69 ahd 4haws canbimgd. enent at i on
exanpl e of the S-box first 25 transformation unit 13 and the S-box second

transfor mat i onAxgiHer k4se 48n bkAfiglemeneeSbPesmbinise HiganNST QhaBOl @hitki t 13,
a transformation table T is provided. The transformation table T

previ ous{gctidhods MAdHEESa ek, Frddther @1535558 afd BDchAMel doniifihed 2R Mer,
corresponding to values of 0 t hrough 255. The transformation table T

| nput's veldI @S fnd) (RACHEhA SRo Hihelt s iR ABMER (i8] HR) @hnOpd P ough

255) corresponding to each value. For exanple 1is input, the
J;\{){rjlml I ne@ tr an&?ﬁ%ﬁnﬁ?@ﬁ}%gp énn% %%S%gﬁm gi&&gﬁ:ﬁﬁh@fﬁgggﬁﬁﬁgf
G {7 oront: MB%%%%*E%H“}]‘@@E%&@?%HSn WE}%‘%{%@%S ot SR LTS %40 e
Cr anst E?ﬁn%{&ﬁghr%?ﬂ R Aol oy pi P RGP i Rl b IL]%*P&%%&%%

the figure e'é<<<" <S5 " shows the Ieft rotational left shift and "1"
shows 1 FS‘ %:Haee({m@igiu ?8?'{ rotational shifting unit 22 perforns |eft
rotational shift by 1 bit to an output fromthe S-box first

transformation unit 13. For exanple, when 1 is 15 input, the S-box first

tranlsdc Orﬁ%[tﬂ;o n:luer111| t2 13 outputs 7, and 1-bit left

Fig. 11 shows a configuration of a non-linear function unit F of the
non-iinear data transformation unit 280.

The non-linear function unit F inputs F function input data 10,

performs non-linear transformation, and outputs F function output data

15  40. The ¥ function input data 10 having 64 bits is divided into eight pieces
of data, and processed in the unit of 8 bits. Each 8-bit data is input to
each of eight XOR circuits 12 of a key function unit 25, XORed with an
extension key 11, and performed mnon-hnear transformation using
substitution at an S function unit 20. Then, at a P function unit 30, two

20 -piécés of 8-bit data are XORed by sixteen XOR circuits 815, and the 64-bit
F function output data 40 is output.- In the S function unit 20, four S-box
first transformation units 13 and four S-box second transformation units

14 are provided.
Fig. 12 shows an implementation example of the S-box first

25  transformation unit 13 and the S-box second transformation unit 14.



rotational shifting unit 22 outputs 14. If the S-box first transformation
unit 13 and the S-box second transformation unit 14 are configured as
shown in Fig. 12, one can obtain an egffect, which is simlar to the case
in which two kinds of the transformation 20 tables T are provided, though
it is not required to have two kinds of ~ transformation tables T. By
including only one transformation table T, the nenory usage required for
storing the transformation table T can be decreased, and the circuit
scal e can be redgiudethe Sthokhers) temnsfonation driig 1324 transi@moatich ngble TL- bi t
right rotational shifting 25 unit (">>>1" of the S-box third.

t r ansf or iBirooRledniTthe kbandfofthgtio” TAblad BRvinely stdfes Wlued 6k gadugh 25he
1-bit left rotational shifting unit 22, a simlar effect can be obtained

to a casgrlitramiy clat aridoher @atreéﬂoamigorﬁasatvamst abl@ thrbagh upsher The
provided. In another way, it is also possible to transforminput data vy

Usi Ng t NgrankfaReQsrBdBIeT Labkie vhiabs 8f 0birbhgn @255Nmd BRtfutdaha v)éwé' the

1-bit left rotational 5 shifting unit ("<<<i" of the S-box fourth

transf or @BiHhoBf Bhtodéh 235Fé&re§p7&ndlﬁg QVicded vhtke t BEr bRRMbIdabRey 1 161 9. 27

shows cases of s(y), s(y)<<<l, s(y)>>>1 s(y<<<l), but cases of s(y>>>1),
s(y<<<l ) 5gwh, Al Yoandbanation s@ﬁgﬁ)oﬁ%ﬁ&m 7o (VP Britdnhiof! Sible T

appl i cab ’By maki ng t fted anount 1 bit, sonet | nes becones

o] bl e f bi t
Pnsigse' Bs&rljﬂéltegﬂ a&gﬁgﬂﬁtﬁﬁ?& |t %&%ﬁ%%ﬁ:ﬁglﬁg%rghbﬁher n Ithiss

shifting, %f 0&?9%%15; iPeh %ﬁ@ﬂoﬁvlsos SRV oot ' RE o TR Bk teﬁhm

shi fting, Sonet i mes becones orm t he

shifting Im erforne b|t but an arbltrary nunber of
bits sucﬂro}s?%gﬁw Suf;gae all 06«510% Q%djs%y shifti ng by an arbitrary

R S o T R R O A
transformation unit 13 and a 1-bit left rotational shifting unit 22 (in the figure,
“<<<” of “<<<1” shows the left rotationat left shift and “1” shows 1 bit). The 1-bit
left rotational shifting unit 22 performs left rotational shift by 1 bit to an
6utput-from the S-box first transformation unit 13. For example, when 1 is

15 input, the S-box first transformation unit 13 outputs 7, and 1-bit left
rotational shifting unit 22 outputs 14. |
If the S-box first transformation unit 13 and the S-box second
transformation unit 14 are configured as shown in Fig. 12, one can obtain an
effect, which is similar to the case in which two kinds of the transformation
20 tables T are provided, though it 1s not required to have two kinds of
transformation tables T. By including only one transformation table T, the
mémory usage required for storing the ftransformation iable T can be
decreased, and the circuit scale can be reduced.
Further, as shown in Fig. 27, by providing a 1-bit right rotational shifting

25 unit (>>>1" of the S-box third transformation unit 15 in Fig. 27) as



Fig. 28 shows an S function unit 20 using the four S-box first through
fourth transformation units 13, 14, 15, 16 shown in Fig. 27. Another
configuration of the P function unit 89 is shown in Fig. 31. From8-bit
input data yi, y2, y3, y4, 32-bit data Zi, Z2, Z3, Z4 are obtained 20 by
referring to Si, S2, S3, S4, respectively, and they are XCRed at a circuit
.913. From 8-bit input data y5, ys, y7, ys, 32-bit data Z5, Zs, Z7, Z8 are
obtained by referring to S2, S3, S4, Si, respectively, and they are XORed
at a ciwelliak, @l mmstdhd of koRebitrlefubtatidhdslifting ot PBra HORed dfestitdn U are
XORed at a circuit 917 to output zi', z2', z3', z4'. Then, the XORed

result Ube dbtaihb@Mot haasé ialivhid®la disfesdtitl {r@dstopriat®n @ffle By id fdher (I N

Fig. 31, "<<<1" represents 1l-byte rotational shift, not 1-bit rotational
shift) abrRiddd CH hndthe £ 18 ildd SIS ¥ § é@fﬁﬂ?ﬁg;w %h?s fput from
t he circ%ﬁt 917 to outpﬁFW%ESH'Zs ,ﬁ%$ , ZBJYS As s mn(#%a a 1?%%%%9h (d)
of Fig. 3%1 (Y i r&e I t -S- fiyst,tran ti.on unit
- 13, S2is c%n#?%%%@gﬁ%kggg %ﬁgﬁ%'%ggécgﬁggg?ﬁ%hg%%ﬁ%3??%%{th}Of&r S3 is
configured. using .the S-hox.third transformatjon ynit 15, IS C i gured
usi nf t h%llglﬂ%%%li’)grffipt PhLHRS & hex if‘b‘r'ffignﬁrfmf%)?mf#@%llﬁiﬁt 1§4Gflp]§‘lg %25 a from
each transformation 10 unit is copied four tines to.m 32-bit data, and
further ,'P%ﬂz@fiﬂdr %anitthé Rt (k30 FE Gl Fhawsosses (4 el séiffegl,cﬁ(v)?ﬁ@ldat a
(24-bit)., The 1-byte rotational shift of the circuit 918 is a cyclic
shi f ti ngs®y<aburiut cases wf s(rergh hs(ratilt<<<l, s(pyte)>rhile s(e>phocedsed by
the S-box. Fig. 32 shows the P function unit whose configuration is
equi val esly>to1)>15>Fiage dio dpplicabid. eBsntmatkiog tlse dhiffeeh enounEromit8-bi t
i nput data yi, y2, y3, y4, 32-bit data Z1, Z2, Z3, Z4 are obtained
sometimes becomes possible to perform faster than cases of shifting by 3 bits or 5
10 bits in case that CPUs, etc. have only 1-bit shift command. Further, when this
shifting process is performed by hardware which performs only 1-bit shifting, it
sometimes becomes possible to perform faster. Further, the shifting is not
hmaited to performed by 1 bit, but an arbitrary number of bits such aé 2 bits, 3
bits can be used. By shifting by an arbitrary number of bits, it sometimes
15  becomes possible to obtain a similar effect to providing different kinds of tables.
Fig. 28 shows an S function unit 20 using the four S-box first through
fourth transformation units 13, 14, 15, 16 shown in Fig. 27.
Another configuration of the P function unit 30 is shown in Fig. 31.
From 8-bit input data yi, ye, 3, V4, 32-bit data Zi1, Zs, Zs, Z4 are obtained
20 by referring to S1, S2, 83, S4, respectively, and they are XORed at a
circuit 913. From 8-bit input data ys, ve, y7, ys, 82-bit data Zs, Ze, Z7, Zg are
obtained by referring to S2, S3, S4, S1, respectively, and they are XORed at a
circuit 916. This XORed result Uz and the former XORed result U; are

XORed at a circuit 917 to output z1’, z2, z3', z¢. Then, the XORed result U:



- and 20 they are XORed at a circuit 93

by referring to S5, S6, S7, S8, and they are XORed at a circuit 933 to
output an operation result A From8-bit input data y5, ys, yr, ys,
32-bit data Z5, Z6, Z7, Z8 are obtaingg by referring to S9, SA SB, SC

to output an operation result B.
- The- ~operation result Bis shifted rotationally to the right by 1 byte (in
Fig. 32, simlarlyto.Fig. 31, shifting.is perfornmed by a unit of bit

" “length (8 bits =1 byte) which is processed by the S-box, not 1 bit) at a
ci.rcuit- 9@ athed tireuit0Pes aki ohiftedsud tthe Rk Yyha %g@é i Mgl €Ul ieAqar e
XORed at a circuit 938. This 25 operation result Cis shi Fted rotationally

L oper : 1 : . |
to upper réh@bidtsbY-btdYb@tRInaR shiff CHbit 1930 Kota%ﬂﬁaﬁ@?uﬁ)zat gazg{réﬁi];ﬁs{)‘lsé{es“ t

Cis also XORed with the operation result at acircuit

et SOl AR O 0o PAPIBRAH P o

t he cir%uit,9§9zat a circuit 942. This operation result Eis shifted
rotati on&P 15 (f0™5 the right) by 1 byte at a circuit 943, and the

operation result is al ORed it .he_output frgmthe circuit 941 at
a ci ?%ui t 944. A@Jf%BWt“ B ?@oﬁﬁoﬁghc(m @Ei}?t’"g' 33’4’%’E§S§H ref uging theoS- ,3'
z4', and,output fromthe circuit 3403\,55 S output as z5', zs' z7, zs. S5
and SC aPBXég‘i#i‘ﬁﬁP RGOS BRE $5p52 19 certigizeds pemEthe S biax tsesgnd 10 and
a logical shift, S6 and S9 are configured using the S-box second
transf or FERUSETTRASR 14mHhd K| 0é$ cab swpfiguray ssngsA thee Thoki gihied usi ng
the S-box t?{irrd transformation unit 15 and a |logical shift, S8 and SB are
conf i gur BRNFEITRAEME IEbx IPourth i apwtisguredi owsingi tthee Srivxa fovgtlral
shift. " The |logical shift is used for outputting 8-bit output data from
each 15 tredwéqranafaen omitnlG. t'bhe Sbderanwi deid Dosatdash wansforntddoB2- bi t
out put data. ] )
10 unit 1s copied four times to make 32-bit data, and further, 32-bit data is
masked to output only three pieces of the data (24-bit).
The 1-by_’te rotational shift of the circuit 918 is a cyclic shifting by a unit -
of bit length (8 bits = 1 byte) which is processed by the S-box.
Fig. 32 shows the P function unit whose configuration is equivalent to
15  Fig. 31, but implementation is different.
From 8-bit input data y1, vz, ¥3, v4, 32-bit data Z:, Zs, Zs, Z4 are obtained
| by referring to S5, S6, S7, S8, and they are XORed at a circuit 933 to output an
operation _result A. From 8-bit input data ys ve ¥7, Vs,
32-bit data Zs, Ze, 77, Zs are obtained by referring to 89, SA, SB, SC, and
20  they are XORed at a circuit 936 to output an operation result B. The
operation result B is shifted rotationally to the right by 1 byte (Gn Fig. 32,
similarly to Fig. 31, shifting is performed by a unit of bit length (8 bits = 1
byte) which is processed by the S-box, not 1 bit) at a circuit 937 and the
operation result B and the operation result A are XORed at a circuit 938. This
25  operation result C is shifted rotationally to upper (left) by 1 byte at a circuit 939,

and the



The logical shift is set to shift to the left by O byte in S5 and SA 1
byte in S6 and SB, 2 bytes in S7 and SC, 3 bytes in S8 and S9. Nanely,
assum ng 8-bit output fromthe transfggmation unit as z, 32-bit output can
~be represented as [0,0,0,z] (0 shows each of eight bits is 0) in S5 and
SA, 20 [0,0,2z,0] in S6 and SB, [0,2,0,0] in S7 and SC, [z,0,0,0] in S8
and S9. It is possible to inplenment using substitution tables whose input
is 8-bit and output is 32-bit, which is calculated for directly producing
preedet er oparationuepult . C in absasXORald withsthe3dperatiod ZestlieA ap paciaéuis 948n be
provi ded, which 25 perforns transformation at hi gher speed than the

t r ansf or Whid ogpenasmet feullP 14 kbifteh vemtiomadly tEZuppmﬁeﬂth@vv@ biyte Ritga 26,
and further on which flexible inplenentation is possible. In Fig. 11,

- when t hecigswidbPdd, afd the ofefainet resmlubiis 220 A0Rcdomithgheaditpnefpeacthael y by
di fferent kinds of S-boxes, eight transformation tables T are 5 required.
On t he otiheuit 93Adt avbienuitHed2S- bhicespeantiopomkinhull ésl shftahsamtionaHydto 12,

t he nenory qsa%e required for storing the transformation tables T can be
reduded the aghi)dust bathat f. ciFarit BB, ard ghe opeoves: véswdt bl ts adet XQRel | nput
time-divisionally to the S-box first transformation unit 13 and the S-box
second t Walstheroripiudframithe tircuittPshatva cineuiti 4. 10utisd ¥ fram theecircuit
conventional eight respective S-boxes can be replaced by the S-box first

t r ansf or %t Isowtpns &s 2.3 zanes . tZheasd bolpwdtondhe crgngf Wdhmtawdputiag s’ 14, Fig.
13 shows anot her exanple of the S-box of the S function unit 20. The
concretesicdaftiguration is explained in detail in Matui, Sakurai, 15

"Galois Field division circuit and shared circuit for multiplication and
SH and SC are configured using the S-box first transformation unit 13

10 and a logical shift, 56 and S9 are configured using the S-box second
' transformation unit 14 and a logical shift, 57 and SA are configured using the
S-box third transformation unit 15 énd a logical shift, S8 and SB are
configured using the S'bdx fourth transformation unit 16 and a logical shift.
The logical shift i1s used for outputting 8-bit output data from each

15 transformation unit to a predetermined location within the 32-bit output data.
The logical shift is set to shift to the left by O byte in S5 and SA, 1 b.yte
in -S6 and SB, 2 bytes in S7 and SC, 3 bytes in S8 and S9. Namely,
assuming 8-bit output from the transformation unit as z, 32-bit output can
be represented as [0,0,0,z] (0 shows each of eight bits is 0) in S5 and SA,

20  [0,0,2,0] in S6 and SB, [0,2,0,0] in 87 and SC, [2,0,0,0} in S8 and S9.

It is possible to implement using substitution tables whose input is
8-bit and output is 32-bit, which 1s calculated for directly producing
predetermined output. |

In cases of Figs. 31 and 32, the apparatus can be provided, which

25  performs transformation at higher speed than the transformation used for



di vision" (Japanese Patent Registration No. 2641285 [May 2, 19971). 8-bit
~data is input to the S-box transformation unit 21, and 8-bit data is
~output. The S-box transformation unity,21 is configured by an N-bit (here,
N=8) linear transformation unit 17, a Subfield transformation unit 18, and
20 an N-bit linear transformation un|t 19. The N-bit linear transfornmation
unit -17 perforns operations of 8-bit data. The subfield transformation
unit 18 perforns operations of only 4-bit data which are el ements of

‘Gal oi s File doFenti@b]. EThepheiikowhnieaFid 126)shal fithon ounivhidid flogrler s an
-operation of 8-bit data. Alinear transformation unit 85 of -the N-bit

li near 2bmpianshitioat isqiosibis. 17 is a circuit which perforns the linear
transformation 24 shown in Fig. 14. A linear transformation unit 87 is a

circuit which peFior e whée the BBbxdd M08 TahtRen BRI freRiodhifichPed The
|l inear transformation unit 85 can be replaced by a circuit which perforns

an af fi ngedgeaigb B BRI QEr A ind T $-bBRs], i tﬁﬁsﬁﬁ'ﬁirapﬁon aBRESE d¢ g.oé ed as

one style of affine transformations). Sinmlarly, the |'inear transformtion

uni t 87 5équibed r OBl BEALDY hind! bk khWR Gl RE QLR AR DoLhoRh b #e

transforna o) The linear transformation unit 8 or ns ; .

in el ormnt it TRy ek sRGUPR B SRR thé i lifymhod SanBS T dRL, °

4-bi t da}&Pgégggleggﬁn?éa?gta X are respectively assuned as el enments of
e

the subfie l'ol's 4) and output to the subfield transformation
U I ot BB ek o ] SO 308 kb SR
250, 2 0t SR TP hsd U BB b s
fol ?(W n-ghow_n m Fig. 12, so that the conventional eight respective S-boxes can be
replaced by the S-box first transformation unit 13 and the S-box second
transformation unit 14. |
Fig. 13 shows another eﬁampie of the S-box of the S function unit 20.
Tile concrete configuration is explained in detail in Matui, Sakurai,
15 “Galois Field divigsion circuit and shared circuit for multiplication and
division” (Japanese Patent Registration No. 2641285 [May 2, 1997]).
8-bit data 1s input to the S-box transformation unit 21, and &bit data is
output. The S-box transformation unit 21 is configured by an N-bit (here,
N=8) linear transformation unit 17 , a subfield transformation unit 18, and
20 an N-bit linear transformation unit 19. The N-bit linear transformation unit
17 performs operations of 8-bit data. The subfield transformation unit 18
performs operations of only 4-bit data which are elements of Galois Field GF
(24). The N-bit linear transformation unit 19 performs an operation of
8bit data. A linear transformation unit 85 of the N-bit linear

25  transformation unit 17 is a circuit which performs the hinear transformation



rel ationship can be established as X =Xo+(3 Xl1. (For details, refer to
Mat ui, Sakurai, "Galois Field division . circuit and shared circuit for
mul tiplication and division" (JapanesgsPatent Registration No. 2641285

[ May 2, 19971)). The subfield transformation unit 18 20 is configured only
by operation units each of which perforns operations of 4-bit data. Here,
as an exanple of extracting "subfield", the subfield G- (2m) where n=2m
can be considered for given GF (20. In this exanple, n=8, mr4. -The

subfi el dshownshdfigai 4.0/ limédr tk@nsRoramtiony entel2iemeinrtulti whidht p&dforiss ng t he
subfield constructed by the circuit shown in "Galois Field division 25
circuit tindlinbar etnsforéitiod shownlihiligi ¢81i on and di vi si on" (Patent

Regi stration No. 2641285 [May 2, 19971). As an operation result of this
inverse el emenThei Kt ,tr&lﬂﬁm'nﬂxthjﬂ wat aganghn Gaerepiabed Bata drouiand
Yo), each of which can be assunmed as an elenment of G- (24), are output to

the 5 |1 GeAth tFARHNA! B hfindIMkindérAat@mbid 1HRba fanbictthLadh Renapsuned
as an elenent of G- (28), where Y = Yo + /] Y,. As explained above, this

inversse cqlSABRI k'S btyle 8f GIFRYI trahQfor&RITRH NI SYmTaY] fy *th@Bh}{ear 1/ (Y0
+ (3 X). Further, there are sone ways of taking a "basis such as a

" POl YNON| alnsfbashSonafttt 87 AY bRk pRSES bvyé &r&ﬁﬁr@ﬁﬁﬂffg 8G0HA8 LlREEAt Of
~"finite field" 10 (how to take a basis) in the inverse e?ement circuit. A
first chapgpgter S-bo A t sho in ig.
isto co?rpute dglts%a{is\?\n(}&%aﬁ&glt Wi :ﬂ# Hl%tg;jI %lhglagﬂjﬁal Hﬂ%t thgegblt

W dt h ( St&ﬁfs&}rﬁ siie dg@& ) its bar déigie()?ar ;[J}&en(ﬂﬁﬁl g%fng ﬁg&i W is

e 1nverse efement circult erize per
oper at' OQ&SIBLedlt% B0 EreRldnid8f Balois Field (29). The upper 4-bit data and

10 the lower 4-bit data (X, and X,) of data X are respectively assumed as

elements of the subfield Galois Field (24) and output to the subfield
transformation unit 18. Here, for example, let an element § of GF (28) be an
element WhiCE satisfies the irreducible polynomial X8+X6+X5+X3+1=0, and «

= [ 238 g base of the subfield GF (29 can be represented as [1, ¢, o2, «?]. If
15  the elements of GF(24,X, X, are represented using this, the following.
relationship can be establishedas X’ =X+ 8 %,. (For details, refsr to Matui,
Sakurai, “Galois Field diviston . circuit and  shared  circuit

for multiplication and division” (Japanese Patent Registration No. 2641285
May 2, 1997D). | The  subfield transformation unit 18
20  is configured only by operation units each of which performs operations of

4-bit data.

Here, as an example of extracting “subfield”, the subfield GF (2m)

where n=2m can be considered for given GF (20). In this example, n=8, m=4.

The subfield transformation unit 18 1s an inverse element circuit

25  using the subfield constructed by the circuit shown in “Galois Field division



Al t hough the conputation speed may be decreased by performng only  4-bit
operations. This case has an advantage in that a scale of a whole circuit
can be nuch. smaller than a case of peggform ng operations of 8-bit data.
20 Further, a second characteristic of the S-box transformation unit 21 is
that the Nobit Iinear transformation unit 17 and the N-bit |inear
transformation unit 19, where N = 8, are provided at both sides of the
subfield transformation unit 18. Wien the S-box transformation unit 21 is
i mpl enentiecuitisiargl t bramitbf cbditt rians fonhiplicniani tnd8, divivese | €@aenR5
advantage that a scale of the whole circuit can be reduced and the 26

conf i gur Begrurdteno s 3641285 [Merpar ddomit h s easep@mplody k&gl of this
transformation table T storing random val ues, while on the contrary, the

securi t yimeysdeldaeneasedit, Agyerdi-bel Matd hed iowear 4inastor Ygta'n@”Y Jor the
affine transformations are performed at both sides of the subfield 5

transf or @it @n whith cbh b&Qsklialed he dreditGhémNor OFF (D8, ARCULIIW LEYRE due
to inplementing using the subfield transformation unit 18 can be

r eCOVer ened thildhfork@atibhGuhit 8RR I9-BRASANAT BS BAE HRELEREHES Jat aﬂpot h
sides of the subfield transformation unit 18, however, the | near

transfor JRUAGN 6RO IPE) PRHQE "B §Nlygat OAg e%ép%negna@dw *aﬁ]se % sd he

| i near transformation can be 10 pefforned at one si and I ne

st o SRR CAEoBYPE LALIRSYE sl Sy T Apleng o
e ool A DL R A RO BT
uni t 30. basis” and a “normal basis”, in representing the element of “finite field”
10  (how to take a basis) in the inverse elemeht circuit.
A first characteristic of the S-box transformation unit 21 shown in
Fig. 13 is to compute data Wifh a bit width (4 bits) which is a half of the bit
 width (8 bits) of the data input for the non-linear transformation. Namely,
the inverse element circuit is characterized by performing operations of
15 only 4-bit data.
Although the computation speed may be decréascd by performing only
4-bit operations. This case has an advantage in that a scale of a
whole circuit can be much smalier than a case of performing operations of
8-bit data.
20 Further, a second characteristic of the S-box transformation unit 21 is
that the N-bit linear transformation unit 17 .and the N-bit linear
transformation unit 19, where N = 8, are provided at both sides of the
subfield transformation unit 18. When the S-box transformation unit 21 is
implemented using the subfield transformation unit 18, there is an

25 advantage that a scale of the whole circuit can be reduced and the



Fig.. 30 shows a case in which the key function unit 25 is placed between
the S function unit 25 and the P function unit 30. By enploying the
configuration shown in Fig. 29 or Figeg30, one can have an effect that an
i npl enentati on provi des a hi gher-speed operation 20 than the
configuration shown in Fig. 11 does. Further, by nodifying the generation-:
of the extension keys, the same output can be obtained using the
configuration shown in Fig. 29 or Fig. 30 fromthe sane input as the

conf i gur ednforuratiohi gbecbined nsinglee orveniaredalwithf uncchen wRigloydhgwa i n
Fig. 26, two S functions are provided, in each of which first an

oper at i otrawistdin2ftidheablt @Nstrink @gndsmpeafiwsBehide b hes c@ﬁtﬁ@_ﬁr thd on of
the S function is 27 perforned. On the contrary, in the case shown in

Fig. 29, seeurfty Md§Ché Mcrdblied. 2&@@%@196%@&@@@ trhfaforslad@Rsofr the F
function. In the case shown in Fig. 30,"the key function unit 25 is

pl aced bﬁﬁﬂ@”‘cr‘éﬁl@f@n{dﬁ&{é OfrdiNhdrfgnddd ot Not GURG! 1N tHB1 tsuBBield Fi O
43 shows a case in which the non-linear transformation unit F shown in

Fig. 28 {1$nMenssh ivhit e eRCENRL kR xJé&h&u&QQJfoffhet b&e YdRlel QiU ¢ 500

shown in Fig. 3. Left datais |nput to the non-linear tr nsformatlon uni t

Fas F 1 out put
e HPREARhE Bnlai A el gt iAo Bb R Bl DU |

Lo the nontti Reatt ParBeormbt mARH e iithe SCRoldinet bl detaal 2 10,
o ne SR e bl 48 lg@sgve%stﬂ B3l B Rk P b Sund

In the conlguratlons IOI']SO

g(ra“r ]E O?ﬁégexiqerrflﬁé i f E)Iﬁtg%}&l in a%bt}ﬁerll'dwgﬁ %hp {Iye%%ttlrgﬂs Oi?l!ntat]%]l canebe

10 performed at one side, and the affine transformation can be performed at the

-(

other side.
Fig. 29 shows a case in which the key function unit 25 shown in
Fig. 11, that 1s, the key function unit 25 placed before fhe S function unit
20 and the P function unit 30, is now placed after the S function unit 20
15 - and the P function unit 30.
Fig. 30 shows a case in which the key function unit 25 is placed
between the S function unit 25 and the P function unit 30.
By employing the configuration shown in Fig. 29 ér Fig. 30, one can
have an effect that anr mmplementation provides a higher-speed operation
20 than the configuration shown in Fig. 11 does. Further, by modifying the
generation ‘of the extension keys, the same output can be obtained using
the configuration shown in Fig. 29 or Fig. 30 from the same input as the
configuration of Fig. 11. In the conventional F function unit shown in Fig.
26, two S functions are provided, in each of which first an operation with

25  the extension key is performed and then an operation of the S function is



transformati on unit F, so the operation |oad becones large within the
non-1linear transformation unit F.” An exanple case in which a higher-speed
processing can be achieved by distribyting the operation |load of the
non-linear transformation unit F will be explained belowreferring to the
20 figures. Fig. 44 shows a case in which the non-linear transformation
unit Fis wused. The non-linear transformation unit F is one where the key
~function unit 25 is renpved fromthe non-linear transformation unit F

shown i npEifgrméd. ORhehexbRBGFQNiKENe kasé Shi@Reth Wikh obefd keat@nk@o@t an
XOR circuit 891. 25 Further, the extension key k2 is XORed with right data

Ro at anuXQResiis glhded 297he TRl Rhke SRYRe IS fiditn. t IntidR BRA-HRERL

transformation unit F as the F 28 function input data 10, and transforned

by the SHismel tiRNkdiPfuincBBn &M 2% Plac I SRR HRIg ﬁé@tiogﬁlﬁyﬁﬂ hp@ht he XOR

circuit 297 and the F function output data 40 are XORed at an XOR circuit
290 to oplpubiibselibhitdata LI. On the other hand, the key generating units
300, 600 performan 5 XOR operation of the extension keys kl and k2 and

qutpus the modrld ofh sXLENS KON, E%ehilchihe RBE IR YraRlioRhA1iE HER 61 r cul ! |

891 and the extension key Ki are circul 0 out put

the righ A Ih riat i ngigr : mpdi f v fhe extension
keys to E%%ﬂgﬁgﬁggd%%ﬁﬁ% gﬁg%ﬁﬁkﬁgg F P%gg§ﬁggﬂ?9??h%¥%$WP§Pan8 key
generat i i - 10 , 600 supply the nodified extension keys to the
processeggggﬁ%rﬁI%&%'q?he non-1linear function process (F) to operate with

e ot 25 et Rl BT b Bt SR B e Ao
modi f i ed'flﬁigtﬁﬂsi%tkﬁ%% %b,e a%@%l ifﬁﬁictﬁo% to%?pl%r_ SE2 AP 10 ton rut. The F
10 function output data 40 is XORed with right data, and the XORed result
becomes left data of the next round. - When the left data is input to.the
non-]jﬁear transformation unit F as the F function input data 10, at the same
time, the left data is used as right data of the next round. In the
configuration shown in Fig. 43, operations of the key function unit 25, the $
15 | function unit 20, and the P fu-nctiqn unit 30 are.performed in the non-linear
transformation unit ¥, so the operation load becomes large within the
non-hnear transformation unit F. An example case in which a higher-speed
processing can be achieved by diétributing the operation load of the
non-hnear transformation unit F will be explained below referring to the

20  figures.

| Fig. 44 shows a case in which the non-linear transformation unit F is
used. The non-linear transformation unit ¥ is one where the key function unit
25 1s removed from the non-linear transformation unit F shown in Fig..48.
The extension key ki is XORed with left data Lo at an XOR circuit 891.
25 Further, the extension key ks is XORed with right data Ro at an XOR circuit

297. The left data 1s input to the non-linear transformation unit F as the F



15 than the non-linear function process (F) and operated with the data,
and consequently, the operations with the key data can be perforned
outside the non-linear function unitsf, nanely, at the XOR circuits 297
and 298, while the operations of the S function unit 20 and the P
function unit 30 are perforned in the non-linear function unit F .
Therefore, the operations 20 of the key function unit 25 are elim nated
fromthe non-linear function unit F, and the |oad of the non-Iinear

f unct i onfumitionRAripsit diegs rlilh woddtrankformednbp lths Safurtvtgh- epeeld and the P

i npl ementation. Fig. 45 shows a case in which operations of the whitening
ext ensi ofurciipn kit 38 eOpéewdiofrmed tias XGR lcirasit G5 amd ohs Fofundimnoddient
extension keys in 25 the configuration shown in Fig. 44. Fig. 45 shows a
case in WhiectD areXded28 amgBOd atrewg 200ito optretilefislaya per f or ns an XOR '
operation of -a part of the whitening extension key kw high and the first
ext ensi on key @n thamehgr, hiand, theykgergenatatime umiits 860 G06spétfermxarensi on
key) and supplies the operation result to the XOR circuit 891. 5 The
figure aK&R sdpewstien casthd mxvdrisitn theyskey gehdpabhdgoutpiat ther evédifisdy
perfornms an XOR operation of a part of the whitening extension key kwnow

and the sewasdnekicenki-oit. keThk2 o(beue|By, of hehk KOBerpeatt ®Y1uant thedi fi es
t he extension key) and supplies the operation result to the XOR circuit

297. 10 bxtehbBion key k;tRe @peXORednadtant NOXGR Gl 298 tto2@Spuiopde +idhEi 9. 44
can be elimnated. Further, in a case shown'in Fig. 45, the key

gener at i ggtauni The PREF Ogéﬂéréﬁing(cﬁnﬂ@ es@d,i 800 Ofodifpatie Cé&téﬁioﬂ\hké)%n k&9
e

ext ensi on key kw2i ow and the extension key kl7 (namely, th

gener at i BgndtAtd afi@YulhESkHIE, k%e!&%ﬁ” kewwﬁﬂsd BHPREY %énéﬂ%nfgpﬁﬁﬁé' on
result to the XOR circuit 299." Yet
10 300, 600 supply the modified eXi;_enSlon keys to the processes other
than the non-linear function process (F) to operate with the data. As a
'i'esi:lt, left data Lis and right &ata RIé become the same as the left data Lis and
the right data Rig in case of Fig. 43.
The modified extension keys are supplied to the processes other
15 than the non-linear function process (F) and operated with the data, and
consequently, the operations with the key data can be performed outside
‘the non-hnear function umt F, namely, at the XOR circuits 297 and 298,
while the operations of the S function unit 20 and the P function unit 30
are performed in the non-linear function unit F. Therefore, the operations
20  of the key function unit 25 are eliminated from the non-linear function unit
F, and the load of the non-Iinear function unit F is distributed, which enables a
high-speed implementation.
Flg 45 shows a case in which operations of the whitening extension key

kw; are performed as well as operations of the other extension keys in

25  the configuration shown in Fig. 44. Fig. 45 shows a case in which the key



15 further, the key generating unit perforns an XOR operation of the other
part of the whitening extension key kw2l agh and the extension key k18
(nanmely, the key generating unit nodp§ies the extension key) and supplies
the operation result to the XOR circuit 892. In this way, the operation
of the XOR circuit 296 shown in Fig. 44 is 20 elimnated. Fig. 46 shows a
case in which the key function unit 25 is renoved fromthe non-linear
function unit F, and instead, the key generating unit supplies the

ext ensi opekeyting aitiher¥d8usis quirfor2®8 ash&ORheparanidn p€ad pdrinet ikhe uni t
F is configured as shown in Fig. 29. 25 Fig. 47 shows a case in which the
key functimtening tex2éndin keOk®eh;30and theonfilke eRtendibmdak, ki GghbBNthai t F,
and instead, the key generating unit supplies the non-linearly '

transf or keg gxbenshe ke mddifilt khet extbheioXQy) CArd Hirbp RES thb @petiigon

non-linear function unit .F is configured as shown in Fig. 30. In.the case

of Fig. Adsult hetisaROPR qkigy1 as perfornmed by the P 5 function process is
performed on the key data to generate non-linearly transforned key data,

and the non-|ipgarfiyutd s AHRA ketadatid khishPild &dy LOnihRikY QRGSSes

ot her than the non-Tinear function process (F) for procéssing data to be

oper at edpi‘\i\;igu%lg}j% ﬁé%ntﬁt@rgéggeﬂfcﬁ&lk?h PARCESH NG e %].le%telgsg&? Ocases

of Figs. 46 an ecause ey function unit 25 is ellmnat from

B TR
262t o0 RN IR STV IELLIR OIS oSSR SRR
whi ch enabl.es &~ hi gh-speed processing. - .
10 In this way, the operation at the XOR circuit 293 shown in Fig. 44 can
be eliminated. Further, in a case shown'in Fig. 45, the key generating unit
performs an XOR operation of a'part of théfwhitening ex%:en‘sion key kwméw .
énd the extensioﬁ keg-r kn‘ {(namely, the key generating unit modifies the
extension key) and supplies the operation result to the XOR circuit 299. Yet
15 further,_ the 7k_ey generating unit performs an XOR operation of the other part of
the_ whitening extenéion key kwanign and the extension key kis (namely, the key
generating unit modifies the extension key) and supplies the operation result to
the XOR circuit 892.
In this way, the operation of the XOR circuit 296 shown in Fig. 44 is
26 ehminated.

Fig. 46 shows a case in which the key function unit 25 is removed
from the non-linear function unit ¥, and instead, the key generating unit
supphes the extension key k to the XOR circuit 298 when the non-linear
function unit F is configured as shown in Fig. 29.

25 Fig. 47 shows a case 1n which the key function unit 25 is removed



15 Enbodi nent 3. Fig. 16 shows a configuration of the key generating unit
300 (or the key. generating unit 600) shown in Fig. 1. The key generating
unit 300 includes a bit length transfggmation unit 20 310, a first Gbit
key transformation unit 320, a second Gbit key transformation unit 330,
and a key shifting unit 340. Fromthe input key data having 128 bits, 192
bits, or 256 bits, the key generating unit 300 generates 128-bit key data
KI and 128-bit key data K2, and outputs plural 64-bit extension keys. The
bit | engfiond rthashai-imtao funaiién 3ddt cBnued t :istdae, Zhebkéy | @ngtdtied Wwiie key
data to be output so that the bit Iength of the output key 31 data
becones §ipgsiteetha nén-likealklgy tetatidohayvd nextehibar key 1uPtiSr t@fthbi KOR s
input. In other - words, the bit length transformation unit 310 generates

- key dat air&ishi 98 whet'RRE mohZBndir fundfidn ket Fadsacobiiiswrad ak @WBHNn1i28FRi ts and
outputs the fornmer to the first Gbit key transformation unit 320 and the
key shifBongIf i taddQf Ftsg.t@@,r thé hfuh@tdRiratisn O3 Pilefdrehddh@yserone G bit
key transformation unit 330 and the key shifting unit 340. Further,

128-hi t hﬁi/cti(ﬂ@%{ﬁomgc{k ipRrfpmidRed tRSUkdy Hathhfy f%&%l%?éte?%@ntm?e&{ﬂjtrt er is

output to the irst Gbit key transformation unit Fig. 17 shows

Do, e CRaERIARY Ry Hit: bl HROGR @R ARIRIARIUILE dakliStloplflien | De

- 128-bi t ata is’input to t ength transforndtion unit , the

any. chante TEDRIRET A 38rA Ve A LR B lorl PRAPERD B MBS "ong

out put .

data to be operated With the data as the key data for processing data. In
both cases of Figs. 46 and 47, because the key function unit 25 is eliminated
10  from the non-linear function unit F, the operailtioﬁ load of the non-linear
function ﬁnit F is reduced, and the op-gration of the XOR circuit 298 located
: outsi.de the non-linear function unit F caﬁ be performed in parallel Wiﬂl the
operations performed by the non-linear function unit ¥, which enables a
high-speed prbcessing-
15 | |
Embodiment 3.
Fig. 16 shows a configuration of the key generating unit 300 (or the key
generating unit 600) shown in Fig. 1.
The key generating unit 300 includes a bit length transfdr_matian unit
20 310, a first G-bit key transformation umit 320, a second G-bit key
transformation unit 330, and a key shifting unit 340. From the input key data
having 128 bits, 192 bits, or 256 bits, the key generating umnit 300
generates 128-bit key data K; and 128-bit key data Kg, and outputs plural
64-bit extension keys. The bit length transformation unit 310 converts the

25  bit length of the key data to be output so that the bit length of the output key



15 When the 192-bit key data is input to the bit length transfornmation
unit 310, the upper 128-bit data of the input key data is output as the
upper 128-bit key data SKh gh wi thoug;any change. Further, the |ower
128-bit key data SKI., is generated by conbining the Iower 64 bits of the
input 192-bit key data and the inverse 64-bit data, which is generated by
inverting the 20 lower 64-bit data of the input 192-bit key data, and
~out put. Wien 256-bit key data is input, the upper -128-bit data of the

i nput  kéytadbbeomes G euiveasifSie by dutd hining olerdit8nbibedaifabits 1©ut put
as SKIow. An XOR data of the 128-bit key data SKhigh and SKKow is input to
the firglpu® bid okeyr Wwoadhs frhe it ledpthntrandemiaton e DIt sbeiatds key
transformation 25 unit 310, operated by two round non-1linear

transf or 8@gal SR, FAReseri 2 bith endZcet AREY SKL8 Blidwie Y28 Bid Sthb@puts
further, operated by two round non-linear transfornations, and 128-bit

key dat agidl forfnc@UoPiMe. fiddh &bt Bey €PN atihie ukRY3ZRhALI AR ULyt Shikige bi t
|l ength transformation unit 310 Is 128 bits, the key shifting unit 340

generat egpithez axt enplipthekeYinesi RGerd itNQulgs bid HRY dabagoutpyt fLem the
first Gbit key transformation unit 320 and the key data originally input.

WA h __ ' _ X ) _ _ X

Uit 1 0rPEStsflion Rk S0 CIEMIRM, SutiCaticisad CROkhe 105 LR BB hd |

£ G bi ‘ ‘. . . ) ¢ .

G it keotis KNG SEAR SORRL QR0 (iElopfer i REE 1408 's bRubidfeq 36€30°

dat a SKi Br%@%?{ﬁéfﬁa?%fo%ﬂ%do%%t%Qp.'l i near transformations, and 128-bit
s out put. Tw

key data _ O pleces of 128-bit key data, fromthe first

Gbit key trapsfaor-mation.unit 320 and e _second G hit t r.ansf or mati on
ani't 330 are PRI pak SpRERES hhh R Thsth Hrinsd it g i

340 ﬁ]ﬁneé es the extension key using the two pieces of 128-bit key data
~and the g@/,data'origi nal |y :

' -~ When the 128-bit key data is iput to the bit length.transformation. unit
310, the ‘input key data is output as key data SKuien of the upper 128 bits
~ without any change. Further, key .data SKiow of the lower 128 bits is set.to 0
and output. |
15 When the 192-bat kéy data is mput to the bit length transformation
unit 310, the upper 128-bit data of the input key data is output as the upper
128-bit key data SKnigh without any change. Further, the lower 128-bit key data
SKiow 18 generated by combining the lower 64 bits of the input 192-bit
key data and the inverse 64-bit data, which is generated by inverting the
20  lower 64-bit data of the input 192-bit key data, and output.

When 256-bit key data is wnput, the upper 128-bit data of the input

| key data is output as SKhich, and the lower 128-bit data is output as SKiow.
- An XOR data of the 128-bit key data SKhign and SKiw is input to the
first G-bit key transformation unit 320 from the bit length transformation

25 unit 310, operated by two round non-linear transformations, XORed with the



15 input. The key shifting unit 340 includes a shift register A 341, a
shift register B 342, a shift register C 343, a shift register D 344, and
a shift control unit 345. The shift ggntrol unit 345 outputs a sel ect
signal 346 to each of the shift registers to control the operations of
the shift registers. 20 Fig. 18 shows a configuration of the shift
regi ster A341. The shift register A 341 includes a selector A 347 having a
group of switches for 128 bits and a register A 348 having 128 bits. A

sel ect sippal 12844t ilngl Wdes BKswi, t fuvtisdrgopbrated i byliwat eotind cosndiekasl | t he
switches of the selector A 347 at the sanme tine to either of A side .and B

si de. Tharahbfiufiitidhssheis 28-hiekss daalj efvdtpat.group of switches of the
sel ector A 347 has selected 33 A based on the select signal 346, and in

this case, thewlirg ﬂieﬁlénﬁﬂﬁéﬁtlﬁe]iéyoﬁé]ﬁa idputt @b 8hé BRALNST tlartsforibaidel t by
17 bits. Further, when t group of switches is connected to B, the

regi st er ufitRENfQrYB Hife thokay lsﬁﬁﬁhgaﬁhf 34@) %eﬁ&eaté§me &sarteﬁéoﬁ' g usidde
15-bit shift or 17-bit shift is performed by one clock cycle. The nunber

of shyftimgrdi-bs k@%ﬁﬁt&l Zﬁtﬂlﬁ; RAE Rk ﬁmlﬁﬁey %ﬁs@rﬂﬂtléﬁlﬁﬁﬁr%

shifting bits can be applied. Fig. hows & part of contr

t d t t I

Storing o%vﬁﬁyaﬁé*ﬂ%&ﬂ%ﬂ%"inﬁ;t"é@ééﬁ}ﬂ LR R sty ﬁﬁexam e,

n the 1 i) GradbGaRbG6h (AbIS0 Al 16810 65056 BEK ! 198 iSREFihEed Lo
FES

shift by e secon cl ock, peci Shlk% by

LFELE?r'ééIR&H§%EC|EHE%{k%bgﬁ% ﬁ%gsﬁénﬁﬁﬁg Qﬁ# eac %5Fﬁ?ﬁé£$ﬁ¥g% %rough
the ei ghgehcoﬁldoé lf)’lt ﬂ{ey t%ans%grengla‘gulal? dlu;[lg 3%6' 5&)]59&’(1 17thb|t}tle Tower 128-bit key
10 data SKhw, operated by two round non'hnear transformations, and 128-bit key
data Kz is output. Two pieces of 128-bit key data, from the first G-bit key
~ fransformation unit 320 and the second G-bit key transformation unit 330, are
output to the key shifting unit 340. The key shifting unit 340 generates the
extension key using the two pieces of 128-bit key data and the key data originally
15 1nput. |
The key shifting unit 340 includes a shift register A 341, a shift register
B 342, a shift register C 343, a shift register D 344, and a shift control unit 345.
The shift control unit 345 outputs a select signal 346 to each of the shift registers
to control the operations of the shift registers.
20 Fig. 18 shows a configuration of the shift register A341.
The shift register A 341 mncludes a selector A 347 having a group of
switches for 128 bits and a register A 348 having 128 bits. A seleét signal
346 includes a switch signal te indicate to connect all the switches of the
selector A 347 at the same time to either of A side and B side. The figure

25  shows a case in which the group of switches of the selector A 347 has selected



15 Fig. 20 shows a control result under which the shift control unit 345
controls each shift register using the table shown in Fig. 19 incase of
generating the extension key fromthgg128-bit key data. The upper 128-bit
key data SK,igh input fromthe bit length transformation unit 310 is set
in the shift register A 341. The 128-bit key 20 data Ki output fromthe
first Gbit key transformation unit 320 is set in the shift register B
342. Under this condition, the shift register A 341 and the .'Shift -~
regi st er ABa34@ oapibe abkcbaipec! 861 ed tonhisahsd, dhb eegistamA i3d8egford®.a | n
“Fig. 20, data in'a colum having a slant shows to be ignored and not to be
out put . fahfiohal Hié& of fiey 1«folbynT’s bitse Buitthut, volsere Xhe RIOWR ok eWsichss shown i n
Fig. 25 21. 34 Fig. 21 shows a correspondence between the value of the

regi st er goraiRdted e eohcaRgiRer KGridring thaGotdtamm] ahTase thaieshbe 5 s
shifts are perfornmed by 15 bits at each clock, and fromthe fifth cl ock,

shifts arRe REHiPSHRLLMYT BT dhiftSs BbriBAREA BY 08K clock dpeei Sion to output or
not to output the upper 64 bits and the lower 64 bits fromthe shift

regi sfer A 34ITROHubdRr SPERASBIE (S, 1B) B4caT ckhfpted GRIoPRekSYmBBA 1 1S

outputting order are specified in the control table, which i1s not shown in

the fi gws%'ftﬁf%dh' S di u9pli@at he control table, by outputting the sel ect
signal 346 incC ulggng an %gt put instruction signal to the shift register,

t he ext ension gy 1iy: fr ' i -y i Fig.
22 shows a cagg%i%93ﬂ¥%ﬁ;?H%&gkfghgﬁg%ﬁﬁg§ﬁ?g&%g%§g§§%§ﬁ¥ﬁdﬁ$#ﬁglﬁﬁgz-bit
or 256- b?&t-) key data. Nanely, the upper 128-bit key data SKhi gh input from

the bit Tength transformation unit 310 is set in the shift register A
341, t he | OWerTl%g gél?tlrgl %(aﬁe is a table storing how many bits the register shifts at

10 each élock. For example, in the register A control tabl'e, at the first clock, it is
spectfied to shift by 15 bits. And, at the second clock, it is specified to shift by
further 15 bits. Similarly, at eéch of the third clock and the fourth clock, it is
specified to shift by 15 bits. At each of the fifth through the eighth clock, it is
specified to shift by 17 bits. _

15 Fig. 20 shows a controlr result under which the shift control unit 345
controls each shift register using the table shown in Fig. 19 in case of generating
the extension key from the 128-bit key data.

The upper 128-bit key data SKugen input from the bit length
transformation unit 310 is set in the shift registér A 341. The 128-bit key

20 data Ki output from the first G-bit key transformation unit 320 is set in the
shift register B 342. Under this condition, the shift register A 341 and the
shift register B 342 operate based on the control table shown in Fig. 19. In
Fig. 20, data in a column having a slant shows to be ignored and not to be -
output. Data in the other columns are output as extension kéys as shown in Fig.

25 2L



15 data SKiowis set in the shift register B 342, the 128-bit key data Ki
output fromthe first Gbit key transformation unit 320 is set in the
shift register C 343, and the 128-bi4y key data K2 output fromthe second
G bit key transformation unit 330 is set in the shift register D 344.
Data in a colum having a slant shows keys not used for the extension -20
keys. Fig. 23 shows a correspondence between the value of the register and
. the extension key. The keys not used for the extension keys and the

cor r espondencefighgl whewstzheorraspomdehed betwegi ticevalandftthe registersi aoml key
shown in Fig. 23 are 25 stored in the control table located-in the.
control | e ex@bnsidskehiown in Fig. 19, the shift control unit 345 stores the
nunber of bits for shifting the key data-set in the shift register A 341.

Narmely, the emenskBiwkeyasaiitwiacbat edifteaeqiforhlod 1BY15bith bt bgcH he key
data set in the shift register A 341 by Zo =.0 bit, Zi = 15 bits, Z2 = 45

bits, Z3:5c80R Fom FHe Fifdt cRickS shifteZBrep8ffolib8 byZ87 Yidsl abichsh cRlt. Z7

=128 bits as shown in the shift register A control table. The sum of the

numbey ofegBlohtioN it & HS&%%u%@ﬁé%ﬁ%éfé@ & - it blver 6W2Sits B0t hat
the 128-bit register perforns the 128-Dbit rotational shift and the

regi ster. 44 At LS. - of the
number - oleenease e ad o FURIEIseTD 2 R R ok Ry ST R

[ 201 St er dulchifik Yillor Bpd BFcdiflbd A th8 | Bl iBbkN Hnihgs db@XhoRCHLRR! NG can

be starte ce | e next processing is assigned to the register of
RS A M T R,
IS “including an output instruction signal to the shift register, the extension key is
10 oﬁtbut from each shift register by 64 bits.
Fig. 22 shows a case in which the extension key is generated from the
-192-bit or 256-bit key data.
Namely, the upper 128-bit key data SKhign input from fhe bit length
transformation unit 310 is set in the shift register A 341, the lower 128-bit key
15  data SKiow 18 set in the shift register B 342, the 128-bit key data K; output
from the first G-bit kéy transformation unit 320 is set in the shift register C
343, and the 128-bit key data K output from the second G-bit key
transformation unit 330 is set in the shift register D 344.
Data in. a column having a slant shows keys not used for the extension
20  keys.
Fig. 23 shows a correspondence between the value of the register and the
extension key. |
The keyé not used for the extension keys and the correspondence

between the value of the register and the extension key shown in Fig. 23 are

25 stored in the control table located in the controller.



15 started fromthe initial status, and accordingly, both of the )
transformation (encryption) and the inverse transformation (decryption)
can be perforned by setting the initggl status. Further, the reason why
the sum of the nunber of shifting bits is not nade greater than 128 bits
(the nunber of bits of the register) is to prevent the generation of

i dentical values as the status within 20 the sanme shift register due to
performng the shift nore than one cycle (greater than 128 bits of
shift). This iAksbhoanss, Fiporlexdepilaft gertrar mbiig34hetoresttheimomabeshf ft by
2 bits, which is less than 128 bits (the nunber of bits of the register)
and per flomaifog shifeingotlat kepalatshsdtt rothd 3hifi tegistehi/cB4ils Yaeadler thdan
128 bits (the nunber of bits of the register), produce the identical

val ue. |éxtessiodSkdesircagdrerhted eéqsminliyabyehifting tie: kegidate ketuimdthe
control table that, on performng the shifts of the register by one cycle,
the nunégt @bisséd A BUD Yy, =S0 var Zes 16miegdh abybitd) e uaD Bibe Zore7 THiES, €.
However, in order to facilitate the configuration of the shift register,
it ig degixedhi@ Bhtfill Bis, 4EZf + 189 by ERERoRE iRithS shilhicafier & coMiiel
register 1s configured to performtwo 5 kinds of shifts by 15 bits and 17
bits (atyqpe clock), and the shift operation by different nunber of bits
can be inplenented using the two kinds of shifts, according to the

fol 'owi ng proopguregyget phe ghatiQnngor that Zinififd = vids (NBb&méd - Z0
=Bi), 22 -Z1 =30 (namely, 22 - ZI = 2Bl), therefore, 22 - 21 = 2(Z -

Cel atf on 2o phar SELIRLYEET & o8 N IndCOL 100 g FABI T nnfis BE (D¢
26 - Z5 T2 t rtRELE b ﬁgﬁhégﬁgﬁs@é&%m > oiga}l\éﬁi@hm Sféittgg. di fferences

bet ween e nunbers o g S are nma “bits an bits, or 17
bits. and 34 bi and t numer of sshiftin hi8.(30.bi.-ts bits) is
cet 18"an 1 nt eppareipeTy B8 fatRlphbotiBihe Riedic fulle B B 2 (12
bits and

(the number of bits of the register) to return to the initial status is that the
next processing can be started at once if the next processing is assigned to the
register of the initial status. Further, in case of performing an inverse
- transformation (decryption), the process for generating the extension key is

15 staried from the initial status, and accordingly, both of the transformation
{encryption) and the inverse transformation (decryption) can be performed by
setting the i_;iitial status. Further, the reason why the sum of the number of
shifting bits is not made greatef than 128 bits (the number of bits of the
register) is to prevent the generation of identical values as the status within

20 the same shift register due to performing the shift more than one cycle
(greater than 128 bits of shift). This is because, for example, performing the
rotational shift by 2 bits, which is less than 128 bits {the number of bits of the
register) and performing the rotational shift of 130 bits, which is greater than
128 bits (the number of bits of the register), produce the identical value. It is

25  desirable to set such values in the register A



15 17 bits) for one time shifting. In this way, as the differences of the
nunber of shifting bits are set to either the nunber of shifting bits for
one time or the nultiple by the integgg which is greater than two (I
‘tinmes, | is an integer greater than 2) and the nunber of shifting bits
for one tine, by operating the shift register A 341 one 20 tinme or two
times (I times), it is possible to easily inplenent shift operations of
whi ch the nunber of shifting bits stored in the control table. To operate
two ti nasitedl tabieshatreanpetfoaimihbehestifts afahat te@istbt niystwes cyeie hthavo
clocks (I clocks) of the operation clock supplied for operating the shift
regi st er ndmdbét of BRifeingdsits hhfiek Merebulzinige shiiouigh thierms) cydiat Héwevdy pher

data and the 25 lower data of the shifted data up to |l - I times (2 - 1 =
1 tinme) @dRritefaribithtdthedddfigi@atioh o sleslshidy ré@i@ceﬁxﬂs @éﬂ&é@fb(ﬁkﬁyshlﬁﬂﬁ
exanple, in case of shifting from Zi = 15 to Z2 45, | (Z22 - Z|)/(the

nunber ofheShkéd nbghBUrlsY Hts. OMBekd B, one(lé?lsteﬂfll) édl.rﬂlgur%d t@%xﬁ@w&e
hi gher data and the | ower data of the shifted data after. shifting I - 1

ti mesy ( Zkimbsof khiftd By 13 Eu:é %ﬁrﬁﬂbﬁﬁ dafib e BRELY %%‘3 fifer sﬂﬁeo&r%ﬁbﬁﬂ%} on

key. This can be seen in Fig. 20, in which the colums. of Key[8] &dnd
key[ 9] h N f t ensi on
ovs. . AnaierEhE Rub @ Brb éﬂﬁfébhﬁg‘ﬁ%?m B e e R e ™ e

Shlfted f (2 tines) is or are used asthe
Q%E%%glﬁh‘rih%%ﬁg{vglg i)rtt)ée%e

ext ensi on S can een in Fi g 20, which shows key[12] and

key[ 13] are tg';]ﬁ n%%l?a&fl gtheg{&tflnm ESXﬁereT rga %y Ehe ift

operati on based hé integer =~ grea ‘er han t i's” enpl oyed
e ) oS L, i, R
(= 1?0 gﬂ_lftbll'etg%stgrr BSC]()n(trol tabl)é Sgt tl?le reiatlon S{) ﬁhaw ¢ Va%!iﬁlslexteh% -
2B9), Zg — Zs = 17 (namely, Zs — Zs = Bo), therefore, Zs — Zs = 2(Zg — Zs). Namely,
the differences between the numbers of shifting bits are made 15 bits and 30
bits, or 17 bits and 34 bits, and the number of shifting bits (30 bits or 34 bits) 1s
set to an integral multiple (2 times = I times) of the number of hits (15 bits and
15 17 bits) for one time shifting.

In this way, as the diffefenges of the number of shifting bits are set to
éither the numbér of shifting bits for one time or the multiple by the integer
which is greater than two (I times, I is an integer greater than 2) and the
number of shifting bits for one time, by operating the shift register A 341 one

20 time or two times (I times), it is possible to easily implement shift operations
of which the number of shifting bits stored in the confrol table. To operate two
times (I times) means that the shift operation finishes with two clocks (I
clocks) of the operation clock supplied for operating the shift register A 341.

Here, on shifting I times (two times), both the higher data and the

25  lower data of the shifted data up to I — 1 times (2 — 1 = 1 time) are ignored



15 of shifts and further to inprove the security. And, the reason why the
cases are provided in which the shifted data is not used for the
extension key is also to inprove theggecurity. It is desired to generate
the data which is not used for the extension key (in Figs. 20 and 22,
keys of columms having . slants, which are not used for the 20 extension
keys) when, for exanple, the processing of the hardware or the processing
of the programi's not consecutively performed. For concrete exanples, in
Fig. 3, ahdiaze desiused footige oeteaimskehn datr axuingie, tinecasp erfathifbing: Hrhnt he
normal data transformation unit (FL) and the inverse data transformation
unit (FLZ1¥ &8 Petior redZ, or Zp&tlar eumbenbf ehifistig hiteparatd Wme) or(485- at
idle tinmes of processes or switching tinmes of processes such as a 38
function1grild =by andhedh ake lshubrdays iael tal lowear data ohtles sbiftechdatt i ng
process. The characteristics, of the control table showm in Fig. 19 is

t hat theafiePBhifein t13b|1€t11§@§<¢2f—l BS 1 bignd)ladeeien6fedsihd tird hodidssd Fhr Bhe = 8 X
2 -1=15 (B1= 8 X §| 5 -1, where Ji is an integer greater than 1) and the

nunbey OfxipRkidn REy.bitSs ehnBie se@n X Fi % @Glfn @BEch tBeXoldmhislof MOERE J2 is

an integer greater than 0, J1 = J2 or To set the shifting anmount

toa 1 8?1% bRGIdIH:R8 rs@énﬁ“é]ﬁév@hfg Hat8hkse k@ys :QFer AR Bdd®r $hs bkidnsield

bits, which Ihproves the securlty conpared wth performng the shift only -

by even Eq{ré AL it ‘% BPe%@t{) H Qf %et %i‘t&‘!&% %&@& 10w & td%&adgi"a

.pr ocessin unit 1s ma It unit, IS, even ts unit si nce
th hi f h
Che S RS sl oo %ﬁ;&é GERk i b ol 0o e

commns SR i UL, A BNOPSH B MR o
that (} hi 5 ou pq}.tfa{s t(ip atglilglgn elyrs]g | -

The reasons why the shift operation bésed on multiple by the integer
greater than two is employed as described abov-e are to enable to perform the
shifting of not only 15 bits or 17 bits, but also 30 (= 15X2) bité, 34 (= 17X2)
bits (or 45 (= 15X 3) bits or 51 (= 17 % 3) bits, etc.), which varies the number

15  of shifts and further to improve the security. And, the reason why the cases
are provided in which the shifted data is not used for the extension key is also
to improve the security.

It is desired to generate the data which is not used for the extension
key (in Figs. 20 and 22, keys of columns having slants, which are not used for the

20 extension keys) When, for example', the processing of the hardware or the
processing of the program is not consecutively performed. For concrete
examples, in Fig. 3, it is desired to generate such data when the operations of the
normal data transformation wunit (FL) and the inverse data

transformation unit {FL'1) are performed, or before or after such operations or

25 at idle times of processes or switching times of processes such as a



15 the hardware which can shift only 1 bit, there are cases possible to
performa high-speed processing. In the above description of the bit

| ength transformation unit 310, threggkinds of bit widths of key data are
i nput. Even when the key data having Qbit length, in which Qis between
128 bits (G bits) and 256 bits (2G 20 bits) (G&GQ<2G, the bit length
transformation unit 310 can extend the key data to the sane size of the
key data when the 256-bit key data is input, using sonme kind of

al gori t hfanchiapekyll when flgrdey #lafuvbrbatinegedlgngt harofintdruphiledndlsndet ween
G bits and 2G bits, is input, the bit length transformation unit 310 can
convert. phgekgy data of Qbits into the key data of 25 2G bits. 39 Next,
non- exi stence proof of an equivalent key will be explained. referring to

“Fig. 34. In thené ehhexdtbeisaxplbanati @ntRfl fable sBdwn'ih' FAEN @5 tRat AR
operation. Here, it is assuned to input two 128-bit key data SKI and SK2

(SKI 5 éon%@)tab@ otifigd thhguibbr besiatiag hansf B ﬂ@tx on uBith (B1Q pufjput s

SKI high = SKI = (SKH | SKL1) from SKI and SK2high = SK2 = (SKH2 | SKL2)
fr om K2 t nd
o, s e RSy PoUERR l r S SY

f SKHl 2_ A b
cai d "ot resat &k BR wE b BRCE Slis HpRiek e irm b gt By P
th A d +
thgste WO %o'ﬁﬂdg% o% non-%@a&ns tgor%a?ﬁo(?\fsther %Q%%Lﬁéﬁiﬁl%lﬁa‘%f &&ﬁ%;lt gg(A
Al AB) pglffo%l &egghﬁp%ysﬁ&"b%.é %%ﬂeﬁég%es the securlty compared with

performing the shift only by even bits, since the operation of the extension key

10  1in the data processing umt 1s 'made by 8-bit unit, that is, even,bif;s unit. And
since the shifting amount can be set by adding/subtracting 1 bit to/from the
multiple of 8, for example, on some CPU which has only 1-bit shifting command,
the shift operation suéh as above performs a high-speed processing comparéd
With shifting ioy 3 bats or b bits. And also, in case that this shift operation using

15  the hardware which can shift bnly 1 bit, there are cases possible to perform a
high-speed processing.

In the above description of the bit 1éngth transformation unit 310,
three kinds of bit widths of key data are input. Even when the key data
having @ bit length, in which Q is between 128 bits (G bits) and 256 bits 2G

20  bits) (G<Q<2G), the bit length transformation unit 310 can extend the key
data to the same size of the key data when the 256-bit key data is input,
using some kind of algorithm. Namely, when the key data having length of
Q, which is between G bits and 2G Iits, is input, the bit length
transformation unit 310 can convert the key data of @ bits into the key data of

25 20 bits.



15 data (A A+ ADI A B+ A C) after performng the two rounds of
~non-linear transformations to SKI high and the transformed data after
performing the two rounds of non-lingar transformations to SK2high.
Accordi ngly, when these pieces of data after perform ng the two rounds of
non-linear transformations are XORed with SKI high and SK21,i gh,
respectively, at an XOR 20 circuit 999, the XORed results of two pieces of
data become (ADI AC. If the non-linear transformation is a bijective
function, i npulTéxt)odod-Sxiltvaaes procilsesart et plent Ay *will, beoekpiainaden "at
| east A A# 0O or AB* 0", it can be said "at least AC* 0 or AD* 0".
Therefor@,feﬁ-ll@g:@om igt.inmpossible to output the sane data from SKlhi gh
and SK2hi gh through the two rounds of non-linear 25 transfornations,

non- exi st ence 1 tHoTBLISRIHVERMati®Y of BighBayved.dedBiesOh KOR obdiakionand, as
-.shown in Fig. 35, another case will be considered, in which the three

rounds of non-grhpRegt id é@élﬁﬁ@dlff@tlhﬁﬁﬁt\%elzsp@iﬁ;ﬁ&&@é%a'mﬁ%ﬂ SKot¢gK 1 ounds
of non linear transformations: Since it can be'said "at least A A* 0 or A

B 5 By 2D, TBY the: PaeBRAALANLIRIBLIAR ulish AlephiBsran,pedir 1f A A

in t e same manner as discussed above, the XOR data (O

ée/rA\f (E? mojr_lg(; ml%hree r@ﬁ%gg (Q)?Qﬁg%l Ete%sz%r ans E%%%ﬁﬁ%zg%gﬁf ;ﬁ(rj
transt ortReohs 3 L3Rt Bhe BRRROPE RGN S BRIMEST 2Rl BEFY

a1 o R ety qunds of nonl pear < &%RSZ?F Zﬁ?  "659°" t he xORed
o assumed A eaBiEEy fatXpR IRE° 5 P RE Rtz g SR G kOt P 1) ' -
(010} TBALY $aa %ﬁﬂz LN8$P iPLES R Bla ‘ja?%l%aaf W0 or AB+0” since SK1+

SK2.

As shown in Fig. 34, these AA and AB become AA+AD, AB+AC,
respeétively, by receiving the two rounds of non-linear transformations. This
means that XOR data (A A} AB) of SKluen and SKZnign becomes XOR

15 data (A A+AD| AB+ACQ) after performing the two rounds of non-linear
transformatioﬁs t0 SKlhigh and the transformed data after performing the
two rounds of non-linear transformations to SK2nigh. Accordingly, when
these pieces of data after performing the fwo rounds of non-hlinear
transformations are XORed with SKinigh and SK2ng, respectiveiy, at an XOR

20  circuit 999, the XORed results of two pieces of data become (AD| AC). If
the non-linear transformation is a bijective function, inputting AX=0 always
'causes to output AY+#0, so that when “at least AA70 or AB+#0", it can be
said “at least AC+0 or AD#0". Therefore, since it 1s 1impossible to output
the same data from SKlpigh and SK2ign through the two rounds of non-linear

25 transformations, non-existence of the equivalent key is proved.



15 performng the three rounds of non-linear transformations-are XORed
with SKih gh and SK2hi gh, respectively, the operation results are the
same. Nanely, SKih;gh and SK2hi gh oufput the same data, so that the

equi val ent keys exist, which are troublesone in respect of the security.
Not only the above-nentioned case of three-round non-linear 20
transformati on, a general non-linear transformation nmay output the

equi valent Ki fromdifferent SKi and SK2, that neans an equival ent key may
exi st. HoweverQni thd sthesshiohd e phowe imeFipon3sxianbéinge cate twdl be

equi val ent key when the two-round non-linear transformation according to

the presgisid@slodhmeiici shenphweyetoudds blrtdietinehhefrensynmheionsohfer case
in which the non-existence of the 41 equivalent key is proved other than

the tWwo-pHEnE@ndtbAB T tARAITE h@Dlindae OF thdfgrhatibhe Pigsent can
enbodi nent, however,.it is preferable to use the two-round non-Ilinear

transf or pREARI™ RGEAUS R 0% (PerS APHEY” CoHEr GHAR MO chde s@ddildtanithar hhe
proved non-exi stence of the equivalent key. 5 Fig. 24 shows a conputer for

insta]ling Ae 43t pet pangkonmmtion Ut = @ aRNCHY Rhé 0ghrhO Om@hrkReadlat
transformation unit for decryption 400. The data transformation unit for

encrypti g 100 andiRr +hBeXGR 8atd (GNAT) FBEKAR, MahH $RD,JCEEMRAOMHA00 1's

connected to the bus as a printed circuit board. This pfFinted circuit

board | Sxpiioaled Akt 7 @g{ AR HEHB e e R 8L OGbhiAls BN inEh LNt

and encrypts plain from Into ciphertexts using the

shove e SRRH SIS 681 0FT TR e KR Bl fE°CD'
In this yay, INe#a5ARANRIST MBS iind 96 SRELYPT AR Ji%
10 these pieces of data after receiving the t—lﬁee rounds of non-linear
transformations are XORed with SKlnigh and SKZuigh, respectively, at the
XOR circuit 999, the XORed results of two pieces o‘f aata become (AB+AE|
AB+AD). Here, when it is assumed AB=AD=AE+0, the following is
true: (AB+AE| AB+AD) = (010). That is, when these pieces of data after
15  performing the three rounds of non-linear transformations are XORed with
SKlnigh and SKZ2nign, respectively, the operation resﬁlts are the same. '
Namely, SK1pigh and SK24ign cutput the same data, so that the equivalent keys
exist, which are troublesome in respect of the security.
Not only the above-mentioned case of three-round non-linear
20 transformaﬁon, a general non-linear transformation may output the
equivalent K from different SK1 and SK2, that means an equivalent key may
exist. However, it is possible to prove the non-existence of the equivalent key
when the tworound non-hinear transformation according to the present
embodiment is employed.

25 Further, there may be another case in which the non-existence of the



15 data transformation unit for decryption 400 can be inplemented by the
hardware. Further, the data transformation unit for encryption 100 or the
data transformation unit for decryptigp 400 can be also inplenented by the
software as the data transformation nethod. Nanely, the above operation
can be perfornmed using the programstored in a magnetic disk drive or a 20
flexi ble disk drive. In another way, the above operation can be

i npl emented by conbining the hardware and the software, though this is
not showequivalehe kefiigunevedwthdrethan thé Swoebuhé qwin-ebdrotiamRf@aenionl | the
above operation using one conputer, but it is possible to inplenment the
above opgémkdaly tdYhe pheséht RetiRdifest e Moo a5 8 SRfMebland @&Lthent, or
a host conputer and a 25 termi nal conputer, though this is not shown in

t he fi guiwgoe-rddnd librd-HRehPrPERLPSMALRS: bdcdu¥eosBl difapBNcAHIAWaSIA a
direction of the operation flow, and the figures having the arrow are

bl ock di agaRMHh @f tHeFovlR Rt ABRIHRE MEhOBqERhlc@Nyal so fl owcharts. "_
~unit" shown in the above block diagrans can be repraced with "... step"”

or ".5. procesgjs 2§%h5§:|§t6a écﬁp@eéqgﬁﬁtmﬁgheﬁa%ﬁ%n%ﬁ 85h ARRMEE 1 on

flowcharts or program wcharts show ng t data transformation nethod.

In the f i i _ i i - hi: i ntexts and

ci phor t i 29 BH08 18039 hTBALS el RASEAG MR diehiphion B! D018 BT
| ai nt exts andyci t i.nt. i.nhe havikn ot her
platexts andréd PG BBl AP I ahaleraRdSale dRg aRet et
bt he 80 SHRztion B lk EEMR ARG Corleliehe TR Bk PR o1
the plai g].%‘(?lﬁ% %ng(g t'ﬂﬁg iﬁ?ﬁ%&e&(&éﬁt %Qgr e pgc%[i&e(f quth a CPU, a memory,

10 .and a logical circuit element, and encrypts plaintexts supplied from the CPU

Into ciphertexts using the abdve'mentioned operation and returns the data to
the CPU. Or it decrypts ciphertexts supplied from the CPU and returns the
plaintexts to the CPU.
In this way, the data transformation unit for encryption 100 or the
15 data transformation unit for decryption 400 can be impleme'nted by the
hardware. Further, the data transformatién unit for encryption 100 or the .
data transformation unit for decryption 400 can be also implemented by the
software as the data transformation method. Namely, the above operation
can be performed using the program stored in a magnetic disk drive or a
20  flexible disk drive. In another way, the above operation can be implemented
by combining the hardware and the software, though this is not shown in the
figure. Further, it is not required to implement all the above operation using
one computer, but it is possible to 1mplement the above operation
by a distributed system such as a server and a chient, or a host computer and a

25  terminal computer, though this is not shown in the figure.



15 the extension key are changed, of course, the bit length to be
processed by each wunit, each step, or each process is changed according
to the bit length. Industrial Availabibity According to the enbodi nent of
the present invention, the normal 20 data transformation unit (FL) 251
and the inverse data transformation unit (FL-1) are provided for

i npl enmenting the encryption and the decryption using the sanme algorithm
so that the encryption unit 200 and the decryption unit 500 can share the
circuit. Furthbi theameg@imggFﬂge 1 hareudiodi nentaredw tshewpr £ d@nttibm\oEhé on,
the 43 transformation table T'is shared by the S-box first transformation

unit 13 opéhitdie Nowb WndSEROAGuIEARSIRHIERd @RrdiRiare MloclS didAalnd BE the ,
configuration is -sinplified. Further, according to the enbodinent of. the

- present ppue Qﬂ)rmtateﬁ)n lﬁn§5_ffa'aﬂoql fOr4mBti,on Uk iA8nb SpbeSHocihi ch
makes the configuration sinple e |inear transformflon unit 85
and the tra sfor t|on uni t_.87, arge rovigded, , so. .t hat the securlty
is |rrpr0\(}ie eveSr?an% su let d’ tsrtg S Bt 1 on &ﬂ {1&@@19 Frther,”
according to t. nbodlnent resent i nv n t he Shlf

cont r%l gﬁi"?“%‘ %r i %%@tpﬁeﬁ%vﬁ&f’c %85&’%?%—”@%@@ %rffsrﬁhéafé?g rﬁh aof
times to performthe shifting of the key data vmth t he nunber of shifting
bits (fofradgirmadionmethid s or 34 bits) which is not a fixed number of
bits such as only 15 bits or 17 bits, and inproves the security. Further,
according to thet@rﬁwgm@tembowfeemeeewselmmhmhol% hitqesintesis 4sd
provided in which the shifted data in the shift register is not used for
the ext ephicoexkeygrewhised hast besn i egplaved, tthe sheudatsy.can be 256-bit

plaintexts and ciphert_exts, or plamtexts and ciphertexts having another
10 number of bits. |
Further, in the foregoing embodiments, a case in which 128-bit, 192-bit,
256-bit key data and 64-bit extension keys are used, but the key data can have
another number of bits.
If the bit length of the pleintexts and the ciphertexts, the key data and
15  the extension key are changed, of course, the bit length to be processed by each

unit, each step, or each process is changed according to the bit length.

Industrial Availability
According to the- embodiment of the present invention, the normal
20 data transformation unit (FL) 251 and the inverse data transformation unit
(FLD) are provided for impleinenting the encryption and the decryption using
the same algorithm, so that the encryption unit 200 and the decryption unit 500
can share the circuit.

Further, according to the embodiment of the present invention, the



Further, according to the enbodi ment of the present invention, even -if
the key data having different nunber of bits is input, the bit |length
transformation unit 310 changes to thggkey data with a fixed | ength, which
20 enables to operate a flexible key generation. Further, according to the
enbodi mrent of the present invention, the two-round non-I|inear
transformation is used in the first Gbit key transformation unit 320, so
t hat non-exi stence of the key being equivalent to Ki can be proved, which
i npr ovestitahef@acon yab25TRer sheeed lae ¢be db-box tiorst hearsbodiatment uoft 1he
present invention, the 44 |ocation of the key function 25 is altered,

whi ch enahd etthea Shhagh seq@edd tragpstoresgiong uMb 14C1sal Mt thé aonfiburdsidatia
transformati on apparatus having a key generating unit for generating

out put keinpltfadda based on input key data, and a data processing unit for
‘perform ng at |east one of encryption of data and decrypti-on of data

based on the optaherkedos@ing; toviBE &imbédigncdat & PiOGReSIMinvahtioAONRE i Ses a
non-linear function unit for performng a non-linear transformation on

dat a.5 t Ogliefidla ARE B rRSbioR DAL Chde@V infificl AalRarheihAfuradR QRMI&L I on of
data to be transfornmed and the output key data, wherein the key generating

uni t progRe SRS ihber AULREitRInIRER S5CIRAT 86t Bhé GG hifobRatioh Bt KPYre

generating unit generates nodified key data, and the XOR circuits perform

XOR opeg@&ﬁm,% A8k Ak %eRbrity 30 $hOLIRY 8nch ﬁhﬁlenaﬁaffél&%ré&%\foﬂ&&ﬁ%xg iongs

that a result of a transtforned data by the data processing unit
the XOR ghio4 kSsRgCOoNe the same as the result of a transformed data by
the data processing unit conprising a non-linear

- Further, according to the embodiment of the present invention, the shift
10  control unit 345 can make the shift register oplerate mmteger number of times to
perform the shifting of the key data with the number of shifting bits (for example,
30 bits or 34 bits) which is not a fixed number of bits suchr as only 15 bits or 17
bits, and improves the security.

Further, according to the embodiment of the present invention, a case is

15  provided in which the shifted data in the shift register is not used for the
| extension key, which further improves the security.

Further, according to the embodiment of the present inventiﬁn, even
if the key data having different number of bits is input, the bit length
transformation unit 310 changes to the key data with a fixed length, which

20 enables to operate a flexible key generation.

Further, according to the embodiment of the 'preéent invention, the
two-round non-linear transformation 1s used in the first G-bit key
transformation unit 320, so that non-existence of the key being equivalent to
Ki can be proved, which improves the security.

25 Further, according to the embodiment of the present invention, the



function unit having a key function unit which perfornms XOR operation of
data to be transforned and the output key data. [Clain2] A data
transformation nmethod for executing askey generating process for
generating output key data based on input key data, and a data processing
process for performng at |east one of encryption of data and decryption
of data based on the output key data, wherein the data processing process
conprises a non-linear function process for performng a non-Ilinear

t ransf or lvehiiom ofh tHat &et ofineciionarEs ds nedereadndwkR wreddss o dighpeeddr m ng
XOR operation of data to 'be transforned and the output key data, wherein
the Kkeypgrssiiaging process processes the output key data, characterized
in that the key generating process generates nodified key data, and the
XOR process perforns XOR operation of data to be transforned:and the
~nodi fied key data so as that a result of a transforned data by the data
processi ng process having the XOR process becone the same as the result
of a transfornmed data by the data processing process conprising a
non-linear function process having a key function process which perforns
XOR operation of data to be transforned and the output key data. [d ainB]
A program for having a conputer performthe data transformati on nmet hod of
claim?2 or a conputer-readable storage nmediumfor storing the program

Bl ock G pher Apparatus Using Auxiliary Transformation Abstract It is
desired to share one circuit by an encryption unit 200 and a decryption
unit 500. A normal data transformation unit (FL) 251 and an inverse data
transformation unit (FL-) 273 are |ocated at point symmetry on a
non-linear data transformation unit 220, and a nornal .data



~transformation unit (FL) 253 and an inverse data transformation unit (FL-
1) 271 are located at point symetry on the non-linear data transformation
unit 220. Therefore, the encryption unit 200 and the decryption unit 500
can be configured using the sanme circuits. Fig. 3

45
CLAIMS:

[Claim1]

A data transformation apparatus having a key generating unit for generating output key
‘data based on input key data, and a data processing unit for performing at least one of
encryption of data and decryption of data based on the output key data,

wherein the data processing unit comprises a non-linear function unit for performing a
non-linear transformation on data to be transformed, and XOR circuits for performing
XOR operation of data to be transformed and the output key data,

wherein the key generating unit processes the output key data, characterized in that the
key generating unit generates modified key data, and the XOR circuits perform XOR
operation of data to be transformed and the modified key data so as that a result of a
transformed data by the data processing unit having the XOR circuits become the same as
the result of a transformed data by the data processing unit comprising a non-linear
function unit having a key function unit which performs XOR operation of data to be
transformed and the output key data.

[Claim2}
A data transformation method for executing a key generating process for generating
output key data based on input key data, and a data processing process for performing at
least one of encryption of data and decryption of data based on the output key data,
wherein the data processing process comprises a non-linear function process for
performing a non-linear transformation on data to be transformed, and XOR process for
' performing XOR operation of data to be transformed and the output key data, wherein the
key generating process processes the output key data,
characterized in that the key generating process generates modified key data, and the
XOR process performs XOR operation of data to be transformed and the modified key
data so as that a result of a transformed data by the data processing process having the
XOR process become the same as the result of a transformed data by the data processing
- process comprising a non-linear function process having a key function process which
performs XOR operation of data to be transformed and the output key data.

[Claim3]
A program for having a computer perform the data transformation method of claim 2 or a
computer-readable storage medium for storing the program.



406

Block Cipher Apparatus Using Auxiliary Transformation
Abstract

It is desired to share one circuit by an encryption unit 200 and a
decryption unit 500. A normal data transformation unit (FL) 251 and an
inverse data transformation unit (FL™) 273 are located at point symmetry
on a non-linear data transformation unit 220, and a normal data
transformation unit (FL) 253 and an inverse data transformation unit (FL~
'y 271 are located at point symmetry on the non-linear data transformation
unit 220. Therefore, the encryption unit 200 and the decryption unit 500
can be configured using the same circuits.

Fig. 3



