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10 FIELD OF THE INVENTION

[0001] The present invention pertains to the field of data transmission over
limited bandwidth shared medium networks like wireless networks. More specifically, the
invention relates to a system and method for a wireless packet data content switch that
allows content servers to provide data to wireless devices without requiring special
15 adaptation of new and existing content servers, networks, public Internet protocols
specifically for different wireless network protocols for reliable delivery of information from
content server to the mobile user, definition, decision, and enforcement of wireless carriers
and content providers, including businesses, to implement their corporate policies in a
consistent fashion, group communications, flexible and adaptive quality of service to create
20 the best possible user experience while optimizing the usage of critical resources in the

network, and end-to-end transaction security to an acceptable level.



5

10

15

20

[ 0002] The transm ssion of wireless voice and data (hereinafter referred to
as "data") is known in the art. Many processes for transmtting wreless
dat a havavber#r32pr oposed and i npl enented. For exanple, w Pel/@se/@ae5a can be
transmitted in a wireless 5 data channel, such as by the use of code
division multiple access, tinme division nmultiple access, frequency
division nultiple access, or other procedures or conbinations of

procedures whereby a code group, time slot or other simlar structures can
be used to create a radio channel for transmtting data. one drawback
associated with such radio data channels is that if no data is being

transmtted, or any othe S/ ' ta, 10 then the overall
use of the radio band\tﬁl})bélﬁgmlgﬁquﬁmpwause it is not possible
to cover and re-deploy that bandw dth for other data transm ssion '

f uncf0092]. [0003] CThedianssussienofiwistessawies apdidatm faerginater refesiedstei on
has al so been used to transmt data over the radio (or "air") interface.

The ggedsth”)SwikneRedindhkari. Mansprodeased fardrarmpkitingdaireless iatahaee deepacket
radi o service (GPRS) standard is a public 15 standard that is being

del i ef i p%@eﬁqaﬁfﬂlgvﬁﬂag&%hfe& RRr %&Q?iﬁio?é MrelbsPastaclarid HaRSHiIRRS W £ Rfrelcds a

nobi user. systemutiliZes a structure wherein a gateway GPRS

suppaort node is coupled to the Internet. The gatewa . -nade
rec e89*@s°|}?é}ﬂ@é't SL&%&%SDW ﬁlﬁﬁ%%g&qﬁeeéw@gn %%Igécpﬁs%ﬁggﬁﬁﬁgﬁﬁdlwgnsf er
Protocol (HTTP) Internet protocol (IP) or X 25 data formats, and then

pr ocaseass, tireguency divisinn suliiple aeressd@r iber propedines QW“BM'QFSQ‘?& a
shoul d be sent and the format of the transport that it should be sent in,
suchpratedubes GRBRBLA eidergroBp otimeddiol &Tether Sinailayadtevayre@PRE bapsecdttonode

then transmts -2

create a radio channelfor transmitting data. one drawback associated with such radio data
channels is that if no data is being transmitted, or any other data besides the user’s data,
then the overall use of the radio bandwidth efficiency decreases, because it is not possible
to cover and re-deploy that bandwidth for other data transmission functions.

[0003] Circuit switched and packet switched data transmission has also been
used to transmit data over the radio (or “air”) interface. The packet switched data is also
known as packet data. The general packet radio service (GPRS) standard is a public
standard that is being delivered to facilitate the provision of packet-switched services to
a mobile user. The GPRS system utilizes a structure wherein a gateway GPRS support
node is coupled to the Internet. The gateway GPRS support node receives packet data
from the Internet, such as in the Hypertext Transfer Protocol (HTTP) Internet protocol (IP)
or X.25 data formats, and then processes the data to determine the address to which the

packet data should be sent and the format of the transport that it should be sent in, such

as the GPRS Tunneling Protocol (GTP). The gateway GPRS support node then transmits

2.



WO 02/ 47328 PCT/ US01/ 46995 the data, such as an HTTP packet, to a serving
GPRS support node that is associated with the address. The serving GPRS

support na@deidhseg coordinates with a base station system paq/idogaéssst the
HTTP packet to the nobile station. A generic nobile network nodel can be

derived based on the Qpen System I nterconnect (OSI) for the invention

di scussed here. 5 The network nodel defines |ogical structure and the

physi cal realization may be inplenmented as a conbination of different
functionalities on different physical platfornms simlar to the concepts of
osl. Al public and private network standards, such as GPRS, Universal

Compie ARerSUALA el o Seskel At ﬁei%p&%@%ﬁgﬁﬁw@fﬁ%ﬂﬁﬁﬁﬂﬁeﬁﬂﬁt3ards

define data deI i veryfunctionality, nmere delivery raw bandw dt h over
wi r ethesaddrespal v $91YiNg GR RexsunosyIedetbe) |C@8rcﬁ5!§t§|sl"\é%bﬁﬁ stafiga gystem

limted market acceptance of wireless data in the business and consuner
envi totrarshit the HT TdPapacked tovheknobile statibnt A& genptic ewhileerepworkenedelfcan be
delivering data in a reliable and tinely manner with consistent precision,

wher elil€d %afséa iohi A8 Operi SR MteldoRbY: (FEW fdY tReiigvehtiokbdiderssedshears. t he
type of traf A user browsing the web, but not using FTP for file

gdown df\gﬁ;&%ﬁi}o@ e e@éﬂn’é%hgﬂr'ﬂ L41MERL Gubd T B ﬁéhyas% &%Yu?aﬁorf rﬁ%;g[ ! ses

per ervice a4 bUSI Ness ‘user o corporate

Qual FGleraShicn Gia ROTANAAIN At Bipnt R Bralies op TRk ARES CRLALYER st cs

that are nost inportant to a user of the service. Service 20 qualit

r equisireilarripghe wonbeptsznfyO Bl Adippitilicaaricoprivate nebreotkcasdarsiss sueh oa GRS, i s
et erUr:i\?eer(:al Mobile Telecommunications System (UMTS), CDMA2000, Ricochet, and others

comply with the model at the logical level.

10 [0004] While these standards define data delivery functionality, mere delivery
of raw bandwidth over wireless media without an acceptable service experience will result
in limited market acceptance of wireless data in the business and consumer environments.
In data networking, quality implies the process of delivering data in a reliable and timely
manner with consistent precision, where the definition of reliable, timely, and precision
15 depends on the type of traffic. A user browsing the web, but not using FTP for file
downloads or not streaming multimedia information, may have a different “perception of
service” than a business user of large corporate databases of financial information,
multimedia conferencing, or voice. Service quality is a continuum, defined by the network

performance characteristics that are most important to a user of the service. Service

20 quality requirements further vary by application and service subscription that is determined



-3 WD 02/ 47328 PCT/USO1/ 46995 by the Service Level Agreenents. The goal of
a wreless service provider is to maximze the end user satisfaction while
optim zi ngggupa7eds critical wrel ess bandw dth. The barri erpdigusheaydose

depl oynment of nobile wireless data has been the absence of acceptable
mechani snms to deliver sufficient 5 bandwi dth for an acceptabl e end user
experience. The Quality of Service defined in the GPRS, UMIS, and ot her

net wor ks are necessary and sufficient for providing acceptable service
quality over wireless networks, but fail to address the problens created by
network and service depl oyment and optim zation. 10 SUMVARY OF THE

I NVE 0005 ccorda ent I nyentia a systen1and

et hY T Semvicel euPbAG RS Ba: TibpPal ot BB RsTise e e Do BB BT
shortcom ngs with prOV|d|ng wi rel ess data access. [0006] In particular, a
syst &m and uset batistaetiom wirel ess content switch are 15 provided that allow
data to be provided to wirel ess devices over various networks in a nanner
t hat \ghirpoplimizaey use of afiticul adedsssigandwidte et barrieh & Santite deglogirieas of
different types of devices to simultaneously receive the data. The present

' nvem F&ééﬁ&étaﬁlnasrﬁééeﬂhbaeeehéé 6f FRRPEANE nfehaflishiioddliviar S fieient

networ S I’OUQ an under | yiI ng I nfrastructure, with no reqw rements for

500! b naw%ﬁﬁ'f&' 5 acBQptABId 8nd OBE} EkSNdnte? B Talits Br SViE BehHal if the

SSU

GPRS, UMTS, and other networks are necessary and sufficient for providing acceptable
service quality over wireless networks, but fail to address the problems created by network

and service deployment and optimization.

10 SUMMARY OF THE INVENTION

[0005] In accordance with the present invention, a system and method for a
wireless content switch are provided that overcome known shortcomings with providing
wireless data access.

[0006] In particular, a system and method for a wireless content switch are
15 provided that allow data to be provided to wireless devices over various networks in a
manner that supports additional processing of the data, that further enables different types
of devices to simultaneously receive the data. The present invention provides a
network-centric approach for different wireless networks through an underlying
infrastructure, with no requirements for mobile capability, so as to consistently address

20 service quality issues.
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-4 WD 02/ 47328 PCT/ US01/ 46995 [0007] In accordance with an exenpl ary
enbodi nent of the present invention, a systemfor processing wreless
packet dav@o/¢73ps ovi ded. The system i ncl udes a gateway i PRCEURS@C®BIYSECei Vi ng
data fromand sending data to a gateway node. A content switch system
coupled to the gateway interface receives the data, extracts one or nore
predetermned 5 data fields fromthe data, and perforns one or nore
predeterm ned actions based on the extracted data fields. A serving
interface coupled to the content switch systemtransnmts the data to a
serving node. [0008] The present invention provides many inportant

techni cal advantages. One inportant technical advan e of t.h ent

i nvd@00éh is a sysﬂ@ﬁpawalaﬁﬁ%wﬁlaaﬂSxem&@w'?@PgE%e@ﬁﬁ%rﬁreéwtt"ﬁﬁp'ﬁg’%r hat
allows data in a wirel ess network to be sw tched based upon the content of
t he pegdtein foppceStiagwicsless packed datais provided! Tioeay el ineides agatevay
managenent, group communi cati on managenent, and nmanagenent of ot her

ser Vihfé‘?ﬁac%‘?ec&@}n%%ét@fr@ﬁdaﬁd@énd&ﬁg'bldt_aﬂ@b e wapsHde. A tentpnisnitbh system a

renote server. 9] Those skilled in the art will further appreciate the
advant ages, and Lar. .f . | | ki t her
e A e e e A A SRl S
in conjunction wth the drawngs. BRI EF DESCRI| PTI ON H EWs OF
THE. GRATEIASS TpBOG . QISP 15,0 Q5MeKF BaF SYRNEm AcHP TS PR A g e

wi rel ess content processing 20 capability in a wireless network in,
accogxteauted datdfields ik sepving ynterfaod icaupleddp theeontent switch system transmits

the data to a serving node.

[0008] The present invention provides many important technical advantages.
One important technical advantage of the present invention is a system and method for
wireless content switching that allows data in a wireless network to be switched based
upon the content of the packet data. The present invention thus allows quality of service
management, group communication management, and management of other services to
be performed that would not be possible to provide from a remote server.

[0009] Those skilled in the art will further appreciate the advantages and
superior features of the invention together with other important aspects thereof on reading

the detailed description that follows in conjunction with the drawings.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS
[0010] FIGURE 1 is a diagram of a system for providing wireless content processing
capability in a wireless network in accordance with an exemplary embodiment of the

present invention;



present invention; -5 WO 02/47328 PCT/US01/46995 [0011] FIGURE 2 is a

di agram of a systemfor providing wireless content switching functionality
i n accor demor4:seg h an exenpl ary enbodi nent of the presentPCT/S@MeDIN;

[0012] FIGURE 3 is a diagramof a systemfor providing wireless data 5
services in accordance with an exenplary enbodi nent of the present

I nvention; [0013] FIGURE 4 is a diagramof a systemfor providing wreless
content switch functionality in accordance with an exenpl ary enbodi nent of
the present invention; [0014] FIGURE 5 is a diagram of an exenplary data
frame for transmtting data in accordance with an exenpl ar]%/ enbodi m;n]E of
t he nt inventian, Q015],. FIGURE 6 is a flow chart of a netho or
procgé(gfﬁg radi o pa@&p}%a%dsq 'aQE%rRogﬁaé&WT\{?reﬂﬁo\é' K Wiplpss Pent of
the present invention; [0016] FIGURE 7 is a flow chart of a nethod for _
pr ov PWitalingufanctignality darageesdanaem wtithoanl exemplarya emhoslieest obihenresent ch in
accordance with an exenpl ary enbodi nent of the present invention; and 15

[ 001lifiveRtiGWRE 8 is a flow chart of a nmethod for providing multicast
functionality in accordance with an exenplary enbodi nent of the present

| nverfbpepy  DETAl LEPGERERGFE %gﬁraﬁﬁ%ﬂ%’%ém&q&é%iﬁ& wilfedlPastal PLI ON

that follows, |like parts are na throu t the
5 services in accordance with an exemplary embodiment of the present invention;
[0013] FIGURE 4 is a diagram of a system for providing wireless content

switch functionality in accordance with an exemplary embodiment of the present invention;
[0014] FIGURE 5 is a diagram of an exemplary data frame for transmitting

data in accordance with an exemplary embodiment of the present invention;

10 [0015] FIGURE 6 is aflow chart of a method for processing radio packet data

in accordance with an exemplary embodiment of the present invention;
[0016] FIGURE 7 is a flow chart of a method for providing quality of service
functionality in a wireless content switch in accordance with an exemplary embodiment of

the present invention; and

15 [0017] FIGURE 8 is a flow chart of a method for providing multicast

20

functionality in accordance with an exemplary embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION
[0018] In the description that follows, like parts are marked throughout the
specification and drawings with the same reference numerals, respectively. The drawing

figures might not be to scale, and certain components can be shown in generalized or

-6-



20 specification and drawi ngs with the sanme reference nuneral s,
respectively.. The drawing figures mght not be to scale, and certain
conponentwO ozu#r3k®e shown in generalized or -6 WO 02/ 47328PCCUAUEEG29546995
schematic formand identified by commercial designations in the interest of
clarity and conciseness. [0019] FIGURE 1 is a diagramof a system 100 for
providing wireless content processing capability in a wireless packet
network in accordance with an exenplary 5 enbodinment of the present

i nvention. System 100 includes nobile station 102, base station system 104,
serving node 106, wireless content switch 108, and gateway node 110, which

s C ] ' I medi um 112. Co ni cations nmedjum 112 can be
the. ronermge Tl B | iR S R e g, aSHRbaS Bt s kteTast pheaTbpan
network, the public swtched tel ephone network, other suitable nedia, or a
sui t AMNEISEBRBPnati on of such 10 nedia. Mobile station 102, base station
system 104, serving node 106, and gateway node 110 form a standard | ogical

radi §0@t8ket data trRIGKIREdiioa disgrant df.a iteth 60 FOQIbeRing Witk 688 c4ARnt S
coupl ed between gateway node 110 and serving GRPS support node 106, and

Pr oC@Bsesssify ewpXbARRM @an%ié'si_%gpﬁél@t \'NofkafH Qfg@éﬁkg%@ﬁ)‘fb{‘eﬁ%ﬂ%@? °

provide additional content swtching tunctiona

T e eRP e 87 predirt P EERNT darlonr 000 daeliles ke’ Sieonaned cense

determ ne ad iti8nal pr ocessi n% that may be required based upon the nobile
st at iSEHiongystem 104, serving node 108, wireless content switch 108, and gateway node 110,

which is coupled to communications medium 112. Communications medium 112 can be
the Internet, a local area network, a wide area network, a fiber optic network, the public

switched telephone network, other suitable media, or a suitable combination of such

10 media. Mobile station 102, base station system 104, serving node 106, and gateway node

110 form a standard logical radio packet data transmission network. Wireless content
switch 108 is coupled between gateway node 110 and serving GRPS support node 1086,
and processes gateway GPRS tunneling protocol radio packet data in order to provide

additional content switching functionality.

15 [0020] In one exemplary embodiment, wireless content switch 108 can

20

receive GPRS tunneling protocol format packet data from gateway node 110, and can
determine additional processing that may be required based upon the mobile station 102,
the type of content in the packet, priority data, quality of service data, multicasting
functionality, or other suitable functions.

[0021] Likewise, wireless content switch 108 can receive GPRS tunneling

protocol packet data from serving node 106, and can process the GPRS tunneling protocol

-7-



the type of content in the packet, priority data, quality of service data,
multicasting functionality, or other suitable functions.. 20 [0021]

Li kew se, wd (2ehe8s content switch 108 can receive GPRS t ungglidag46995 ot ocol
packet data from serving node 106, and can process the GPRS tunneling
protocol -7 WD 02/47328 PCT/ US01/ 46995 packet data to perform additi onal
functionality prior to transmtting the packet data to gateway node 110.
Wreless content switch 108 thus interfaces seam essly into the GPRS
standard network to provide additional wreless data processing
functionality that cannot presently be prow ded fromthe server or nobile
station 102. For exanp server a wreless appli catl%server

t hat PegkgkAats ia HgﬁaﬂHIQW'%al§H’PWQ¥@“%H&@%F%H@né%tltmgébﬁrﬁﬁﬁk@&td

medi um 112, it would not be able to readily determ ne the status of
gat em;e\mwleod_am and/iretass contenicdevittod 08thusindsrfades searalibs siyintaithk GPRS ng
used, the bandw dth being used in a virtual private network, operable

mobi Isearfdardl ineRForkad P6WAEE addlitidnalvirefdsatdifta @aé@esstnd@mﬁ@namym@wamm
wirel ess content swtch 108 at server 114 limts 10 the functionality that

can ?’?e%'ﬁf{r%f BroRae ﬁc%ﬁﬁ% s‘éRiétr%%wc?d’?f {4 bt Jr‘f’@%%&?l&?ﬁéolﬁ% eRRr 194 is

provid server to nobilTe sta oying wrel ess
ont ent tch 108 between H node 110 and serVJ ng node 106, it

Soss o SfEssoRaRiRIOR, saVEL 415, BB TE RO, GHAIRY of SRVICB-IANAGe TR AED
packet data regardless of whether it conmes from server 114 or from any

ot hercogunyicatione sddiin bl it swuidmot e able teetiadily determbe] tezsfatus of
operation, wireless content switch 108 interfaces with gateway node

gateway node 110 and serving node 106, such as the total bandwidth being used, the
bandwidth being used in a virtual private network, oberable mobile stations, or other
suitable status data. Likewisé, deploying wireless content switch 108 at server 114 limits
10 the functionality that can be provided by wireless content switch 108 to packet data being
provided through server 114 to mobile station 102. By deploying wireless content switch
108 between gateway node 110 and serving node 106, it is possible to provide wireless
content switching functionality on radio packet data regardless of whether it comes from
server 114 or from any other server accessible over commUnications medium 112.

15 [0022] In operation, wireless content switch 108 interfaces with gateway node
110 and serving node 106 to extract data fields from GPRS tunneling protocol packet data
or other suitable packet data, to process the extracted data based upon predetermined
functionality, and to store modified data in the GPRS tunneling protocol packet data or
other suitable radio packet data, so as to provide wireless content switching functionality.
20 [0023] FIGURE 2 is a diagram of a system 200 for providing wireless content

switching functionality in accordance with an exemplary embodiment of the present

-8-



110 and serving node 106 to extract data fields from GPRS tunneling

prot ocol packet data or other suitable packet data, to process the

extract eavaar/ar3btased upon predetermined functionality, aPdTAS0IHL6OrSE

nodi fied data in the GPRS tunneling protocol packet data or other suitable
radi o packet data, so as to provide wireless content swtching
functionality. 20 [0023] FIGURE 2 is a diagramof a system 200 for
providing wireless content switching functionality in accordance with an
exenpl ary enbodi rent of the present -8 WD 02/47328 PCT/ US01/ 46995

I nvention in a GPRS network. System 200 includes a nobile station 202, a

base stat.ion s 04, servi CPRS suppor t e |

cont et 2 A BOBS BFmok “SiTetA Rl e b B Saort 092, FbAsf SRR, o
“these systens further conprises additional systems for processing data in
accopyeiare204t a sepang SR RRert NegRMAS: iBWirslesegiontentsiitey308.Rog A
System for Mobile Conmuni cati ons (GSM standards, or other suitable

st andatetvay 3FIR3 [suppoktetoda2d Oy edEren gathe o th&@RRSystepsofurthes dwradses om
conmuni cations nedium 112 in an Internet protocol processing |ayer. The

| nt egAgkionAl ﬁiss?&ﬁé f&%éé@@éwgé@ﬁﬁracaé@gneéWmcmﬁerGEB&ehmneérba@né&twrpcol

packet data ing a GIP- ayer, user datagram protocol packets using a

9 ay {05 afierdh oS! S tof il CORPBRIGIERS (G shaBRh S iotned " o

processed in accordance wwth the GPRS wreless network protocol to
det ePHitaleskaNdAAFi ng GPRS support node 206 that the data shoul d be

[0024] Packet data reaches gateway GPRS support node 2.10 from
communications medium 112 in an Internet protocol processing layer. The Internet
protocol processing layer also extracts GPRS tunneling protocol packet data using a
10 GTP-U layer, user datagram protocol packets using a User Datagram Protocol (UDP)
layer, and physical layer LI and data link layer L2 data, using LI and L2 layer protocols.
The extracted data is then processed in accordance with the GPRS wireless network
protocol to determine the serving GPRS support node 206 that the data should be
transferred to, in'addition to base station system 204 and mobile station 202 criteria.

15 [0025] Wireless content switch 208 is coupled to gateway GPRS support
node 210 and performs processing using a wireless content switch application layer, a
GTP-U layer, a UDP layer, an Internet protocol layer, and an LI and L2 layer. Wireless
content switch 208 can extract radio packet data from the GTP-U processing layer, and
can perform additional processing to support quality of service functionality, multicasting
20 functionality, and other functionality. The wireless content switch application layer also

receives data from the UDP layer, the IP layer, and the LI and L2 layers in support of this

-9-



transferred to, in addition to base station system 204 and nobile station
202 criteria. 15 [0025] Wreless content switch 208 is coupled to gateway

GPRS suppaidozaede 210 and perforns processing using a W rglhessh 14605 ent
switch application layer, a GIP-U |layer, a UDP |ayer, an Internet protocol
| ayer, and an LI and L2 |ayer. Wreless content swtch 208 can extract
radi o packet data fromthe GIP-U processing |ayer, and can perform

addi tional processing to support quality of service functionality,

mul ticasting 20 functionality, and other functionality. The wreless
content switch application |ayer also receives data fromthe UDP | ayer,

the IP | ayer he LI .and L2 | rs ip support of this - 02/ 47328
e depefreiy Wireless cantBf 5o 205 en Bant Bl dais to nSnds GRES sHaRGH « <
data to serving GPRS support node 206 after the process data is stored
back neflex206h afterthe prgcesp datacits sdates. backont) theebVPrgdicrpackaisiata.t node 206
interfaces wwth wireless content switch 208 at the GIP-U | ayer, UDP | ater,

| P 1 poee] L2 | ayer, Seadild GRRYSrsupport nedd Q08sinterfauddi withnaitelps®contditg to
determne the | ocation of a nobile station 202 and base station system 204

Se1 Vi G ISBPUECTEU) afer, DRS4S DR 061er B L1981 B3 Bl

packet data to a base station syster 2 via aTe
oai caticie] mebiiRine fTRP T Rl bEdE PN Dre BRE,Sietert AN GoRgon
protocol (BSSGP) processing, network service 10 processing, and Llbis
pr oc eY$tery .2({40@%7]”933'@“19@3@ isttiogy STeswing0GPPS sepprrt nedei 2QG tranemitartheus
| ayerpsac(I)(];t gggaato a base station system 204 via a relay layer, and also performs additional
subnetwork convergence protocol (SNDCP) processing, logical link control (LLC)
processing, base station subsystem GPRS protocol (BSSGP) processing, network service
10 processing, and Llbis processing.
[0027] Base station system 204 performs receives the various layers of data
from serving GPRS support node 206 over a relay connection or other suitable
connections and performs radio link control (RLC) processing, medium access control
(MAC) processing, GSM radio frequency (GSMRF) control, and additional processing so
15 as to allow the radio packet data to be transmitted to the correct mobile station that the
radio packet data is addressed to, as per the standard specification-compliant
implementation.
[0028] Mobile station 202 includes RF, medium access control, radio link
control, Iogical layer control, SNDCP and IP processing functionality, so as to allow

20 mobile station 202 to function within one or more wireless networks, including a GPRS

wireless network. In addition, mobile station 202 can include one or more applications

-10-



from serving GPRS support node 206 over a relay connection or other
suitable connections and perforns radio |link control (RLC) processing,

medi um acges®eogtrol  (MAC) processing, GSM radi o frequengyri($ooiédos
control, and additional processing so 15 as to allow the radi o packet data
to be transmtted to the correct nobile station that the radio packet data
I s addressed to, as per the standard specification-conpliant

i npl ementation. [0028] Mobile station 202 includes RF, nedium access

control, radio link control, logical layer control, SNDCP and |IP _
processing functionality, so as to allow 20 nobile station 202 to function
Wi t hi ne. or nore W reless networks, in¢luding a GPRS wireless network. In

addi 1WA Nigreewith yyirelase eontenhswieh GBB"%@”&OWF%"?&B&PPEG&F swifsh 2080 WO
02/ 47328 PCT/ USO1/ 46995 which interface with wirel ess content switch _
appl iseatar @pplications eperatingom senves dil 4cor Qib@r suableaappisptions tThenspexific at i ng
on server 114, or other suitable applications. The specific presence or

| npl presdraiel on implentergBiibn Gt o ApPlicatich BADIHe nsdlilel Sfatibh BOot! RAWIread.
Configuration data for nobile station 202 can be stored at w reless content

accotRungarattr Fateor Fidhictitafbn 202 Rart oryf’fﬁcﬁééﬁﬁéi oé%fi@iif%i@?“ ghe.

t ent
i | RS0 orp i AP RT RUTEPIE BRGUSHS, U SpisL PPETARNGAAIIne HHMBOR at i on

202 by anal yzing data extracted fromthe GIP-U, UDP, IP, LI, and L2
pr oc B4Ryl Agesss &yotasel dADAR)ePhropestany tintsgmationnexdhangenoprdtecsisat i on
202 is

Likewise, wireless content switch 208 can determine the operational specifications for

mobile station 202 by analyzing data extracted from the GTP-U, UDP, IP, LI, and L2
processing layers as the data being transmitted to and from mobile station 202 is
10 processed by wireless content switch 208.

[0029] In operation, system 200 allows processing of radio packet data to
facilitate quality of service, multicasting, and additional functionality for transmitting and
receiving radio packet data with mobile station 202 throngh wireless content switch 208.
Wireless content switch 208 extracts predetermined message and data fields from
15 signalling or control messages, bearer or user data contained in the packet, or other
suitable data layers, and can perform additional processing of the radio packet data to
provide predetermined services to mobile station 202.

[0030] FIGURE 3 is a diagram of a system 300 for providing wireless data
services in accordance with an exemplary embodiment of the present invention. System
20 300 includes standard wireless data network system components, including gateway node

110, serving node 106, base station system 104, and mobile station 102, and further
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10 processed by wireless content switch 208. [0029] In operation, system
200 al l ows processing of radio packet data to facilitate quality of
service, W dd@asting, and additional functionality for trpgRsmoilisddg and
receiving radi o packet data with nobile station 202 through wreless
content switch 208. Wreless content switch 208 extracts predeterm ned
nmessage and data fields from 15 signalling or control nessages, bearer or
user data contained in the packet, or other suitable data |ayers, and can
perform addi tional processing of the radio packet data to provide
predeterm ned services to nobile station 202. [0030] FIGURE 3 is a diagram

of a.system 300, for providing W ess dat ervices in accqordance with an
exe ALY 8 BOaISREn OB namikb o sl ortvega . aaievay” 90851 hey e
standard w rel ess data network system conponents, including gateway node

110, eaEmmUnigatione MESUMKldZe station system 104, and nobile station 102, and
further -11 WD 02/47328 PCT/ US01/ 46995 includes wireless content switch

304 d[egadjed bet ween/\elessagoriiedeswitéh 30d performsnanalysis ndBRUicatda of
[0031] Wreless content switch 304 perfornms anal ysis and nodification of

oSG BRA S8 ARG LRGSR B e
4 2 PRy TR, P BES P oSS L B BEg e
mod fgrggésisci)r?g ?sf pg)r(fio?rguiag %ycggtg(\angyi t?gdse l%%mﬁf ?higaéo?\\?gﬁration, wireless content
switch 304 can be deployed without modification of existing connections between gateway
GPRS support node 302 and one or more serving GPRS support nodes 106.
[0032] FIGURE 4 is a diagram of a system 400 for providing wireless content
10 switch functionality in accordance with an exemplary embodiment of the present invention
in the GPRS wireless data network. System 400 includes mobile station 202, base station
system 204, and serving GPRS support node 206, and further includes gateway GPRS
support node 402 and wireless content switch 404.
[0033] Wireless content switch 404 receives data from communications
15 medium 112 through an Internet protocol layer, L2 layer, and LI layer, and performs
wireless content switch application processing of the received data. In this configuration,
- wireless content switch 404 can identify the 30 radio packet data within the Internet
protocol data format, and can perform additional processing prior to the processing that
is performed by gateway GPRS support node 402 for incoming packet data. Wireless

20 content switch 404 is coupled to gateway GPRS support node 402 through the Internet

protocol, L2, and LI layers. Gateway GPRS support node 402 then performs processing
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15

20

GPRS support node 302 and one or nore serving GPRS support nodes 106.
[0032] FIGURE 4 is a diagramof a system 400 for providing wrel ess content
10 switciwduoaneeonal ity in accordance with an exenpl ary epbDdbomwpIsof t he
present invention in the GPRS wireless data network. System 400 incl udes
nobil e station 202, base station system 204, and serving GPRS support node
206, and further includes gateway GPRS support node 402 and w rel ess
content switch 404. [0033] Wreless content switch 404 receives data from
comuni cations 15 nedium 112 through an Internet protocol |ayer, L2 |ayer,
and LI layer, and perfornms wreless content switch application processing
of the received data. In this configuration, . w/reless content \Aﬁ 404
can ¢fdee datareceived fromanirersscontentswiteh AR ysingd ?rln'ﬂf@FrF%ttprOtﬁFBlc*@c ~Yat a
format, and can perform additional processing prior to the processing that
i s pdgDPoiL@ednd)L| proesssingRR@rs,uspas tto mistebui@2thiodatartocmengr pwtk sendag a.
Wreless 20 content switch 404 is coupled to gateway GPRS support node 402

thr ogpRg §GddH R6AES 208r ot ocol , L2, and LI layers. Gateway GPRS support
node 402 then perforns processing -12 WO 02/47328 PCT/ US01/ 46995 of the

dat 903AT hved fr Omd%aﬁ‘e[o;!tﬁéauﬁndfﬁfr’é&% PALkelhgtd ds Hoddiged REm SHEbPflare

pr ot GIP- U, processing layers, so as to distri

the data to one or nore serving GPRS support nodes 206, [0Q34] In the
out mmwg&?@&smorbmZ%aggatgwa&?é?@g&upperﬁ% %}Z»ﬁgﬂésp C&8PGng

GPRS support nodes 206 at gateway GPRS support node 402, and is processed
for transmission over communications medium 112. Wireless content switch 404 receives

the processed packet data in the Internet protocol, L2, and LI processing layers, and
performs additional processing of the processed packet data as required to provide quality
of service, multicasting, or other suitable functionality for one or more wireless content
switch applications.
[0035] In operation, system 400 allows wireless content switch 404 to be
deployed between gateway GPRS support node 402 and communications medium 112.
In this configuration, the wireless content switch 404 can perform processing of packet
data received from communications medium 112 prior to providing that packet data to
gateway GPRS support node 402, and can receive the processed radio packet data from
- gateway GPRS support node 402 after it has been processed and prior to transmission
over communications medium 112.
[0036] FIGURE 5 is a diagram of an exemplary data frame format 500 for
transmitting wireless packet data content switch control and payload data in the GPRS
tunneling protocol. data format, in gccordance with an exemplary embodiment of the

present invention. Data frame format 500 includes additional data fields that follow the
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for transm ssion over comruni cations nedium 112. Wrel ess content switch
404 receives the processed packet data in the Internet protocol, L2, and
LI procesgig@/drsgers, and perforns additional processing pfr/tdagqadoocessed
packet data as required to provide quality of service, multicasting, or
other suitable functionality for one or nore wireless content 10 switch
applications. [0035] In operation, system 400 all ows w rel ess content
switch 404 to be deployed between gateway GPRS support node 402 and
conmmuni cations nmedium 112. In this configuration, the wrel ess content
switch 404 can perform processing of packet data received from

communi cations nmedium 112 prior to providing that_packet data 1 at enway
GPRS stapgant GRBSLunoglingiptbteesl he@éer,\r@ﬁetrﬁéughéé‘&fég S@é%ﬁa"‘%%dc{é’gﬁ‘cﬁﬁqﬁ from

gateway GPRS support node 402 after it has been processed and prior to
tr ansgioes&ifg bvesers Rirslesiscahtem swited applidations| MO8 staticoRE2mppdicatinsgr am
of an exenplary data franme format 500 for transmtting wrel ess packet

data conLen 4 SpbhichidbheloiacRaplosfkidaia i n the GPRS 20 tunnel ing

pr ot o ormat, 'I1n accordance wth an exenplary enbodi nent of the

present invention. t rame. f or Lnel: gL t Iuehds
that 937w the - 1??89\% %ﬁmﬁ@%agéﬁl?ﬁgg*f}’ %dg?ﬁﬁg%é%ﬂrﬁﬂ%gﬂ%atﬁgtrﬁé@ ihng
protocol header, where such data fields are djvided, to facitﬂitatt h
Br ocesizesgnteegaences havekeer pravidrd foRithe fatadilds it dfadramginr Epgtfl Sn 202
applications, server 114 applications, and other suitable systens.

sizes and sequences can be altered or modified, and the data fields shown can be left out

or other suitable data fields can be added to support wireless content switch functionality.

The packet header can also be compressed, such as in accordance with RFC 2508,

“Compressing IP/UDP/RTP Headers for Low-Speed Serial Links,” available from the
10 Internet Engineering Task Force, or other suitable protocols.

[6038] Data frame format 500 includes an Ethernet frame segment, which is

followed by an Internet Protoco! segment, a GRPS Tunneling Protocol segment, a second

Internet Protocol segment, a UDP segment and a Realtime Transport Protocol (RTP)

segment. The exemplary data fields shown in data frame format 500 and their cor

15 responding sizes and functions include:
. Ethernet preamble - 8 octets
. Ethernet destination address - 4 octets.
. Ethernet source address - 2 octets.
. Ethernet destination address - 6 octets.

20 . Ethernet frame type - 4 octets.
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[0037] Data frame format 500 is shown in a four octet structure. Al though
5 sizes and sequences have been provided for the data fields in data frane
forrrat_ 50Q00 d2x@328Si zes and sequences can be altered or nodidredi4éo8 t he
data fields shown can be left out or other suitable data fields can be
added to support wireless content swtch functionality. The packet header
can al so be conpressed, such as in accordance with RFC 2508, " Conpressing
| P/ UDP/ RTP Headers for Low Speed Serial Links," available fromthe 10

I nt ernet Engi neering Task Force, or other suitable protocols. [0038] Data
frame format 500 includes an Ethernet frane segnent, which is followed by
an I nternet Protocol segnent, a GRPS Tunneling Protocol segnent, a second
| nt ernet Pyetstapinusemerenthalfaotel e @menexemglaty remabediment, GHs h6r Hsgiotpocol
(RTP) segment. The exenplary data fields shown in data frame format 500

and their gQermibe heSRISBhEhEMapsiaabetwee versiorisncl ude:  Et her net
preanble - 8 octets Ethernet destination address - 4 octets. Et her net

sour ce addr gss, -..2 kRat i dd - 6 t . 20
Eherhet 1 ﬁﬁnksil ; epvﬁ%'f)ﬁ%@%&ettﬂ?ﬁﬁ%v%%é‘%‘%‘%?g'zg“p?;w US01/ 26995 Ver si on
The ver si ofotah@agks! l8RBH" pvResmBlard ofRceembialy SRBolnetiéart Be (RELM Ne

5 determine the required bandwidth for transmission of entire packet.
. Identification - two octets.
. Flags - half octet (in one exemplary embodiment can be used to indicate functional

status of wireless data system components).
. Fragment offset - one and one half octet.
10 . TTL field - one octet.
. Protocol field - one octet.
. Header checksum field - two octets.
. GTP version, P'I", SPONE, E, S, PN - two octets (includes GTP version, protocol
type, extension header, sequence number flag, and N-PDU number flag).

15 . Source address field - four octets (in one exemplary embodiment can be used to
store the complete address of data source so as to determine priority, application
type, or changes in address).

. Destination address field - four octets (in one exemplary embodiment can be used
to store the complete address of data destination so as to determine priority,

20 application type, or changes in address).
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IHL identifier half octet. Type of service octet. Total packet |length -
two octets; in one exenplary enbodi nent can be used to 5 determ ne the
requi red QWawwsish for transm ssion of entire packet. | degddogatdodn - two
octets. Flags - half octet (in one exenplary enbodi ment can be used to

i ndicate functional status of wireless data system conponents). Fragnent
offset - one and one half octet. 10 TTL field - one octet. Protocol field
- one octet. Header checksumfield - two octets. GIP version, PT, SPONE,
E, S PN - two octets (includes GIP version, protocol type, extension
header, sequence nunber flag, and N-PDU nunber flag). 15 Source address
field - four octets (in one exenplary enbodi nent can be used to stpre th
conplet e aBalresspart figid a twoueeletss (Pt addrems e AARR SPHIG i'h N FEPTE

type, or changes in address). Destination address field - four octets (H’l

one exenpl anlodiRedicantie gsud tredeteedine pricritpeadtdpplicatiph &tre)addr ess of data
destination so as to determne priority, 20 application type, or changes

'(g O??dggfif%g%tugaﬁioﬁopgﬁé @%@gg t\ﬁrlgr'; 6%{§§1/e étgﬁnp%aczr)%@yrﬁfedaw tdektigation, hwonect et s
exemplary embodiment can be used to detect changes in port assignment).
5 . Length field - two octets.
. Checksum field - two octets.
. V version number of the RTP protocol.
. P number of padding octets that should be ignored (lf padding bit is set).
. X extension bit (indicates that fixed header is followed by one header extensmn)
10 . CC - Contributing Source (CSRC) count (number of CSRC identifiers that follow the
fixed header).
. M profile-based marker bit.
. PT payload type.
. Sequence number field - two octets (sequence number of packet, inone exemplary

15 embodiment can be used to determine whether packets are missing from sequence

and need to be retransmitted).

. Time stamp field - four octets.
. Synchronization source identifier field - four octets.
. Encoded data - variable.
20 [0039] in operat.ion, data frame format 500 provides a structure for

transmitting ahd processing data that is needed to provide wireless content switch

-16-



enbodi ment can be used to deternmine priority and application type).
Destination port field - two octets (port address of data destination, in
one exenploaiyureigbodi nent can be used to detect changes i pPdadido1/46995
assignment). 5 Length field - two octets. Checksumfield - two octets. V
version nunber of the RTP protocol. P nunber of padding octets that should
be ignored (if padding bit is set). X - extension bit (indicates that

fi xed header is followed by one header extension). 10 CC - Contri buting
Source (CSRC) count (number of CSRC identifiers that follow the fixed
header). Mprofile-based marker bit. PT payl oad type. Sequence nunber
field - two octets (sequence nunber of packet, in one ex | ar 5
enbodunetidnatityintzevivsieds packetdatanavaikcthrdatgda datafields oﬁﬁq&?ﬁf‘%"’? f}%mat
sequence and need to be retransmtted). Time stanp field - four octets.

Sync i#8lised t6 @ungrtiqi@my bf servideehmlilticdsting, and ether suitahisoiuiationaldy -
variable. 20 [0039] In operation, data frame format 500 provides a

5\; : glctbég i Cr{)oﬁ{pé?]{ziaggm w?;:iht E@?\éﬁ%z% WRISds ket athaétwork aesitidtirespr ovi de
[0040] FIGURE 6 is a flow chart of a method 600 for processing radio packet
5 data in accordance with an exemplary embodiment of the present invention. Method 600
allows radio packet data to be processed either prior to provision to a gateway node or
other suitable wireless packet data network processing point, or for processing by the
gateway node prior to processing by the serving node or other suitable wireless packet
data network processing points. Likewise, the method can be used after processing data
10 in the serving node, integrated with the gateway node, the radio control system node, or
in other suitable manners.
[0041] Method 600 begins at 602 where a wireless data session is activated.

The wireless data session can be activated when a wireless device enters the service area

of a base station, such as when the user is registered with the visitor location register

15 associated with the base station, or at other suitable times. The method then proceeds to
604.
[0042] At 604, a wireless data session is established. In one exemplary

embodiment, the wireless data session is established when the user enters control
commands to cause a data channel to be established. In another exemplary embodiment,
20 a wireless data channel can be established when the wireless device is configured by the

base station to receive packet data. The method then proceeds to 606.
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WO 02/ 47328 PCT/ US01/ 46995 functionality in a wireless packet data
network. The data in data fields of data frane format 500 are used to

support quwe dalqy3®f service, multicasting, and ot her suitallcg/fdengédoonal ity
that is not provided for in standardi zed w rel ess packet data network
architectures. [0040] FIGURE 6 is a flow chart of a method 600 for
processi ng radi o packet 5 data in accordance with an exenpl ary enbodi nent
of the present invention. Method 600 allows radio packet data to be
processed either prior to provision to a gateway node or other suitable
wi rel ess packet data network processing point, or for processing by the
gateway node prior to processing by the serving node or other suitable

Wi r el[e043packet  datAt 608 rankpqrt lbyesdatads psicasaed, suckaisdae OH avpetieER can
be used after processing data 10 in the serving node, integrated with the

gate 45-endt® il iof taRBkitdd 8x&l BMbAe dxentplaryi émbblinestutteaplotocsner s.
[004??@?&@3”600 begins at 602 where a w remﬂs data session is activated.

The wirel ess dat essi C ' | | rs
Ihe SebGrnd eBb Al SheCaR ARk Y RAHRRY b Blsssdtu octhe <
with the visitor location register 15 associated with the base station, or
at otmethogithenprecqqdssto 66fhe net hod t hen proceeds to 604. [0042] At 604, a
wirel ess data session is established. In one exenplary enbodiment, the

Bi r el[@9d4]lat a sessi okt 6@8, dbisatetersnived whethereonied dagmtie bsingdrnsnitted oinands
to cause a data channel to be established. In another exenplary enbodinent,

ggnfi éé&u g@%@@@@g@me@%% 6¢0NHeRe 88L8IBhI ORI ddtans cbRestetichfteswhietithe i s
method proceeds to 618. If it is determined that control data is not being transmitted at
608, the method proceeds to 612.
[0045] At 612, it is determined whether error data is being transmitted, such
10 as Internet Control Message Protocol (ICMP) data. If error data is being transmitted, the
method proceeds to 614 where session profile data is modified, such as to correct the
source of error, provide corrected packet data, or for other suitable purposes. The method
then proceeds to 618. Likewise, if it is determined at 612 that error data is not being
transmitted, the method proceeds to 616 where session profile and stream data is
15 collected. The method then proceeds to 618.
[0046] At 618, it is determined whether it is necessary to modify data
characteristics in response to the session profile data collected, the stream information
collected, or the session profile data that has been modified, such as quality of service

parameters, reliability parameters, or other suitable data. If modifications are not

20 necessary, the method proceeds to 622. Otherwise, the method proceeds to 620 where
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base station to receive packet data. The nethod then proceeds to 606. -17
WO 02/ 47328 PCT/ USO1/ 46995 [0043] At 606, transport |ayer data is

proces_sedw(ﬁugmgs the OSI |ayer 4 data for end-to-end cqitm®or@éoos
transmtted data. In one exenplary enbodi nent, the protocols governing
message structure and network error-checking can be processed at 606. The
nmet hod then proceeds to 608. 5 [0044] At 608, it is determ ned whet her
control data is being transnmtted. If so, the nethod proceeds to 610 where
session profile data is collected, after which the method proceeds to 618.
If it is determned that control data is not being transmtted at 608, the
met hod proceeds to 612. [0045] At 612, it is determ ned whether error data
i s behegnadificatidrst ané, performed. Gush asmater wirelessiranientaichy d heroetsed then cve)
data. If error data is being transmtted, the nethod proceeds to 614 where
sessifnBcPéds td @22lata is nodified, such as to correct the source of error
provide corrected packet data, or for other suitable purposes. The nethod

then gpggpeds to GLo bhkeithsGetehfiidd WiiofiBt &r8sish sharbtferidiatchphgeris dat a

i;ldnst reamngat ;r ?gsmiS col | ect ed. T(r)\e Pnre;)ceeds S e Phat]
AL 6 TBATE e eaBpapaiTiEn SERBERAONIP SalA Tl e ME AR B ekectelt 4
characteristics in response to the session profile data collected, the
5t r eaonthekessianipoofilectaita datdas heentmedified ssush 3 terimpierpentauaibs ofipedvigeen
nodi fied, such as quality of service
changes, reliability changes, for monitoring, or to implement other suitable changes.Inone
exemplary embodiment, session characteristic changes can be required based on who a
user is, what a user is doing, or other criteria. The session characteristic change can
include control commands generated by a content switch to a gateway node, serving
10 node, or other suitable systems for re-allocation of bandwidth, processing resources, or
other resources that are required to control quality of service, reliability, monitoring, or
other functionality. If it is determined that session modifications are required at 622, the
method proceeds to 626. Otherwise, the method proceeds to 624 where the data is
transmitted to the source and destination. The method then proceeds to 630.
15 [0048] At 626, it is determined whether any changes need to be performed
at the source to implement the session modifications. For e>;ample, the data transmission
rate, data format, or other suitable parameters may need to be modified at the source in
order to implement the session éharacteristic changes. If it is determined that no source
changes are required, then the method proceeds to 624. Otherwise, the method proceeds

20 to 628 where control data or other suitable data is transmitted to the source and

destination to cause the required changes to be implemented, such as data transmission
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paranmeters, reliability paranmeters, or other suitable data. If
nodi fi cations are not 20 necessary, the nethod proceeds to 622. O herw se,
t he net hoghgonaesgds to 620 where -18 WO 02/ 47328 PCT/ USOWAGEDp/46d0B e
nodi fications are perforned, such as at a wireless content switch. The
met hod then proceeds to 622. [0047] At 622, it is determ ned whether a
session characteristic change is required in response to the session
profile data collected, the streaminformation collected, 5 or the session
profile data that has been nodified, such as to inplenent quality of
service changes, reliability changes, for nonitoring, orto inplenment other
- suitabl e changes. I n one exenplary emhodinment., session.characteristi
changéate ehangss, dai@fpreat eesorr %ﬁﬁr %w?qg)é%ph@rgge rgetﬁg gtthqrgg@g?z%ag or
other criteria. The session characteristic change can include control
cometo@30generated by a content switch to a gateway node, serving 10 node,
or other suitable systens for re-allocation of bandw dth, processing

resoyippgs) or ot her Af &3 s dstdrimiecfRethed tie ssbsion sdobederngnatad. if thé
service, Teliability, nonitoring, or other functionality. If it is

determ ned .t hat sessi i i j i &8s rd@ieg
proceséecf?c’[rl)'sgﬁ%?rﬁﬁ%e% @ﬂ{%@%?ﬁtg@p@a&@%stﬁt@geggcéilﬁéﬁgf ré tsﬁg data is
transmtted to the source and destinatiqp. The nethod .t hen proceeds to 630.
85 [ dQtherwige, resmetiod ErQF@teé’ISﬁPgéﬂ "\%P\%'F&B? S&ﬁ?“’@Hﬁﬁ@%@“ﬂ%@d to be perforned
at the source to inplenment the session nodifications. For exanple, the data
transj@0os6jon rate, haoperationametiod 68Geroddes fl teigpar paiate iatvill caEed t o
be nodified at the source in
wireless data to be analyzed where necessary to provide wireless content switch
functionality. Method 600 sets predetermined trigger points that will facilitate or cause a
review of data fields to determine whether modification is necessary to support wireless
10 content switch applications, and receives additional triggers as necessary to facilitate the
provision of wireless content switch applications.
[0051] FIGURE 7 is a flow chart of a method 700 for providing quality of
service functionality in a wireless content switch in accordance with an exemplary
embodiment of the present invention. Method 700 begins at 702 where quality of service

15 rating data is extracted from the data packet an617 session information associated with the

data packet. The quality of service rating data can include one or more of the following

criteria:
. Gapability of the wireless device
. Data errors

20 e Packet loss

. Number of data packet retransmissions
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order to inplenent the session characteristic changes. If it is determ ned
that no source changes are required, then the nethod proceeds to 624.

O her w sayo ofre7seet hod proceeds 20 to 628 where control dapar/@soietches
suitable data is transmtted to the source and destination to cause the
requi red changes to be inplenented, such as data transmssion -19 WO

02/ 47328 PCT/ US01/ 46995 rate changes, data format changes, or other
sui t abl e changes. The nethod then proceeds to 630. [0049] At 630, it is
determ ned whether the session is to be termnated. If the sessionis to
continue, the nethod proceeds to 632 where the next data packet is
received. 5 Otherw se, the nmethod proceeds to 634 where the session is

t er mr nat edmdud®dpiatantraffier ati on, met hod 600 provides for trigger points

that will cause wreless data to be anal yzed where necessary to provide
Wi reless Fesduaticysofi dutiof-sequencedatd pgckeatidehvery600 sets predet er m ned
trigger points that will facilitate or cause a review of data fields to
determ neL}M@.} r nodification is necessary to support wireless 10 content
switch applications, and receives additional triggers as necessary to
facilitat %.{he provi sion of wireless content switch applications. [0051]
FI GURE 7 M¥€( f]| ow chart of a method 700 for providing quality of service

functionality in a wireless content switch in accordance with an exenplary
%nbodi nenBibgreh@tes esent i nventi on. Method 700 begins at 702 where quality
of service 15 rating data is extracted fromthe data packet and session

i nf orenat | @arrivdditi [ahitationst h t he

. Number of users
. Radio interference
. TCP traffic rate management
10 [0052] At 704 the quality of service rating data is compared to other user data

to determine the priority that this application and this user should be assigned. In one
exemplary embodiment, the quality of service rating data can include organizational,
functional, or other suitable distinguishing data that allows bandwidth allocation and
processing allocation to be given priority to predetermined users or applications, such as
15 data that has been determined by cross-referencing the data extracted at 702 to a table
of organizational, functional, or other suitable priority data. The method then proceeds to
706.
[0053] At706 itis determined whether the radio packet data must be adjusted
in order to support the quality of service allocation performed in step 704. If it is
20 determined at 706 that data adjustment is not required then the method proceeds to 718

and terminates. Otherwise the method proceeds to 708 where radio packet data is
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data packet. The quality of service rating data can include one or nore of
the followng criteria: Capability of the wireless device Data errors
20 Packetwiogopssunber of data packet retransm ssions -20MR02446328
PCT/ US01/ 46995 Amount of data traffic Frequency of out-of-sequence data
packet delivery Latency Jitter 5 Bit error rates Bandwidth limtations
Nunmber of users Radio interference TCP traffic rate nmanagenent 10 [0052]
At 704 the quality of service rating data is conpared to other user data
to determine the priority that this application and this user should be

assigned. In one exenplary enbodinent, the quality of service rating data
functional, or other suitable distinguishing

SZP ai %;usqgcpl Fr ar%}aé%{j{moggc}:ﬁrgan% Mithotheagigplity of service rating. The method then
proceeds to 710. | '
[0054] At 710 it is determined whether other data must be adjusted, such as
user data for users that are given lower priority. In one exemplary embodiment, packet
5 data for other users can be dropped, one or more servers can be contacted to buffer or
stop the transmission of packet data,
or other suitable adjustments can be performed. If it is determined that no other
adjustments are required the method proceeds to 718 and terminates. Otherwise the
method proceeds to 712 where a request is issued. The request can include a request to
10 alocal station, a server, or other suitable request. The method then proceeds to 714 where
the modified quality of service rating data is adjusted and stored. The method then
proceeds to 716 where a request is transmitted to a server, such as to stop transmission,
decrease bandwidth requirements, or take other suitable steps.
[0055] In operation, method 700 allows a wireless content switch to monitor
15 radio packet data, and to adjust the radio packet data as required to provide quality of
service functionality in a wireless network. Method 700 can provide quality of service
management without buffering data at the wireless content switch or other location where
quality of service management is being performed, so as to eliminate the processing
overhead and hardware required to support buffering.
20 [0056] FIGURE 8 is a flow chart of a method BOQ for providing multicast

functionality in accordance with an exemplary embodiment of the present invention.
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processing allocation to be given priority to predeterm ned users or _
applications, such as 15 data that has been determ ned by cross-referencing
the data exfinaesgd at 702 to a table of organizational, frgnegdopaglos or
other suitable priority data. The nmethod then proceeds to 706. [0053] At
706 it is determ ned whether the radio packet data nust be adjusted in
order to support the quality of service allocation performed in step 704.

If it is 20 determned at 706 that data adjustnment is not required then
the nmethod proceeds to 718 and ternminates. Qtherw se the method proceeds to
708 where radi o packet data is -21 WD 02/47328 PCT/ USO1/ 46995 adj usted

and stpred,i ccordance wth the quality of service rating. The nethod
t hen “@?‘EB@Q@Q '%@%Q%%ﬁ![e geoupridentifiGasionetata i endtacipdtinonespiempldnt a
nmust be adjusted, such as wuser data for users that are given | ower

pri or eMmpodimeshdhe grapp identifichtidn cata capiwiede IMSHdam, NSARItdHs, MSISBNCan
be dropped, one or nore servers can be contacted to buffer or stop the

t r ans diatzs ipaoketfdaa pketocdrtype data, padrRét duth Eg{ibé‘olaéﬂdﬁmga?dﬁ?d?nig%ddres& the

performed. If it is determned that no ot ~adj ust rrent;s a(rje ;ggg;ag .
712 sy AREF St EEN endaR JUEnMARAE a7 ol SRike B 4Pl BN Giors o
5 coe 2304 Y Sl Sayng hafiadchaBlt Py S Sahing Bovaracayendoanter
ad| “SES’%, gggug%&f ﬁainb-gr]%oﬁligﬁga{aﬁggquence Number Uplink data, charging identifier
data, network protocol data unit reordering identifier data, or other suitable data. The
method then proceeds to 804.
[0057] At 804 group identification data is compared to current active group
10 data. In one exemplary embodiment, a multicast session can be set up where the users
that are to be included in the multicast are first identified. If the users are unavailable, out
of range, or otherwise not capable of participating, those users may be flagged and
periodically checked, such as to determine when the user travels back into range, turns
on a handset unit, or performs other suitable functions that make the user available for the
15 multicast. The method then proceeds to 806.
[0058] At 806 it is determined whether data must be processed in order to
support the multicast functionality, such as to allow the data to be received by all of the
participants, on all of the mobile platforms involv.ed, to meet bandwidth requirements, or

otherwise. If it is determined that data is not required to be adjusted, the method proceeds

20 to 810 and terminates. Otherwise, the method proceeds to 808 where the multicast data
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proceeds to 716 where a request is transmtted to a server, such as to stop
transm ssion, decrease bandw dth requirenents, or take other suitable
steps. [ OQ%Aly4dspgoperation, nmethod 700 allows a w rel ess g@Ria4605tch to
nonitor 15 radi o packet data, and to adjust the radi o packet data as
required to provide quality of service functionality in a wireless
networ k. Method 700 can provide quality of service managenment w t hout
buffering data at the wireless content switch or other |ocation where
quality of service managenent is being perforned, so as to elimnate the
processing overhead and hardware required to support bufferi ng 20 [ 0056]
FIGURE 8 is a flow chart of a nethod 800 for providing nmultica

f unctis @djusteq ane stared i packetdata imaddiientp any reqrere aeffolsata H@W%'@%t
invention. -22 WD 02/47328 PCT/ US01/ 46995 I\/bt hod 800 begi ns at 802 where
gr oupneéodeshan focaliovwihedader to paeticipatetiadhe multicestexenpl ary  enbodi ment, the
group identification data can include | M5l data, NSAPI data, MSISDN data,
pack Séja pr ot 0ol |nt ¥RGaficHh, anetPREHERI0 AlRhis # WieRsd coighBffitdioaccdysani c

addr dentifier Hat a, APN network identifier data, quality of service

nai 268 Pocket SRl b0iAs S it FLrpery B an Ry be Fellipld (pfihnd BRIHRT

Downl i nkdat a, Sequence Nunber Uplink data, charging identifier data,

Het mdmcmw@bd\weth@@awmmusﬁ@@mﬁteﬁ iheirgeertian and gangmissionohdatastipidl e
data. The nethod then proceeds to 804. [0057] At 804 group identification
dat a ginglecopecetd 4 multivcasesdureet from arenefiihe multicast parties to the other multicast

parties, or from all the multicast parties back to the multicast source.

[0060] Although exemplary embodiments of a system and method for wireless

packet data content switching have been described in detail herein, those skilled in the art
10 will also recognize that various substitutions and modifications can be made to the systems

and methods without departing from the scope and spirit of the appended claims.
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10 data. In one exenplary enbodi ment, a nulticast session can be set up
where the users that are to be included in the nulticast are first
identifiegodfs788e users are unavail able, out of range, acoidegagdose not
capabl e of participating, those users nmay be flagged and periodically
checked, such as to determ ne when the user travels back into range, turns
on a handset unit, or perforns other suitable functions that nmake the user
avai lable for the 15 multicast. The nethod then proceeds to 806. [0058] At
806 it is determ ned whether data nust be processed in order to support
the nulticast functionality, such as to allow the data to be received by
all of th rticipants, on all of the m)bile pl atforns involved, to neet
bandv\nt/wf'ﬁ?‘ lz?ﬁg#?\ﬂﬁ?ﬁ}g or otherw se. it is determned that data is not
required to be adjusted, the nethod oceeds 20 to 810 and term nates.

Q her wi se,1.t he Asystem Ww@wnmmweéw@t@cpmrﬁmgu cast data -23 WO

02/ 47328 PCT/ US01/ 46995 is adjusted and stored in packet data in addition
to any recgaedayoatiopacket mtéffade reepgivieg ratic pasketydata fedrh awatéway sadiot o
part|C| pate in the nulticast. [0059] In operation, nethod 800 allows a
wirel w ﬁ gnt switch to access radio packet data so as to perform
processing that may be required to provide nulticast 5 functionality.

t hod 800 t hus aCJlltatesther

ngl e soup eattent S pYSRCLBIFEE TR ek ARG i PRR AT Bede AR PridE " S
the other nulticast parties, or fromall the multicast partles back to the
mul t | Biteh systers eecaidiogdie radie pagketdlasaprinagtiogopaionsiare rsedetegpinesiiatad
met hod forw rel ess

fields from the radio packet data, and performing one or more predetermined actions

based on the extracted data fields; and
a serving radio packet interface coupled to the content switch system, the serving

10 radio packet interface transmitting the radio packet data to a serving radio packet node.

2. The system of claim 2 wherein the content switch system further comprises
a quality of service system and extracts user priority data from the radio packet data,
wherein the quality of service system allocates bandwidth based upon the user priority

data and stores bandwidth allocation data in the radio packet data.

3. The system of claim 1 wherein the content switch system further comprises
a multicast system and extracts multicast setup data and user identification data from the
radio packet data, wherein the multicast system addresses the radio packet data based

upon the user identification data and the multicast setup data.
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packet data content sw tching have been described in detail herein, those
skilled in the art 10 will also recognize that various substitutions and
nodi fi catwe @6 be made to the systens and net hods wi t heutuw@enansi ng
fromthe scope and spirit of the appended clainms. -24 WD 02/ 47328

PCT/ US01/ 46995 WHAT IS CLAIMED IS 1. A systemfor processing wreless data
conprising: a gateway radi o packet interface receiving radi o packet data
froma gateway radio packet node; 5 a content switch systemcoupled to the
gateway radi o packet interface, the content switch systemreceiving the
radi o packet data, extracting one or nore predeterm ned data fields from
the radi o packet data, and perform ng one or nore predetern ned actjons

based on the exthesysempfckaim byvaereinthe gatawayragjo Baak%t InteEiREE CPAPESPSce

coupled to the content switch system the serving 10 radio packet
i nt er§ garviayananeling potbbs systiinveginadtity ghteway durnalmguntpechdata fpervidbe
node. 2. The systemof claim2 wherein the content swtch system further

Comrﬂagﬁpécl&lﬂ%ié é(n&]‘oro%ﬁampqrﬁfe SHERIY taRfeig prtdcol daed tathe@ontent dalitahf rom
the radi o packet data, whefeinthe quality of service system allocates

bandw dEh based upon the user priority data and stores bandw dth

al | oMYA data in the radio packet data. 3. The systemof claim1l wherein
the content switch system further conprises a nulticast system and
extracts multicast setup data and user identification data fromthe

5. The system of claim 1 wherein the content switch system further comprises
a serving handoff system and the serving radio packet interface transmits the radio packet
data to at least two serving radio packet nodes, wherein the serving handoff system
extracts the data fields from the radio packet data when the radio packet data is

5 transferred from a first serving radio packet node to a second serving radio packet node.

6. The system of claim 1 wherein the content switch system further comprises
a network handoff systemand the serving radio packet interface transmits the radio packet
data to at least two serving radio packet nodes, wherein the network handoff system
extracts the data fields from the radio packet data when the radio packet data is

5 transferred from a first serving radio packet node to a second serving radio packet node.
7. A system for processing wireless data comprising:

a content switch system coupled to a packet network, the content switch system

receiving radio packet data from the packet network, extracting one or more
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radi o packet data, wherein the nulticast system addresses the radi o packet
data based wupon the user identification data and the nulticast setup data.
-25 WO 02%w/3298328CT/ USO01/ 46995 4. The system of clai m 1 wherraideiigyes gat enway
radi o packet interface conprises a gateway tunneling protocol system
extracting gateway tunneling protocol data fromthe radio packet data and
provi ding the gateway tunneling protocol data to the content switch

system 5. The systemof claiml wherein the content switch system further
conprises a serving handoff system and the serving radi o packet interface
transmts the radio packet data to at least two serving radio packet

nodes, wherein the servi n% han of f ste&n géﬂ Cg pfe data fields from
t he rgéﬂét%%'k%q dpda sl rqrﬂet ?d'@id pAckek dgia AN PSTOFNG 8PP e % a
first serving radi o packet node to a second serving radi o packet node. 6.
The gyetleteroiined actioris basedon theexicacted datawi t ch system further conpri ses
a network handoff system and the serving radio packet interface transmts

the r@dige; Bagket data to at least two serving radi o packet nodes, wherein
the network handoff system extracts the data fields fromthe radl o packet

data when A Bgté\ﬁév &&@g%@&etqﬁfe@fabé récé.mgﬁhsrréeﬁ 55&@ aafd fr§th tﬁérck’)hf&ﬁr adi o

packet no 0 a-second serving radio node. . A system for
rocessij Wi, T el ess data, S ent _sw dto a
B ok WL AR ALt ERRL Big el ppBrdiEes %e.q;at%vg?y BB R 2 Fom
t he packet network, extracting one or nore
8. The system of claim 7 wherein the gateway radio packet interface comprises
an Internet protocol system, wherein the radio packet data is received from the packet

network contained within an Internet protocol packet, and the Internet protocol system

extracts the radio packet data from the internet protocol packet.

9. The system of claim 7 wherein the cbntent switch system further comprises
a serving handoff system transmitting the radio packet data to at least two serving radio
packet nodes, wherein the serving handoff system extracts the data fields from the radio
packet data when the radio packet data is transferred from a first serving radio packet

5 node to a second serving radio packet node.

10.  The system of claim 7 wherein the content switch system further comprises
a network handoff system transmitting the radio packet data to at least two serving radio

packet nodes, wherein the network handoff system extracts the data fields from the radio
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-26 WO 02/ 47328 PCT/ US01/ 46995 predeterm ned data fields fromthe radio
packet data, and perform ng one or nore predeterm ned actions based on the

ext r act edwdpdra7idgel ds; and a gateway radi o packet interfagemeneuydong the
radi o packet data fromthe content 5 switch systemand transmtting the
radi o packet data to a gateway radi o packet node. 8. The systemof claim?7
wherein the gateway radi o packet interface conprises an Internet protocol
system wherein the radio packet data is received fromthe packet network
contained within an Internet protocol packet, and the Internet protocol
system extracts the radi o packet data fromthe internet protocol packet..

9. The temof claim7. wherein the content itch_system further
conmpriadket 458 Bhef feiTadis Proks) diatas Fiastaied By A T canyngeri Pagkes o
at least two serving radi o packet nodes, wherein the serving handoff

syst gmdsxtoraseeontheeingradie pasketrmnde. he radi o packet data when the radio
packet data is transferred froma first serving radi o packet 5 node to a

second serving radi o packet node. 10. The systemof claim7 wherein the
content switch systemfurther conprises a network handoff system

transmttifg thenda ét@npé?ﬁﬁﬁ?n ﬁ%@réﬁ’l thb coRsHt siieh S5 eIrfRe ic@mg?i%%et

nodes, wherein the nhetwork handoff systemextracts the data fields fromthe

radi % q-u%ﬁtyvg;r) gezr/\nﬂéésszfstglg énlésg;((rg'gggéser priority data from the radio packet data,
wherein the quality of service system allocates bandwidth based upon the user priority

data and stores bandwidth allocation data in the radio packet data.

12.  The system of claim 7 wherein the content switch system further comprises
a multicast system and exiracts multicast setup data and user identification data from the
radio packet data, wherein the multicast system addresses the radio packet data based

upon the user identification data and the muiticast setup data.

13. A method for processing wireless data comprising:
receiving radio packet data;
determining whether a trigger event has occurred;
extracting one or more first data fields from the radio packet data if the trigger event
5 has occurred,;
performing a predetermined function using the one or more data fields to generate
one or more second data fields; storing the second data fields in the radio packet data to

create modified radio packet data; and
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packet data when the radi o packet data is transferred froma first serving
radi o packet node to a second serving radi o packet node. 11. The system of

claim7 whey@iqasdghe content switch system further conprisagr/gsoddéosty of
service system and extracts user priority data fromthe radi o packet data,

wherein the quality of service system all ocates bandw dth based upon the
user priority data and stores bandwi dth allocation data in the radio
packet data. 12. The systemof claim7 wherein the content switch system
further conprises a nulticast systemand extracts nmulticast setup data and
user identification data fromthe radio packet data, wherein the multicast
system addresses the radi o packet data based upon the user identification

data and g R5L il A48 palider duif) 0Uehila PLAGERRLEM I o o5
; 3 2 el R RER Aol

data conpri Sing: ece|V|ng radi o pac
trigger event has occurred; extracting one or nore flrst data flelds from
the radi o packet data if the trigger event 5 has occurred; performng a

predet erm ned function using the one or nore data fields to generate one
or nore setbnd the wmethed abclabn dBiwhperelcreseiding thintadio pecket daia chmpriseiso
packet data to <create nodified radi o packet data; and -28 WD 02/47328

PCT/ UgaéivigPBie radicapackettdatg frohea gattiiaechdiapack@anyds. data to a serving
radi o packet node.
15.  The method of claim 13 wherein receiving the radio packet data comprises
receiving the radio packet data from a packet network, wherein the radio packet data is

contained within an Internet protocol packet.

16.  The method of claim 13 wherein determining whether a trigger event has
occurred comprises determining whether one of the group of events comprising activation
of a packet data protocol channel, serving radio packet node handoff, mobile network

handoff, or receipt of a request for radio packet data modification has occurred.

17.  The method of claim 13 wherein extracting one or more first data fields from

the radio packet data if the trigger event has occurred éomprises extracting one or more

of the group of data fields comprising an International Mobile Subscriber Identity, a
Network Layer Service Access Point Identifier, a Mobile Station ISDN number, a packet

5 data protocol type, a packet data protocol address, a dynamic address identifier, an APN
network identifier, a quélity of service profile, a sérving GPRS support node address, a

mobile station not reachable indicator, a serving GPRS support node recovery identifier,
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14. The method of claim 13 wherein receiving the radi o packet data
conprises receiving the radi o packet data froma gateway radi o packet
node. 15.wbwasishod of claim 13 wherein receiving the radicaxagkelsdat a
conprises receiving the radio packet data froma packet network, wherein
the radi o packet data is contained within an Internet protocol packet. 16.
The method of claim 13 wherein determ ning whether a trigger event has
occurred conprises determ ning whet her one of the group of events
conprising activation of a packet data protocol channel, serving radio
packet node handoff, nobile network handoff, or receipt of a request for
radi o packet data nodification has occurred. 17, The nethod of claim13
wher earSesuensetNurgbenBovmlink: @ Searsnce MumbsrdJpiinks agharging IFgRtifieTHand &
data if the trigger event has occurred conprises extracting one or nore of
t he gretworkfproicel datal whsit temrerisg itendifiet.nt er nat i onal Mbbil e Subscri ber
ldentity, a Network Layer Service Access Point ldentifier, a Mbile
Station | SDN nunber, a packet 5 data protocol type, a packet data protocol
address, a dynami c address identifier, an APN network identifier, a

qual ity of ,servi il ' ; ile
tati on noftSy cadnasranpHaf eiaf] Sepdn HeroARARE praABrATGh Rl it
identifier, -29 WD 02/47328 PCT/ US01/ 46995 a Sequ c?. nber Downl ink, a
SequeisongApEIOTeRtafiSids e engTalg SredHTPTRreCoRd iala g EESER” dat a
unit reordering identifier. 18. The nethod of claim 13 wherein performn ng

t he prextetaf thienferhcfians tdooprising gletermining transmission priority using a quality of

service profile, determining whether to transmit multicast data using an International
5 Mobile Subscriber ldentity, determining whether a next radio packet data packet has been
received using a Sequence Number Downlink or a Sequence Number Uplink, and

determining network resource allocation using a mobile station not reachable indicator.

19. The method of claim 13 wherein storing the second data fields in the radio
packet data to create the modified radio packet data comprises storing one or more of the
group of data fields comprising a International Mobile Subscriber 5 Identity, a Network
Layer Service Access Point Identifier, a Mobile Station ISDN number, a packet data

5 protocol type, a packet data protocol address, a dynamic address identifier, an APN
network identifier, a quality of service profile, a serving GPRS support node address, a
mobile station not reachable indicator, a serving GPRS support node recovery identifier,
a Sequence Number Downlink, a Sequence Number Uplink, a charging identifier, and a

network protocol data unit reordering identifier.
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the one or nore data fields to generate one or nore second data fields
conprises one or nore of the functions conprising determ ning transm ssion
priority we o@ssqual ity of service profile, determ ni ng pthatdagticdo®
transmt nulticast data using an International 5 Mobile Subscriber

I dentity, determ ning whether a next radi o packet data packet has been
recei ved using a Sequence Nunber Downlink or a Sequence Nunber Uplink, and
determ ning network resource allocation using a nobile station not
reachabl e indicator. 19. The nethod of claim 13 wherein storing the second
data fields in the radio packet data to create the nodified radi o packet
data conprises storing one or nbre of the group of data fields conprising
a | nt er nat B8nal Thsunehod pfiainyts whereia ransipitting ke medified ragiorpasket data
Access Point Identifier, a Mbile Station | SDN nunber, a packet data 5

pr ot otwthe sewjngrashc lpaickeanade compeises dddsestting dhe ynadified aadio azket data
identifier, an APN network identifier, a quality of service profile, a
ser vi isidEBEan Witeiridt grofoR PHEIRR Y0 PgateRBl r8didtgdkennsgé. reachabl e

i ndi cator, a serving GPRS support node recovery identifier, a Sequence .
Nunber Downl i nk, a Sequence Number Uplink, a charging identifier, and a
network protocol data unit reordering identifier. -30 WO 02/47328

PCT/ US01/ 46995 20. The nethod of claim 13 wherein transmtting the

nodi fied radi o packet data to the serving radi o packet node conprises
transmtting the nodified radi o packet data inside of an Internet protocol
packet to a gateway radi o packet node. -31
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