1 Method And System For Aggregating And Transferring Data From

Mul tiple I D Readers Over An Adhoc Wreless Network Field of Invention
[ 0001] The proememforisavention relates to a system and mesdgeheoonose
processing and transferring ID data fromdifferent ID readers so that
ID data is operable to be transmtted lover an adhoc w rel ess network.
Background [0002] 1D technol ogy (radio-frequency identifications (or
RFI D), barcodes, snmart cards and bionetrics, etc.) has revol utionised
busi nesses sugfeiasd AR Vst F oy ' t :

benefiting all parts of:%%%hg?sfﬁggﬁﬁggﬁgéﬁgyﬁ - ?%gﬁ%g%% gg?ﬁrer
supplier, carrierMultphi ID ReddeonSuarAn Adisod Wikdlest Nensof | D when
applied in business results in increased efficiencies and nore
effective distribution chains including inventory control, asset
tracki ng and asset utilisation, n ion flow, customer service;
all theses also translate into h?%ﬁgg?%%g%ﬁ%tivity and reduced

busi ness cif821$. Howduepresdnnirspitien rofatet frea ptemrngMetiodSeNHecesfingCadt i on

pervades t t nd de of 1D technaql .. One of the

o) or 1 eas BRI Aol Pl BRE ab: Rteroat g LA e opasble 1 be

i nfrastructansmited ovarlah o witddenswogk.read different types of ID
tags. [0003] The current hard-wired infrastructures for ID readers
especially for large area depl oynents, such as warehouses, are

conpl ex. Such infrastructure posesgd@yudd NMtations in terns of
flexibility, ease of deploynment and cost. Scalability is also a key
issue in figure expansion and extension of a wired network. 100041 US

Pat ent No. [0®21B ierhologysaadigraigauecirgentaicativns e, RELRY, bareddescmidnieasrda
mul tiple teghiMay dal fad @@&ﬁﬁorﬁéﬁh%m%sﬁés%h& 53%@@9!09&9)( SRR nrtc§'9der
includes a bar code reader and an RFID reader, eath’is connected’to a
devi ce ni cPYB&HnbIbY chenefiting abviasie of e obgributioh| drin ndhaidesufactivar,
code prepragass Qb Yo ald R RhE: ; b MNEDALE
connect ed tgﬁa f&epodi hg and cS‘%r b?ﬁé)re&g)ﬁllggfuﬁgﬁ eé‘@%ﬁ‘ ﬁha%(’j&&lgﬂ?sfsol
means results in increased efficiencies and more effective distribution chains including
inventory control, asset tracking and asset utilisation, documentation flow, customer
service; all theses also translate into higher productivity and reduced business costs.
However, in spite of the optimism, a sense of caution pervades the adoption and
deployment of ID technology. One of the major reason stems from the high cost of

setting up the infrastructure of multiple readers to read different types of ID tags.

[0003] The current hard-wired infrastructures for ID readers especially for large area
deployments, such as warchouses, are complex. Such infrastructure poses many
limitations in terms of flexibility, ease of deployment and cost. Scalability is also a key

issue in future expansion and extension of a wired network.

[0004] US Patent No. 6,415,978, assigned to PSC Scanning, Inc., describes a multiple
technology data reader. The multiple technology data reader includes a bar code reader
and an R¥FID reader, each is connected to a device microcontroller. The device
microcontroller includes a bar-code preprocessor and an RFID pre-processor, each of

which are connected to a decoding and control means. The decoding and control means




2 1is connected to a device comunication, control and power unit.
The device mcrocontroller is connected to a host conputer via a USB.
[ 0005] US M dnd/10%86 6, 318, 636, assigned to | nternec | PcBeemosnoooso
describes a data carrier reader for reading RFID tags and nachi ne
readabl e symbols. The reader is in comunication with a host, which
can command the reader to toggle between an RFID node and a synbol
readi ng node.cofu@o®Ed] toDespévie dewmunipationt comtrdl Diridepbwel ogly, Thé @&ite

thus b d for . ID system that i
scalabl e At ReEs AL RbR ey arer el ufe OB s cacrs im an

enterprise I D system Summary [0007] The foll ow ng presents a

sinplified_s rov basi ¢ der st andi ng of the present
i nventi on. f“?ﬁ%ﬁ“ﬁ?&?@ h%cﬁg’%aﬁs%‘}?flé‘h tfif’é‘e‘f){?eg‘i‘/r?e\ﬂ/as(’iflb?s ata carrier
i nventi on, reatﬁéi If(& i’b@ﬂlng anﬂ@&kst fndl ghesfiid Yeahzﬁ:‘i’e fsebbi e ThOTreddd€ is in

i nventi on. to present sonme of the Inventive conce ts of

this i nven?‘?rB‘i’i‘uT“ﬁatﬁmd\é‘ﬂ’@r%ﬂsf erbrcgp remamang the wadrado fogeiestveer an
descripti omoahaﬁdgg@[rwal;egdhhgmodLOOOS] The present invention seeks to
provide a wireless "infrastructure-less' or adhoc ID netwirk to
address the high cost of conventional hard-w red cl osed-|oop network.
Wth an i nfgesa E]%%é?r code
for invent Eg?y]8%b%g%?§%%$égghfln%% a&%%(})@% trlﬁlgx%f%?slis ?
security amRfdaligr ey ERtsysen that is sealatiln hrchgiethod tior euppestatg differamtt Wbr k
system th t SO provides enterprises wth an

ef fective %ﬁg&g %?lcﬁn{ee%%PBbg%t%{ll on, which does not require the set
up of a prefixed infrastructure yet is scalable to neet future needs.
[ 0009] In one enbodi nent, the present invention provides a systemfor
| D dat a/ synbol reading, and transferring the ID data/synbol via a
network to a backend station for pramessyng. The system conprises: a
uni versal | D processor having a plurality of reader ports, wherein

said one r r is operable to_be connected to an | D reader; and
[%gf%? il frt.)howmc P esents a simp 1ﬁe§ summary to provide a basic understanding

of the present invention. This summary is not an extensive overview of the invention,
and is not intended to identify key features of the invention. Rather, it is to present
some of the inventive concepts of this invention in a generalised form as a prelude to

the detailed description that is to follow.

[0008] The present invention seeks to provide a wireless ‘infrastructure-less’ or adboc
ID network to address the high cost of conventional hard-wired closed-loop network.
With an integration of multiple ID readers (such as RFID and Barcode for inventory &
control tracking, Smart Card and Biomeiric for security and authentication) in the
‘infrastructure-less’ D network system, the present invention also provides enterprises
with an effective and efficient ID solution, which does not require the set up of a pre-

fixed infrastructure yet is scalable to meet future needs.

[0009] In one embodiment, the present invention provides a system for ID data/symbol
reading, and transferring the ID data/symbol via a network to a backend station for
processing. The system comprises: a universal ID processor having a plurality of reader

ports, wherein said one reader port is operable to be connected to an ID reader; and




3 another universal |ID processor disposed at a backend station;
wherein: said universal |ID processor and said backend universal ID
processor &achnkiasssa controller and a wrel ess transcep¥pégoiifdonks
data/ synbol read by an ID reader is coded in a port header and a node
header by said controller associated W th said universal |ID processor
to forma data packet, so that said data packet is then operable to
be transni drdotigtr DytivesaldDWirb@kRS Hish620 € 8ibdSlend Gtafidl; dvRAGK 8Md wiiveMer sal
| D process for processjng. l%nglO I n_anot her enbodi nent, the
present in rPE?CSﬁ%?IH%/Fa&LEa%B PRigEFStolD prosessergeac haa g aporiolss and a

codi ng t hewl:bleghaiAtctvab RASIT Qta/lynaliht Maa Yy AR I0VEKedis SSdcH Gl Ap&t haas:
network to a backend station for decoding. The nmethod conpri ses:

connect i ng?%ha Pesier keadkar byt sidacantiolerr asspcigted pith seidsbnversalall proseder to
port; codi fgmtied Rl &/ ENTRAl datARINESY tRY ohgﬁblé B P@F%Efnit{e'atbg GigPOr t

header and node header associated Wth the universa processor to
form a datWirplaskepsceiyerdo saidhankend whversd (13 prdsessonfaciketesting. a uni ver sal
| D processor disposed at a backend station for decodi ng and
processing. [0011] In another enbodi nent, the present invention
provi des a0l VenseherleRbpdiments feprestitanveniivie psaided Omphod fs sading D

conpri ses: ral ity of der rt.s, each.reader port being .
oper abl e fc(l)a?a/ 8#828%‘?]%8%1? %gtg%yﬁn%& g(fr&ag%%?n ?vgéaét&mge"%%?e?‘g?lll‘er
i n connecttoarbagkent statien fot decalling yTief méthatiempprss: sorfnediing$6 Eidadagoal |
the I D datalsy read by the, | D readers. i dat acket: and a
transcei ve‘fm‘f%ﬁg? ﬁ# RIQSTHY tfarfhteadsr Btz ‘%E?ﬁ 8@‘:%35@(16@38%@“@8%@92&3 al
| D processesdepintd £bay hda@eran@hbéd hedatrnsRRiktwivi fle aitvae] {0 Ricessor to
uni versal | D prgcessqr to the backend universal |D processor. [0012]

In an enmbddMentaidPage and paraiiing pid dakapeist to i, Buiypsa) dPsprpcgsssr

processor d&yuRdd a% € Sackbnd ditiod B& R¥bdithaASHQEiAlged W th each reader
port, wherein a |ogical address of the I'D-type switch is unique to

the ID reader type that is connectable to the rel evant reader port.

I n anot herp@rP gl LA embREmYi:! @b g%:?intt Flﬁ'@mid)\fgﬁdés% vARELANDG b s BP

infrastructure-less or adhoc netV I nking one or nore universal ID
processor dwdumprerss! 1h@rdsasske pemprisesies phiralith oprodespots, efod0tsler port

anot her e? | ERE £, : | 4;@,@'.% ny .one he fol | owi ng
types: ra iggfoﬁgglqug.n%;}g?r%al@le%ﬁﬁilﬂ;&t ) sr?gf%d%a%c%arﬁ "Hartod gl.onl n
yet anot hevitletib pbiralgnef retdeeptis foeaslemblimgailide Dalatabymbelnesddtyi the ID
reader; aqucfg% Bt \Q{algepra]tgkre%t s rtreags(?:g{ver for transmitting said data packet to a
backend universal ID processor or relaying another data packet via an adjacent

universal ID processor to the backend universal ID processor.

{0012] In an embodiment of the universal ID processor, the universal ID processor
comprises an ID-type switch associated with each reader poit, wherein a logical
address of the ID-type switch is unique to the ID reader type that is connectable to the
relevant reader port. In another embodiment, the wireless transceiver is operable in an
infrastructure-less or adhoc network linking one or more universal ID processor and

with the backend universal 1D processor.

[0013] In another embodiment, the ID reader includes any one of the following types:
radio-frequency 1D, biometric ID, smart card and barcode. In yet another embodiment,

the ID reader includes a new generation reader; adding a new generation reader




conprises configuring a reader port to support the new generation ID
reader, setting the 1D-type switch accordingly and updating the
control | er wo tpo/anssgpgraded firmwvare for the new gener aéi/9820bdovosy
reader. Brief Description of the Drawi ngs [0014] This invention wll
be described by way of non-limting enbodi nents of the present
invention, with reference to the acconpanyi ng draw ngs, in which:
[0015] FI Georlprigeh bt&ﬁ‘fc&hﬁ@a Raddr poft tesugpauihe abw ghiey:aios 8D rdade) EQGSIBOT S

in an ente e system accordj ng to an rrbod nent t ent
i nventi on; sz@G}fé]W”i@PGX ngly F“&fg‘t‘l?‘%{”g%thSﬁo‘é@Pi'ﬁb éﬁu%gr@%e;fh I%‘Patea Fe
for identlﬂ]bqlawlg@ﬂm@ﬂim;m@@egf | D readers supported by the enterprise
I D systemshown in FIG 1; FIG 2B illustrates a | ookup table for

identification of a firmvare version for the ID reader types shown in
FIG 2A; [0017] FIG 3 illustrates a configuration process for the
uni versal | D processor according to another enbodi nent of the present
i nvention; [0018] FIGs. 4A- BBef Pesgaptioatod thePrdwings codi ng process
according to anot her enbodi nent of the present invention; FIGs. 4C 4E

| L1 ustr al sio3g Upkib&Radl bILLPALLRBAIRG, P05, ARALET, g@@zim%ﬁ haeket

used in the data coding process rate
of a dat a pasenventmmswith t@@emtw@encmmpm@drawmgqamwmbor s at nodes
1 and 2; [0019] FIGs. 5A and 5B illustrate a data decodi ng process
according to yet another enbodi nent of the present invention.

[0015] FIG. 1 illustrates part of a gronp of universal ID processors in an enterpiise ID

system according to an embodiment of the present invention;

(0016] FIG. 2A illustrates an example of a look-up table for identification of types of
ID readers supported by the enterprise [D system shown in FIG. I;

FIG. 2B illustrates a lookup table for identification of a firmware version for the 1D
reader fypes shown in FIG. 24;

[0017] FIG. 3 illustrates a configuration process for the universal ID processor

according to anather embodiment of the present invention;

f0018] FIGs, 4A-4B illustrate ID data coding process according to another embodiment
of the present invention; FIGs. 4C-4E illustrate structures of the port header, node
header and data packet used in the data coding process; FIGs. 4F and 4G illustrate

details of a data packet transmitted between universal ID processors at nodes 1 and 2;

[0019] F1Gs. 5A and 5B illustrate a data decoding process according to yet another

embodiment of the present invention.




5 Detailed Description [0020] One or nore specific and alternative
enbodi mnents of the present invention will now be described with

ref erence ww toleioatssached drawi ngs. It shall be appar epéri®@o@®ABooso
skilled in the art, however, that this invention nay be practised

Wi t hout such specific details. Sonme of the details may not be
described at length so as not to obscure the invention. For ease of
reference, common reference nunbgigiled Dyscigeiohes of numerals will be
used t hroughout the figures when referring to the sanme or simlar
features comon to the figures. [0021] FFG 1 shows part of a system

10 of uni veszsplOnkBr ploes §R&AE SndAR AR erdBiiRSent€bCthe PRGN Bivaioh Qvidn
enbodi nent of the present invention. The system 10 of universal ID

pr ocessor JO¥sbeHEFEPeH it eference fogheratiarkied d@l‘”i%ﬁ K shadl by apperentioppst em
12. Each upivgns# akphma&eﬁsﬁe@mzﬁﬁ AR m& 6 f
reader ports 22a, §2b 2c, etc., a cgntrom%1 egit}g%ﬁgl‘)ﬂ%wt%ég%éuﬁg
wirel ess te@lscappeot Q@ade%la magnot. bg deseaitiod of levaih sont naslth ebscaratha 4b,
etc.. Assegiatisd et

Dt ype. suricahos L2 o SRR ER CahnBR kAR e sefis i plfer i pin

swit ch 23&e2sts theughout ghecfigiey véwh rafbiring [OUR ZmaAsr smﬂab@atmsmmoﬁl G
1, the Unlté/ﬁ]rsﬂ’é:urLD processors 20a, 20b, etc. are in an
infrastructure-Tess w reless comunication 30 network with a

uni versal 1D processor 20bes at a backend station, either directly

R R

coupl ed t etcaa@ordmg eranZntofiinichecfaht erapsit Sevehfidis he @f@teln? 10 51’ hrVerdad

use, a uniyersal ID r,ocess 206, 2 etc. d to be
confi gur ezﬂ RO f’]ﬁt‘i"?‘a'f‘ofgﬁ gg‘é“% H%‘gﬁ?laﬁ qﬂFe@“SS a%YFtS%SI?t ff@ch
uni ver sal LﬂuDeLBﬁIQDQﬁ‘S&E@I 20:220808¢c. 1Rt 6 phirdlitg 3t @ft}bdc@hpctrﬂ@% 22b 220 etc
i nfrastructure- & ?45\34,453e| ess network 30 or adhoc network

e

codi ng and $94A | BiCd 404 oMie ﬁ%é‘lags"f”r"é‘iﬂz%%ﬁburﬁ“‘\/éknﬁq t‘P Ijhe

Pr 0Cessor o1k 24hRBK 600 AdRMRHSALL é@h%&ﬁ%&@m@@m &0 idyanpt age
of the present invention is that several étes of ID'readers 15 can

be added B@°sVittlefiieEa2Pe ¢ {heucsyrhodiment theHdfr ayittho2laagb, etc. is a

confi guragjponieh. the enterprise ID system 12. The ID readers 15 may
i ncl ude any new generation readers. The other advantage is that the
W rel ess network 30 does not require any speC|f| c structure; hence,

dh 6 .
a0 anoe, RIS poPBELA 0SS oL RGP0 AR AR Bt 1 o
the pres ermfrastnwam—ie@n wn"plam@}mﬁmaanoxt 60 unsevcmlt ueiawmuvdmaens @:iocleﬁm

processor vers ssor s to
be confi g?ﬁbé g Q%%%Q%(gn% S%%H?fe étﬁ‘fr i ‘\’/\fy{ H érélgf @W%% 06’?6 q
reader s 18nivérked ID prdzesso2082@t) ety Pie: kidod unead@rm Sro@k®020bes in turn

pr edet er m_ned be changed b confl uring the

rel evant ﬁr‘ff’%?i@l ﬁ“ﬁpggaééggfg? em‘?‘@“??iﬁ?}f’fsf (?ﬁ‘o’t E?d‘g e grunferspldyer s
15 that i sroCmTe0Hh20b,D0bet, thb@eeﬁ@@ﬁ@ﬁérﬂréu?da sudh%dﬁgurmahtm@%ﬁe@@m 22c,
etc., eac Igﬁlgoadsl:é g aSSI gned uni que | ogi bits or address;
accor di nqﬂ# W ?9% ¥ PrpcoBars28s, 20 cte. t%?“%é‘h’fh?éﬁ@éﬁm%ﬁ i's
cor r espondiN@liveialenidk 30y agﬁdc%kw&ktf%f alddlans 20 thhal: &f*lp

type is el ectronl cally detectable by the associrated contro

record i d¥rbolsifame thspinprrsald D moqeasptrcio the/prskendrinivpesel Weprpesstor a@bqsabl e
200 is foppe t a

| ook-up tabl gvaélé%g%ﬂe ov%nIlt ?ﬁeﬁ g%;@ serd g?/ %?OWP?EF ?g&(masrlrtg5 Jﬂ@ cfy

set four akded do eqntremetﬁdcfrbmvéb ssyﬁtnmoi@ewcardmgdemnwf sonfigaraticehi bf dalteent

| D reader obec nectedtothe respective
reader po@t%gli% y%{eﬁlt@?ﬂﬁﬁg ers t5 smG ?ﬁn)f feY BYISHOn b‘f‘jﬁ " four
differ entTﬂeDoﬂlaaatb/astangis thaimib wudREb &efvﬁﬁld@OSdoeblrmﬂBiqmr@ aﬁ;eaplﬁfi&

structure; hence, an adhoc network, operating for example at any unlicensed




[ 0025] As shown in FIG 3, the configuration process 300 of each

uni versal | D processor 20a, 20b, 20bes, etc. is manual ly inpl enented
and startswoidmh/stwp 310. In the follow ng step, a detgRdiadolsnss20
is made whether an ID reader type is supported. If an ID reader type
is supported, i.e. the ID reader typeéis included in the IDtype

| ook-up table 200, the ID-type swtches 23a, 23b, 23c,etc. are set, in
step 350, mmdweldi,ng suffididie tbCnipkpend 0kenttRpisabiDe sy QQdoft € present
configurat.ion process 300 ends in step 360. However, if the
deterntnat?dﬁ‘gﬁ step 320 is negative, meaning that a new | D reader
7 type not included in the ID-type | ookup table 200 is to be
connected to the enterprise ID system 12, the new | D reader type is

then regi JPRBLATgREP ¥Rl rash W‘éﬁ“’fab@(Pfﬂfﬁstoa%ﬁ@ $b@E0bes, ¢ipdeachnivernalst ep
330. Fol I o Recesddr Seeds REbd & éd o8 306 ol PheGsRd vﬁmgn %&%ﬂﬁﬁilcd Qs (?fhﬁ

rel evant controll er 24a, 24b bes,etc., 1 n st Zﬁ accor

firmare |ewstetsol % dbe aumber <i>fseaah spe op Harader i ﬁlse pecdpiemtingd; dlgs Sﬁmbelt he

ID-type s e
| D-type | \(/)Eo ng&tngéfb}z%goo‘?&gmﬂ tﬁe%geé’n 813%% n‘g gﬁgg rfleoggg%tﬁ:gﬁaofs in
step 360. typeeoidbimbasiersofs tlhetadeumpqtﬁct o t@ Ba;@ﬂbqt@?im aeteaeier phraP2azi2d,22c,

port s and i elEfb 1educraRS B8 SRRRNRTe B O ol i Prpe
of IDr eadmessmich aIby ercsat chdh mndmceasﬁos c3fiespafilingly Get Ratheblegical

re-configyr g rn veI addi al versal 1D
processorlsfjtg)gcrltdg e Sgodggg Ea) r?%& @ﬂ’fe’?p c%m? ys@‘g éﬁt‘#ﬁ‘l Y POEsWAEAGs.
4A and 4B cbhtlmlm 'Rt ecérddashtifigatnat as 5D 40erag 64 Al ID Gy feGodn ol B®le 200
enbodi nent. I?) e present invention. After t e system 10 of uni versal

| D processvr’§™2ba, 20b, etc. and the backend station are set up, and
sone | D readers 15 are connected to the reader ports 22a, 22b,etc, the

enterprise 1D Igﬁ)tem 12 is ready f use, the ID data/syrrbol
codi ng pr 628k " Upor4s HYRRatEH 25 F@mﬂi‘?ﬁt"f Et“sIDeWé@ dgokipgiyble REO.rAs gho ine

control | err@4aa 245, blﬁtryv bitdYrePBE %%?foﬁtcaﬁ@teﬁgrogfc IEJE% ih %?&Eto mﬁﬁ@
22a, 22b, et c. '0027] As shown in A, a scan of

codi ng pr desslifforon I} gaders v115t1ha’fs~?tf‘e901m%ed pntot lpfecqn@pthm@;e scappctwmo a
deci sion i. r

oador 1o R MEANEK L HAURE oROKS WM BRindhy bit SANDRRLEA oh ey O

i s execut 8. namedt, di’ Iﬁ)lﬂéadm,dmdeetnmgadﬂ, daxwa/caxydrrbmlermnthnr@de bgadbx’ee | D

reader conne eader .port ort. hea nunber, 1;
if the degé}’stﬁéﬁgﬂge&s?n%@e{ Vel g‘é‘}e"e%’é?tﬁl %a“tﬁ’é B) E%pS"retusle tHot
connect ed ideotifyrmd® thaafbar diffdent mﬁset oI teallas abeEdastampld, #iRP Wy

whet her der 2 |s cted to an | der. This

codi ng prgﬁéss Iﬁgﬁé Hg%t() tymes o Feé‘gedse?mdt?rstlgpodﬁg ﬁ&ﬁé"a’é?pe?&‘ﬁﬁ‘ed
[0028] Rehges bhID naderts ao ok Guppddied lb&@l@ee&ﬁerﬁis‘éﬁw dyStedd {4) a&ioﬂ’@s;ﬁ);t@mg
Fol | owi ng steg?iig te§h4 Is executed and e first reader port is
assi gned & rilyeh as tha ip fG 2Bpisforgled t’ﬁ‘eth@(‘iﬁ‘?t%te} %43’221@a’t°24b
etc. cheCKseaamdmdeﬁaﬂrtmpmfeséthoAi@btsz&@, &W tch 23a, 23b, etc. associ ated
with this port number. In step 422, the I'D data/synmbol is read and is
8 appended to a port header 490 associated with reader port 1. In
step 424, ido Aal@/is virteol 3 | the
port header 9%psl n sthp 4263 ttﬁﬁg&lrfﬁeéa ggﬁ g&é&sn%b %@%agrp@ﬁ?gl%‘tﬂhfeﬂ
reader 49procgspert29a2fb, %theseﬁtteps fpgually kreplpmrttedwambwts Nsthtﬂ’m)n?‘l@phleﬂtded
to the poy

illustrat eélslo?“ﬁ%dsgtp r é?tgt Sir}lgmg?&l %quglrg% ‘ﬁh %ggn?gégagglﬁe?gg s 0& e%;&g h
reader poit i waddnityrs insuppDrteck addhe IDbreadsr ypaisdodladtd in the ID-type look-up

table 200, the ID-type switches 23a,23b,23c,etc. are set, in step 350, according to the

ID-type look-up table 200 and the configuration process 300 ends in step 360,

However, if the determination in step 320 is negative, meaning that a new ID reader




[ 0029] The process of checking whether a reader port is connected is
repeated until all N reader ports are checked. After the | ast reader
port, i.e.woemden7port nunber N, is checked, for exanppeisdcrosigRpsdsS0,
step 460 is executed and the port headers 490 fromreader ports 1 to
N are appended to forma total port h&ader 490a. The length of the
total port header 490a is then determ ned and then appended to a node

header 492typblayt inclidedSheRe AV Qpetibi@up @8R T00NHES bé SodRRENHEH. LRbRS
node heade 492 V\/E |st, in step 480, a data packet 494 is assenbl ed

into a pay %éﬁ thenpvpd L Zeader tyip ip H@nb%w@ﬁé aphihed Pstape loplon &blsy

20bes or i peh Heeldt, hystélebﬁo'lmomg@u%hh@ﬂﬁnwéreripﬁﬁgr@c@h%@%ded into
uni versal | D processors 20a, 2 etc dat a packet 494 conprises the

total port hEesleust ponEolin: R4erdbAtkes st desters§40; agogutbally, Fhedims@eand
4D show { Nl WHldings 10fuld'GpBRLE RCRUChed e Bd nﬁ%eﬂ@@ggw&gg% .

respectlvelgl ows the structure of e data pa
a pictoriaf &23bﬂ§t Iﬂ@t $9cbmcmldmﬁetortés wpdagedo ID 4ty ldbkdmt ablecﬂmngnql)ﬂmcess

400 | G F tr
(T denti {1 eSO o™ shlodls Gl 38 BobCaddl Ty pRBECSEr Ry o000
(i dentifi e2RagebAdgec. Zhat dfé\eo:é'@rqdlfalrw Hht@daa@beﬂs;aeﬁ%oﬁ thansnbédt ed
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recei ved by&4n ﬁWF%?%{éﬁwﬁa “BH'VSré@éi) PrOSEs cag bﬂfggﬁggﬁgﬁo‘mﬁlﬁﬁ’ 8h,

t he conputssted82at the backend station decodes the data packet 494
into individual |ID data/synbols for verification, authentication and
processing. FIGs. SA and 5B show t he decodi ng process 500. The

decodi ng poewpFEGH0M I sveusesiishfe GOdbdlfg Hﬁ@&§§s406090€0fdn% 1FGERAGS
the data packet 494 starting fromthe node nunber in
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process 50 t st 560, . T controller of the backend | D
processor gab@ tﬁ?f\n? I 0Wt1 g&%c?egetcﬁé)nﬂéﬂada abethes drader pohAvBbRS tlhis

uni ver sal cbbhepted ceasy re%@@' 120, th@@.&moﬁﬂ@ﬁaﬂttv@bﬁfcéﬂsDQSH@JQW15@‘1(5'@ 5B,
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WO 2010/ 107386PCT/ SG2009/ 000089 10 AVMENDED CLAI M5 recei ved by the

I nternational Bureau on 27 April 2010 (27.04.10) An |ID data reading,
t ransf erri w® modiopisecessi ng system conpri si ng: areNsyRiHAbosd D
processor having a plurality of reader ports, wherein said one reader
port is operable to be connected to af I D reader; and a backend

uni versal | D processor disposed at a backend station; wherein:

sai d uni veagehdedDopt poRsdwader M0 H8dcthiddagkRRehdenbMens ai stel) PUOGRSTPI

each has ad&ﬁz(l)/g]};[ﬂqb%ﬁ lenﬂth ]Q getgimvinnéde an?lsajsapc;[nglea 'E?)%?E! ;\)/O?Tr headerq’r% In step 426, the
reader ID type appended to the port reader 490, In the final step 428, the port number is
then appended to the port header 490 before process A ends in step 430. FIG. 4C
illustrates the structure of the port header 490 generated at each reader port to which an

ID reader 15 is connected.

[0029] The process of checking whether a reader port is connected is repeated until all
N reader ports are checked. After the last reader port, i.e. reader port number N, is
checked, for example in step 450, step 460 is executed and the port headers 490 from
reader ports 1 to N are appended to form a total port header 490a. The length of the
total port header 490z is then defermined and then appended to a node header 492.
Next, in step 470, the node mumber is appended to the node header 492 whilst, in step
480, a data packet 494 is assembled into a payload for transmission to the backend
universal processor 20bes or indirectly by relaying through one or more adjacent
universal ID processors 20a,20b, ,etc. A data packet 494 comprises the total port header
490a and the node header 492.

[0030] FIGs. 4C and 4D show the structures of the port header 490 and node header
492, respectively. FIG. 4E shows the structure of the data packet 494. If a pictorial
illustration of the results of the ID data coding process 400 is clearer, FIG. 4F
illustrates a universal ID processor 20n1 (identified as node 1) and another universal ID
processor 20u2 (identified as node 2). The exemplary data packets 494 transmitted
between these universal ID processors are as shown with arrows showing the directions
of transmissions of the relevant data packets, whilst FIG. 4G shows the port headers

490, node headers 492 and data packets 494 in a tabular manner.

[0031] After a data packet 494 is received by a universal D processor 20bes at the
backend station, the computer 28 at the backend station decodes the data packet 494
into individual ID data/symbols for verification, authentication and processing. FIGs.
5A and 5B show the decoding process 500. The decoding process 500 reverses the

coding process 400, i.e. decodes the data packet 494 starting from the node number in




| D data/ synbol read by an ID reader is coded in a port header and a
node header by said controller associated with said universal ID
processor W Ha¥HW7I6dat a packet, so that said data packet/sémotivansy
operable to be transmtted by said wirel ess transceiver to said
backend universal | D processor for protessing. 2. An ID system
according to claim1, wherein the ID reader conprises a plurality of
| D r eader s the Bde ApadeDI Ry it poid benlediengh tod e @i ot all\wWifermeition tdi@ing to

plurality %erﬁogr{u%%g%{age%?@e&i ses any one of the foll ow ng types:

radi o-frequency ¢ ID, smart card, barcode and any new
generation ID reader, 4. An |ID systemaccording to any one of clains
1-3, wher efoustjhas showeinsBIG. 158, piodessiaf pealRRr S(DeSartd\RitlPklefBOS In the

uni versal | rrocessprs, So that_trapsm ssjon of data packet is
rel ayed tof‘gﬁﬁp"ﬂn%ﬁ@k@ﬁdﬁﬁ GPREHELAS "'IeEﬁE’ﬁH]%E%%%F“%F% FUhe e herdentire
uni ver sal [Dsigp 9CELIBO0%™! pol hed¥ar 1B tQMRRE Heload hbilepul?, WhEsiGhai s
1-4, further conprising an ID%P'ype swi tch _di sposed at each reader

ﬁ f 41 steRy

port to el B PERIFLdM iy I Us b thpEolloying séip 525, proergeP shoven iniKG.
connect abl 6RtiPexecied A% 1bbh M0 %@&?Nﬁ&&%&fa%%%ﬂt@&?p&{ n&h@ 488,15 S

wherein the wirel ess transceiver i's operable i _ )
i nf rast r uctieroded. &ee all thediegdakreiniotake packeti49¢ is wiad inste 650 die deboding

\%ﬁgig /5 26(7 é?é)é%@c_%r}lﬁs h&g)s o‘g%"g%@g 941"1%4.13/0%1‘53& I PLLRESS RS processor 20bes will

then decode the next data packet from another universal ID processor 20a,20b, etc.

[0033] Referring now to FIG. 5B, process B starts with step 526. In the following step
528, the computer 28 reads the port number from the port header 490. In step 530, the
ID type from the port header 490 is read. In step 532, the data symbol length from the
port beader 490 is read, whilst in step 534, the ID data/symbol from the port header 490
is read. In the following step 536, the ID data/symbol associated with each respective
reader port 23a,23b,etc. is processed in the computer 28 and then the process B ends in
step 538. The next port data is similarly decoded until the decision step 550 is positive.
Once, all the ID data/symbol are read into the computer 28, the decoding process ends
in step 560. With the present invention, all the ID data/symbol from each ID reader 15
are thus captured and coded by the respective controller 24a,24b, etc. in the form of a
data packet 494 and transmitted to the backend ID processor 20bes, where all the ID

data/symbol are decoded, verified, authenticated and processed.

[0034] While specific embodiments have been described and illustrated, it is
understood that many changes, modifications, variations and combinations thereof
could be made to the present invention without departing from the scope of the
invention. For example, whilst wircless transmission of the data packets has been
described, it is possible that transmission of the data packets can be transmission via

hard wires or optical cables.




7. A nethod for reading, coding and decoding |ID data/synbol, said

met hod conprising; connecting an ID reader to a universal ID
processor W2at/i@3der port; coding the | D data/synbol ecaptrmechodxy
the ID reader into a port header and de header associated with the
uni versal I D processor to forma data packet; and transmtting said
dat a packet to a backend uni ver sgENDRPCRARESOr di sposed at a backend
station for dechaifbAtRIAGRIRION Bufkawdr B Ao #4626 HbAggf 0 ©l ai m
7, wherein the universal |ID processor has a plurality of reader ports
and sai d connecting the ID reader conprises connecting each ID reader
to each of said plurality of reader ports. 9. A method according to
claim7 or 18, wherlbidstapedindDirpesiidng e mpresas sasigm opmpiding:

a universal ID processor having a plurality of reader ports, wherein said one

reader port is operable to be connected to an ID rézider; and
a backend universal ID processor disposed at a backend station; |
wherein; , I
said universal ID processor and said backend universal ID processor each has a |
controller and a wireless transceiver; and
ID data/symbol read by an 1D reader is coded in a port header and a node header
by said controller associated with said universal ID processor to form a data packet, so
that said data packet is then operable to be transmitted by said wireless transceiver to said

backend universal ID processor for processing.

2. An ID system according to clatm 1, wherein the ID reader comprises a plurality of
ID readers,
3. An ID system according to claim 2, wherein the plurality of ID readers comprises

any one of the following types: radio-frequency ID, biometric 1D, smart card, barcode

and any new generation ID reader.

4. An ID system according to any one of claims 1-3, wherein the universal ID
processor comprises two or move universal ID processors, so that transmission of a data
packet is relayed to said backend universal ID processor through one or more universal

ID processors.

3, An ID system according to any one claims 1.4, further comprising an ID-type
gwitch disposed at each reader port to electronically distinguish the type of ID reader that

is connectable to.
6. An ID system according to any one of claims -5, wherein the wircless transceiver

is operable in an infrastructure-less or adhoc network linking said universal ID

processor(s) and said backend universal ID processor,
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the follow ng types; radio-frequency ID, bionetric ID, smart card,
bar code and any new generation ID reader. 10. A nethod according to
any one of W Hitixg7869, wherein said upiversal | D proceBsDsGmenpoisses
two or nore universal |ID processors such that transmitting a data
packet to the backend universal |ID processor conprises relaying said
dat a packet via one or nore internediate universal |D processors.
11. A nethod according to any one of clains 7-10, further conprises
identifying an I D reader by setting an ID-type switch to a unique

| ogi cal address.A dhdthod foRtBRthAC&KRANLG Ad Hotin@l I Iha/dyHbbin&kId methad
conprises configuring a reader port to support an ID reader, setting

the 1Dt ype ¥Wt¥¥ accordingly and upgrading the controller with a
firmvare for sai&nhddtingadsd readdi3o a AifBENOD pas6RbAHNE rda@ergiap; one of

claims 7-12, wherein codi f e_dat cket conprises attachin

sequentially t hecog%ttﬁ%ﬂjagg?jgy@%%ﬁ?‘ﬁ?‘leg&%{e? cERte iR pﬁﬁ@ﬁadlg’i:?nd tibde

reader s andhtdie madatddedtehe ofivére D glevaot to dnivedsapacke, gocessor .
transmitting said data packet to a backend universal ID processor disposed at a

backend station for decoding and processing,

8. A method according to claim 7, wherein the universal ID processor has a plurality
of reader ports and said connecting the ID reader comprises connecting each ID reader to

each of said plurality of reader ports.

9. A method according to claim 7 or 8, wherein the ID reader comprises any one of
the following types: radio-frequency ID, biometric ID, smart card, barcode and any new

generation {D reader.

10. A method according to any one of claims 7-9, wherein said universal 1D processor
comprises two or more universal ID processors such that transmitting a data packet to the
backend universal ID processor comprises relaying said data packet via one or more

intermediate universal ID processors.

11, A method according to any one of claims 7-10, further comprises identifying an

ID reader by setting an ID-type switeh to a unique logical address.

12. A method according to claim 11, further comprises configuring a reader port to
support an 1D reader, setting the ID-type switch accordingly and upgrading the controller

with a firmware for said ID reader.
i3, A method according to any one of claims 7-12, wherein coding of the data packet

comprises aftaching sequentially the port headers from all ports connected with ID

readers and the node header of the relevant universal ID processor.
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WO 2010/ 107386PCT/ SG2009/ 000089 12 14. A nethod according to any one
of claims 7-13. wherein decoding of the data packet conprises reading
a node nunéve(%z'w‘lgﬁ?gtﬁhe node header, aort header and EbTHH2H040SY
reverse order fromthe coding process. 15. An |ID datal/synbol
processor conpri sing: a plurality of reader ports, each reader
port being operable for connection with an |ID data/synbol reader;

a controllerjgin go i I A r .
assenbling all theﬁlle%ggjaat% %%E%%Hfggédy{)éhiﬁg I%D v?lgeg grdsep(%%gzoi% adtag1
packet ; and Packet comprispsyfading yaedefngmbenipons e mpdahyaderi aiperbherdpaok ¢ ot ip
a backend | R 1pro6@ssp ol thé 80 fGceaN0t her data packet via an

adj acent | D processor to the backend ID processor, 16. An ID

dat a/ synbol according to claim 15, further conprising an |IDtype

swi tch assodbat ednubidatapaebol Reddedor Refdrisingher ei n a | ogi cal address of
the ID-type switch,i e | D reader ,t S

connectabl e to t %glu:gzglltg\g)%%%&rr %gla% Eacﬁ&%)a[dfsr port beingy fp%ra&;ll‘]ea or connection with an
1D data/symbol reader;
a controller in connection with the plurality of reader ports for assembling all the
1D data/symbol read by the ID readers into a data packet; and
a transceiver for {ransmitting said data packet to a backend ID processor or

relaying another data packet via an adjacent ID processor to the backend ID processor,
16, An ID data/symbol according to claim 15, further comprising an ID-type switch

associated with each reader port, wherein a logical address of the ID-type switch is

unique to the ID reader type that is connectable to the relevant reader port.

AMENDED SHEET (ARTICLE 19)




