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" AF?CHI TECTURE W TH DATALESS ENDPOI NTS TECHNI CAL FI ELD The present /P08

Invention is directed to managi ng a large distributed conputer

ent er pr i se

envi ronnent . BACKGROUND OF THE | NVENTI ON Managi ng a conputer network

conpri sing thousands of nodes can produce serious difficulties
adm ni strators. Managenent tasks, such ad distribution of syst

for system
emw de

changes, mnust be carried out qU|ckIy and in a dependable manner in order to
reduce the probability of catastrophic failure. Distributed conputing

environnents that BCAKBABLE ANDEXTENSIBLESYSTEMAIVIANAGEME
One of the root causes ARCHITECTISREVWTHYDAFALESS ENDPOINTS

Tar ge size.
nagemnment

environnents Include high overhead applications that, typicdlly, are run on
all of themgﬁg s in the network. In such systens, even machines
I ocated at ~of managenent functionality (so-called '

"endpoi nts”) of tpRel rm’fesmt? nvéntiori e(sofdlrfactedfrﬁw ntanagn

managemnent data Because the endpoint machine has its own dat agase I { %as

to be bac kalswnutedmmmugerbeatenprlseeeav&Emmenm ronnent .

As the
di stri but ed

dat abases BRGKERAREN oF fR BiENTIgR ' ™ o Peckup AT The

Managing a computer network comprising thousands of
nodes ¢an produce serlous difficulties for system administrators.
Management tasks, such as distribution of system-wide changes,
must be carried out quickly and in a dependable manner In order
to reduce the probabillity of catastrophic fallure. Distributed
computing environments that are known in the art do not scale
easily to large size. One of the root causes of this deficlency is that
prior art management environments Include high overhead
applications that, tvplcallv, arerunon all of the managed machines
in the network. In such systems, even machines located at the
lowest level of management functionality (so-called “endpoints®)
often include a full suite of management routines and systems
management data. Because the endpoint machine has Its own
database, it has to be backed-up to accurately back up the overall
envlronment

-As the number of such machines gets large, the time to
backup all the distributed databases becomes great and the backup
storage requirements become unmanageable. When endpoint
machines fail, or when users accidentally remove files, it Is an
enormous burden on system administrators to have to locate and
restore the endpoint's database, especially if the missing database
prevents the overall managed architecture from being able to
distribute to the failed endpoint. Moreover, adding new
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st@rageureqU|renents beconme unmanageabl e. \When endpoi nt machines fall, or

en users accidentally renove files, It is an enornous burden on system
adm ni strators to have to | ocate and restore the endpoi nts database,
especially if the m ssing database prevents the overall nanaged
architecture frombeing able to dlstrlbmte to the falled endpoi nt ..
Mor eover, addi ng new 2 -application
functlonallty to an endpoi nt nachlne typically requires the overal
managenment architecture to be re-built, re-installed or, at |east,

A S B
managemamt eQveraddnd £ ecture tofhe o,
over o ate st Cre-fitlaliped. b THis? 187 o CHIRESEOrBYInG: , GOk °°
Lo off oot o) nm'straava e sreevs%"lﬁw'el???gh?mmfm apd Inereases: | on
envi r onekhe CoSEIGT SYSEaM MATlaGRIaENs: A% Fasult of thesearalems, It
hetwork ¢ ES POt R Bossibié to &'ﬂ#t‘?g"tc%ﬁ‘?? 4, SaRRNEy* of Sufen .

still anonietworkstto a freme centeeprised!leyely and cost of

| The present invention addresses and solves these problems
RRIEF SUMMARY OF THE INVENTION |

- it is a primary object of the Invention to effectively manage
computing resourcesina large distributed enterprise environment.

1t Is another object of the invention to enable an enterprise

‘to place substantially all of Its computing resources on a network
that Is managed in a re!labl_e, cost-effective manner.

It Is still another-object to reduce the complexity and cost of
systems management"" In a large enterprise environment by
supporting a .IOW cost, low maintenance management framework
on the vast majority of machlnes (e.g., the personal computers or
PC's) in the enterprise.

_Yet another object is to enhance the scalabllity of a large
distr[buted computing network by distributing the functionality of
a svst_em management framework In accordance with a
“client-server” paradigm. ‘

A more specific object of the Invention Is to implement a low
cost, low maintenance component of a system management
framework at the endpoint machines that comprlse the largest
percentage of computing resources In the enterprise environment.




exsteﬁﬁ*nanagenent in a large enterprise environnment by supporting a | ow
cost, |ow mai ntenance managenent franmework on the vast mmjority of nachines
(e.qg., the personal conputers or PCs) in the enterprise. Yet anot her
object is to enhance the scalability of a |large distributed computing
network by distributing the functionality of a system managenent franework
In accordance with a "cilent-server” paradigm A nore specific object
of the Invention is to Inplement a | ow cost, |ow maintenance conponent of a
syst em management franmework at the endpoi nt machi nes that conprise the

| ar gest per cent afiivanathen more parcticulan abjeet &otsuppost aminimat sef

appl i cat i on@FoRDICAHAME oS iadtiBst shtingfhe VY ﬁ"&ﬂ&fﬁ% Jarge,
envi ronrrent riﬁﬁt?dtéh?l%ﬁfgﬁﬁ'ﬁf‘fé mﬁ?:es sterhé rharﬁg s t her

obj ect -of t nven I on e nee torrers ‘ar ge and

geogr aphi cal I y- disissstil @anoetiver object ofthe Inventionto meet thegne‘ed@oifl

expand t he sca ablllt raneters of tr d|t|onal nt tools and

t echni ques.C Mﬁhﬂew pgean @Vﬂé&e felavorist y -

'nalarge éﬁﬂ‘ ri‘hb}‘e”%‘iﬁﬁeuﬁ‘lvmfo ea@immw expand the scalabliity
parameters of traditional management tools and techniques.

Yet another important object is to enable PC connectivity In
a large centrally-managed network enterprise.
these and other objects are achieved In a large distributed

enterprlse that Iincludes computing resources organized into one
or more managed regions, each region being managed by a server
‘machine servicing one or more gateway machines, with each
gateway machine servicing a plurality of endpoint machines. A
system management. framework Is “distributed” on the gateway
machines and the one .or more endpoint machines to carry out
system management tasks. To enhance scaleability, the endpoint
machines support a low cost, low maintenance client component
of the system management framework, and a (_:orresporidmg server
component Is supported on each of the gateway machines. On an
as-"n\eedecl basis, system management data (and executable code, if
necessary) is delivered from a gateway to one or more endpoint
ma;;hlhes to facilitate execution of a system management task for
the managed region. Typically, the system management data Is not
stored In the endpoint, and this "dataless" approach reduces the
complexity and maintenance costs associated with distributing the
functionality of the system management framework. The
endpoints are easily “extensible” to include new application
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Thesé®and ot her objects are achieved in a large distributed enterprise that
sFncl udes conputing resources organi zed into one or nore nmanaged regi ons,
each regi on bei ng managed by a server nachi ne servicing one or nore gateway
machi nes, with each gateway nmachine servicing a plurality of endpoint

machi nes. A system managenent framework,is "distributed" on the gateway
machi nes and the one or nore endpoi nt H%chineg to carry out system
managenent tasks. To enhance scal eability, the endpoint machi nes support a
| ow cost, | ow mai ntenance client conponent of the system nmanagenent

framewor k, functionailtyswitihoud requiningdiv@overallfranpework torbeaebulitt he

. gateway nachines, apn as- heeded basis, system managenent data (and
execut abl e QBE@THW%“%QQSSM y) is delivered froma gateway to one’or nore

ePanaged. {op, APIEAFITE] eengErorB@uting SxpteshitanaRinerttale!
t hée endpoi raffeetihg the manateds'egion beginsbydeliveringexecutablacdde
mai nt enance_cqst s sociated with distributing thetfunciionality of the
System madfidneAVStae Managementadatas teauitad | yrol): thel bevstem
w thout redANAdEMent task, from a gateway machine to, dhe, i e’ t¥
A pref er r ecemdpointanachines serviced tynthvegateway.: e executable Is a
shell script, a specialized script, a compiled program or any other
kind of valid executable. When a system management task Is
created, the executable Is stored on disk, and a reference to the
disk file is stored as an attribute in an object database in the
gateway machine. Upon receipt of the executable code and system
management data from the gateway machine, the client
component of the management framework (supported on the
endpoint machine) -then carries out the management task.
Preferably, data Is not cached on the endpoint, and the endpoint
returns to its normally "idle" state after the task Is completed.
An endpoint computer connectable into such an enterprise
thus includes a processor, an operating system, a graphical user
Interface, and a client component of a system management
fra"mework, the client component having an assoclated server
component supported on a gateway machine that services that
compdter. The client component Includes means responsive to
recelpt of executables and system management data from the
gateway machine to faclliitate execution of a system management
task into which the computer Is connected. Preferably, the system
management framework is object-oriented. . |
The foregoing has outiined some of the more pertinent
objects of the present invention. These objects should be



aLfecifng t he managed regi on begins by delivering executable code and
system nmanagenent data required for the system nmanagenent task froma
gateway machine to one or nore endpoi nt nmachi nes serviced by the gateway.
The executable is a shell script, a specialized script, a conpiled program
or any other kind of valid executable. V#ien a system managenent task is
created, the executable is stored on disk, and a reference to the disk file
is stored as an attribute in an object database In the gateway machine.
Upon recei pt of the executable code and system managenent data fromthe

gat eway naconséruecte hemerelydtivstrativetrofsone monepsominent
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conputer connectabl e an ‘enter thus 1 ncludes a processor, an

operating efffferentamannerocrt modifying:thedavention asiwiil bedescnibeef. a
Surver conBeeariogioraties oRjasts: ald ac AtiEh nihdestanaiignaf the
cvocut abi NISAHAE, MaYTAR Had "B, FefefiNe 66°a18" NoWING. tiétarted
facilitat eDeseription of the preferredamicodiment.i nto whi.ch the conputer Is
The o egoBRIC DESOHPTION OF HBIORAIINGS per i nont ob; ects of the .
present inventi gty 2 618 crsibte UNHEFshding of the present Invention
4nd the advantages thereof, reference should be made to the
following Detalled Description taken In connection with the
accompanying drawings In which:
~ FIGURE 1 lllustrates a simplified diagram showing a large
distributed computing enterprise environment in which the
present invention Is implemented; |
FIGURE 2 Is a block diagram of the system management
framework lllustrating how the framework functionality Is
distributed across the gateway and Its endpoints within a managed
region; |
. FIGURE 2A s a block diagram of the elements that comprise
the LCF client component of the system management framework;
‘FIGURE 3 lllustrates a smaller “workgroup® implementation
(e.g., a local area network) of the enterprise in which the server and
gateway functions are supported on the same machine;
FIGURE 4 shows a simplified representation of how a system
administrator implements a system management task;
FIGURE 5 Illustrates how management applications are
constructed in an object-orlented manner for use in the present
Invention;
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Sy cofistrued to be nerely |Ilustrat|ve of sonme of .the nore prom nent
features and applications of the invention. Many ot her beneficial results
can be attained by applying the disclosed invention in a different manner
or nodifying the invention as will be described. Accordingly, other objects
and a fuller understanding of the Invention may be, had by referring to the
follow ng Detail ed Description of the preferred enbodi nent. BRI EF
DESCRI PTI ON OF THE DRAW NGS For a nore conpl et e understandi ng of the
present invention and the advantages thereof, reference should be nade to

the foll owi ng Dﬁlﬁumemﬂgﬁtn‘atesmhemﬂ G%%clmjleftﬂnwcaﬁlontmcfh?nls(gn
t t
o orhany, Sikeid BY PR PeshE loventioBinuti ng ont orpr s envi ronment i n
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f unct i onal ijhvokesta shethacd ofan objectrwmingorran endpoiftomdchiné on a
managed re FIGURE 2A Iét@SE|OCk di agram of the el enents that
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conpri se t%@ ﬂlﬁat@a i he system nmanagenment framewor k;
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are suppor ﬁnitlates mflwwlmvbtem managerienit é n; anepl i fied

repr esentation of howa s em adm ni strator i np enment s a syst em managerrent

task: FIGURE 8B 15 a flowchart lliustrating how an endpdint machine
mitla;es an inventory system management operation.
DETAILED DESCRIPTION
.~ _ Referring now to FIGURE 1, the Invention Is preferably
implemented In a large distributed computer environment 10
comprising up to thousands or even tens of thousands of "nodes."
The nodes will typically be geographically dispersed and the overall
environment Is "managed" In a distributed manner. Preferably, the
managed environment (ME) Is logically broken down Into a series of
loosely-connected managed regions (MR) 12, each with its own
server 14 for managing local resources with the MR. Multiple
servers 14 coordinate activities across the enterprise and permit
remote site-management and operation. Each server 14 serves a
number of gateway machines 16, each of which in turn support a
plurality of endpoints 18. The server 14 coordinates all activity
within the MR using a terminal node manager 20. |

Referring now to FIGURE 2, each gateway machine 16 runsa

server component 22 of a system management framework. The
server component 22 Is multi-threaded runtime process that
comprises several components: an object request broker or "ORB"
21, an authorization service 23, object location service 25 and basic
object adaptor or "BOA" 27. Server component 22 also Includes an
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FLGURE™5 illustrates how managenent applications are constructed in an

obj ect-oriented manner for use in the present I|nvention;

6 FIGURE 6 Illustrates the ORB/BQOA object-invocation nechani sm used
by the present invention; FIGURE 7 is a flowhart illustrating how a
gateway machi ne i nvokes a nethod of an ybject runni ng on an endpoi nt
machine to facilitate a nanagenent task; FIGURE 8A is a flowchart
illustrating how an endpoint nachine initiates a file pull system
managenent operatlon and FIGURE 8B is a flowhart Illustrating how an

endpoi nt ect llibraryt 29.2n preferably, sthee ORBn2demems coensinaously,
DETAI LED DESCRI PTI ON Referrlqa now to Fl GURE it the invention is

pr ef er abl y SERArasenfeam the icperating systen, aBéh &Oﬁ?mumﬂa";ﬁs with
w T typi A CseRR R, IR (ptGlRsts M GRAN; sEnarte S calielc”
e, Brotond VI niatocts o Hom et 1
(MR 12, eaartw:uian asseadredremote: pracediegicajl (RRQ) Is tised Eosinvoke he
VR " Mil U1 Pl arations on remote objects. Gateway machines 16 also Includes
- an operating system 15 and a threads mechanism 17.
The system management framework Includes a client
component 24 supported on each of the endpoint machines 18.
The client component 24 Is a low cost, low maintenance application
sulte that Is preferably “dataless® In the sense that system
management data is not cached or stored there In a persistent
manner. Implementation of the management framework in this
“client-server” manner has significant advantages over the prior art,
and [t facilitates the connectivity of personal computers into the
managed environment. Using an object-oriented approach, the
system management framework facilitates execution of system
management tasks required to manage the resources in the MR.
such tasks are quite varied and include, without limitation, file and
data distribution, network usage monitoring, user management,
printer or other resource configuration management, and the like.
System management tasks Involve system management "data",
which generally Is the information collected or distributed as part
of a particular system management task.
In the large enterprise such as lllustrated in FIGURE 1, there Is
one server per MR with some number of gateways. For a
workgroup-size Installation (e.g., a local area network or "LAN" such
as [liustrated in FIGURE 3, a single server-class machine may be used
as the server and gateway, and the client machines would run the




servers§ 14 coordinate activities across the enterprise and pernit renote
site managenent and operation. Each server 14 serves a nunber of gateway
machi nes 16, each of which in turn support a plurality of endpoints 18. The
server 14 coordinates all activity within the MR using a term nal node
manager 20. Referring now to FI GURE 2, each gateway nmachine 16 runs a
server conponent 22 of a system managenent franework. The server conponent
22 Is multi-threaded runtine process that conprises several components: an
obj ect request broker or "ORB" 21, an authorization service 23, object

| ocation s¢ogt costFramiework. Rbfepeneésmerfel At Q@fSttﬁct seww an@mgﬁ?
22 al so i ncludes an ject librar

29. Prefer & morﬁegatm}l(sbﬁﬁ%ﬂdtthﬂﬁ)[lﬂtybesaiﬁﬁﬂtmlfwalﬁQﬁ&m ElOirhg

supar at e snthBRE SeTEHR, thal B’ Sanibitide it énﬁﬁe@aﬁ?@ﬁiﬁ‘h&?%"“ﬂh
facility linteprredidtestze Iﬁbstﬂﬂﬂtfbﬂsmﬂ‘ié MR)W l?gé fﬁRﬁIQ

- i nvoke oper ations on renote o ects Gét ewa macni nes SO | nc es an
operating additional gatewayscthennbelngi usedrto balance metleadmfachaant

f ramewor k kﬂﬁ#ﬂgﬁétg client conmponent 24 supported on each of the endpoint
machi nes 1% *ent conponent 24 is a |low cost, | ow naintenance

application The server Is the top-level authority over all gateway and
endpolints. The server maintains an endpoint list, which keeps track
of every endpoint in a managed region. This list contains all
Information necessary to uniquely Identify and manage endpoints
including, without limitation, such information as name, location,
and machine type. The server also maintains the mapping between
endpoint and gateway, and this mapping Is dynamic. Based on
site-specific settings, It Is possible to reassign endpoints when
gateways go down or to automatically add new endpoints as they
appear on-the network. |
As noted above, there are one or more gateways per
managed reglon. A gateway is a full managed node that has been
configured to operate as a gateway. Initially, a gateway "knows"
nothing about endpoints. As endpoints login (discussed below), the
gateway bullds an endpoint list for its endpoints. The gateway's
dutiés__lnclude: listening for endpoint login requests, listening for
endpoint upcall requests, and (its main task) acting as a gateway for
method Invocations on endpoints.

- As also discussed above, the endpoint Is a machine running
the system management framework client'’component, which Is
referred to herein as the low cost framework (LCF). The LCF has two
main parts as illustrated In FIGURE 2A: the Icf daemon 24a and an
application runtime library 24b. The LCF daemon 24a Is responsible
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sqlte that is preferably "dataless In the sense that system managenent dat a
I's not cached or stored there in a persistent nmannér. |nplenentation of the
managenent framework in this "client-server” manner has significant
advant ages over the prior art, and it facilitates the connectivity of
personal conputers into the managed envi gonnent. Using an object-oriented
approach, the system managenent franmework facilitates execution of system
managenent tasks required to nmanage the resources in the MR Such tasks are

uite varied and include, wiithout |imtation, file and._da di stribution,
et wor k- usEQE. @RABGNRG 10GEr AadagEdenSPAWNING: APDUCALION e neRoInt

Syst e ranEYSRUETIRE %HC%L?'E! PRI AR SRR LCE S MOt 285,

di stribut ehassnaafmrMetalmeerawbw wWithti¢m EaOH%X‘GOUtab?é s linket"vwitA

| arge ent eggrl se such as illustrated in Fl GJRE her e one server per

MR with so enamncatlogmmtlmeFHbrarvoam,ovmmhehandlem all further . a
| ocal area strated in FIGURE 3, a single
server - cl a&‘@?ﬁﬁﬁﬁh‘.@ém%ﬂs@ﬁg@é@ﬁewer and gateway, and the cli ent
machi nes woul d Iprafepapl y, the server.and each ofthegdatewa sls@ coh‘ipu
framewor k. References ere| M to a distinctserverand one r nor e y(s)
shoul d t huerndmaehinedn bFormexample,: eachn computer may be a RISC
System/6000® (a reduced Instruction set or so-called RISC-based
v_vorkstatlon) running the AIX (Advanged Interactive Executive)
6peratin'g system, preferably Version 3.2.5 or greater. The AIX
operating system Is compatible at the appncatlon interface level
with the UNIX operating system, version 5.2,
Thevarious models of the RISC-based computers are described

in i'nanv publications of the IBM Corporation, for example, RISC

System/6000, 7073 and_ 7016 POWERstation and_POWERserver
Hardware Technical Reference, Order No. SA23-2644-00. The AIX
operating system Is described In AIX Oge[gtlng System Technical
Reference, published by IBM Corporation, First Edition (November,

1985), and other publications. A detalled description of the design -
of;he UNIX operating system Is found in a book by Maurice_J. Bach,

Deslgn of the Unix Operating System, published by Prentice-Hall
(1986). Suitable alternative machines include: an IBM-compatible PC

486 or higher running Novell UnixWare 2.0, an AT&T 3000 series
running AT&TUNIX SVR4 MP-RAS Release 2.02 or greater, Data General
AVIION series running DG/UX version 5.4R3.00 or greater, an
HP9000/700 and 800 series running HP/UX 9.00 through HP/UX 9.05.
Motorola 88K series running SVR4 version R40V4.2, a Sun SPARC series
running Solaris 2.3 or 2.4, or a Sun SPARC series running Sunos 4.1.2




t.
ag these el erents may be conbined into a single platform For internediate
size installations, the MR grows breadth-wi se, with additional gateways
t hen being used to bal ance the | oad of the endpoints. The server is
the top-level authority over all gateway and endpoints. The server
mai ntai ns an endpoint |ist, which keepsqprack of every endpoint in a
managed region.. This list contains all informition necessary to uniquely
I dentify and nmanage endpoints including, without limtation, such
i nformati on as nanme, |ocation, and nmachine type. The server al so maintains

t he rrapplmgllb@.t&xeé)f GOW‘SEnDthef pwachines and/onioperatingysystemsamay
gatovays é'@t%ﬁe 30 Wén T g uatewaliatasend tﬁﬂéé@ﬁaé e hey appear on-
mnaged r eg; onEARTL BAUISOITEOIS als0T 8 EOMmpRfert TN OREBIesarred
t emb maost rend

endpol nts °§§?§Fgﬂf F'Jel O Ora Tt b theren m"%m Personal
endpoi nt ¢QmpUSe {e. %nﬂﬁ%‘&ﬂi’ ﬁ'laﬁ%@ﬁ}ag{@ﬂs, elﬂ%&& &mﬁetﬂllmﬁ,ng
(Pt re SPERRINES e nokDE HiBh pBwaReaTLE Catfipiek ARt of o

As al so dvorikstationsy Onehorambre of tne%ndpmlntsmav be ahnotecok

managenent framework client conponent, ch is referred to herein as the

ow cost CORMBUBER, Gl theHEMIBINKRIdS Maching or some othet intetxss
Lor daendr HRENEUNIEERA ‘Bofibuter iRl WindoWE™s.4 "6F" grédter’"®
operating system. IBM® or IBM-compatible machines running under
the 0S/2® operating system may also be implemented as the
endpoints. For more information on the 0S/2 operating system,
the reader is directed to 0S/2 2.0 Technical Library, Programming
Guide Volumes 4-3 Version 2.00, Order Nos. 10G6261, 10G6495 and
10G6494. : |
* As noted above, the server-class framework running on each
gateway machine is muiti-threaded and Is capable of maintaining
hundreds of simultaneous network connections to remote
machines. A thread of execution may be a separate process (in the
UNIX paradigm) or a separate thread in a single process (in the POSIX
pthreads paradigm). POSIX Is a series of standards for applications
and user Interfaces to open systems, Issued by the Institute of
Electrical and Electronics Engineers Inc. (EEE). The IEEE POSIX.1C Is
the emerging standard for user level multi-threaded programming
and Is implemented In the served component of the systems
management framework. All objects In this framework exhibit
"state.” This state may be completely persistent, in which case It Is
represented by attributes in the object database assoclated with a




9\ fortendpoint | ogin and for spawni ng application endpoi nt executabl es.
Once an executable is spawned, the LCF daenon 24a has no further
interaction with It. Each executable is |linked with.the application runtime
library 24b, which handles all further comunication with the gateway.
Preferably, the server and each of the galkEways |Is a conputer or

“machine.”. For exanple, each conputer may be a R SC System 6000[err] (a
reduced instruction set or so-called RI SC-based workstation) running the
Al X (Advanced Interactive Executive) operating system preferably Version

3.2.5 or gredatewashmachingconthestageimay benon-pensistent. tAn examiple i on

var oue. moacPt thE iatERTabhE 198 4 EPOsHE USE ofGlatiied thatape o,

-publications of t arred @S‘Fﬁ
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version 5. 4HCR(s particuiaely adivantageous. Machines that need to service a
large volume of requests preferably run the server component of
the system management framework.
| The LCF Is always ready to do management tasks, but

. consumes few resources because It Is normally In an Idle state.
Preferably, each endpoint Is "dataless" Iq the sense that system
management data Is not stored therein before or after a particular
system management task Is Implemented or carried out.
Therefore, unlike the prior art, there is ho need to perform system
backup or other conventional maintenance on the endpoint (at
least with respect to the system management framework).
Maintenance on the server and gateway machines suffices.
Slmllarlv, new application functionality may be added to the Icf
wlthout rebuilding, reinstalling or renitializing the client
component into the system management framework.

- since endpolnts are dataless and readily extensible, the
architecture Is easily scaleable as lllustrated in FIGURE 1. The client
component of the system management framework is inexpensive
and requires little or no maintenance since much of the system
management framework Is off-loaded to the gateway machines
that run the muiti-threaded, server component. This architecture



HP9000¢700 and 800 seri.es running HP/UX 9.00 through HP/UX 9.05. Mtorola
88K series runni ng SVR4 version R40V4.2, a Sun SPARC series running Solaris
2.3 or 2.4, or a Sun SPARC series running SunCsS 4.1.2

10 or 4.1.3. O course, other nmachi nes and/ or operating systens may be
used as well for the gateway and server ypchi nes. Each endpoint is

al so a conputer. In one preferred enbodi nent of the Invention, nost of the
endpoi nts are personal conputers (e.g., desktop machines or |aptops). In
this architecture, .the endpoints need not be high powered or conpl ex
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recelves a request, determines the targets, resends the requests,
waits for resuits, then returns results back to the caliér. Each
gateway handies muitiple simultaneous requests, and there may be
‘any number of gateways In an enterprise, with the exact number
depending on many factors Including the avallable resources and
the number of endpoints that need to be serviced.

. Thus, according to the present invention, one or more of the
endpoints 18 are "dataless." Except for the LCF executable Itself,
preferably there is no database or other state that must be kept on
the endpoint. Whenever executable code and/or system
management data are needed for a particular system management
task, such code and/or data are delivered from a particular gateway
machine to the affected endpoints machines automatically.
Typically, the executable code and/or data will remain valid for the
‘particular task invocation; while the executable code may be
cached, usually the system management data will not be. If the
executable code Is cached, preferably the system management
framework may be configured to automatically resend such code
without operator intervention If the cache is lost or periodically
flushed.

An endpoint Is added to the enterprise bv first copying the
LCF daemon 24a to the endpoint's disk. This may be done
automatically through network login scripts, manually by inserting



machi nes. A thread of execution may be a separate process (in the UN X
paradigm) or a separate thread in a single process (in the PCSI X pthreads
paradign). POSIX is a series of standards for applications and user

i nterfaces to open systens, issued by the Institute of Electrical and

El ectronics Engineers Inc. (IEEE). The |Eglg POSIX 1Cis the energing
standard for user level hulti-threaded programmng and is inplenented in
t he served conponent of the systens managenent franmework. Al objects in
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| Itself. |
- Wwhen the server recelves an endpolnt‘s gateway request
broadcast, the server consuits .ItS endpoint list to see which
,'gatewav the endpoint belongs to. For new endpoints, or when
migrating between gateways, the server uses a site specific policy
to choose the correct gateway (e.g., by subnet). The gateway Is
Informed of Its new endpolnt the gateway Iinforms the endpolnt
and the login completes

An endpoint preferably communicates only with its gateway.
Requiring all 'endpolnt communication to pass through a single
gateway greatly simplifies connectivity Issues. After a successful
Iogln. both endpoint and gateway know a working address by
WhiIC\h to address one another. If a DHCP address lease expires, or
anvth-[ng changes in the network topology, then the next endpoint
IOQI_I‘_l will establish the new endpoint to gateway addresses.

There Is no absolute maximum number of endpoints that can
be supported by a single gateway. The design strategy Is that the
gateway Is always In control of its own workload. The endpoints
are not allowed to send data unless granted permission. When an
endpoint has results to return, or If It wishes to make an upcall, it
sends a very small message requesting service. The gateway queues




The LcF is al ways ready-.to do managenent tasks, but consunmes few resources
Pecause it is normally in an Idle state. Preferably, each endpoint is
"datal ess"” in the sense that system nanagenent data |Is not stored therein
before or after a particular system nmanagenent task is inplenented or
carried out. Therefore, unlike the priorqart, there is no need to perform
system backup,or other conventional maintenance on the endpoint (at |east
with respect to the system managenent framework). M ntenance on the server
and gateway nachines suffices. Sinmilarly, new application functionality may

be added to the nequest rand sendcesi e fuesa as timeallawsni (WIeRi 8f t he
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10 s of servgesirediYdt is stmmvef\mateeﬁmﬁaudmgimm gatewaygroi nts. Each
server typically serves up td 200 gatewa each

Endpoint methods Sre nofmal CORBA methods s discussed
below) linked with IDL compller generated code and the .endpolnt
application runtime library 24b. This results in a native executable
deslgned to be spawned by the LCF daemon 24a. Any number of
‘methods may be implemented in a single executable.

Preferably, an endpoint iIs installed without any methods.
Method executables are downloaded from the gateway as required.
When the LCF daemon recelves a method Invocation request, It
checks the local dlsk'*qache. if there Is a cache I‘hlSS, or a version
mismatch, then a ne\:\i"executable Is downloaded. In this way, 'an
endpoint can start with nothing and then bulld a working set of
methods for fast execution. |

Before lllustratlng how the framework Is used, thé following
ba_ckground is provided. FIGURE 4 ﬂrst'lllustrates how a systems
management task Is Implemented. Each authorized administrator
30 hé‘s.access to a desktop computer 32 contalning one or more
icons representing system resources. AS admlnlstratbrs interact
with dialog screens and menus available from these icons, they are
able to change system conflgurations and manage new resources
in the distributed environment, all in a known manner. In
particular, when administrator 30 Interacts with the desktop,
so-called "callbacks" (i.e. software that responds to the user's
actions) are invoked from the user Interface on underlying objects



mhlch §erV|ces 1000' s of endpoints. At the framework | evel, all operations
to or from an endpoi nt pass through a gateway nmachine. In many operations,
the gateway is transparent; it receives a request, determ nes the targets,
resends the requests, waits for results, then returns results back to the
call er. Each gateway handl es multiple sugultaneous requests, and there may
be 'any number of gateways in an enterprise, with the exact number

dependi ng on many factors Including the avail able resources and the nunber
of endpoints that need to be serviced. Thus, according to the present

LG exeout agr?ﬁiwlnﬁom?gm’;er?%%pdqm “’enf Ak
nust be keptd WWBSM?H @Segfemé]&%@ '@mgn@ Ehagy%@@lﬂlly
" Code and or DEfESAAfE W@E‘??h‘f réfain TesQltsts el emyﬁ%ﬂiﬁm&h
andlor data g nt?’emmmr'mammﬁegﬁﬁ%@mg pmssﬁ??gf] AR e
-execu]E ablhe CQV%HGH@EH&%&%@W@G mf qwdeging \Mtl‘tmsb mindstratonzeot -

',E(raarrlewof' kemaegya cgﬁ'%ﬂgﬂl ﬁ%%‘?’ﬁ ?I y rgéé Eﬁgmgﬁmﬁgwe“

An endpoi 'n{“’ii"ﬁi}’é’e“"e “m@é""*"‘m D o 0 @ sehoar or .
16 the’ enapataWarl Gt skep §4, at wible ImesEhe ABProrile anplcariarg n

“scripts, .”&wiﬁdcﬁhb%ﬁﬁrd 1$'fhvoked at step 36. The callback method then
invokes core application methods at step 38, which communicate
with the application objects) to perform some system
management operation, as lllustrated at step 39. Any return
Information or state is passed back at steps 40 and 41. If an update
to the user Interface Is redulred the desktop 32 Interprets the
output and updates the dlalogs on the administrator's desktop at

- step 42, -

- Preferably, the framework includes a task llbrary that enables
administrators to create "shell" scripts that can run an any managed
node.of the enterprise environment. A shell script integrated with
a managed node Is called a "task." When administrators want to
créége a task, they provide a machine and a path to an executable
flle. The executable can be a shell script, a specialized script, a
compiled program or any other kind of valid executable. When a
task Is created, the executable Is stored as an attribute in an object
database associated with a gateway machine. When the task Is
needed, the executable file Is retrieved from the attribute and is
provided to one or more managed nodes. After a task Is created,
it Is added to the task library and displayed as an icon.




. 13 ‘a“diskette, or by preloading the boot disk at the time of purchase or
ttcense. The first time the LCF daenon is Installed, and on each subsequent
boot, the LCF daenon attenpts to login to'its gateway. If the gateway is
not known or if the gateway does not respond, the daenon |Issues a broadcast
requesting a gateway. For conpletely newl&ndpoi nts the broagcast is
ultimately forwarded to the server. If a gateway hears a broadcast or a

| ogin request froman endpoint It recogni zes, the gateway services the

e o B A oG
. _ . : |
the server  (SIESULtECP FrORt A066% 0¥ StaftiakaOLTBEL s THAE MRl
b comtanonsinrtspicacers sy che v

comuni cat esTBﬁg? s&ahﬁ%r@ O&ieﬁ pﬁSeaE@ tqﬁﬂ§eu IHMW&BM e Atsesh %/o
S uccoset o 0 BRI GO 10Y sYspain haBicmeRt SPDIEAHdNG T dbjecs ' ©

“which to addppovided byatmanagémentapplication dambe divided Into enetdr ng
changes in the netoﬁrk to olstg'aé t hen t he next & dpoint |o

establ i sh t HAIQREy @S& €9 4gthak Arednanagec b 0“@@?%&&Hmﬁut e
Gosi gn st acANAQEEIR.T, Art eIcE” (e 1628 set o oibipcly' (hae shidve 4

\workload. Theonumon rirterface. Each object of the same type Is called an
fnstance of the type. Within the systems management framework,
object types are associated with a particular instance manader. The
Instance managers are registered and stored In a library 48, which
provides a central repository for system administration object
information within a managed region.

L As referenced above, the systems management provides an
implementation of a CORBA 1.1 Object Request Broker (ORB), basic
object adaptor (BOA), and related object services. CORBA 1.1 Is a
specification for an object-oriented distributed computer systems
management architecture provided by The Object Management
Group (OMG), a non-profit association of more than 300 companies.
CORBA describes the use of the Object Request Broker (ORB) and
basic object adaptor (BOA) that provide a mechanism for object
invocation and return of results. The specification defines
Interfaces to a set of low-level object services and enables such
services to be integrated in many different language and systems
using object encapsulation, service requestor/provider isolation,
and Interface and implementation separation.

in a CORBA 1.1 Iimplementation as seen In FIGURE 6, there are

three primary components: a client, an object implementation, and



are not allowed to send data unless granted permi ssion. Wien an endpoi nt
has results to return, or if it wishes to nmake an upcall, it sends a very
smal | nmessage requesting service. The gateway gueues

14 the request and services the queue as tine allows. Wien an endpoi nt
has large results, It nust break the res#¥ts Into chunks and may only send
a chunk when Instructed to do so. This strategy nakes it possible for a
single gatemay to support thousands of endpoints, al bei t somwhat slowy. If
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new execut alglient Thedlientand objeu:tslmmemenmhmane Isclatedfrom each
nothing and ghen. bt b el bty kridwiBad8 6 {86 difer Sxcsht ‘tArough
~ thelr ORB/BOA interfaces. Client requests are Independent of the
object implementation location and the programming language In
Wwhich they are implemented.
~ The ORB delivers the request to the BOA, which activates the
process under which the object Implementation (e.g., a serven
runs. The BOA then invokes the method assoclated with the
request by way of a server skeleton 61. When the method Is
finished, the BOA manages the termination of the method and
coordinates the return of any results to the client. Alternatively, if
a request Is unknown until runtime, a Dynamic Invocation Interface
(DID 55 Is used to bulld a request used In place of a client stub 63
finked at compile timie.

With the above background, several examples of how system
mahagement tasks are carried out using the client-server
fram’éwqu are now described. The following discussion Is merely
exemplary, as the nature and type of systems management tasks
that can be carried out by the framework is unconstrained. As
noted above, the system management framework Includes the
server component supported on the gateway machines of the
managed region, and the associated client component Is supported
on the endpoints serviced by the gateway(s). To provide
transbarent functionality, every method to be run on an endpoint



Before iI'lustrating how the framework Is used, the follow ng background is
provi ded. FIGURE 4 first Illustrates how a systens managenent task is

i npl ement ed. Each aut horized adm nistrator 30 has access to a desktop
conmputer 32 containing one or nore |lcons representing systemresources. As
adm nistrators interact wth dialog screens and nenus  avail able fromthese
icons, they are able to change system configurations and manage new
resources in the distributed environment, all in a known manner. in

.part i cul ar, when adm nistrator 30 | nteracts with the desktop, so-called
"cal | backs" IS prefesahlvaconfigured spanghe; gatewayer Al a@ﬂd&@ﬂbﬂ&]&@toked

150" 1 opr octeferhites (0L fetd AL oPfief HhEthigs use to.lnveke, oRemations.
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to a serverepdpolrti(syay) at step 34, at which tinme the appropriate
application callback method s i nvoked at step 36. The cal | back nethod then

invokes core appTherositinediustrated in FIGYREFioccurs-when 0re method
invokes a method of an object on an endpoint. At step 70, the

server 14 resolves the Objref/method to a specific method daemon

on a gateway. At step 72, the gateway Is started (if it Is not already

running) and passed a method activation record or so-cailed MAR

block. The MAR block contalns all information necessary to invoke

a method Including the target Objref, the target method,

| "marshalled" input arguments and other fields from the server's
method store. As noted above with respect to FIGURE 6, when a
request to run an operation on some object Is made, a client stub

lnltlate'é the request, collects the data assoclated with the request,

and converts it from its current format to a common format. This

process Is known as "data marshalling” and Is performed In
accordance with the ASN.1 Standard. Up to this point, there is no
difference as far as the application Is concerned between this

method invocation and any other method Invocation. At step 74,

the gateway looks at the Objref to determine the target endpoint.

A conhection to the endpoint is then opened at step 76.

The method continues at step 78 and queries whether the

endpoint has a copy of the executable for the method. If not, the

- routine continues at step 80 to retrieve the appropriate executable

from the object database (based on the endpoint's machine type),

and the executable Is then sent to the endpolint. At step 82, or If




wi.t.h the application object(s) to perform sonme system managenent operation,
as illustrated at step 39. Any return information or state is passed back
at steps 40 and 41. If an update to the user interface is required, the
desktop 32 interprets the output and updates the dialogs on the
adm ni strator's desktop at step 42. 19Preferably the framework incl udes
a task library that enables adm nistrators to create "shell" scripts that
can run an any managed node of the enterprise environnent. A shell script
m ni strators want
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s locally.
. Endpoint-initiated operations can now be described. In these
f:vpes of operations, the endpoint first attempts to establish a
connection back to its gateway. Preferably, this Is done In the
saime way that the endpolnt client attempts to Identify itself upon
boot. It first tries Its last known gateway host; If it :gets no
response, the endpoint then contacts the server's TN Manager
routine either directly or, if that fails, via a BOOTP broadcast. Once
connected, the server“component of the gateway Is invoked and
the endpoint passes a descriptor telling the gateway which
endpolnt has connected.

Upcalls are method requests orlglnatlng at the endpoint. The

Tivoli Courier™ pull interface Is an example of a program making
upéglls. Not all applications will need upcalls. An endpoint makes
an upcall by calling an IDL compller generated stub. Unlike a normal
method Invocation, an upcall always invokes a special upcall
method on the gateway. An application that supports upcalls must
provide both the endpoint code and the special upcall method.
The endpoint upcall facllity Is not a general purpose method
invocation interface. This design maintains scalability by handiing
upcalls at the local gateway without management server
intervention.



These standard object types are closely interrelated and are used to build
obj ects for system management applications. The objects provided by a
managenment application can be divided Into one or nore object types 44 that
are managed by one or nore Instance nanagers 46. An object type is a set of
obj ects that share a conmmon interface @h object of the sane type is '
called an instance of the type. Wthi:n the systens managenent franework,

obj ect types are associated with a particular Instance nanager. The

i nstance nanagers are registered and stored in a library 48, which provides
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the gateway recelves the request, Invokes the server
component of the file distribution application, passing it the
descriptor identifying the endpoint. The software distribution
program, running as a method - on the gateway, issues a name
service lookup at step 100, filters out filepacks that the endpoint is
allowed to recelve at step 102, and theh returns the list to the
endpoint at step 104. Depending on the actions of the user, the
‘endpoint may then invoke another method asking for a specific
filepack. .

FIGURE 8B Illustrates an Inventory reporting system
management task. In this example, assume that an Inventory
apblication is designed to collect inventory Information (e.g., the
hardware and software configuration detalls) from a machine
whenever the machine Is rebooted. It Is also assumed that an
initialization method has been run on each endpoint to edit the
appropriate boot-time script to run the inventory report program
on boot. The routine starts upon the next boot. In particular, at
step 106, the program runs the local inventory report to produce
a data file of Inventory results. Atstep 108, the endpoint connects
to the gateway in the manner previously described. The endpoint




17): "the ORB/BOA. The client 50 is the requestor of a service that is
provi ded by an object Inplenentation 52. The ORB 21 delivers the request
fromthe client 50 to the object Inplenmentation 52 through the BOA 27. The .
obj ect inplenentation 52 then perforns the requested service, and any
return data I's delivered back to the clien,, The client and object

| npl enentation are |sol ated fromeach other, and neither has any khow edge
of the other except through their ORB/BOA interfaces. Cient requests are
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As not gﬁ”é&'ﬁ“&?@’%?@%ﬂﬁ&?ﬂ o ropuater forgath of the tetewag's'™"
conponent s@ﬁ!}@ atsnThisrelationshiplsimplicitisa Hedoes not need to beset
' in the repeater configuration. Distributions fan out from the
gateway to the endp(“nts Wlthout further server support.
Eliminating the server as a bottleneCk makes dlstrlbutlons very
Scaleable :
As can be seen, the endpoint remains essentially dataless
except as needed to Carrv out the particular system management
task. This operatlon is faclilitated by distributing the system
managément framework across client components, supported on
the endpoints, and server components, supported on thegatewavs
that service the endpoints. '

As noted above, the LCF Is extensible and thus new
application functionality is easlly added to the system management
framework without having: to rebuild or reinstall the client
Component at the-endp0|nt. The specifics on- how the LCF is
installed and act‘vatéd vary from OS type to OS type. On some
operating Systemé there is a background task (e.g., Inted on uUnix)
that listens for incoming network connections. On other operating
systems, the Icf itself is configured as a background task that is
dormant untll a network request.actlvates it. In all cases, a
persistent network listener of the icf Is relatively small. The




managed region, and the associated client conponent is supported on the
endpoi nts serviced by-the gateway(s). To provide transparent
.functionality, every nmethod to be run on an endpoj nt

18 is preferably configured on the gateway. Al endpoint object
references (Objrefs) that other nethods use to invoke operations on an
endpoint are Qbjrefs and each endpoi nt i%?ewsigned to a uni que object

di spat cher nunber (odnun). The gateway machi ne then uses true object
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record or so-called MAR bl ock., The, MAR b] ock ,contains all i.nformation
‘necessary to i nvAEGCal &Pimeuyi‘“gng it zﬁﬁtc‘@ﬂﬁr &funning @ng&ach

et hoq st or GPEONE 1S A SipItSSRE OF d0beker SR PORATLIIARE. This
run an oper stibset dvas sufficient functionality to Implementimethads such as
fromits citnenfiesaek dGtabIHR, Methous Wng B8 pPofe” eidpoint
- methods (dataless modell. The basic components are ADR encoding
routines for argument marshaling, standalone IPC library, bdt (block
data transfer) and lom, message catalogs for 118N, memory
management and exception handling. |
One of the preferred Implementations of the client
component of the system management framework Is as a set of
instructions in a code module resident In' the random access
memory of the endpoint. Until required by the computer, the set
of instructions may be stored in another computer memory, for
example, in a hard disk drive, or in a removable memory such as an
optical disk (for eventual use In a CD ROM) or floppy disk (for
eventual use In a floppy disk drive), or even downloaded via the
Internet. In addition, although the various methods described are
conveniently implemented In a general purpose computer
selecﬁyelv activated or reconfigured by software, one of ordinary
skill in the art would also recognize that such methods may be
carried out In hardware, In firmware, or in more specialized
apparatus constructed to perform the required method steps.
Further, although the Invention has been described in terms
of a preferred embodiment In a specific network environment,
those skilled In the art will recognize that the invention can be
practiced, with modification, In other and different network




process |s known as "data nmarshalling” and is performed in accordance wth
the ASN.1 Standard. Up to this point, there Is no difference as far as the
application is concerned between this nethod invocation and any ot her

met hod i nvocation. At step 74, the gatemaé | ooks at the Objref to determ ne
the target endpoint. A connection to t he % ndpoint is then opened at step
76. The nmethod continues at step 78 and queries whet her the endpoi nt
has a copy of the executable for the nmethod. If not, the routine continues

(based on « raifkpbfiifes Ridhted? shilyf adcecdieco R ptib SRR of agafﬁ
the endpoi ntThétpﬁewnﬁmventldn however, Is not to be construed as llg1
t he endpoint, al ready had the necessar execut ab sends the

L PTPOL N0 dhe panticulan.saBaged echiacsire. iikisteatadsand: thUSsin gy

et urned.  winiote oeTidid], sefive sifh Wababtius Bisk Gt £ EIBHS /A HiERageel  ne
connect on framewrorleoshiouldhbe droadly comstrued eto nbe asRifUlanl by e
server at Stdi‘%tl}l% and. the routine term nates as though the nethod ha :

executed lo uted nefwerk:conflgurabldoper ati ons can now be descri bed.

'n these types of yagfGtRIS destrived My Thvention WivaPi &idith S3'58W Shd

. desire to secure by Letters Patent Is set forth in the followlng
clalms. '



connectlon back to its gateway. Preferably, this is done in the sanme way
that the endpoint client attenpts to identify itself upon boot. It first
tries Its |ast known gat eway host; if it gets no response, the endpoint

then contacts the server's TN I\/anager routine elthWhat
falls, via a BOOTP broadcast. Once conneglyed, the Server corrpone t he
gateway i s invoked and the endpoint passes a descrip at eway

whi ch endpoi nt has connect ed. Upcal |l s are net ho “\mmﬂ \* ating
at the endpoint. The Tivoll Courier[err] pull int erface s &n exarrpl e of a
progr am rrakllNgTHEthAlMS Not all applications will need upcalls. An endpoint
makes an upcall by calling an IDL conpil er generated stub. Unlike a nornal

nmet hod i nvocation, an upcall always invokes a special upcall nmethod on the

gateway. An appl izati of rhethotpfarianaging bemputlmgqeswmwm gela
- endpoi nt code and the 58 CI al upcall nethod., The gm nt upcall faci |ty

is not a geHstnibpkes-e ﬁEﬂﬁB@. comiisieg tmeeate fiThi s design maintains
lability by h I
Scalaniiity by DRYSARmING" e GomBatimY feSShRIEY MG Ynd Bt
i1l ustrat ed thanaged reglcmsreaeh rreg%lomoemg mahaged by a serveramachine on,
t he endpoint-resi dent code e clien
servf ing one or ore ga eway machlnes each gateway machine
servlclng a plurality of endpoint machines; and .
dellvering, on an as-needed basls, executable code and svstem
fnanagement data from a gateway to one or more endpoint
machlnes serviced by the gatewav.to facllitate execution of at least
one system mariagement task affecting the managed region in the

one or more endpoint machines.

i 2. The method as described in Clalm 1 wherein data Is used
by the one or more endpoint machines to facllitate execution of
the system management task and Is not stored for subsequent use.

3. The niethod as described in Claim 1 further Including
th? step of caching the executable code for subsequent use.

‘4. The method as described In Claim 1 further including
the step. of maintalning the computing resources by backing up
system management data only from the server and the one or
more gateway machines. -

5. The method as described in Claim 1 whereln at least
some of the endpoint machines are personal computers.
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cofrbbrieht) initiates a file request, and the gateway-resident code (i.e
t he server conponent) handl es the request. The routine begins a
with the user on the endpoint invoking a |ocal programthat s part of t he

client component of a file distribution application. 3\ “l“\““ﬂﬂ“ﬂ
met hod asking for a list of all avail abl gsfil epacks, ‘mm m

collection of filas being distributed in accordance w t b atsyst et
managenment task. At step 98, the gateway receives the request, invokes the

server conponent @f th | S r|bt|o |o ass It the
descriptor identiPyi ng?pﬁ qsgnggana&% itWF‘ i@%mgfaﬁhe
runni ng as ag Vﬁﬁn S n | @k
100, filters ou flﬁ| epacks that e e?dugfli%'?t gﬁéto ?gcelélovgvﬁﬁéﬁ ep
102, and themamgememhd’ram;ewom aadevwlmnein ﬂuesgabemav ntechinenth
the actions N t hen i nvoke anot her nethod asking
for a speci f%‘@&é%me'{&%ﬁ&d%?ﬁﬁhyggmﬂ%ar%ﬁ% raeOmpaneot,of the
reporting m?ﬁe s exanpl e, assume that an
i nventory appl i cation Is designe to coﬂ(ect i nventory information (e.g.,
the hardware and software configuration details) froma machi ne whenever
t he machine is reboot LA | Qi t I| at,i on t hod
has been run on e&th gﬁﬂﬁﬁﬁﬁ@?&@%@%ﬁi@ﬁﬁmg reinthe clignt o
run the i nveggdiponept tofr a @tm 0 e 5Bext
boot.- In partlcurlyar ngt (?sffeeﬁé @V%Eﬁmfmaﬁ?%érlﬁ#gt{‘ﬁg é\l? r?\vg%%%r??‘e
report to pmaeatlagﬁtastertmat&s noivaa Urlgzlle.esults At step 108, the
endpoi nt corfnects to the gateway In the manner previously described. The
endpoi nt

8. The method as described In Claim 6 wherein the server

component of the system management framework executes in a
multi-threaded fashion.

9. A method of managing computing resources In a large
distributed enterprise, comprising the steps of:

organizing the computing resources into one or more
managed regions, each region being managed by a server machine
servicing one or more gateway machines, each gateway machine
servicing a plurality of endpoint machines; and

supporting a client component of a system management

framework on each of the endpoint machines, the client
component having a server component supported on the one or
more gateway machines; and |

delivering, onan as-needed basls, executable code and system
management data from a gateway to one or more endpoint
machines serviced by the gateway to facllitate execution of system
management tasks affecting the managed region using the system
management framework.
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21" t'hen invokes an "inventory report" nethod at step 110 and, at step 112,
sends the results to the gateway. At step 114, the server conponent of the
inventory report nethod is invoked and passed a descriptor identifying the
endpoint. The Inventory results are read by the gateway at step 116 and, at
step 118, forwarded to a central inventory databa$ H““u“ LCF is
designed with efficient distributions opejations | m“ﬂ‘m y is
al so a repeater for each of the gateways endpoi ntS This rel dtidnship is
inplicit so It does not need to be set in the repeater configuration.
Distributions fan out fromthe gateway to the endpoints w thout further

server support. E@m rraherméﬁmaasvae mbegmli CIaqm@WWéﬁénﬁt“ q#tﬁ [ons

very scal eabl e. can be seen, e en remal NS essen

dat al ess ex&sed bﬁﬂ&@(&ﬂﬁﬂb‘ mr@enctpalm mmhlnesd:o iaem&:atemmmmn

tramewor k adtotesvethin pads BN tasksank T8 st afed o ibaea e”et?ér
conponents, @mepported on the gateways that service the endpoints.

noted above, the LCF is extensible and thus new application functionali ty
is easily added to the system nanagenent framework w thout having to

o how che Lo <M, e reitiod B QBSRLR 1A i fALR0lrend bS5,

some oper at ith@ stepeos. rmqnealmng ehckeomputirtg lrdswmeg bxiﬁa@le@f tb

that listens for inconing networK connections. on ot tin
system management data from the server and the one or more

gatewav machlnes

12. The method as described in Clalrh 9 whereln at least
some of the endpoint machines are persona_l computers.

13. The method as descrlbed inClaim 9 whereln the server

component of the * system management framework is a
muiti-threaded process.

14. The meth'o'd as described In Claim 9 furthér including
th? step of adding new application functionality to the client
com\ponent of the system management framework.

' ~15. In a large distributed enterprise whereln computing
resources are organized Into one or more managed regions, each
region being managed by a server machine servicing one or more
gateway machines, each gateway machine servicing a plurality of
endpoint machines, a method of executing a system management
task affecting a managed region, comprising the steps of:



S
LEEY

syé't'érfs, the lcf itself is configured as a background task that is dormant
until a network request activates it. In all cases, a persi st ent netv\mk
|istener of the lIcf is relatively snall. The

22 network listener will fork/spawn/invoke the Iarg [I mumn““L
conmponent (as the case may be) in respons2¥ to. a requgmmm “l t
According to the invention, the code running on each endpoi At ¥s & sha
subset of a object-orient ed CORBA runtine. This subset has suffici ent

et hods and. oove HPRVETENG. GREEARIRIE g, éaﬁa%&éﬁéﬁﬁéuﬂb%tdé@‘éﬁtﬁhaw
conponent s af@%mwfopﬂhesvseem manhgfememrwsk fromizrdatewa 'ﬂ%l\l

APC library,, b ébl ock data transfer) nessage catalo s for

menory manadéndn Qrdm&@ndmommaaalnes sendaed)b\t ﬁlae;g&&ewaw and

o as & set of i nRIEL: (BncOlStPIRERA", sietery  HADABATRETH: "HAMARRIC <

menory of t rsuppdpbedton thie dateway niachindancbtheione ormhore eﬁH point

Instructlons be s%ored i n anot her conputer rrermr%agf or exa

hard di sk dr| ines; §0aCaeky Ut Lhe rsysterncmanage ntcﬁasl@uslngf dihe
event ual usee*@cﬁ%%(?oer@ %élﬂ ﬁi‘arﬁé@énﬁ’éﬁf‘dﬁause in a floppy disk
[ 0]

drive), or evenh

16. In the enterprise as described In Claim 15 wherein the
distributed system management framewofk Includes a client
component supported on each of the one or more endpoint
machines and a server component supported on the gateway
machine that services the one or more endpoint machines.

17. A computer connectable Into a large distributed
enterprise having a sérver machine servicing a set of gateway
machines, each of which services a set of endpoint machines,
comprising:

a processor;

~ an operating system; and

* _acllent component of a system management framework, the
client. component having an assoclated server component
supported on a gateway machine; wherein the client component
of the system management framework includes means responsive
to receipt of executables and system management data from the
gateway machine to facilltate execution of a system management
task affecting the managed region Into which the computer Is
connected.



| pterhet. in addition, al t hough the various nethods described are
conveniently inplemented Th a general purpose conputer EHF$SHE§¥ ]
activated or reconfj e, one of ordinary
woul d al so recogni,zE ‘lm‘lﬂm‘ﬂmx may be carried o :
firmvare, or In noré€, al inzed apparat@g8 constructed to performthe

requi red nethod steps. Furt her, although the Invention has been
described in terns of a preferred enbodinment In a specific network

. 1 h k. d . . . . . .
be practced, | t8-moa e gofpltefas MescriGeadMZCIali 17 Wureref the o2
23 archi t meansdnaludesta dagmion and acapplicatien auntinee librams. The

present invention, however, is not to be construed as limted to the
particul ar managed architecture illustrated and thus in a nore general
sense the Inventive use of a client-server nmanaged franmework shoul d be
broadly construed to be useful in any distributed network configuration.

‘Havi ng thus descrithed Tigeicomputer, aswiescribedilmClaim48avhereinrthe &CF

secure by Lefldthor 1 Yespondible fr Bndbofit 164l ¥o'd §ateWsy machine
and for spawning an executable downloaded from the gateway
machine. | | o

* 20. A computer connectable Into a large distributed
enterprise having a server machine servicing a set of gateway
machines, each of which services a set of endpoint machines,
comprising:
' a processor;

a multi-threaded operating system; and

aserver component of asystem management framework, the
server component having an assoclated client component
supported on one or more endpoint machines, wherein the server
component of the system management framework Includes means
responsive to a method Invocation for providing executables and
system management data to one or more endpoint machines to
facllitate execution of a system management task affecting the
‘managed reglon Into which the computer Is connected.

f

21. A computer system, comprising:

a set of endpoint machines, each of which Inciudes a
processor, an operating system, and a client component of a
system management framework, the client component being
dataless and having an associated server component;

This Sheet Has Been R_eilaced-

AR
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245 <I*N THE CLAI M5 ‘1. A nethod of managi ng conputing resources In a
| arge distributed enterprise, conprising the steps : izing the
conputing resources into one or nore managed regions, each regi on being

managed by a server nachine servicing one or nore grjt gu”muunm”mach
gateway machine servicing a plurality of2eendpoint | e
delivering, on an as-needed basis, executable code and system mahagtnent
data froma gateway to one or nore endpoi nt machi nes serviced by the

it ecting the mafbgdeeredr HndEnay  HEShIRe IRy BFPRRsoR™ e
The et hod_prulthehreaeiéd nopeTatigvsystem daind | thesedsdpciabedonsenyerr o

endpoi nt machines to facilitate execution of the system nanagenent task and

is not st or@QmBPm_@ﬁm system management frateWaLK; descri bed I n

e e e e

i ncluding tframework ineludes means hesponsive turecelpt of exerutables andy
system management data from the server component of the
system management framework to facilitate execution of a system
management task.




-
syst"’é"rr{rranagerrent data only fromthe server and the one or nore gateway
machi nes. 5. The nethod as described In Caiml wherein at |east
sonme of the endpoint nachines are personal conputers.
25 6. The nethod as described in Claim1l wherein each of the :
endpoi nt machi nes runs a client corrponen?o of a system managenent framework
and wherein the gateway nmachi ne that services the endpoint nachines runs a

server component QWW 'SFSPRVEMAN T The net hod
as described In O(ga(lﬁr&nﬂg erern the gﬁsg%ﬁcorrponent ofAﬁlgen@)iﬂstem
managenent framewor k ERCAITECIUREWITHEDATAIAESS ENDPORNTS i dl e. 8.

The nmethod as described in Caim6 wherein the server conponent of the
syst em managenent franmework executes in a multi-threaded fashion.

ABSTRACT OF THE DISCLOSURE

A large distributed enterprise includes computing resources that are organized into
one or more managed regions, each region being managed by a server machine (14)
servicing one or more gateway machines (16) with each gateway machine servicing a
plurality of endpoint machines (18). A distributed system management framework is
supported on the gateway machines (16) and the one or more endpoint machines (18) to
carry out system management tasks. To enhance scalability, the endpdint machines
support (18) a low cost, low maintenance client component of the system management
framework, and a corresponding server component is supported on each of the gateway

machines (16).

FIG. 1



9. —/& et hod of managing conputing resources in a large distributed
enterprise, conprising the steps of: organi zi ng the conputing
‘resources into one or nore nanaged regi ons, each region being nmanaged by a
server machi ne servicing one or nore gateway nachi nes, each gateway nachine
servicing a plurality of endpoint nmachines; and supporti-ng a client
conponent of a system nanagenent framework on each of the endpoint

machi nes, the client conponent having a server conponent supported on the
one or nore gateway machines; and dfégvering, on an as-needed basi s,
execut abl e code and system management data froma gateway to one or nore
endpoi nt machi nes serviced by the gateway to facilitate execution of system
managenment tasks affecting the nanaged regi on using the system nmanagenent

framewor k. . 0 26 10. The net hod as
described in aim9 V\/nereir? he dat anyjes spR@® Py, the one or nore endpdint
machines to failitate executi®n o flagement tasks and i § not
stored for subgequent use. ff "
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141. "THe method as described in daim10 further including the step of
mai nt ai ni ng the conputing resources by backing up system nanagenent data

fromthe server and the one or nore dateway machi nes. 12. The met hod
as described in Caim9 wherein at |east sone of the endpoint nachi nes are
personal conputers. 13. The nethod as described in Claim9 wherein

t he server conponent of the system nmanagenent framework is a

mul ti-threaded process. 14. The method as described in daim9
further Including the step of adding new application functionality to the
client conmponent 'of the system managenent franeworKk. 15. In a large

distributed enterprise wherein conputing resources are organi zed into one
or nore nmanaged regions, each region being/granaged by a server machine
servicing one or nore gateway machines, ~each gateway machine servicing a
- plurality of endpoint machines, a nethod of executing a system nanagenent
task affecting a nanaged regi on, conprising the steps of:

FIG. 2
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del i vering executabl e code and system managenent data required for the
system managenent task from a gateway nmachine to one or nore endpoi nt
machi nes serviced by the gateway; and using a distributed system
managenent framework supported on the gateway nachine and the one or nore
endpoi nt machines to carry out the system managenent task usi'ng the
execut abl e code and system managenent dat a. 16. In the enterprise as
described in Caim15 wherein the distributed system nmanagenent franmeworKk
includes a client conponent supported od/2ach of the one or nore endpoint
machi nes- and a server conponent supported on the gatemay machi ne t hat
services the one or nore endpoi nt machi nes. . A conputer
connectable into a large distributed enterpﬂﬂé@EW&ﬂ ng a server nmachine
servicing a set of gateway nmachines, each'o %, services a set of
endpoi nt machi nes, conpri sing: a procet TN RANAGERr ating system
and a client conponent of a systen1nan¢, framework, the client
papported on a gat eway
)€ managenent framewor k
Ngbt’es and system nmanagenent
data fromthe gateway nachlne to facilitateag®gfcution of a system

managenent task affectlng t he managed regnp@KEmmg whi ch the conputer is
connect ed.

TERMINAL NODES (TNs)

FIG. 3
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28 18. The conputer as described in Caim 17 wherein the neans

I ncl udes a daenon and an application runtine |ibrary. 19. The

conputer as described in Claim18 wherein the daenon is responsible for

endpoint login to a gateway machi ne and for spawni ng an executabl e

downl oaded fromthe gateway machi ne. . 20. A conputer connectable into

a large distributed enterprise having a seqjer machine servicing a set of

gat eway machi nes, each of which services a set of endpoi nt nachi nes,

conprising: - a processor; - a nmulti-threaded operating systenm and

a server conponent of a system managenent. franmework, the server conponent

havi ng an associaB@d-client co -;nent supported on one or nore endpoint

machi nes, wherein e_server_conponent s} em managenent franmewor k
or providi ng executabl es

machi nes to

FIG. 4
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Jaciditate execution of a system managenent task affecting the nanaged
region into which the conputer |s connect ed. 21. A conputer system
conpri si ng: : a set of endpoint machi nes, each of which includes a
processor, an operating system and a client conponent of a system
managenment framework, the client conpogﬁgt bei ng datal ess and haV|ng an

associ at ed server conponent; at
| east one. gateway machine Including a processor, a nulti-t hreaded oper ati ng

system and t he associ at ed server conponent of the s ment
f ramewor k; wherein the client conponent ( XfStEﬁ”fN% %gerrent 96
- framework includes neans responsive to receip of ex nd sysﬂem
- managemnent ﬂgt%—LLOﬂLLh@—S&LMEL_CQﬂpQIent of the systenlw;nagenent
| framsyyork to f ci$¢ﬁﬁpequEgi(§§ngef q syst enfrramnmag EW/L\Y R‘EE‘EWES o8
o - - REQUEST AND INVOKES |~
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18. The computer as described In Claim 17 wherein the
means Includes a daemon and an application runtime library.

19. The computer as described in Claim 18 wherein the
daemon Is responsible for endpolint login to a gateway machine
and for spawning an executable downloaded from the gateway
machine. "

' 20. A computer connectable into a large distributed
enterprise having a server machine servicing a set of gateway
machines, each of which services a set of endpoint machines,
comprising:
" a processor; -
a multi-threaded operating system; and ,

“aserver component of asystem management framework, the
server component having an assoclated cllent component
supported ononeor moré endpoint machines, whereln the server
component of the svstem_management framework lncludes means
responsive to a method ln _ ocatlon for providing executables and
system management data '.o‘ one. or more endpoint machines to

facmmte execution of a svstem management task affecting the

.managed reglon into Wthh the computer is connected.

21. A computer system, comprising:

a set of endpoint machines, each of which Includes a
processor, an 'operatlng system, and a client component of a
system management framework, the client component being
dataless and having an associated server component:
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